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| ntr oduction

This document provides sample configurations for InterSwitch Link Protocol (ISL) and IEEE 802.1Q

trunking between a Cisco Catalyst 5500 and a Catalyst 3500X L switch. The document displays the
results of each command as you issue the command. Y ou can use any of these switches in the scenarios
in this document to obtain the same results:

o Catalyst 4500/4000 and 6500/6000 series switches that run Catalyst OS (CatOS)

e Other members of the Catalyst 5500/5000 series
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o Any of the Catalyst Layer 2 fixed configuration switches

The Catalyst Layer 2 fixed configuration switches include the 2900/3500X L, 2940, 2950/2955
and 2970.

Before you proceed further with this document, refer to the document System Requirements to
Implement Trunking.

Prerequisites

Requirements

There are no specific requirements for this document.
Components Used

To create the examples in this document, these switches were used in alab environment with cleared
configurations:

o Catalyst 3524XL switch that runs Cisco |IOS® Software Release 12.0(5)WC7

o Catalyst 5500 switch that runs CatOS 6.4(2) software
The configurations in this document were implemented in an isolated |ab environment. Ensure that you
understand the potential impact of any configuration or command on your network. The configurations

on all deviceswere cleared with the clear config all command on the Catalyst 5500 switch and write
erase command on the Catalyst 3524XL switch to ensure a default configuration.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Background Theory

Trunking isaway to carry traffic from several VLANSs over a point-to-point link between the two
devices. Two ways in which you can implement Ethernet trunking are:

e ISL, aCisco proprietary protocol

e |EEE 802.1Q standard
This document creates atrunk that carries traffic from two VLANSs across asingle link between a
Catalyst 3500 and a Catalyst 5500 switch. Information on how to route between the two VLANSis
beyond the scope of this document.

Important Notes

For Catalyst 2940/2950/2955/2970 Switches
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Catalyst 2940 and 2950/2955 series switches support only 802.1Q trunking. These switches do not
support ISL trunking.

Catalyst 2970 series switches support both ISL and 802.1Q trunking.

For Catalyst 2900XL/3500XL Switches

The Catalyst 2900X L/3500XL switches do not support Dynamic Trunking Protocol (DTP). Use the
nonegotiate option for the switchport trunk command on the other side of the trunk link. Use of the

nonegotiate option prevents the receipt of DTP frames from the peer that the XL switch cannot process.

Note: On a4-MB DRAM Catalyst 2900XL switch, there is trunking support with these trunking-
capable modules only:

o WSX2914-XL-V

WS-X2922-XL-V

WS-X2924-XL-V

WS-X2931-XL

WS-X2932-XL

See thistable for the current list of switch models that support trunking:

Minimum Minimum .
Ciscol10S | Ciscolos | Current Cisco
|OS Software
Switch Software Software Release
Models Release Release Necessary for
Necessary Necessary Trunking
for 1SL for 802.1Q (1SL/802.1Q )
Trunking Trunking '
Cisco 10S Cisco 10S
WS- Software Software Cisco 10S
C2916M- | Release11.2 |Release 11.2 || Software Release
XL (4-MB ||(8)SA4, (8)SA5, 11.2(8.6)SA6,
switch) Enterprise | Origind Original Edition
Edition Edition
WS-C2912-
XL
WS-C2924-
XL
Cisco 10S Cisco 10S
WS- Software Software Cisco 10S
C2924C- Release 11.2 |Release 11.2 | Software Release
XL (8)SA4, (8)SA5, 12.0(5)WC(2) or
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WS Enterprise | Origind later
C2924M- | Edition Edition
XL
WS-
C2912MF-
XL
WS Cisco 10S Cisco 10S Cisco 10S
CogoanM- || Software Software Software Release
XL-DC Release 12.0 ||Release 12.0 | 12.0(5)WC(1) or
(5)XU (5)XU later
WS-
§E5086' CiscolOS || Cisco10S
Software Software Cisco 10S
Release 11.2 |Release 11.2 || Software Release
WSl gsas, | @)sAs, 12.0(5)WC(1) or
Enterprise | Origind later
WS-C3524- Edition Edition
XL
Cisco 1OS Cisco 1OS
Software Software Cisco 10S
WS-C3548- | Release 12.0 | Release 12.0 || Software Release
XL (5)XP, (5)XP, 12.0(5)WC(2) or
Enterprise  |Enterprise | later
Edition Edition
YA’AS/’FS’ELZ“' CiscolOS | CiscolOS || Cisco I0S
Software Software Software Release
WS-C3524- (Fg—;-l ;?Jse 12.0 (Fg—;-l ;?Jse 12.0 I1§éCr)(5)WC(1) or
PWR-XL
Cisco 10S
WS-C2940- Ci 10S Software Release
8TF-S o 12.1(13)AY or
No support | Software
later for 802.1Q
for ISL Release 12.1
WS-C2940- (13)AY
8TT-S No support for
ISL
WS-C2950-
12
WS-C2950-
24
WS- Cisco 10S
C2950C-24 Cisco 1OS Software Release
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WS Software 12.0(5)WC(1) or
C2950T-24 Release 12.0 | later for 802.1Q
(BWC()
WS No support for
C2955T-12 ISL
No support
WS for ISL
C2955C-12
WS
C29555-12
WS CiscoIOS [ Cisco I0S Cisco |OS
Cco970G- | Software Software Software Release
AT-E Release 12.1 |Release 12.1 | 12.1(11)AX or
(1DAX (11D)AX later

Note: Inthistable, only WS-C2916M-XL isa4-MB DRAM switch. All other switchesin thelist are 8-
MB DRAM switches. In order to determine whether your switch has4 MB or 8 MB of DRAM, issue the
user-level show version command. For more information, see the How to Deter mine the Amount of
Switch Memory Using Command Line Interface section of Upgrading Software in Catalyst 2900XL and

3500XL Switches Using the Command Line Interface.

For Catalyst 4500/4000, 5500/5000, and 6500/6000 Switches

¢ The Catalyst 4500/4000 series, which includes the Catalyst 2948G and Catalyst 2980G, only
supports 802.1Q trunking. The series does not support ISL trunking.

¢ Any Ethernet port on a Catalyst 6500/6000 series switch supports either 802.1Q or ISL
encapsulation.

o Catalyst 5500/5000 trunk-capable ports either support ISL encapsulation only, or support either
ISL or 802.1Q. This support scenario depends on the module. Issue the show port capabilities
command to determine the support. The command output explicitly states the trunking capacity.
Hereisan example:

cat 5509 show port capabilities 3
Mode
Por t
Type
Speed
Dupl ex
Trunk encap type

Trunk node
Channel
Br oadcast suppression

http://www.cisco.com/warp/customer/473/43.html

Fl ow contro
Security
Menber shi p
Fast start

WB- X5234

3/1

10/ 100BaseTX
aut o, 10, 100
hal f, full
802. 1Q I SL

This port supports both 802.1Q and | SL.

on, of f, desi rabl e, aut o, nonegoti at e
3/1-2,3/1-4

per cent age( 0- 100)

recei ve-(of f, on), send- (of f, on)
yes

static, dynam c

yes
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QCS schedul i ng rx-(none), tx-(1q4t)

CoS rewite yes

ToS rewrite | P- Precedence

Rewrite yes

UDLD yes

Auxi | i aryVl an 1..1000, unt agged, dot 1p, none
SPAN source, destination

o Make sure that the trunking modes match across the trunk link. If you have configured one side of
the link asan ISL trunk, configure the other side of thelink asISL. Similarly, if you have
configured one side of the link as an 802.1Q, configure the other side of the link as 802.1Q.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: To find additional information on the commands used in this document, use the Command
Lookup Tool c ( registered customersonly) .

Network Diagram

This document uses this network setup:

% L1
w;:.rk FHon

VLANZ WVLAN 2

int fad/s2 port 3/2

Catalyst 3524-XL Catalyst 5500
Trunking WLANM 1 & VLAN 2
P Address: 1001010, 2| int fal/3 IP Address: 10.10.10.3| port 3/3
WLAN 1 VLAM 1
woorkstaion worksision

Configurations

This document uses these switch configurations:

http://www.cisco.com/warp/customer/473/43.html 3/22/2005
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o Catalyst 3524XL

o Catalyst 5500

This document applies this configuration to the switches:
e Set VLAN Trunk Protocol (VTP) modes on the switches.
e Addasecond VLAN, VLAN 2, on the switches.
Note: You add ports on those VLANS.

o Enable trunking with use of ISL or 802.1Q on the Fast Ethernet link that interconnects the
switches.

This allows the trunk to carry traffic for all VLANS.
o Enable spanning tree PortFast on the ports, where workstations have connection.

According to the topology, you enable spanning tree PortFast on ports 3/2 and 3/3 on the Catalyst
5500 and on ports FastEthernet0/2 and FastEthernet0/3 on the Catalyst 3524XL switch.

This procedure provides the commands necessary to configure trunking. Each step includes the Cisco
|OS Software and CatOS commands. Base your choice of command to use on the software that runs on
the switch.

1. Configure VTP on both switches.
In this example, you configure VTP mode as transparent. Y ou can aso configure the switches as

either client or server. For more information, refer to the document Creating and Maintaining
VLANS.

o Cisco | OS Software

| OSSwi t ch# vl an dat abase
3524x| (vl an)# vtp transparent
Setting device to VIP TRANSPARENT node.

o CatOS

Cat OSSwi t ch> (enabl e) set vtp nopde transparent
VTP donmai n nodified

2. Createthe additional VLANS.

Y ou must complete this step on both switchesif the VTP mode is transparent, asin the example.
Otherwise, you only need to define the additional VLANSs on the VTP server switch.

o Cisco | OS Software

http://www.cisco.com/warp/customer/473/43.html 3/22/2005
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| OSSwi tch(vlan)# vlan 2
VLAN 2 added:

Name: VLANOOO2

| OSSwi t ch(vl an)# exit
APPLY conpl et ed.
Exiting....

o CatOS

Cat OSSwi t ch(enabl e) set vlian 2

VTP advertisenents transnmitting tenporarily stopped,
and will resunme after the comrand fi ni shes.

VI an 2 configuration successf ul

3. Assign some portsto the VLANS and, at the same time, enable PortFast on those ports if
necessary.

o Cisco |OS Software

| OSSwi t ch(config)# interface fastethernet 0/2
| OSSwi tch(config-if)# switchport access vlan 2
| OSSwi t ch(config-if)# spanning-tree portfast
%Mr ni ng: portfast enabl ed on FastEthernet0/ 2.

I--- Usually, you need to enable PortFast on ports that connect

l--- to a single host. Wen you have enabl ed Port Fast,

I--- hubs, concentrators, sw tches, and bridges that connect to this
I--- interface can cause tenporary spanning tree | oops.

I--- Use PortFast with CAUTI ON.

| OSSwitch(config-if)# exit

o CatOS

Cat OSSwi t ch> (enable) set vlian 2 3/2
Vlan 2 configuration successful

VLAN 2 nodi fi ed.

VLAN 1 nodifi ed.

VLAN Mod/ Ports

2 3/2
Cat OSSwi t ch> (enabl e) set spantree portfast 3/2 enable

4. Enable trunking on the port.

o Cisco | OS Software

| OSSwi tch(config)# interface fastethernet 0/1
| OSSwi t ch(config-if)# swtchport nbde trunk

o CatOS

Omit this step for CatOS switches. In Step 5, you designate a port as trunk and, at the same
time, you define the encapsulation.

http://www.cisco.com/warp/customer/473/43.html 3/22/2005
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5. Enter the trunking encapsulation as either |SL or 802.1Q (dot1q).

o Cisco | OS Software

| OSSwi tch(config-if)# switchport trunk encapsul ation isl
oR

| OSSwi tch(config-if)# switchport trunk encapsul ati on dot 1q

Note: In the case of 2940/2950 switches, do not use these switchport commands. The
Catalyst 2940/2950 switches only support 802.1Q encapsulation. When you enable trunking
on the interface with the switchport mode trunk command, you automatically configure
802.1Q encapsulation.

o CatOS

Cat OSSwi t ch> (enabl e) set trunk 3/1 nonegotiate isl
Port(s) 3/1 trunk nbpde set to nonegoti ate.
Port(s) 3/1 trunk type set to Isl.

I--- This switch connects to a 2900XL.
I--- Therefore, you must use the nonegotiate option.

Cat OSSwi t ch> (enabl e)

OR

l--- |If you want to configure 802.1Q trunking instead,
I--- issue this command:

Cat OSSwi t ch>(enabl e) set trunk 3/1 nonegotiate dot1q

There are severa options for trunking modes, such as: on, off, auto, desirable, auto, and
nonegotiate. For more information on each, refer to the appropriate CatOS software configuration
page for the switch product that you are configuring.

In the case of 802.1Q, make sure that the native VLAN matches across the link. By default, the
native VLAN is 1 or the VLAN that you have configured on the port. If your network requires the
native VLAN to be other than VLAN 1, you can change the native VLAN. If you change the
default native VLAN, you must change the native VLAN on the other side of the link aswell. In
order to change the native VLAN, issue one of these commands:

o Cisco |OS Software

switchport trunk native vlan vlan-1D

o CatOS

set vlan vlan-1D nodul e/ port
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Note: The module/port in this command is the trunk port.

Note: This output shows the issue of commands on the 3524XL switch. Commentsin blueitalics
explain certain commands and steps:

Catalyst 3524XL

3524x!| # show runni ng-config
Bui | di ng configuration..

Current configuration

version 12.0

no service pad

service timestanps debug uptine
service timestanps |og uptine
no service password-encryption
|

host name 3524x

!

no | oggi ng consol e
enabl e password mysecr et

i p subnet-zero
!
!
|

interface fastethernet0/1

swi tchport node trunk
!

I--- |If you have configured 802.1Q

I--- you instead see this output

I--- under interface fastethernetO/1:

l--- interface fastethernetO/1

l--- switchport trunk encapsul ati on dot 1q
I--- switchport nobde trunk

!

interface fastethernetO/2
swi tchport access vlan 2
spanni ng-tree portfast

|

interface fastethernet0/3
spanni ng-tree portfast
|

interface fastethernet0/4
!

I--- Qutput suppressed.
|

i nterface VLANL
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i p address 10.10. 10.2 255. 255. 255. 0
no i p directed-broadcast

no i p route-cache

|
!

line con O

transport input none
stopbits 1

line vty 0 4
password mnysecr et
 ogin

line vty 5 15

 ogin

|
end

Note: This output shows the issue of commands on the 5500 switch. Commentsin blueitalics
certain commands and steps:

explan

Catalyst 5500

cat 5509> (enabl e) show config
Thi s command shows non-default configurations only.
Use 'show config all' to show both default and non-default configurations.

begi n
!

# **x**x NON- DEFAULT CONFI GURATI QN *****
!
!
!
set enabl epass $2$FN 3$8MszcpVMylH2aW | | 13aZ.
|

#system

set system nane cat 5509

!

#frame distribution nethod

set port channel all distribution mac both
|

#vtp

set vtp node transparent

set vlian 1 nanme default type ethernet nmtu 1500 said 100001 state active

set vlan 2

set vlan 1002 nane fddi-default type fddi mu 1500 said 101002 state active

set vlan 1004 nane fddinet-default type fddinet ntu 1500 said 101004 state
active stp ieee

set vlan 1005 nane trnet-default type trbrf nmu 1500 said 101005 state
active stp ibm

set vlan 1003 nane token-ring-default type trcrf nmu 1500 said 101003 state
active node srb aremaxhop 7 stemaxhop 7 backupcrf off

|

#ip

set interface scO 1 10.10.10. 3/255.255.255.0 10.10. 10. 255

http://www.cisco.com/warp/customer/473/43.html
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# default port status is enable
!
|

#nmodule 1 : 4-port 10/ 100BaseTX Supervi sor
|

#nmodul e 2 : 3-port 1000BaseX Et her net

!

#modul e 3 : 24-port 10/ 100BaseTX Et her net
set vlan 2 3/2

set trunk 3/1 nonegotiate isl 1-1005

l--- |If you have configured 802.1Q trunk,
l--- this line displays as:
I--- set trunk 3/1 nonegotiate dotlq 1-1005

set spantree portfast 3/2-3 enable
|

#rmdul e 4 enpty
|

#n’ndul e 5 empty
|

#n’ndul e 6 : 24-port 10BaseF Ethernet
|

#rmdul e 7 enpty
|

#modul e 8 : 24-port 10/ 100BaseTX Et her net
!

#nmodul e 9 enpty

end

cat 5509> (enabl e)

Page 12 of 17

Verify

show Commands

This section provides information that you can use to confirm that your configuration works properly.

Certain show commands are supported by the Output | nterpreter Tool o ( registered customersonly) ,

which alows you to view an analysis of show command output.

On the Catalyst 2900X L/3500XL/2950 switches:
¢ show interfaces {fastethernet | gigabitether net} module/port switchport
e show vlan
e show vtp status

On the Catalyst 5500/5000 switch:

e show port capabilities module/port

http://www.cisco.com/warp/customer/473/43.html
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e show port module/port
e show trunk module/port
e show vtp domain
Sample show Command Output
Catalyst 3500XL Switch
o show interfaces {fastethernet | gigabitether net} module/port switchport
Use this command to check the administrative and operational status of the port. Also, use this
command to make sure that the native VLAN matches on both sides of the trunk. The native

VLAN handles untagged traffic when the port isin 802.1Q trunking mode. Refer to Creating and
Maintaining VLANS for details on native VLANS.

3524x| # show interfaces fastethernet 0/1 switchport
Name: FaO/1

Swi t chport: Enabl ed

Adm ni strative node: trunk

Oper ational Mde: trunk

Admi ni strative Trunki ng Encapsul ation: isl
Operational Trunking Encapsul ation: is
Negoti ati on of Trunking: Disabled

Access Mdde VLAN. O ((lnactive))

Trunki ng Native Mdde VLAN. 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1,2

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged franes: O
Override vlan tag priority: FALSE
Voi ce VLAN: none

Appl i ance trust: none

Sel f Loopback: No

Note: For 802.1Q trunking, the output of the show interfaces {fastether net | gigabitether net}
module/port switchport command changesin thisway:

3524x| # show i nterfaces fastethernet 0/1 switchport
Nane: FaO/1

Swi t chport: Enabl ed

Admi ni strative node: trunk

Operational Mde: trunk

Admi ni strative Trunki ng Encapsul ation: dot1q
Oper ational Trunking Encapsul ati on: dot 1q
Negoti ati on of Trunking: D sabled

Access Mdde VLAN. O ((lnactive))

Trunking Native Mbde VLAN. 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1,2

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged frames: O

http://www.cisco.com/warp/customer/473/43.html 3/22/2005
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Override vlan tag priority: FALSE
Voi ce VLAN: none

Appliance trust: none

Sel f Loopback: No

e show vian

Use this command to verify that the interfaces, or ports, belong to the correct VLAN. In this
example, only interface Fa0/ 2 belongsto VLAN 2. Therest of the interfaces are members of

VLAN 1:
3524x| # show vl an
VLAN Nane St at us Ports
1 def aul t active FaO/ 3, FaO/4, FaO/5, FaO/6

FaO/ 7, Fa0/8, Fa0/9, FaO/1
FaO/ 11, FaO/ 12, Fa0O/13, Fa
Fa0O/ 15, FaO/ 16, Fa0/17, Fa
Fa0O/ 19, FaO/ 20, Fa0O/21, Fa
Fa0/ 23, Fa0/24, G0/1, GO

2 VLANOOO2 active FaO/ 2
1002 fddi-default active
1003 token-ring-default active
1004 fddi net-defaul t active
1005 trnet-default active

I--- Qutput suppressed.

e show vtp status

Use this command to check the VTP configuration on the switch. In this example, the VTP mode
isTranspar ent . The correct VTP mode depends on the topology of your network. For details on
VTP, refer to Creating and Maintaining VLANS.

3524x| # show vtp status

VTP Version D2

Configuration Revision 0

Maxi mum VLANs supported locally : 254

Nurber of existing VLANs : 6

VTP Operating Mde : Transparent

VTP Domai n Nane :

VTP Pruni ng Mdde . Disabl ed

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

VD5 di gest 0x74 0x79 O0xD3 0x08 0xCO 0x82 0x68 0x63

Configuration |ast nodified by 10 10.10.2 at 3-1-93 00:05:30
CatOS Switches
¢ show port capabilities module/port

Use this command to check if the port is capable of trunking:

cat 5509 show port capabilities 3/1

http://www.cisco.com/warp/customer/473/43.html 3/22/2005
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Mode

Por t

Type

Speed

Dupl ex

Trunk encap type
Trunk node
Channe

Br oadcast suppression
Fl ow contro
Security
Menber shi p

Fast start

QCS schedul i ng
COs rewite

ToS rewite
Rewrite

UDLD
Auxi | iaryVl an
SPAN

e show port module/port

WS- X5234

3/1

10/ 100BaseTX

aut o, 10, 100

hal f, f ul

802.1Q I SL

on, of f, desi rabl e, aut 0, nonegoti ate
3/1-2,3/1-4

per cent age( 0- 100)

recei ve-(of f, on), send- (of f, on)
yes

static, dynam c

yes

rx- (none), TX(1q4t)

yes

| P- Precedence

yes

yes
1..1000, unt agged, dot 1p, none
source, destination

cat 5509> (enabl e) show port 3/1

connected trunk nor mal a-ful

Port AuxiliaryVlan AuxVl an- St at us

Port Security Violation Shutdown-Ti ne Age-Ti ne Max- Addr Trap

1 di sabl ed

3/1 disabled shutdown

Port Num Addr Secur e- Src- Addr

I--- CQutput suppressed.

e show trunk module/port

Age- Left Last- Src-Addr

Use this command to verify the trunking status and configuration.

cat 5509> (enabl e) show trunk
* - indicates vtp domain nismatch

Por t Mode

Encapsul ati on Status

Nati ve vl an

a-100 10/100B

| f I ndex

Shut down/ Ti nme-

http://www.cisco.com/warp/customer/473/43.html
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VI ans all owed and active in nanagenent domain

Note: For 802.1Q trunking, the output of this command changesin this way:

cat 5509> (enabl e) show trunk

* - indicates vtp domain nismatch

Por t Mode Encapsul ation Status Native vl an

31 nonegotiate dotlgq trunking 1

Por t VI ans al | owed on trunk

31 1-1005
Por t VI ans all owed and active in nanagenent domain

1 12
Por t VIl ans in spanning tree forwardi ng state and not pruned

1 12

e show vtp domain

cat 5509> (enabl e) show vtp domain

Donai nNanme

VI an- count

Donmi n | ndex VTP Version Local Mde Passw

1 2 Transparent -

Max- vl an- st orage Config Revision Notifications

1023 0 di sabl ed

Last Updat er V2 Mode Pruning PruneEligible on M ans

10. 10. 10. 3

Troubleshoot

di sabl ed di sabl ed 2-1000

There is currently no specific troubleshooting information available for this configuration.

NetPro Discussion Forums - Featured Conver sations
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