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Introduction

Five Territories in Australia extend the 2007-2008 daylight saving time (DST) period to end on the first
Sunday in April (April 6, 2008) instead of the last Sunday in March. For the 2008-2009 and going forward,
the same legislation also changes the start of DST from the last Sunday in October to the first Sunday in

October.

Summary of Changes to Daylight Saving Time
2006-20071 2007=2008l 2008—2009l 2009-201
Australian ;?;t dav in Last First First
Capital y Sunday in |Sunday in |Sunday in
. October
Territory 2006 to October October October
2007 to 2008 to 2009 to
Last ) . )
Sunday in First First First
Sunday in |Sunday in |Sunday in
March 2007 April 2008 April 2009 April 2010
Last
Sunday in . .
New South Last First First
October . . ,
Wales 2006 to Sunday in |Sunday in |Sunday in
Last October October October
. 12007 to 2008 to 2009 to
Sunday in |_. ) )
March 2007 First First First
arc Qllndny in Qunr‘lny in Qundny in
Northern April 2008 |April 2009 [April 2010
Territory No daylight| No daylight| No daylight] No daylight
Queensiand R B, TG R, G| R e | R B e
saving time|saving time| saving time|saving time
Last
South Sunday in Last First First
. October . . .
Australia 2006 to Sunday in |Sunday in |Sunday in
Last October October October
. 12007 to 2008 to 2009 to
Sunday In First First First
March 2007 Siindavin 1Sindavin 1Siindavin
First April 2008 |April 2009 |April 2010
Sunday in
Tasmania October First First First
2006 to . . .
Last Sunday in |Sunday in |Sunday in
Sundav in October October October
YN 15007t0  |2008t0  |2008 to
March 2007 Eirst Eirst Eirst
Sunday in Sunday in Sunday in
April 2008 April 2009  April 2010




Last

Sunday in
Victoria October Last First First

2006 to : , .

Last Sunday in |Sunday in |Sunday in

Sundav in October October October

YN 1200710 |2008t0  [2009 to

March 2007 Eirst Eirst Eirst

First Sunday in |Sunday in |Sunday in
Western Sunday in ﬁg&I 2008 |Bapsil 20Q9 April 2010
Australia December, Sunday in Sunday in

2006 to October October

Last 2008 to No daylight

. 12007 to o7
Sunday in Last Last saving time
March 2007 . |Sunday in
Sunday in March
March 200 Oa(.)rg

* In 2009, Western Australia evaluateg again the daylight savip
time changes and voted to not re-instate it for 2009-2010.

For more information, visit the Australian Government website:

http://Awww.australia.gov.au/Timé’

The configuration changes provided in this document are required to change the programmed in dates of
daylight saving time for various time zones. Some devices that run newer software may not require this
change if the enhancement request is included in the version of software that runs on the device. In softwar
that includes this enhancement, the OLD summertime values have been changed to the NEW summertime
values, and the configuration changes in this document are not required. For detailed information about
individual products, see Affected Cisco Platforms.

Configuration or OS changes will need to occur on the devices that implement the old rules, so that the
device time can be correct, in logs and other time stamped communications from the device/platform.
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Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.



Scope and Impact

The DST change affects all devices that support an automatic time change when they are configured to
support daylight saving time. This change impacts Cisco and non-Cisco devices. Customers should contac
any vendor that uses time-sensitive messaging or other time—-stamped communications in order to determir
the impact of the change to beginning and end of Daylight Savings Time.

Affected devices that are not changed could display the time exactly 1 hour off from the actual time during
DST periods. In 2008, DST starts three (3) weeks earlier and ends one week later than in past years. This
change takes effect for the first time in April of 2008. This change can have a major impact on event
correlation activities that are performed as part of normal operations troubleshooting and monitoring.

For security-related devices, where logs are captured, correlated, and stored for future reference, this time
change could render them incorrect for situations where they need to be recalled to rebuild a sequence of
events. The incorrect timestamps might not be an issue for events that get immediate action. However, in th
future, these events would reference incorrect times.

Any device with time—based controls and activities, such as a AAA (Authentication Authorization
Accounting) servers, Content Devices (CES), cron jobs, and video streaming servers can be impacted and
should be checked with the appropriate vendor.

Other examples include calls being logged at the wrong times that could affect call detail reporting and billin
information or inaccurate campaign dialing times that result in dialing customers outside allotted time period
defined by government agencies, which may be a violation of government regulations.

Consequently, any device with time—based controls and activities, such as authentication servers,
synchronization activities, and scheduled events (that is, batch jobs, timed backups, or automated dialing
capabilities or scripts for telemarketing purposes, etc.) that has been configured to use Australia DST rules
would be impacted during the time period when the new Australia DST rules go into effect, but the old
Australia DST rules are still applied.
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Affected Cisco Platforms

The tables in this section list the Cisco enhancement IDs that were created in order to track the changes in 1
operating system defaults for various platforms. Versions of software that include these enhancements will
correctly change the time when configured to observe daylight saving time.

Software versions that do not include these enhancements, but support daylight saving time, will use the
previous dates, which are invalid after March 29, 2008. The daylight saving time changes affect these
territories:

 Australian Capital Territory
* New South Wales

* South Australia

* Tasmania

* Victoria

Refer to these categories for more information about your product:

« Application Networking Services
« Interfaces and Modules



» Cisco I0S Software

« Mobile Operators

« Network Management

» Optical Networking

* Routers and Switches

« Security and VPN

« Storage Networking

* TelePresence

« Video, Cable, and Content Delivery
* Voice and Unified Communications
* Wireless

In order to view each enhancement and the version in which it is integrated, click the appropriate Cisco

Tracking ID or use the Bug Tool (registered customers only) . You must register with Cisco.com in order to
view this information. For a full list of product Field Notices, refer to the Product Field Notice Summary

page.

Note: Bug IDs and Field Notices might refer to U.S. or North America DST updates. These updates apply to
Australia as well.
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Affected Cisco Platforms

Application Networking Services

Cisco Product Cisco Notes
Tracking ID

ACE XML

Gateway

(ReaCtIVIty) N/A Eixed in version 5 1.1

Application

and Content

Networking See Application and

System Networking Services in the

(ACNS) Configurations and
CSCsm40178 Workarounds section of this

document for information

Content .

. about this product.
Ser_wces clock summer-time command
Switch (CSS) N/A introdiiced in versinon 8 10 /
Global Site 7.10 and beyond.

Selef:tor (GSS Use the clock user
App“ance NY/A cummer—time command
Wide Area introduced in version 1.3.2.
Application See Application and
Services Networking Services in the
(WAAS) Configurations and

CSCsmA0228)\yorkarounds section of this

document for information
about this product.

N/A




Wide Area
File Services
(WAFS)

See Application and
Networking Services in the
Configurations and
Workarounds section of this
document for workaround
information. Refer to FN —
62677 — U.S. Daylight Saving
Time Policy Changes Effectiv,
March 2007 - for Content
Networking Products for more

D O»

information about this product.
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Interfaces and Modules

Cisco Product Cisco Notes
Tracking ID
App!lcatlon Control Use the clock timezone
Engine Module .
(ACE) standard <_t|mezone> _
N/A command introduced in
version A.1.4 and
hnynnd
Use the APA Device
Application Console in order to
Performance resolve the daylight
Assurance Enhancqd saving time issue. Refef
Network Modules to the Device Setup and
(NME-APA) Management section of
N/A \ S
the Cisco Application
Performance Assurance
Device Console User
Guide for more
information about this
product.
Branch Routers CSCsm05261] Fixed in 1.003 for the
Series Network CSCsh30313 |underlying operating

Analysis Module
(NME-NAM)

system. Fixed in 2.3.4 fq
the module software.
You can download a
patch from the NAM for
Cat 6500 (Prod. Code:
WS-SVC-NAMX)
Software Download
page. Refer to these
documents for more
information about this
product:

* CSCsm05261 A
and Argentina

r

stralian



DST Changes

» CSCsh30313 Update

DST for US on
Service Engines
such as
AIM-CUE
NM-CUE
NM-NAM
NM-CE
* FN - 62682 -
U.S. Daylight
Saving Time
(DST) Policy
Changes
Effective March
2007 - for All
Cisco Unity
Express (CUE)
Releases Prior t
2.3.4
Important Notes
section of the
Release Notes
for Cisco Unity
Express 2.3

Catalyst 6500 Serie
Network Analysis
Module
(NAM-1/NAM-2)

5CSCsm05261
CSCsh30313

Fixed in 1.003 for the
underlying operating
system. Fixed in 2.3.4 fq
the module software.
You can download a
patch from the Branch
Routers Series NAM
supporting Cisco
2800/3700/3800 Series
routers Software
Download page. Refer t
these documents for
more information about
this product:

* CSCsm05261 A
and Argentina
DST Changes

» CSCsh30313 Ug
DST for US on
Service Engines
such as
AIM-CUE
NM-CUE
NM-NAM
NM-CE

* FN - 62682 -
U.S. Daylight

r

O

stralian

date




Saving Time
(DST) Policy
Changes
Effective March
2007 - for All
Cisco Unity
Express (CUE)
Releases Prior t
2.3.4

Important Notes
section of the
Release Notes
for Cisco Unity
Express 2.3

Content Engine
Network Module
(NM-CE)

CSCsm05261
CSCsh30313

Fixed in 1.003 for the
underlying operating
system. Fixed in 2.3.4 f¢
the module software.
Refer to these documen
for more information
about this product:

* CSCsm05261 A
and Argentina
DST Changes

» CSCsh30313 Ug
DST for US on
Service Engines
such as
AIM-CUE
NM-CUE
NM-NAM
NM-CE

* FN - 62682 -

U.S. Daylight

Saving Time

(DST) Policy

Changes

Effective March

2007 - for All

Cisco Unity

Express (CUE)

Releases Prior t

2.3.4

Important Notes

section of the

Release Notes

for Cisco Unity

Express 2.3

r

stralian

date

Content Switching
Module (CSM)

N/A

Run the clock
calendar-valid
command from the SUP
blade.




Content Switching
Module with SSL
(CSM-S)

N/A,

No change required. Th

Firewall Services
Module (FWSM)

N/A

nroduct nulls time from
T Ld

1§ GaMge required. Th
product pulls time from
the CatQS

Shared Port
Adapters (SPA)

N/A,

Unity Express
Advanced
Integration Module
(AIM-CUE)

CSCsh30313

Refer to these documents

for information about
these products:

» CSCsh30313 ug

DST for US on
Service Engines
such as
AIM-CUE
NM-CUE
NM-NAM
NM-CE

* FN - 62682 -
U.S. Daylight
Saving Time
(DST) Policy
Changes
Effective March
2007 - for All
Cisco Unity
Express (CUE)
Releases Prior t
2.3.4

date

Unity Express
Network Module
(NM-CUE)

CSCsm05261
CSCsh30313

Fixed in 1.003 for the
underlying operating

system. Fixed in 2.3.4 for

the module software.

Refer to these documents

for more information
about this product:

* CSCsm05261 A
and Argentina
DST Changes

* CSCsh30313 Ug
DST for US on
Service Engines
such as
AIM-CUE
NM-CUE
NM-NAM
NM-CE

* FN — 62682 -
U.S. Daylight

ustralian

date




Saving Time
(DST) Policy
Changes
Effective March
2007 - for All
Cisco Unity
Express (CUE)

2.3.4

* Important Notes
section of the
Release Notes
for Cisco Unity

Releases Prior t

N
s

Express 2.3
[Return to Top]
Cisco 10S Software
oy | ceo
Tracking Notes
1D
Cisco 10¥®
Solutions:
» Dyngmic
Multipoint
VPN VPN 3K hardware should be
(DMYPN)
manually changed through the GUI|.
* EasyWPN : .
Choose Configuration > System >
* IPSet )
. Serv General, and make changes in the
Time and Date dialog box. VPN
Moddiles . o
« Weblp client applications should be chang
N/w\ through the Windows settings. VPN
SPA chould he Phangnr{ with the
Cisco 10S clock command on Cisco IOS. See
Software SexCISrd Fo8\GovletfGlatsoimts
Platforms Denfigufagions @rsl o Ravdwmdang
N/A . .
section of this document for
Cisco 10S D TE R Me
XR Configurations and Workarounds
N/A . .
section of this document for
workaround information.
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Mobile Operators

Cisco Product

Tracking ID

Cisco Notes




Radio Access Networ

Optimization
(RAN-0O)

No change required.
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N/A

Network Management

Thisproductpulls-time

from the Cisco IOS.

Cisco Product Cisco Notes
Tracking ID
This product requires an update from
Microsoft. Refer to Microsoft
Access Control .
Server (ACS) Knowledgebase article _
N/A 942763 December 2007 cumulative
time zone update for Microsoft
Windows operating systen’r_'s? for
more information.
Active Network
Abstraction
(ANA) Version See Active Network Abstraction (ANA
3.X A in the Configurations and Workarounds
. section of this document for workaroupd
Application information
Networking ’
Manager (ANM) |, . No changes required. ANM uses UTG
Building (GMT) time.
Broadband
Service Manager Refer to CSCsm96971 Update OS for
(BBSM) ~eremarazql AUstralian DST Changes/ Argentina
I?S ré:p% n ﬁe‘c?lfz%OS for Rrg(ou cah
dogvrnloaI e at L'f'soD
. CiscoWorks Server CD- One Patches
CiscoWorks
Software Download page. Refer to these
Common bugs for more information about this
Services (CWCS)CSCsm43797 duct:
cscslsgsgo |Product
» CSCsm43797 DST changes far
CS3.0.x
» CSCsl58580 DST changes for
CS3.1.x
CiscoWorks
LAN
Management
Solution (LMS) Refer to CiscoWorks LAN Management
Version 2.2 FASIEAL Solution Software Version Compariso
Ciscoworks |CSCsma3797 RES&r ' oy Eiscow WisKE AN &NdBe 8RYYs
LAN Battcheps n or(éer to access the patch for
Management this product. Refer to

Solution (LMS)
Versions 2.5 and

CSCsm43797 DST changes for CS3.(.x
for information about this product.




2.6

174

n

CiscoWorks
Network
I(\:/Iompllancl\el CM Refer to CSCs045036 Patch required
anager ( ) CSCso4503afor Australia DST for information about
CiscoWorks this product.
Small Network
Management This product will end—of-sale on Marq
Solution (SNMS)| - ~ e /e 31, 2008 Refer to Products & Service
CiscoWorks % hoﬁ%{é‘%,’&“a“% ourtrr%gnce,
Voice Manager 3t or ILRA%re Bownload web page
(CWVM) in order to access the patch for this
CSCsm43797 product. Refer to CSCsm43797 DST
changes for CS3.0.x for information
about this product.
CiscoWorks
Internetwork Refer to the Internetwork Performance
Performance Monitor Software Download web page
Monitor (IPM) in order to access the patch for this
CSCsm43797 product. Refer to CSCsm43797 DST
changes for CS3.0.x for information
?R%“E;FB&% Lfl% time from the
Microsoft OS. Time is pulled from the
Microsoft OS. Refer to Microsoft
Knowledgebase article
Incident Control 942763 December 2007 cumulative
Server (ICS) time zone update for Microsoft
EOS/EOL  l\indows operating systents for
more information. This product is
EOS/EOL. Refer to the Cisco Incident
Control System Products & Services
page for more information about the
status of this product.
Intrusion See Intrusion Detection and Preventid
Prevention (IPS and Intrusion Detection System
Sensor N/A Service Module2 (IDSM2)) in the
Configurations and Workarounds
section of this document for workarou
information.
This product requires an update to the
IP Solution JRE. Update your JRE, _and then stop
Center (ISC) and restart the ISC service. Refer 'Fo th
N/A Sun Developer Network (SDN) Article

TimezonewData Versions in the JRE
Software™ for information about JRE|
updates.

ne

IPS Event Viewe
(IEV)

N/A

This product requires an update from
Microsoft. Refer to Microsoft
Knowledgebase article

942763 December 2007 cumulative




time zone update for Microswoft
Windows operating systents for
more information.

License Manage
(CLM)

CLM relies on local time (as obtained

from the underlying operating system).

OS patches should be installed as
required. Refer to the Sun Developer
Network (SDN) Article: Timezone Dat
Versions in the JRE Softwaré for

=4

g

ed
tes
o

[

N/A information about JRE updates. Refer
the Microsoft Knowledgebase Article:
December 2007 cumulative time zone
update for Microsoft Windows operatif
systems‘j for information about
Microsoft updates.
Upgrade to MWTM 6.0.2. You can
Mobile Wireless download the the 6.0.2 patch and the
Cisco SGM and MWTM DST Update
Transport Procedure
I(\:/Iavr\ﬁ_ghi)r (MWTM-DST-Update—Procedure.pdi
N/A from Mobile Wireless Transport
Manager Software Download (registef
customers only) . Refer to Release N
for Mobile Wireless Transport Managg
6.0.2 for more information about
MWTM 6.0.2.
Monitor
Director/Monitor
Manager NY/A, This Prndlmf is naot affected
Updates to the Jave Runtime
Environment (JRE) must be installed.
NetFlow Refer to the Sun Developer Network
Collection (SDN) Article: Timezone Data Versior]
Engine (NFC) |\ in the JRE Softwaré&” for information
about JRE updates. Refer to Netflow
Collection Engine in the Configuration
and Workarounds section of this
document for information on how to
install the JRE updates.
Network
Admission
Control
Appliance (NAC
@gfﬁ?ff&isco Refer to Field Notice: FN - 62729 -
Clean Access) U.S. Daylight Savings Time Policy
NY/A, (‘h:\ngnc Effective March 2007 — Eor
Network CSCsm05261] Eised @lédp0BdoesiscPnodadgrigr
Analysis Module | CSCsh30313 | ogeratatpsyasbent. thisqulda2cB.4 for th
(NM-NAM) module software. You can download §
Software patch from the Branch Routers Series|

NAM supporting Cisco 2800/3700/38(

0




Series routers Software Download pa
Refer to these documents for more
information about this product:

* CSCsm05261 Australian and
Argentina DST Changes

» CSCsh30313 Update DST for
US on Service Engines such 4
AIM-CUE NM-CUE
NM-NAM NM-CE

* FN - 62682 — U.S. Daylight
Saving Time (DST) Policy

Changes Effective March 2007

— for All Cisco Unity Express
(CUE) Releases Prior to 2.3.4

» Important Notes section of the
Release Notes for Cisco Unity
Express 2.3

Network
Connectivity
Monitor

N/A

This product is End—of-Sale. Refer to
the Cisco Network Connectivity Monit
Products & Services page for more
information about the status of this

:nrnrll 1ct

Network
Registrar (CNR)

N/A

CNR obtains the local time from the
underlying operating system. Apply th
appropriate patch to your operating
system. Refer to the Sun Developer
Network (SDN) Article: Timezone Dat
Versions in the JRE Softwaré for
information about JRE updates. Refer
the Microsoft Knowledgebase Article:
December 2007 cumulative time zone
update for Microsoft Windows operatif
systemsﬂ for information about
Microsoft updates.

D

g

Performance
Visibility
Manager (PVM)

CSCsm91033

Refer to CSCsm91033 PVM not
compliant with 2008 DST timezone
changes for information about this

QoS Policy
Manager (QPM)

CSCsm02083

Qré)lfl lrjr%:l'ﬂ'st apply the CiscoWorks
common services patch. Refer to
CSCsm02083 Australian DST Changg
Argentina DST Changes for informatid
about this product.

pS/
n

Sheer 3.3 and 3.

IEOS/EOL

This product is no longer being sold a
might not be supported. Refer to
EOS/EOL for Sheer 3.1, Sheer 3.2,
Sheer 3.3, Sheer 3.4 for more
information about this product. This
product requires a patch from Solaris
and an update to the JRE. Refer to




Overview and Mitigation of the USA
2007 DST Issue for the Java SE
Platform and Solaris O§" for
information about the JRE update.

Signaling
Gateway
Manager (SGM)

N/A

Upgrade to MWTM 6.0.2. You can
download the the 6.0.2 patch and the
Cisco SGM and MWTM DST Update
Procedure

(MWTM-DST-Update—Procedure.pdf)

from Mobile Wireless Transport
Manager Software Download (registef
customers only) . Refer to Release N

for Mobile Wireless Transport Manage

6.0.2 for more information about
MWTM 6.0.2.

Subscriber Edge
Services Managd
(SESM)

N/A

Use the TZUpdater Tool from Sun in
order to address this issue. Refer to th
Sun Developer Network (SDN) Article
Timezone Data Versions in the JRE
Software™ for information about JRE
updates.

Transport
Manager (CTM)

N/A

The CTM server is primarily a Java
application that runs on Solaris. The
CTM client (also a Java application)
works on Microsoft and Solaris.
Microsoft and Java patches should be
applied.

Unified
Operations
Manager (Cisco
UOM) Versions
1l.1and 2.0

CcSCskagn24

Refer to CSCsk88524 Venezuela Tim

Zone r‘hnngn for CLIOM for informati

ed
tes

=

e

WAN Manager
(CWM)

N/A

Fooutniis poitistart CWM once the time

zone is changed on the server. Stop t

core, configure the server with the new

time zone, and cold start the CWM in
order to clean the database from the ¢

Id

time sensitive entries (such as, stats and

alarms). The cold start allows CWM tg
use the new time zone when it
synchronizes with the switches (whicl
might or might not have changed the
time zone).
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Optical Networking

Cisco
Product

Cisco
Tracking

Notes



ID
ONG
Optical
Products /A
ON.S 15000 See ONS 15000 Series Products fin
Series ) )
Products the Configurations and
N/A Workarounds section of this
document for workaround
information-
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Routers and Switches

Cisco Product

Cisco Tracking

D Notes

3200 Series
Wireless and
Mobile Routers

No change required. This

NYA, prnrh 1ot Tl s time from the

SexCIErS.10S Software

7200 Series Platforms in the

Routers N/A Configurations and
Workarounds section of this
document for workaround
information.
See Cisco |I0S Software

7600 Series Platforms in the

Routers N/A Configurations and

Workarounds section of this
document for workaround
information.

Access Level
Routers
(VG224,
IAD2XxXX,
ASS5XXX,
UC500, 8XX.,
17XX 18XX,
28XX, 37XX,
and 38XX)

A These products pull time

Carrier Routing
System (CRS)

CSCsh95451 %%r(“t'os ?ﬁels%sﬁeld notices
CSCsh38030 |[for more information about
CSCsi07661  |this product:
CSCsi09651
* FN - 62767 — Cisco
Customer Respons
Solution (CRS) -
Considerations for
2007 Daylight

(1%




Savings Time
Change

« FN 62571 Cisco
Unified Contact
Center Enterprise,
Cisco Unified
Customer Voice
Portal (CVP) and
Cisco Customer
Response Solution
(CRS) -
Considerations for
2007 Daylight
Savings Time
Change and PG
Time Zone Issues

See CatOS Platforms in th

D

CatOS ) )
Platforms Configurations anq .
N/A Workarounds section of thi

document for workaround
information.
See Cisco |0S Software

Gigabit Switch Platforms in the

Router (GSR) N/A Configurations and

Workarounds section of thi
document for workaround
information.
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Security and VPN

Cisco Product

Tracking ID

Cisco

Notes

Access Control
Server Solution
Engine (ACSSE)

N/A

This product requires an
update from Microsoft.
Refer to Microsoft
Knowledgebase article
942763 December 2007
cumulative time zone
update for Microsoft
Windows operating
systems’j for more
information.

Adaptive Security
Appliances (ASA)
Platforms

N/A

See Adaptive Security
Appliances (ASA) and PI
Platforms in the
Configurations and
Workarounds section of
this document for
workaround information.

N




. . See Adaptive Security
ggsglevﬁnirfgsg:y Appliance; (ASA) and PIX
(ASDM) Platfgrms in the

N/A Configurations and
Workarounds section of
this document for
workaround information.
ASA Advanced
g]rse%?nt{g:] ggrago See Adaptive Security
. I Appliances (ASA) and PIX
Services Module Platforms in the
(AIP-SSM) N/A Configurations and
Workarounds section of
this document for
BeekAdapityenBematipn.
Appliances (ASA) and PIX
Platforms in the
ASA IPSec N/A Configurations and
Workarounds section of
this document for
workaround information.
See Adaptive Security
Appliances (ASA) and PIX
Platforms in the
ASA WebVPN N/A Configurations and
Workarounds section of
this document for
workaround information.
CiscoWorks
Security This product requires an
Information update. You can download
Management the page from the
Solution CWSIMS Software Update
(CW-SIMS) cscsmaazadl Software Download page
Refer to
CSCsm33334 Need fix for
Australia and DST Change
for more information about
CiscoWorks this product.
VPN/Security This product requires an
Management update from Microsoft.
Solution (VMS): Refer to Microsoft
IDSMC and Knowledgebase article
Security Monitor N/A 942763 December 2007
cumulative time zone
update for Microsoft
Windows operating
systems‘:’"“ for more
Content Security |N/A @é%rVQS:E{BHVe Security
and Control Appliances (ASA) and PIX
Storage Services Platforms in the




Module (CSC
SSM)

Configurations and
Workarounds section of
this document for
workaround information.

Distributed Denial
of Service (DDoS)
Guard and Detectd
Appliance

=

Upgrade the system to
firmware version 6.0(5) ot

N/A later in order to incorporate
the new dnylighf ca\/ing
Hybrid Analog and time configuration settings.
Network Video
Surveillance
z&sgﬁlgn(;gdeo These products require a
Stream Manager) Microsoft patch. Refer to
NLA, Australia 2008 h:.\ylighf
Intrusion Detection Saving Planning Guide
and Prevention_ g’éen]%{(reuisﬂg)or{ rB%tti((e)c ion
gzz;?:nlgt;:fé%] and Prevention (IPS and
. Intrusion Detection System
Service Module2 Service Module?
(IDSM2)) N/A (IDSM2)) in the
Configurations and
Workarounds section of
this document for
. Refeatourid 6HGAAatiONS.,
?Icﬁ‘;:?%?gggce Daylight Savings Time_
Access) Policy Changes Effective
N/A March 2007 — For Cisco
Clean Access Products far
information about this
product.
These products require you
to update the SUSE
operating system to
version 2.3.3-94.84 or
Network—Centric later. Refer to
Video Surveillance Recommended update fof
Products N/A timezone™ for more
information.
Note: Australian time zong
changes enacted in 2006
are included in the Cisco
Video Surveillance Media
Server Software.
PIX Platforms N/A See Adaptive Security
Appliances (ASA) and PIX

Platforms in the
Configurations and
Workarounds section of
this document for




workaround information.

PIX Device
Manager (PDM)

N/A

See Adaptive Security
Appliances (ASA) and PI
Platforms in the
Configurations and
Workarounds section of
this document for
workaround information.

N

Secure ACS
Appliance

N/A

This product requires an
update from Microsoft.
Refer to Microsoft
Knowledgebase article
942763 December 2007
cumulative time zone
update for Microsoft
Windows operating
systems’j for more
information.

Security Agent
(CSA)

N/A

The CSA pulls time from
the operating system. CS
agents are available for
RedHat and solaris. Refe
to the System
Requirements (Agent)
section of Release Notes
for Management Center
for Cisco Security Agents
5.2 for more information.

A

[

Security Manager

N/A

Cisco Security Manager
pulls time from the server,
operating system. Update
the Windows operating
system in order to obtain
the latest daylight saving
time rules. CSM is
supported on Windows
2000 Server and Window
2003 Server. Refer to
Microsoft Knowledgebass
article 942763 December
2007 cumulative time zon
update for Microsoft
Windows operating
systems‘j for more
information.

e

Security
Monitoring,
Analysis and
Response System
(CS-MARS)

CSCsl01098

Fixed in Release 6.0.1. S
Security Monitoring,
Analysis and Response
System (CS—-MARS) in th
Configurations and
Workarounds section of

9%
@




this document for
workaround information.
Refer to CSCsl01098 To
include patch for
Venezuela & Argentina
timezone change for morg¢
information about this
product.

A\ %4

Trust Agent (CTA)| \,/n

Eixed in version 2 4.1

VPN 3K Clients N/A

VPN 3K hardware should
be manually changed
through the GUI. Choose
Configuration > System
> General, and make
changes in the Time and
Date dialog box. VPN
client applications should
be changed through the
Windows settings. VPN
SPA should be changed
with the clock command
on Cisco 10S. See Cisco
IOS Software Platforms in
the Configurations and
Workarounds section of
this document for
workaround information.

VPN 3000
Concentrators
(Altiga OS)

EOS/EOL

This product is no longer
being sold and might not
be supported. Refer to the
Cisco VPN 3000 Series
Concentrators Products &
Services page for more
information about this
product. See VPN 3000
Concentrators (Altiga OS
in the Configurations and
Workarounds section of
this document for

1%

workaround information.

[Return to Top]

Service Exchange

Notes

Cisco .
Product S
Tracking
1D



Service
Control
Application

for Broadband N/A

This product relies on the
underlying JRE. The JRE must be
updated in order to accommodatg
the new daylight saving time dates.
Refer to Timezone Data Versions
the JRE Softwaré” for more

information ahout the JRE. ||pd:n‘c

174

—.

Service
Control
Collecton

Manager N/A

This product relies on the
underlying JRE. The JRE must be
updated in order to accommodatg
the new daylight saving time dates.
Refer to Timezone Data Versions
the JRE Softwaré” for more

174

—.

Service
Control

Engine (SCE) N/A

information ahout the JRE ||pri:n‘c

The SCE operating system can b
configured to automatically switch
to DST on a specified date and to
switch back to standard time. If
daylight saving time occurs n the
same day every year (as in the
U.S.), you can use the clock
summer—time command in order
to configure as recurring the
transition into and out of daylight
saving time.

4%

Note: The U.S. daylight saving
time rules are the default values for
the clock summer-time command.

Service
Control
Subscriber

Manager N/A

This product relies on the
underlying JRE. The JRE must be
updated in order to accommodats
the new daylight saving time date|
Refer to Timezone Data Versions
the JRE Softwaré” for more

information-about-the JRE update

174

= 0

[Return to Top]

Storage Networking

cHI et

Cisco Product

Tracking

Notes

°

Storage Switche
(SAN-OS) -
Storage MDS
9500 Series

N/A

See Storage Switches
(SAN-OS) - Storage MDS
9500 Series in the
Configurations and
Workarounds section of this
document for workaround

information
Hrormaton-




[Return to Top]

TelePresence

Cisco
Product

Cisco

Notes

Codec

TelePresence

Tracking 1D

The policy change is
incorporated into TelePresenc
Codec version 1.2. Refer to

CSCsk44933| CSCsk44933 Need to rebuild

TZ database in CTS to suppor
DST time change for more
information about this product.

1%

Manager

TelePresence

N/A

The policy change is
incorporated into TelePresenc
Manager version 1.2. Refer to
Field Notice: FN — 62918 -
New Zealand Daylight Saving
Time Policy Change Effective
September 2007 - for Cisco
TelePresence Codec, Cisco
TelePresence Manager (CTM)
and Cisco TelePresence
Multipoint Switch (CTMS) for
more information about this

1%

product.

[Return to Top]

Video, Cable, and Content Delivery

Cisco

U7

Cisco
Rl Tracking Notes
D
Digital
Media See Digital Media Encoder in the
Encoder Configurations and Workarounds
N/A . .
section of this document for
Diaital Information about this product.
git See Digital Media Manager and
Media . . > :
Manacer Video Portal in the Configurations
g N/A and Workarounds section of this
document for information about thi
nrodiict
. See Digital Media Manager and
Video . . > .
Portal Video Portal in the Configurations
N/A and Workarounds section of this

document for information about thi

U7

product.

[Return to Top]



Voice and Unified Communications

If you run a system of multiple Cisco Unified Communications products, please consult the appropriate
System Upgrade Manual for recommended order in which to update products. There is a separate System
Upgrade Manual for each version of Unified CallManager that a system is built around.

In order to locate information for system test releases based on Unified CallManager 4.x, System Upgrade
Manuals, complete these steps:

1. Go to http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/GB_resources/ipcmtrix.htm.

2. Click the column heading appropriate to the release set that you use. (Note that the system test rele:
version is not the same as the Unified CallManager version.)

3. Navigate to the link for the System Upgrade Manual.

Note: If you receive an error that states "Unable to open script,” disable any anti-intrusion software or Cisco
Security Agent that runs on the Cisco Callmanager before you run the DST patch.

In order to locate information for Unified Communications Systems based on Unified CallManager 5.x,
System Upgrade Manuals, complete these steps:

1.Goto

http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/unified/communications/system/ucstar
2. Click the link that corresponds to the system release that you use. (The system release version is

usually, but not necessarily, the same as the Unified CallManager version.)
3. Click the Prepare and Plan tab, and click the Planning Your System Upgrade link located in the

Table of Contents on the left side of the page.

Cisco Product Cisco Notes
Tracking ID
Agent Desktop
(CAD) ~eremacnt o REfEr to CSCsmB5615 CAD/CSD Considerations for 07/08 Austr

Agent Desktop
(CAD) with

Contact Center
Express (CCX)

CSCsmb114

DST Changes for information about this product.

BTS 10200
Softswitch

CSCsmf21232

Refer to CSCsm62132 DST changes for 2008 for Australia and

Collaboration
Server

CSCsp43438

Argentina for BTS 10200 for information about this product.
Refer to CSCs043438 Considerations for 2008 Australia

Computer
Telephony
Integration
Option (Java
CIL) versions
6.0,7.0,7.1, and
greater

Summertime Change for information about this product.

See Voice and Unified Communications Products in the

NJ/A (‘nnfigl rations and \Waorkarounds section of this document for
Conference CSCsl16516 |imookdeotnc iHorenditoGisco Conferencing Connection server is
Connection CSCsz86171 |compliant with the new DST policy, the Media Convergence Ser
(CCQO) (MCS) Microsoft operating system must be patched. Refer to the

bugs for more information about this product:

alia

er
Se



» CSCsl16516 DST: MCS-0S update needed for 2008
Australia Summertime change

* CSCsz86171 DST: MCS OS update needed for 2009 W.
Australia DST removal

Dynamic Conten
Adapter (DCA)

CSCsp43721

Refer to CSCs043602 DST: Considerations for 2008 Australia

Email Manager

CSCs043602

ERAMe R SOEKt, B DAY A o7 B Rustralia

Summertime Change for information about this product.

Emergency
Responder (CER

)(‘Q(‘QnAAQ7Q

Refer to CSCs044378 ENTER_TITLE_HERE for more informatidg

about this product.

Enterprise
Reporting (for
ICM and
IPCC/Contact
gec:)ntgrc)) verzl(;ns This product relies on Windows and Java. Refer to
Y, 0.0, an X CSCsn2114901CSCs021149 DST:- IRE/IDK ||r|_\r|nfn needed for Australia 2008
Refenmertines e dacgenfmtsnfmerimdoerimdt on attmuabios piud yprbdud
Fax Server CSCsl16516 * CSCsl16516 DST: MCS-0S update needed for 2008
CSCsz86171 Australia Summertime change

* CSCsz86171 DST: MCS OS update needed for 2009 W.
Australia DST removal

IP Contact Centd
(IPCQC)
Enterprise
versions 4.x, 5.0
6.0, and greater
IP Contact Centd
(IPCC) Hosted
versions 4.x, 5.0
and greater

=

=

CSCsn21149

This product relies on Windows and Java. See Voice and Unifieg
Communications Products in the Configurations and Workaroun

soction of this document faor waorkaround information Pefor to

n

—

is

Intelligent
Contact
Management
(ICM) Enterprise
versions 4.x, 5.0
6.0, and greater
Intelligent
Contact
Management
(ICM) Hosted
versions 4.x, 5.0
and greater

CSCsn21149

CSCs021149 DST: JRE/JDK update needed for Australia 2008
Summertime change for more information about this product.

This product relies on Windows and Java. See Voice and Unifieg
Communications Products in the Configurations and Workaroun

soction of this document for warkaroaund information Pefor to

IS

IP Communicatof

CSCs021149 DST: JRE/JDK update needed for Australia 2008

(CIPC) ~eremoonnd BeEMErGSEsh@ 26 HChmmgearforustiatiabiiT dife poQeC in
IP CSCsl94775 ﬁQI fc(’)rplerzlrffgl)tri%”1 tsl?/rs]tgr%opetqtm?e r8888¥'es to comply with the new
Interoperability |CSCsl94766 |Australia DST changes. Refer to these bugs for more informatior

and
Collaboration

about this product:




System (IPICS)

* CSCsl94775 IPICS Server: Australia timezone — JVM
* CSCsl94766 IPICS Server: Australia timezone — OS

IP SoftPhone Cisco IP Softphone is End of Sales. You must update your operating
N/A system in order to comply with the new daylight saving time rules in
Australia.
Media Blender
(CMB) ~erennacag | REfEr to CSCs043568 DST: Considerations for 2008 Australia
Media Summertime Change for information about this product.
Convergence
Server (MCS) Refer to these documents for more information about this produgt:
Windows
Releases CSCsl16516 » CSCsl16516 DST: MCS-0S update needed for 2008
CSCsz86171 Australia Summertime change
D The P, e T GRedro Tony T
Gateway lowest AURbET hode mEpre network. Refer to Field Notice: FN -
N/A 62702 - U.S. Daylight Savings Time Policy Changes Effective March
2007 - For MGX, IGX, and BPX Platforms for examples of reset
commands.
Outbound Optiorn
(for ICM and
IPCC/Contact
g%ntYer()) fo";?; See Voice and Unified Communications Products in the
o Configurations and Workarounds section of this document for
greater CSCsla17686 hwarkaround information PRefoer to CSCsl41756 Australia DST
Personal change needed in Outbound Option for information about this
Assistant (CPA) | - ~c/eAr fMisdad®ersonal Assistant is End of Software Support and will not be
updated for the daylight saving time change in Australia.
(PPSC';I'VI:IIZC;%'[;)\Nay Requires a patch. Refer to the Sun Solution 201084: Daylight Saving
N/A Time (DST) Changes for Australia (2006), United States (2007) and
Others ™
Support Tools -
2.X CSCsn212541Nao r-h:::ngnc rnquirnd This r\rnrhmf relies an \Windows and lava
Unified
Application Refer to these documents for more information about this produgt:
Environment
(CUAE) CSCsl16516 » CSCsl16516 DST: MCS-0S update needed for 2008
CSCsz86171 Australia Summertime change
» CSCsz86171 DST: MCS OS update needed for 2009 W.
" Australia DST removal
Unified
CallManager
Express (CCME) \,, A See Cisco 10S Software Platforms in the Configurations and
Unified Workarounds section of this document for workaround informatign.
IC%&&LIIManager Use the clock summer—time command as described in Cisco I0$
NULA Software Platforms in the f‘nnfigllrnfinnc and \Workarounds sectinbn of
Unified CSCsl04641 |Resaetdoumese. bugs for information about this product:
Communications| CSCsl16491
Manager CSCsl16506 * CSCsl04641 DST: Comm Manager update needed for 2008
(CUCM) CSCsl16500 Australia Summertime change

versions 3.x and

CSCsl16516




4.x

CSCsz86131
CSCsz86136
CSCsz86151
CSCsz86156
CSCsz86184
CSCsz86171
CSCtb19754

* CSCsl16491 DST: Comm Manager ToD upd needed for
2008 Australia Summertime change

» CSCsl16506 DST: Comm Manager JRE update needed for

2008 Australia Summertime change

» CSCsl16500 DST: RTMT update needed for 2008 Austrd|li

Summertime update

* CSCsz86131 DST: Comm Manager update needed for 2
W. Australia DST removal

* CSCsz86136 DST: Comm Manager ToD update needed
2009 W. Australia DST removal

» CSCsz86151 DST: Phone update needed for 2009 W.
Australia DST removal

» CSCsz86156 DST: 3951 Phone update needed for 2009
Australia DST removal

» CSCsz86184 DST: Port CM DB for 2009 W. Australia DS
removal

* CSCsz86171 DST: MCS OS update needed for 2009 W.
Australia DST removal

» CSCth19754 port of CUCM CSCsz86131, 2009 W. Austr
DST removal

a

D09

for

W.

T

alia

Unified
Communications
Manager
(CUCM)
versions 5.x and
6.X

CSCslo4641
CSCsl16508
CSCsl16500
CSCsl16519
CSCsz86131
CSCsz86136
CSCsz86151
CSCsz86156
CSCsz86184
CSCsz86171
CSCth19754

Refer to these bugs for information about this product:

» CSCsl04641 DST: Comm Manager update needed for 2(
Australia Summertime change

08

» CSCsl16508 DST: Comm Manager JRE update needed for

2008 Australia Summertime change

» CSCsl16500 DST: RTMT update needed for 2008 Austrd|li

Summertime update

» CSCsl16519 DST: Unified—OS update needed for 2008
Australia Summertime change

* CSCsz86131 DST: Comm Manager update needed for 2
W. Australia DST removal

* CSCsz86136 DST: Comm Manager ToD update needed
2009 W. Australia DST removal

» CSCsz86151 DST: Phone update needed for 2009 W.
Australia DST removal

» CSCsz86156 DST: 3951 Phone update needed for 2009
Australia DST removal

» CSCsz86184 DST: Port CM DB for 2009 W. Australia DS
removal

* CSCsz86171 DST: MCS OS update needed for 2009 W.
Australia DST removal

» CSCth19754 port of CUCM CSCsz86131, 2009 W. Austr
DST removal

a

D09

for

W.

T

alia

Unified Contact

Center Enterpris¢

and Hosted
versions 7.0, 7.1
and greater

14

NJA,

See Voice and Unified Communications Products in the

(‘nnfigurnfinne and \Workarounds section of this document for

Unified Contact
Center Express
(CCX) with

CSCsmb1194

Refkatouhdsafdooatie@nt for information about this product:




Unified IP
Interactive Voice
Response (IP
IVR)

* CSCsm51194 Unified CCX Considerations for 07/08
Australia DST Changes

* Field Notice: FN — 63090 - Cisco Unified Contact Center
Express (Unified CCX) and Cisco IP IVR - Consideration
for 2008 AUS Daylight Saving Time Change

Western Australia 2009 For UCCX Versions 4.1 and 4.5 or great
you must upgrade to MCS-0OS Version 2003 1.4(a) SR-9 or gre
You can download the upgrade from this location:
http://www.cisco.com/cgi—bin/tablebuild.pl/cmva—-3des?psrtdcat2
On the downloads page, expand IP Telephony > Call Control >
Cisco Unified Communications Manager (CallManager) > Cisco
Unified Communications Manager Version 4.3, and click Voice
Apps OS and BIOS Updates in order to locate the upgrade.

n

er,
qter.

0e2

Unified
Customer Voice

Portal (CVP) ~erennoaor | REfEr to CSCs022895 Installer for CVP should always update CYP
" to the most current DST for information about this product.
Unified
Intelligent
Contact
Management
Enterprise and
Hosted versions
7.0, 7.1, and See Voice and Unified Communications Products in the
greater NU/A, (‘nnfigurnfinne and \Workarounds section of this document for
Unified IP workaround information.
Phones:
CP-3911 and Refer to CSCsl93585 DST: 3951/3911 update needed for 2008
CP-3951 CSCsl93585 |Australia Summertime change for information about this product
op CSCsz86156 [CSCsz86156 DST: 3951 Phone update needed for 2009 W. Ausfralia
Unified 1P DST removal
Phones (7900
Series):
CP-7906G,
CP-7911G,
CP-7931G
CP-7941G,
CP-7941G-GE,
CP-7942G,
CP-7945G
CP-7961G,
CP-7961G-GE,
CP-7962G,
CP-7965G Refer to these documents for more information about this produgt:
CP-7970G,
CP-7971G-GE |CSCsl16521 * CSCsl16521 DST: Phone update needed for 2008 Austrdlia
o Sz Summertime
unified - [CSCRRiZZ00 Reer s RS R A5 ¥ metion ahevt s erestta for 2000w
eetingPlace |CSCsm22749
é‘é%ra“i%%% @hr%%\éae in Australia DST affects
MeetingPlace Audio Server in 2008
* CSCsm22749 Change in Australia DST affects MP GWS|M

in 2008




» CSCsl16516 DST: MCS-0S update needed for 2008
Australia Summertime change

2.0

D

his

Unified

MeetingPlace

Express ~eremoornad REfEr to CSCsm22692 Change in Australia DST affects MPE in

Unified Mobility CSCs|26587 % grf% &E%E?E‘Egﬁf‘ﬂ%@d%&??a‘f%%ST change for informatio
about this product.
Unified Operating System is used with Cisco Unified

Unified OS Communications Manager 5.0 and later, Cisco UnityConnection

(Linux) CSCsI16519 and later, and Cisco Unified Communications Manager—Busines
Edition. Refer to CSCsl16519 DST: Unified—OS update needed for
2008 Australia Summertime change for more information about t
product.

Unified Personal

Communicator

(CUPC) ~eremoonan REFEr to CSCsm22680 Change in Australia DST affects CUPC i

%Qgrf% %HE%%”‘S‘G‘SQ o??n otrrr]ﬁ% |(r3%dgl§<t5ut this product:

» CSCslI17871 Porting CSCsl04641 to epas (2008 Australig

=

=

=

=

0.4es

DST TZ, DB)
Unified Presencd cscsi17871 . gg??;?ﬁ?ljz I)Dortlng CSCsl16508 to epas (2008 Australi
(CUP) CSCsI17879 - CSCsl17886 Porting CSCs|16500 to epas (2008 Australi:
CSCsl17886 DST TZ, RTMT)
CSCsl17893 « CSCsl17893 Porting CSCs|16519 to epas (2008 Australi:
DST Tz, OS)
For Western Australia 2009, this issues is resolved in versions 7
and 7.0.5.
Unified
,\P/lrowsmnmg Refer to CSCsk85302 add support for new
anager CSCsk85302 \/nnn?l|t:\|::\/A||cfr:\|i:\/Argnnfina Time Zone Phnngn for information

Unified Service

Statistic Managef

about this product.

CUSSM relies on local time (as obtained from the underlying

(CUSSM) NJ/A npnr:\fing c\]/cfnm) YoirLrmust apr\l\][ apr\li{‘ahln pnfnhnc in AV7aTlls

Unified operating system.

Survivable

Remote Site

Telephony SRST version is a feature set; see Cisco 10S Software Platforms in

(SRST) NJ/A the Pnnfigllrgfinnc and \Warkarounds section of this document fo

Unified System workaround information.

Contact Center

Enterprise

\(/?a)rlssfc?r:z ;ch;) 1 This product relies on Windows and Java. See Voice and Unifieg
T Communications Products in the Configurations and Workarounds

and greater CSCecn21149lcectinn nf thic dacuument faor wiarkaraund infarmation Refar tn

Unified Video CSCsm22682 N8 Ckaff@40 DailiedRANZD K\ dpdatagecisdeekbibe A 0ShiaiaLd0 e ply

Advantage Benapertiprath pats & to g mdpenatiion systatthRgjevdact.

(CUVA)

CSCsm22682 Change in Australia DST affects CUVA in 2008 fo




more information about this product.

Unified Video
Conferencing
(Cuve)

CSCsm?22707

Refer to CSCsm22707 Change in Australia DST affects CUVC

Unified Web and
E-Mail
Interaction
Manager
(EIM/WIM) with
Contact Center
Enterprise (CCE

CcSCsmbi122

Manager in 2008 for information about this product.

Refer to CSCsm51228 EIM\WIM with CCE Considerations for 07

/08

Unified Web and
E-Mail
Interaction
Manager
(EIM/WIM) with
Contact Center
Express (CCX)

CSCsmb122

Australia DST Changes for information about this product.

Refer to CSCsm51239 EIM\WIM with CCX Considerations for 07

/08

Unified
Workforce
Optimization
(WFO) Quality
Management

(QM)

CSCsmbil124

Australia DST Changes for informafion about this product.

Refer to CSCsm51249 WFO\QM Considerations for 07/08 Austr

alia

Unified
Workforce
Optimization
(WFO)
Workforce
Management
(WFM)

CSCsmbi1262

DST Changes for information about this product.

Refer to CSCsm51262 WFO\WFM Considerations for 07/08

Unity Connectior]

CSCsl88526
CSCtc25326

A Ree ORI Y TR QR ARG T SRS b duct:
» CSCsl88526 DST: Australia has extended Daylight Savin
Time in 2008

» CSCtc25326 DST: Australia rejects Daylight Saving Time
for Oct 2009 Symptom

Unity Express
(CUE)

N/A

Refer to FN - 62682 — U.S. Daylight Saving Time (DST) Policy
Changes Effective March 2007 - for All Cisco Unity Express (CU

Roloases Priorto 2 3 4 for infarmation about this :ﬂrnrh 1ct

E)

Unity Voice Mail

CSCsm32946
CSCtc11035

Refer to these documents for more information on this product:

* CSCsm32946 DST Australia Unity: Update for Unity
e CSCtc11035 DST change for Western Australia

VG248 Analog
Phone Gateway

CSCsm22699

No VG248 application update required. VG248 receives clock
information from Cisco Unified Communications Manager, which
should be updated; see the Unified Communications Manager e
in this table. Refer to CSCsm22699 Change in Australia DST aff
VG248 in 2008 for more information about this product.

ntry
pCts




Voice
Provisioning

Tool (VPT) CSCsl16516
CSCsz86171

Use the TZUpdater Tool 1.3.3 from Sun in order to address this i
Refer to these Sun pages for more information:

» Sun Developer Network (SDI:I) Article: Timezone Data
Versions in the JRE Software
« Java SE Download¥’

Refer to these documents for more information about his product:

» CSCsl16516 DST: MCS-0S update needed for 2008
Australia Summertime change
* CSCsz86171 DST: MCS OS update needed for 2009 W.

Ssue.

Australia DST removal

[Return to Top]

Wireless

Cisco Product

Tracking ID

Cisco

Notes

4400 Series Wireless
LAN Controllers

CSCsf99924 |savings cannot be set

Refer to
CSCsf99924 Daylight

for information about
this product.

Access Points and
Wireless Controllers

NTZN
Content Services
Gateway (CSG)/Ciscq
Content Services
Gateway 2nd .
Generation (CSG2) |y A
Gateway GPRS ReaAR dseq 78y
Support Node (GGSN N/A This product pulls time|
from the Cisco 10S
Mobile Wireless Homg No change required
Agent N/A This product pulls time|
from the Cisco 10S
. No change required.
IP Transfer Point (ITH N/A This product pulls time|
from the Cisco 10S.
. No change required.
WiMax N/A This product pulls time|

from the Cisco IOS.

[Return to Top]



Configurations and Workarounds

This section contains workarounds or manual configurations for the more common Cisco platforms that
support daylight saving time.

Available Configurations

Cisco Platform Workaround
Available

Active Network Abstraction (ANA) Vo

Adaptive Security Appliances (ASA)

and PIX Platforms Vac

Application and Networking Services |,,__

CatOS Platforms N
CiscoWorks Datah

Digital Media Encoder Vac

Digital Media Manager and Video Portg, _

Intrusion Detection and Prevention (IP|S
and Intrusion Detection System Servige
Module2 (IDSM2))

Yeg
Cisco 10S Software Platforms Ve
Cisco 10S XR Vae
NetFlow Collection Engine Voc
ONS 15000 Series Products Vac
Security Monitoring, Analysis and
Response System (CS-MARS) Vac
Storage Switches (SAN-QOS) Storage
MDS 9500 Series Vo
Voice and Unified Communications
Products Vo

VPN 3000 Concentrators (Altiga OS) |No Set manually in
March and Novembe

—

[Return to Top]

Active Network Abstraction (ANA)

Since Cisco ANA Version 3.x comes with the Java Development Kit (JDK) 1.4.2_13, the daylight saving time
at your location might have changed since JDK 1.4.2_13 was released. If you suspect that this is true, use t
Sun daylight saving time tool in order to update to the latest daylight saving time as published by Sun.

Complete these steps in order to use the Sun daylight saving time tool:

1. Download the JDK US DST Timezone Update Tool — 1.2.2 from the Sun web site at this URL:



http://java.sun.com/javase/downIoads/index.’fgp

2. Extract the tzupdater.jar file from the downloaded zip file, and copy it to /tmp on the gateway and uni
machines.

3. Complete these steps on all the gateway and units machines:

a.Log in to the machine as sheer.
b. Stop all AVM processes
c. Change to the /tmp directory, and execute this command:

java —jar tzupdater.jar —u -v 4
d. Restart the Cisco ANA system.

Adaptive Security Appliances (ASA) and PIX Platforms

You can change the DST configuration parameters for a system that runs the Cisco PIX or ASA OS with a
single configuration command. You can run this command at any time and on any device in order to change
the current default settings of the given device. Plug—in devices (ASDM, AIP-SSM, CSC-SSM, and other
modules) to the ASA will take time from the ASA.

clock summer-time zone date month date year hh:mm month date year hh:mm [offset]

Note: If you do not use the summer-time option, you are not affected by this issue. To verify that you do not
use the summer—time option, run this command: show run | include summer-time

If you do not receive output from this command, your device is not affected by this issue. If you receive
output and your device is affected by this issue, contact the Cisco Technical Assistance Center (TAC) in ord
to obtain the 6.3(5.123) interim image.
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Application and Networking Services

For application and networking services, you can set the time zone to a generic zone, and then create your
own summertime settings for that zone.

On all your U.S. based CEs, FEs, and WAESs, run these two clock commands

clock timezone GMT-5 -5 0
clock summertime GMT-5 recurring 2 Sunday March 2:0 2 Sunday November 2:0 60

The first command sets a generic time zone with no daylight saving time. The second command adds a
custom summertime setting that automatically adjusts the clock by 60 minutes on the second Sunday in Mal
at 2:00 A.M. and the second Sunday in November at 2:00 A.M.

Note: This example is for a time zone 5 hours behind Greenwich Mean Time (GMT-5). You must specify the
offset that is appropriate for your time zone.
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CatOS Platforms

You can change the DST configuration parameters for a system that runs Cisco CatOS release 5.4 and late
with a single configuration command. You can run this command at any time and on any device in order to
change the current default settings of the given device.



set summertime recurring [{week} {day} {month} {hh:mm}
{week | day | month | hh:mm} [offset]]
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CiscoWorks

Management applications, such as CiscoWorks and Cisco Secure ACS, use the time provided by the opera
system. Therefore, in order to resolve the DST issue, you must install the operating system patch that conta
the fix for your operating system (Windows, Solaris, etc.).

If the platform includes an operating system that is maintained by Cisco, such as Unified CallManager or the
ACS appliance, Cisco will provide a patch. See the affected products list in the Network Management sectio

in order to determine when a patch will be available for your product.
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Digital Media Encoder
Complete these steps in order to change the DME time zone and time settings:

1. Use the Windows Remote Desktop Connection application in order to access DME 1000 or 2000.

2 Remote Desktop Connection

Computer: | UFRERRER v|

[ Connect ][ Cancel ][ Help J [ Options >> J

2. Use this information in order to log in:
+ DME 1000:

¢ Username = gostream
¢ Password = password
+ DME 2000:

¢ Username = niagara
¢ Password = password
3. Choose Control Panel from the Windows Start men.



GoSiream

#4 Internet g] My Computer
: Internet Explorer :
— ) .g My Network Places
« WY Niagara SCX Encoder
el Explorer —
I’ Control Panel
QuickTime Player
@ e. Metwork Connections
i |
@ Windows Media Encoder
] Run...
Windows Media Profile =
Editor _J Windows Security

@ Windows Media Player

All Programs  »

Log Off @ Disconnect
I

|#/start [ Contral Panel
4. Double—click Date and Time.

5. Click the Time Zone tab, and choose the time zone that is applicable to your region.

- Control Panel

File Edit View Favorites Tools Help
a Date and Time Properties

Date & Time  Time Zone | Internet Time |

m

Addres

Name (GMT-04:00) Caracas, La Paz LI
-~

gs, Acc (GMT-12:00) International Date Line West
- (GMT-11:00) Midway Island, Samoa
?Ad‘ {GMT-10:00) Hawai
EOAde  |(GMT-09:00) Alaska
Laadr (GMT-08:00) Pacific Time (US & Canada)
:“ Aut (GMT-07:00) Arizona

(GMT-07:00) Chihuahua, La Paz, Mazatlan - Old
8 Blue  |(GMT-07:00) Mountain Time (US & Canada)
& Bl |(GMT-06:00) Central America
a/Csh (GMT-06:00) Central Time (US & Canada)
= (GMT-06:00) Guadalajara, Mexico City, Monterrey - Old
=P0at  |iGMT-06:00) Saskatchewan —
’Dat (GMT-05:00) Bogota, Lima, Quito, Rio Branco
@g Disg  |(GMT-05:00) Eastern Time (US & Canada)
ol (GMT-05:00) Indiana (East)
= GMT-04:00) Atlantic Time (Canada
(1T (G1T-04:00) Caracas, La Paz
B Gar (GMT-04:00) Santiago

(GMT-03:30) Newfoundland
Al (GMT-03:00) Brasilia
.;ElKey‘W (GMT-03:00) Buenos Aires, Georgetown
"Mouse |(GMT-03:00) Greenland
X (GMT-03:00) Montevideo
© netuvorl {GMT-02:00) Mid-Atlantic
A osprey {GMT-01:00) Azores
LPhone 4(GMT-01:00) Cape Yerde Is.
P Power q{GMT) Casablanca, Monrovia, Reykjavik
B ms (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London
“aaPrinters|iamr4+01:00) Amsterdam, Berlin, Bern, Rome, Stockhalm, Yienna
& QuickTin(GMT+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague hd

’E} Scanners and Ca... Add, remove, andc...

6. Click OK.

[




7. Click the Date and Time tab, and adjust the time to the new daylight saving time.

Date and Time Properties [ 2]

Date & Time ITime Zone | Internet Time |

—Date - — - Time —

ool T | RS

S ey e e ‘
S M T W T F § | :

1: 22
9

3

4 5 6 7 8 10 :

11 13 14 15 16 17

18 19 20 21 22 23 24 o
25 26 27 28 29 30

[5:22:57am =

Current time zone: Central America Standard Time

| QK I Cancel

8. Click OK.

[Return to Top]

Digital Media Manager and Video Portal

Complete these steps in order to change the DMM and Video Portal time zone and time settings:

1.Log in to the Application Administration Interface (AAI) of the DMM or Video Portal via either the
KVM connected to the DMM/Video Portal servers or via Secure Shell client.
2.Choose DATE_TIME_SETTINGS.

Cisco Digital Media Manager Application Administration Interface

IP: 10.25.141.41

Cisco Digital Media Manager 4.1
http: //dun. cuddy.cisco.comn: 8080/

0W_INFO

To access all of the relevant system information.
MM CONTROL

Backup and restore the DMM.
0L Reset password,update software, stop/r
To change hosthame, DHCP,configure ip

:_SETTINGS ;
YUORNRNIEINWNNIEElTo change the time zone, date and time.

PLICATION To configqure the replication.

hoose OK, and press Enter.

3.
4.Choose TIME_ZONE.

ONQ)



Date and Time Settings
From this menu you can ure the tine

HARDWARE CL

0 Change the Date

¢ the Time
tine with NTP
show the current time

5. Choose OK, and press Enter.
6. Choose the time zone that is applicable to your region.

ezone Selection
Select the timezone for the systenm.

Anerica/Boise
Anerica/Cambridge Bay
Anerica/Campo_Grande
Anerica/Cancun

n

Anerica/Cayenne

Aunerica/Cayman
Amnerica/Chicago

[*] System clock uses UTC

<Tab>/<Alt-Tab> between elements | <Space> selects | <F12> next screen
7.Choose OK, and press Enter.
8. Choose Yes, and press Enter.



Date and Time Setting
Confirm the Time Zone Settings:

TIME ZONE: "America/Caracas™
UTC is Set to : true

e
: ﬁes > No >
—

9. Choose TIME, and click OK.

Date and Time Settin
From this menu you can configure the time ttings

TIME ZONE: "America/Caracas”
HARDWARE CLOCK AT UTC: true
DATE: Thu Nov & 14:55:43 2007

IME _ZONE To change the Time Zone
To Change the Date
| To synchronize time with NTP server
QEDU_TIME To show the current time

10.Choose OK, and press Enter.
11.Adjust the time to the new daylight saving time.

ime Configuration
Set the TIME in 24 Hour hh:mm:ss Format

<Tab>/<Alt + Tab> between fields, Up/Dowm
arrows to change values, <enter> to submit.

<Cancel>

12.Choose OK, and press Enter.

Note: You must complete this procedure for DMM and Video Portal.
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Intrusion Detection and Prevention (IPS and Intrusion Detection System
Service Module2 (IDSM2))

In order to change the summertime settings on Cisco Intrusion Detection and Prevention devices, use the
setup option from the CLI:

Modify summer time settings? [no]:yes
Recurring, Date or Disable[recurring]:date
Start Month[mar]:

Start Week[2]:

Start Day[sun]:

Start Time[02:00:00]:

End Month[nov]:

End Week][1]:

End Day[sun]:

End Time[02:00:00]:

DST Zone[]: EDT

Offset[60]:

Note: GUI-based management packages might include a time—based setup screen that you can use to mal
the necessary changes.
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Cisco IOS Software Platforms

The Cisco I0S DST configuration parameters can be changed with a single configuration command. You m
run this command at any time and on any device in order to change the current default settings of the device

clock summer-time zone recurring [{week} {day} {month} {hh:mm}
{week | day | month | hh:mm} [offset]]

For detailed information about the clock summer—-time command, refer to the clock summer-time section of
the Cisco I0S Configuration Fundamentals and Network Management Command Reference.
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Cisco I0S XR

You can change the DST configuration parameters for a system that runs Cisco I0S XR with a single
configuration command. You can run this command at any time and on any device in order to change the
current default settings of the given device.

clock summer-time zone recurring [{week} {day} {month} {hh:mm}
{week | day | month | hh:mm} [offset]]
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NetFlow Collection Engine

You must use the TZUpdater Tool from Sun in order to update the JRE time zone data for the NetFlow
Collection Engine.

Complete these steps in order to use the TZUpdater Tool:



1.Log in as the system user that owns NFC files and processes. This account was specified when NF(
was installed.

2. Run umask in order to verify that the current umask is not set to a restrictive value higher than 022. |
umask is set to a higher value, run umask 022.

3. Download the latest TZUpdater Tool from Sun Microsystems.

If you do not have a Sun Online Account, you will be prompted to create one. Information about the
tool, as well as a link to the download location of the most recent version, is available at this URL:

http://java.sun.com/javase/tzupdater_README.hﬁ/:r]l
4.In a temporary directory, extract the zipped contents of the download file. This creates the
subdirectory tzupdater—version that contains the jar file tzupdater.jar.
. Run /opt/CSCOnfc/bin/nfcollector shutdown in order to shut down NFC.
6. Run ps —ef | grep java in order to verify that no java processes are running.
. Run this command in order to update the JRE time zone data:

ol

\‘

/lopt/CSCOnfc/java/bin/java —jar path—to-tzupdater—files/tzupdater.jar —u

Note: On the Solaris platform, ignore package-related warning messages, such as
path—to—java—bin/java not directly found in contents file, no package resolution performed. (May
not be in PKG form, not an absolute path, or is a symlink.)

8. Restart Cisco NetFlow Collector.
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ONS 15000 Series Products

Cisco has made changes to the ONS 15600, 15454, 15327, and 15310 products CTC and TL1 software so
the new DST implementation correctly changes with the new Argentina DST times.

Any systems that have not updated the system software will automatically follow the rules set for the previot
Daylight Savings Time. In other words, the system automatically modifies the clock and reflects the incorrec
time because, on the first Sunday in October, the system will not automatically presume that the DST has
taken effect.

In order to comply with the 2007 DST time change, these options are available:
< Obtain a new version of your software.
Cisco has implemented (or is implementing) the new DST changes into this software:

¢ Release 4.1.82
¢ Release 5.0.8
¢ Release 7.0.2 or higher
¢ Release 7.2.2 or higher
¢ Release 8.0.x or higher
Other versions of this software will continue to operate with the previous DST rules.
* Use CTC in order to manually change the time.

If customers do not want to upgrade to any of the above software releases. CTC provides you with tt
ability to enable or disable DST and also to change the time on your nodes. Customers must assumt
manual control over the system time and force the system clock to reflect the correct time.



In order to determine which days and times to manually change system time, see the Summary of
Changes to Daylight Saving Time table in the Introduction section of this document.
e Use the TL1 CLI in order to manually change the time.

You can change the time-of-day parameters for a system that runs the Optical Operating System
(ONS) with a single configuration command. Here is the format of the command:

SET-TOD:[<TID>]::<CTAG>::<YEAR>,<MONTH>,<DAY >,
<HOUR>,<MINUTE>,<SECOND>,[<DIFF>][:DST=<DST>];

This command changes the time on an optical product that runs ONS. However, the daylight saving
start and stop time will not change, and the product uses the defaults coded into the operational cod

If you do not fall into one of these listed categories, you should direct your inquires to your respective
Account Manager.

Note: For more information on time zone configurations and how to reset the time, refer to the relevant
procedure guide for the Cisco ONS release that you use. For example, if you use Cisco ONS 15454, refer ic
Cisco ONS 15454 Procedure Guide, Release 7.0.
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Security Monitoring, Analysis and Response System (CS-MARS)
Use this command in order to manually change the time in CS-MARS:
time [hh:mm:ss]

For example, enter time 23:15:00 in order to set the time to 11:15 p.m.

Storage Switches (SAN-OS) - Storage MDS 9500 Series

By default, the MDS SAN-OS does not adjust for daylight saving time, and the software provides no default
values for DST settings. Therefore, any configuration for daylight saving must include the parameters for the
start and end dates.

clock summer-time zone start_week start_day
start_month start_time end_week end_day end_month end_time
daylight_offset

Since the MDS SAN-OS offers no default values for the setting of summertime, no code changes are
required. The DST setting for SAN-OS must be configured through the CLI for these reasons:

« The Fabric Manager cannot be used to configure multiple switches with this setting as it does not
support DST configuration.

« Cisco Fabric Services does not support daylight saving time configuration as a single fabric can spat
multiple time zones.
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Voice and Unified Communications Products

Background



Refer to these Microsoft documents for information about system preparation and planning:

« Preparing for daylight saving time changes iQ 2608
« Australia 2008 Daylight Saving Planing Guitfe

Note: These documents apply to global time zone considerations, not only to the 2008 daylight saving time
change for the United States.

This list provides background information about specific Voice and Unified Communications products:

« Cisco Unified Intelligent Contact Management Enterprise and Hosted with Peripherals Configured in
a Different Time Zone than the Peripheral Gateway

Because the Peripheral Gateway (PG) component of the Cisco Unified Intelligent Contact
Management (ICM) Enterprise and Hosted product contains logic based on pre—2007 daylight saving
time start and stop date conventions, software maintenance must be applied in order to properly
accommodate the 2007 daylight saving time change.

This consideration augments that of the Windows operating system (above) and applies when the
peripheral controlled by the PG is configured to operate in a time zone different than that of the PG
itself.

Further, this is applicable only to these Unified Intelligent Contact Management Enterprise and
Hosted peripheral types:

¢ Aspect Contact Center

¢ Avaya Definity ECS

¢ Nortel DMS 100

¢ Rockwell Spectrum

¢ Symposium ACMI Peripheral (Unified Contact Center Enterprise Gateway PG)
In order to check if a peripheral is configured in a different time zone, invoke the Windows registry
editor on the given PG and examine the TimeZone value under the following product registry key.
Note that "n" and "A/B" are variable based on the specific PG number and side designation,
respectively:

HKLM\Software\Cisco Systems,
IncAICM\<inst>PG{n}[A/B\PG\CurrentVersion\PIMS\pim{m}\GenericData

where <inst> is ICM instance name, {n} is the PG number, and {m} is the PIM number. If TimeZone
is present and its data value is anything other than minus one (-1) decimal, the peripheral is
configured to be in a different time zone than the PG. A specific integer value of zero or greater
corresponds to a given global time zone.

For example, zero is GMT British, 2 is Western Europe, 22 is Tokyo, and so on. Consult your Cisco
Contact Center TAC specialist for full details on specific zone designations. If the TimeZone value is
not present in the registry, or it is present with a value of minus one (-1), the time provided to the PC
from the ACD is assumed to reside in the same time zone as the PG itself.

For affected peripheral configurations, refer to the Solutions topic in this section. For peripherals
configured to be in the same time zone as their PG, no further effort is required for PG time zone
maintenance.

 Cisco Outbound Option



Version 7.0 and 7.1 (through to 7.1(2)) of the Outbound Option also contain logic that makes
hardcoded assumptions around pre—2007 DST start and stop dates. With the revised 2007 DST poli
in effect, Outbound Option will contain rules that are obsolete as a result. Customers deploying
version 7.0 or 7.1 (through 7.1(2)) of the Outbound Option must upgrade their maintenance version ¢
Cisco Unified Intelligent Contact Management Enterprise and Hosted or Cisco Unified Contact
Center product. The Solutions section below describes the required minimal maintenance levels. Thi
update must be made in addition to the Windows operating system update (and prior to April 2008).

Note: Dialing customers outside FTC allotted time periods is a violation of FTC regulations.
Therefore, the maintenance update or acceptable workaround must be in place prior to the 2008 DS
change period. Responsibility for conformance to Federal law rests with the customer.

Cisco Enterprise Reporting (WebView)

Cisco Enterprise Reporting (WebView) for the Unified Contact Center Enterprise and Hosted and
Unified Intelligent Contact Management (ICM) Enterprise and Hosted products depends on the
JDK/JRE and requires an update to the WebView server(s).

WebView version 7.0/7.1 shipped with JDK/JRE version 1.4.2 and can be updated with Sun's
TZUpdater Tool. WebView version 6.0 shipped with J2SE SDK version 1.3.1, which is not supported
with the standard TZUpdater Tool.

In order to apply the remedial fix for WebView 6.0, customers must obtain a version of the
TZUpdater Tool specific to J2SE SDK 1.3.1. You can download the TZUpdater Tool from this URL:

http://java.sun.com/javase/timezones/index.h’f?nl
Distributor Admin Workstation (AW) with Configuration Management Service (CMS) Enabled

The CMS Node is a component of the Distributor AW, enabled via ICM Setup on the AW. CMS
exposes the system configuration API for multichannel options, such as Cisco Collaboration Server,
Cisco E-Mail Manager, and other third party applications. It is also used by the System IPCC Web
Administration tool and Agent Re-Skilling Web Tool n 7.0/7.x. The node is enabled only as needed
for these environments.

As a Java—based API provider, CMS utilizes the JDK/JRE and manipulates date and time reference:
from the Java environment. Version 6.0 and 7.0/7.x of CMS shipped with JDK/JRE 1.4.2 and (as witl
other Java components described within) will require the TZUpdater Tool patch to properly handle
the revised DST date transition.

System IPCC Web Administration, Agent Re-skilling Web Tool (non-System IPCC)

Both the System IPCC Web Administration interface (web—based config) and the Agent Re-skilling
Web Tool function deploy Java technology and utilize JDK/JRE version 1.4.2 (global installation). In
both cases, date and time context (as obtained from the Java runtime environment) is limited to
application logfile timestamps. Cisco recommends that you update the JDK/JRE environment using
the TZUpdater Tool patch.

Cisco Computer Telephony Integration (CTI) Option (Cisco Toolkit Java API Desktop)

The Cisco CTI toolkit Java integration library API (Java CIL) requires the JDK/JRE, and utilizes it
for date/time context. Both versions 6.0 and 7.0/7.1 originally shipped with earlier versions of the
1.4.2 JDK/JRE and each is a candidate for the TZupdater tool patch.

Problem Symptoms

This list identifies problem symptoms:



* Microsoft Windows Considerations

Failure to update the Windows operating system using Microsoft's recommendations relevant to youl
specific Windows version as described above will result in inaccurate time and date references from
various aspects of the Contact Center solution, most notably around half hour data reporting records
and, if Outbound Option is deployed, inaccurate campaign dialing times. Unpredictable conditions
might occur with incomplete maintenance, such as if you update the Cisco Outbound Option per this
notice, but fail to properly maintain the Windows operating system.

Cisco Unified Intelligent Contact Center Management Enterprise & Hosted with Peripherals
Configured in a Different Time Zone than the Peripheral Gateway

Those customers that deploy Peripheral Gateways (PGSs) in a time zone distinct from the
corresponding peripheral who fail to update the product version to the required maintenance level
prior to early April 2008 might experience problems with half hour reporting data as time moves
forward and with duplicate data that overlaps as time moves back.

Note: These issues may also be seen prior to the 2008 Australia daylight saving time change by
customers that have incorrectly configured systems with peripherals residing in different time zones.
Cisco Outbound Option

Failure to upgrade to the minimal recommended maintenance level of the Outbound Option 7.0 or 7.
(through to 7.1(2)) will result in calls placed at inaccurate and unpredictable intervals, effective
beginning with the April 2008 Australia daylight saving time change.

Two specific problem symptoms are plausible:

¢ Outbound call centers fail to dial customers one hour after the start of the campaign time.
¢ Outbound call centers continue to dial customers for one hour after the campaign end time.
« Cisco Enterprise Reporting (WebView)

Failure to update the WebView server JDK/JRE with the aforementioned maintenance can result in
inaccurate date and time references across reports, both historical and realtime. Additionally,
WebView features that use time—dependent reports such, as job scheduler, favorite reports, or the
event viewer, might contain erroneous time and date context. It may also result in misleading
timestamps on logfile event entries. Report generation and general functions will continue to operate
as expected, with the notable exception of these date and time references.

« Distributor Admin Workstation (AW) with Configuration Management Service (CMS) Enabled

You must update the Distributor AW JDK/JRE in order to accommodate the CMS only if CMS is
enabled. CMS utilizes date and time information for event logging purposes, and if you fail to apply
the JRE/JDK updates, misleading timestamps might result, which might interfere with any required
problem diagnosis and isolation efforts.

Note: You can check the CMS node check box in order to enable CMS.Within the AW setup.
« System IPCC Web Administration, Agent Re-skilling Web Tool (non-System IPCC)

Failure to update the JDK/JRE used with these web-based configuration tools, such as the CMS ca:
above, might result in misleading timestamps on logfile event entries, which can interfere with any
required problem diagnosis and isolation efforts.

« Cisco Computer Telephony Integration Option (Cisco Toolkit Java API Desktop)

Failure to update the Java CIL CTI Desktop environment with the JDK/JRE update for 2008 Australie
daylight saving time can result in unexpected date and time references. The ramification depends in
part on specific use of the APl and application design.



Solutions

This list describes solutions for these products:

Microsoft Windows Considerations

Apply the Windows system update per the Microsoft guidelines referenced in the Background sectiol
of this section. Questions or special consideration issues should be provided directly to Microsoft.
Cisco Enterprise and Hosted Contact Center customers are responsible for administering their own
Windows Server operating system.

Cisco Unified Intelligent Contact Management Enterprise and Hosted with Peripherals Configured in
a Different Time Zone than the Peripheral Gateways

Cisco has made necessary changes to the applicable PG Peripheral Information Manager componel
for 2007 daylight saving time accommodation where the peripheral is in a different time zone from
the PG and the updates are contained in these maintenance versions of the software:

¢ Intelligent Contact Management (ICM) Enterprise version 6.0 SR9 and greater

¢ |IP Contact Center (IPCC) Enterprise version 6.0 SR9 and greater

¢ Cisco Unified Contact Center Enterprise and Hosted version 7.1(3) and greater

¢ Cisco Unified Intelligent Contact Management Enterprise and Hosted version 7.1(3) and

greater

Version 6.0 Service Release 9 was released in January of 2007, while the 7.1(3) maintenance versic
of the respective 7.1 products were released in December of 2006. Customers that currently deploy
version 7.0 (with any Service Release) are required to upgrade to maintenance release 7.1(3) in ord
to obtain the updates.

Customers that have ACDs in a different time zone from their PGs and are unable (or unwilling) to
upgrade to the required versions of the Enterprise or Hosted software can use this workaround:

Configure the PG and ACD to be in the same time zone as the ACD (while geographically they are
not), and remove (or set to minus one) the TimeZone registry value mentioned in the Background
topic in this section. This will not require the version maintenance described above, but will require
the Windows operating system daylight saving time patch.

Note: The workaround is not available to customers that deploy multiple peripherals off of a single
PG server with ACDs crossing multiple time zones. Such topologies require the recommended
product version patch and Windows updates.

The Windows operating system patch should be applied regardless of whether the above workaroun
is taken.
Cisco Outbound Option

Adaptation of the Outbound Option to accommodate the 2007 DST change requires that you apply tl
Windows operating system update for your relevant operating system version (per above) and
upgrade to the minimal maintenance level of the Cisco Unified Contact Center Enterprise or Hosted
and Cisco Unified Intelligent Contact Management Enterprise or Hosted software.

The upgrade requirement applies only to customers that run Cisco Outbound Option 7.0 (any Servic
Release), 7.1(1), or 7.1(2). The minimal maintenance update version required is as follows:

¢ Cisco Unified Contact Center Enterprise and Hosted version 7.1(3)
¢ Cisco Unified Intelligent Contact Management Enterprise and Hosted version 7.1(3)



In lieu of the software upgrade for current version 7.0, 7.1(1) and 7.1(2) customers, you can use this
workaround for the Australia daylight savig time change in order to avoid dialing time shifts and lack
of compliance with the FTC ruling around outbound call times:

Configure campaign start time and end time one hour earlier than the actual time from the last Sund:
in March 2008 at 03:00 through the first Sunday in April 2008 and from the first Sunday in October
2008 at 02:00 through the last Sunday in October 2008 at 02:00.

Note: Cisco strongly recommends that you update to the proper software maintenance levels as the
preferred approach.
« Cisco Enterprise Reporting (WebView)

For WebView 7.0/7.1, use the Sun TZUpdater Tool in order to update the JDK/JRE version 1.1.2. Fo
WebView 6.0, use the TZUpdater Tool in order to update the J2SE SDK version 1.3.1. Cisco
recommends that you read carefully the readme file before you proceed with the installation.

Note: If you are unable to use the TZUpdater Tool, upgrade your J2SE SDK. You must install the
JDK/JRE in the directory on the same drive where JDK/JRE was originally installed with the
WebView Third Party Installer.

Complete these steps if you update your WebView server to a later version of the J2SE SDK 1.3.1:
1. Download J2SE SDK 1.3.1 from the Sun website at this URL:

http://java.sun.com/javase/timezones/index.h’f?nl
2. Stop and start the WebView services:

a. Select Start > Programs > Administrative Tools > Services.
b. Right—click [IS Admin Service.
c. Choose Stop.

An alert appears that notifies you that this action stops the World Wide Web
Publishing Service.

d. Install the SDK to the suggested directory on the same drive in which the SDK was
originally installed with the WebView Third Party Installer.

e.Restart WebView.

f. Open the Windows Service Control Panel.

g. Choose the World Wide Web Publishing Service, and click Start.

« Distributor AW with Configuration Management Service (CMS) enabled

Both version 6.0 and 7.0/7.1 of the AW CMS node shipped with JDK/JRE version 1.4.2_X. You can
use the TZUpdater Tool in order to apply the appropriate daylight saving time update.

This product uses a straight (global) installation of the JDK/JRE, and no explicit path specification is
required. Cisco recommends that you read carefully the readme file before you proceed with the
installation.

« System IPCC Web Administration, Agent Re-skilling Web Tool (non-System IPCC)

Version 7.0/7.1 of these web-based configuration tools shipped with JDK/JRE version 1.4.2_X. You
can use the TZUpdater Tool in order to apply the appropriate daylight saving time update.

This product uses a straight (global) installation of the JDK/JRE, and no explicit path specification is
required. Cisco recommends that you read carefully the (Java SE) Timezone Updater Tool Readme
= file before you proceed with the installation.



« Cisco Computer Telephony Integration Option (Cisco Toolkit Java API Desktop)

For version 6.0 and 7.0/7.1 of the Java CIL option (JDK/JRE version 1.4.2_X), use the TZUpdater
Tool in order to apply the appropriate daylight saving time update.

This product uses a straight (global) installation of the JDK/JRE, and no explicit path specification is
required. Cisco recommends that you read carefully the (Java SE) Timezone Updater Tool Readme
= file before you proceed with the installation.

e CTI Desktop

In general, the Enterprise and Hosted Contact Center product components that use the Java CIL rel
on the underlying Red Hat Linux operating system in order to manifest time zone context, which
includes daylight saving time start and end event timing. For this reason, all Enterprise and Hosted
Contact Center customers must adhere to Red Hat's guidance for Linux system maintenance in orde
to ensure their systems are updated for the 2007 daylight saving time change. The timezone update
available via Red Hat Network.

In order to update the system, launch the Red Hat Update Agent with this command:
up2date

or

up2date —u tzdata

This command starts an interactive process that results in the appropriate RPMs being upgraded on
your system. The update tool updates the tzdata package that contains data files with rules for variot
timezones around the world.

You must apply tzupdater to the current JRE/JDK for the current released CTI products. The current
supported JRE/JDK is 1.4.2_13. The JavaCIL 6.0 runs on Red Hat Linux Enterprise 3.0 and JavaCll
7.0/7.1 runs on Red Hat Linux Enterprise 4.0.

Note: The described Microsoft Windows procedure to accommodate awareness of the daylight saving time
change should also be implemented for older Intelligent Contact Management (ICM) Enterprise or Hosted al
IP Contact Center (IPCC) Enterprise or Hosted products, but as these versions of the Cisco Contact Center
software have exceeded their End of Software Maintenance Release dates, they must be upgraded to the
current supported major version levels in order to obtain the required Cisco maintenance updates. For
customers do not to upgrade, it is recommended that you follow the workarounds provided for 6.0 and 7.x
installations. Refer to the End-of-Sale and End—-of-Life Products page.

VPN 3000 Concentrators (Altiga OS)

The DST Configuration parameters for a system that runs Altiga OS cannot be changed. Currently, in both t
4.1 and 4.7 releases of Altiga OS, you can enable the summertime feature in order to use daylight saving tir
default settings, as previously set. In order to work around this issue, you must set the time ahead one hour
when the new daylight saving time occurs on the April 6, 2008. DST should be disabled on these devices sc
the device does not attempt to set ahead its clock on the 1st Sunday in October.

Note: The information provided in this section is a workaround for those who choose not to upgrade to the
fixed code once it is available.

You can disable daylight saving time and set the clock forward as shown in this image:



Configure the time and date.

Setting the time on your VPN 3000 Concentrator is very important, so that logging and accounting
nformation 1s correct

The current time on the dewice 1s Monday, 01 October 2001 16:23:44

New Time [16 :[42 .[42 [October =]t A2001 [(GMT+05.00) Karachi ~|

M Enable DST Support
Apply | Cancel |

68234

Background Information

Daylight Saving (SA) Www.eric.sa.gov.ﬁ This page provides information about time in South Australia.
The page has information about South Australian Summer Time and the start and finish of daylight saving ir
South Australia.

Daylight Saving Dates (Vic) WWW.vic.gov.a‘ET This page provides information about daylight savings
dates in Victoria.

Daylight Saving in New South Wales WWW.IaWIink.nsw.govFg\uThis page provides information about
time in New South Wales. The page has information about Eastern Standard Time and the start and finish ©
daylight saving in NSW.

Daylight Saving in WA http://wa.gov.aEF A three year trial of daylight saving began in Western Australia
on 3 December 2006. This site has daylight saving dates for 2007 and 2008.

Daylight Savings and Public Holidays in the ACT Www.cmd.act.goWaUhis page provides information
about daylight saving and public holidays in the Australian Capital Territory. The page has the dates for
daylight saving for the summer of 2007/08 and the public holidays for 2007 and 2008.

Tasmania's Daylight Saving Arrangements Www.dpac.tas.gﬁ.a'mis page provides information about
daylight savings in Tasmania. The page also has information about the time in the other states during this
period

[Return to Top]
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Related Information

« Timezone Data Versions in the JRE Softwaré”

» Java Technology Bug ID 6595137

» December 2007 cumulative time zone update for Microsoft Windows operating systerﬁﬂs

* Red Hat Linux 6.2: The Official Red Hat Linux Alpha/SPARC Installation Guide Time Zone
Configuration =

« Australian Government Website &

» Technical Support & Documentation — Cisco Systems
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