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Introduction

Wireless Services Module (WiSM) -2 2 Data Planes are the next generation wireless data processing servic
modules for Cat6k after service blade WiSM and WiSM-2 1 DP. There are no differences between the
WiSM-2 1DP and WiSM-2 2 DP, other than the SW release before 7.2 Cisco supported only one Data Plar
on the Blade. The second DP was physically on the board, but was not activated in the software. With the
release of the Controller software version 7.2.103 and new software for Sup 720 and Sup 2Tmodules, both
Data Planes are activated. Therefore, support for up to 1000 access points (APs) and 15,000 clients is
provided with a total throughput of 20 GBsec.

The base board of the WiSM-2 is based on the design of the 5508 wireless controller daughter board. WLA
Controller Protocol (WCP) is the software glue between the Supervisor and WiSM-2 Controller. WCP

runs on UDP/IP, port 10000 over Service Interface. Once the WiSM-2 Controller is up, there are software
heartbeats or keepalives between the supervisor and WiSM-2 Controller. The controller requests the
supervisor for its slot/processor information. The controller conveys its management IP address to the
Supervisor Module (when changed on-the—fly, it is conveyed to the Supervisor automatically). After every 1
hellos (240 s), the controller requests global state information about other controllers in the system.

Figure 1. Cisco Catalyst 6500 Series WiSM2 Controller




As a component of the Cisco Unified Wireless Network, this controller provides realtime communication
between Cisco Access Points, the Cisco Network Control System (NCS), and the Cisco Mobility Services
Engine (MSE) to deliver centralized security policies, wireless intrusion prevention system (IPS) capabilities.
award-winning RF management, and quality of service (QoS). With CleanAir technology, the WiSM2
protects 802.11n performance by providing cross—network access to real-time and historic RF interference
information for quick troubleshooting and resolution. With this integrated approach to large—scale wireless
networking, customers can realize significant total cost of ownership (TCO) benefits by streamlining support
costs and reducing planned and unplanned network downtime.

Prerequisites

Requirements
There are no specific requirements for this document.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

WiSM-2 Features

WiSM-2 2DP features and characteristic with WLC software version 7.2.103 are summarized in the next
table.

Note that Sup 720 software version 12.2.(33)SXJ2 and Sup 2T software version 15.0(1)SY1 are required fol
operation of the WiSM-2 2DP Controller.

Feature Parity with 5500 Appliance Controllers

Interoperability with Other Service Modules, WiSM-1 and
WiSM-2 first generation

Support Up to 1000 APs/15,000 Clients and 5,000 Tags
License Upgrade from 100 APs in Increments Up to 1000 APs

Data Plane (Encrypted/Unencrypted/ACL) Throughput of 20
Gbps

Support Sup720, Sup720-10G, Sup-2T, 6500—-E-Series Chassis

Support Non—-E series with high speed fans
Sup 720 Software Version 12.2(33)SXJ2or Later
Sup 2T Software Version 15.0(1)SY1 or Later

Support Up to 7 Blades in a Chassis; 14 in VSS mode

Support Up to 5 Blades in a Chassis When Other Service
Modules Are Present; 10 in VSS

Support for OEAP

Network Setup Requirements

This is a list of components that are required when deploying WiSM-2 in the Catalyst chassis:



Device/Application

Catalyst 650X with 720 Sup
Catalyst 650X with 2T Sup [12.2(33)SXJ2 or later
15.0(1)SY1 or later

6148, 6516, 6548, 6704-10Gb,

6708-10Gb, 6716-10Gb, 6748
and 6724

S\ \/ersions

Ethernet Line—Cards Tested
and Compatible with WiSM-2,

WiSM-2 Controllers NCS
MSE 33XX series

7210301101114

7.2.103.0.64bit

WiSM-2 operates with the Supervisor 720 and 2T family including:

» Supervisor VS-S2T-10G-XL - Supervisor Engine 2T-10GE with PFC4XL
» Supervisor VS-S2T-10G - Supervisor Engine 2T-10GE with PFC4

For additional supported and unsupported module lists, refer to these Release Notes.
FS3 Supervisor 720 (WS-SUP720) Also referred to as the Supervisor 720-3a.

FS4 Supervisor 720-3B (WS-SUP720-3B) This is an update of the original Supervisor 720 that adds
support for a number of new hardware based features, such as MPLS and ACL counters. (EOL 1/2012).

FS5 Supervisor 720-3BXL (WS-SUP720-3BXL) Provides the same hardware feature capabilities as a
Supervisor 720-3B, but also adds increased capacity for storing up to 1 Million IPV4 routes.

FS6 Supervisor 720-3C-10GE and Supervisor 720-3CXL-10GE Adds support for 2 x 10GE uplink
ports on the front panel as well as support for a number of new hardware features, such as support for Virtu
Switch Link (VSL).

Note: The Catalyst chassis on which the Cisco WiSM-2 is installed needs a Supervisor 720/2T module. Thit
table shows the supported slots for the Cisco WiSM-2. It is not recommended to install WiSM-2 in the
Supervisor slot.

Slot | ceqa el seoa-el gens—el gs00-vog | g513- £
1 X X X X X
2 X X X X X
3 X X X X X
4 = X X X X
56 _ _ X X X
7-8 : a _ « «
9 _ _ - X X
10-13 | B B B «

Note: WiSM-2(s) are supported in the above E Series chassis.

Slot 6509—-NEB-A with single HS

6506 | 6509 6513
fan tray




1 X X X X
2 X X X X
3 X X X X
4 X X X X
5-6 " * * "
-8 | X X X
9 - X X X
10-13 | | «

“Supervisor slots not recommended as WiSM-2 slots.

Note: WiSM-2(s) are supported in the above Non—E-Series chassis with HS fan trays.

BasicWiSM-2 and Cat6500 Topology

Basic Network Topology with Cat 65K and WiSM-2 Wireless Service Modules
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Initial System Configuration with Sup 720
Complete these steps:
1. Upgrade the Cat 65XX with the Cisco IOS® Software Release 12.2(33)SXJ2 provided on Cisco.com

Note: If upgrading from WiSM-2 1DP to WiSM-2 2 DP, first you need to upgrade the Cat65XX to
12.2(33)SXJ2 before upgrading the WiSM2 to the 7.2.103.0 code to enable DP2. Also, vice versa if
downgrading the Cat 65XX to below 12.2(33)SXJ2 you need to downgrade the WiSM-2 2DP to a
WiSM-2 1DP image.

2. Only after upgrading the Catalyst I0S software the system will recognize the WiSM-2 2DP blade.
Initial upgrade of the Catalyst IOS can be done by TFTPing the new IOS software to the system or b
copying the image to the flash card.

The system upgrade can be done also via IOS CLI command if the system is operational and not
being configured for the first time.

See this example:directory of the Flash cardof the DiskO:

Directory of diskO:

2 142585604 -rw- 272033-adventerprise wan-mz.122-33.352J2.bin
romeon 3 >

3. Restart the Cat65XX by issuing a reset command from rommon or with reload in 1OS clion the
Cat650X. Then, reboot the system with the new image and make sure the "boot image" is pointing tc
the new Cat I0S image on the system or the flash disk as in the example below.

Same can be accomplished by loading the software from the 10S CLI prompt if the system is not
being configured for the first time.

This example is the initial software installation from the Flash Card with the rommon prompt.

rommon 3 >|boot diskO:s72033-adventerprise_uan—mz.122-33.SXJ2.bin|

Loading image, please a1t ...

4. After reload with the new software the show version command shows the version of software as
posted on the CCO. Make sure the proper software has been loaded. For example:

CATES04~-MAfshow version

Cisco IO0S Software, 372033 rp Software (372033 _rp-ADVENTERPRISE WAN-M), Version
12°.2(33YSX02, RELEASE"SOFTVARE (fc4) I

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Wed 14-Dec-11 19:51 by prod_rel team

ROM: Systewm Bootstrap, Version 12.2(17r)54, RELEASE SOFTWARE (fc1)

5. Insert the WiSM-2 board in the the 65XX— E available slot and now run the show module command
on the Cat65XX as shown next. The WiSM-2 module has to be shown in the list.



CATES504-MAffsh module

Kod Ports Card Type Model Serial No.
1 2 Supervisor Engine 720 (Active) ¥S-SUP720-3BXL SAL1101CHTQ
2 4 ViSH 2 WLAN Service MNodule WS-SVC-WISN2-K9 SAL1S23FB2D
3 4 WiSH 2 WLAN Service Module US-SVC-WISN2-K9 SAL1421JDER
Hod MAC addresses Hw Fe Sw Status
1 0017.9568.72b4 to 0017.9568.72b7 5.3 8.4(2) 12.2(33)8XJ2 Ok
2 e05f£.h994.2620 to e0Sf.b994.262% 1.0 12.2(18xr)S1 12.2(33)SXJ2 Ok
3 0011.92ff.ed20 to 0011.92ff.ed2t 0.5 12.2(18x)S1 12.2(33)SXJ2 Ok

6. If the module is not on the list reset the system again. If the module is shown in the list then proceed
with the next step.

The next few steps are done to install/lupgrade and configure the software on the WiSM-2 or the
WiSM-2 DP card in the Cat65XX system.

7.You can load the software via the command line interface. Configuration via WebUI is not available
at this point because the Management Interface on the wireless controller was not configured. The
controller should be configured to operate properly on your network and configured with the IP
addresses of your working subnets. You can configure wireless controller by directly attaching to the
console ports on the WiSM-2 controller or opening a console session to the controller module from
the Catalyst interface as shown here:

You can access the WiSM-2 through a session command directly now.

cat650X#session slot 2 processor 1

Note: In order to perform this command, the service VLAN and DHCP scope has to be configured in
IOS at the global configuration prompt as shown in section Configuring Sup720 or Sup2T and
WiSM-2 2DP communication.

The default escape character is Ctrl-*, then x.
You can also type 'exit' at the remote prompt to end the session

CAT6504-HAi>seszsion slot 2 proc 1

The default escape character is Ctrlil-", then x.

You can alsc type ‘exit' at the remote prompt to end the session
Trying 192.168.2.22 ... Open

(WiSM-slot2-1)
User: I

8. After con:‘iguring the WiSM-2 Controller and show sysinfo command, you should see this output
with Mgmt interface IP address of 10.70.0.10, for example:

Note: Refer to the WLC configuration guide.



(ViSM-slotZ2-1) >show sysinto

Hanufacturer's Name....ccceeecescsssossescansanss Cisco Systems Inc.

Product Name.......veeveesnsnsssnssssssnnssnsnnss Cisco Controller

Product Version......cccieeerecncccsssscnsssanscns 7.2.103.0

Bootloader VerSioN.iceeereesssanvsessossorssansnns 1.0.16

Field Recovery Image Version.....ccccevveessssscss 7.0.43.32

Firmvare VerSioN. .. cvccesesscsssssssnsossssvcsnns FPGA 1.7, Env 0.0, USB console 2.2
Build TYP@. ..ot eeerersnoscnssssssssssassansnnsansns DATA + WPS

SysStem Name. . cvceeernccerssncenssnssosssssenssnns WisSMZ-2DP-MA

System LoCaAtion..ccrecrensveccsnsvsrsonsosnssnnscnse
Systernm CONLACT. ccoetracasanssnsssssnnssssscsscssa

System ObJectID. ... ivivernncrsnsnncssssannsssnnnna 1.3.6.1.4.1.9.1.1293

IP AAAreS8S8...cvsevssvcsvsssccssssssnssnssnssonsscsns 10.70.0.12

LASt ReSEC..ccctccttoccecccesecresctossscsoassanes Software reset

System Up Time......cieeveeanestcsnssnsssssssssns 0O days O hrs 1 mins S6 secs

Systen TimezZone LoCatiloN..cvcesrsnvessssnscnssnne

Configured COUNLLY. vesesenssnsnosnvsnonsssnsnsnsse US -~ United States
State Oof 802.11b NetworK. . veveeevvesronsonssnnsens Enabled
State 0of 802.118 NetWorK.icsseeoveavonnosnnsnssnns Enabled

9. If you need to reset the WiSM-2 Controller in the Catalyst, use this command:

(Config)# hw module <#> reset

Note: Save the controller configuration changes or modifications before you issue the reset
command.

If you need to reset the controller to factory defaults, watch the screen while attached to the console
port on the WiSM-2 Controller, for the reset option to come up and then hit the <esc> key. In the
controller menu, choose option 4 to reset the controller to factory defaults.

To power OFF or ON the WiSM-2 wireless controller in the catalyst chassis, use this command:

(Config)#power enable module <#>

Initial System Configuration with Sup 2T
Complete these steps:
1. Upgrade the Cat 65XX with the Cisco 10S Software Release 15.0(1)SY1 provided on Cisco.com.

Note: If you have a WiSM trunk that includes VLANS in the range of 1 to 1000 and you intend to use
only 1 to 10, enter this command:

no wism module x controller y allowed-vlan 11-1000

Note: If upgrading from WiSM-2 1DP to WiSM-2 2 DP, first you need to upgrade the Cat65XX to
15.0(1)SY1 before you upgrade the WiSM2 to the 7.2.103.0 code to enable DP2. Also, vice versa if
downgrading the Cat 65XX to earlier than 15.0(1)SY1 you need to downgrade the WiSM-2 2DP to a
WiSM-2 1DP image.

Only after upgrading the Catalyst I0S software the system will recognize the WiSM-2 2DP blade.
Initial upgrade of the Catalyst |OS can be done by TFTPing the new IOS software to the system, or t
copying the image to the flash card. The system upgrade can also be done via IOS CLI command if
the system is operational and not being configured for the first time.

See this example: directory of the Flash card of the DiskO:



Initializing ATA wonitor library...
Directory of diskO:

4 91065760 -rw- sZrS4-adventerprisek9-nz . 5PA. 150-1.5Y1.£c3 I

2. Restart the Cat65XX by issuing a reset command from rommon or with reload in I0S clion the
Cat650X. Then, reboot the system with the new image and make sure the "boot image" is pointing tc
the new Cat I0S image on the system or the flash disk as in the next example.

The same can be accomplished by loading the software from the 10S CLI prompt if the system is nof
being configured for the first time.

This example is the initial software installation from the Flash Card with the rommon prompt.

romoeon 4 )I EOOC 313EU:sZtS’!—aaventerprlseEQ—mz.BFI.ISU—-I.S?I.!CS '

Version of monlib on CF is 2, 1
Verszion of wonlib on EPROM is 3, 1
monlibh on device 1is not up to date, Using boot ROM monlib.

Initializing ATA monitor library...

After reload with the new software, the show version command shows the version of software as
posted on CCO. Make sure the proper software has been loaded.

3. Insert the WiSM-2 board in the 65XX~- E available slot and run the show module command on the
Cat65XX as shown here. The WiSM-2 module has to be shown in the list.

CATE504~-MAfish module

Mod Ports Card Type Model Serial No.
1 S Supervisor Engine 2T 10GE w/ CTS (Acti VS-SUP2T-10G SAL1S36PSPE
2 4 WiSH Jian Service Module WS-SVC-VISH2-K9 SAL1523FB2D
3 4 WiSH Jian Service Module W3-SVC-VISH2-K9 SAL1421JDER

Mod MAC addresses Hw Fw Sw Stactus

1 44d3.ca7b.ccc0 to 44d3.ca7b.ccc? 1.1 12.2(50xr)SYS 15.0(1)5Y1 Ok
2 e05£.h994,.2620 to ed5f.0894.262% 1.0 Unknown Unknown Other
3 0011.92ff.ed20 to 0011.92ff.ed2f 0.5 Unknown Unknown Other

4.1f the module is not on the list, reset the system again. If the module is shown in the list, then procee
with the next step.

The next few steps are done to install/upgrade and configure the software on the WiSM-2 or the
WiSM-2 card in the Cat65XX system.

5.You can load the software first time via the command line interface. Configuration via WebUI is not
available at this point because the Management Interface on the wireless controller was not
configured. The controller should be configured to operate properly on your network and configured
with the IP addresses of your working subnets. You can configure the wireless controller by directly
attaching to the console ports on the WiSM-2 controller, or opening a console session to the
controller module from the Catalyst interface as shown below:

You can access the WiSM-2 through a session command directly now.
cat650X#session slot 2 processor 1

Note: In order to perform this command, the service VLAN and DHCP scope has to be configured in
IOS at the global configuration prompt as shown in Configuring Sup720 or Sup2T and WiSM-2 2DP
communication.



The default escape character is Ctrl-*, then x.
You can also type 'exit' at the remote prompt to end the session

CAT6504-Mﬁ.4session slot 2 processor 1
The default sscape character 1= Ccrrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 192.168.2.22 ... Open

(WiSM-=lor2-1)
User: I

6. After configuring the WiSM-2 (not shown in this DG) Controller and show sysinfo command, you
should see this output with Mgmt interface IP address of 10.70.0.10. For example:

Note: Refer to the WLC configuration guide.

(WiSM-slot2-1) >show sysinfo

Manufacturer's Name....ccveevvessenssnsensscsssas Cisco Systems Inc.

Product NAME. ...coeceossecsonsonsssnsansssnsnsssns Cisco Controller

Product Version....ccoieeescsecsssnssnsssnsnnsnns 7.2.103.0

Bootloader VerSion. v eveevenessssnnensonsscnssnes 1.0.16

Field Recovery Image Version.....ceeeeeecssescsns 7.0.43.32

Firmware VerSioN..cceecsecsscssssssevsssssscsassns FPGA 1.7, Env 0.0, USB console 2.2
Build TypPe...voveriensnsnsnosnsssnssssnsssasnsnnsnnsns DATA + WPS

SYSteNn NaWe. . .ovevseasrsocsassscsscssssssssnassans ViSM2Z-2DP-MA

System LOCALIiON. ... cetiertesesscnsssssnnssnnssnsans

SYSLEN CONUACT . cvvceevcvncvssnossssssennonssssssncs

Bystan BIJatID...cccssessnstansansnnssarssnssnrs 1.3.6.1.4.1.9.1.1293

IP AAdAreSS.ccvsscsscvssvsssssscvssssassssssssvsnssns 10.70.0.12

LASE RESEC......ccccccssevscasscssnssnsssonsanssnns Software reset

SYSCel UP TiWe, sevcvvsvosssvesvevsnssvonssvsssssrnss 0 days 0 hrs 1 mins 56 secs
Systen Tiwezone LocatioN. . cvesvesnssossasssncnans

Configured CoOUNLE Y. ot eooeasosscassassncsacsassos US -~ United States

State 0f 802.11b NetworK. . cvveeenesssssosssennsnes Enabled

SJrate Of 802.11a NetWOrK. . voeeeesansonsosnnssncnnns Enabled

7.1f you need to reset the WiSM-2 Controller to get to the controller s initial configuration menu in the
Catalyst, use this reset command.

Note: Save the controller configuration changes or modifications before issuing the reset command.
(Config)# hw module <#> reset
If you need to reset the controller to factory defaults, watch the screen while attached to the console
port on the WiSM-2 controller, for the reset option to come up and then hit the <esc> key. From the
controller menu, choose option 4 in order to reset the controller to factory defaults.
To power OFF or ON the WiSM-2 Wireless Controller in the catalyst chassis, use this command:
(Config)#power enable module <#>
Configuring Sup720 or Sup2T and WiSM-2 2DP communication
Complete these steps in order to configure Sup 720/2T WiSM-2 communication:
1. Cat65XX-E SUP module will communicate to the WiSM-2 board via internal Service port interface

on the WiSM-2 card. Please follow the steps below to configure properly the interfaces and VLANs
on the Cat65XX to communicate properly with the WiSM-2 blade. The Service port on the WiSM-2



card should be configured for DHCP address or static IP address.

Note: Service Port IP address should be on the different subnet from the Management interfaces of
the controller.

2. Create a VLAN in the Supervisor 720 or 2T. This VLAN is local to the chassis and is used for
communication between Cisco WiSM and Catalyst Supervisor 720 or 2T over a Gigabit interface on
the Supervisor and service—port in the Cisco WiSM.

Note: All VLAN numbers and IP addresses are examples.

Example:

I-—— Assign an appropriate IP address and
I-—— subnet mask for VLAN 22

interface Vlan22
ip address 192.168.2.1 255.255.254.0

3. If during controller configuration you chose DHCP address for the Service Port, then proceed as
follows:

Create a DHCP scope for the service port of the Cisco WiSM in Supervisor 720/2T or on a standalor
DHCP server. For example:

ipdhcp pool wism-service—port
network 192.168.2.0 255.255.255.0
default-router 192.168.2.1

4. Then associate the VLAN for the service port.

For example:

1-——Configure this command to use vlan 22
I-——in order to communicate with the service—port.

wism service-vlan 22
5. Issue the show wism status command in order to verify that the Cisco WiSM received an IP address
from the DHCP server.

Cat650X# show wism status

CATS504-NAfl=how wism 2racus
Service Vian : 22, Service IP Subnet : 192.168.2.1/255.255.255.0

VLAN
Slot Controller Service IP Kanagement IP SV Version Controller Type Status
s e o et R
2 1 192.168.2.22 10.70.0.12 7.2.103.0 WS-SVC-VISK-2-K9 Oper-Up
3 1 192.168.2.21 10.70.0.10 7.0.121.2 WS-SVC~VISH-2-KS Oper~Up

Manual LAG configuration is not supported in Cisco I0S Software Releases 12.2(33) SXI and later.
Auto-lag will be created by the system automatically for you.

Example:

I-—— Create the VLAN in the Supervisor 720/2T
I-——in order to communicate with the management port
1-—— Assign an appropriate IP address and subnet



1-——mask for VLAN 70

!
interface Vlan70

description Management VLAN for WiSM-2

ip address 10.70.0.5 255.255.255.0

end
|

6. The Supervisor automatically creates a port—channel interface for the independent controller in the
Cisco WiSM-2 as soon as the module is detected. Usually the port—-channels have a high number,

such as 405 below. For example:

Cat650X#showip interface brief

Port-channels unassigned YES unset down down
ort-channel403 unassigned YES unset up up
ort-channe 1405 unassigned YES unset up up

Vianl unassigned YES NVRAM adwinistratively down down

Vianl0 unassigned YES unset up up

Vianz2 19z2.168.2.1 YES NVRAM up up

Vian70 10.70.0.44 YES NVRAM up up

7. Additionally, make sure that you allow VLANS that are configured in the Cisco WiSM-2 through the
port—channel and Gigabit interfaces with these commands. Make sure the VLANSs are also active.

Cat—6K(config)# wism module {#} controller {#} allowed-vlan {vlan range}
Cat—6K(config)# wism module {#} controller {#} native—vlan {vlan id}
Cat—6K(config)# wism module {#} controller {#} gos{trust/vlan—based}<dscp/cos/ip—precedence> —

Trust state of theLAGInterface

Note: Configure the controller with this command, for example:

wism module 3 controller 1 allowed-vlan 10-120

wism module 3 controller 1 native-vlan70

wism module 3 controller 1 gosvlan—based

Note: See Appendix A for a complete example of the Cat6504 configuration.

8. This command should be enabled for policing the wireless to wired traffic on cat6K:

Cat—6K(config)#wism module {#} controller {#} gosvlan—-based- VLAN Based QoS-
9. Verify the above configuration command execution with this command:

#show wism module 3 controller 1 status



CRT6504-MAsshow wism module 3 controller 1 status

WiSM Controller 1

Sexrvice VLAN
Sexvice Port
Service Port Mac Address
Service IP Address
Management IP Address
Software Version

Port Channel Numbexr
Allowed-vlan lisc

Native VLAN ID

WCP Keep Alive Missed

Operational Status of the Controller

in Slot 3 configured

e e e

with auto-lag

Opexr-Up

22

3
0011.92ff.ec0l
192.168.2.21
10.70.0.10
7.0.214.114
405

10-100

70

0

caTesos-Mazf)

Summary: The Cisco WiSM-2 controller is inserted into the appropriate slot and powered on. The
basic configuration is completed with completion of the steps above.With the completion of basic
configuration, you can configure the Cisco WiSM-2 controller through the console CLI or through
the Cisco WiSM-2 controller web—-interface. In order to use the session command, you have to mak
sure that the service port on the Cisco WiSM-2 is assigned a static or DHCP assigned IP address.
You need to configure WLC separately in the Cisco WiSM-2 module, initially from the CLI and then
from the web interface.

10.Now you can connect to the controller management Interface via GUI or console session with your
laptop connected with Ethernet or Wireless connection and continue configuration.

Cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Monitor Summary
Summary 100 Access Points Supported

» Access Polnts
¥ Cisco CleanAir

» Statistics

» CopP
Controller Summary Rogue Summary
» Rogues
Management [P 10.70.0.12
Clients Address e Active Rogue APs 0
Multicast pervics Port [P 192.168.2.22 Active Rogue Clients 0
Software Version 2.2.103.0 Aghoc Roguas 0
0

Pield Recovery Image
Verson

7.0.43.32 Rogues on Wired Network

WiSM2-20P-MA
0 dsys, 0 hours, 17 minutas  TOp WLANS
Tue Feb 14 20:44:37 2012

System Name
Up Time

System Time

z of Cliemts

Profile Kame
Internal Temperature N/A

802.11a Network
State

£02.11b/g Network
State

11.Check the Licenses available on the controller if the count is zero please contact License TAC suppc
team to refresh the Licenses.

12.Make the APs join the WiSM-2 across a Layer 2/3 network switch.

13.Make Wireless Clients connect to the AP, and send traffic to external servers and other wireless
clients and traffic (for example, ping) makes it through without any drops.

Enabled
Most Recent Traps
Enabled

This completes Basic Sup 720/2T and Wism-2 configuration. Additional configuration changes can
be made via the WebUI interface similar to any other Wireless controller. This WiSM-2 deployment
guide does not provide details about the wireless controller configuration.



Note: Refer to the WLC configuration guide for more information.

Configuring WiSM-2 from NCS

Similar to any other wireless controller, the WiSM-2 Controller can be configured from the NCS. NCSverl.1
or later is required for NCS to recognize and configure WiSM-2 2DP Controllers. The next screen shot shov
how a NCS manages WiSM and WiSM-2 Controllers. It shows the slots they are inserted and the internal

port they connected to.

Note: WiSM always comes up as two controllers, and the new WiSM-2 shows as one controller.

sl Cisco Prime
C15co  Nelwork Control System

virtual Domain: ROOT DOMAIN Ry

A Home Monkor v Configurs v Sanaces v Roports ¥ Adminstaion ¥

Controllers B2IzT
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1| 1 Addrass
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SW Version  Mobiity Growp Name
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Reachabiity Status ‘@ | Inventory Collection Status
Unreachable
Reothabie
Reachabie

Reachabe

Reachadie

Reachane

Configuring Sup720 or 2T and WiSM-2 communication in a

VSS mode

The key enabler of the VSS technology is a special link that binds the two chassis together. This is called a

Virtual Switch Link (VSL).




Virtual Switch System (VSS) f—
defines two physical Catalyst 6500 switches joined via e

a special link called a Virtual Switch Link (VSL) running special
hardware and software that allows them to operate as a single logical switch

Note: Supervisor 720-3C-10GE, 720-3CXL-10GE orSupervisor VS-S2T-10G-XL, VS-S2T-10G are
required to support VSS mode.

The most important change with the Cisco WiSM in a VSS environment is the way you access and manage
In a Cisco Virtual Switching System environment, a switch ID is required for many commands used to
administer the WiSM-2.

The slots start from 17 and ends in 29 for 13 slot chassis for Switch 1, and from 33 and ends in 45 for 13 slc
chassis switch 2.

Cat650X# show module switch {#} slot {#}
Example: show module switch 2 slot 11

Cat650X#show wismstatus — Shows the WiSM-2 modules in VSS switch.

ESSpshow wism status |

‘Service vian : 8, service IP Subnet : 8.100.1.8/255.255.255.0
WLAN

|slot controller Service IP Management IP Sw version controller Type status
e o s s e s s e e e e s e e mff o e e e e e e s e e e i e s o s e e e i o= o e e e e rffe o e e e ol

18 1 8.100.1.59 113.173.1.10 7.0.114.62 WS-SVC-WISM-2-K9  Oper-up

25 1 8.100.1.90 112.178.1.10 7.0.114.62 WS-SVC-WISM-2-K9 Oper-up

34 1 8.100.1.65 113.172.1.10 7.0.114.62 WS-SVC-WISM-2-K9 Oper -up

136 1 8.100.1.63 113.170.1.10 7.0.114.62 WS-SVC-WISM-2-K9  Oper-up

Manual LAG configuration is not supported in Cisco I0S Software Releases 12.2(33)SXJ and later. Auto—la
configuration will be configured for you by the system.

The Supervisor Module automatically creates two port channel interfaces for the two independent controller:
in the VSS switch for WiSM-2s as soon as the module is detected. Usually the port channels have a high
number. The etherchannel for WiSM-2 starts from 689 and ends in 746.



vSS#show wism switch 2 module 4 controller 1 status

isM Controller 1 in Slot 36 configured with auto-Tag

operational status of the Controller : oOper-uUp
service VLAN : 8

service port : 3

service pPort Mac Address : 0022.bdds. 0141

service IP Address : 8.100.1.63

Management IP Address : 113.170.1.10

g Nersion 2. 0114 .62

ort channel Number T 727

AlTowea-vian 115t T 100-120,122-140,142-260,262-340,348-450,459,471-480,499
Natrive VLAN ID : 420
WCP Keep Alive missed : 0
VSS#

The Cat65XX—-E VS—Module will communicate to the WiSM-2 boards via internal Service VLAN that has to
be defined similar to | single chassis configuration:

(Cat-6K)# wism service—vlan {vlan id}

Example of configuration on the Cat6500:

interface vlan22
ip address 192.168.2.1 255.255.254.0
wism service-vlan 22

Create a DHCP scope for the Service Port of the Cisco WiSM-2 in Supervisor 720/2T or on a standalone
DHCP server. For example:

ipdhcp pool wism-service—port
network 192.168.2.0 255.255.255.0
default-router 192.168.2.1

Allow VLANS that are configured in the Cisco WiSM-2 through the port—-channel and Gigabit interfaces with
these commands:

Cat-6K(config)# wism switch (#) module {#} controller 1 allowed-vlan {vlan range}
Cat-6K(config)# wism switch (#) module {#} controller 1 native-vlan {vlan id}

Cat-6K(config)# wism switch (#) module {#} controller 1 qos trust <dscp/cos/ip—precedence> -
I-—— Trust state of the Interface

Cat-6K(config)# wism switch (#) module {#} controller 1 gosvlan-based -

1-—— VLAN Based QoS should be enabled for policing the wireless to wired traffic on Cat6K

In order to verify the proper module installations in the VSS mode, issue these commands:

showwism switch 2 module 4 controller 1 status

vsum«ﬂmsﬂmhém@kdcmvﬂhrlﬂnu]

wism Ccontroller 1 in slot 36 configured with auto-lag

oOperational Status of the Controller : Oper-up
Service VLAN : 8

Service Port : 3

Service Port Mac Address : 0022.bddS5.0141

Service 1P address : 8.100.1.63

Management IP Address : 113.170.1.10

Software version : 7.0.114.62

Port Channel Number 1 727

Allowed-vian list : 100-120,122-140,142-260,262-340,348-450,459,471-480,499
Native VLAN ID 1 420

wCP Keep alive Missed HL ]

show interface status switch 2 module 4



|
port Name status vlan puplex Speed
Te2/4/1 connected trunk ull 10G 10GBase Sv¢
Te2/4/2 notconnect  unassigned fu'l 1 10G 10GBase Svc
Gi2/4/3 connected 8 full 1000 1000Base Svc
Gi2/4/4 disabled 1 full 1000 1000Base Sv¢
VSS#
VSS# .

Cat6500#Show module switch all

Verifies the modules in the 2 VSS switches.

Switch Number: 1 Role: virtual switch Active
|Mod Ports Card Type Model serial No.
11 rodule WS-SVC-FWwM-1 SAD0948020x
2 4 SM 2 WLAN Service Module | WS-SVC-WISM2-K9 SAL1421JDEF
WS-SVC-FWM-1 SAD14040272
5 8 1Intrusion Detection System WS-SVC-IDSM-2 SAD10030476
6 4 \nnsn 2 WLAN Serv1ce Module WS-SVC-WISM2-K9 SAL14481073
7 ervi ine 7 V5-5720-10G SAL13410X3Y
WS-SVC-WISM2-K9 SAL14213ENZ
- WS-X6748-GE-TX SAD114900Y3
11 16 CEF720 16 port 10GE W5-X6716-10GE SAD112908z2
12 4 CEF720 4 port 10-Gigabit Ethernet W5-X6704-10GE SALO9444NPS
[5witch Nuﬁer- 2 Role: wvirtual switch standby ]
|Mod Ports card Type Model serial No.
WS=-SVC-WISM2-K9 SAL1421JDF)
WS-SVC-IDSM-2 SAD103103TH
WS-SVC-WISM2-K9 SAL1412DAK3]
- T DELE WS-SVC-IDSM-2 SADOS4902UX|
6 6 F‘lrewa]] Modu]e WS-SVC-FWM-1 SAD10450180
8 5 Supervisor Engine 720 10GE (Hot) VS-§720-10G SAL1332vP1Q
11 48 CEF720 48 port 10/100/1000mb Ethernet WS-X6748-GE-TX SAL094335P8
13 16 CEF720 16 port 10GE WS-X6716-10GE SAD112504YY

Now, you can connect to the controller management Interface via GUI or console session with your laptop

connected with Ethernet or Wireless connection and continue the configuration.

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Monitor Summary
Summary 100 Access Points Supportad

» Access Polnts
¥ Cisco CleanAir
» Statistics

Version

System Name

Up Time

System Time
Internal Temperature

802.11a Network
State

£02.11b/g Network
State

WiSM2-20P-MA

0 daysz, 0 hours, 17 minutes
Tue Feb 14 20:44:37 2012
N/A

Enabled

Enabled

Top WLANs

Profile Name

Most Recent Traps

» CoP
Controller Summary Rogue Summary
¥ Rogues
. Management [P 10.70.0.12
Clients Address Active Rogue AP ]
Service Port [P
Muiticast Addrace 192.168.2.22 Active Rogue Clients 0
Software Version 7.2.103.0 Aghoc Rogues 0
Pield Recovery Image 5 0335 Rogues on Wired Network 0

z of Clients

Check the Licenses available on the controller if the count is zero please contact License TAC support team

refresh the Licenses.




Make the APs join the WiSM-2 across a Layer 2/3 network switch.

Make Wireless Clients connect to the AP and send traffic to external servers and other wireless clients and
traffic (for example, ping) makes it through without any drops.

This completes Basic Sup 720 or Sup 2T and WiSM-2 configuration. Additional configuration changes can
be made via the WebUI interface just like on any other Wireless controller. This WiSM-2 deployment guide
will not go into details of the wireless controller configuration.

This completes VSS installation of the WiSM-2 2DP modules in the Catalyst VSS configuration. Additional
configuration changes can be made via the WebUI interface similar to any other wireless controller.

This WiSM-2 deployment guide does not provide details about the wireless controller configuration.

WiSM to WiSM-2 Upgrade Instructions

Complete these steps:
1. Upload the configuration file from WiSM1 and save it.

a.Issue the transfer uploaddatatypeconfig command in order to specify the file type.
b. Issue the transfer upload mode TFTP command in order to define the mode of file transfer.

(FTP also can be used. Modify the commands accordingly.)

c. Issue the transfer upload serverip 'TFTP_server_IP_address' command in order to define
the TFTP server IP address.

d. Issue the transfer upload path 'TFTP_server_path' command in order to define the path of
the TFTP default directory where the config file needs to be uploaded.

e.Issue the transfer upload filename <filename> command in order to specify the filename.

f. Issue the transfer upload start command to upload the file.

g. The same can be done from the WebUI.

Saye Cor

MONITOR WILANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEL

Commands Upload file from Controller

Download File
Download Fil File Type Cenfiguration v

Jg ad Fi -
Configuration File Encryption 0O
Reboot

Config Boot

Transfer Mode TFTP W

Scheduled Reboot Server Details

Resel to Factory
Default 1P Address 10.50.10.49

Set Time File Path

Login Banner File Name 10_70_0_10_041612.cfg

TFTP Config transfer starting.

2. Perform the initial configuration on the WiSM-2 to bring up the controller. Make sure there is
reachability to the TFTP server via service port/distribution system network.

3. Download the configuration file saved from WiSM to WiSM-2. Follow this procedure similar to step
1

a.lssue the transfer downloaddatatypeconfig command in order to specify the file type.
b. Issue the transfer download mode tftp command in order to define the mode of file transfer.
(FTP also can be used. Modify the commands accordingly.)



c. Issue the transfer download serverip 'TFTP_server_IP_address' command in order to
define the TFTP server IP address.

d. Issue the transfer download path 'TFTP_server_path' command in order to define the path
of the TFTP default directory where the config file needs to be uploaded.

e.Issue the transfer download filename<filename> command in order to specify the filename.

f. Issue the transfer download start command to upload the file.

g. The same can be done from WebUI.

.llhlllo FRTSE
cisco MONITOR WILANs CONTROLLER W]RELESS SECURITY MANAGEMENT COMMANDS HELP FEEI
Commands Download file to Controller
Download File
File Type Configuration v
Upload File
ol Configuration File Encryption Ol
Reboot
. Transfer Mode TFTP &
Config Boot
» Scheduled Reboot Server Detalls
Reset to Facto
Default W 1P Acdress 10.50.10.49
Set Time Maximum retries 10
Login Banner Timeout (seconds) 6
File Path
File Name 10_70_0_10_041612.cfp

Once the configuration file is downloaded to the controller, the controller will reset and boot.
4.1ssue the show invalid—config command on the controller. It should show any invalid configurations.

(WiSM-slot3-1) >show invalid-config
This may take some time....
FE33333333383333333

(WisM-slot3-1) >

Note: You might see invalid commands related to the AP—-manager that shows up. This is expected
because WiSM-2 2 does not have a separate AP—manager.
5. Check the APs joining and if clients can pass traffic.

Appendix A: Cat6504 Example of Running Config
(trunketed)

CAT6504-MA#sh run
Building configuration...

Current configuration : 4804 bytes
|

I Last configuration change at 20:34:02 UTC Tue Apr 12 2011
|

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

service counters max age 10

|

hostname CAT6504-MA
!



boot-start-marker

boot system flash s72033-adventerprisek9_wan_dbg-mz.SIERRA_INTEG_100903
boot-end-marker

|

no logging console
|

noaaa new-model

!

ipdhcp excluded—address 192.168.1.1 192.168.1.10
ipdhcp excluded—address 192.168.2.1 192.168.2.20
ipdhcp excluded—address 192.168.0.1 192.168.0.20
|

ipdhcp pool wism-service—port

network 192.168.2.0 255.255.255.0
default-router 192.168.2.1

|

nomlsacltcam share—global

misnetflow interface

miscef error action freeze

|

spanning-tree mode pvst

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

wism service-vlan 22

wism module 3 controller 1 allowed-vlan 10-100
wism module 3 controller 1 native-vlan 70
wism module 3 controller 1 gosvlan—based
diagnosticbootup level minimal
port—channel per-module load-balance

|

redundancy

main—cpu

auto—sync running—config

modesso

|

vlan internal allocation policy ascending
vlan access—-log ratelimit 2000

|

interface Port-channel3

switchport

switchport trunk encapsulation dotlq
switchport trunk native vlan 70

switchport mode trunk

misqos trust dscp

|

interface GigabitEthernetl1/1

--More—-

switchport mode trunk

misqos trust dscp

!

interface GigabitEthernetl/1
switchport

switchport trunk encapsulation dotlq
switchport trunk native vlan 10
switchport mode trunk

!

interface GigabitEthernet1/2

noip address

!

Truncated &..

interface Vlan22

description communication VLAN btween Sup720 and WiSM-2
ip address 192.168.2.1 255.255.254.0
|

interface Vlan70



ip address 10.70.0.5 255.255.255.0
|

ip classless

ip forward—protocol nd
|

noip http server
|

control-plane
|

dial-peercor custom
|

line con 0
linevty 0 4
login
linevty 5 15
login

|

end

CAT6504-MA#
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