Citrix NetScaler Load Balancer Configuration
for Cisco Unified Intelligence Center (CUIC)
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Introduction

This document describes the configuration steps to use Citrix NetScalaer load bablander for CUIC.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

. CUIC
. Citrix Netscaler

Components Used



The information in this document is based on these software and hardware versions:

- CUIC 11.0(2)

- Citrix NS: appliance Edition: Citrix NetScaler 1000v (10.1 Build 125.8)
The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information

CUIC is a flexible and intuitive web-based reporting platform that provides you with reports on
relevant business data. With CUIC, you can create a comprehensive information portal where
contact center reports and dashboards are developed and shared throughout your organization. In
large CUIC deployments, the Citrix NetScaler 1000v (Load Balancer) is used to load balance
CUIC Hypertext Transfer Protocol (HTTP) and Hypertext Transfer Protocol Secure (HTTPS)
traffic.

Network Diagram
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Access Unified Intelligence Center Report with HTTP/HTTPS

When HTTP is disabled in CUIC server, this is the HTTP flow to different ports.
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Configuration > Settings > Configure Basic Features
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Upload License

Without License SSL might not work.
Navigate to System > Licenses > Manage Licenses > Update License
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Network Configuration

Clients talk to Load balancer through Virtual IP (VIP) and Load balancer talks to CUIC through its
Subnet IP (SNIP).
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Create Subnet IP

Step 1. Click on Add to add IP Address, select Type as Subnet IP.
Step 2. Click Create to create desired IP address.



w

IP Address M . 10 . 2 . 58 | Metmask 255 . 55 . 255 . 0 |
Type (SubnetIP | Mode Active |
Virtual Router ID I -] ICMP Response | NONE -]
ARP Responge” | NONE '~ | Traffic Domain ID | |é|
Dptions
[71aRp [J]ICMWP [ Wirtual Sepver [7] Dymamic Routing
Host Route
[ | Enable
Gatewy IP | . , \ | Metric |
OSPF LSA Type
@ TYPES  TYPEL  Area| |
Yserver RHILevel
NOME @) ONE_WSERWER  ALL_WVSERVERS
Application Access Controls
[7] Enable Management Access control to support the below listed applications.
(7] | Create || Close |
Create VIP

Step 1. Click Add to add IP Address, select Type as Virtual IP.
Step 2. Click Create to create desired IP address.

Configure PP x

IP Address M . 10 . 2 . 61 | Metmask 255 . 255 . 255 . 25§ |
Type WVirtual IP | Mode Active |
Wirtual Router ID | [w] ICMP Response* |HDHE E|
ARP Response® | NONE [=] Traffic Domain D | -]
Options
¥ arp [F] ICMP [¥] Wirtual Server || Dynamic Routing
Host Route
[T Enable
Gateway P B . 0 . 0 . 0 | Meti 10 |
O5PF LSA Type
@ TYPES (TYPEL  Area| |
Veerver RHI Level

MONE @ OME_VSERVER ~ ALL_VSERVERS
Application Access Controls
Enable Management Access control to support the below listed applications,

@ | Create || Close |




Create Routes

If needed, create routes to the network from where HTTP/HTTPS requests come to Load

Balancer.

Configure Route x
MNebaork :m 3 4 0
MNetmask 255 255 35 . 0 |
Traffic Domain ID | _|
MULL Route Yes (@ No
Gateway 10 10 2 1
Distance :1
Weight :1
Cost :n
Route Advertisment
Global State DISABLED

| Over-ride Global
Protocol
V| OSPF V| RIP V| BGP V| ISIS
| Monitored Static Route
7] Create Close

Click Create to create desired route.

HTTPS Load Balancing Configuration

To create Virtual Server entries, one for each port in CUIC, three ports need to be monitored
(HTTP ports 80. 8081 and HTTPS port 8444). Each virtual server entry is the IP and port
combination which receives the HTTP traffic from client (accessing CUIC report).

Virtual servers are required to be linked with servers, to send the load traffic them. To check the
health status of the server’'s monitors, they need to be assigned to each server. Using the

monitors, load detects the server (CUIC) failure and re-distributes the incoming traffic to servers
which are in good health to serve the requests.

So the association is Virtual Server->Service and Server->Monitor.



Summary of Configurations:

. Create monitors

. Create Servers

. Create Services with Server association

- Link each service to corresponding monitors
. Create Virtual servers

- Link corresponding Services with Virtual Servers
- Create Persistency Group and add Virtual Servers

Thls image depicts three Virtual server entries and its association.
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Create Monitors

Navigate to Traffic Management > Load Balancing > Monitors
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To Create monitor, navigate to Traffic Management > Load Balancing > Monitors, click on Add
button.
Three types of monitors are created, for port 80, 8081and 8444.

Create monitor for http port 80

Select Type as TCP and specify Interval, Response Time-out, Down Time, Retries etc.
accordingly.

Click Create to create the monitor. For HTTPS, two monitors needs to be created (one per
server).

Create Monitor »

Harme® ||:H:H:_t1:p | Type* |TCF‘ "'i

Standard Parameters | Special Parameten:|

Interval 1 | |Minutes =] Destination P [ s & |0 g
Responge Tirme-out |3lJ | |S¢¢n ridl3 "'] Destination Port I |
Do Tirre |30 | [seconds = Dymamic Time-out
Deviation | | [seconds = DynamicIntensl
Retries |3 | Resp Time-out Threshold
SNMP Alert Retries |0 | Action o -]
Syccess Retries |1 J =
Eailure Retries i | Custorn Header -
Enahlgd D Rﬁt”e L Ireat Back 135 35 esCape charscter

) ) o et Profile -
[w] LRTM (Least Response Time using Monitaring)

[ Tramsparent [ Secure L] IP Tunnel

[ Tos TosHd |0

& Help [ Create || Close ]




Create Monitor o

Hame* |http_B081] | Type* [HTTP -
Btandard Parameters I Special meel:ersl i
Intenal 1 | [Minutes v| Destingtion 1P [ . . . IO w»v |
EuspnnstTime-outllﬂ | |St:¢nd= *'| Destination Port | |
Down Tirme |30 | |seconds  +| Dymamic Time-out

Deviation | | [seconds  +| DynamicIntengal _

Retrie E Resp Time-out Thresholg |
SNIAP Alert Retries [0 Action INONE -

Success Retries [1

Custorn Header f{

Enilure Retries ||,‘|
4 Enabled [ Reverse [] Treat back slash as escape character
het Profile | 3
[# LRTM (Least Response Tine using Monitomng)
L] T0% TOSd ||' | (] Transparent [ Secure C1 1P Tunnel
& Help - I | — J

For HTTPS type monitor, configure special parameter section. This monitor reports success if the
response to the HTTP request is either 200 or 302.

When HTTP is disabled in CUIC, 302 is expected otherwise 200. To deal with both the situations

200 and 302 are included.
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200 add |

~| Destingtion [P

|
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|

"J Dymarnic Time-out

| |5econds
Response Time-cut (9 | [seconds
Down Time |30 | |seconds
Deviation | | |S¢:nrpd=
Ritries E

| Resp Time-owt Threshold I
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For HTTPS type monitor, configure special parameter section. This monitor reports success only if

the response contains a string In Service.
X

Configure Monitor

Hamne® _cu:t_sub#_htl:ps-!w . Type HTTR-ECY

Sandard Parameters  Special Parameters ]
Send Strimg
GET it/ F10.10.2 46:3 444 e vic/prabe

[] Treat back slash as escape character
Receise String

In Zervice

[] Treat back slash as escape character
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Interval |10 | |seconds | Destination IP | |01 pvs
Response Time-aut I'EI [ |S=l:n~nd; 'I Destination Port | |
Doam Time |!I.'I [ |E=:mdl- "*I Crgmammic Time-out | |
Digvistion I [ |Ee|:n~nds '| Cymamic Intengal | |
Retrie; E | Resp Time-out Threshold | |
SNIMP Alert Retries |0 | action [one -|
Success Retries |1 ] A
Eailure Retries |2 | Custom Header %
& Enapled ] Reverse [] Treat back slash as escape character

LRTM (Least Response Time using Monitoring) S | 'l
[ 7os Tosi s I L] Transparent Secure 1 1P Tunnel

@ Help l_grmt 1| Close |




Create Monitor

Mame* |cu:-‘|;_suh5_htlpi-en|

| Typer |HTTR-ECV -

Srandard Parameters  Special Pararmeters ]
Zend Btring
GET httpsff 10,102 4T 8444 cuicfprobe =

L] Treat back slash ys escape charscter
Becenve Sring
[n Service

[] Treat back slash as escape character

& Help

Create Servers

I_Lrea'te || Close |

Server represents a CUIC node. For each CUIC node served by the load balancer a server entry

is required.

MatScaler 3 Traffic Mansgerment 3 Load Balincing > Serveny
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To create server, navigate to Traffic Management > Load Balancing > Servers, Click on Add

button.



Server Name® g:;:;:_:: CLUIC-SLIR:
@ 1P Address () Domain Name |
IPAddress* 10

Traffic Domnain ID @
Translation IP Address

Translation Mask
Resobve Retry (secs)
IPvé Domain

[¥] Enable after Creating
Comments

Server Name*

@ 1P Address () Domain Name |

IPAddress™ w . 10 . 2 .47 ] 1Pvé

Traffic Domain ID L=

Translation IP Address

Translation Mask
Resolve Retry (secs)
IPv6 Domain

(V] Enable after Creating
Comments

2] | Create || Close |

Create Services

To create monitor, navigate to Traffic Management > Load Balancing > Services, Click on Add.
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Bkl Opan Rermionn | | | Action - Search =
Hamr Slate I Ao TDomain Name Trattic Dam a1 Pait Pratocel Mhax (el Max Requesits Cachs Type
b o -hp il bl @ly 10101 ] W MTTP [ i SERIR
b g hAEp D kS ol L1047 [} i HTTP ] 0 SERVER
(AT R @ Un L1824 [} Bl HMTTF i 0 SEENER
b tusc-http b ]-aubl @l  1R1LLE 0 Wl WTTP 1 0 SRR
T ST &l L1028 [} eS8 SEL BHIDSGE ] 0 IEEMER
b e -hittprsak @ly 1010100 0 B S5 BRIDSGE 1 0 SERVIR
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When there are no monitors associated, a default monitor might be displayed in configured box.
Without removing that, select the correct monitor from available monitors from the available list (in
this image it is cust_tcp) and click Add to move it to Configured list. Click OK. Next time when
this page is opened, it shows only the selected monitor. Default monitor disappears. This happens
because; always a service needs to be associated with a monitored. If nothing is configured, load
balancer provides a default one, but when user selects a monitored then load balancer takes out
the default monitor.

Configure Service x
Service Name* |cuic-hitpil-subd | Senver* [ATL-CUIC-SUB4 (10.10.2.45) =
|| Protocol® ': Part*
Tratfic Darmain . v|
Sepace State i@ UP Mumber of &ctive Clients

Disable .| [+l Emable Health Monttonng (v fAppFlew Lagging

Monitors I Policies I Profiles ] Advanced I 531 Sattings I

Hognilable Configured
[Moritors | Iordors [wesatt [state
&p - cust_fep 1 [
(13
pinig =

I tcp [ Odd

™ . I
tep-goy =

|| [|Mw=ocr State: UP

| -y Probes: 68341 Failed [Total: 5634 Current:= 0
dns Last Respongse: Success - TCP syn+ack received.
fip Responze Time: 0,357 millizec

Comments

& Help El Clase |




Service Name* |cuic-httpli-subd | Server* [ATL-CUIC-5UB4 (10.10.2.45)
Profocol*  |HTTP ~| Por [g0

Traffic Domain | -|

Service State @ UP Mumber of Sctive Clients

Enable Health Monitoring [¥] AppFlow Logging

Monitors | Policies | Profiles Advanced | S5t Settings |

~Thresholds
Mz Requests o | | | Max Bandwidth (kbits) [0
Mag Clients |0 | | | Monitor Threshotd |0

~[dle Tirme-out (secs)

Client 180 | Server [360
'EIE'.'E"IHJ

[ Use Source IP [] Client Keep-Altve [ TCP Buffering L] Compression

C1 ClientIP Header | |

Camments

@ Help




Protocol*

Serace Shate

Bossilable

Traffic Domain II]

Service Mame* |cuic-hitp

[HTTR

@ up

Disable [ | Enable Health hMonttaring (v AppFlow Logging
v c
. Monitors | policies | Profies | Advanced | S5t Settings |

| Seryer® [ATL-CUIC-SUBM (10.10.2.46) =
~| Porr |s081 |

Mumber of Active Clients |

Configured

State: UP

Probes: 68352  Failed [Total: 5630 Current: 0]

Last Response: Success - HTTP response code 302 recened,
Response Time: 0.754 millisec

Carmments

@ Help

Ii_l | Close I




| Seryer* [ATL-CUIC-SUB4 (10.10.2.46) -
Profocol*  [HTTP ~| Porer [s051
Tratfic Dormain |0 -|
Service State @ UP Murnber of Sctive Clients
Eriable Health Monitoring [ AppFlow Logging
Thresholds -
M Requests lo | | | Max Banchwidth (kbits) |0
Max Clients o | | | Menitor Threshold |0

~ldle Time-out {secs)

Client |180 | Server 360
Settings
[ Wse Saurce TP [ Client Eeep-Alive ] TCP Buffering  [] Compression
O Client 1B Header | | i
4 it '
Cornments
@ Help

I_ﬂl(_‘ | Cloze I




| Senver* |ATL-CUIC-SUBA (10.10.2.46)

Profocol  |SSL_BRIDGE v] Portr 5444
Traffic Domain Iﬂ ‘F|
Senace State @ UP Mumber of Sctree Clients

[+l Enable Health onitoring [ AppFlow Logging
. Monitors | policies | Profiles | Advanced | Sst settings |

Lorailable

Configured

Skate: UP

Response Time: LA63 millisec

Probes: 384901  Failed [Total: 8624 Current: 0 ]
Last Response: Success - Pattern found in response.

Camments

@ Help

I [0]4 ” Close I




Configure Service

o
Service Name* ::ui:-nups-whd | Seryer* |ATL-CUIC-SUBA (10.10.2.46) | =|
Profocal*  |SSL_BRIDGE | Ports [5444 '
Traffic Dorasin || v:
Senvice Stake @ UP Murnber of Active Clients
Dissble | [l Enable Health Monitoring [# AppFlow Logging
Monitors | Policies | Profiles Advanced | SSL Settings |
r Thresholds -
Max Requests [ | | | Mox Bandwidth (kbits) |0
Max Clients [ | | | Monitor Threshold [0 -

rIdle Time-out (secs)

Client |180

| Server [360

Settings
[ Use Source TP ] Client Keep-2live ] TCP Buffering

Header

4 i1}

Carmrments

& Help

Create Virtual Server

QK || Close

MetSealer 3 Traffe Macagemest 3 Load Balandey 3 Vinluel Serveds ) (7] = |
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b DCRCLRCHTTR sl @ls 18,20 261 #H HTTP LEASTCONMECTION  SOURCED 100L08% } LUP/D DOWH
¥ DCT-CLRC-HTTREIL @ Up @lp pLAETS] Wil WTTP LEASTCONMECTION  SOURCER Thtoete T LIPS DOWH
b DCI-CURCHTTPS el @l 1020260 Bl S0 BRIDGE LEASTCOMMECTION  SOURCEDR L8006 J LIP/D DOMWH
(75 Per Page 3 1304 % 1 =]

To create a virtual server, navigate to Traffic Management > Load Balancing > Virtual Servers,

and click Add.

Check the services that needs to be associated with this virtual service.

In the Method and Persistence tab, select Method as Least Connection, Persistence as
SOURCEIP and Time-out as 40 minutes. This is because the default historical reporting refresh
rate is set to 30 minutes; you need to configure some value greater than the refresh rate. If you
are configuring different refresh rate for historical report, then change this value as well.



| (% [P Address Baged ) 1P Pattern Based

Pratocal® [HTTP

.2 .61 |

LI Metwark Wiarver  Ramge |1

[ Enable D364 [ Bypass AR Requests
State @ UP | Disable | (4 AppFlow Logging

rLE hethod

~| P Address* lto . 10
| Port* |20
Traffic Domain ID |

I of bl sle | weath, (170

-
Method |Least Connection w| Mew Service Startup Request Rate | | |PeR_sECOND =]
_ Inererment Interval [ I
Current Method: Round Robin
Reazon: Bound serdce’s state changed to
up
rPersistence rBackup Persistence
Persistence | SOURCEID | | | Persisence  [MONE -|
Time-out {min) |40 || | Time-out (min) |2 |
IPvd Wetmask | I
l =

Hame® | | @ 1P Address Based O 1P Pattem Based

Pratocal* |HTTP -] PAddress 10 .20 .2 .61 |
[ Network Vierver Range |1 | Portr |s0e1 |
[ Enable DNESE ] Bypass AAAA Requests Traffic Domain D | -]

1010246
cuic-hHpBOB0T - gubs 1010247
1010245
1010247

add.. (4 Ogen.. i Bemove

Comments

@ Help




Configure Virtual Server [Load Balancing) x

Hame*  |DC2-CUIC-HTTPS C

Protocal* o Phddres* |10 .10 .2 . el
Range Port®

[] Enable DNZE4 [ Bypass ABAA Requests Traffic Dormaan ID

Srate @ UP Disable | [ AppFlow Logging

Services | Senvice Groups | Palicies | Method and Persistence | Advanced | Profiles | S Settings |
Sxtivate Al Deactevgte Al <, Find |
|aceive |servce tme |P raxess | ot forotocor  [Seate | wegnt | Dryriemic Vieigrt |
i cuic-hitpa.zubd 1010.2.46 8444 55L_BRD.. @ LP 13 |
o cusc-hitpe.subd 10.10.2 47 §444551 BRD. @B ‘: o

_-ﬂ. Add.. _'T Open. ;:l Berrioee

Comments |
@ Help QK || Close

Create Persistency Groups

To create Persistency group, navigate to Traffic Management > Load Balancing > Persistency
Groups, click Add.

Select Method as Least Connection, Persistence as SOURCEIP and Time-out as 40 minutes.
This is because the default historical reporting refresh rate is set to 30 minutes; you need to
configure some value greater than the refresh rate. If you are configuring different refresh rate for
historical report, then change this value as well.

Since each CUIC server listens on three ports, you need to include all three virtual servers here. If
a client requests to HTTP 80 port which is already sent to a particular CUIC server, all requests
from that client targeting to port 8081, 8444 is routed to the same CUIC.



P TR S
LinTigure Fers

Group Name IPgroupDC2 |
Persistence® [ SOURCEIP =
TP Netrnask fss : 255 255 255 |
IPv6 Mask Length [128 |
Time-out |40 |
Backup Persistence* | NONE =
Wirtual Senver Name® Configured (3) Rermove Al

DC2-CLIC-HTTP -

DCZ-CUIC-HTTPS081 -

DE2-CUIC-HTTPS =

@ Ok || Close |
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