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Introduction

This document describers how to configure Java on your system in order to use ECE workflow,
which would be blocked otherwise due to Java security.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

. Cisco ECE
- Windows PC

Components Used
The information in this document is based on these software and hardware versions:

. ECE 11.6
- Windows 10

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Problem: ECE Workflow Does Not Work and Prompts to
Install Java

ECE displays this error when you try to configure email workflows.
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Solution

Step 1. Install Java

| r—

Description Active Type
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This weewidlow will execute em esad task activities tra_. N Email

The Java Runtime Environment (JRE) is required to use this module, Please log out, install IRE, and log in again,
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Navigate to —https://www.java.com/en/download/manual.jsp and install JRE version 1.8 (32

blt) update 121 or later
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Step 2. Install signed certificates
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Change Security level to High.

Add ECE URL's to the "Exception Site List"
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Genersl Updste lsva Security  advanced
[+ Enable Java coritent For browser and Web Start apphcations
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Only Java applications identfied by a certificate from a brusted autharity are allwed to run, ] T
2nd only F the cartficabs can be verified as nat revoked., S E’SP"“ Site List
i Applications launched from the sites listed below wil be alloweed bo run after the appropriste security
©Ha prompks.
Jarva applications identified by & certificate from a trusted authority are alowed to run, even .
) if the revocation status of the certificate cannot be verified. (
"l Pttp:ifeceweb 2 Ferrari.comysystemiweb viev/platform/commonjloginiroot. isprpartitionld=0
"l http:ifecewebl2 Ferrari. comy'systemywebvievs/platform commonflogingroot . jspPpartition]d=1
https: | feceweb12 Ferrarl.com

Exception Sike List

Apphications launched from the sites listed below wil be allowed bo run aftes the appropriate

SECLkY prompts. I

[leceweb] 2 Ferrari.comysystemwebjviewplatformyfcom. .. a
hitp: [feceweb 12 Ferrari.comisystemiwebviewiplatformfcom. .,
https: jecewebl2 ferrari.com dl
Restore Securky Promets || Manage Certificates... [ adi | [[Remove
L 0 “lg FILE and HTTP protocols are considered a securiky risk.
We recommend using HTTPS sites where available.
— = E | Cancel

Import CA certificate. This is the certificate that was installed on the ECE Web Server via lIS
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Security level For applications not on the Exceplion Sike list

() Very High

Only Java applications identified by a certificate From a trusted authority are allowed to run,
and ondy if the certificake can be verified as nok revoked.

(@) High
Java applications identified by a certificate From a trusted authaoriby are allowed ko run, even
if the revocation status of the certificate cannok be verified.

Excephion Sate List
Applications launched From the sites listed below will be sllowed to run after the appropriate

security prompts,

kb | feceweb 1 2, Ferrar com)systemweb view/platformfoom... A

htkp: [ leceweb12. Ferrari.com/ systemwebviev/platformfoom. .. Edit Site List. ..
htkps: | fecewabl2 Ferrari,com hd

Restore securty Fronpts

Ok Cancel Apply



[ Jzva Control Panel - X o options 7] Messages (1) LogOut (7)) Help ~

General Update Jlava Secwity  Advanced
] Enable Yawa contenk For browser and Web Start applications
3 Lockin: | generate C5R. v| @
[. . e
Lertrhicates
&;E ececert
| Certificate bype: | Trusted Certificates Frecent Tems
| User  system
Issued To Issued By Destop
sheppardsCertificateAuthornty A
Dacuments
This PC
Matwark

Administration | - & J @ optoms [ Memwres (1) toout (Do -

Tree: Administration

Bl e]
4 [ Admintsteation
(B Partition: defsuir O | Finish Workflow | Scuiny Waming x | el
4 [ Departments OF  Saart Workdiow - Eral
4 & Service OF  Sut Wordiow - | Do you want to run this application? Emmaid
b o ' Publisher: eGan Corporstion
b (b Classificaions s Location:  Mtps:/jecemebiZ ferraricom

[ Dicsionaries Running this application may be a security risk
b [ mad Riskr - This apphcation wl run wth Lnwestricted access mhich may gt your computer and pesonal
© [Dinsegration The o
& EMacres

EREREIE
=

Properties: <News hm-ﬂnmh-ﬁ&l—-ﬂ
More Infamtion

® B0 Sectngs Seliect the bae below, then elck Run ko stast the application

v [ ser
4 [ Wordow
2 Call Variabies
(T Quewes
(8 Service Levels
* [0 Werihiow

General Diagram

!MIW

fila

-
VA
oy

&
| ]
BE bnbownd "
of

Outbeund "

i

‘anmp-[ubwﬂ KE: English (U] senay



Adrministration N ! ) optiens [ ke (1) toaou () wetn -

Tree: Administration List: inbaund
ol ] (-] [l ¢ ) s
# 7 Administration (Hama = Description Active Type
D Pactiticn: defwsht OF  Finksh Woekflow This weedlow will execute # no delned nbound ema.. Yes Errad
+ [5) Dupartmarits o | Shart Woeklow - Sta = Emad
2 Sevice DF | Start ot - Tra| e Warming st
* 3 Catendar O Allow access 1o the following application from this web site?
gx«m Wik Sie:  hitps/eceweb! L iemancom
[ Bhctiomaries Apphcation: LIKNOWN
Publisher  eGain Corporation
= Emad
[0 inegration m*:og:wlmu:::uemmmmm
- E— L
[ et [EQ Veldsla I[E D et shhew thit agais fie thi ape and web ute. | Allow || Do Net Allew_ |
=]t 2
General  Dagem Mese information
# [ Workfow ' v
i FIT 000 009908508 900 -0
T Serve Levels
& [ weridiows
OE Alarm
DE irgoured
O Outbosand
Ler | | 1= (=] i
. mame pa| Uk English| K2: English ~ |

logtut () Help ~

List: Inbound

Deseription Active Type
OE  Finih Workfow This wisricfler will exeute if rs defined inbsund ema. Yes Emad
OF  Start Workfiow - Sundard This worksiaw will execute before the defined inboun... Yes Emai
BE  Start Workdiow - Traevsler This okl will gupoute on ersd, task activities ra.| No Emad

1B Security .

e (] ¢ e [

> Euser General  Disgram

# [ Wordiow
% Call Viarinbies Name Value
() Qurces ®  Hame* Mew inbound weorkflow
) Senvice Levels Descrigtion

+ (B workfiows Active He w
O Ataem
O lebaund
T Quthound

User name: pa] Uk English] KEB: English (U5 |‘rhnnbpog-emne the foll wddd-co: “lava SE R E & Update 261 from ‘Oracle America, Ine.’.  Wht's the rik?

You must now be able to configure your workflows.
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