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Introduction

In order to configure the Telepresence Management Suite (TMS) to use Windows Authentication for Externe
Structured Query Language (SQL) Server, you must change the 1IS application user identity to a network
service account. This document describes how to configure TMS to use Windows Authentication for the
External SQL Server.

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

* Windows Server 2003, Windows Server 2008 R2 running Active Directory
» Windows Server running SQL Server 2005 or later.
* Windows Server 2003 (1IS 6) or Windows Server 2008 R2 (IIS 7) running TMS software.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sui
that you understand the potential impact of any command.

Configure Windows Authentication for TMS connection to
the TMSNG (and TMSPE) databases

If a customer would like to use Windows Authentication for TMS connection to the TMSNG and TMS
Provisioning Extension (TMSPE) databases; you must change the IS application user identity to a network
service account to create a login in SQL.



Configuration

1. Create a new Active Directory (AD) Service account, for example tms—databaseservice. If using

Windows 2008 or later for AD, no special permissions are needed. If using Windows 2003, the user
must be enabled to Log On as a Service.

TMS DatabaseService Properties ﬂ B

Published Certificates I Member Of I Password Replication I Dial-in | Obiject
Security I Environment I Sessions
Remote control I Remote Desktop Services Profile

Personal Yirtual Desktop I COM+ I Attribute Editor

General I Address  Account I Profile I Telephones I Organization

User logon name:

TMS-D atabaseService I@: . j
User logon name [pre-Windows 2000];

[ ITMS-DatabaseSewice

Logon Hours... | LogOnTo... |

™ Unlock account

Account options:

I User must change password at next logon ﬂ
[V User cannot change password
[V Password never expires

I Store password using reversible encryption j
—Account expires

' Never

" Endof: I Saturday ., June 14,2014 j

| 0K I Cancel Apply | Help |

2.In the SQL Server, create a new log in; for example: tms—databaseservice; via SQL Management
Studio:

— Expand Security and right—click Logins. Select New Login.



[ Databases

= [ Security
- New Logi
FE ew Login...
Cac Filter »
[_j & Start PowerShell
0 A
s Reports »
[ Serve
E3 Repli Refresh

[ AlwaysOn High &vailability
[ Management
[ Integration Services Catalogs

— Under General, enter the domain account DOMAIN\USERNAME for the service user.

?;e;;:e? S Scipt « IE Hel>
= Server Roles
ﬁ Iser b apning Legin name IDEJW\IN‘.TMSDatabaeeSeNical Saarzh...
g g?::?blec ® windows athznlicaion
O S0L Server autbentivatun
Passwire |
Confrm password: l
[] specify olc password
Old pazeword I
|v] Enforce pessword policy
[A Enfarcc peseword cupiiation
[v] User must zhange password at nex: login
) Mappedto cetificate I v
) Mapped ta asymmetic key l v
Connection | Map :o Credertial | » Ard
- Manner | rdentials [ remdrcbial [= -

— Under User Mapping, select tmsng and tmspe if applicable. For Default Schema, select dbo and
select db_owner for role membership.



;S’ Script + L'j Help

Users mapped to this login:
Map Database
master
model
msdb

tempdb

tmsng

RKROOOO

tmspe

Database role membership for: tmsng

User

(0 TATMS-DatabaseService

e JATMS-D atabaseService

Default Schema

dbo
dbo

[ db_accessadmin
[] db_backupoperator
[] db_datareader

[] db_datawriter

[] db_ddladmin

[] db_denydatareader
[T db_denydatawriter
db_owner

[] db_securityadmin
public

oK

| I Cancel

- Click OK.

Note: User should be automatically created when the login in step 2 is mapped to the tmsng databas

3.In SQL Server, create a new login for the user account that runs TMS' IIS App pool. The default
account for Windows 2003 (IS 6) is NT AUTHORITY\NETWORK SERVICE; the default account
for Windows 2008 (IIS 7) is IS APPPOOL\TMSNet40AppPool.

Note: Since this is a local account, you cannot create a login for this user if using an external SQL

Server.

If you use an external SQL Server; the IS APPPOOL\TMSNet40AppPool user identity in IS must be
changed to a domain user (it can be the same user created in Step 1-— ex: tms—databaseservice) via lIS >
Application Pools > right—click TMSNet40AppPool and choose Advanced Settings> Process Model >
Identity. Choose Custom Account and enter the service account (DOMAIN\USERNAME) and click OK.
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Open Services and right—click each TMS Service, then go to 'Properties’ > Log On ... Choose This account
and enter the service account DOMAIN\USERNAME and password. Open TMS Tools and go to Database
Connection Settings. Enable Windows Authentication for both TMSNG and TMSPE databases.



Name - l Description | Status | Startup Type | Log On As | ;l

S\' Software Protection  Enables th... Automatic (D... MNetwork S...

5:\' Special Administrati,.. Allows adm... Manual Local System

*; SPP Notification Ser... Provides S... Manug
-5 55DP Discovery Discovers ... Disabl

5\' System Event MNotifi... Monitorss..,  Started Autory General LogOn I Hecoveryl Dependenciesl

.Q' Task Scheduler Enables a... Started Autor

"CLTCP{IP NetBIOS He... Providess... Started Autor LezEi s

" Telephony Provides T... Manui (" Local System account

5\’ Thread Ordering Se... Providesor... Manu: ™ Allow service tointeract with desktop

5L TMS Provisioning E...  Cisco TeleP... Started Autor .
‘C).TMSDatabaseScan... TMSDatab... Started  Auton (& This account: |TMS-DatabaseS ervice(@: Browse... |
3:9:2; TMSLiveService TMSLiveSe...  Started Autor

"C}TMSPLCMDirectory... TMSPLCMD... Started  Autom Password: [eeeesesscsecses

-Q?;TMSSchedulerService TMSSched...  Started Autor

) i Conﬁ[mpasswo[d: I...............
5L TMSServerDiagnost... TMSServer... Started Autorr

5\’ TMSSnmpService TMSSnmpS...  Started Autor Heln me configure user account log on optiohs.
‘G TPM Base Services Enables ac... Manus
"C}UPNP Device Host Allows UPn... Disabl
,‘,\' User Profile Service  This servic...  Started Autorr
5\' Yirtual Disk Provides m... Manu:
‘Chvolume Shadow Copy  Manages a... Manus
S\' Windows Audio Manages a... Manu:
‘Gl windows Audio End... Manages a... Manug
.Q' Windows Color Sys... The WcsPl... Manu:
S\' Windows Driver Fo... Creates an... Manu:

| oK I Cancel Spply

Restart all TMS Services and the World Wide Web Publishing Service or restart the server.
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