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Cisco Secure Endpoint

Stop threats with a simple, unified defense

Speed and efficacy matter when it comes to endpoint
security. Cisco Secure Endpoint empowers you to defend
against the most advanced threats. It reduces remediation
times by as much as 85 percent by expediting your ability
to detect, respond to, and recover from attacks.
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Powerful EDR capabilities

Stop threats with built-in or completely managed Endpoint Detection and Response (EDR), threat

hunting, and integrated risk-based endpoint security from Cisco Vulnerability Management.

Benefits of a complete solution

Cisco Secure Endpoint offers cloud-delivered endpoint protection and advanced EDR
across multi-domain control points. It stops threats and blocks malware then rapidly
detects, contains and remediates advanced threats that evade front-line defenses.

Prevent: Identify and stop threats before
compromise. Reduce the attack surface
with multifaceted prevention techniques,
risk-based vulnerability framework, and
posture assessments.

Detect: Hunt for hidden threats, detect
stealthy malware, perform advanced
investigations with global threat
intelligence from Talos, and run custom
queries to gain unprecedented visibility
into your endpoints.

Respond: Reduce incident detection and
response times with Extended Detection

and Response (XDR) capabilities from
Cisco XDR. Cisco XDR collects and
correlates data across email, endpoints,
servers, cloud workloads, and networks,
enabling visibility and context into
advanced threats.

Maximize: Simplify your cybersecurity
and improve your security operations’
effectiveness by letting Cisco security
experts do the heavy lifting. Secure MDR
for Endpoint offers dedicated teams of
elite Cisco security experts in global
Security Operations Centers (SOCs) as
well as 24x7x365 protection.

o
CISCO

Streamline investigations

Get the visibility and answers you need about
your endpoints - quickly- with our Orbital
Advanced search capabilities.

See more

Simplify security investigations with advanced
EDR and broad context on endpoint, web, email,
and network data with Cisco XDR.

Block more

Stop threats before compromise and reduce
the attack surface with multifaceted prevention
techniques, posture assessments, and risk-
based vulnerability management.

Respond faster, completely

Reduce incident response time by as much as
97% with advanced EDR and XDR capabilities
from the Cisco XDR solution. Deploy it yourself,
with a partner, or completely managed by
Cisco, with flexible licensing options that are
customized to your needs.
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Table 1. Cisco Secure Endpoint Tiers

How to buy

To view buying options and speak with a
Cisco sales representative, visit Packages

Secure Endpoint

Next-Gen Antivirus Protection v v v Next steps

Crnifimers EeheierEl 4 emieiing v v v Talk to a Cisco sales representative or channel

Dynamic File Analysis v v v partner about how Secure Endpoint or Secure
MDR for Endpoint can help you defend your

Endpoint Isolation v v v o
organization from advanced cyberattacks.

Risk-Based Endpoint Security v v Contact Cisco Sales to learn more or start a
free trial today.

Orbital Advanced Search v v

Secure Malware Analytics v v

Talos Threat Hunting v

Full EDR capabilities for Cisco XDR v v

Secure MDR for Endpoint Available Available

Support for Secure Endpoint Private Cloud v


https://www.cisco.com/site/us/en/products/security/endpoint-security/secure-endpoint/licensing.html
https://www.cisco.com/site/us/en/products/security/endpoint-security/secure-endpoint/licensing.html
https://engage2demand.cisco.com/LP=567?_gl=1*1w74n9p*_gcl_au*MTI0MTAwNjE3Ni4xNzI3ODAxNzk4&_ga=2.196841640.583548907.1728069382-221012705.1727801798
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/free-trial.html?utm_content=amp-free-trial

