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Overview

The cyber-attack vectors can be present anywhere in an enterprise or individual’s network
making it really difficult for network security administrators to enforce the policies for their
organisational users. In this modern era, the hybrid work has taken over the conventional
campus working models. The users can now join the network physically or virtually from

a remote location. Also the organisations are relying more and more on cloud-delivered
applications allowing users to access them from any device of their choice, making it really
difficult for administrators to manage the web policies or grant access to web applications
in the same way they would do it for their campus networks.
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The need for hybrid deployment is prevalent for the organisations that have global presence.
The data sovereignty laws and in general, the law of land varies and sometimes changes
significantly. These laws governing the user-confidential data such as their browsing
patterns, any Personally Identifiable Information (Pll), or exporting the web-browsing logs
outside the state or region where the users are based in.
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Introduction to Secure Web Appliance Integration with Cisco Umbrella: A Hybrid Approach

Hybrid deployment mode is essentially deploying Secure Web Appliance and adapt the same granular policies that are defined in Rulesets and
(SwA), alongside Cisco Umbrella - Secure Internet Gateway (SIG) for Rules for various for the Identity types. These SIG policies can now be
those specific scenarios where the administrators want to enforce the translated and push down to On-Premise appliances. This allows network
same web policies and application access to the users as they have administrators to keep the web-policies synchronised between the Cloud
defined it for their user-base in cloud delivered web gateway solution. proxy and On-Premise proxy solutions, simplifying the process to manage

SWA can now deeply integrate with the Umbrella SIG Web Policies the policies from one-singe dashboard.
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“Hybrid deployments lack Product requirements

- Secure Web Appliance (support for all hardware and virtual platforms)

feature parity and seamless

integration between the - Cisco Umbrella SIG Bundle (Essentials or Advantage)

two products. For example,
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Configuration

Step 1 - Log in to the Secure Web Appliance Ul using the admin
credential: https://wsa_hostname:8443.

Step 2 - Navigate to Network > Umbrella Settings , and click on the Edit
Settings button:

CiSCO Secure Web Appliance Secure Web Appliance is getting a new look. T

S100v

n Reporting Web Security Manager Security Services Network System Administration

Umbrella Settings

Umbrella Settings
Hybrid Service Registration: | Not Registered
Hybrid Policy: | Disabled
Hybrid Reporting: | Disabled

Edit Settings

Step 3 - To register an appliance with Umbrella SIG, create an API key
and secret pair on your Umbrella dashboard (and store it in file for future
reference - optional).
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Step 4 - Register the appliance using the created Umbrella API Key and
Secret pair, save and commit the change on SWA to successfully complete

the process.

CiSCO Secure Web Appliance Secure Web Appliance is getting a new look. Try it !

S100v

[, Reporting Web Security Manager Security Services Network System Administration

Edit Umbrella Settings

Umbrella Settings

ion: (2
Hybrid Service Registration: (2 Umbrella Registration

APLKey:  [134W055 700420000 SV 6 0BBE 42 B9
API Secret: (o401 e NG 4UED! 2808 )
Register

Hybrid Policy: | | Enable
Hybrid Reporting: | Enable

Source Interface: | [Management v |

Cisco Umbrella

Add New API Key

To add this unique API key to Umbrella, select its scope-what it can do-and set an expiry date. The key and secret created here are unique.
Deleting, refreshing or modifying this API key may break or interrupt integrations that use this key. For more information, see Umbrella’s Help.

AP1 Key Name Description

DMZ Hybrid Demo Registering SWA instance with org,

Key Scope / Deployments 3 selected Remove All
Select the appropriate access scopes to define what this API key can do.
Scope
O Poiicies
Auth / SWA Read-Only  \/
Registered Appliances
Auth / API Auth Read-Only  \/

[ Roaming Computers

Deployments / Registered Appliances Read / Wite \/

O sites
O Tag Devices
A Tane

Expiry Date

@ Never expire

O Expire on May 25 2024

caess m

Step 5 - Click on the Submit button complete the process.

CiSCO SECUI’E Web Appliance Secure Web Appliance is getting a new look. Try it !

S100V
[, Reporting Web Security Manager Security Services Network System Administration
Edit Umbrella Settings
Success — Hybrid Registration completed successfully

Umbrella Settings

ion: (2
Hybrid Service Registration: (2 Umbrella Registration

API Key: I

API Secret: I

Deregister

Hybrid Policy: | (] Enable

Hybrid Reporting: Enable
Source Interface: | [ Management v
Submit

© 2024 Cisco and/or its affiliates. All rights reserved.



https://wsa_hostname:8443

Solution overview Cisco public

Step 6 - Hybrid configuration allows admins to selectively enable the
Hybrid Policies sync and Reporting on SWA UI.

Cisco Secure Web Appliance
S100v

r ) Reporting Web Security Manager Security Services Network System Administration
Edit Umbrella Settings
Success — Hybrid Registration completed successfully

Hybrid Service Registration: (2
ybrid Service Registration: (2) | 1 eila Registration

API Key |

API Secret: I

. Enable Hybrid Reporting

Hybrid Policy Enable

Hybrid Reporting: | € Enable

Enabling Hybrid Reporting will send only Umbrella configured policy's Secure Web
Appliance reporting data to the Umbrella Reporting dashboard.
Source Interface: | [ Management v

Step 7 - Once the appliance is successfully registered with the Umbrella
Org., the status will be displayed under Network > Umbrella Settings main
page on SWA Ul with hybrid services status, registered OrgID, Source
Interface used to sync policies and exporting reporting data with Umbrella,
and Serial number of SWA to uniquely identify the registered appliance.

CiSCO Secure Web Appliance Secure Web Appliance is getting a new look. Try it !

S100v

[, ] Reporting Web Security Manager Security Services Network System Administration

Umbrella Settings

Warning — Enabling Hybrid Reporting might impact the Secure Web Appliance reporting performance.

Hybrid Service Registration: | Registered
Hybrid Policy: | Enabled

Hybrid Reporting: = Enabled
Org ID: | 7997125
Source Interface: | Management
Serial Number: | 564DA1205954BB508753-334233976BA7

Edit Settings

(Note : Source Interface needs to access to Internet or exception to reach out to Umbrella

SIG FQDN or Umbrella anycast IPs)

© 2024 Cisco and/or its affiliates. All rights reserved.
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Step 8 - Login to Umbrella dashboard, navigate to Deployments >
Registered Appliance to check the status. It shows the hostname
individual hybrid services status, last Policy sync with the registered
appliance, installed AsyncOS version and Serial Number of appliance to
uniquely identify the SWA. The Policy Push can be selectively enabled or
disabled for each appliance using the toggle switch.

Cisco Umbrella

|1, Deployments Corslenities
i
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csco Registered Appliances e

Cisco Secure Web Appliance s a network security device that can be integrated with Cisco Umbrella. To integrate your device, register it on Cisco Umbrella. The device appears as an identity
on the Cisco Umbrella interface. You can now directly create and manage policies for this identity without any physical device.

o register the Cisco Secure Web Appliance on Cisco Umbrelia, use the AP Keys and the Key Secrets. To generate the API Key, navigate to Admin > AP Keys in the Cisco Umbrella navigation
bar. To learn more about how to integrate your devices with Cisco Umbrella, read here.

Secure Web Appliances

'Wsa004.ciscodmz.com © Offine © Offine  © Success 08:58 Feb4,2023  14.6.0-077  564DFDCSEFDE4EA04D22-4CD3IAE703EBC »

wsa004.dc1 ciscodmzcom @ Active © Active © Success 05:59 Dec 15,2023  15.1.0-287  564DA120595488508753-3342339768A7 @
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Step 9 - Confirm the Web Policies once pushed down to SWA from Umbrella.
A default Identification Profile should be added to SWA. Also, each rule
should be translated to Access Policies with either a subnet or User-group.

bl
cisco

Cisco Umbrella

Email Adere

2 pakutrei@cisco.com
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Use cases for hybrid configuration

The following section walks through a few common use cases adopted by
organizations.

Rules based on Internal Networks or Subnets

The above configuration will translate all web policies on Umbrella and
push them down to SWA. This section will walk administrators through the
testing step by step and show the translated policies on SWA to ensure
the same access privileges for On-Premise users.

Step 1 - Login to Umbrella dashboard and add Deployment > Network and
subnets under Deployment > Internal Network.

Cisco Umbrella

tas, > o
© i Internal Networks e

The Iterml Networks dentiy defines & subret tha's non-outable (or RFC1918 compiant o which you canthen apply & pscy T creste a nfermal Netwerks denty, Gefne  subnel ihat's non-foutate or REC 1918 complant

© 2024 Cisco and/or its affiliates. All rights reserved.
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Step 2 - Register the appliance with Umbrella, navigate to Policies > Web
Policy on Umbrella to create ruleset selecting the added Internal Networks
as Ruleset Identities. And add Rules to either Block, Warn or Allow URL
Categories.

Cisco Umbrella

Step 3 - Ensure that the Web Policies are being translated to Access
Policies: Login to SWA Ul and navigate to Web Security Manager > Access
Policies.




Solution overview Cisco public

Configure Destination Lists, Microsoft 365 feeds for Proxy
Bypass and Selective HTTPS Inspection for AD Users or
Internal Networks

Step 1 - Go to Policies > Web Policy on Umbrella to create ruleset
selecting the added Internal Networks as Identity.

Step 2 - Create Selective Decryption Lists and add that to HTTPS
Inspection.

Step 3 - Add a Rule with policy action set to WARN for a URL Category.

il
cisco

Cisco Umbrella

© 2024 Cisco and/or its affiliates. All rights reserved.

atfrar],
CIsCO

The bridge to possible

Common Reporting dashboard for Secure Web Gateway
- Exporting SWA Logs to Umbrella and Filtering in Activity
Search

Step 1 - Login to SWA and navigate to Network > Umbrella Settings to
enable Hybrid Reporting for the registered appliance.

Cisco Secure Web Appliance
S100V
I Reporting Web Security Manager Security Services Network System Administration

Umbrella Settings

Umbrella Settings

Hybrid Service Registration:
Hybrid Policy:

Hybrid Reporting:

Org ID:

Source Interface:

Registered
Enabled
Enabled
7997125

Management

Serial Number: | 564DA1205954BB50B753-334233976BA7

Edit Settings

Step 2 - Check the status of Hybrid Reporting service on Umbrella
Dashboard > Deployments > Registered Appliances.

“““ Registered Appliances o

for s dntty wihout any physicaldevice

use the API Keys the API Ky, > APt Keys sa
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Step 3 - Navigate to Reporting > Activity Search to see all the
transactions that match the policies created on Umbrella web policies and
synchronised with registered SWAs.

Cisco Umbrella " o C)

Cors Rapare

Conclusion

SWA hybrid mode will offer a deeper integration with Cisco Umbrella,
allowing network administrators to manage the secure web gateway (both
the cloud and on-premise appliance) and observe user activity from one
single place. This enhances the overall experience while ensuring the
security posture for all type of users irrespective of their location, devices
or authentication mechanism.

Gives an opportunity to Secure Web Appliance customers to start
planning the migration to Cisco Umbrella.

Common Reporting Dashboard to see all activity on Umbrella dashboard
makes the whole experience seamless and smooth.

© 2024 Cisco and/or its affiliates. All rights reserved
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Step 4 - Apply filter Identity type as Secure Web Appliance. Click on View
full details to see the search results.

Cisco Umbrella Jotle : U

Social Networking, Socia Networking

Head-end approach to achieve hybrid web gateway solution for existing
Umbrella customers.

Selective Policy push and Hybrid Reporting functionality on-demand
give finer control over the appliance allowing administrators to manage
the policies for On-Premise users.

Organisations can choose the logs storage location from Umbrella
dashboard, even for Secure Web Appliance.
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Package information

Hybrid mode will be supported for all the Umbrella Orgs that either have the SIG Essentials or
Advantage packages. There’s no separate Hybrid SKUs for SWA to synchronising on-premise
appliance with Umbrella Web Policies or allow reporting logs to be exported and viewed on
Umbrella Activity Search for the policies created on Umbrella dashboard and pushed down to
registered appliances.

For more information

For detailed information on Cisco Secure Web Appliance, go to www.cisco.com/go/wsa.

A Cisco sales representative, consulting system engineer, or channel partner can help to
evaluate how Cisco Secure Web Appliance will enhance your security.
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