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Advanced threat detection capabilities to protect against the most advanced and
pervasive threats

Today’s organizations face a daunting challenge. Email is simultaneously the most important business
communication tool and the leading attack vector for security breaches.

Losses caused by ransomware and Business Email Compromise (BEC) are staggering and continue to increase.
In 2023, the FBI IC3 received 21,489 Business Email Compromise (BEC) complaints with $2.9 billion in reported
losses. And ransomware incidents rose to over 2,825 complaints; an increase of 18% from 2022.

The adoption of cloud-based email like Microsoft 365 continues to increase. Cloud email security is less costly
and more scalable compared to on-premises appliances and this trend is driving growth in the SaaS email
security market. Because email is vulnerable to advanced threats, in recent years Gartner has been recommending
adding cloud email supplemental security to protect your cloud mailbox with layered security and diversified
threat intelligence. Cisco Secure Email Threat Defense protects your organization against the number one threat
vector: Email.

Product Overview
Email Threat Defense augments native Microsoft 365 security and provides complete visibility to inbound,
outbound, and internal user-to-user messages.

With Email Threat Defense customers can:

Detect and block threats with superior threat intelligence from Cisco Talos, one of the largest threat research
and efficacy teams

Combat advanced threats using Secure Endpoint and Secure Malware Analytics
Get complete visibility to inbound, outbound, and internal messages
Leverage fast API-driven remediation of messages with malicious content

Use an integrated dashboard for search, reporting and tracking, including conversation view and message
trajectory

Enhance Microsoft 365 security in less than 5 minutes without changing the mail flow

Prevent users from the latest email-based attacks like QR codes, Brand Impersonation, User Impersonation, and
many more
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Email Threat Defense - Solution components and differentiators

Email Threat Defense is a cloud-native solution leveraging superior threat intelligence from Cisco Talos. It has
an API-enabled architecture for faster response times, complete email visibility, including internal emails, a
conversation view for better contextual information, and tools for auto or manual remediation of threats lurking in

Microsoft 365 mailboxes.
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reputation scanning
File reputatipn Spam
and analysis protection

Secure Email
Threat Defense

L ©

Malware Phishing/BEC Internal Threats Account Takeover

Figure 1. Secure Email Threat Defense Solution

Advanced threat defense techniques and detectors

Cisco Secure Email combats phishing using sender authentication and BEC detection capabilities. It integrates
machine learning and Artificial Intelligence engines that combine local identity and relationship modeling with
real-time behavior analytics to protect against identity deception-based threats. It models trusted email behavior
within organizations and between individuals. Among other key features, Email Threat Defense will provide the
following benefits:

Uncover known, emerging and targeted threats with advanced threat detection capabilities

Identify malicious techniques and gain context for specific business risks

Rapidly search for dangerous threats and remediate them in real-time

Utilize searchable threat telemetry to categorize threats and understand which parts of your organization are

most vulnerable to attack
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Talos: Visibility, intelligence and response

As the largest global provider of cutting-edge security research and intelligence, Talos delivers high-impact,
actionable security content and tools, giving customers a uniquely comprehensive and proactive approach to
stopping more threats with greater accuracy and efficacy.

Cisco Secure Endpoint and Cisco Secure Malware Analytics

Cisco Secure Endpoint (formerly Cisco AMP) and Cisco Secure Malware Analytics (formerly Threat Grid) provide
file reputation scoring and blocking, file sandboxing, and file retrospection for continuous threat analysis.

Customers can block more attacks, track suspicious files, mitigate the scope of an outbreak, and remediate
quickly. Secure Endpoint shares threat intelligence across Cisco security devices, thereby unifying security across
endpoints, networks, email, the cloud, and the web.

API enabled architecture

Email Threat Defense uses the Microsoft Graph APl to communicate with Microsoft 365, enabling very fast
detection and remediation. The solution is RESTful API capable, allowing easy and flexible integration with other
security tools.

Unified user interface

Email Threat Defense has a single interface for reporting, configuration and tracking. Email Threat Defense
provides full conversation and message trajectory views with full email traffic visibility in your Microsoft 365
mailboxes, thereby providing better contextual information to make an appropriate judgment.

Why choose Email Threat Defense?

Email Threat Defense leverages proven Cisco email security technology to block spam and advanced email threats
like ransomware, business email compromise, and phishing attacks.

Augment native Microsoft 365 security
Email Threat Defense adds an additional layer of security to native Microsoft 365 email security by using industry-

leading threat intelligence from Cisco Talos, Cisco Secure Endpoint, and Secure Malware Analytics — including vast
cross-vector threat intelligence from web, network, and endpoint-based sources.
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Protect against sophisticated and targeted attacks

Email Threat Defense protects against phishing, business email compromise, and account takeover attacks by
continuously analyzing emails entering or leaving mailboxes. A security layer that is always on and remediates
threats irrespective of the timeline of identification.

Enhance your Extended Detection and Response (XDR) strategy

As an important part of a larger Extended Detection and Response strategy, Secure Email defends against critical
threats with industry-leading threat intelligence, advanced threat detection capabilities, and vital telemetry that
informs strategic threat protection. In combination with numerous third-party integration partners and the larger
Cisco Secure portfolio of products, this provides the visibility, efficiency, simplicity, and telemetry that empower
your team to act quickly.

Configure and deploy instantly

Email Threat Defense exemplifies simplicity. Protection is activated with an easy one-time configuration without
any changes to Mail Exchanger (MX) records. This avoids any risk associated with altering mail flow and adds no
latency to mail delivery. The solution can:

Conduct instant Proof-of-Value (PoV) with a quick setup wizard
Monitor Microsoft 365 mailboxes in audit mode or remediate threats with enforcement mode
Be fully configured in less than 5 minutes
Convert a Proof-of-Value (PoV) to production deployment instantly
Leverage a cloud-native solution
Email Threat Defense is a cloud-native solution with high availability, optimization for performance, faster detection,

and response times-a true API-driven cloud solution that automatically scales resources based on demand and
can be deployed quickly across regions for a global scale.

Get complete email visibility, including internal user-to-user email
Whether internal or external emails, every message entering or leaving a mailbox should be treated with the same
level of scrutiny. Doing so will minimize the spread of insider threats, whether it is a malicious actor inside the

organization or a compromised Microsoft 365 mailbox. Email Threat Defense scans all messages in the mailbox in
all directions - inbound, outbound, or internal. It allows administrators to search messages across all mailboxes.
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Powerful reporting

Cisco Secure Email Threat Defense provides comprehensive reporting capabilities to help understand what the
most common attack vectors are aimed at your organization, the top targeted users, the business risks, and the
techniques used. These reporting capabilities guide decision on additional security policies, end-user training, etc.

Performing threat analysis with Cisco XDR threat response casebooks

Email Threat Defense is integrated with the Cisco XDR Threat Response casebook to record, organize, and share a
set of observables of interest during an investigation and threat analysis across multiple products.

Technical details

Deployment options Verdicts supported

Audit - BEC

Audit with Enforcement - Scam
Enforcement actions - Phishing

Move to Trash - Malicious

Move to Junk = Spam

Move to Inbox - Graymail

Move to Quarantine - Neutral

Delete

No action

High Impact Personnel list

Important personnel, such as members of executive leadership teams, are at risk of being impersonated to
compromise other targets. The High Impact Personnel list helps Secure Email Threat Defense defend your
organization from impersonation attacks.

Admins can create a list of up to 100 people to be sent to Cisco Talos for higher scrutiny on Display Name and
Sender Email Address. Deviations from the configured information for an individual will be identified as a Technique
in the Verdict Details panel of convicted messages.
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- Trend Report
- Impact Report
- Metrics and 12-month Projections about:
- BEC
- Scam
- Phishing
- Malicious

- Spam and Graymail (unwanted messages)
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- Top targets - indicate the addresses which received
the most threat messages, per type of threat

- Threat Traffic per origin (internal, incoming,

outgoing, mixed)

- Potentially Compromised Accounts - The internal
addresses listed here were seen sending threat
messages from within the organization

- Protection by Email Threat Defense - metrics about
the protection Email Threat Defense provided to
recipient mailboxes in your environment

deth' Secure Email Threat Defense & ® Q¢ | A pemouser v
= Impact Report Start: | Feb 02, 2024 7:42 PM GMT End: Mar 3, 2024 7:42 PM GMT
. L2 ]
& 1.9K

L[] Threat Messages
v
S BEC W scam vf  Phishing @  Malicious
l " Business Email Compromise (BEC) are sophisticated scams Scams are focused on causing financial harm 1o individuals These messages have been convicted of fraudulently copying These messages have been convicted of containing, serving,
that use social engineering and intrusion techniques to cause using techniques such as lottery or extortion fraud. or mimicking legitimate services in an attempt to acquire or supporting the delivery or propagation on malicious
[ financial damage to the organization. sensitive information such as user names, passwords, eredit software.
card numbers, and more.
o 60 730 132 1.6K 884 1K 825 10K
4 -3 K Unwanted Messages
0 3.7K 46K
Spam
600 7.3K
Graymail
Top Targets
The statistics below indicate the addresses which received the most threat messages over the previous 30 days
Recipient BEC Scam Phishing Malicious Totals
1 spam@ingencorporation.com o 0 214 264 478
2 rmuldoon@ingencarporation.com 60 0 88 323 a7
2 jhammond@ingencorperation.com 0 0 60 30 90
4 anyone@raptortest.onmicrosoft.com o ] 50 1 67
5  dnedry@ingencorporation.com 0 30 [ 0 30
6  rarnold@ingencorporation.com 0 0 o 30 30
wlee@ingencorporation.com 0 0 30 0 30

Figure 2. Impact Report
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Dashboard

- Total Messages scanned (internal, incoming, outgoing, mixed)
- Threat Traffic

- Spam Traffic

- Graymail Traffic

- Message details with Verdict, Sender and Recipient details, Attachment information, including URL

- Conviction details (why was that message convicted, which detectors were used, what evidence was found)

- Conversation view - To whom the email was sent

- Timeline view - From receiving, convicting, etc.

Secure Email Threat Defense dH ® 0 £ Demouser v
— Messages | @ search URL, subject line, recipient, IP., Mar 02, 2024 7:42 PM GMT End: Mar 3, 2024 7:42 PM GMT
.
* THREATS BEC 2 ] 109 MESSAGES Outgoing 44
Scam 1 K H Internal 376
57 e o E : 645 o o
~ , = a
Malicious 28 n — - o — p— . 3
10pm 1lpm 12am lam 2am 3am d4am Sam Ba: 7am  8an am 12pm 1pm pm dpm Spm 6pm 7pm
Quarantine 47
| o=
I ~
l ‘ = 3 ‘ Search Results (645 messages) Latest results as of: Mar 03 2024 07:42 PM GMT ‘ &~ ‘
Verdict Action Rule Received Sender (T Recipients Subject Direction
> Mar 03 2024 07:02...  eHarmony Dating <ramold@. anyone@raptortest.onmicro... U & giftidea? @ Incoming
°
> | uJ Phishing Mar 03 2024 07:02...  Shaving Products <Shaving... spam@ingencorporation.com & The Exotic, Masculine Shaving Kit Wil Inspire Him Everyday @ Incoming
> Mar 03 2024 07:02 ... The Lock Wallet <rmuldoon. anyone@raptortest.enmicro... & Sending mortgage statement! ® Incoming
> Mar 03 2024 07:02...  dnedry@ingencorporation.c park.staff@ingencorporatio & Data transfer to mainland complete! Internal
> Mar 03 2024 07:02 ... dnedry@ingencorporation.c... it \gencorporatio... & Contract negotiations Internal
> Mar 03 2024 07:02 ... rmt Bingencorperation it ingencorporatio.. & food invoice Internal
> Mar 03 2024 07:02 .. dnedry@ing ‘poration.c I vingencorporatio.. & Contract negotiations Internal
> Mar 03 2024 07:02...  jhammond@ingencorporatio...  park.staff@ingencorperatio... & We will open on time! Internal
> @ Spam Trast Mar 03 2024 07:02...  Important News <wlee@ing... anyone@raptortest.onmicro... & Facebook New Hiring for Wark At Home Jobs, Apply Today ® Incoming
> | WJ Phishing Mar 03 2024 06:02 Your Credit-Score Check <i. spam@ingencorporation.com & Score Notification - Your EXPERIAN Credit-Scare Now Viewable % Incoming
> Mar 03 2024 06:02 .. jhammond@ingencorporatio..  alangrant.palea@yahoo.com & Costa Rican lizard specimen, € Outgeing
> @ Spam Trast Mar 03 2024 06:02 High Performance Flashlight... anyone@raptortest.cnmiero... & Data Backup ® Incoming
> Mar 03 2024 06:02 dnedry@ingencorporation.c park.staff@ingencorporatio & Data transter to mainland complete! Internal
> | @ Malicious Quarantine Mar 03 2024 06:02 .. mS5pvsf+tx0lhotx9fp0@guer... rmuldeen@ingencorporation... i & Please update your details ® Incoming
> @ Spam Trast Mar 03 2024 06:02 pacarro gert <rmuldoen@in... anyone@raptortest.onmicro... @ & Wanted regional manageres ® Incoming
100 |/ per page <
3
Al o Systems, Inc. Privacy policy ~Terms of service

Figure 3. Message Search
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Sender

Recipient

Subject

Envelope From address
Reply To

SMTP Server IP
SMTP Client IP
X-Originating IP
Organization-BCC
URL

Attachment name

MS Message ID

Message rules

Message rules allow you to specify that some types
of messages should not be remediated or scanned.
Email Threat Defense allow you to create the following
rule types:

Allow List rules
Verdict Override rules

Bypass Analysis rules
Message downloads

From the Messages page, as described in Download
Search Results. Use this option if you want to download
specific filtered data or data for a longer period. It

will create a CSV file of the data for messages in the
current search and filter results.
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Super-admin and admin users can request EML
downloads us(copy of the message) from the expanded
message.

REST APIs

Secure Email Threat Defense API allows partners and
customers to programmatically access and consume
data in a secure and scalable manner. They can use
Secure Email Threat Defense API to create their own
reports and dashboards to better manage their clients.
Message Search API will help users to get message
information available in Secure Email Threat Defense
Ul and can filter out the messages based on different
parameters in the APl requests.

The following APIs are available for the Email Threat
Defense Solution:

Authentication API

Message Search API

Reclassification and Remediation API
Status API

Reporting API

For more information, see the APl documentation
https://developer.cisco.com/docs/
message-search-api/.

Simplified ordering and support

Ordering Email Threat Defense is easy. A single
subscription SKU is used to select the number of seats
(as low as 1) and subscription term (1, 3, or 5 years.)
High-Value Support Services are included by default.

Use the ETD-SEC-SUB top-level part number in CCW
to order Secure Email Threat Defense.
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