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Executive summary

Traditional data center infrastructure is often built using separate physical components for computing,
storage, and networking resources. This practice generates silos within which only a single technology
operates, along with its correlated software tools and support staff. Siloed technologies create complexity
and make the various components more difficult to deploy and manage, with weeks or months sometimes
required to bring all these resources into production. Cisco® converged infrastructure provides strong
solutions that break down the silos, integrating the Cisco Unified Computing System™ (Cisco UCS)
platform, Cisco data center switching products, and third-party Fibre Channel storage arrays into a
virtualized computing system that can be rapidly deployed and easily managed. The converged
infrastructure solutions have been developed to operate in predefined, tested, and validated designs.
These solutions have been extremely successful and have become leaders in the market. However, recent
significant changes in the fast-evolving industry have given rise to the hyperconverged system, which
combines computing resources and software-defined storage (SDS) to deliver a simplified solution for
mainstream workloads.

A proven industry-leading hyperconverged solution, the Cisco HyperFlex™ system is an optimized choice
for many applications in a virtualized environment. The Cisco HyperFlex system provides an all-purpose
virtualized server platform, with hypervisor hosts, network connectivity, and virtual server storage across a
set of Cisco HyperFlex HX-Series x86 rack-mount servers. The platform combines the converged
computing and networking capabilities provided by Cisco UCS with next-generation hyperconverged
storage software to uniquely provide the computing resources, network connectivity, storage, and
hypervisor platform needed to run an entire virtual environment, all contained in a single uniform system.

Cisco HyperFlex systems deliver many enterprise-class features, such as:
« A fully distributed log-structured file system that supports thin provisioning
o High performance and low latency from the flash-friendly architecture
« In-line data optimization with deduplication and compression
« Fast and space-efficient clones through metadata operations
« The flexibility to scale out computing and storage resources separately
« Data-at-rest encryption using hardware-based self-encrypting disks (SEDs)
« Non-Volatile Memory Express (NVMe)-based solid-state disk (SSD) support
« Native replication of virtual machine snapshots

¢ Cloud-based smart management
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Even though the Cisco HyperFlex platform is fast to deploy, simple to manage, easy to scale, and ready to
provide a unified pool of resources to power many applications, many customers may still have converged
infrastructure solutions deployed for some use cases. For example, customers may deploy some mission-
critical virtual machines backed by a Fibre Channel-based SAN storage system while keeping other
applications on a Cisco HyperFlex distributed file system. In a common scenario in the data center,
converged infrastructure and hyperconverged infrastructure (HCI) coexist, but the storage resources need
to be shared.

This document presents a validated solution that demonstrates the coexistence of Cisco HyperFlex
systems along with Fibre Channel shared storage arrays in a scenario in which the Cisco HyperFlex system
requires access to the storage volumes or logical unit numbers (LUNs) in the Fibre Channel storage array. It
presents detailed procedures for enabling Fibre Channel connectivity in the Cisco HyperFlex cluster and
describes how to configure the Cisco MDS Fibre Channel switches, share the Fibre Channel data store with
the Cisco HyperFlex cluster, and expand the Cisco HyperFlex cluster with a SAN-boot Cisco UCS server.

Solution overview

When you build or expand the IT infrastructure in your data center, the storage solution is always an
essential and critical component. The choice of storage architecture is important because the efficiency of
the infrastructure affects the efficiency of the application and the speed of data collection and processing,
storage performance, and resource management. Deciding where to save the data, where to pull the data
from, and which solution provides the best storage efficiency and performance will seldom be easy
choices for customers.

In the past decades, SANs have played an important role in the data center. A SAN is a specialized high-
speed network that connects computer systems, or hosts, to high-performance storage systems. Fibre
Channel is the most frequently used storage protocol on hosts for connecting to the shared storage
systems in a SAN environment. In the most commonly used form, the protocol packages Small Computer
System Interface (SCSI) commands into Fibre Channel frames that are transported across a dedicated
switched fiber-optic network. To connect to the Fibre Channel SAN, the hosts must have Fibre Channel
host bus adapters (HBAs), and the storage systems must have Fibre Channel controllers. The hosts and the
storage systems communicate with each other by connecting through the Fibre Channel switches.
Traditionally, the hosts in the data center have two types of adapters: network interface cards (NICs) for
LAN traffic and Fibre Channel HBAs for SAN traffic. Cisco Converged Infrastructure successfully
consolidates these two networks into one single converged network at the host side. With the innovative
Cisco Unified Fabric technology, Cisco UCS servers converge LAN and SAN traffic with one adapter by
connecting a Cisco virtual interface card (VIC) to the converged Cisco UCS fabric interconnect switch pair,
and then connecting to the upstream LAN switches and the Fibre channel SAN switches.

Given the exponential rate of data growth in the world today, the capability to scale traditional storage
infrastructure in a cost-effective way is becoming increasingly challenging. Storage technology over the
years has experienced incremental advancements that have brought more choices to the data center. SDS
virtualization is an excellent solution for mitigating these challenges. SDS technology allows the sharing and
easy expansion of underlying hardware resources for use by multiple workloads. This approach leads to
greater utilization of resources while providing the necessary fault tolerance in a software-defined manner.
The software-defined storage market has experienced strong growth driven by the growth of new
applications such as big data and analytics, artificial intelligence, machine learning, and the internet of
things (IOT). The evolution of new storage technologies such as NVMe, NVMe over Fabrics, and storage-
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class memory has also broadened the scope of the existing workloads that SDS will be able to handle at
scale.

Hyperconvergence is an evolving technology that builds on the many benefits of SDS and virtualization. A
proven industry-leading hyperconverged platform, Cisco HyperFlex systems are an optimized choice for
many applications in a virtual environment. Cisco HyperFlex systems let you unlock the full potential of
hyperconvergence and adapt IT to the needs of your workloads. They can be deployed quickly and are
highly flexible and efficient, reducing risk for the customer. With Cisco HyperFlex systems, customers have
many choices and the flexibility to support different types of workloads without compromising their
performance requirements.

The coexistence of classic SAN storage systems and distributed HCI in the same IT environment is
common in today’s data center. A solid storage architecture should always strive for flexibility to allow
resources to be shared and consumed where needed, to optimize the use of various tiers of storage
according to their performance profile, and to form an efficient storage design that allows local data to be
handled quickly and stored safely on remote devices. A good storage architecture should also aim to
protect existing IT investments: not only the investment in the local storage systems, but also the
investment in the interconnect infrastructure between data centers for disaster recovery. With Cisco
HyperFlex systems, you can easily connect outside resources and data to your new systems, allowing you
to move data and applications from existing environments to Cisco HyperFlex systems. This capability also
supports virtual machine mobility, allowing you to move virtual machines through VMware Storage vMotion
without having to take applications offline. You also can simply and quickly back up and archive your data
to traditional Fibre Channel-based storage systems by easily adding Fibre Channel virtual HBAs (VHBAs;
not physical HBAs) to Cisco HyperFlex hosts. As a result, you can shift these resources across HCI,
converged infrastructure, and traditional infrastructure. Computing-only nodes can be used as part of a
Cisco HyperFlex cluster, and then according to seasonal or daily application demands, they can be shifted
back to support traditional infrastructure, providing true cloud-like agility across your data center.

The goal of this document is to establish a validated solution for an IT infrastructure in which storage
resources can be seamlessly shared between Cisco HyperFlex systems and the Fibre Channel storage
arrays in the SAN. Figure 1 shows this solution.
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Figure 1.
High-level solution overview

Cisco HyperFlex systems

The Cisco HyperFlex solution delivers a new generation of flexible, scalable, enterprise-class
hyperconverged solutions. It is designed with an end-to-end software-defined infrastructure that
combines software-defined computing in the form of Cisco UCS servers, software-defined storage with
the powerful Cisco HyperFlex HX Data Platform software, and software-defined networking with Cisco
Unified Fabric that integrates smoothly with Cisco Application Centric Infrastructure (Cisco ACI™). These
technologies together offer a single point of connectivity and management and deliver a validated and
adaptable cluster with a unified pool of resources that you can quickly deploy and manage to efficiently
power your applications for your business. Customers can benefit from this complete end-to-end
hyperconverged solution in various ways: speed of installation, simplicity of deployment, flexibility with a
“pay-as-you-grow” model, agility to support any workload, and centralized cloud-based management.
With the capability to integrate Cisco UCS servers as computing-only nodes and increase processing
capacity with graphic processing unit (GPU)-intensive Cisco UCS servers, you can scale computing and
storage resources independently to closely match your application needs.

Designed as an enterprise-ready storage system, the Cisco HyperFlex solution also delivers many storage
features, such as:

« Always-on inline data deduplication and compression for greater capacity

o Fast and space-efficient cloning and snapshots

o Highly scalable, enterprise-class hyperconverged storage performance

e Thin provisioning

o Support for hybrid, all-flash, and all-NVMe nodes for different requirements
e Encryption for data at rest

« Native synchronous and asynchronous data replication

o Logical Availability Zones for higher resilience

A Cisco HyperFlex system is composed of the following components:
e One pair of Cisco UCS fabric interconnect switches
o Cisco HyperFlex HX-Series HX220c or HX240c¢ rack-mount servers
e Cisco UCS C-Series Rack Servers and B-Series Blade Servers as computing-only nodes
e Cisco HyperFlex HX Data Platform software
« VMware vSphere ESXi hypervisor

o VMware vCenter Server (supplied by the end user)
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A standard Cisco HyperFlex cluster requires a minimum of three HX-Series nodes. Data is replicated
across at least two of these nodes, and a third node is required for continuous operation in the event of a
single-node failure. The HX-Series nodes combine the CPU and RAM resources for hosting guest virtual
machines with a shared pool of physical storage resources. On the HX-Series hybrid nodes, the storage
resources originate from a combination of SSDs for the caching layer and hard-disk drives (HDDs) for the
capacity layer. On the HX-Series all-flash nodes, resources originate from a combination of SSDs or NVMe
storage for the caching layer and SSDs for the capacity layer. HX-Series all-NVMe nodes use NVMe
storage for all caching and capacity functions for an even higher level of performance. The physical disks
are logically combined as a storage resource pool and provisioned by the HX Data Platform software. The
HX Data Platform software is a purpose-built, high-performance, distributed file system with a wide range
of enterprise-class data management services. The software simplifies operations and helps ensure data
availability with many enterprise-class storage features.

An HX Data Platform controller resides on each node and implements the HX Data Platform distributed file
system. The storage controller runs in user space within a virtual machine, intercepting and handling all I/O
requests from guest virtual machines. The storage controller virtual machine uses the VMDirectPath 1/O
feature to provide PCI pass-through control of the physical server’s SAS disk controller, or PCl pass-
through control of the NVMe disks where applicable. This approach gives the controller virtual machine full
control of all the physical disk resources of each node. The controller integrates the data platform into
VMware software through three preinstalled VMware ESXi vSphere Installation Bundles (VIBs): the VMware
API for Array Integration (VAAI), a customized IOvisor agent that acts as a stateless Network File System
(NFS) proxy, and a customized stHypervisorSvc agent for Cisco HyperFlex data protection and virtual
machine replication.

The HX Data Platform controllers handle all read and write requests from the guest virtual machines to the
virtual machine disks (VMDKSs) stored in the distributed data stores in the cluster. The data platform
distributes the data across multiple nodes of the cluster and across multiple capacity disks in each node
according to the replication-level policy selected during cluster setup. The replication-level policy is
defined by the replication factor (RF) parameter. When RF = 3, a total of three copies of the blocks are
written and distributed to separate locations for every 1/O write committed to the storage layer; when RF =
2, a total of two copies of the blocks are written and distributed.

The HX Data Platform can be administered through a VMware vSphere web client plug-in or through the
HTML5-based native Cisco HyperFlex Connect management tool. Through the centralized point of control
for the cluster, administrators can create data stores, monitor the data platform health, and manage
resource use. In addition, since HX Data Platform Release 2.6, Cisco HyperFlex systems also can be
created and managed remotely from the Cisco Intersight™ cloud-based management platform.

Unified fabric for Cisco UCS and Cisco HyperFlex systems

The Cisco UCS platform provides the foundation for creating Cisco HyperFlex systems by extending Cisco
UCS policy-based deployment and management to Cisco HyperFlex clusters. It also extends unified fabric
capacities to Cisco HyperFlex clusters. With Cisco Unified Fabric, multiple types of data center traffic can
run over a single Data Center Ethernet (DCE) network. Instead of having a variety of HBAs and NICs present
in a server, Cisco Unified Fabric uses a single converged network adapter: the Cisco UCS VIC. The VIC
adapter can carry LAN and SAN traffic on the same cable. Cisco UCS uses Fibre Channel over Ethernet
(FCOE) to carry Fibre Channel and Ethernet traffic on the same physical Ethernet connection between the
fabric interconnect and the server. This connection terminates at a converged network adapter on the
server, and the unified fabric terminates on the uplink ports of the fabric interconnect. On the core network,
the LAN and SAN traffic remains separated.
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The Cisco UCS fabric interconnect provides a single point of connectivity and management for an entire
Cisco UCS or Cisco HyperFlex system. It supports unified ports that can be configured to carry either
10/25/40/100-Gbps Ethernet or 8/16/32-Gbps Fibre Channel traffic. At the fabric interconnect, the
server-facing Ethernet port receives the Ethernet and Fibre Channel traffic. The fabric interconnect, using
EtherType to differentiate the frames, separates the two traffic types. Ethernet frames and Fibre Channel
frames are switched to their respective uplink interfaces.

The Cisco UCS VIC adapter extends the network fabric directly to both servers and virtual switches so that
a single connectivity mechanism can be used to connect both physical and virtual servers. It supports
Cisco SingleConnect technology, which provides an easy, intelligent, and efficient way to connect and
manage servers. Cisco SingleConnect unifies LAN, SAN, and systems management into one simplified link
for rack servers, blade servers, and virtual machines. This technology reduces the number of network
adapters, cables, and switches needed and radically simplifies the network, reducing complexity. Cisco
UCS VICs provide complete programmability of the Cisco UCS I/O infrastructure, with the number and type
of 1/0O interfaces configurable on demand with a zero-touch model. Cisco UCS VICs can support 256 PCI
Express (PCle) virtual devices, either virtual NICs (vNICs) or vHBAs, with a high rate of 1/O operations per
second (IOPS), support for lossless Ethernet, and 10/25/40/100-Gbps connection to servers. It
incorporates Cisco’s next-generation converged network adapter (CNA) technology and presents Ethernet
interfaces and Fibre Channel interfaces to the operating system. At the server, the operating system is not
aware of the FCoE encapsulation because it sees standard Fibre Channel HBAs and standard NIC adapters.

Cisco HyperFlex systems are built on top of the Cisco UCS platform with Cisco UCS fabric interconnects
and Cisco UCS VIC adapters. Therefore, this solution is the only hyperconverged infrastructure platform in
the industry that can easily share external Fibre Channel storage simply through the addition of vHBAs to
the hosts, without the need to physically add HBAs. The vHBAs can be added by defining vHBA template
policy in a service profile. This vHBA SAN connectivity template defines how a vHBA on a server connects
to the SAN.

Cisco MDS multilayer switches

A SAN is a specialized high-speed network that connects host servers to high-performance storage
subsystems. SAN components include HBAs on the servers, switches, cables, storage processors, and
storage disk arrays. A SAN fabric requires at least one switch present on the network to help route storage
traffic.

The new generation of the Cisco MDS 9000 Series switches, an important component of the Cisco Unified
Fabric solution, provides the flexibility to support multiprotocol storage devices in a single network in which
a variety of storage protocols, including Fibre Channel, FCoE, NVMe over Fibre Channel, Fibre Channel
over IP (FCIP), SCSI over IP (iSCSI), Network Attached Storage (NAS), and IBM Fiber Connection (FICON),
can be used. This multiprotocol storage network starts with mature functions of Fibre Channel SANs and
extends them transparently to converged Ethernet environments. It delivers enterprise-class features,
reliable performance, integrated inline analytics, and comprehensive resiliency for storage sharing. This
document describes only the procedure to connect Cisco HyperFlex systems to the shared storage arrays
using the Fibre Channel protocol.

© 2020 Cisco and/or its affiliates. All rights reserved. Page 8 of 64



When a host wants to read or write to a disk in the Fibre Channel SAN, the following tasks need to be
completed:

1. The physical HBA packages the I/O request according to the rules of the Fibre Channel protocol.
2. The request is transmitted to the SAN.

3. Depending on a port the HBA uses to connect to the fabric, one of the SAN switches receives the
request.

4. The switch checks the Fibre Channel zoning configuration to see if the traffic initiated from the HBA
is allowed to communicate with the storage device (as explained below).

5. The switch routes the request to the appropriate storage device.

6. The storage device sends the response back to the SAN according to the rules of the Fibre Channel
protocol.

7. Depending on a port the storage controller uses to connect to the fabric, one of the SAN switches
receives the response.

8. The switch routes the response back to the appropriate physical HBA, which sends the request.

In the context of the Fibre Channel protocol, a port is the connection from a device into the SAN. Each
device in the SAN, such as a host or a storage device, has one or more ports that connect it to the SAN. A
port is identified with either a World Wide Port Name (WWPN) or port address (port ID). The WWPN is a
globally unique identifier for a port. The port ID is a unique identifier that serves as the Fibre Channel
address for the port. This unique ID enables routing of data through the SAN to that port. The Fibre
Channel switches discover the WWPN of a device and assign a port address to the device when the device
logs in to the fabric.

When N-Port ID Virtualization (NPIV) is used, a single Fibre Channel HBA port (N-port) can register with the
SAN fabric by using several WWPNs. This method allows an N-port to claim multiple fabric addresses,
each of which appears as a unique entity. When Cisco UCS fabric interconnect Fibre Channel uplink ports
connect to a SAN, the default end-host mode allows the fabric interconnect to act as an end host (N-port)
representing all servers (hosts) connected to it through the dynamically pinned vHBAs. The multiple, unique
identifiers will be assigned to each individual vHBA. To support the assignment of multiple Fibre Channel
addresses for one single port, the N-Port Virtualization (NPV) feature must be enabled on the Cisco MDS
switches.

Cisco MDS 9000 Family switches support a virtualization feature called virtual storage area network
(VSAN). VSAN provides isolation among devices that are physically connected to the same fabric. In that
way, higher security and greater stability in the SAN fabric can be achieved. Only the member devices in
the same VSAN can communicate with each other. VSAN operates in much the same way that a traditional
network VLAN does, allowing one physical Fibre Channel switch to be logically split into multiple VSANSs,
each with its own VSAN ID number. The ports on the Fibre Channel switches are assigned membership to
a particular VSAN, allowing those endpoints to communicate, while preventing the other ports, which are
assigned to other VSANSs, from communicating with them.
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To restrict server access to storage arrays not allocated to that server, Fibre Channel zoning is used. Most
Fibre Channel switches by default implement so called “hard” zoning, in which no Fibre Channel traffic is
allowed to pass unless defined in a zone. Zones are created in the Fibre Channel switches, and they define
which HBAs can communicate with which storage controllers. Devices can see and communicate only with
what is explicitly defined in the zones of which they are a member, and all other devices outside that zone
cannot be seen. Multiple zones are grouped together into a zone set and then made active by an
administrator. Zoning is similar to an access control list (ACL), which may be found in a networking switch
or router. Like ACLs, Fibre Channel zones define which endpoints in the network are allowed to
communicate with each other. Zoning is configured for the devices within the same VSAN, and typically
zones are created for each group of servers that access a shared group of storage devices. Zone
membership on Cisco MDS switches is based mainly on WWPNSs or Fibre Channel port IDs, but zoning with
a distributed device alias is also supported. To avoid entering an incorrect WWPN during zoning
configuration, a user-defined friendly name for a WWPN can be used. These user-friendly names are
referred to as device aliases.

LUN masking is a commonly used form of storage access permission management. LUN masking is a
process on the storage system itself that makes a LUN or volume available to some hosts and unavailable
to other hosts. After the necessary Fibre Channel zones have been created and activated, the HBAs will be
able to communicate with the storage arrays. At that point, storage array administrators can use the
storage system management tools to verify that the HBAs are in fact contacting the storage system, and
then specify which of the LUNs or volumes are accessible to that particular host. Most storage systems by
default present no LUNs or volumes to any hosts without explicit definition. This masking operation hides
the LUNs and volumes that a host does not need to see, but allows the needed LUNs or volumes to be
scanned and mounted and then send and receive 1/0 traffic. Until all the proper settings are made for
VSAN membership, Fibre Channel zoning, and LUN masking, the hosts will not be able to see or
communicate with the LUNs they require.

Setup and topology for validation testing
This section introduces the devices used in validating the solution described in this document (Figure 2):

o Cisco HyperFlex cluster (x 1) composed of:
> Cisco HyperFlex HX220c M5SX All Flash converged node (x 4)

o Cisco UCS B200 M4 Blade Server computing-only node (x 2) (in a Cisco UCS 5108 Blade Server
Chassis with dual Cisco UCS 2208 Fabric Extender I/O modules)

> Cisco UCS 6454 Fabric Interconnect (x 2)
o Cisco Nexus® 93180YC-EX Switch (x 2)
o Cisco MDS 9396S 16G Multilayer Fabric Switch (x 2)
o Third-party Fibre Channel storage array (x 1)

« Cisco Intersight Cloud Management Platform (for Cisco HyperFlex installation)
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Figure 2.
Validation testing setup

Table 1 lists the converged node specifications.

Table 1. Cisco HyperFlex HX220c M5SX All Flash Node specifications

CPU 2 x Second Generation Intel® Xeon® Gold 6248 CPUs 2 x 20 cores
Memory 12 x 32-GB DDR4 2933-MHz RDIMMs 384 GB
Disk controller 1 x Cisco 12-Gbps modular SAS HBA
SSD 1 x 240-GB 2.5-inch Enterprise Value 6-GB SATA SSD Housekeeping
1 x 1.6-TB 2.5-inch NVMe High-Performance High-Endurance SSD Configured as cache
6 x 960-GB 2.5-inch Enterprise Value 6-GB SATA SSDs Capacity disks for each
node
Network 1x Cisco UCS VIC1457 modular LAN on motherboard (mLOM) 25 Gigabit Ethernet
Boot device 1 x 240-GB M.2 6-GB SATA SSD Local boot
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Table 2 lists the computing-only node specifications.

Table 2.  Cisco UCS B200 M4 computing-only node specifications

CPU 2 x Intel Xeon processor E5-2680 v4 CPUs 2 x 14 cores
Memory 16 x 32-GB DDR4 2400-MHz RDIMMs 512 GB
Disk controller None

Disks None

Network 1x Cisco UCS VIC1340 VIC mLOM

Boot device 1 x 128-GB remote disk from third-party SAN boot

storage array

Table 3 lists the software versions used in the test environment described in this document.

Table 3. Test environment software versions

_

Computing Cisco UCS 6454 Fabric Interconnect pair Release 4.0(4d)
Cisco HyperFlex HX220c M5SX All Flash Node firmware Release 4.0(4d)
Cisco UCS B200 M4 computing-only node firmware Release 4.0(4d)
Network Cisco Nexus 93180YC-EX Switch pair (LAN upstream) Release 7.0(3)14(2)
Cisco MDS 9396S 16G Multilayer Fabric Switch pair (Fibre Channel SAN Release 8.4(1)
upstream)
Software Cisco UCS Manager Release 4.0(4d)
Cisco HyperFlex HX Data Platform software Release 4.0(1b)
VMWare vSphere ESXi Release 6.5.0, 13932383
VMWare vSphere vCenter Release 6.5.0.32000

Connecting Cisco HyperFlex to Fibre Channel shared storage

With Cisco HyperFlex systems, customers have the flexibility to use other storage infrastructure by
mapping the other storage to the Cisco HyperFlex system. For example, you can map Fibre Channel LUNs
on a storage system and then use VMware Storage vMotion to easily move virtual machines between the
two systems.

The following are the high-level configuration steps for connecting the Cisco HyperFlex system to an
external SAN storage system:

1. Rack and cable the system, connecting the unified ports on the Cisco UCS fabric interconnects to
the Fibre Channel switch ports correctly.
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2. Configure the unified ports on the Cisco UCS fabric interconnects as Fibre Channel uplink ports. In
many cases, this configuration is disruptive and will cause the Cisco UCS fabric interconnect to
reboot.

3. Configure the ports on the Cisco MDS Fibre Channel switches with the correct type and VSAN
membership if necessary, and bring up the links between Cisco UCS fabric interconnects and Fibre
Channel switches. Enable the NPIV feature on the Cisco MDS switches and also the F_Port-
channel-trunk feature if you want the links to come up as a Fibre Channel port channel.

4. Enable Fibre Channel connectivity and create vHBAs on the Cisco HyperFlex cluster and verify that
the vHBASs log in correctly to the Fibre Channel switches.

5. Generate the device alias for the VHBA ports and storage ports, create the device-alias zones, and
activate the zone set on the Fibre Channel switches to grant the vHBAs access to the storage
system.

6. Configure the Fibre Channel storage system so that the designated LUNs are masked in such a way
that they are visible and accessible to all the Cisco HyperFlex hosts.

7. In VMware vCenter, scan the shared LUNs from the Cisco HyperFlex cluster and then create the
data stores. The SAN storage volumes are now available for use by the Cisco HyperFlex cluster.

To connect to other storage systems through the Fibre Channel SAN, you should add vHBAs as part of the
installation while creating the Cisco HyperFlex cluster. If you add these after the clusters have been
created, use care to modify the configuration of the Cisco HyperFlex nodes one by one so you do not
cause the entire cluster to drop offline unexpectedly. The discussion here documents the addition of Fibre
Channel vHBAs to Cisco HyperFlex hosts. There are two basic methods, covered here. The first method is
to add the adapters prior to creating the cluster, and the second method is to add the adapters after
creating the cluster.

Bringing up Fibre Channel uplinks on Cisco UCS fabric interconnects

In all deployment scenarios, the connectivity between the Cisco UCS fabric interconnects and the
upstream Cisco MDS switches must be established first. You should perform these domainwide
configuration steps before you deploy Cisco HyperFlex systems whenever possible, because changing the
mode of the unified ports from Ethernet to Fibre Channel, or vice versa, will often result in the reboot of the
fabric interconnects. Only the add-in modules of first- and second-generation Cisco UCS fabric
interconnects can be independently rebooted. All changes to port modes on third- and fourth-generation
Cisco UCS fabric interconnects will result in the reboot of the entire device. After connectivity between the
Cisco UCS fabric interconnects and the Cisco MDS switches is established, then you can install the Cisco
HyperFlex system with additional vHBAs, or alternatively you can modify the service profiles of an existing
Cisco HyperFlex cluster.
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Configure unified ports

The Cisco UCS 6454 Fabric Interconnects have a slider mechanism in the Cisco UCS Manager GUI that
controls the first sixteen ports, starting from the first port, configuring in increments of four unified ports. To
enable the Fibre Channel uplink ports on the Cisco UCS 6454 switches, follow this procedure:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary).

3. Select Configure Unified Ports.

‘tses’ UCS Manager

v i Fabric Fabric A (primary)

Fault Summary

Physical Display

0 0 0 0 L
W Up B Admin Down B Fail B Link Down
Staun Properties
Overall Status 4+ Operable Name A
Thermal + OK Product Name Cisco UCS 6454
Ethernet Mode End Host c
A Vendor Cisco Systems, Inc. PID UCS-FI-6454
2 FC Mode End Host

Admin Evac Mode : Off Revision o

nects Serial FDO22442B9H
Fabric Interconnect A (primary) Oper Evac Mode : Off

Available Memory © 54.304 (GB) Total Memory - 62.761 (GB)
» Fans

Actions

Locator LED

®) Part Details
® Local Storage Information
» PSUs

v Fabric Interconnect B (subordinate)

¥ Access

#) High Availability Details

# VLAN Port Count

4. Click Yes in the pop-up window warning that changes to the fixed module will require a reboot of
the fabric interconnect and changes to the expansion module will require a reboot of that module.

Configure Unified Ports X

The Configure Unified Ports wizard allows you to change the port mode from Ethernet to Fibre Channel or FC to Ethernet.
Changing the port mode on either module causes an interruption in data traffic because changes to the fixed module require
a reboot of the fabric interconnect and changes on an expansion module require a reboot of that module. Are you sure you
want to launch this wizard and reboot the modules associated with any reconfigured ports?

Yes No
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5. In the Configure Unified Ports pop-up window, move the gray slider bar from the left to the right to
select ports, from ports 1 to 16, to be set as Fibre Channel uplinks in four-port increments.
Configure Unified Ports

abcw prararararararere bl bl bl

Instructions

The position of the slider determines the type of the ports.
All the ports to the left of the slider are Fibre Channel ports (Purple), while the ports to the right are Ethernet ports (Blue).

Transport If Role or Port Channel Membership Desired If Role
fc FC Uplink
fc FC Uplink
fc FC Uplink
fc FC Uplink
FC Port 5 fc FC Uplink
FC Port 6 fc FC Uplink
FC Port 7 fc FC Uplink
FC Port 8 fc FC Uplink
Port 9 ether Unconfigured
Port 10 ether Unconfigured

6. Click OK to continue. The fabric interconnect will reboot and reconnect to Cisco UCS Manager.
7. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate).
8. Select Configure Unified Ports.

9. Click Yes in the pop-up window warning that changes to the fixed module will require a reboot of
the fabric interconnect and changes to the expansion module will require a reboot of that module.

10. In the Configure Unified Ports pop-up window, move the gray slider bar from the left to the right to
select the same amount of unified ports, from ports 1 to 16, to be set as Fibre Channel uplinks in
four-port increments..

11. Click OK to continue. The fabric interconnects will reboot and reconnect to Cisco UCS Manager.
Create VSANs
To configure the necessary VSANs for the Cisco UCS environment, follow this procedure:
1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select SAN > SAN Cloud > Fabric A.
Right-click VSANSs.
Select Create VSAN.
Enter VSAN_A as the name of the VSAN to be used for Fabric A.

Leave Disabled selected for FC Zoning.

N oo g &~ w

Select Fabric A.
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8. Enter a unique VSAN ID and a corresponding FCoE VLAN ID. The recommended approach is to use
the same ID for both and not to use any number other than 1. This VSAN ID must match the ID
number used in the upstream connected Cisco MDS switches. For example, if the uplinks from the
Cisco fabric interconnects are plugged into Cisco MDS switch ports that are members of VSAN 202,
you must create VSAN 202 within Cisco UCS Manager.

ame . HXStorA

FC Zoning Settings

FC Zoning . [(e) Disabled _ Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch

9. Click OK and then click OK again.

10. Select SAN > SAN Cloud > Fabric B.

11. Right-click VSANSs.

12. Select Create VSAN.

13. Enter VSAN_B as the name of the VSAN to be used for Fabric B.
14. Leave Disabled selected for FC Zoning.

15. Select Fabric B.

16. Enter a unique VSAN ID and a corresponding FCoE VLAN ID. The recommended approach is to use
the same ID for both and to use a number other than 1. This VSAN ID must match the ID number
used in the upstream connected Cisco MDS switches. For example, if the uplinks from the Cisco
fabric interconnects are plugged into Cisco MDS switch ports that are members of VSAN 201, you
must create VSAN 201 within Cisco UCS Manager.
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Create VSAN

Name : | HXStorB
FC Zoning Settings

FC Zoning . |(e) Disabled ( ) Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch

Common/Global () Fabric A (e) Fabric B () Both Fabrics Configured Differently

You are creating a local VSAN in fabric B that maps to A VLAN can be used to carry FCOE traffic and can be mapped to this
a VSAN ID that exists only in fabric B. VSAN

Enter the VSAN ID that maps to this VSAN, Enter the VLAN ID that maps to this VSAN.

VSANID: 201 FCoE VLAN: | 201

17. Click OK and then click OK again.

Create Fibre Channel port channels
You should configure the Fibre Channel port channels for the Cisco UCS environment. Follow this
procedure:

1. In the navigation pane under SAN > SAN Cloud, expand the Fabric A tree.
2. Right-click FC Port Channels.
3. Select Create FC Port Channel.

4. Enter the port channel ID and the port channel name for Fabric A.

Create FC Port Channel

ID 21

Set FC Port Channel Name

Name : SANPO21MDSa
Add Ports

5. Click Next. Then choose appropriate ports and click >> to add the ports to the port channel.
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Create FC Port Channel B X

Set FC Port Channel Name Port Channel Admin Speed 4 Gbps ()8 Gbps (e) 16gbps () 32gbps

Ports Ports in the port channel

Add Ports

WWPN Port Slot ID WWPN

=l

No data available

»

Slot ID 1 Slot ID:
WWPN: 20:01:00:3A:9C:3C:26:C0 WWPN

< Prev m Cancel

Click Finish.
Click OK.

Select the newly created port channel.

© o N o

From the VSAN drop-down list for this port channel, select the previously created VSAN for
Fabric A.

- Al . SAN / SAN Cloud / Fabric A / FC Port Channels / FC Port-Channel 21 SANPO...
E » SAN General Ports Faults Events Statistics
~ SAN Cloud
v FC Port Channels Overall Status : 4 Up 0 2
Fabric ID A
= Additional Info
g FC Port-Channel 21 SANPO21
s & R Port Type Aggregation
Actions
Transport Type Fc
=
s Name SANPO21MDSa
= » FCoE Port Channels Disable Port Channel Description
= e Add Ports
» Uplink FC Interfaces ’ VSAN = Afvsan HXStorA (202) »
2 » Uplink FCoE Interfaces Port Channel Admin Speed - (| Fabric A/vsan HXStorA (202)}s 7 32gbps
v VSANs Operational Speed(Gbps) : |Fabric Dual/vsan default (1)
VSAN HXStorA (202)

10. Click Save Changes and then click OK.

11. In the navigation pane under SAN > SAN Cloud, expand the Fabric B tree.
12. Right-click FC Port Channels.

13. Select Create Port Channel.

14. Enter the port channel ID and the port channel name for Fabric B.
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Create FC Port Channel

Set FC Port Channel Name D : |22

Name : | SANPO22MDSb
Add Ports

15. Click Next. Then choose the appropriate ports and click >> to add the ports to the port channel.
16. Click Finish.

17. Click OK.

18. Select the newly created port channel for Fabric B.

19. From the VSAN drop-down list for this port channel, select the previously created VSAN for
Fabric B.

asco. UCS Manager

% SAN / SAN Cloud FC Port Channels / FC Port-Channel 22 SANPO...

E » FC Port Channels General Ports Faults Events Statistics
FC Port-Channel 22 SANPO22M
Status Properties

FC Interface 111

) D 22
FC Interface 1/2 Overall Status = ¢ Up R s
Additional Info abric :
» FCoE Port Channels Port Type : Aggregation
Actions i
» Uplink FC Interfaces Transport Type Fc
Uplink FCOE Interfaces Nome SANPO22MDSb
- VSANs Disable Port Channel Description
Add Ports
VSAN HXStorB (201) - VSAN . [c Bivsan HXStorB (201) v
» SAN Pin Groups Port Channel Admin Speed - [IEEUIVEERED SIGIEREVINE, ) 32gbps
» Threshold Policies Operational Speed(Gbps) Fabric Dual/vsan default (1)

» VSANs

20. Click Save Changes and then click OK.

Configure Cisco MDS switches

Now configure the Cisco MDS switches.

1. First enable the necessary features and settings on both Cisco MDS switches:
HX1- C25- MDSA(config)# feature npiv
HX1- C25- MDSA(confi g)# feature fport-channel -trunk

HX1- C25- MDSA(confi g) #

HX1- C25- MDSB(confi g) # feature npiv
HX1- C25- MDSB(confi g) # feature fport-channel -trunk
HX1- C25- MDSB( confi g) #

On the Cisco MDS switches, create the VSANSs that are used for connectivity to the Cisco UCS
fabric interconnects and the storage system. These VSANs will be assigned to the interfaces that
will connect to the storage array as well as to the interfaces and the port channels that are
connected to the Cisco UCS fabric interconnect. In many cases, the VSAN will already exist and be
in use for connectivity to an existing storage array. In such cases, only the new interfaces from the
Cisco UCS fabric interconnects need to be added to the existing VSAN membership.
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2. Use this configuration to create VSANs and interfaces on both Cisco MDS switches:
HX1- C25- MDSA(confi g)# vsan dat abase
HX1- C25- MDSA( confi g-vsan-db) # vsan 202
HX1- C25- MDSA( confi g- vsan-db) # vsan 202 nanme HXPure
HX1- C25- MDSA( confi g- vsan-db) # vsan 202 interface fcl/1-2 //Link to FI
HX1- C25- MDSA( confi g- vsan-db)# vsan 202 interface fcl/13-14 //Link to storage
HX1- C25- MDSA( confi g-vsan-db) # exit
HX1- C25- MDSA(config)# interface fcl/1-2
HX1- C25- MDSA(confi g-if)# no shutdown
HX1- C25- MDSA(config)# interface fcl/13-14
HX1- C25- MDSA(confi g-if)# no shutdown

HX1- C25- MDSA(config-if)# exit

HX1- C25- MDSB( confi g) # vsan dat abase
HX1- C25- MDSB( confi g-vsan-db) # vsan 201
HX1- C25- MDSB( confi g- vsan-db) # vsan 201 nanme HXPure
HX1- C25- MDSB( confi g- vsan-db)# vsan 201 interface fcl/1-2 //Link to FI
HX1- C25- MDSB( confi g- vsan-db)# vsan 201 interface fcl/13-14 //Link to storage
HX1- C25- MDSB( confi g-vsan-db) # exit
HX1- C25- MDSB(config)# interface fcl/1-2
HX1- C25- MDSB( confi g-i f)# no shutdown
HX1- C25- MDSB(config)# interface fcl/13-14
HX1- C25- MDSB(confi g-i f)# no shut down
HX1- C25- MDSB(config-if)# exit
3. Now configure the Fibre Channel port channels and add the interfaces to them on both Cisco MDS
switches:
HX1- C25- MDSA(config)# interface port-channel 21
HX1- C25- MDSA(config-if)# swi tchport node F
HX1- C25- MDSA(confi g-if)# channel node active
HX1- C25- MDSA(config-if)# switchport rate-node dedi cated
HX1- C25- MDSA(config-if)# switchport trunk node on
HX1- C25- MDSA(config)# interface fcl/1-2
HX1- C25- MDSA(config-if)# port-license acquire
HX1- C25- MDSA(confi g-if)# channel -group 21 force
HX1- C25- MDSA(confi g-if)# no shutdown

HX1- C25- MDSA(config-if)# copy runni ng-config startup-config
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HX1- C25- MDSB(confi g)# interface port-channel 22

HX1- C25- MDSB(config-if)# swi tchport node F

HX1- C25- MDSB(confi g-i f)# channel npbde active

HX1- C25- MDSB(confi g-if)# swi tchport rate-npde dedicated
HX1- C25- MDSB(config-if)# switchport trunk node on

HX1- C25- MDSB(config)# interface fcl/1-2

HX1- C25- MDSB( config-if)# port-license acquire

HX1- C25- MDSB( confi g-i f)# channel -group 22 force

HX1- C25- MDSB( confi g-if)# no shutdown

HX1- C25- MDSB( confi g-if)# copy runni ng-config startup-config

Adding vHBAs during Cisco HyperFlex cluster creation

For HX Data Platform 2.0 and later, the Cisco HyperFlex installation process supports the configuration of
VHBAs as part of cluster creation. The Cisco HyperFlex installer can guide you through the process of
setting up your Cisco HyperFlex cluster, allowing you to use existing third-party storage through the Fibre
Channel protocol. It will automatically configure Cisco UCS profiles and Cisco HyperFlex cluster nodes with
vHBAs and correct VSAN and WWPN assignments, simplifying the setup process.

For HX Data Platform 2.6 and later, the monitoring, installation, and management of the Cisco HyperFlex
cluster is supported with the Cisco Intersight cloud platform. The Cisco Intersight platform provides an
installation wizard to install, configure, and deploy Cisco HyperFlex clusters. The wizard constructs a
preconfiguration definition of a Cisco HyperFlex cluster called a Cisco HyperFlex cluster profile. The cluster
profile is policy based, with administrator-defined sets of rules and operating characteristics such as the
node identity, interfaces, and vCenter connectivity. Every active node in the Cisco HyperFlex cluster must
be associated with a Cisco HyperFlex cluster profile. After the user enters all configuration settings, the
installation wizard will validate and deploy the cluster profile on the Cisco HyperFlex nodes. You can clone
a successfully deployed Cisco HyperFlex cluster profile and then use that copy as the basis for easily
creating many more new clusters at the same site or at the remote site.

A Cisco HyperFlex system can be deployed by using an on-premises Cisco HyperFlex Installer appliance,
or by using the Cisco Intersight platform from the cloud. This document describes only the installation
process using the Cisco Intersight cloud platform.

Claim devices in the Cisco Intersight platform

Enable the device connector on the Cisco UCS fabric interconnects and then let the Cisco Intersight
platform claim them for cloud management:

1. Login to the Cisco UCS Manager web management GUI with https://<UCSM-IP-Address>.

2. In the navigation pane, expand Admin. Then click Device Connector to turn on the device connector
to enable Cisco Intersight management. This step enables the Cisco UCS management panel to
establish a connection with the Cisco Intersight platform.
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» EC Ports Stats Management
» PSUs Time Zone Management
= Fabric Interconne Capability Catalog Server 3

» Fans

License Management

» Authentication

» Fixed Module
» PSUs

= Policies

3. Wait until the connection succeeds and a claim code has been generated for this device. Note that
the device is not claimed yet. Note the device ID and claim code because you will need them in a
subsequent step. You can use the copy-and-paste method to obtain the values accurately by
clicking the Copy icon at the right side of the values. Those values will then be placed on the
clipboard, and you can paste them anywhere.

0 d006C

Device Connector

T

[ Device Connector The Device Connector is an embedded management controlier that enables the capabilities of Cisce Intersight, a cloud-based management platform. For detailed information about configuring the device connector, plea:

& Device Connector £5) settings | () Refresh
ALLOW CONTROL

= vice ID

=

= sesssssssesssesannnas
= lzl @ 23"-

Device Connector Internet Intersight o

Not Claimed

The connection to the Cisco Intersight Portal is successful, but device is still ot claimed. To claim the device open Cisco Intersight, create a new account and follow the guidance of
90 to the Devices page and click Claim a New Device for existing account. Open Intersight

4. Open a web browser and navigate to the Cisco Intersight cloud management platform:
https://intersight.com/.

5. Log in with your Cisco ID and password. If this is your first time using the Cisco Intersight platform,
you should take a site tour to learn about some of the platform’s main features.

6. To claim a new device, in the left navigation pane click Devices. In the Device window, choose
Claim a New Device at the top right.

7. Enter the device ID and claim code obtained from Cisco UCS Manager device connector. Use copy
and paste to help ensure accuracy. Click Claim.
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“tits’ Intersight Device Claim

5
New features have recently been added! Le
@ Claim a New Device
%  HyperFlex Clusters f?[}
7 Fabric Interconnects
Policies © To claim your device, you must have the Device ID and Claim Code
A Software Repository
.
3 Devices
8. Wait until the device is claimed successfully.
‘diehe Intersight Devices 3 [ @5 Hui €
Dashboards ¥] New features have recently been added! Leam More
Claim a New Device
[ cnassis
©5  HyperFlex Clusters ' 5 Mogs
2 Connected 1 Allow Control 1
1 12 1

(3 Software Repository

Device IP

& Devices
~ huich@cisco.com X-J 454 Connected UCS Domain 10.29.133.53, 10.20.133.54, 10.29.133

9. Go to the Cisco UCS Manager Device Connector page to verify the status. The Device Connector
page now shows that this device is claimed.

it LI Manager T o . 9 @ o ﬁ @ @

ES Al . Al / Device Connector

] Collection Policy Fex The Device Connector is an embedded management controller that enables the capabllities of Cisco Intersight, a cloud-based management platform. For detailed information about configuring the device connector, please visit Help Cente
Device Connector {53 settings | 7 Refresh

ALLOW CONTROL

L
FDOZ— £
Device Connector Internet Intersight Unclaim
© Claimed

10. In the Fabric Interconnects window of the Cisco Intersight platform, both UCS FI-A and FI-B are
connected.
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asco  Intersight Fabric Interconnects

15 ¥
o Dashboards New features have recently been added! Learn More
D Connected 2
Kz) o Heamy 2 o 4000 2 . 0ase 2
%>  Fabric Interconnects
ice Profiles 2 1

[

Management IP Model Expansion Modules Firmware Version
Total Used Available

© Healthy 1029.133.53 UCS-FI-6454 0 54 8 46 4.0(4d

© Healtny 10.29.133.54 UCS-FI-6454 0 54 8 4% 40040

11. In the Servers window of the Cisco Intersight platform, four Cisco HyperFlex nodes should now be
shown as connected devices.

deb' Intersight Servers

15 C
oly Dashboards Z) New features have recently been added! Leam More
| « /‘) ofa Incompiete 4 @ 9 Not Covered 4
( a o vesity 4 o ouszzos 4
§ Hype s \_
2 Fabric interconnecls
Profiles 4 13
(] Contract Status (V—1 Name Health » cPUCap.. ® Memory Capac. HX Cluster
ware Repository 3 Not Covered 10.29.13355 ) HX 64, © Healthy HXAF220C-M5SX 1000 3840  HX-J26-FI6454
5 Not Covered 10.29.133.55 ) © Healthy HXAF220C-M5SX 100.0 384.0 26-F16454
5 Not Covered 10.2.13355 O HX-J26-FI645 © Healthy HXAF220C-M5SX 1000 3840  HX-26-FI6454
5 Not Covered 10.26.133.55 ) HX-J26-FI645 © Healthy HXAF220C-M5SX 1000 340 HX-J26-FI6454

Install the Cisco HyperFlex cluster
To install and configure a Cisco HyperFlex cluster with the Cisco Intersight platform, complete the following
steps:

1. Log in to the Cisco Intersight cloud management platform from https://intersight.com/ with your
Cisco ID and password.

2. In the left navigation pane, choose Service Profiles. On the Service Profiles page, click the
HyperFlex Cluster Profiles tab and then click Create HyperFlex Cluster Profile.

dids’ Intersight service Profiies

Type Nodes Status Last Update

3 Software Repository
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3. The Cisco HyperFlex Cluster Profile installation wizard is displayed. On the General page, enter a
cluster name under Name. This cluster name must be unique and will be used as the Cisco
HyperFlex cluster name, VMware vCenter cluster name, and Cisco Intersight cluster name. Select
the appropriate HX Data Platform version. Under Type, select Cisco HyperFlex with Fabric
Interconnect. Choose 3 for Replication Factor. Add a description and tags for this cluster for
reference.

© Prior to creating a HyperFlex Cluster profile, ensure that you go through the pre-installation checklist and the detailed HyperFlex installation

General instructions, here

Organization *

Cluster Configuration default

Name *

HXStor

Nodes Assignment

Nodes Configuration
HyperFlex Data Platform Version *

4.0(1b)

Summary

Type
Results Cisco HyperFlex Edge (+) Cisco HyperFlex with Fabric Interconnect
Replication Factor

2 (93

Server Firmware Version *

4.0(4d)

Description
HXAF cluster with shared storage

Add Tag

HX HXAF x HXAF shared-storage x  Enter a tag in the key value format

| cancel | Next

4. Click Next to move to the Cluster Configuration page.
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Create HyperFlex Cluster Profile 1 <

General Security

DNS, NTP and Timezone

Cluster Configuration

vCenter (optional)

Nodes Assignment Storage Configuration (optional)

Auto Support (optional)

Nodes Configuration
IP & Hostname

Network Configuration

Summary

External FC Storage (optional)

Results External iSCSI Storage (optional)

Proxy Setting (optional)

HyperFlex Storage Network

5. Click + to expand the Security configuration. Enter root as the hypervisor administrative user. Click
the check box if the hypervisor on this node uses the factory default password. Enter a user-
supplied new password for the hypervisor and a user-supplied password for the Cisco HyperFlex
controller virtual machine. Confirm that password in the second text field. The settings will be saved
automatically to a policy, which you can reuse when you create a new Cisco HyperFlex cluster
profile.

Security

Hypervisor Admin *

root

IZI The hypervisor on this node uses the factory default password ©

Hypervisor Password * > © Hypervisor Password Confirmation *

Controller VM Admin Password * > 0O Controller VM Admin Password Confirmation * @ 0

6. Click + to expand the DNS, NTP and Timezone configuration. Choose a time zone from the drop-
down list and enter the Domain Name System (DNS) server and Network Time Protocol (NTP) server
information. Click + to enter secondary DNS or NTP servers if necessary.
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—  DNS, NTP and Timezone g
Timezone * ©  DNS Suffix 0]
DNS Servers * © 4 NTP Servers * ©

7. Click + to expand the vCenter configuration. Enter the vCenter server fully qualified domain name
(FQDN) or IP address, the administrative username, and the password. Enter the name of the
vCenter data center that is hosting the Cisco HyperFlex cluster.

—  vCenter (optional) Select Policy (§]
vCenter Server FQDN or IP * vCenter Username * vCenter Password *
hx2vc65.hx.lab.cisco.com ©  huich@hx L @0

vCenter Datacenter Name *
HX2DC ©

8. Click + to expand Storage Configuration. Select Clean Up Disk Partitions if you are performing a
reinstallation on top of an existing deployment. If you are deploying a virtual desktop infrastructure
(VDI) environment on a hybrid Cisco HyperFlex cluster, check the box to enable file system
optimizations.

—  Storage Configuration (optional) El
© Logical Availability Zones configuration is recommended for HyperFlex Clusters with 8 or more nodes connected to FI.

VDI Optimization © IZ] Clean up Disk Partitions © Logical Availability Zones ©

9. Click + to expand the Auto Support configuration. Check the box to enable Auto-Support. Enter
your email address for service ticket notification.
—  Auto Support (optional) Select Policy

Send Service Ticket Notification to

(] Auto-Support ©® HXStor@hx.lab.cisco.com (O]

10. Click + to expand the IP & Hostname configuration. Enter a host name prefix. In a later step, host
names will be assigned sequentially to hosts using this prefix. Enter a starting IP address, an ending
IP address, and the subnet mask and gateway for the management IP address pool. IP addresses
from this range will automatically be assigned to hosts during the node configuration step. If you
enter only the management network IP addresses, the same range will be used for both VMware
ESXi management and Cisco HyperFlex controller virtual machine management IP addresses. If you
want to use a second, noncontiguous range of IP addresses for the Cisco HyperFlex controller
virtual machines, you can optionally enter starting and ending IP addresses and the subnet mask
and gateway for the Cisco HyperFlex controller virtual machine management IP address pool. Note
that these two IP address ranges must fall within the same IP subnet and VLAN.
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—  IP&Hostame &)

Hostname Prefix *
HX1-C220

hxstor-node-config-policy (=]

Management Network Starting IP *
10.29.133.32

Management Network Ending IP *
(0] 10.29.133.35

Management Network Subnet Mask *
255.255.255.0

Management Network Gateway *
C] 10.29.133.1

Controller VM Management Network Starting IP
10.29.133.40

Controller VM Management Network Ending IP
(O] 10.29.133.43

Controller VM Management Network Subnet Mask
255.255.255.0

Controller VM Management Network Gateway
(0] 10.29.133.1

11. Click + to expand Network Configuration. Enter the VMotion VLAN name and VLAN ID. Enter the
guest virtual machine network VLAN name and VLAN ID. Click + at the right to add input for multiple
guest virtual machine networks if necessary. Enter a starting IP address, an ending IP address, and
the subnet mask and gateway for the Kernel-based Virtual Machine (KVM) management IP address
pool. IP addresses from this range will automatically be assigned to hosts during the node
configuration step. Enter MAC prefix starting and ending addresses. Enter the VLAN ID for the
management network. Click the Jumbo Frames checkbox unless you want to do otherwise.

—  Network Configuration ()

VM Migration VLAN Name *

hxstor-cluster-network-policy (5]

VM Migration VLAN ID *

hx-vmotion © 3043 ©
VM Network VLAN Name * VM Network VLAN ID *

hx-vmnet © 3044 0 4
KVM Starting IP * KVM Ending IP *

10.29.133.24 (o] 10.29.133.27 ©
KVM Subnet Mask * KVM Gateway *

255.255.255.0 (C] 10.29.133.1 O
MAC Prefix Starting Address * MAC Prefix Ending Address *

00:25:B5:A1 o] 00:25:B5:A1 ©
Management Network VLAN Name * Management Network VLAN ID *

hx-mgmt o] 3041 0}

[+] Jumbo Frames ®
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12. Click + to expand the FC Storage configuration. Click the Enable FC Storage checkbox. Enter the
VSAN name and VSAN ID for Fabric A and Fabric B. The VSAN IDs should match those previously
created on the Cisco MDS switches and Cisco UCS fabric interconnects. Enter a starting address
and an ending address for the WWxN pool. World Wide Node Names (WWNNs) and WWPNs from
this pool will automatically be assigned to the vHBAs created on the Cisco HyperFlex hosts.

— External FC Storage (optional) \\D hxstor-exi-fc-storage-policy

[+] Enable FC Storage ©®

VSAN A Name * VSANAID *

HXStorA © 202 ©
VSAN B Name * VSANBID*

HXStorB O 201 ©
WWxN Range Starting Address * WWxN Range Ending Address *

20:00:00:25:B5:A0 © 20:00:00:25:B5:A0 O

13. Leave the optional External iSCSI Storage configuration blank.
14. Leave the optional Proxy Setting blank.

15. Click + to expand the HyperFlex Storage Network configuration. Enter the VLAN name and ID for the
data storage network.

~  HyperFlex Storage Network

Storage Network VLAN Name * Storage Network VLAN ID *
hx-data O] 3042

16. Now that all the policies are configured, and the saved policies will be listed in this page.

General Security hxstor-local-credential-policy

DNS, NTP and Timezone () hxstor-sys-config-policy
Cluster Configuration

vCenter (optional) (£ hxstor-vcenter-config-policy
Nodes Assignment +  Storage Configuration (optional) & hustor-cluster-storage-policy

Auto Support (optional) 4 hxstor-auto-support-policy
Nodes Configuration ~

IP & Hostname hxstor-node-config-policy

Network Configuration hxstor-cluster-network-policy
Summary

External FC Storage (optional) %) hxstor-ext-fe-storage-policy
Resulis + External iSCSI Storage (optional)

Proxy Setting (optional)

HyperFlex Storage Network ()

Save 8 Close recs | (R
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17. Click Next to proceed to the Nodes Assignment page.

18. Select the available Cisco HyperFlex nodes.

‘Uies’ Intersight Edit HyperFlex Cluster Profile (HXStor) @5

New features have recently been added! Learn More

© Cisco HyperFlex Fabric Interconnect ciuster allows a minimum of 3 to a maximum of 32 nodes

%) Assign Nodes Assign Nodes Later

Cluster Configuration
Show selected(d

[® Service Profiles

Nodes Assignment
]

 Nodes Configuration

(5] Connected Not Assigned WZP21500BHC HX-J26-F16454-3 HXAF220C-M5SX
® Summary (5] connected Not Assigned WZP215008F3 HX-J26-F15454-2 HXAF220C-M5SX
(5] Connected Not Assigned P215008GN HXA 5 HXAF220C-M5SX
* Results
(5] Connected Not Assigned WZP21500844 HX-J26-FI5454-1 HXAF220C-M5SX
4of4

19. Click Next to navigate to the Nodes Configuration page. Check the node configuration for all the
Cisco HyperFlex nodes. You can freely modify the host names of automatic IP address assignments
if desired. Enter the cluster management IP address in the same IP management subnet.

Cluster Management IP Address * MAC Prefix Address * WWxN Prefix *
10.29.133.22 00:25:B5:A0 20:00:00:25:B5:A0 @
Nodes (4) Collapse A
WZFP21500BHC
Hostname * Hypervisor IP * Storage Controller IP *
HX1-C220-1 10.29.133.32 10.29.133.40

Hostname * Hypervisor IP * Storage Controller IP *
HX1-C220-2 10.29.133.33 10.29.133.41

WZP21500BGN
Hostname * Hypervisor IP * Storage Controller IP *
HX1-C220-3 10.29.133.34 10.29.133.42

WZP21500BJ4

Hostname * Hypervisor IP * Storage Controller IP *

HX1-C220-4 10.29.133.35 10.29.133.43
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20. Click Next to move to the Summary page. Review the Cluster Configuration and Nodes
Configuration pages. Look for any errors.

21. Click Validate to validate the Cisco HyperFlex cluster configuration only, without starting
deployment. This step will start a series of hardware, software, and environmental checks that will
take a few minutes to complete. Alternatively, click Validate & Deploy to complete the validation and
deployment processes together. In this document, the validation and deployment processes are
performed in one step.

(O Running Configuration

HyperFlex Cluster Name HXStor HyperFlex Cluster Type Fi Assigned Nodes 4

Cluster Configuration

Progi 5% Start Time Dec 17, 2019 3:30 PM Duration 19s

urrent Stage

Nodes Assignment

[¥] Expand All All (0) In Progress (0! Success (0 Failed (0] Warning (0

Nodes Configuration

Summary

Resulls

| i ‘ ‘ Summan | “

22. You can remain on the results page to watch cluster deployment progress in real time. Alternatively,
you can click Close to send the task to the background and navigate elsewhere within the Cisco
Intersight platform. To return to this results view, navigate back to the Service Profiles > HX Cluster
Profile list view and select the cluster name.

23. After deployment has completed successfully, click OK.

24. You can review more detailed status information for the new Cisco HyperFlex cluster in the Cisco
HyperFlex Connect management GUI. You can launch Cisco HyperFlex Connect from the Cisco
Intersight platform, or you can launch it directly with https://<HX-Cluster-Management-IP-
Address>.

25. At the Cisco HyperFlex Connect management console, click System Information and verify the
status of the Cisco HyperFlex cluster and nodes.
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Hyperflex Connect

HXStor

@ Dashboard HXStor
ONLINE

MONITOR
0 Aarms
o events

HX1-C220-1 | HXAF220C-MSSX | 7 Disks (1 Caching 6 Persistent)
B awity

online ®
anaLYzE o)

ldh  Performance

PROTECT Hypervisor Status Oniine | Hypervisor Address 102913332
Replication

HX1-C220-2 | HXAF220C-MSSX | 7 Disks(1 Caching & Persistent)

MANAGE

. Online ®
B system information

i Datastores

3 virtual Machines

Hypenvisor Status Online | Hypervisor Address 1029.133.33

T Upgrade

> webcu HX1-C2203 | HXAF220C-MSSX | 7 Disks(1 Caching, 6 Persistent)
Online ®

Hypervisor Status Online | Hypervisor Address 10.20.133.34

HX1-C220-4 | HXAF220C-MSSX | 7 Disks (1 Caching 6 Persistent)

Online @

Actions

e

63678

All

Service Profile Templates )

» root
» Sub-Organizations

« HXStor

Service Template compute-nodes
» Service Template compute-nodes

» Service Template hx-nodes

Service Template hx-nodes m-_.)

» iISCSI vNICs

- vHBAs

v vHBA FC-HXa

vHBA If HXStorA

v vHBA FC-

HXb

vHBA If HXStorB

» vNICs

27. For each Cisco HyperFlex node, dual vHBAs also are created from the cluster creation.

All

v Servers / Service Profiles

v Servers

v Service Profiles

Actions

v root
v Sub-Organizations
v HXStor

v rack-unit-1

(HXStor)

» iSCSI vNICs

v vHBAs

v VHBA hx-ext-fc-a

VHBA If HXStorA

v vHBA hx-ext-fc-b

VHBA If HXStorB
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Sub-

oot Organizations

HXStor / Service Profile... /

Properties

Name

vHBAs / vHBA hx-ext-f... / vHBA If HXStorA

HXStorA

WWPN
VSAN ID

20:00:00:25:85:A0:A9:4F
202

Owner

Type

Operational VSAN Instance
Operational VSAN Name

Logical
Fc
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28. In vCenter, verify that dual virtual machine HBAs are created for each Cisco HyperFlex host.

are nhere eh e ch vSphe e ch@ AB O

Navigator X | ([ hxtc220-thxlabciscocom | B . (b (1 [ | Ghactons + -
<d Back | » | Getting Started  Summary  Monitor | Configure | Permissions VMs Datastores Networks Update Manager
v | @ 8 @
“ Storage Adapters
- (3 10.20.145.207 R
+ [laHx20C SO0 + 82080 Q e -
- x5 S
(g <2202 xlab.csco.com Datastores vmhbaz Fibre Cha.. Unknown  20:00:00:25:5:30:00:2f 20:00:00:26:05:30:38:26
hx1-c220-3.hx lab.cisco.com -
g Host Cache Configuration vmhbad Fibre Cha. Unknown 20:00:00:25:b5:20:00:21 20:00:00:25:b5:a0:ba: 21
@ nx1-c220-4 nx tab cisco.com
i SICHVM-WZP215008F3 Protocol Endpoints Lewisburg SATA AHCI Controller
{3 StCIVM-WZP21500BGN VO Filters i vmhbat Block SCSI | Unknown
G SICHVM-WZP21500BHC + Networking
@ SICUVM-WZF215008.4 Virtual switches
VMkernel adapters
Physical adapters
TCP/P configuration Adapter Details
Advanced
Properties | Devices Paths
 Virtual Machines 1 9
VM Startup/Shutdown General
Agent VM Settings PR p—
b Model  Cisco VIC FCOE HBA Driver
o L WWNN  20.00-00:255:30-00.21
v WWPN  20.00.0025b5:a0:a0.21
Licensing
Time Configuration
Authentication Services -
i ,

29. Before you put a new Cisco HyperFlex cluster into production, complete the necessary post-
installation tasks as described in the Cisco HyperFlex documentation.

Adding vHBAs after the Cisco HyperFlex cluster is created

Adding or removing vVHBAs on the ESXi host will cause PCI address shifting upon reboot. This shift can
cause the PCI passthrough configuration on the Cisco HyperFlex node to no longer be valid, and the Cisco
HyperFlex controller virtual machine will not boot. Thus, you should avoid making such hardware changes
after the Cisco HyperFlex cluster is created. A better option is to add vHBAs, if necessary, during the
process while the cluster is being created.

However, should you decide to add storage after you have already installed your cluster, you can use the
following procedure to add vHBASs or certain vNICs that could cause PCI re-enumeration on ESXi reboot.
This process can create passthrough device failure, and Cisco HyperFlex controllers will not boot, so as a
best practice you should not reboot multiple nodes at the same time after making such hardware changes.
Validate the health state of each system before rebooting or performing the procedure on subsequent
nodes. In this example, you will add vHBAs after a cluster is created through the Cisco UCS profile service
template. You will reboot one ESXi Cisco HyperFlex node at a time, in a rolling upgrade, so there will be no
outage.

Note: Adding virtual adapter interfaces to the VIC card on the Cisco HyperFlex nodes may cause
disruption on the system. Read the following procedure carefully before implementing it.

To add vHBASs to all the hosts in the existing Cisco HyperFlex cluster in the Cisco UCS environment,
complete the following procedure.

Create the WWNN pool
Use these steps to create a WWNN pool:
1. To configure the necessary WWNN pool, in Cisco UCS Manager select the SAN tab.

2. Select Pools > root.
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Right-click WWNN Pools. Select Create WWNN Pool to create the WWNN pool.
Enter the name of the WWNN pool.
Enter a description for the WWNN pool if necessary.

For Assignment Order, select Default.

Create WWNN Pool ? X
Define Name and Description Name : HX-WWNN1
Description
Add WWN Blocks .
Assignment Order @) Default () Sequential
Next > Cancel
7. Click Next.

In the Add WWN Blocks window, click Add.

Create WWNN Pool ? X
Define Name and Description 4+ =— YsAdvancedFilter 4 Export % Print i
Name From To

Add WWN Blocks

No data available

) Add

< Prev m Cancel

9. Modify the From field as necessary for the Cisco UCS environment.

10. Specify a size for the WWN block sufficient to support the available server resources.
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Create WWN Block 3 <

From:[20:00:00;2:;:85;80;00;00 | size: [32 .

To ensure uniqueness of WWNSs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:xx:xx:XX

o Cancel

11. Click OK.
12. Click Finish to create the WWNN pool.

Create WWNN Pool ? X
Define Name and Description 4+ — TY,AdvancedFiter 4 Export & Print fed
Name From To
Add WWN Blocks
[20:00:00:25:B5:80:0 . 20:00:00:25:85:80:00:00 20:00:00:25:85:B0:00:1F
® Add

13. Click OK.
Create the WWPN pool
Use these steps to create a WWPN pool:

1. To configure the necessary WWPN pool, in Cisco UCS Manager select the SAN tab in the navigation
pane.

2. Select Pools > root.

3. Right-click WWPN Pools under the root organization. Select Create WWPN Pool to create the
WWPN pool.

4. Enter the name of the WWPN pool.
5. Enter a description for the WWPN pool if necessary.

6. For Assignment Order, select Default.
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Create WWPN Pool ? X
Define Name and Description Name : | HX-WWPN1
Description

Add WWN Blocks

Assignment Order : |(e) Default () Sequential

Next > Cancel

7. Click Next.
In the Add WWN Blocks window, click Add.

Create WWPN Pool ? X
Define Name and Description + = YsAdvanced Filter 4 Export & Print 'I}
Name From To

Add WWN Blocks

No data available

< Prev Finish Cancel

9. Modify the From field as necessary for the Cisco UCS environment.
10. Specify a size for the WWPN block sufficient to support the available server resources.

Create WWN Block 3 X

From: | 20:00:00:25:85:A0:00:00 ‘ Size : | 32 a

To ensure uniqueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:xx:X XXX
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11. Click OK.

12. Click Finish to create the WWPN pool.
Create WWPN Pool

Define Name and Description 4+ — Y,AdvancedFilter 4 Export & Print

Name Fror To

Add WWN Blocks

# Add

13. Click OK.

14. Optionally, you can create two WWPN pools: one for Fabric A, and a second one for Fabric B.

Create vHBA templates

To configure the necessary vHBA templates for the Cisco UCS environment, follow these steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

2. Select Policies > root.

3. Right-click vHBA Templates. Select Create vHBA Template.

asco. UCS Manager

SAN / Pol

‘% All

vHBA Temr
E v Policies
» SAN Cloud 22 2
Name
v root
Default vHBA Behavior p VHBA
» Fibre Channel Adapter Policies » VHBA

v

LACP Policies

SAN Connectivity Policies

v

Storage Connection Policies

Threshold Policies

v

Create VHBA Template

vHBA Template =TempA

vHBA Template FC-TempB
Enter the vHBA template name for Fabric A.

Keep Fabric A selected.

Leave Redundancy Type as No Redundancy.

4.
5.
6.
7.

Select the VSAN previously created for Fabric A.
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8. Leave Initial Template as the template type.

9. Select the WWPN pool that you just created.

Create vHBA Template ? X
Name : | FC-TempA
Description
Fabric ID
Redundancy
Redundancy Type : ‘C\ No Redundancy () Primary Template () Secondary Template
Select VSAN : |HXSt0rA v Create VSAN
Template Type . [g Initial Template () Updating Template

Max Data Field Size : | 2048

WWPN Pool : I HX-WWPN1(32/32) » I
Pin Group : |<nut set> v

Stats Threshold Paolicy -

10. Click OK to create the VHBA template for Fabric A.

11. Repeat steps 1 to 10 to create the vHBA template for Fabric B.
Name : FC-TempB

Description
Owner

Fabric ID

Redundancy

Redundancy Type 4 fo‘ No Redundancy () Primary Template () Secondary Template

VSAN 2 l HXStorB v |

Target . Adapter

Template Type : |0' Initial Template () Updating Template

Max Data Field Size  : | 2048

Policies

WWPN Pool - | HX-WWPN1(24/32) v ‘
QoS Policy | <notset> v

Pin Group <not set> v ‘

Stats Threshold Policy : l default v

12. Click OK.
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Create SAN connectivity policy

To configure the necessary infrastructure SAN connectivity policy, follow these steps:
1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select SAN > Policies > root > Sub-Organizations.
3. Select the suborganization for the Cisco HyperFlex cluster.
4. Right-click SAN Connectivity Policies.

5. Select Create SAN Connectivity Policy.

asco UCS Manager

& All

v

v

v

v

6. Enter the name of the policy.
7. Select the previously created WWNN pool for the WWNN assignment.

8. Click the Add button at the bottom of the screen to add a vHBA for Fabric A.
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v root

» SAN Cloud

Default vHBA Behavior

Fibre Channel Adapter Policies
LACP Policies

SAN Connectivity Policies
Storage Connection Policies
Threshold Policies

vHBA Templates

vHBA Template FC-TempA

vHBA Template FC-TempB

Sub-Organizations

v HXStor

» Fibre Channel Adapter Policies

St
Create SAN Connectivity Policy
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Create SAN Connectivity Policy ?2 X
Name : FC-HX
Description :

A server is identified on a SAN by its World Wide Node Name (WWNN). Specify how the system should assign a WWNN to the server associated
with this profile.
World Wide Node Name

WWNN Assignment: HX-WWNN1(32/32) v

Create WWNN Pool

The WWNN will be assigned from the selected pool.
The available/total WWNNs are displayed after the pool name.

Name WWPN

No data available

9. In the Create VHBA dialog box, enter the name of the vHBA for Fabric A.

10. Select the Use vHBA Template checkbox.

11. Leave Redundancy Pair unselected.

12. In the VHBA Template list, select the VHBA template previously created for Fabric A.

13. In the Adapter Policy list, select VMWare.
Create vHBA ? X

Name FC-HXa
Use vHBA Template : &
Redundancy Pair : O Peer Name :

vHBA Template : | FC-TempA v Create vHBA Template

Adapter Performance Profile

Adapter Policy : | VMWare v i Create Fibre Channel Adapter Policy

14. Click OK.

15. On the Create SAN Connectivity Policy page, repeat steps 8 to 13 to add a vHBA for Fabric B.
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Create vVHBA ? X

Name FC-HXb

Use vHBA Template : @

Redundancy Pair : = Peer Name :

vHBA Template : | FC-TempB v Create vHBA Template

Adapter Performance Profile

Adapter Policy VMWare v Create Fibre Channel Adapter Policy

16. Click OK.
Apply SAN connectivity policy
Now assign this SAN connectivity policy to the Cisco HyperFlex service profile template.
1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Servers > Service Profile Templates > root > Sub-Organizations.
3. Select the suborganization for the Cisco HyperFlex cluster.

4. Click Service Templates hx-nodes-mb5 for Cisco HyperFlex M5 rack servers, or Service Templates
hx-nodes for Cisco HyperFlex M4 rack servers. If present, the service profile templates for the
computing-only nodes must be modified as well.

5. From the SAN Connectivity Policy drop-down list, select the SAN connectivity policy that you just
created.

alvale M
asco UCS Manager

Actions World Wide Node Name

Pool

Local Disk Configuration Policy

Local Disk Policy - HyperFlex-mS

SAN Connectivity Policy

Service Template hl-noa.—s-n'

» iSCSI WNICs

No data available

m Reset Values
6. Click Save Changes.

7. Click Yes to apply the changes to the service profiles.
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Save Changes X

Your changes:
Modify: conn-def (org-root/org-HXStor/ls-hx-nodes-m5/conn-def)
Property: sanConnPolicyName

Will require User Acknowledgement before the Reboot of:

Service Profile rack-unit-4 (org-root/org-HXStor/Is-rack-unit-4) [Server: sys/rack-unit-4
Service Profile rack-unit-1 (org-root/org-HXStor/ls-rack-unit- 1) [Server: sys/rack-unit-1
Service Profile rack-unit-3 (org-root/org-HXStor/ls-rack-unit-3) [Server: sys/rack-unit-3]
Service Profile rack-unit-2 (org-root/org-HXStor/ls-rack-unit-2) [Server: sys/rack-unit-2

Or pending changes will be applied during the next reboot.

Are you sure you want to apply the changes?

Yes No

8. After you have finished adding HBAs to the templates, the servers will require a reboot. Do NOT
reboot the Cisco HyperFlex servers at this time.

e UCS Manager 06 Q00066

= Al 5 Servers / Service Profile Templates / root / Sub-Organizations / HXStor / Service Template hx-no... Pending Activities X

e activities in the system requiring reboot
he Pending Activities button on the toolbar to acknow

Network Policies  Events

v Servers General

v Service Profiles

bgﬁ » root

v Service Profile Templates

Do not show again

7

Actions World Wide Node Name

9. Using the vSphere Web Client, place one of the Cisco HyperFlex system ESXi hosts in Cisco
HyperFlex maintenance mode.

vmware* vSphere Web Client

- .
(@ hx1-c220-2hxlabcisco.com G -

Getting Started | Summary | Monitor Con'

i o ‘ ,‘@, ,B g, hx1-c220-2.hx.lsb.cisco.c
|~ (32 10.29.145207 Hypervisor: Vid
v [aHx20C Modet Cisc

+ J Hxstor Processor Type: el

[@ hx1-c220-1.nx Jab.cisco.com Logical Processors: 80
§ hix1-c220-2 hx fab.cisco.c
@ Actions - hx1-c220-2 hx lab cisco.com o %
220-3 hx lab.cisco.cq

New Virtual Machine »
@ nx1-c220-4.nx iab.cisco.co

New vApp »
{5 SICUVM-WZP215008F3 State: Cont
{3 SICIVM-WZP215008GN Uptime. 2dx
i SICIVM-WZP21500BHC t;’

(G SICUIVM-WZP215008.4 Connection »

Virtual Machines: 1

%3 Deploy OVF Template

+ @ 1020.145.199 Maintenance Mode » o
8 hx2ves Power .{ Hardware
G hxavess Certificates =
{8 HXInstal-4.0.1b s £ Tags
torage
{3 RackTB-bkp 4 signed Tag Category Dest
£) Add Networking This list is empty.
Host Profiles »
Export System Logs.
Reconfigure for vSphere HA i
i Assi
[ Assign License
F
Settings Related Objects
Move To luster ) HXStor

o

Tags & Custom Attributes

Add Permission.
Alarms

© Recent Objects i

Viewed | Created

Remove from Inventory
@ nx1-c220-2 hxlab.cisco.com | status

) [1-c220-1.hclabc.. v Completed

@ hx1-c220-3 hxlab cisco.com All vCenter Orchestrator plugin Acti
[ nx1-c220-1.hxlab.cisco.com Cisco HX Maintenance Mode Enter HX Maintenance Mode

(2 10.20.145.207 Update Manager »|  Exit HX Maintenance Mode
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10. After the host has entered maintenance mode, go back to the Cisco UCS Manager management
GUI, open Pending Activities, click the Reboot Now checkbox for that single host, and then apply
the selection to reboot the associated node to complete the addition of the new hardware. Before

the acknowledgment, double-check to make sure that the right server is about to reboot.

Pending Activities

User Acknowledged Activities Scheduled Activities

Fabric Interconnects  Servers  Chassis Profiles
Y, Advanced Filter 4 Export  # Print |v| Show Current User's Activities | | Acknowledge All el
Name Overall Status Server Acknowledgment St..  Config. Trigger State  Reboot Now
Service Profiler..  Pending Reboot PSmeh =3 Waiting For User Waiting For Next Boot |V
Service Profile ra. Pending Reboot sys/rack-unit-2 Waiting For User
Service Profile ra Pending F p i e For User Waiting For Next Boot
Service Profile ra..  Pending Reboot o Waiting For User Waiting For Next Boot
Acknowledge
Pending Activities
Pending Disruptions : Up Time
Pending Changes : netw
operational-policies
storage
@ Details
oK Apply Cancel Help

11. After the node has rebooted, the HX Data Platform software will detect that the DirectPath /O

configuration has changed and must be reconfigured. This detection will result in one additional
automatic reboot of the node.

12. After the second reboot, exit the ESXi host from maintenance mode. The software-defined virtual

machine (SCVM) should start automatically without errors.

vmware* vSphere Web Client

fi=

@ hx1-c2202hxiabciscocom | (4 By b 1 [&

o |8 8 @

Getting Started | Summary | Monitor  Configure  Permi

v [5110.29.145.207
~ flaHx20C
~ [ Hxstor
[@ hx1-c220-1.hx.Iab.cisco.com

[@ hx1-c220-3 hx lab.cisco.com
@ nx1-c220-4.hx lab.cisco.com
(@ StCivVM-WZP21500BF3

G SICUVM-WZP215008GN

(5 StCHVM-WZP21500BHC

(5 SICHVM-WZP215008J4
v [@ 1020.145.199

iy hxavess

8 hxdvces

(5 HXInstal-4.0.1b

& RackTB-bkp

© Recent Objects X x|
 Viewed | Created Dy~
B hx1-c220-2 hxlab.cisco.com Task
& stCHVM-WZP21500BF3 Che
@ nx1-c220-3 nxlab.cisco.com

[@ hx1-c220-1.nxlab.cisco.com l

hx1-c220-2 hx_[ab_cisco.com (mainges - s
Actions - hx1-c220-2 hx lab.cisco.com (maintenance mc}

i

New Virtual Machine
New vApp
t® Deploy OVF Template.

Connection
Maintenance Mode
Power

Certificates
Storage
£ Add Networking

Host Profiles

Export System Logs.

[Bg Assign License.
Settings

Move To.
Tags & Custom Attributes

Add Permission
Alarms

Remove from Inventory

All vCenter Orchestrator plugin Actions

Update Manager

»
»

hx1-c220-2.hx.lab.cisco.com
Hypervisor. VM are ESXi, 6.5.0,
Model: Cisco Systems Inc H
Processor Type: Intek(R) Xeon(R) Gok
Logical Processors: 80

NICs. 8

Virtual Machines: 1
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State: Maintenance Mode
Uptime: 15 minutes
Lty
=
agent on this host is disabled
[ t
L
Category Description
This list is empty.
Assign
L
Svoiar
Status
v Completed

Enter HX Maintenance Mode |

aintenance Mode
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13. Check the health status of the cluster from Cisco HyperFlex Connect, verifying that the cluster is
healthy before proceeding to reboot the next node.

sl

HyperFlex Connect

€ Dashboard /3| OPERATIONALSTATUS

Online
MONITOR
0 A RESILIENCY HEALTH
Alarms \\ ¥ 1 Node failure can be tolerated
Healthy > i
W Events
g N CAPACITY Compression ____
Activity ) )
6.478 Deduplication 0%
ANALYZE
— 1 NODES 4 HXAF220C-MSSX
ldh Performance ==
== 4 Converged
PROTECT
VIRTUAL MACHINES POWERED ON SUSPENDED POWERED OFF
Replication
0VMS oo nmo oo

MANAGE
System Information
S Datastores

L virtual Machines - e U —— LN ) ) . o N

1 Upgrade

>~ webcul

14. Repeat steps 9 to 13 for each node in the cluster as necessary, until all of the nodes have been
rebooted and the new vHBAs are present.

"dith’ UCS Manager 206 Q00

- Al - Equipment / Rack-Mounts /| Servers | Server2 / Adapters / Adapter 1 / HBAS
. HBAs
* Equipment

Y, Advanced Fiter 4 Export & Print o

[/}

Connecting to an external Fibre Channel data store

The following procedure demonstrates a scenario in which a newly built or existing Cisco HyperFlex cluster
connects to an existing third-party Fibre Channel storage device. The Cisco HyperFlex system is built with
its own fabric interconnect switches and then connected to the upstream Fibre Channel switches where
the existing storage devices are also connected. For a different scenario, in which Cisco HyperFlex nodes
are added to the existing fabric interconnect domain, you must exercise caution and plan properly,
because the Cisco HyperFlex installer will overwrite any conflicting configurations in the existing Cisco UCS
domain: for example, quality-of-service (QoS) policy. This process may require an upgrade of the Cisco
UCS firmware or a change in the configuration of the upstream switches as well. All these changes can be
disruptive to the existing production environment and need to be carefully planned and implemented within
a maintenance window. You should contact your Cisco support team to make this kind of change when you
need to connect Cisco HyperFlex nodes to the existing fabric interconnect domain.
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In this document, Cisco MDS Fibre Channel switches are connected to the Cisco UCS fabric interconnects,
which are configured with some unified ports in end-host Fibre Channel mode. The third-party storage is
connected to the Cisco MDS switches. The VSAN IDs generated for the Cisco HyperFlex cluster in the
procedure described here must be identical to the VSAN IDs being used in your current environment for
the storage device that is configured on the Cisco MDS switches.

1. Open Cisco UCS Manager, expand Servers > Service Profiles > root > Sub-Organizations, click the
Cisco HyperFlex suborganization, expand the service profile of the first Cisco HyperFlex server, and
check the vHBA information for Fabric A.

"tseh’ UCS Manager

HXStor / Service Profile... / vHBAs / VHBA hx-ext-f... / vHBA If HXStorA

HXStorA

20:00:00:25:B5:A0:A%:4F
202

Logical

Fo

HXStorA

2. Open Cisco UCS Manager, expand Servers > Service Profiles > root > Sub-Organizations, click the
Cisco HyperFlex suborganization, expand the service profile of the first Cisco HyperFlex server, and
check the vHBA information for Fabric B.

Sub-

Ovguakiations HXStor / Service Profile... /| vHBAs / VHBA hx-ext-f... / vHBA If HXStorB

Servers / Service Profiles / root

HXStorB
20:00:00:25:85:A0:BA:4F
201

Logical

Fo

HXStor

3. Repeat steps 1 and 2 for all the Cisco HyperFlex nodes. Then record the WWPNs in the chart in
Table 4. You will need this information later for zone configuration on the Fibre Channel switches.
You can copy the WWPN value by clicking the vHBA in Cisco UCS Manager and then, in the right
pane, right-clicking the WWPN to copy it. For each WWPN, you can create a unique alias and use it
as part of the Fibre Channel zone configuration. Aliases can be easier to remember than the
WWPNSs. For example, you might create aliases HXnode1-vHBA1 and HXnode1-vHBA2.
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Table 4.

WWPNs on Cisco HyperFlex hosts

S

Cisco

HyperFlex

converged node 1

Cisco

HyperFlex

converged node 2

Cisco
conve

Cisco
conve

Cisco

computing-only node 5

Cisco

computing-only node 6

HyperFlex
rged node 3

HyperFlex
rged node 4

HyperFlex

HyperFlex

WWPN
Alias
WWPN
Alias
WWPN
Alias
WWPN
Alias
WWPN
Alias
WWPN

Alias

4. Alternatively, you can obtain the WWPN value on the ESXi host in vCenter on the Configuration tab.
Choose Storage Adapters > Cisco VIC FCoE HBA Driver > <<vmhba>>.

Navigator X | [J nx1-c2201hxlabciscocom | B ch [ (1) [ | {GhActions -~
d.Back Gefting Started Summary _ Monitor | Configure | Permissions VMs Datastores  Networks Update Manager
g Gumza 14?;07 B = H Storage Adaplers
HX2DC ASIOE08 = - Filter
~ prm—— + @ 48 a
g roxstor pre= s swta et

B hax1-c220-1.hx lab.cisco.com

@ hx1-c220-2.nx lab. cisco.com
@ nx1-c220-3 nx 1ab. cisco.com
[@ Mx1-c220-4 nx lab.cisco.com
il SICUVM-WZP21500BF3
b SICUVM-WZP21500BGN
i SICUVM-WZP21500BHC
b SICUVM-WZP215008.J4

Storage Devices.
Datastores.
Host Cache Configuration
Protocol Endpoints
1O Filters
~ Networking
Virtual switches.
VMkernel adapters
Physical adapters
TCPAP configuration
Advanced
~ Virtual Machines
VM Startup/Shutdown
Agent VM settings
Swap file location
Default VM Compatibility
~ System
Licensing
Time Configuration

Authentication Services

Fibre Cha.

Cisco VIC FCOE HBA Driver
vmhba3
vmhbad

Unknown
Unknown

20:00:00:25:65:a0:00:2f 20:00:00:25:b5:20:b8: 21 ]

Tewisburg SATA AHCI Controller

vmnba1 Block SCSI

Adapler Details

General

Name vmhba3

Model Cisco VIC FCoE HBA Driver
WWNN__ 20:00-00:25-b5:a0:00-2f
WWPN  20:00:00:25:5:a0:29-2f

v

Unknown

You must also record the WWPNSs for the storage ports, using the chart in Table 5, because you will
need them later for zone configuration on the Fibre Channel switches. This information can be found
using your storage device’s management tool. As with the WWPNSs you can create aliases, such as

Controller1-port1A and Controller1-port2B.
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Table5. Storage WWPNs

S

Storage device port1  WWPN
Alias
Storage device port2 WWPN
Alias
Storage device port3  WWPN
Alias
Storage device port4 WWPN
Alias

Note: In most deployments, the redundant connectivity of a storage array or controller uses multiple
connections to both sides of the Fibre Channel network. For example, port 1 here would be connected to
Fabric A only and not to Fabric B; meanwhile, port 2 would be connected to Fabric B only and not Fabric A.
Likewise, port 3 would be connected to Fabric A, and port 4 would be connected to Fabric B.

6. Log in to the Cisco MDS switch for Fabric A (MDS A) and verify that all Cisco HyperFlex vHBAs for
Fabric A have logged in to the name server and that they are in the same VSAN as the target
storage ports.

HX1- C25- MDSA# show fl ogi database vsan 202

| NTERFACE VSAN FCI D PORT NAME NODE NAME
fcl/ 13 202 0x180040 52:4a:93:77:ff:ef:a0:08 52:4a:93:77:ff:ef:a0:08
fcll/ 14 202 0x180060 52:4a:93:77:ff:ef:a0:09 52:4a:93:77:ff:ef:a0:09

port - channel 21 202 0x180080 24:15:00: 3a: 9c: 3c: 26: c0 20: ca: 00: 3a: 9c: 3c: 26: cl
port - channel 21 202 0x180081 20: 00: 00: 25: b5: a0: a9: 4f 20: 00: 00: 25: b5: a0: 00: 4f
port - channel 21 202 0x180082 20: 00: 00: 25: b5: a0: a9: 5f 20: 00: 00: 25: b5: a0: 00: 5f
port - channel 21 202 0x180083 20: 00: 00: 25: b5: a0: a9: 2f 20: 00: 00: 25: b5: a0: 00: 2f
port - channel 21 202 0x180084 20: 00: 00: 25: b5: a0: a9: 3f 20: 00: 00: 25: b5: a0: 00: 3f

7. Complete the following configuration to create the WWPN aliases using the values from the table.
HX1- C25- MDSA# confi gure
Enter configuration conmands, one per line. End with CNTL/Z.
HX1- C25- MDSA(confi g) # devi ce-al i as dat abase

HX1- C25- MDSA( confi g- devi ce-al i as- db) # devi ce-al i as name HXSt or Nla pwwn
20: 00: 00: 25: b5: a0: a9: 2f
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HX1- C25- MDSA( confi g- devi ce-al i as-db)# devi ce-al i as nane HXSt or N2a pwwn
20: 00: 00: 25: b5: a0: a9: 5f

HX1- C25- MDSA( confi g- devi ce- al i as- db) # devi ce-al i as name HXSt or N3a pwwn
20: 00: 00: 25: b5: a0: a9: 3f

HX1- C25- MDSA( confi g- devi ce-al i as-db)# devi ce-al i as nane HXSt or NMda pwwn
20: 00: 00: 25: b5: a0: a9: 4f

HX1- C25- MDSA( confi g- devi ce-al i as-db)# devi ce-alias conmit
HX1- C25- MDSA(confi g) # show devi ce-al i as dat abase

devi ce-al i as name HXSt or Nla pwwn 20: 00: 00: 25: b5: a0: a9: 2f
devi ce-al i as name HXSt or N2a pwwn 20: 00: 00: 25: b5: a0: a9: 5f
devi ce-al i as name HXSt or N3a pwwn 20: 00: 00: 25: b5: a0: a9: 3f
devi ce-al i as name HXSt or NMda pwwn 20: 00: 00: 25: b5: a0: a9: 4f

Total nunber of entries = 4
8. Create the WWPN aliases for the storage devices if necessary.
HX1- C25- MDSA( confi g) # devi ce-al i as dat abase
HX1- C25- MDSA( confi g- devi ce-al i as-db)# devi ce-alias nane PureC0a pwwn 52:4a:93:77:ff:ef:al:08
HX1- C25- MDSA( confi g- devi ce-al i as-db)# device-alias comm t

HX1- C25- MDSA( confi g) # show fl ogi dat abase vsan 202

| NTERFACE VSAN FCI D PORT NAME NODE NAME

fcl/ 13 202 0x180040 52:4a:93:77:ff:ef:a0:08 52:4a:93:77:ff:ef:a0: 08
[ Pur eC0a]

fcll 14 202 0x180060 52:4a:93:77:ff:ef:a0:09 52:4a:93:77:ff:ef:a0: 09
[ Pur eCOb]

port - channel 21 202 0x180080 24:15:00: 3a: 9c: 3c: 26: c0 20: ca: 00: 3a: 9c: 3c: 26: c1

port - channel 21 202  0x180081 20: 00: 00: 25: b5: a0: a9: 4f 20: 00: 00: 25: b5: a0: 00: 4f
[ HXSt or Nda]

port - channel 21 202  0x180082 20: 00: 00: 25: b5: a0: a9: 5f 20: 00: 00: 25: b5: a0: 00: 5f
[ HXSt or N2a]

port - channel 21 202  0x180083 20: 00: 00: 25: b5: a0: a9: 2f 20: 00: 00: 25: b5: a0: 00: 2f
[ HXSt or N1a]

port - channel 21 202  0x180084 20: 00: 00: 25: b5: a0: a9: 3f 20: 00: 00: 25: b5: a0: 00: 3f
[ HXSt or N3a]

Total nunber of flogi = 7.
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9. Create the zones and add device-alias members (or WWPN members) for the Cisco HyperFlex
servers.

HX1- C25- MDSA(confi g) # zone nane HXStor Nda vsan 202
HX1- C25- MDSA( confi g- zone) # menber devi ce-alias PureQa
HX1- C25- MDSA( confi g- zone) # nenber devi ce-al i as HXSt or Nda
HX1- C25- MDSA( confi g-zone) # zone nanme HXSt or N3da vsan 202
HX1- C25- MDSA( confi g- zone) # nenber devi ce-alias HXSt or N3a
HX1- C25- MDSA( confi g- zone) # nenber devi ce-alias PureQa
HX1- C25- MDSA( confi g-zone) # zone nanme HXSt or N2a vsan 202
HX1- C25- MDSA( confi g- zone) # nenber devi ce-alias PureQa
HX1- C25- MDSA( confi g- zone) # nenber devi ce-al i as HXSt or N2a
HX1- C25- MDSA( confi g-zone)# zone nanme HXStor Nla vsan 202
HX1- C25- MDSA( confi g- zone) # nenber devi ce-al i as HXSt or Nla
HX1- C25- MDSA( confi g- zone) # nenber devi ce-alias PureQa
HX1- C25- MDSA( confi g- zone) # exit

10. Create a zone set and add the zones.
HX1- C25- MDSA( confi g) # zoneset name HXStor-a vsan 202
HX1- C25- MDSA( confi g- zoneset ) # menber HXSt or Nla
HX1- C25- MDSA( confi g- zoneset ) # menber HXSt or N2a
HX1- C25- MDSA( confi g- zoneset ) # menber HXSt or N3a
HX1- C25- MDSA( confi g- zoneset ) # menber HXSt or Nda
HX1- C25- MDSA( confi g- zoneset ) # exi t

11. Activate the zone set.
HX1- C25- MDSA( confi g) # zoneset activate name HXStor-a vsan 202
Zoneset activation initiated. check zone status

12. Validate the active zone set and verify that all Cisco HyperFlex vHBAs and the target storage ports
are logged in to the switch (verify that * appears next to the devices).

HX1- C25- MDSA(confi g) # show zoneset active vsan 202
zoneset name HXStor-a vsan 202
zone nane HXSt or Nda vsan 202
* fcid O0x180040 [ pwwn 52:4a:93:77:ff:ef:a0: 08] [PureC0a]
* fcid 0x180081 [ pwwn 20: 00: 00: 25: b5: a0: a9: 4f] [ HXSt or Mda]

zone nane HXStorN3a vsan 202

* fcid 0x180084 [pwwn 20: 00: 00: 25: b5: a0: a9: 3f] [ HXSt or N3a]
* fcid 0x180040 [ pwwn 52:4a:93:77:ff:ef:a0: 08] [PureC0a]

© 2020 Cisco and/or its affiliates. All rights reserved. Page 49 of 64



zone nane HXStor N2a vsan 202

* fcid 0x180040 [ pwwn 52:4a:93:77:ff:ef:a0: 08] [PureC0a]

* fcid 0x180082 [ pwwn 20: 00: 00: 25: b5: a0: a9: 5f] [ HXSt or N2a]

zone nane HXStorNla vsan 202

* fcid 0x180083 [ pwwn 20: 00: 00: 25: b5: a0: a9: 2f] [ HXSt or N1a]

* fcid 0x180040 [ pwwn 52:4a:93:77:ff:ef:a0:08] [PureC0a]

13. Log in to the Cisco MDS switch for Fabric B (MDS B) and complete the zoning process as in steps 7
to 13.

14. Create host groups for the Cisco HyperFlex nodes, create volumes on the storage system, and map
the volumes to the host group. Follow your storage vendor’s documentation to complete these
processes.

15. Return to vCenter and verify that the provisioned volume is attached to the Cisco HyperFlex hosts.
After the Fibre Channel zoning and LUN masking is complete, you may need to click Rescan to see
the newly provisioned devices in the list.

U | [ Launch vSphere Client (HTMLS) | | huich@HXLAB.CISCO.COM = | Help -

vmware* vSphere Web Client

. e ———— ]
| Navigator X [ hxtc2201nxiabciscocom @ b (1) [y | {ShActons v |=
|
| 4 Back Getting Started Summary  Monitor J Configure ‘ Permissions VMs Datastores Networks Update Manager
D | @ a e « Storage Adaplers
~ (5)10.20.145.207
~ [laHX2DC ~w Storage + B0 - Q Filter ~)
st Adapts ———————————
- Hoxsir o e
B hx1-c220-1 hx lab cisco.com | Storage Devices Claco VIC FCoE HBA Drivar
i t;6220:2 ke gl com Datastores [ vmnoa3 Fibre Cha...  Online 20:00.00:25:65:30.00:21 20.00:00:25'05:30:39.21
ﬁ ie1-c220-3 b cisco com Host Cache Configuration hbad Fibre Ch; Oni 20:00:00:25:05:30:00:21 20:00:00:25:b5:30:ba:2f
3 r :
[ mc1-c220-4.nxIab cisco.com vmnes 9 Cha... | Onine @ obe
B SICUVM-WZP215008F3 Protocol Endpoints Lewisburg SATA AHCI Controller
i SICIVM-WZP215008GN 1O Filters vmhbat Block SCSI | Unknown
B SICHVM-WZP21500BHC + Networking
5y SICHVM-WZP 2150084 Virtual switches
VMkernel adapters
< = v
Physical adapters
TCPAP configuration Adapter Details
Advanced
Properties | Devices | Paths
~ Virtual Machines 9
VM Startup/Shutdown & A1 Actions ~ [[3~ Q Fiter -

Capacity

10000 GB = Attached

Operational ___Hardware Acceleration

Agent VM Settings Name Lun e
Supported )

(F‘URE Fibre Channel Disk (naa 254  disk

Swap file location

Defauit VM Compatibility
v System

Licensing

Time Configuration

Authentication Services - £ =
« £ »

16. On the Datastores tab, select New Datastore to add the new storage volume to the Cisco HyperFlex
cluster as a shared VMware Virtual Machine File System (VMFS) data store.

QU | | Launch vSphere Ciient (HTML5) | | Administrator@VSPHERE.LOCAL ~

vmware* vSphere Web Client #

Dhxsor| O B %% B | G-

i

|
H 4 Back Gefting Started  Summary Monitor Configure  Permissions Hosts VMs ' Datastores |) Networks  Update Manager
|9 |8 B8 @ - ‘
| IVG 10.29.145.207 [ Datastore Clusters |
| - [gHxenc -
7! HXSlor I ¢ Register V... (@ BrowseFil.. ¥ Refresh C... B Increase D... ) Manage St.. | {g§ Actions v g (Q
{§ 1x1-c220-1.hc lab cisco.com Name 1v|Status Type Datastore Cluster Capacity Free
@ hx1-c220-2 hx lab cisco.com 3 SpringpathDS-WZP215008J4 | @ Normal VMFS 6 216 GB 211.98 GB
| ﬂ hx1-c220-3.hx. lab.cisco.com B SpringpathDS-WZP21500BHC | @ Normal VMFS 6 216 GB 211.98 GB
| ﬂ hx1-c220-4.hx lab.cisco.com B SpringpathDS-WZP21500BGN |@ Normal VMFS 6 216 GB 21198 GB
{p StCHIVM-WZP215008F3 3 SpringpathDS-WZP21500BF3 | @ Normal VMFS 6 216 GB 207.18 GB
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17. Review your data store on the Datastores tab for each host in the Cisco HyperFlex cluster and verify
that this shared data store is accessible for all the Cisco HyperFlex hosts. Now you can migrate
storage on any virtual machines or perform other storage operations as necessary. You can mount
an existing VMFS data store on the external storage array and use Storage vMotion to move the
existing virtual machines to the Cisco HyperFlex cluster too.

vmware* vSphere Web Client = I | huich@HXLAB.CISCO.COM » | Help ~

_ A

| Navigator X [ hxtc2202hxiabciscocom B - b ) (& | {GhActons ~ =
4 Back Gefting Started  Summary Monitor Configure  Permissions VM | Datastores | Networks  Update Manager
|| © @ =] Q

v (5110.29.145.207

D

v [lgHxanc 3 New Datas... | gfp Register V.. (g BrowseFil.. (¥ Refresh C.. [ IncreaseD... [} Manage St.. | {gp Actions ~ B (Q Fiter ~)
i 2 — %
i S Name 1afStts Type Datastore Cluster Capaciy Free
@ hx1-c220-1.nx lab.cisco.com & Puredt oN s R alen
B hx1-c220-2 hx lab.cisco.com - >
B SpringpathDS-WZP21500B8F3 |@ Normal VMFS 5 216 GB 207.64 GB

[ nx1-c220-3.hx lab.cisco.com
[§ hx1-c220-4.nx lab.cisco.com
{5}y StCtiVM-WZP215008F 3
& StCIVM-WZP21500BGN
&5(C(1VM»WZP215005HC
& SICHIVM-WZP215008J4

Expanding Cisco HyperFlex clusters with SAN-boot computing-only nodes

Cisco HyperFlex clusters that are composed of both converged nodes and computing-only nodes are built
by first applying service profiles specific to Cisco HyperFlex to Cisco HyperFlex converged nodes, then
installing ESXi, and then expanding the cluster with computing-only Cisco UCS nodes (which can be
standalone Cisco UCS C-Series Rack Servers or Cisco UCS B-Series Blade Servers). The expansion of
Cisco HyperFlex clusters is not supported with the Cisco Intersight platform at the time that this document
was written. Therefore, the on-premises Cisco HyperFlex installer appliance must be used. The Cisco
HyperFlex installer is distributed as a deployable virtual machine in the OVA file format through a
downloadable ISO image from Cisco.com. The installer virtual machine has a wizard for cluster expansion.

Note: To add a node that uses a different CPU family than the one already in use in the Cisco HyperFlex
cluster, the Enhanced vMotion Compatibility (EVC) mode must be enabled in vCenter before the expansion.

For more details, see the Cisco HyperFlex Systems Installation Guide.

Before proceeding with the expansion process, the steps described earlier for creating the vHBAs, World
Wide Name (WWN) pools, and SAN connectivity policy must have been completed, and these settings
must have been applied to the compute-nodes or compute-nodes-mb5 service profile templates, similar to
the way the changes were applied to the Cisco HyperFlex converged node service profile templates.

To expand an existing Cisco HyperFlex cluster with a SAN-boot computing-only node, complete the
following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Expand Servers > Service Profile Templates > root > Sub-Organizations.
3. Select the suborganization for the Cisco HyperFlex cluster.

4. Right-click Service Profile Template compute-nodes (or compute-nodes-m5 for Cisco UCS M5
servers) and click Create Service Profiles from Template.
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UCS Manager

Connected to San Jose Duo - SSL.
‘% All - Servers : verivive rivine roipawes ¢ 1

E s General Storage Network
rvice Profiles
Actions
oot
» Sub-Organizations Create Service Profiles From Template
- ‘reate a Clone
H » HXStor Create a Clone
rvice Profile Templates
F— Associate with Server Pool
— oot
Change Maintenance Policy
r Sub-Organizations
E Change UUID
v HXStor
Change Management IP Address
J{} Service Template compute-nodes

Create Service Profiles From Template

iSCSI vNICs
Create a Clone

» vHBAs
¥, YNICs Associate with Server Pool
» Service Template compute- Change UUID

Service Template hx-nodes

Service Template hx-nodes: Change Local Disk Configuration Policy

» Sub-Organizations Change Dynamic vNIC Connection Policy
licies Change Serial over LAN Policy
oot Modify vNIC/vHBA Placement
+ Adapter Policies Copy
£ A4l

+ BIOS Defaults

5. Enter the naming prefix of the service profiles that will be created from the template.

6. Enter the starting number of the service profiles being created and the number of service profiles to
be created.

Create Service Profiles From Template 2 X

Naming Prefix : | blade
Name Suffix Starting Number : | 1

Number of Instances |1

7. Click OK and then click OK again to complete the creation of the service profile.

8. Expand Servers > Service Profiles > root > Sub-Organizations and select the appropriate Cisco
HyperFlex suborganization.

9. Click the service profile you just created for the additional computing-only node (the Cisco UCS
B200 M4 server in this configuration). Right click and choose Change Service Profile Association.
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asco. UCS Manager

= All v Servers / Service Profiles / root / Sub-Orgz
E v Service Profiles General Storage Network iISCS
v root
Fault Summary
'L'?E v Sub-Organizations

v HXStor ® e

Q0 0 0

i

blade1

Change Initial Power State

» rack-unit-1

» rack-unit-2

S _e bciated
birack-tniE=3 Rename Service Profile

]

> rack-unit-4 Create a Clone

%

» Sub-OrganiZ Up

v Service Profile Templ3 Unassociated

v root Change Service Profile Association Unassigned

v Sub-Organization] Associate with Server Pool State” is the

a Bind to a Template set via UCSM.
v HXStor bt s
v Service Tent Unbind from the Template s.arver power
tails" Tab
iSCSI vNICs
> yHiBAs Actions

10. In the Server Assignment drop-down list, choose Select Existing Server.

11. In the list of available servers, choose the blade server to which you want to assign the service
profile and then click OK.

Associate Service Profile B X

Select an existing server pool or a previously-discovered server by name, or manually specify a custom server by entering its chassis and slot ID. If
no server currently exists at that location, the system waits until one is discovered.

You can select an existing server or server pool, or specify the physical location of the server you want to associate with this service profile.

Server Assignment:| Select existing Server v

®) Available Servers All Servers

Select Chassis ID Slot Rack ID PID Procs Memory Adapters

Restrict Migration L

12. Click Yes to acknowledge that the server will reboot to apply the service profile.
13. Click OK. Wait until the overall status of the server becomes OK.

14. Verify that the vHBAs are created on this server for Fabrics A and B.
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asco UCS Manager

- Al v Equipment / Chassis / Chassis 1 / Servers / Server 1 / Adapters / Adapter 1 / HBAs / HBA 1
) » PSUs ' Event A isti
v Servers
Fault Summary Properties
= v Server 1
D 1
o i ® O ©
P ° Py 0 5 Vendor Cisco Systems Inc
e v. Adapter 1 : ) vHBA org-root/org-HXStor/ls-blade 1/fc-hx-ext-fc-a
w DCE Interfaces PCle Address 0a:00.0
= DCE Interface 1 Status WWPN 20:00:00:25:B5:A0:A9:0F
Original WWP :00:00:00:00:00:00:
R Operability: ¢ Operable Onginal WWEN - 00:00:00:00:00:00:00:00
E - WWNN 20:00:00:25:85:A0:00:0F
DCE Interface 5 Actions Onginal WWNN - 00:00:00:00:00:00:00:00
P DCE Interface 7 Fabric Port sys/chassis-1/slot-1/host/port-1 Purpose - General
Ctivity
v:HBAS Name hx-ext-fc-a Type Virtual

HBA 2

15. Follow the procedure described in the preceding section to configure the Cisco MDS switches
properly.

16. Create a boot LUN on the storage disk array and then assign it to the blade server that will be
expanded into the Cisco HyperFlex cluster as a computing-only node. Record the LUN ID; you will
need it later to define the boot LUN in the Cisco UCS boot policy. Best practices normally prescribe
that boot-from-SAN volumes and LUNs use ID 0 or 1 for ease of identification and consistency.

17. In Cisco UCS Manager, click the Servers tab in the navigation pane.

18. Expand Servers > Service Profiles > root > Sub-Organizations and select the appropriate Cisco
HyperFlex suborganization.

19. Click the service profile for the computing-only blade server. Right-click and choose Unbind from
the Template. Click OK to continue.

20. Click the service profile. On the Storage tab, click Local Disk Configuration Policy and select Change
Local Disk Configuration Policy.

asco. UCS Manager

= All - Servers / Service Profiles / root /| Sub-Organizations / HXStor / Service Profile hxb1
E v Servers General Storage Network iSC NICs vMedia Policy Boot Order Virtual Machines FC Zones Policies Server Details
~ Service Profiles Storage Profiles Local Disk Configuration Policy vHBAS VHBA Initiator Groups
~ root
» Sub-Organizations Actions Local Disk Configuration Policy

: 3 v HXStor [g,w,,L Local Disk Configuration Policy ] Local Disk Policy hx-compute

hucb1 Local Disk Policy Instance : org-rootforg-HXStor/local-disk-config-hx-compute
=

» iSCSI vNICs
— » vHBAs

» vNICs
Jf! » rack-unit-1 (HXStor)

rack-unit-2 (HXStor)

-

rack-unit-3 (HXStor)

v

rack-unit-4 (HXStor)

-

Sub-Organizations

21. In the pop-up window, select Create Local Disk Configuration Policy.
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Change Local Disk Configuration Policy 7 X

Warning

Changing the Disk Policy may result in Data loss.

Select the Local Disk C 1 Policy:| hy v

[Cveate Local Disk Configuration Policy J

22. Enter the name of the new policy, select No Local Storage mode and leave FlexFlash state set as
Disable. Click OK to create the new local disk configuration policy.

Create Local Disk Configuration Policy ?2 X
Name : | hxSanLocal

Description

Mode : | No Local Storage v

FlexFlash

FlexFlash State : |(e) Disable (") Enable

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Please ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State : |(e) Disable () Enable

FlexFlash Removable State : |0 Yes () No (@) No Change

If FlexFlash Removable State is changed, SD cards will become unavailable temporarily.
Please ensure SD cards are not in use before changing the FlexFlash Removable State.

“ Cancel

23. Now change the local disk configuration policy to the newly created policy for the SAN-boot server.
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Change Local Disk Configuration Policy

Waming

Changing the Disk Policy may result in Data loss.

Select the Local Disk Configuration Policy:| hx-compute v

Select the Local Disk Configuration Policy:

Create a Local Disk Policy

No Disk Policy

HyperFlex
HyperFlex-m5
default
hx-compute

hx-compute-m5

hxSanLocal

24. Click OK twice.

25. For the service profile, click the Boot Order tab and select Modify Boot Policy.

‘dseh’ UCS Manager

‘% Al - Servers / Service Profiles / root /| Sub-Organizations / HXStor / Service Profile hxb1
Storage  Network WMedia Poli
°] ~ Service Profiles
v root Actions
&5 v Sub-Organizations
v HXStor
= » ISCSI WNICs Name hx-compute
o icy Instance t/org-HXStor/boot -policy -hx-c
wikiiia Boot Policy Instance ) : ’
s Description boot policy for Hype:
= » WNICs -
o . Reboot on Boot Order Change : No
» rack-unit-1 (HXStor) Enforce vNIC/VHBA/ISCSI Name : Yes
£ » rack-unit-2 (HXStor) Boot Mode Legacy

WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
R The effective order of boot devices
» rack-unit-4 (HXStor) If Enforce vNIC/VHBA/ISCSI Name i«
If it is not selected, the vNI

» rack-unit-3 (HXStor)

VNIC/VHBA/ISCSI does not
otherwise the vNIC/vt

» Sub-Organizations

Cancel

Virtual Machines FC Zones Policies

same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
a config error will be reported.
BA with the lowest PCle bus scan order is used.

Boot Order
v Service Profile Templates
+ — Y,AdvancedFiter 4 Export # Print
v root
Name Order - vNIC/v Type W
~ Sub-Organizations
> HXStor

v Service Template compute-nc

26. In the pop-up window, click Create Boot Policy.

© 2020 Cisco and/or its affiliates. All rights reserved.

Page 56 of 64



Modify Boot Policy D X

Boot Policy: hx-compute v

Name © hx-compute
Description © Recommended boot policy for HyperFlex servers
Reboot on Boot Order Change : No
Enforce vNIC/VHBA/ISCSI Name : Yes
Boot Mode . Legacy
WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC/VHBA/ISCSI Name is selected and the vNIC/vHBA/ISCSI does not exist, a config error will be reported.
If it is not selected, the vNICs/vHBASs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.

Boot Order
4+ =— YsAdvancedFiter 4 Export # Print el
Name Order 2 WNICAHBAJS.. Type LUN Name WWN Slot Number Boot Name Boot Path Description
CD/DVD ]
Local Disk 2

D -

27. Create a new boot policy in the boot order including SAN boot configuration. For the SAN target
devices, make sure that the WWPNs and LUN IDs are consistent with the values for the storage

system.
Properties for: Boot Policy hxb1 X
General Events
Delete Name . hxpl
Show Policy Usage Description
Owner . Local
Reboot on Boot Order Change : I
Enforce VNIC/VHBA/ISCSI Name : ¥
Boot Mode : | e Legacy () Uef
Waming

The type (primary/secondary) does not indicate a boot order presence.

The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC/vHBA/iSCSI Name is selected and the vNIC/vHBA/ISCSI does not exist, a config error will be reported.

If it is not selected, the vNICs/vHBASs are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.

f N
# Local Devices Boot Order
+ = YsAdvanced Filter 4 Export & Print el
@ CIMC Mounted vMedia Name NICIVHBA/ISCSI WNIC  Type LUN Na.. WWN
w SAN Primary hx-ext-fc-a Primary
® vNICs
SAN Target Pr Primary 254 52:4A:93:77:FF:EF:A0:09
@ vHBAs w SAN Secondary hx-ext-fc-b Secondary
SAN Target Pr Primary 254 52:4A:93:77:FF:EF:A0:19
¥ iSCSI vNICs CD/DVD
Local Disk
@ EFI Shell S d
OK Cancel Help
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28. Click OK twice to return to the Modify Boot Policy page. Change the boot policy to the newly
created SAN boot policy.

29. Click OK.

30. Click Yes to acknowledge that the server will reboot to apply the changes to the service profile.

31. In Cisco UCS Manager, launch the keyboard, video, and mouse (KVM) console for the blade server.
32. On the KVM console, choose Virtual Media > Activate Virtual Devices.

33. After the activate virtual devices process is completed, map the custom Cisco HyperFlex ESXi ISO
image to the KVM CD/DVD device.

34. Reboot the server from the KVM-mapped virtual DVD (vDVD) device: that is, the custom Cisco
HyperFlex ESXi ISO file. You will see a customized Cisco boot menu. In the Cisco customized boot
menu, select Compute-Only Node - Install to Remote Disk (SAN) and then press Enter.

HyperFlex Converged Node HX PIDs Only (DD NOT USE
Only Node Install to SD C
Li

Fully Interactive Install (DO NOT USE FOR UPGRADE)

Exit and boot according to BIOS

T DO NOT USE FOR UPGRADE. THIS WILL DESTROY THE NODE. Enter ERASE (all CAPS) and hit ENTER.
| EEr e |
e

Enter “"ERASE" in all CAPS to confirm and agree to start the installation.
This is a DESTRUCTIVE process and canmot be reversed. Ensure a re-image is required.

HyperFlex

35. Enter ERASE and then press Enter. The ESXi installer will continue the installation process
automatically. Wait until the installation is complete and the server boots successfully.

36. When the server reboots after installation of the ESXi operating system, verify that the server booted
from a LUN on the remote storage array.

Cisco VIC FC, iver Version 4.3(3b)

(C) 2016 C >0 s, Inc
PURE 524a93?7?ffefad0®

Option ROM installed succe

)

37. Now expand the existing Cisco HyperFlex cluster with this SAN-boot server. Open a web browser
on the local computer and navigate to the IP address of the installer virtual machine. Log in to the
Cisco HyperFlex installer appliance using the root account.

38. Select the workflow by choosing Standard Cluster from the drop-down Expand Cluster list.
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iy HyperFlex Installer

Workfiow

Select a Workflow

¢ 9% "°

Expand Cluster

Advanced Option @ | know what I'm doing, let me customize my workflow

Standard Cluster

Stretch Cluster

39. Select the Run Hypervisor Configuration, Deploy HX Software, and Expand HX Cluster options. Click

Continue.

ettty HyperFlex Installer

Workflow

Select a Workflow

@ Run Hypervisor Configuration

¥  Deploy HX Software

L4 Expand HX Cluster

& Show me the standard workflows

40. Enter the Cisco UCS Manager and VMware vCenter credentials and click Continue.

41. Verify that the cluster IP address is detected correctly, or enter the address manually. Enter the

cluster access information and click Continue.
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sl HyperFlex Installer

cisco
Cluster Expand Configuration
Select a Cluster to Expand Configuration «
HXStor o Credentials
ONLINE g 10.29.133.55
HEALTHY £ admin
169.254.161.1 10.29.145.207
10.29.133.22 administrator@vsphere.local
4
55X
NOT_SUPPORTED
Cluster Management Hostname User Name Password
1029.13322 admin ®

42. Select the associated blade server from the Server Selection list. Click Continue.

Server Selection Configure Server Ports Refresh

Associated (1)

s B Server Name Status Model Serial Assoc State Service Profile Actions
5 or r
v Server 1/1 ok UCSB-5200- FCH2036J2PE  associated org-roo.iorg»HXSton R Actions
Ma hxBlade

43. Enter the hypervisor settings and click Continue.
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I HyperFlex Installer

VLAN Configuration

VLAN for Hypervisor and Hyperflex management

VLAN Name VLAN ID

hx-inband-mgme 2041 st

VLAN for VM vMotion

VLAN Name VLAN ID

hx-vmotion 3042

Configure common Hypervisor Settings

Subnet Mask Gateway

DNS Domain Name

hx lab.cisco.com

Hypervisor Settings

¥ Make IP Addresses and Hostnames Sequential

= Name Serial Static IP Address

Server 171 FCH2036J2PE

Hypervisor Credentials

Admin User name

root

¥ The hypervisor on this node uses the factory default password

VLAN for Hyperflex storage traffic

VLAN Name

VLAN for VM Network
VLAN Name(s)

vmenetwork

typervisor Configuration

Configuration
Credentials
VLAN 1D
3042
10
sdrministraton@vsphe:
VLAN 1D(s)
3044

Cluster Expand Configuration

Server Selection

DNS Server(s)

Hostname

@ You are required to change the factory default password. Enter a new password for the hypervisor

New Password Confirm New Password

44. Add the IP address for the hypervisor management and data networks. Enter the controller virtual
machine password. There are no storage controller IP addresses because this is a computing-only

node.
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HyperFlex Installer

IP Addresses

@ Make IP Addresses Sequentia

Management - VLAN 3041

Hypervisor

Server 1/1
10.29.133.36

Controller VM Password

Controller VM Password

45, Click Start to start the cluster expansion

Storage Controller T

Add Compute Server

IP Addresses

Add Converged Server

Credentials

Data - VLAN 3042
(FQDN or IP Address)

Hypervisor

169.254.161.36

Storage Controller @

Configuration -

admin

10.29.145207

administrator@vsphere.locs

root

Cluster Expand Configuration

Server Selection

FCH20362PE / UCSB-B200-M4

Hypervisor Configuration

< Back

process.

hx-inband-mgmt
3041
hx-storage-dats
3042

hx-vmotion
3043
vm-network
3044

255.255.255.0 -

46. Review the summary screen upon completion of the Cisco HyperFlex cluster expansion.

sl
cisco

HyperFlex Installer

Cluster Name HXStor (TS (TR
Version

Cluster Management IP Address

Cluster Data IP Address

Replication Factor

Available Capacity

Servers

Model Serial Number Management Hypervisor

HXAF220C-M55X WZP21500BHC 10.29.133.32
HXAF220C-M55X WZP21500BF3 10.29.133.33
HXAF220C-M55X WZP21500BGN 10.29.133.34
HXAF220C-M5SX WZP21500B)4 10.29.133.35

4.0.16-33133

10.29.133.22

169.254.161.1

6478

Management Storage Controller

10.28.133.40

10.29.133.41

10.20.133.42

10.29.13343

Summary

vCenter Server

vCenter Datacenter Name

vCenter Cluster Name

DNS Server(s)

NTP Server(s)

Data Network Hypervisor

169.254.161.2

169.254.161.4

169.254.161.6

169.254.161.8

hx2vc65.hx.lab.cisco.com

HX2DC

HXStor

10.29.133.61

72.163.32.44

Data Network Storage Controller

169.254.161.3

169.254.161.5

169.254.161.7

169.254.161.9

[UCSBVBZDGVMJ FCH2036)2PE 10.29.133.36

169.254.161.36
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47. Launch Cisco HyperFlex Connect and verify that the status of Cisco HyperFlex cluster is Healthy.
Click System Information and check the system status. Verify that the SAN-boot blade server has
been added to the Cisco HyperFlex cluster as a computing-only node.

@ Dasnboard @ HxStor Actions
onune

uuuuuuu

HX14C220-1 | HXAF220C-MSSX | 7 Disks (1 Caching 6 Persistent)

Online &

FA— HX1-C2203 | HXAF220CMSSX | 7 Disks {1 Caching 6 Persistent) ‘

entsor daress 102913335 |

48. Before putting the expanded Cisco HyperFlex cluster into production, complete the necessary post-
installation tasks.

Conclusion

In today’s rapidly evolving IT world, many organizations need to store tiered data using various storage
technologies not only to protect their existing investments but also to meet government compliance
requirements. A proven industry leader, Cisco provides converged infrastructure that integrates Cisco UCS
servers, Cisco MDS SAN switches, and Fibre Channel storage systems from our partners. This integrated
solution is offered in a validated design, accelerating the deployment and simplifying the management of
the IT infrastructure for customers. Cisco HyperFlex systems provide optimized hyperconverged
infrastructure for any workload at any scale. This solution provides an excellent choice of hardware and
storage for the high-performing virtual infrastructure required for many new applications. The coexistence
of Cisco HyperFlex systems with traditional SAN-based integrated systems gives customers the flexibility
to choose how and where to allocate their data and provides a solid foundation for building a more robust,
adaptive, and efficient IT environment.
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For more information
For additional information, see the following:

o Cisco HyperFlex products, services, and solutions: https://www.cisco.com/go/hyperflex

¢ Cisco Fibre Channel SAN products, services, and solutions:
https://www.cisco.com/site/us/en/products/networking/cloud-networking-switches/storage-area-

o Cisco Converged Infrastructure products, services, and solutions:
https://www.cisco.com/site/us/en/solutions/computing/converged-infrastructure/index.html
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