Fehlerbehebung bei Registry-Namespace-Pods
im ImagePullBackOff-Zustand
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Einleitung

In diesem Dokument werden das Problem und die Lésung der Registry-PODs im
ImagePullBackOff-Zustand beschrieben.

Problem

Die Registrierungseintrage im Cluster Manager (CM) der Ultra Cloud Core Subscriber
Microservices Infrastructure (SMI) befinden sich im ImagePullBackOff-Status.

cl oud- user @ ab- depl oyer-cm pri nary: ~$ kubectl get pods -A -o wide | grep -v "Running"

NAVESPACE NAME READY
STATUS RESTARTS ACE I P NCDE NOM NATED NODE
READI NESS GATES

registry charts-cee-2020-02-2-1-1-0 0/1
ImagePullBackOff 0 100d 10. 10. 10. 178 | ab- depl oyer-cm pri nmary <none>
<none>

registry charts-cl uster-depl oyer-2020-02-2-35-0 0/1
ImagePullBackOff 0 100d 10. 10. 10. 180 | ab- depl oyer-cm pri nmary <none>
<none>

registry regi stry-cee-2020-02-2-1-1-0 0/1
ImagePullBackOff 0 100d 10. 10. 10. 198 | ab- depl oyer-cm pri nmary <none>
<none>

registry regi stry-cluster-depl oyer-2020-02-2-35-0 0/1
ImagePullBackOff 0 100d 10. 10. 10. 152 | ab- depl oyer-cm pri nmary <none>
<none>

registry sof t war e- unpacker -0 0/1
ImagePullBackOff 0 100d 10. 10. 10. 160 | ab- depl oyer-cm pri nmary <none>
<none>

Der Common Execution Environment (CEE) Deployer zeigt 0 % der Systembereitschaft an, da die
ausstehende Systemsynchronisierung wahr ist.

[ depl oyer/ cee] cee# show system

system uui d 012345678- 9abc-0123-4567- 000011112222

system st atus depl oyed true

system status percent-ready 0.0

system ops-center repository https://charts.10.192.1.1.nip.iol/cee-2020.02.2.35
system ops- cent er - debug status fal se

system synch runni ng true

system synch pendi ng true.



https://charts.10.192.1.1.nip.io/cee-2020.02.2.35

Verwenden Sie Secure Shell Protocol (SSH), um eine Verbindung mit CEE herzustellen. Der
Fehler 404 Not Found wird gemeldet.

[ depl oyer/ cee] cee#

Message from confd-api - manager at 2022-05-05 01:01:01..

Hel m update is ERROR Trigger for update is CHANGE. Message i s:

WebApplicationException: HTTP 404 Not Found

com googl e. common. util. concurrent. UncheckedExecuti onExcepti on

javax. ws.rs. WebAppl i cati onException: HTTP 404 Not Found

at com googl e. conmon. cache. Local Cache$Segnent . get (Local Cache. j ava: 2052)

at com googl e. common. cache. Local Cache. get (Local Cache. j ava: 3943)

at com googl e. cormon. cache. Local Cache. get Or Load( Local Cache. j ava: 3967)

at com googl e. conmon. cache. Local Cache$Local Loadi ngCache. get (Local Cache. j ava: 4952)

at

com br oadhop. confd. confi g. proxy. dao. Hel mReposi t or yDAO. get Chart Ver si on( Hel nReposi t or yDAQ. j ava: 638
)

at

com br oadhop. confd. confi g. proxy. dao. Hel nReposi t or yDAQ. i nst al | Rel ease( Hel nReposi t or yDAQO. j ava: 359)
at

com br oadhop. confd. confi g. proxy. dao. Hel nReposi t or yDAO. sendConfi gur ati on( Hel mReposi t or yDAQ. j ava: 2
54)

at

com br oadhop. confd. confi g. proxy. servi ce. Confi gurati onSynchManager . run( Confi gurati onSynchManager
j ava: 233)

at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal | (Executors. j ava: 511)

at java.util.concurrent. FutureTask.runAndReset (Fut ureTask. j ava: 308)

at

java. util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. access$301( Schedul edThr eadP
ool Execut or. j ava: 180)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. run( Schedul edThr eadPool Exec
utor.java: 294)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wr ker . r un( Thr eadPool Execut or . j ava: 624)

at java.lang. Thread. run(Thread. j ava: 748)

Caused by: javax.ws.rs.WbApplicationException: HTTP 404 Not Found

at

com br oadhop. confd. confi g. proxy. dao. Hel nReposi t or yDAQ. ret ri eveHel m ndex( Hel nReposi t oryDAQ. j ava: 6
20)

at com broadhop. confd. confi g. proxy. dao. Hel nReposi t or yDAG$2. | oad( Hel nReposi t or yDAO. j ava: 114)

at com broadhop. confd. confi g. proxy. dao. Hel nReposi t or yDAG$2. | oad( Hel nReposi t or yDAO j ava: 112)

at com googl e. conmon. cache. Local Cache$Loadi ngVal ueRef er ence. | oadFut ur e( Local Cache. j ava: 3524)

at com googl e. conmon. cache. Local Cache$Segnent . | oadSync(Local Cache. j ava: 2273)

at com googl e. conmon. cache. Local Cache$Segnent . | ockedGet Or Load( Local Cache. j ava: 2156)

at com googl e. conmon. cache. Local Cache$Segnent . get (Local Cache. j ava: 2046)

Analyse

1. Uberprifen Sie die Konfiguration des Helm-Repositorys in CEE Deployer.
[ depl oyer/ cee] cee# show runni ng-config helm
hel m def aul t -repository base-repos
hel m repository base-repos
url https://charts.10.192.1.1.nip.io/cee-2020.02.2.35
exit
2. Fragen Sie die Datei index.yam| der URL vom primaren Cluster Manager ab, um

sicherzustellen, dass die 404-Antwort gesendet wird.

cl oud- user @epl oyer-cm prinmary: ~$ curl -k https://charts.10.192.1.1.nip.iolcee-
2020. 02. 2. 35/ i ndex. yani

default backend - 404

3. Abfragebildliste mit dem kubectl describe pod aus. Aufgrund des Beschreibungsfehlers ist kein



https://charts.10.192.1.1.nip.io/cee-2020.02.2.35
https://charts.10.192.1.1.nip.io/cee-2020.02.2.35/index.yaml
https://charts.10.192.1.1.nip.io/cee-2020.02.2.35/index.yaml

Bild vorhanden.

cl oud- user @ ab- depl oyer-cm pri mary: ~$ kubect| descri be pod ops-center-cee-I|abcl uster-ops-
center-df 69975c7-gzszg -n cee-l abcluster | grep |nage

I mage: docker.10.192.1.1.nip.iolcee-2020.02.2.35/sm -apps/ cee-ops-
center/2020.02. 2/ confd_init:0.7.0-00001111

I mage I D: docker-pullable://docker.10.192. 1. 1. ni p.i o/ cee-2020.02. 2. 33/ sni - apps/ cee- ops-
center/2020.02. 2/ confd_i nit @ha256: 01234567890123456789012345678901234567890123456789012345
67890123

I mage: docker. 10.192.1.1.nip.iol/cee-2020.02.2.35/smi-|ibraries/ops-
center/2020.02.2/crd_registry:0.7.1-00002222

I mage | D: docker-pul |l abl e://docker.10.192.1.1.nip.iol/cee-2020.02.2.27/sm-libraries/ops-
center/2020.02. 2/ crd_regi stry@ha256: 012345678901234567890123456789012345678901234567890123
4567890123

I mage: docker. 10.192.1.1.nip.iol/cee-2020.02.2.35/smi-|ibraries/ops-
center/2020.02. 2/l ocal _storage_init:0.7.1-00003333

I mage | D: docker-pul | abl e://docker.10.192.1.1.nip.iol/cee-2020.02.2.27/sm-libraries/ops-
center/2020.02. 2/ |1 ocal _storage_i nit @ha256: 012345678901234567890123456789012345678901234567
8901234567890123

I mage: docker. 10.192.1.1.nip.iol/cee-2020.02.2.35/smi-libraries/ops-
center/2020. 02. 2/ confd: 0. 7. 1-00004444

I mage | D: docker-pul | abl e://docker.10.192.1.1.nip.iol/cee-2020.02.2.27/sm-libraries/ops-
cent er/2020. 02. 2/ conf d@ha256: 0123456789012345678901234567890123456789012345678901234567890
123

I mage: docker. 10.192.1.1.nip.iol/cee-2020.02.2.35/smi-|ibraries/ops-

center/ 2020. 02. 2/ confd_api _bridge: 0. 7. 1- 00005555

I mage | D: docker-pul | abl e://docker.10.192.1.1.nip.iol/cee-2020.02.2.33/smi-libraries/ops-
cent er/2020. 02. 2/ confd_api _bri dge@ha256: 01234567890123456789012345678901234567890123456789
01234567890123

I mage: docker.10.192.1.1.nip.iolcee-2020.02.2.35/sm -apps/ cee-ops-

cent er/ 2020. 02. 2/ product _confd_cal | back: 0. 7. 0- 00006666

I mage | D: docker-pullable://docker.10.192. 1. 1. ni p.i o/ cee-2020.02. 2. 27/ sni - apps/ cee-ops-
cent er/2020. 02. 2/ product _confd_cal | back@ha256: 01234567890123456789012345678901234567890123
45678901234567890123

I mage: docker. 10.192.1.1.nip.iol/cee-2020.02.2.35/smi-|ibraries/ops-
center/2020.02. 2/ ssh_ui : 0.7.1-00007777

I mage | D: docker-pul | abl e://docker.10.192.1.1.nip.iol/cee-2020.02.2.35/smi-libraries/ops-
cent er/2020. 02. 2/ ssh_ui @ha256: 012345678901234567890123456789012345678901234567890123456789
0123

I mage: docker. 10.192.1.1.nip.iol/cee-2020.02.2.35/smi-libraries/ops-

center/2020. 02. 2/ confd_notifications:0.7.1-00008888

I mage | D: docker-pul | abl e://docker.10.192.1.1.nip.iol/cee-2020.02.2.27/sm-libraries/ops-
center/2020.02. 2/ confd_notificati ons@ha256: 01234567890123456789012345678901234567890123456
78901234567890123

. Ausfuihren des kubectl describe pod -Befehl fur die Namenszustandsregistrierung.
. Ausflihren des kubectl get pods -A -o wide | grep -v "Running” , um den Status der PODs in allen

Namespaces im Kubernetes-Cluster zu Uberprifen.

cl oud- user @ ab- depl oyer-cm pri mary: ~$ kubectl describe pod charts-cee-2020-02-2-1-1-0 -n
registry

Vol unes:

charts-vol une:

Type: HostPath (bare host directory vol une)

Pat h: /dat a/ sof t war e/ packages/ cee-2020. 02. 2. 1. 1/data/charts
Host Pat hType: DirectoryOrCreate

Event s:

Type Reason Age From Message

Normal BackOFf 9nmBs (x104861 over 16d) kubel et Back-off pulling image
"dockerhub.cisco.com/smi-fuse-docker-internal/smi-apps/distributed-
registry/2020.02.2/apache:0.1.0-abcd123"

Warni ng Fail ed 3nb9s (x104884 over 16d) kubelet Error: | magePul | BackO f



cl oud- user @ ab-depl oyer-cm pri mary: $ kubectl describe pod charts-cluster-deployer-2020-02-
2-35-0 -n registry

Name: charts-cl uster-depl oyer-2020-02-2-35-0

Namespace: registry

Priority: 1000000000

Priority Cass Nane: infra-critical

Node: | ab-depl oyer-cmprinmary/10.192.1.1

Start Tinme: Thu, 01 Jan 2022 13:05: 03 +0000

Label s: chart-app=charts-cl uster-depl oyer-2020-02-2-35

conponent =charts

control | er-revision-hash=charts-cl ust er-depl oyer-2020- 02- 2- 35- 589f df 57b8
regi stry=cl ust er-depl oyer-2020. 02. 2. 35

st at ef ul set. kuber net es. i o/ pod- name=chart s-cl ust er - depl oyer - 2020- 02- 2- 35- 0
Annot ations: cni.projectcalico.org/podl P: 10.10. 10. 180/ 32

cni . projectcalico.org/podl Ps: 10.10.10. 180/ 32
sidecar.istio.io/inject: false

Stat us: Pendi ng

I P: 10.10.10. 180

| Ps:

I P: 10.10.10. 180

Controlled By: Stateful Set/charts-cl uster-depl oyer-2020-02-2-35

Cont ai ners:

charts:

Cont ai ner | D:

I mage: dockerhub. ci sco. conf sm -fuse-docker-internal/sm -apps/distributed-
regi stry/ 2020. 02. 2/ apache: 0. 1. 0- abcd123

| mage | D:

Port: 8080/ TCP

Host Port: 0/ TCP

State: Waiting

Reason: | magePul | BackOr f

Ready: Fal se

Restart Count: O

Envi ronnent: <none>

Mount s:

/var/run/ secrets/kubernetes.iol/serviceaccount from default-token-qcmhx (ro)
/var/ww/ ht m / cl ust er - depl oyer-2020. 02. 2. 35 from charts-volunme (rw
Condi tions:

Type Status

Initialized True

Ready Fal se

Cont ai ner sReady Fal se

PodSchedul ed True

Vol unes:

charts-vol une:

Type: HostPath (bare host directory vol une)

Pat h: /dat a/ sof t war e/ packages/ cl ust er - depl oyer - 2020. 02. 2. 35/ dat a/ charts
Host Pat hType: DirectoryOrCreate

def aul t - t oken- gcmhx:

Type: Secret (a volume popul ated by a Secret)

Secr et Nanme: defaul t -t oken-gcnhx

Optional : fal se

QS O ass: BestEffort

Node- Sel ectors: <none>

Tol erations: node. kubernetes.i o/ not-ready: NoExecut e op=Exi sts for 30s
node. kuber net es. i o/ unr eachabl e: NoExecut e op=Exi sts for 30s

Events:

Type Reason Age From Message

Normal BackOff 118s (x104949 over 16d) kubelet Back-off pulling image
"dockerhub.cisco.com/smi-fuse-docker-internal/smi-apps/distributed-
registry/2020.02.2/apache:0.1.0-abcd123"

cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages/ cl ust er - depl oyer -



2020. 02. 2. 35/ dat a/ chart s$

cl oud- user @ ab- depl oyer-cm pri mary: $ kubectl get pods -A -o wide | grep -v "Running"
NAMESPACE NAME READY STATUS RESTARTS AGE | P NODE NOM NATED NODE READI NESS GATES

regi stry charts-cee-2020-02-2-1-1-0 0/1 | magePul | BackOff 0 100d 10. 10.10.178 | ab-depl oyer -
cmprinmary <none> <none>

regi stry charts-cluster-depl oyer-2020-02-2-35-0 0/1 ErrlnagePull 0 100d 10.10. 10. 180 | ab-
depl oyer-cm pri mary <none> <none>

registry registry-cee-2020-02-2-1-1-0 0/1 ErrlmagePull 0 100d 10.10.10. 198 | ab-depl oyer-cm
primary <none> <none>

registry registry-cluster-depl oyer-2020-02-2-35-0 0/1 | magePul | BackOff 0 100d 10. 10. 10. 152
| ab- depl oyer-cm primary <none> <none>

regi stry software-unpacker-0 0/1 | magePul | BackOff 0 100d 10. 10. 10. 160 | ab- depl oyer-cm
primary <none> <none>

6. Bestatigen Sie die Dateien im Cluster-Bereitsteller.
cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages$ cd cl ust er-depl oyer -
2020. 02. 2. 35/
cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages/ cl ust er - depl oyer - 2020. 02. 2. 35%
11
total 12
drwxrwxr-x 3 303 303 4096 Jan 1 2021 ./
drwxrwxrwt 5 root root 4096 Mar 1 11:39 ../
drwxrwxr-x 5 303 303 4096 Jan 1 2021 data/
cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages/ cl ust er - depl oyer - 2020. 02. 2. 35%
cd dat a/
cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages/ cl ust er - depl oyer -
2020. 02. 2. 35/ data$ ||
total 20
drwxrwxr-x 5 303 303 4096 Jan 1 2021 ./
drwxrwxr-x 3 303 303 4096 Jan 1 2021 ../
drwxr-xr-x 2 303 303 4096 Mar 1 12:55 charts/
drwxr-xr-x 4 303 303 4096 Aug 10 2021 depl oyer-inception/
drwxr-xr-x 3 303 303 4096 Aug 10 2021 docker/
cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages/ cl ust er - depl oyer -
2020. 02. 2. 35/ data$ cd charts/
cl oud- user @ ab- depl oyer-cm pri mary: / dat a/ sof t war e/ packages/ cl ust er - depl oyer -
2020. 02. 2. 35/ data/ charts$ |
total 116
drwxr-xr-x 2 303 303 4096 Mar 1 12:55 ./
drwxrwxr-x 5 303 303 4096 Jan 1 2021 ../
-rwr--r-- 1 303 303 486 Aug 10 2021 i ndex. yani
-rwr--r-- 1 303 303 102968 Mar 1 12:55 smni-cluster-deployer-1.1.0-2020-02-2-1144-
210826141421- 15f 3d5b. t gz
cl oud- user @ ab- depl oyer-cm pri mary:/tnp$
cl oud-user @ ab-depl oyer-cmprimary:/tnmp$ 1ls /tmp/k8s-* -al
-rwr--r-- 1 root root 2672 Sep 7 2021 /tnp/k8s-offline.tgz.txt

Losung

Das Problem wird als durch den Cluster-Synchronisierungsfehler verursacht angesehen. Die
Lésung besteht darin, eine Cluster-Synchronisierung vom Inception Server auf den CM High
Availability (HA) durchzufiihren.

1. Verwenden Sie SSH, um eine Verbindung mit dem Inspektionsserver herzustellen.
2. Verwenden Sie SSH, um eine Verbindung zum Port 2022 des Betriebszentrums
herzustellen.

cl oud-user@l | -in-one-vm ~$ ssh admin@localhost -p 2022
3. Uberpriifen Sie, ob sich der Cluster im Inception Server befindet.



[all-in-one-base-vn] SM C uster Depl oyer# show clusters
. Uberpriifen und bestétigen Sie die Konfiguration des Clusters. In diesem Beispiel lautet der
Clustername "lab-deployer".

[al | -in-one-base-vni SM C uster Deployer# show running-config clusters lab-deployer
. Fihren Sie die Cluster-Synchronisierung aus.

[all-in-one-base-vni SM Cluster Deployer# clusters lab-deployer actions sync run debug
. Uberwachen der Synchronisierungsprotokolle

[all-in-one-base-vni SM C uster Depl oyer# monitor sync-logs lab-deployer

Successful cluster sync | ogs exanple bel ow :
Wednesday 01 Decenber 2021 01:01:01 +0000 (0:00: 00. 080) 0: 33: 08. 600 ****

2021-12-01 01:01: 01.230 DEBUG cl uster_sync. ca-depl oyer: Cluster sync successful
2021-12-01 01:01: 01. 230 DEBUG cl uster_sync. ca-depl oyer: Ansible sync done
2021-12-01 01:01: 01.231 I NFO cl uster_sync. ca-depl oyer: _sync finished. Opening lock

. Verwenden Sie SSH, um eine Verbindung zum Cluster Manager herzustellen, und stellen Sie
sicher, dass die PODs im Status "running" (Wird ausgefuhrt) sind.

cl oud- user @ ab- depl oyer-cm pri mary: ~$ kubect| get pods -A -o wide | grep -v "Running"
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