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Einflihrung

In diesem Dokument wird beschrieben, wie eine Paketerfassung (pcap) von einem VXML-
Gateway fur Signal- und Sprachanalysen abgerufen wird.

Voraussetzungen

Anforderungen
Cisco empfiehlt, Uber Kenntnisse in folgenden Bereichen zu verflugen:

- Unified Customer Voice Portal (CVP)
- Voice Extensible Markup Language Gateway (VXML GW)
- Whireshark-Tool

Verwendete Komponenten

Dieses Dokument ist nicht auf bestimmte Software- und Hardwareversionen beschrankt.

Die Informationen in diesem Dokument wurden von den Geraten in einer bestimmten

Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben mit einer leeren
(Standard-)Konfiguration begonnen. Wenn |hr Netzwerk in Betrieb ist, stellen Sie sicher, dass Sie

die potenziellen Auswirkungen eines Befehls verstehen.

Paketerfassung auf VXML-Gateway durchfiihren

Mit diesem Verfahren fiir die Schnittstelle g0/0 kénnen Sie ein pcap fiir die Uberpriifung von

Signalisierung und Medien vom Cisco VXML GW erhalten. Sie missen den Schnittstellennamen

im Befehl in den entsprechenden Namen andern.



conf t

ip traffic profile test mode capture
bidirectional

exit

int g0/0
ip traffic apply test size 20000000
end

traffic int g0/0 clear
traffic int g0/0 start

VXML-Gateway erfasst Datenverkehr, also fihren Sie einen Testanruf durch und stoppen Sie
schnell die Paketerfassung.

traffic int g0/0 stop
Geben Sie den folgenden Befehl ein, um die pcap-Datei auf einen TFTP-Server zu kopieren.

traffic int g0/0 copy tftp://x.x.x.x/g00.pcap
Um die pcap auf einen FTP-Server zu kopieren, geben Sie diesen Befehl ein.

traffic int g0/0copy ftp://username:password@x.x.x.x/g00.pcap
Der Screenshot zeigt die pcap-Datei port1.pcap, die mit dem Wireshark-Tool gedffnet wurde.

,‘ portlpeap [Wireshark 1.103 (SVN Rev 53022 from /trunk-1.10)] o |led e
Eile Edit View Go Capture Analyze Statistics Telephony Tools [ntemnals Help

oo AW BERXS AesaDTFL Qe FE®E a8

Filter: E|E=prmion... Clear ly Save
Mo, Time Source Destination Protocol Length Info
1 0.000000 10.251.93.10 10.251.62.208 55H 92 Encrypted response packet Tlen=52
2 0.000183 10.251.93.10 10.251.100. 50 TACACS+ 217 Q: Accounting
3 0.003746 10.251.100.50 10.251.93.10 TACACSH 57 R: Accounting
4 0.107792 10.251.93.10 10. 251.100. 50 TCP 40 35576 > tacacs [ACK] Seq=1 Ack=1 win=3984 Len=0
5 0.203785 10.251.93.10 10.251.100. 50 TCP 40 63840 > tacacs [ACK] Seq=178 Ack=18 Win=3785 Len=0
60.251243 10.251.62.208 10.251.93.10 TCcp 40 58357 > ssh [ack] Seq=1 Ack=53 Win=65288 Len=0
7 1.000105 10.251.93.10 10.251.100.21 syslog 143 LOCAL7.NOTICE: 48: 058316: Apr 6 20:58:28.410: X¥RITE-5-CAPTURE_START: started IP traffic capture for interf
81.000125 10.251.93.10 10.251.132.13 Syslog 143 LOCAL7.NOTICE: 48: 058316: Apr 6 20:58:28.410: ¥RITE-5-CAPTURE_START: Started TP traffic capture for interf
9 5.037823 10.251.93.33 10.251.93.10 sIp 508 Request: OPTIOMS sip:10.251.93.10 |
10 5.038359 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 ok |
11 5.703503 10.251.93.56 10.251.93. 255 BROWSEF 229 Host Announcement USQLCAWS1, workstation, Server, SQL Server, NT wWorkstation, NT Server
12 7.201722 10.250.93.57 10.251.93.10 sIP 1358 Request: INVITE 5ip:5555522222222221362@VXMLGWLA. omnicare. com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 SIP 493 status: 100 Trying |
14 7.203494 10.251.93.10 10.250.93. 57 SIP/SDF 1100 Status: 200 oK |
7

. 236543 10, 250.93.57 10.251.93.10 SIP/SDF 804 Request: ACK S1p:5555522222222221362@10.251.93.10:5060 |

19 7.265345 10.251.93.10 10.250.93.57 TCP 576 [TCP segment of a reassembled Pou]
Nn = srmame  as ara an re an mra anan e R R T e e T -
# Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
Raw packet data
Internet Protocol version 4, src: 10.251.93.10 (10.251.93.10), Dst: 10.251.62.208 (10.251.62.208)
Transmission Control Protocol, Src Port: ssh (22), Dst Port: 58357 (58357), Seq: 1, Ack: 1, Len: 52
S5H Protocol

5 EEE

0000 45 0 00 5c 39 58 00 00 ff 06 cf b3 0a fb 5d Qa

0020 50 18 10 20 5a 49 00 00 74 b5 3d a1l 5f 93 T1 69
0030 87 61 14 3f 83 53 05 66 ea 27 3c 64 Se 99 84 92
0040 dO 8e 26 75 a3 f0 el 5e 74 b9 9d 77 55 aB cd 91
0050 55 4b 36 71 3e Oc 6b 16 9c c6 40 Oc

@ 7| File: "C:\customen\brad\portl,peap” 390 kB ... | Packets: 1727 - Displayed: 1727 {100.0%) - Load time: ... | Profile: Default

Uberpriifen

Verwenden Sie dieses Verfahren, um zu Uberprifen, ob die Paketerfassung giiltig ist.

Schritt 1: SIP-Signalisierung filtern.



Geben Sie sip-Schlisselwort in das Filter-Textfeld ein.

pol
File Edit View Go Copture Analyze Stefistics Telephony Tools Intemals Help

@AM BRXS Aesad Tl

Qb wD® k| &

Filter: | sip E Expression... Clear Apply Save
Mo, Time Source Destination Protocol Length Info A
9°5.037823 0. 3 508 Request: OPTIONS 51p:10.251.93.10 F
10 5.038359 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 OK |
12 7.201722 10.250.93.57 10.251.93.10 SIP 1358 Request: INVITE s5ip:5555522222222221362@VXMLGWLA, omnicare, com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 5IP 493 status: 100 Trying |
14 7.203494 10.251.93.10 10.250.93.57 SIP/SDF 1100 Status: 200 OK |
15 7.236543 10.250.93.57 10.251.93.10 SIP/SDE 804 Request: ACK sip:55555222232222221362@10.251.93.10:5060 |
436 10.045310 10.251.93.33 10.251.93.10 SIP 508 Request: OPTIONS sip:10.251.93.10 |
437 10.045836 10.251.93.10 10.251.93.33 5Ip/SDF 1007 5tatus: 200 OK |
711 11.870965 10.250.93.57 10.251.93.10 sIP 498 Request: BYE $1p:5555522222222221362@10.251.93.10:5060 |
714 11.872078 10.251.93.10 10.250.93.57 SIP 561 Status: 200 oK |
732 15.053366 10.251.93.33 10.251.93.10 5IP 508 RequesT: OPTIONS sip:10.251.93.10 | =
733 15.053737 10.251.93.10 10.251.93.33 SIP/5DF 1008 status: 200 OK |
734 20.123097 10.251.93.33 10.251.93.10 5IP 508 Request: OPTIONS sip:10.251.93.10 |
735 20.123454 10.251.93.10 10.251.93.33 SIP/SDF 1008 Status: 200 OK |
736 25.130902 10.251.93.33 10.251.93.10 5Ip 508 Request: OPTIONS sip:10.251.93.10 |
737 25.131482 10.251.93.10 10.251.93.33 SIP/SDF 1007 Status: 200 OK |
738 27.719707 10.251.93.57 10.251.93.10 SIP/SDF 1284 Request: INVITE sip:5555522222222221363@VXMLGWLA. ommicare. com; transport=udp |
739 27.721307 10.251.93.10 10.251.93.57 sIp 481 status: 100 Trying |
740 27.721345 10.251.93.10 10.251.93.57 SIP/SDF 1022 Status: 200 oK |
775 27.874125 10.251.93.57 10.251.93.10 5IP 488 Request: ACK s1p:5555522222222271363@10.251.93.10:5060 |
1010 30. 200873 10.251.93.33 10.251.93.10 S5IP 508 Request: OPTIONS sip:10.251.93.10 |
1011 30.201266 10.251.93.10 10.251.93.33 SIP/SDF 1006 Status: 200 OK |
1513 35.208687 10.251.93.33 10.251.93.10 sIP 508 Request: OPTIONS sip:10.251.93.10 |
1514 35.209051 10.251.93.10 10.251.93.33 SIP/SDF 1008 Status: 200 OK | =
- I1£en 3£ AT0£ID 4n %E1 A3 ET in %E1 63 an cTn e c4n:EECEEDT3359%955%4 3E3A1A SC1 A3 4A.CAEA | i -

|@ Frame 9: 508 bytes on wire (4064 bits), 508 bytes captured (4064 bits)

% Raw packet data

|@ Internet Protocol version 4, Src: 10.251.93,33 (10.251.93.33), Dst: 10.251.93.10 (10.251.93.10)
# User Datagram Protocol, Src Port: 58B00 (58800), bst Port: sip (5060)

|@ session Initiation Protocol (OPTIONS)

| 54z-;rpo rt
|00a0 46 6f 72 77 61 72 64 73 3a 20 37 30 Od 0a 43 &f Forwards :

© B | File: "Ci\customen\brad\portl.pcap” 390 kB ... | Packets: 1727 - Displayed: 28 (1.6%) - Load time: (:00.... | Profile: Default

Schritt 2: Offnen Sie die RTP-Streams mit dem Wireshark Player.

- Navigieren zu Telefonie - VolP-Anrufe
. Wahlen Sie den betreffenden Anruf aus.
- Player auswéhlen

M portlpcep [Wireshark1.10.3 (SVN Rev 53022 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

e@ 48 BREXS AesTF L laaab *«B®% B

Filter: ' sip Izlf_xpnssinn... Clear Apply Save
No. Time Source Destination Protocol Length Info
9 5.037823 10.251.93.33 10.251.93.10 SIP 508 Request: OPTIONS sip:10.251.93.10 |
10 5.038359 10.251.93.10 10.251.93.33 S5IP/SDF 1007 Status: 200 ok |
12 7.201722 10.250.93.57 10.251.93.10 SIP 1358 Request: INVITE sip:5555522222222221362@vXMLGWLA. omnicare. com; transport=udp |
13 7.203454 10.251.93.10 10.250.93.57 SIP 493 status: 100 Trying |
14 7.203494 10.251‘_%‘ 10 10.250.93.57 SIP/SDF 1100 Status: 200 OK |

15 7.236543 10.250.| s e
436 10.045310 10, 251 M Portlipcsp - VolP Calls
437 10.045836 10.251.
711 11.870965 10.250. Detected 2 VolP Calls. Selected 1 Call.

714 11.872078 10.251. - 2 it
= 4 4 4 4 4 4 4 1
732 15.053366 10,251 Start Time Stop Time Initial Speaker From To Protocol Packets State Cormments

733 15.0523737 10.251. 7201722 11872078 10.250.93.57 "USRXL Main AA - Vanda | <sip:555552222222222136: SIP 6 COMPLETED

734 20.123087 10.251 27.719707 36979711 10.25 ! 5555522222223 6 COMPLETED
735 20.123454 10.251,
736 25.130902 10.251.
737 25.131482 10.251,
738 27.719707 10.251.
739 27.721307 10.251,
740 27.721345 10.251.
775 27.874125 10.251.
1010 30.200873 10.251
1011 30.201266 10.251.]
1513 35.208687 10.251.
1514 35,209051 10.251.| “ [ | »

1E00 & N7EETD AN 51

.\

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

Frame 9: 508 bytes on
Raw packet data
Internet Protocol vers
User Datagram Protocol, 5rc Port: 58800 (58800), Dst Port: sip (5060)
Session Initiation Protocol (OPTIONS)

EEEEE

Schritt 3: Klicken Sie auf Decode.



‘ portl.pcap [Wireshark1103 (SVN Rev 53022 from /trunk-1.10)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© © & port.peap Vol RTP Plyer =g =
Filter: =] View as time of day
Mo, = e
Jitter buffer [ms] 50 [ Use RTP timestamp Decode Play Stop

1
1 2BVXMLGWLA. omnicare. com; transport=udp |
it T T P s
14 7.203494 10.251.93.10 10.250.93. 57 SIP/SDE 1100 Status: 200 ok |

15 7.236543 10.250.
436 10.045310 10.251.
437 10.045836 10.251.
711 11.870965 10.250. Detected 2 VolP Calls, Selected 1 Call,
714 11.872078 10.251.

M portl.pcap - VolP Calls ._‘:'_”_El_ (1>

i - i 4 it 4 4 4 4 4 4 4
732 15.053366 10,251, Start Time Stop Time Initial Speaker flom = To -Pmto(ul Packets State Comments
733 15.053737 10.251. 7.201722 11872078 10.250.93.57 USRXL Main AA - Vanda | <5ip:555552222222222136: SIP 6 COMPLETED
734 20.123097 10.251. 27719707 36979711 102519357 +18505471607 <sip:+1859! <5ip:555552222222233136: SIP 6 COMPLETED

735 20.123454 10.251.
736 25.130902 10.251.
737 25.131482 10.251.
738 27.719707 10.251.
739 27.721307 10.251,
740 27.721345 10.251.
775 27.874125 10.251.
1010 30.200873 10.251.
1011 30.201266 10.251.
1513 35.208687 10.251.
1514 35.209051 10.251. 4 I b

N I

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

Frame 9: 508 bytes on ] T |
Raw packet aaﬁf Prepare filter, | Flow Player | Close 1

Internet Protocol Vers

BHEB

Schritt 4: Wiedergabe der Aufzeichnung.

Um die aufgezeichnete Konversation wiederzugeben, wahlen Sie die dekodierte Grafik fir den
betreffenden Anruf aus und wahlen Wiedergabe.

M portlpcap [Wireshark 1103 (SVN Rev 53022 from /trunk-1.10)]
File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help

e ®

M portl.pcap - VoIP - RTP Player

Filter:

Mo.
Sl e S : P s g M e )

28VXMLGWLA. omnicare. com; transport=udp |

il
it
i 28 29s 20s 21s 22s 33s 24s 35s
« IH | 3

[ From 10.251.93.177:20796 to 10.251.93.10:18902 Duration:8.08 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wrong Timestamp: 0{0.0%) :E =] ”__3_'

I 4 Packets 4 State 4 Comments 1
6 COMPLETED
6 COMPLETED

73 | 28s : 29s ] 30s ) 31s ) 32s ; 33s - 34s 35s
73 « il = r
73 [¥] From 10.251.93.10:18902 to 10.251.93.177:20798 Duration:0.20 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wrong Timestarmp: 0(0.0%)

74 [7] View as time of day

77
101 Jitter buffer [ms] | 50 =[] UseRTP timestamp Decode l I Play Pause Stop
101
351
151 - ] ¢

1500 26 A7E&7I 40 961

Total Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 0

Rom GO i
Raw packet data | Prepare Filter Flow Player Seled se

internet Protocol vers

| User Datagram Protocol, Src Port: 58800 (58800), Dst Port: sip (5060)
Session Initiation Protocol (OPTIONS)

[

]

Mit dem beschriebenen Verfahren kdnnen Probleme mit der Audioqualitat, unidirektionalem Audio
oder schlechten Luftbedingungen behoben werden.

Diese Debug-Befehle kdnnen zur weiteren Diagnose auf dem VXML-Gateway eingegeben
werden.

debug ccsip mess
debug ccsip error



debug
debug
debug
debug
debug
debug
debug
debug

voip
voip
http
voip
voip
voip
voip
voip

ccapi inout

dialpeer inout

client all

application script
application wvxml

rtp session named-events
rtp sess nse

rtp
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