ASA/PIX: IPsec-VPN-Client-Adressierung tber
DHCP-Server mit ASDM-Konfigurationsbeispiel
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Einflihrung

In diesem Dokument wird beschrieben, wie die Cisco Adaptive Security Appliance (ASA) der Serie
5500 so konfiguriert wird, dass der DHCP-Server allen VPN-Clients mithilfe des ASDM (Adaptive
Security Device Manager) oder der CLI die Client-IP-Adresse bereitstellt. Der ASDM bietet
erstklassige Sicherheitsverwaltung und -Uberwachung Uber eine intuitive, benutzerfreundliche
webbasierte Verwaltungsschnittstelle. Sobald die Cisco ASA-Konfiguration abgeschlossen ist,
kann sie mit dem Cisco VPN Client verifiziert werden.

Weitere Informationen zum Einrichten der VPN-Verbindung zwischen einem Cisco VPN-Client (4.x
fur Windows) und der PIX/ASA 7.x-Sicherheitsldsung der Serie PIX 500 finden Sie unter
Konfigurationsbeispiel fur die Authentifizierung von RADIUS (gegen Active Directory) und Cisco
VPN Client 4.x mit Windows 2003. Der Remote-VPN-Client-Benutzer authentifiziert sich tber
Active Directory mithilfe eines RADIUS-Servers des Microsoft Windows 2003 Internet
Authentication Service (IAS).

Unter PIX/ASA 7.x und Cisco VPN Client 4.x finden Sie ein Konfigurationsbeispiel fur die Cisco
Secure ACS-Authentifizierung, um eine VPN-Verbindung fur den Remote-Zugriff zwischen einem
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Cisco VPN-Client (4.x fur Windows) und der PIX 500 Security Appliance 7.x mithilfe eines Cisco
Secure Access Control Server (ACS Version 3.2) fur die erweiterte Authentifizierung (Xauth)
einzurichten.

Voraussetzungen

Anforderungen

In diesem Dokument wird davon ausgegangen, dass die ASA voll betriebsbereit und konfiguriert
ist, damit der Cisco ASDM oder die CLI Konfigurationsanderungen vornehmen kénnen.

Hinweis: Weitere Informationen finden Sie unter Zulassen von HTTPS-Zugriff fur ASDM oder
PIX/ASA 7.x: SSH im Konfigurationsbeispiel fur die Innen- und AuRenschnittstelle, um die
Remote-Konfiguration des Gerats durch den ASDM oder Secure Shell (SSH) zu ermdglichen.

Verwendete Komponenten

Die Informationen in diesem Dokument basieren auf den folgenden Software- und
Hardwareversionen:

- Cisco Adaptive Security Appliance Software Version 7.x oder hdher

- Adaptive Security Device Manager Version 5.x und héher

- Cisco VPN Client Version 4.x und héher
Die Informationen in diesem Dokument wurden von den Geraten in einer bestimmten
Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben mit einer leeren
(Standard-)Konfiguration begonnen. Wenn |hr Netzwerk in Betrieb ist, stellen Sie sicher, dass Sie
die potenziellen Auswirkungen eines Befehls verstehen.

Zugehorige Produkte

Diese Konfiguration kann auch mit der Cisco PIX Security Appliance Version 7.x oder hdher
verwendet werden.

Konventionen

Weitere Informationen zu Dokumentkonventionen finden Sie unter Cisco Technical Tips
Conventions (Technische Tipps zu Konventionen von Cisco).

Hintergrundinformationen

VPNSs fir Remote-Zugriff erfillen die Anforderung mobiler Mitarbeiter, eine sichere Verbindung
zum Netzwerk des Unternehmens herzustellen. Mobile Benutzer kbnnen mithilfe der auf inren PCs
installierten VPN Client-Software eine sichere Verbindung herstellen. Der VPN-Client initiiert eine
Verbindung zu einem Gerat an einem zentralen Standort, das so konfiguriert ist, dass er diese
Anfragen annimmt. In diesem Beispiel ist das Gerat eines zentralen Standorts eine Adaptive
Security Appliance der Serie ASA 5500, die dynamische Crypto Maps verwendet.

Bei der Adressverwaltung der Sicherheitsappliance missen wir IP-Adressen konfigurieren, die
einen Client mit einer Ressource im privaten Netzwerk tGber den Tunnel verbinden und den Client
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so funktionieren lassen, als ob er direkt mit dem privaten Netzwerk verbunden ware. DarUber
hinaus handelt es sich nur um private IP-Adressen, die Clients zugewiesen werden. Die IP-
Adressen, die anderen Ressourcen in Ihrem privaten Netzwerk zugewiesen werden, sind Teil lhrer
Netzwerkadministrationsaufgaben und nicht Teil des VPN-Managements. Wenn hier also IP-
Adressen besprochen werden, meinen wir die IP-Adressen, die in lhrem privaten Netzwerk-
Adressierungsschema verfugbar sind, sodass der Client als Tunnelendpunkt fungieren kann.

Konfigurieren

In diesem Abschnitt erhalten Sie Informationen zum Konfigurieren der in diesem Dokument
beschriebenen Funktionen.

Hinweis: Verwenden Sie das Command Lookup Tool (nur registrierte Kunden), um weitere
Informationen zu den in diesem Abschnitt verwendeten Befehlen zu erhalten.

Netzwerkdiagramm

In diesem Dokument wird die folgende Netzwerkeinrichtung verwendet:
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Hinweis: Die in dieser Konfiguration verwendeten IP-Adressierungsschemata sind im Internet nicht
rechtlich routbar. Es handelt sich um RFC 1918-Adressen, die in einer Laborumgebung verwendet
wurden.

Konfigurieren von Remote Access VPN (IPSec)

ASDM-Verfahren

Gehen Sie wie folgt vor, um das VPN fir den Remote-Zugriff zu konfigurieren:

1. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Advanced >
IPSec > IKE Policies > Add aus, um eine ISAKMP-Richtlinie 2 zu erstellen, wie
gezeigt.
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B Add IKE Policy

Priority: Authentication: | pre-share W

Encryplion: D-H Group: E W

Hash: Lifetinne: (O Unlimited
(&) | 86400 seconds

Dlg\ || Cancel ||

Klicken Sie auf OK und Ubernehmen.

2. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Advanced >
IPSec > IPSec Transform Sets > Add aus, um den ESP-DES-SHA-Transformationssatz zu
erstellen, wie
dargestellt.

8% Add Transform Set

Sek MNarne: ESP-DES-5HA

FProperties

Mode: (*) Tunnel () Transport:

EaP Encryplion:

ESP authentication:

| | Cancel

Klicken
Sie auf OK und Ubernehmen.

3. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Advanced >
IPSec > Crypto Maps > Add aus, um eine Crypto Map mit dynamischer Richtlinie der Prioritat
1 zu erstellen, wie



= Create IPsec Rule

Tunrel Policy (Crypto Map) - Basic | Tunnel Policy (Crypho Map) - Advanced | Traffic Selection

For LAaM-bo-LAN redurdancy, Tunnel policies
redumndant peers.

Interface:  outside W | Policy Type: dynamic v Priarity: 1
Transform Seks
Transform Sek to Be Added: ESP-DES-5HA
Add >
ESP-DES-MDS W h':
Remmoe

Peer Seftings - Optional For Dynarmic Crypio Map Entries

The Connechion Type is spplicable ko static tunnel policies only. Uni-directional connection bype policies are used

of the 'Originate Orly" conneckion Eype may specify up bo 10

ok

][ Cancel H Help ]

Klicken Sie auf OK und Ubernehmen.

4. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Advanced >

Group Policies > Add>Internal Group
Netzwerk (Client)-Zugriff > Advanced

Policies (Konfiguration > Remote Access VPN >
> Group Policies (Gruppenrichtlinien > Add>Interne

Gruppenrichtlinien), um eine Gruppenrichtlinie zu erstellen (z. B. GroupPolicy1), wie

gezeigt.

& Add Internal Group Policy
e 3 Mame: GroupPokcy 1
- -
+ - Advanced Bannar! [] Inherit

“ore Dptions

Find:

Address Pools: [+] Inherit

£

| 04}_][ Cancel || Help |

Klicken Sie auf OK und Ubernehmen.
5. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Advanced >

Group Policies > Add>Internal Group

Policies>Servers>>, um den DHCP-Bereich fir die

dynamisch zugewiesenen VPN-Client-Benutzer zu



konfigurieren.

% fdd Internal Group Policy

--General DNS Servers: [ Inherit
H--Advanced WINS Servers: Inherit

MHore Options

DHCP Scope: [ | Inherit (192 158.5.0 |

Default Domain: [] Inherit |

Find: &

=]
| =

Klicken Sie auf OK und Ubernehmen.Hinweis: Die DHCP-Scope-Konfiguration ist optional.
Weitere Informationen finden Sie unter Konfigurieren der DHCP-Adressierung.

6. Wahlen Sie Configuration > Remote Access VPN > AAA Setup > Local Users > Add, um das
Benutzerkonto (z. B. Benutzername - cisco123 und Kennwort - cisco123) fir den VPN-Client-
Zugriff zu
erstellen.
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& Add User Account ®

+--4Fh Folicy Lsername! cisool 23

Passward, EEEERAAN

Confirm Password; | sssxxxne

|| User authenticated wsing MSCHAP

ACcess Restriction
Sedect one of the options below ko restrick ASDM, 55H, Telnet and Console access,
Mote: Al users have nebwork access, regardless of these settings.

(%) Full access(ASDM, S5H, Telnet and Console)
Priviege level is used with command auH‘-:nzd:u:-n
Priviege Level: 2 -

i LT login promgpt for S5H, Telnet and consals (no ASCM access)
This setbing is effective only iIF A8% autherticate conscle command i configured,
{1 Mo ASDM, 55H, Telnet or Console access

Thi= s=tbing is effective only IF &84 suthenticate console command & configured,

Find: @ @

DIC%Jl Cancel || Hep |

7. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > IPSec
Connection Profiles > Add>, um eine Tunnelgruppe hinzuzuftigen (z. B. TunnelGroup1 und
den Preshared Key als cisco123), wie
gezeigt.
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Wahlen Sie auf der Registerkarte Basic (Grundlegend) die Servergruppe LOCAL fir das Feld
User Authentication (Benutzerauthentifizierung) aus.Wahlen Sie Grouppolicy1 als
Gruppenrichtlinie fur das Feld Default Group Policy (Standardgruppenrichtlinie) aus.Geben
Sie die IP-Adresse des DHCP-Servers im fir die DHCP-Server vorgesehenen Bereich

ein.

= Add IPsec Remote Access Connection Profile E|
7 ﬂ Mame: Turnearoupl
+-ddvanced

IKE Pear Authentication

Pre-shared Key: EEEENELE

Identity Certificate: | -- None -- w

User futhentication

Server aroup: LOCAL L4 Manage. ..

[

Fallback:

Client Address Assigriment

DHCP Servers: 192168.10.1

Client &ddress Pools:

Diefault Group Policy

Group Policy: aroupPolicy 1 » Manage. ..

{Following Fiedds are atbributed of the group policy selected above. )
Ensble IPsec pratocal

[ ] Enable LZTP aver IPsec probocal

Find: | @ &

T
b

Klicken Sie auf OK.

8. Wahlen Sie Advanced > Client Addressing > und aktivieren Sie das Kontrollkédstchen Use
DHCP (DHCP verwenden), damit der DHCP-Server den VPN-Clients IP-Adresse
zuweist.Hinweis: Deaktivieren Sie die Kontrollkdstchen Authentifizierungsserver verwenden
und Adresspool
verwenden.



X

% hidd IPsec Remote Access Connection Profile

- Basic Global Chent Address Assignment Palicy
—-Advanced This policy affects all Network {Chent) Access connections, The Following are tried in
order until an address is Found,
Cllerk: Adcre5ing [ ] Use authentication server
- AUERenC Stion
“@uthorization Llsa DHCP
fccounbing
# 1Psec [] Usa address poal
~ppP
Interface=Specific Address Pools
% add ||
Interface Address Pools
Find: o &
| ok || cancel || el
R

Konfiguration fir ASDM 6.x

Dieselbe ASDM-Konfiguration funktioniert mit der ASDM-Version 6.x, mit Ausnahme einiger
geringfiigiger Anderungen an den ASDM-Pfaden. Die ASDM-Pfade zu bestimmten Feldern wiesen
Abweichungen von ASDM 6.2 und hoher auf. Die Anderungen und die vorhandenen Pfade sind
nachfolgend aufgelistet. Hier werden die Grafiken nicht angefugt, wenn sie fur alle wichtigen
ASDM-Versionen gleich bleiben.

1.

Konfiguration > Remote Access VPN > Network (Client) Access > Advanced > IPSec > IKE
Policies > Add

. Konfiguration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >

IPSec Transform Sets > Add

. Konfiguration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >

Crypto Maps > Add

. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Group

Policies > Add > Internal Group Policies (Konfiguration > Remote-Access-VPN >
Netzwerkzugriff (Client) > Gruppenrichtlinien > Hinzufligen > Interne Gruppenrichtlinien

. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Group

Policies > Add >Internal Group Policies > Servers (Konfiguration > Remote Access VPN >
Netzwerk-(Client)-Zugriff > Gruppenrichtlinien hinzufligen > Interne Gruppenrichtlinien >
Server

. Wahlen Sie Configuration > Remote Access VPN > AAA Setup/Local Users > Local Users >

Add

. Konfiguration > Remote Access VPN > Network (Client) Access > IPSec Connection Profiles

> Add

. Wahlen Sie Configuration > Remote Access VPN > Network (Client) Access > Address

Assignment > Assignment Policy (Konfiguration > Remote-Access-VPN > Netzwerkzugriff
(Client) > Adressenzuweisung >



Zuweisungsrichtlinie)

= NI LEL

ess > Address Assignment > Assignment Policy

For WPN address assignment, the Following options are tried in order, until an address is Found.

[T Use suthenticakion server

[v Use DHCP

[ Use Internal address pooks

Parameter onby applies to full-tunnel IPSec and S5L VPN dients, and not Cliertless 551 WPN,

Alle diese drei Optionen sind standardmaRig aktiviert. Die Cisco ASA weist den VPN-Clients
in derselben Reihenfolge Adressen zu. Wenn Sie die anderen beiden Optionen deaktivieren,
Uberprift die Cisco ASA die Optionen fur einen Server und lokalen Pool nicht. Die
standardmafig aktivierten Optionen kénnen durch show run all Gberpruft werden. | im Befehl
vpn-add. Dies ist eine Beispielausgabe flr Ihre Referenz:

vpn- addr - assi gn aaa
vpn- addr - assi gn dhcp
vpn- addr - assi gn | ocal reuse-delay O

Weitere Informationen zu diesem Befehl finden Sie unter vpn-addr-assigned.

Konfigurieren von ASA/PIX mithilfe der CLI

Flhren Sie diese Schritte aus, um den DHCP-Server so zu konfigurieren, dass den VPN-Clients
Uber die Befehlszeile IP-Adressen bereitgestellt werden. Weitere Informationen zu den jeweils
verwendeten Befehlen finden Sie unter Konfigurieren von Remote Access VPNs oder Cisco

Adaptive Security Appliances der Serie ASA 5500 - Befehlsreferenzen fir die Cisco Adaptive

Security Appliances der Serie 5500.

Ausfiihren der Konfiguration auf dem ASA-Gerét

ASA# sh run

ASA Version 8.0(2)

!

!--- Specify the hostname for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names ! !/--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level O ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet 0/ 2 naneif DMZ security-level 50 ip address
192.168. 10. 2 255. 255. 255.0 !/--- Output is suppressed.
passwd 2KFQ1bNI dI . 2KYQU encrypt ed boot system

di sk0: / asa802-k8.bin ftp node passive access-list 101
extended permt ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 |ogging enabl e | oggi ng asdm
informational ntu inside 1500 ntu outside 1500 ntu dne
1500 no failover icnp unreachable rate-limt 1 burst-
size 1 !--- Specify the location of the ASDM image for
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ASA to fetch the image for ASDM access. asdm i mage

di sk0: /asdm 613. bin no asdm hi story enable arp tineout
14400 gl obal (outside) 1 192.168.1.5 nat (inside) O
access-list 101 nat (inside) 1 0.0.0.0 0.0.0.0 route
outside 0.0.0.0 0.0.0.0 192.168.1.2 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart crypto

i psec transform set ESP-DES- SHA esp-des esp-sha-hnac
crypto dynami c-map outside_dyn_map 1 set transformset
ESP- DES- SHA crypto map outside_map 1 ipsec-isaknp
dynam ¢ outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_nap interface outside
!-—- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are
used. crypto isaknp enabl e outside crypto isakmp policy
2 authentication pre-share encryption des hash sha group
2 lifetine 86400 no crypto isaknmp nat-traversal /---
Specifies that the IP address to the vpn clients are
assigned by the DHCP Server and now by AAA or the Local
pool.The CLI vpn-addr-assign dhcp for VPN address

assi gnment through DHCP Server is hidden in the CL

provi ded by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign local

telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
par anet er s
nmessage- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp




!
service-policy global _policy globa

!

group-policy GoupPolicyl interna
group-policy GoupPolicyl attributes

!--- define the DHCP network scope in the group
policy.This configuration is Optional dhcp-network-scope
192.168.5.0

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. username ciscol23
password ffIRPGpDSOJhI9YLQ encrypted

!--- Create a new tunnel group and set the connection !-
-- type to remote-access. tunnel -group Tunnel G oupl type
renot e-access !--- Define the DHCP server address to the
tunnel group. tunnel -group Tunnel Groupl general -
attributes default-group-policy GoupPolicyl dhcp-server
192.168.10.1

!--- Enter the pre-shared-key to configure the
authentication method. tunnel -group Tunnel G oupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Konfiguration des Cisco VPN-Clients

Versuchen Sie, Uber den Cisco VPN-Client eine Verbindung zur Cisco ASA herzustellen, um zu

Uberprifen, ob die ASA erfolgreich konfiguriert wurde.

1. Wahlen Sie Start > Programme > Cisco Systems VPN Client > VPN Client aus.
2. Klicken Sie auf Neu, um das Fenster Create New VPN Connection Entry (Neue VPN-

Verbindung erstellen) zu

# status: Disconnected | VPN Client - Yersion 5.0.03.0530

Connection Entries  Sktatus  Certificates Log  Options  Help

':ﬁﬂ??-."': = ; %‘* &
Connect F e {mport te iy Celete
Connection Entries | Certificates l Log l
Connection Entry Huozt

offnen.

3. Fullen Sie die Details Ihrer neuen Verbindung aus.Geben Sie den Namen des
Verbindungseintrags und eine Beschreibung ein. Geben Sie die externe IP-Adresse der ASA
im Host-Feld ein. Geben Sie dann den Namen der VPN-Tunnelgruppe (TunnelGroup1) und
das Kennwort (Pre-shared Key - cisco123) wie in ASA konfiguriert ein. Klicken Sie auf

Speichern.



# VPN Client | Create Mew YPN Connection Entry

Connection Entr: 1454
e i),
gzcrption; |vphtunne
CisSCO

Host: {192.168.1.1

Authentication lTranspnrt Backup Servers i Dial-Up 1

& Group Authentication 7 Mutual Group Authentication

M ame: TunnelGroup

HEXHEEEE

Fazsword:

xxxxxxx1

Confirm Faszword:

 Certificate Authentication

Name:i
[ SendCa Cettficate Chain

Cancel

Eraze Uzer Fazsword 1

4. Klicken Sie auf die Verbindung, die Sie verwenden mdchten, und klicken Sie im Hauptfenster

des VPN-Clients auf
Verbinden.

# status: Connected | VPN Client - Version 5.0.03.0530 Ml=E3

Connection Entries  Status Certificates Log Options Hel

- E= 1 o
Z5 | 48 o X aliali
En:\:u."uac't Mew Iraecat I iy Delste CISCOD

Cormection Entiies | Cestéicates | Log |
Connechon Entny

19216811 IPSec/UDP

R R T R T R T TR R S T T T S ST T TS S S S TR TS S TR TS S T S S
; Connected Time: O daw(s), 00:01, 13 v

5. Geben Sie bei Aufforderung den Benutzernamen ein: cisco123 und Kennwort: cisco123 wie
in der ASA oben fiir Xauth konfiguriert, und klicken Sie auf OK, um eine Verbindung zum



Remote-Netzwerk

@ YPN Client | User Authentication for "ASA"

The zerver has requested the following mformation to complete the user
authentication,

ol | L | 1, Hezemname: |cizcol23

cisco Pazsword: ’”””””””1

] Cancel |

herzustellen.
6. Der VPN-Client ist mit der ASA in der Zentrale
verbunden.

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log  Options  Help

5 5 K Il

.E}_ﬁ =1 . ‘,-__-{'] chfhelfiy
Dmconnect Hew grl Madiy Delete CISsCO
Conrechon Enbies | Cerlificates i Laog |

Correcton Entp ¢ ' Haost Transpoit

192.168.1.1 IPSec/UDP

~ Connected Time: 0 dayis), 00:01.18  w|

7. Wenn die Verbindung erfolgreich hergestellt wurde, wahlen Sie im Menu Status die Option
Statistik aus, um die Details des Tunnels zu

# status: Connected | YPN Client - ¥Yersion 5.0.03.0530

.F Stabestics, .. E
=3 Notificabions...  Chrl+N ~>}~ etliat]is

Disconnect M : Dietete CISCOo
Conrection Enlies Resel Stats
Connechon Entry Hazt Tranzpart

] ASH 152.168.1.1 IFSec/UDP

Connected to “asa”, Connected Time: 0 day(s), 00:00.16 ¥/




Uberpriifen

Befehle anzeigen

In diesem Abschnitt Gberprifen Sie, ob lhre Konfiguration ordnungsgemaf funktioniert.

Das Output Interpreter Tool (nur registrierte Kunden) (OIT) unterstitzt bestimmte show-Befehle.
Verwenden Sie das OIT, um eine Analyse der Ausgabe des Befehls show anzuzeigen.

- show crypto isakmp sa - Zeigt alle aktuellen IKE Security Associations (SAs) in einem Peer
an.
- show crypto ipsec sa: Zeigt die von aktuellen SAs verwendeten Einstellungen.

ASA #show crypto ipsec sa
interface: outside
Crypto map tag: dynmap, seq num 10, |ocal addr: 192.168.1.1

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.5.1/255.255.255.255/0/0)
current _peer: 192.168.1.2, usernane: ciscol23

dynamic allocated peer ip: 192.168.5.1

#pkts encaps: 55, #pkts encrypt: 55, #pkts digest: 55

#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conmp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.1, renpote crypto endpt.: 192.168.1.2

path mu 1500, ipsec overhead 58, nedia mu 1500
current outbound spi: C2C25E2B

i nbound esp sas:

spi: Ox69F8C639 (1777911353)
transform esp-des esp-nd5- hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 40960, crypto-map: dynmap
sa timng: remaining key lifetime (sec): 28337
IV size: 8 bytes
replay detection support: Y

out bound esp sas:

spi: OxC2C25E2B (3267517995)
transform esp-des esp-nd5- hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 40960, crypto-map: dynmap
sa timng: remaining key lifetime (sec): 28337
IV size: 8 bytes
replay detection support: Y

ASA #show crypto isakmp sa

Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Tot al

I KE SA: 1


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

1 | KE Peer: 192.168.1.2

Type 1 ouser Rol e : responder
Rekey 1 no State : AM_ACTI VE
Fehlerbehebung

Dieser Abschnitt enthalt Informationen zur Fehlerbehebung in Ihrer Konfiguration. Ein Beispiel fur
eine Debugausgabe wird ebenfalls angezeigt.

Hinweis: Weitere Informationen zur Fehlerbehebung bei IPsec-VPN fir Remote-Zugriff finden Sie
in den gangigsten L2L- und IPSec VPN-L8sungen zur Fehlerbehebung fur Remote-Zugriff.

Sicherheitszuordnungen I6schen

Achten Sie bei der Fehlerbehebung darauf, vorhandene Sicherheitszuordnungen zu l6schen,
nachdem Sie eine Anderung vorgenommen haben. Verwenden Sie im privilegierten Modus des
PIX die folgenden Befehle:

- clear [crypto] ipsec sa: Loscht die aktiven IPsec-SAs. Das Schlisselwort crypto ist optional.
- clear [crypto] isakmp sa: Loscht die aktiven IKE-SAs. Das Schllsselwort crypto ist optional.

Befehle zur Fehlerbehebung

Das Output Interpreter Tool (nur registrierte Kunden) (OIT) unterstitzt bestimmte show-Befehle.
Verwenden Sie das OIT, um eine Analyse der Ausgabe des Befehls show anzuzeigen.

Hinweis: Beachten Sie vor der Verwendung von Debug-Befehlen die_Informationen zu_Debug-
Befehlen.

- debug crypto ipsec 7: Zeigt die IPsec-Verhandlungen von Phase 2 an.
- debug crypto isakmp 7: Zeigt die ISAKMP-Verhandlungen von Phase 1 an.

Beispielausgabe fiir Debugqging

. ASA 8.0
. VPN Client 5.0 fur Windows

ASA 8.0

ASA#debug crypto isakmp 7

Jan 22 22:21:24 [IKEv1]: IP = 192.168.1.2, |KE _DECODE RECEl VED Message

(msgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 856

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing | SA KE payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing nonce payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing |D payl oad

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received xauth V6 VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
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Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, Received DPD VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : | P = 192.168. 1.2, Received Fragnentation VID

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, |IKE Peer included |IKE fragmenta

tion capability flags: Main Mde: True Aggressive Mde: False

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : | P = 192.168. 1.2, Received NAT-Traversal ver 02 V

I D

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received Cisco Unity client VID

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, Connection |anded on tunnel _group Tun

nel G oupl

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, processin

g | KE SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel G oupl, IP = 192.168.1.2, IKE SA Pr

oposal # 1, Transform# 13 acceptable Matches global |IKE entry # 2

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct

ing | SAKMP SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct

ing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct

i ng nonce payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Generatin

g keys for Responder. ..

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct

ing I D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct

i ng hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Conputing
hash for | SAKMP

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct

ing Cisco Unity VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct

ing xauth V6 VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct

ing dpd vid payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, construct

ing Fragmentation VID + extended capabilities payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, construct

ing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, IP = 192.168.1.2, Send Al ti

ga/ C sco VPN3000/Ci sco ASA GW VI D

Jan 22 22:
wi th payl oads :

ngth :

with payl
(0) total

21: 24 [ KEV1]:

21:24 [ KEV]]:
oads :

length : 116

Jan 22 22:21:24 [I KEvl DEBUG : G oup
g hash payl oad

Jan 22 22:

hash for

Jan 22 22:

21:24 [ KEvl DEBUG :
| SAKMP
21:24 [ KEvl DEBUG :

g notify payl oad

Jan 22 22:

g VID payl

Jan 22 22:

g 108/ PI X

21:24 [1 KEvl DEBUQG :
oad

21:24 [1 KEvl DEBUQG :
Vendor

G oup
G oup
G oup

G oup

I D payl oad (version:

Jan 22 22:21:24 [I KEvl DEBUG : G oup

g VI D payl

oad

Jan 22 22:21:24 [I KEvl DEBUG : G oup
Cisco Unity client VID
Jan 22 22:21:24 [IKEvl DEBUG : G oup

IP = 192.168.1. 2,

IP = 192.168.1. 2,

1

Tunnel Groupl, IP =
Tunnel Groupl, IP =
Tunnel Groupl, IP =
Tunnel Groupl, IP =
Tunnel Groupl, IP =
.0.0, capabilities
Tunnel Groupl, IP =
Tunnel Groupl, IP =
Tunnel Groupl, IP =

| KE_DECODE SENDI NG
HDR + SA (1) + KE (4) + NONCE (10) + ID (5) +
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total
368
Jan 22 22:

192

192

192

192

192

Message (msgi d=0)
HASH (8) + VENDOR

.168.1. 2,

.168.1. 2,

.168.1. 2,

.168.1. 2,

.168.1. 2,

00000408)

192

192

192

.168.1. 2,

.168.1. 2,

.168.1. 2,

le

| KE_DECODE RECEI VED Message (nsgi d=0)
HDR + HASH (8) + NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE

processin
Conput i ng
processin
processin
Processin
processin
Recei ved

construct



ing blank hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing gm hash payl oad

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, | KE _DECODE SENDI NG Message (mnmsgi d=e8a
1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 68
Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE RECEl VED Message (nsgi d=e8
al8led) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 84
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, process_a
ttr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
g MODE_CFG Reply attributes.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: primary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: primary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: |IP Conpression = disabled

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane ciscol23, IP=1
92.168.1.2, IKEGetUserAttributes: Split Tunneling Policy = Disabled

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Setting = no-nodify

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Bypass Local = disable

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel G oupl, Username = ciscol23, |P = 192.168
.1.2, User (ciscol23) authenticated.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=143
60de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60
Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=14
360de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 56
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg ACK attri butes

Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, | KE DECODE RECEl VED Message (nsgi d=26
63aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 193
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, Processing cfg Request attributes

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |1PV4 address

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, MODE_CFG Received request for |PV4 net nask!

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, MODE_CFG Received request for DNS server address
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for WNS server address

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received unsupported transaction node attribute: 5

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Banner!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Save PWsetting

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Default Donmain Nane

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

192. 168. 1.2, Processin

ciscol23, IP =1

ciscol23, IP =1

ciscol23, IP =1



92. 168.
Jan 22
92. 168.
Jan 22
92. 168.
Jan 22
92. 168.
Jan 22
92. 168.
Jan 22

1.2, MODE_CFG Received request for Split Tunnel List

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for Split DNS

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for PFS setting

22:21:31 [I KEvl DEBUG : Group = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for Client Browser Proxy Setting!
22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for backup ip-sec peer list

22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |IP = 192.168

. 1.2, Received unknown transaction node attri bute: 28684

Jan 22
92. 168.
Jan 22

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for Application Version!
22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |IP = 192.168

.1.2, dient Type: WnNT Cient Application Version: 5.0.03.0530

Jan 22
92. 168.
Jan 22
92. 168.
3

Jan 22
92. 168.
Jan 22
92. 168.
nabl ed)
Jan 22

22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for FWYPE

22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for DHCP hostname for DDNS is: Wrel essl12

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, MODE_CFG Received request for UDP Port

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, Opbtained IP addr (192.168.5.1) prior to initiating Mbde Cfg (XAuth e

22:21:31 [I KEvl]: Goup = Tunnel Goupl, Username = ciscol23, |IP = 192.168

.1.2, Assigned private |P address 192.168.5.1 to renmote user

Jan 22
92. 168.
Jan 22
92. 168.
Jan 22
92. 168.
ded in
Jan 22
92. 168.
Jan 22
3aldd)
Jan 22
92. 168.
Jan 22
92. 168.
Jan 22

22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, constructing bl ank hash payl oad

22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, Send Cient Browser Proxy Attributes!

22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, Browser Proxy set to No-Mdify. Browser Proxy data will NOT be inclu
the node-cfg reply

22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, constructing gm hash payl oad

22:21:31 [IKEV1]: I P = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=266
with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 158
22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, Delay Quick Mde processing, Cert/Trans Exch/RM DSID i n progress
22:21:31 [ KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, Resune Quick Mdde processing, Cert/Trans Exch/ RM DSI D conpl et ed
22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |IP = 192.168

.1.2, PHASE 1 COMPLETED

Jan 22
DPD

Jan 22
92. 168.
Jan 22
92. 168.
Jan 22
92. 168.
Jan 22
92. 168.
Jan 22
35669)
Jan 22
1f 8e43)

22:21:31 [IKEV1]: IP = 192.168.1.2, Keep-alive type for this connection:

22:21:31 [ KEvl DEBUG : Group = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, Starting P1 rekey timer: 950 seconds.

22:21:31 [ KEvl DEBUG : Group = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, sending notify nessage

22:21:31 [ KEvl DEBUG : Group = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, constructing blank hash payl oad

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1

1.2, constructing gm hash payl oad

22:21:31 [IKEV1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=f 44
with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 84
22:21:31 [IKEV1]: I P = 192.168.1.2, | KE_DECODE RECEI VED Message (nsgi d=54
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +

NONE (0) total length : 1022

Jan 22
92. 168.
Jan 22
92. 168.
Jan 22

22:21:31 [I KEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
1.2, processing hash payl oad
22:21:31 [I KEvl DEBUG : G oup
1.2, processing SA payl oad
22:21:31 [I KEvl DEBUG : Group = Tunnel Groupl, Usernane = ciscol23, IP =1

1
l_\

Tunnel Groupl, Username = ciscol23, |IP



92.168. 1.2, processing nonce payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received renote Proxy Host data in |ID Payl oad: Address 192.168.5.1, Proto
col 0, Port O

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received local |IP Proxy Subnet data in |ID Payl oad: Address 0.0.0.0, Msk
0.0.0.0, Protocol 0, Port O

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, QM IsRekeyed old sa not found by addr

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, IKE Renote Peer configured for crypto map: dynmap

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IPSec SA Proposal # 14, Transform# 1 acceptable WMatches global |IPS
ec SAentry # 10

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |IP = 192.168
.1.2, IKE requesting SPI!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKE got SPI from key engine: SPI = 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, oakley constucting qui ck node

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Overriding Initiator's |IPSec rekeying duration from 2147483 to 28800 secon
ds

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing | PSec nonce payl oad
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing proxy ID
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Transnmitting Proxy Id:

Renmot e host: 192.168.5.1 Protocol O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port O
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Sending RESPONDER LI FETI ME notification to Initiator
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=541
f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NOTI FY (11) + NONE (0) total length : 176

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, |KE DECODE RECEl VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + NONE (0) total length : 48

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, loading all |PSEC SAs

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Security negotiation conplete for User (ciscol23) Responder, |nbound SPI
= 0x31de01d8, Qutbound SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel G oupl, Usernane = ciscol23, |IP
92.168.1.2, |IKE got a KEY_ADD nsg for SA: SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

1
l_\



92.168.1.2, Pitcher: received KEY_UPDATE, spi 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Starting P2 rekey timer: 27360 seconds.

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Groupl, Username =
.1.2, Adding static route for client address: 192.168.5.1
Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Groupl, Username =
.1.2, PHASE 2 COMPLETED (nsgi d=541f 8e43)

Jan 22 22:21:41 [IKEv1]: |IP = 192.168. 1.2, |KE _DECODE RECEl VED Message (nsgi d=78
f7d3ae) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (O) total length : 8
0

ciscol23, IP = 192.168

ciscol23, IP = 192.168

ASA#debug crypto ipsec 7

!--- Deletes the old SAs. ASA# | PSEC. Del eted inbound decrypt rule, SPI O0x7F3C985A Rule |D:
0xD5567DB0 | PSEC: Del eted inbound permit rule, SPI Ox7F3C985A Rule | D: OxDAEF1DFO | PSEC: Del et ed
i nbound tunnel flow rule, SPI Ox7F3C985A Rule |ID: OxD556AF60 | PSEC: Del eted i nbound VPN cont ext,
SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Del et ed out bound encrypt rule, SPI O0xC921E280 Rul e
I D: OxD517EE30 | PSEC. Del eted outbound permit rule, SPI OxC921E280 Rule |ID: 0xD5123250 | PSEC:
Del et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 !--- Creates new SAs. ASA#
| PSEC. New enbryoni c SA created @ O0xD4EF2390, SCB: OxD4EF22CO, Direction: inbound SPI
Ox7F3C985A Session | D: 0x0000FO00 VPIF num: 0x00000002 Tunnel type: ra Protocol : esp Lifetinme
240 seconds | PSEC. New enbryonic SA created @O0xD556B118, SCB: 0xD556B048, Direction: outbound
SPI : 0xC921E280 Session |D: 0x0000FO00 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp
Lifetime : 240 seconds | PSEC. Conpl eted host OBSA update, SPI 0xC921E280 | PSEC. Creating
out bound VPN context, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : OxC921E280 MrU :
1500 bytes VCID : 0x00000000 Peer : 0x00000000 SCB : 0x0133B741 Channel: OxD4160FA8 | PSEC:
Conpl et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. New out bound
encrypt rule, SPI 0xC921E280 Src addr: 0.0.0.0 Src mask: 0.0.0.0 Dst addr: 192.168.5.1 Dst nask:
255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore
Protocol: O Use protocol: false SPI: 0x00000000 Use SPI: false | PSEC. Conpl et ed out bound encrypt
rule, SPI 0xC921E280 Rule ID: OxD517EE30 | PSEC. New out bound permt rule, SPI O0xC921E280 Src
addr: 192.168.1.1 Src mask: 255.255.255.255 Dst addr: 192.168.1.2 Dst nmask: 255.255.255.255 Src
ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPI: OxC921E280 Use SPI: true | PSEC. Conpl eted outbound pernmit rule, SPI
OxC921E280 Rul e ID: 0xD5123250 | PSEC. Conpl eted host | BSA update, SPI 0x7F3C985A | PSEC. Creating
i nbound VPN context, SPI 0x7F3C985A Fl ags: 0x00000006 SA : OxD4EF2390 SPI : Ox7F3C985A MIU : 0
bytes VCI D : 0x00000000 Peer : 0x00040AB4 SCB : 0x0132B2C3 Channel: 0xD4160FA8 | PSEC. Conpl et ed
i nbound VPN context, SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Updati ng out bound VPN cont ext
0x00040AB4, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : O0xC921E280 MIU : 1500 bytes
VCI D : 0x00000000 Peer : 0x0004678C SCB : 0x0133B741 Channel: 0OxD4160FA8 | PSEC. Conpl eted
out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. Conpl et ed out bound i nner
rule, SPI O0xC921E280 Rule ID: OxD517EE30 | PSEC. Conpl et ed out bound outer SPD rule, SPI
0xC921E280 Rule I D: 0xD5123250 | PSEC: New i nbound tunnel flow rule, SPI 0x7F3C985A Src addr:
192.168.5.1 Src mask: 255.255.255. 255 Dst addr: 0.0.0.0 Dst nask: 0.0.0.0 Src ports Upper: O
Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 0O Use protocol: false
SPI: 0x00000000 Use SPI: fal se | PSEC. Conpl eted inbound tunnel flow rule, SPI 0x7F3C985A Rul e
I D: OxD556AF60 | PSEC: New i nbound decrypt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src nask:
255. 255. 255. 255 Dst addr: 192.168.1.1 Dst nmask: 255.255.255.255 Src ports Upper: O Lower: 0 Op :
ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A
Use SPI: true | PSEC. Conpl eted inbound decrypt rule, SPI Ox7F3C985A Rule | D: 0xD5567DB0 | PSEC:
New i nbound permt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src mask: 255.255.255. 255 Dst
addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: O Lower: O Op : ignore Dst ports
Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI Ox7F3C985A Rule I D: OxD4EF1DFO

VPN Client 5.0 fir Windows

Wahlen Sie Protokoll > Protokolleinstellungen, um die Protokollstufen im VPN-Client zu aktivieren.



# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the current log
winidow to be cleared.

fasE 2 - Medium [ LOG.IKE ]

Connection Manager: | 1 - Low v [LOG.CM ]
Craemon [cvpnd]: | 1 - Low _:j [ LOG.CYEMD ]
Uszer Authentication: | 2-Medium = [LOGAAUTH |

Certificatez: | 1-Low | [LOG.CERT ]

IPsec: | 2-Medum = [LOGIFSEC]

Command Line: | 1 - Low _:j [ LOG.CLI ]

GUE | 1-Low = [LOG.GUI]
FPF: | 1-Low = [LOG.FPF ]
Firewall: | 1 - Low x| [LOGFIREWALL ]

H} 4 Cancel

‘Connected Time: O daw(s), 00:02,37

Wahlen Sie Protokoll > Protokolifenster, um die Protokolleintrage im VPN-Client anzuzeigen.



# YPN Client | Log Window

Cizco Systernz WPM Clent Verzion 5.0.03.0530 -
Copynight [C] 1993-2007 Cizco Spstems, Inc. All Rightz Reserved.

Client Typels]: Windows, WinMT

Running on: 5.1.2600 Service Pack 2

1 123357906 01/23/09 Sev=Info/41KE AQxE3000001
IEE received zsignal to terminate WP connection

2 123357906 01/23/09 Sev=Info/41KE /0630000713
SEMDIMG = |SAKMP DAK INFO *[HASH, DEL] to 192.168.1.1

3 1233657906 01/23/09 Sev=Info/41KE QxE3000049
Dizcarding [Pzec 54 negotiation, MaglD=9CE18452

4 123358031 01/23/09 Sev=Info/d1KE AQxE3000017
Marking [E S& for deletion [|_Cookie=017ATBEFAA4BECT 2
R_Cookie=0418652E E04E3C00] reazon = DEL_REASOM_RESET_SADE

5 123358031 M/A23/09 Sev=Info/dIKE AxES000073
SENDING = |SAKMP DAE INFO *[HASH, DEL] to 192.168.1.1

B 123400500 01/23/09 Sev=Info/41KE AOxE3000046
Dizcarding [KE 5S4 negatiation [|_Cookie=01741BEFAA4BECT 2
F_Cookie=0418652E 60463C00] reazon = DEL_REASOM_RESET_SaADE

7123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013
Delete intermal key with SP1=02b5ecics

g 123400546 01/23/09 Sev=Info/4IPSEC/DxE370000C
K.ey deleted by SPI 0x2bhecicd

3 123400546 01/23/09 Sev=Info/4IPSEC/02B3700073 j

- Rl o T B e B T B el e Tl e

Save

Log Settings | Clear . | Cloze

Zugehdrige Informationen

- Support-Seite fiir Cisco Adaptive Security Appliances der Serie ASA 5500

- Cisco Adaptive Security Appliances der Serie ASA 5500 - Befehlsreferenzen
- Support-Seite fiir Cisco PIX Security Appliances der Serie 500

- Befehlsreferenz fiir Cisco PIX Security Appliances der Serie 500

- Cisco Adaptive Security Device Manager

- Support-Seite flir IPsec-Aushandlung/IKE-Protokolle
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