IPSec-Site-to-Site-Tunnel-Flapping jedes Mal,
wenn eine Anderung an der Geratevorlage
vorgenommen wird
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Einflihrung

In diesem Dokument wird das typische Problem beschrieben, das auftritt, wenn IPSec-Tunnel auf
der Basis von Internet Key Exchange (IKE) an einem Standort-zu-Standort (oder auch allgemein
als LAN-zu-LAN bezeichnet) auf jedem Geratevorlagenupdate in einem vManage-Controller
flattern, die Ursachen erlautert und eine Losung fir das Problem bietet.

Problem

IKE-basierter IPSec-Tunnel flapst jedes Mal, wenn die Geratemelsion in vManage aktualisiert
wird. Anderungen kénnen iberhaupt nicht mit IKE-basiertem Site-to-Site-IPSec-Tunnel
zusammenhangen, aber es verursacht Flapping im Tunnel. Das Problem kann sogar noch
schlimmer aufdecken, wenn eBGP-Peering beispielsweise Uber IPSec-Tunnel lauft. Aufgrund der
eBGP-Schnittstellenverfolgung werden Nachbarn ebenfalls abstempeln und somit alle Routen
zurlckgezogen und dann wieder installiert. Dies fuhrt wiederum zu Unterbrechungen des
Datenverkehrs. Dies ist z. B. die einzige Anderung an der Vorlage, die durch die
Konfigurationsvorschau bestatigt wurde, wie im Bild gezeigt.

interface gel/0

description MPLS
description mpls

ip address 192.168.9.242/24
ipvée dhecp-client
tunnel-interface
encapsulation ipsec

~alar ritratal racstri~t

So sieht es in den Protokollen aus:

tail /var/log/vsyslog -f -n O

local 7.info: Nov 26 15:21:08 BRU SDW V5K-01 FTMD[ 2202]: %/ pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:21:8 fib-update severity-1|evel:mnor host-nane:"BRU SDW
V5K-01" systemip: 10.10. 10. 242 vpn-id: 1 address-fam |ly-type:ipv4 fib-last-update-tinme:2019-11-



26T15: 18: 09+00: 00

local 7.info: Nov 26 15:21:13 BRU SDW V5K- 01 BGP. 1[ 6505] : %ADICHANGE: nei ghbor 10.0.0.1 Down
local 7.info: Nov 26 15:21:13 BRU SDW V5K-01 FTMD[ 2202] : %/ pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl DOMN

local 7.info: Nov 26 15:21:13 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:21: 13 bgp-peer-state-change severity-1|evel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp-newstate:idle |ocal-
address: 10.0.0.2 local -routerid: 10. 10. 10. 242 peer-routerid: 192. 168.9.1

local 7.info: Nov 26 15:21:13 BRU SDW V5K-01 FTMD[ 2202] : %/ pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:21:13 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl” new state: down

local 7.info: Nov 26 15:21:13 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:21:13 systemcomit severity-Ievel:ninor host-nane:"BRU
SDW V5K- 01" systemi p: 10. 10. 10. 242 user - nane: "vmanage- adm n"

local 7.info: Nov 26 15:21:14 BRU SDW V5K-01 FTMD[ 2202]: %/ pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl UP. Speed 10 Dupl ex Full

local 7.info: Nov 26 15:21:14 BRU SDW V5K-01 FTMD[ 2202]: %/ pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:21:14 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl" new state: up

I ocal 7.warn: Nov 26 15:21:18 BRU SDW V5K-01 BGP. 1[ 6505]: 10.0.0.1 unrecogni zed capability code:
70 - ignored

local 7.info: Nov 26 15:21:18 BRU SDW V5K- 01 BGP. 1[ 6505]: %ADICHANGE: nei ghbor 10.0.0.1 Up

local 7.info: Nov 26 15:21:18 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:21:18 bgp-peer-state-change severity-I|evel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp- new st at e: est abl i shed

| ocal - address: 10.0. 0.2 | ocal -routerid: 10. 10. 10. 242 peer-routerid: 192.168.9.1

Wie Sie sehen kénnen, hat der BGP-Nachbarn ein Flapping ausgeldst. Im /var/log/messages
sehen Sie weitere Informationen:

auth.info: Nov 26 15:24:38 BRU SDW V5K- 01 sshd[27423]: Accepted publickey for vnmanage-admin from
10. 10. 10. 253 port 40555 ssh2: RSA SHA256: ySi wiui Bxf f v6Hr Qi wDE3j nD5m™41 Qoc+qgzf uyd4
authpriv.info: Nov 26 15:24:38 BRU SDW V5K-01 sshd[ 27423]: pam uni x(sshd: sessi on): session
opened for user vnanage-adm n by (uid=0)

local 1.info: Nov 26 15:24:38 BRU SDW V5K-01 confd[1310]: audit user: vnmanage-admi n/ 1232 assi gned
to groups: vmanage-adm n, | og

local 1.info: Nov 26 15:24:38 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 new tcp session for
user "vmanage-adm n" from 10.10. 10. 253

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}get attrs: nc:nessage-id="1"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
id="1"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="1"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}get attrs: nc:nessage-id="2"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
id="2"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="2"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm :ns: netconf:base: 1. 0}get attrs: nc:nessage-id="3"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
id="3"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="3"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm :ns:netconf:base: 1. 0}get attrs: nc:nessage-id="4"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
i d="4"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="4"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:



{urn:ietf:parans: xm:ns:netconf:base:1. 0}lock attrs: nc:nmessage-i d="5"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 | ock target=candi date
attrs: nc:nessage-id="5"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="5"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns: netconf:base: 1. 0}copy-config attrs: nc:message-i d="6"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 copy-config

sour ce=runni ng target=candidate attrs: nc:nmessage-id="6"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="6"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}edit-config attrs: nc:message-id="7"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 edit-config

target =candi date attrs: nc:nessage-id="7"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="7"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}validate attrs: nc:nmessage-id="8"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 validate

sour ce=candi date attrs: nc:nessage-i d="8"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="8"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}validate attrs: nc:nmessage-id="9"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 validate source=inline
attrs: nc:nessage-id="9"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="9"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}edit-config attrs: nc:nmessage-i d="10"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 edit-config

target =candi date attrs: nc:nessage-i d="10"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="10"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base:1. 0}comit attrs: nc:nessage-id="11"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 conmit attrs:

nc: nessage-i d="11"

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 14[ CFG unl oaded shared key with id
"ipsecl 1

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O07[CFG vici terminate | KE_SA 'ipsecl 1
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_ipsecl 1{8}

with SPI's 00000107_i (6247108 bytes) 12107f74_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_ipsecl 1{8}
with SPI's 00000107_i (6247108 bytes) 12107f74_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 00000107
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 12107f74
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 06[|KE] sending DELETE for ESP CHI LD SA with
SPI 00000107

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ ENC] generating | NFORMATI ONAL_V1 request
226869087 [ HASH D ]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9.1[4500] (76 bytes)

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_i psecl 1{9}

with SPI's 00000108_i (6247912 bytes) 1286959a_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_i psecl 1{9}
with SPI's 00000108_i (6247912 bytes) 1286959a_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 00000108
local 7.info: Nov 26 15:24:39 BRU SDW V5K-01 BGP. 1[ 6505] : %ADICHANGE: nei ghbor 10.0.0.1 Down
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 1286959a
local 7.info: Nov 26 15:24:39 BRU SDW V5K-01 FTMD 2202]: %/ pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl DOMN

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 06[|KE] sending DELETE for ESP CHI LD SA with



SPI 00000108

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ ENC] generating | NFORMATI ONAL_V1 request
2972009957 [ HASH D ]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9.1[4500] (76 bytes)

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] deleting | KE_SA ipsecl 1[10] between
192. 168. 9. 242[ 192. 168. 9. 242] ... 192. 168. 9. 1] 192. 168. 9. 1]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] deleting | KE_SA ipsecl 1[10] between
192. 168. 9. 242[ 192. 168. 9. 242] . ..192. 168. 9. 1] 192. 168. 9. 1]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 06[|KE] sendi ng DELETE for | KE_SA

i psecl_1[ 10]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ ENC] generating | NFORMATI ONAL_V1 request
956819772 [ HASH D ]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9. 1[ 4500] (92 bytes)

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adnmi n/ 1232 commit

t handl e 4552 begi n

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adni n/ 1232 conmit

t handl e 4552 /vi ptel a-vpn: vpn/ vpn-instance{0}/interface{ge0/0}/description set to "npls"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adnmi n/ 1232 conmmit

t handl e 4552 /viptel a-vpn: vpn/vpn-instance{1}/interface{ipsecl}/ike/authentication-type/pre-
shar ed- key/ pre-shared-secret set to "****"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adnmi n/ 1232 commit

t handl e 4552 /vi ptel a-system syst enif pseudo-confirmcomrit set to "300"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adni n/ 1232 conmmit

t handl e 4552 end

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="11"

local 7.info: Nov 26 15:24:39 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:24: 39 bgp-peer-state-change severity-I|evel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp-newstate:idle |ocal-
address: 10.0.0.2 local -routerid: 10. 10. 10. 242 peer-routerid: 192. 168.9.1

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn} bgp- peer - st at e- change

local 7.info: Nov 26 15:24:39 BRU SDW V5K-01 FTMD 2202] : %/ pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:24:39 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl” new state: down

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn}interface-state-change

local 7.info: Nov 26 15:24:39 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:24:39 systemcomit severity-Ievel:nminor host-nane:"BRU
SDW V5K- 01" systemi p: 10. 10. 10. 242 user - nane: "vmanage- adm n"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com systen}system conmm t

daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K-01 charon: 14[ CFG added vici connection: ipsecl_ 1
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 14[CFG | oaded | KE shared key with id
"ipsecl_1' for: '192.168.9.242', '192.168.9.1'

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 14[CFG vici initiate 'child_ipsecl_1'
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[IKE] initiating Main Mde | KE_SA
ipsecl 1[11] to 192.168.9.1

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[IKE] initiating Main Mde | KE_SA
ipsecl 1[11] to 192.168.9.1

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[ ENC] generating |ID PROT request O [ SAV
VVYVYV]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[ NET] sendi ng packet: from

192. 168.9.242[500] to 192.168.9.1[500] (180 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K- 01 charon: O6[ NET] received packet: from

192.168.9. 1[ 500] to 192.168.9.242[500] (104 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O6[ENC] parsed | D PROT response 0 [ SA V]
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O06[IKE] received NAT-T (RFC 3947) vendor |D
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O06[ ENC] generating I D _PROT request O [ KE No
NAT- D NAT-D ]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168.9.242[500] to 192.168.9.1[500] (244 bytes)



daenon. i nf o:
192.168.9. 1]
daenon. i nf o:
V V V NAT-D
daenon. i nf o:
daenon. i nf o:
daenon. i nf o:
5e: b0: e6: 33:
daenon. i nf o:
daenon. i nf o:

Nov 26
500] to
Nov 26
NAT-D ]
Nov 26

15: 24: 40 BRU- SDW V5K- 01
192. 168. 9. 242[ 500] (304
15: 24: 40 BRU- SDW V5K- 01

char on:
byt es)
char on:

15: 24: 40 BRU- SDW V5K- 01
Nov 26 15:24:40 BRU SDW V5K-01 charon:
Nov 26 15:24:40 BRU SDW V5K-01 charon:

27:48: bf: 3b: 80: a6: a7: d5: cd: 37: 64: 1f
Nov 26 15:24:40 BRU SDW V5K-01 charon:
Nov 26 15:24:40 BRU SDW V5K-01 charon:

char on:

encapsul ati on

daenon. i nf o:
HASH N(I NI TI
daenon. i nf o:

192. 168. 9. 242[ 4500]

daenon. i nf o:
192.168.9. 1]
daenon. i nf o:
]

daenon. i
bet ween
daenon. i
bet ween
daenon. i
daenon. i nf o:
daenon. i nf o:
1775307947 [
daenon. i nf o:

nf o:
192.
nf o:
192.
nf o:

192. 168. 9. 242[ 4500]

daenon. i nf o:
192.168.9. 1]
daenon. i nf o:
1775307947 [
daenon. i nf o:
daenon. i nf o:
daenon. i nf o:
est abl i shed
daenon. i nf o:
est abl i shed
local 7.info:

08[ NET]
08[ ENC]
08[ | KE]
08[ | KE]
08[ ENC]

08[ | KE]
08[ | KE]

recei ved packet: from

parsed | D_PROT response 0 [ KE No V
received G sco Unity vendor ID
recei ved DPD vendor |ID
recei ved unknown vendor |D:

recei ved XAuth vendor ID
faking NAT situation to enforce UDP

Nov 26 15:24:40 BRU SDW V5K-01 charon: O8[ENC] generating |ID PROT request O [ ID
AL_CONTACT) ]

Nov 26 15:24:40 BRU SDW V5K- 01 charon: O8] NET] sendi ng packet: from

to 192.168. 9. 1[ 4500] (108 bytes)

Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ NET] received packet: from
4500] to 192.168.9.242[4500] (76 bytes)

Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ENC] parsed | D _PROT response O [ | D HASH

Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[IKE] | KE_SA ipsecl_1[11] established
168.9.242[ 192. 168. 9. 242]...192. 168. 9. 1] 192. 168. 9. 1]

Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[IKE] | KE_SA ipsecl_1[11] established
168.9.242[ 192. 168. 9. 242]...192. 168. 9. 1] 192. 168. 9. 1]

Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[IKE] scheduling rekeying in 13069s

Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[IKE] maxi mum I KE_SA |ifetine 14509s
Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ENC] generating QU CK_MODE request
HASH SA No KE ID ID ]
Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ NET] sendi ng packet: from

to 192.168. 9. 1[ 4500] (316 bytes)
Nov 26 15:24:40 BRU SDW V5K- 01 charon: 11[ NET] received packet: from

4500] to 192.168.9.242[4500] (348 bytes)
Nov 26 15:24:40 BRU SDW V5K-01 charon:
HASH SA No KE ID I D N((24576)) ]

26 15:24: 40 BRU SDW V5K-01 charon:

26 15:24: 40 BRU SDW V5K-01 charon:

26 15:24: 40 BRU SDW V5K-01 charon:

SPI's 00000109_i d8cl172fc_o and TS 0.0.

26 15:24: 40 BRU SDW V5K-01 charon:

SPI's 00000109_i d8cl172fc_o and TS 0.0.

26 15: 24: 40 BRU SDW V5K-01 FTMD[ 2202] :

wth
Nov
wth
Nov

11[ ENC]

11[ KNL]
11[ KNL]
11[ 1 KE]

parsed QUI CK_MODE response

add SAD entry with SPI 00000109
add SAD entry with SPI d8cl72fc
CHI LD_SA chil d_i psecl_1{10}
0.0.0.0/0

0.0/0

11[ 1 KE] CHILD_SA child_i psecl_1{10}

0.0/0 === 0.0.0.0/0
%/i pt el a- BRU- SDW V5K- 01- FTMVD- 6- | NFO-

1000001: VPN 1 Interface ipsecl UP. Speed 10 Dupl ex Full

daenon. i nf o:

Nov 26 15:24:40 BRU SDW V5K-01 charon:

1775307947 [ HASH ]
daenon.info: Nov 26 15:24:40 BRU SDW V5K-01
192.168. 9. 242[ 4500] to 192.168.9. 1] 4500]

11[ ENC] generating QU CK_MODE request

charon: 11[ NET] sending packet: from

(60 bytes)

local 7.info: Nov 26 15:24:40 BRU SDW V5K-01 FTMD[ 2202] :
1400002: Notification:

local 1.info: Nov 26 15:24:40 BRU SDW V5K-01 confd[ 1310]
{http://viptel a.com vpn}interface-state-change

local 1.info: Nov 26 15:24:44 BRU SDW V5K-01 confd[ 1310]
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}unl ock attrs:
local 1.info: Nov 26 15:24:44 BRU SDW V5K-01
attrs: nc:nessage-id="12"

local 1.info: Nov 26 15:24:44 BRU SDW V5K-01
attrs: nc:nessage-id="12"

local 1.info: Nov 26 15:24:46 BRU SDW V5K-01
nc: nessage-i d="13"

local 1.info: Nov 26 15:24:46 BRU SDW V5K-01
attrs: nc:nessage-id="13"

auth.info: Nov 26 15:24: 47 BRU SDW V5K-01 sshd[ 27428]:
port 40555:11: C osed due to user request.

auth.info: Nov 26 15:24: 47 BRU SDW V5K-01 sshd[ 27428]:
10. 10. 10. 253 port 40555

11/ 26/ 2019 14: 24: 40 interface-state-change severity-|evel: mjor
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl"

confd[ 1310] :
confd[ 1310] :
confd[ 1310] :

confd[ 1310] :

%/i pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
host -
new st at e: up

: netconf id=38 sending notification
: netconf id=1232 got rpc:
nc: nessage-i d="12"
net conf id=1232 unl ock target=candi date
net conf id=1232 sending rpc-reply,
net conf id=1232 cl ose-session attrs:
net conf id=1232 sending rpc-reply,

Recei ved di sconnect from 10. 10. 10. 253

Di sconnected from user vmanage-adnin



authpriv.info: Nov 26 15:24: 47 BRU SDW V5K-01 sshd[ 27423]: pam_uni x(sshd: sessi on): session

cl osed for user vmanage-adm n

I ocal 7. warn: Nov 26 15:24:47 BRU SDW V5K-01 BGP. 1[ 6505]: 10.0.0.1 unrecogni zed capability code
70 - ignored

local 7.info: Nov 26 15:24:47 BRU SDW V5K-01 BGP. 1[ 6505]: %ADICHANGE: nei ghbor 10.0.0.1 Up
local 7.info: Nov 26 15:24:47 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:24: 47 bgp-peer-state-change severity-1|evel: mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp- new st at e: est abl i shed
| ocal - address: 10.0. 0.2 | ocal -routerid: 10. 10. 10. 242 peer-routerid: 192.168.9.1

local 1.info: Nov 26 15:24:47 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn} bgp- peer - st at e- change

Achten Sie besonders auf diese Posten:

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-admi n/ 1232 commit
t handl e 4552 /vi ptel a-vpn: vpn/ vpn-instance{0}/interface{ge0/0}/description set to "npls"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-admi n/ 1232 commit
t handl e 4552 /viptel a-vpn: vpn/vpn-instance{1}/interface{ipsecl}/ike/authentication-type/pre-
shar ed- key/ pre-shared-secret set to "****"

Obwohl nur die Schnittstellenbeschreibung in der Vorlage geandert wurde, wurde der
Schnittstellentaste ipsec1 aus irgendeinem Grund ebenfalls aktualisiert.

Losung

1. Zunachst einmal ist es derzeit nicht mdglich, ein solches Problem zu vermeiden, wenn
vManage-Geratemodellen auf der Grundlage von Funktionsvorlagen verwendet werden.
vManage-Funktionsvorlagen verwenden ein Klartext-Kennwort. Aufgrund des Hashtyps vom Typ 8
wird dieses jedes Mal neu generiert, wenn Anderungen an der Vorlage vorgenommen werden. Sie
mussen daher zu CLI-Vorlagen mit aktuellen Softwareversionen wechseln. Hash Typ 8 ist ein
Verschliisselungstext, der mit Symbolen im Wert von 8$ beginnt.

Dieses Verhalten wird unter der Defect Identifier CSCvn20971 dokumentiert.
AuRerdem wird eine Erweiterungsanforderung fur die Funktionsvorlagen CSCvr86574 geoffnet.

2. Wenn CLI-basierte Geratevorlagen verwendet werden, kann das Problem vermieden werden,
wenn der in der Geratekonfiguration angegebene Hash Typ 8 anstelle des Klartext-Kennworts
verwendet wird. Dartber hinaus muss die Einstellung Manage Encrypted Password
(Verschlisseltes Kennwort verwalten) in den vManage-Einstellungen auf Enabled (Aktiviert)
festgelegt werden, um eine erneute Berechnung verschlisselter Kennwérter vom Typ 8 zu
vermeiden. Diese finden Sie unter Administration >Settings.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn20971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr86574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr86574

Manage Encrypted Password Disabled

Avoid recompute of type 8 encrypted passwords .| Enabled Disabled

Nach der Anwendung kénnen Sie die Vorlage erneut driicken. Dies fuhrt dazu, dass der Tunnel
zum letzten Mal Flapping ausflhrt, da er anschlieRend zuletzt aktualisiert und vManage und das
Gerat synchronisiert werden muss. Nahezu bei allen nachfolgenden Versuchen bleibt Tunnel
stabil, und die Anderungen werden nur an dem entsprechenden Teil der Konfiguration
vorgenommen:

local 1.info: Nov 26 15:42: 37 BRU SDW V5K-01 confd[ 1310]: audit user: vnanage-adm n/ 1267 commit
thandl e 4651 begin

local 1.info: Nov 26 15:42: 37 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adm n/ 1267 comnmit
thandl e 4651 /viptel a-vpn: vpn/vpn-instance{0}/interface{ge0/0}/description set to "MPLS"

local 1.info: Nov 26 15:42: 37 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adm n/ 1267 comnmit
thandl e 4651 end

Im nachsten Abschnitt finden Sie die relevante Konfiguration fir das standorttibergreifende IKE-
basierte IPSec im Service-VPN als Referenz.

Konfigurationen

Hier finden Sie die Geratekonfiguration fur Referenzzwecke.

vEdge-Router:

vpn 1
router
bgp 65001
nei ghbor 10.0.0.1
no shut down
renot e-as 65000
|
|
1
interface ipsecl
ip address 10.0.0.2/30
tunnel -source-interface ge0/0

tunnel -destination 192.168.9.1
i ke

ver si on 1

node mai n

rekey 14400

ci pher-suite aesl128-chc-shal

group 2

aut henti cation-type
pr e- shar ed- key



pre-shared-secret $8$cFG |i aNKkFYXG H TCbDEQYcCL4t x1t EhcDh1k093f zNgc4LDSI | gESFeC6/ / yU

| ocal -id 192. 168. 9. 242
renote-id 192.168.9.1
1
!
!
i psec
rekey 3600
repl ay- wi ndow 512
ci pher-suite aes256-chc-shal

per fect-forward-secrecy group-2
1

no shut down
!
1

Cisco 10S®:

router bgp 65000
bgp | og- nei ghbor - changes
nei ghbor 10.0.0.2 renote-as 65001
|
crypto keyring KR
pre-shared-key address 0.0.0.0 0.0.0.0 key testtesttesttest
|
crypto i psec profile | PSEC PROFI LE
set transformset TSET
set pfs group2
set isaknp-profile | KE_PROFILE
|
crypto i saknp profile | KE_PROFILE
keyring KR
self-identity address
match identity address 0.0.0.0
|
interface Tunnel 1
i p address 10.0.0.1 255. 255. 255. 252
tunnel source G gabitEthernet?2
tunnel node ipsec ipv4d
tunnel destination 192.168.9.242
tunnel protection ipsec profile | PSEC PROFILE isaknp-profile | KE_PROFILE

Tipp: Aufgrund der Sicherheitsverbesserungen in vEdge seit der Softwareversion 19.1 muss
ein Pre-Shared Key mindestens 16 Zeichen lang sein.
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