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CHAPTER

Introduction

» Technology Use Case, page 1

Technology Use Case

Providing employees access to corporate network and services from a remote environment poses challenges
for both the end user and IT operations. For the home-based teleworker, it is critical that access to business
services be reliable and consistent, providing an experience that is as similar as sitting in a cubicle or office
in the organization's facility. In addition, the solution must also support a wide range of teleworking employees
who have varying skill sets, making it critical to have a streamlined and simplified way to implementdevices
that allow for access to the corporate environment.

Cisco Aironet® 1815 Teleworker Access Point provides secure communications from a controller to an access
point at a remote location, seamlessly extending the corporate WLAN over the Internet to an employee's
residence. The user's experience at the remote location is the same as it would be at the corporate office.
Datagram Transport Layer Security (DTLS) encryption between the access point and the controller ensures
that all communications have the highest level of security.

Use Case:Teleworker with Wireless Devices

Teleworkers require always-on secure access to networked business services from a remote home office.
Wireless access provides easy mobility and setup within the home office, and consistent device configuration
allows for easy mobilitybetween the home office and on site at the corporate location.

This design guide enables the following network capabilities:
« Common wireless device configuration for onsite and teleworker wireless access

« Authentication through IEEE 802.1x for employees and encryption for all information sent and received
to the organization’s main location

« Simplified IT provisioning for the home office, which reduces setup time and supports varying levels
of end-user skills

* Mobility and flexibility for voice endpoints at the teleworker location

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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CHAPTER 2

Design Overview

* Design Overview , page 3
* Design Models , page 4
» Cisco Aironet 1815T(Teleworker) Workflow , page 5

Design Overview

The Cisco OfficeExtend solution is specifically designed for the teleworker who primarily uses wireless
devices. The solution consists of the following components:

* Cisco Aironet 1815T(Teleworker) Access Point

* Cisco 2500, Cisco 3504, Cisco 5500 Series, Cisco 2500 Series, Cisco 5500, Cisco 8500 Series Wireless
LAN Controller

Deployment Components

The OfficeExtend deployment is built around three main components: Cisco wireless LAN controllers, Cisco
OfficeExtend Access Points and Corporate Firewall.

Cisco Wireless LAN Controllers

Cisco wireless LAN controllers are responsible for system-wide WLAN functions, such as security policies,
intrusion prevention, RF management, quality of service (QoS), and mobility. They work in conjunction with
Cisco OfficeExtend Access Points to support business-critical wireless applications for teleworkers. Cisco
wireless LAN controllers provide the control, scalability, security, and reliability that network managers need
to build a secure, scalable teleworker environment.

To allow users to connect their corporate devices to the organization's on-site wireless network, the Cisco
OfficeExtend teleworking solution offers the same wireless Secure Set Identifiers (SSIDs) at teleworker's
home as those that support data and voice inside the organization.

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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. Design Models

Cisco OfficeExtend Access Points

Cisco Aironet 1815T(Teleworker) Access Point cannot act independently of a wireless LAN controller (WLC).
As the access point communicates with the WLC resources, it will download its configuration and synchronize
its software/firmware image, if required. Cisco Aironet 1815T(Teleworker) Access Point establishes a secure
Datagram Transport Layer Security (DTLS) connection between the access point and the controller to offer
remote WLAN connectivity using the same profile as at the corporate office. Secure tunneling allows all
traffic to be validated against centralized security policies and minimizes the management overhead associated
with home-based firewalls.

Cisco OfficeExtend delivers full 802.11ac wireless performance and avoids congestion caused by residential
devices because it operates simultaneously in the 2.4-GHz and the 5-GHz radio frequency bands. The Cisco
Aironet 1815T(Teleworker) Access Point provides wired and wireless segmentation of home and corporate
traffic, which allows for home device connectivity without introducing security risks to corporate policy.

Corporate Firewall

The Wireless LAN Controller should be placed in DMZ and the corporate Firewall must allow CAPWAP
Control and CAPWAP Data traffic through the Firewall to the Wireless LAN Controller.The general
configuration on the firewall is to allow CAPWAP control and CAPWAP management port numbers through
the firewall.

A

Note  The UDP 5246 and 5247 ports need to be opened on the firewall for communication between the Wireless
LAN controller and the Cisco OfficeExtend Access Point 1810.

Design Models

For the most flexible and secure deployment of Cisco OfficeExtend, deploy a dedicated controller pair for
Cisco OfficeExtend using the Cisco 8500 and 5500 LAN Controllers. In the dedicated design model, the
controller is directly connected to the Internet edge demilitarized zone (DMZ) and traffic from the Internet is

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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| Design Overview
Cisco Aironet 1815T(Teleworker) Workflow .

terminated in the DMZ versus on the internal network, while client traffic is still directly connected to the
internal network.

Figure 1: Cisco OfficeExtend dedicated design model
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Cisco Aironet 1815T(Teleworker) Workflow

The following steps describe the workflow carried out by the teleworker to connect the 1815T Access Point
to the corporate Wireless LAN Controller:

* A user is given an 1815T Access Point primed with the IP address of the corporate Wireless LAN
controller. Alternatively, the teleworker can prime the 1815T Access Point by entering the IP address
of the Wireless LAN Controller in the local configuration screen of the OfficeExtend Access Point

* The teleworker connects the WAN port on OfficeExtend Access Point to one of the home internet router
LAN interfaces

* The 1815T Access Point will obtain an IP address from the home internet router and will initiate a join
request to the corporate Wireless LAN Controller

* After the 1815T Access Point joins the corporate Wireless LAN Controller, it advertises the corporate
SSID, extending the same security methods and services across the WAN to the teleworker’s remote
home location

« If Remote LAN (RLAN) is configured on Wired LAN ports of the 1815T Access Points, devices can
be connected to the corporate network via the Wired LAN ports

* Teleworker can additionally configure a Personal SSID on the 1815T Access Point for home networking

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -
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CHAPTER 3

Understanding ports on Cisco Aironet 1815t

Interfaces

The Cisco AIR-AP1815T has the following interfaces:
* One 10/100/1000 BASE-T (Ethernet) WAN Interface
e Three 10/100/1000 BASE-T (Ethernet) LAN Interfaces
> Auto-MDIX (automatically support either straight through or crossover cables)

> 802.3af PSE power on one LAN 1 Ethernet Interface

* Local Power DC Jack
* Recovery push button (enables partial or full system configuration recovery)
* One multi-color LED Status indicator

° Colors supported are Red, Green, Amber

* Multi-color LED Link Status indicator for each LAN Port

* Antennas
°2x2 AP

Interfaces as noted in Figure Interfaces as shown on Description

helow AIR-AP1815T

1 Mode When pressed for more than 20s,
it will reset the AIR-AP1815T to
factory defaults

2 USB USB (Future Use)

3 WAN WAN Port for connectivity to the
internet

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -
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Interfaces as noted in Figure Interfaces as shown on Description
below AIR-AP1815T
4 PSE-LANI, LAN2, LAN3 LAN Ethernet Ports, PSE-LAN1

and LAN2 can be tunneled back
to WLC. LAN 3 is a dedicated
LAN port for accessing local UI

of the AIR-AP1815T.

5 Power On/Off Push Button Power On/Off Push Button

6 48V DC 48V DC port to connect
AIR-PWR-D

7 Security Kensington Security Slot

8 LED Multi-color LED Status indicator.
Colors supported are Red, Green,
Amber

A

Note LAN 3 is a dedicated local interface used to access the local UI of the Access Point. PSE-LAN1 and LAN2
can also be used as local interface if no RLAN is configured on them.

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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CHAPTER I

Software Featureson Cisco Aironet AIR-AP1815T

The Cisco Aironet® 1815T(Teleworker) Access Point supports a number of features:
* Access Point Mode

> Cisco Aironet 1815t supports FlexConnect Mode with sub mode as OEAP

* DTLS
> Control-DTLS is enabled for Control

> Data—DTLS is enabled for client traffic tunneled back to the corporate Wireless LAN Controller

* CDP and LLDP
> Ethernet Ports— Cisco Aironet 1815t does not support CDP or LLDP on Ethernet ports. LAN1
(PSE) has fixed power (not negotiable)
* Authentication and Security
> Advanced Encryption Standard (AES) for Wi-Fi Protected Access 2 (WPA2)
*802.1X, RADIUS authentication, authorization and accounting (AAA) on WLAN and RLAN
©802.111
*MAC filtering

* Personal SSID support
° Personal SSID support for local home networking

°LAN 3 is a dedicated local port for local AP access

* WLAN and RLAN

° A total of 8 (WLAN + RLAN) is supported on Cisco Aironet 1815T. One can have more than 8§
(WLAN + RLAN) associated on the AP group but only the first § (WLAN + RLAN) would be
usable.

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -
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CHAPTER 5

Configuring WLC

» Configure the WLC for NAT, page 11
» Configuring the Time Zone, page 12
» Configuring SNMP, page 13

» Configuring Wireless User Authentication, page 17

Configure the WLC for NAT

Step 1
Step 2
Step 3

The Internet edge firewall translates the IP address of the WLC management interface in the DMZ to a publicly
reachable IP address so Cisco Aironet 1815 Teleworker Access Point at teleworker locations can reach the
WLC. However, in order for the Cisco Aironet 1815T(Teleworker) Access Point to communicate with the
WLC, the publicly reachable address must also be configured on the WLC management interface.

To configure the WLC for NAT, perform the following steps:

Procedure

In Controller > Interfaces, click the management interface.
Select Enable NAT Address.

In the NAT IP Address box, enter the publicly reachable IP address, and then click Apply. (Example:
172.16.130.20)

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -
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. Configuring the Time Zone

Note  The NAT IP Address must be the external, globally unique IP address that the Wireless LAN Controller
displays on the Internet. This allows the WLC to place this IP address into the CAPWAP discovery
response packet prior to encryption. The address shown here is an RFC-1918, private IP address and
is used in this guide only for documentation purposes.

Saye Configuration  Ping  Logout Refresh

MONITOR WL CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces > Edit < Back Apply

General

Rty General Information

Interfaces

Interface Name management
Interface Groups
i MAC Address d0:d0:fd:1f:59:60

Multicast

Network Routes Configuration
b Internal DHCP Server Quarantine

Mobility Management g ;rantine vian 1d

Ports
NAT Address

¥ NTP
» COP Enable NAT Address )

NAT IP Add 172.16.130.20
» Advanced b

Interface Address

VLAN Identifier 0

1P Address 192.168.19.20
Netmask 255.255.255.0
Gateway 192.168.19.1

Physical Information
Port Number 1
Backup Port o
Active Fort i
Enable Dynamic AP Management 7]
DHCP Information

Primary DHCP Server 10.4.48.10

Secondary DHCP Server 0.0.0.0

Access Control List

ACL Name none ¥

Note: Changing the Interface parsmeters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for some
clients.

Configuring the Time Zone

To configure the time zone, perform the following steps:

Procedure

Step1 Navigate to Commands > Set Time.
Step2 In the Location list, choose the time zone that corresponds to the locationof the WLC.
Step3 Click Set Timezone.

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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Configuring SNMP .

ave i i Pi Refresh
" I' " | " Sawe Configuration = Ping = Logout 'Refresh

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Commands Set Time Set Date and Time | Set Ti |

Download File

upload File Current Time Tue May 31 11:07:38 2011
Reboot Daba
Config Boot
Manth May -
b Scheduled Reboot
Day 31 -
Reset to Fact:
Default 0 Year 2011
Set Time
Login Banner Time
Hour 11 -
Minutes 7
Seconds 38
Timezone
Delta hours |0 mins |0
Locationd (GMT -8:00) Pacific Time (US and Canada) -

Foot Notes

1. Automatically sets daylight savings time where used.

Configuring SNMP

Step 1
Step 2
Step 3
Step 4
Step 5

To configure SNMP, perform the following tasks:

Procedure

In Management > SNMP > Communities, click New.
Enter the Community Name. (Example: cisco)

Enter the IP Address. (Example: 10.4.48.0)

Enter the IP Mask. (Example: 255.255.255.0)

In the Status list, choose Enable, and then click Apply.

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -
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. Configuring SNMP

Saye Configuration  Ping  Logout Refresh

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Management SNMP v1 / v2c Community > New < Back Apply
Sermny: Community Name | disco
e 1P Address 10.4.98.0

General
SNMP V'3 Users
Communities Access Mode Read Only =
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS

1P Mask 255.255.255.0

Status Enable ~

Telnet-SSH
Serial Port

Local Management
Users

User Sessions
» Logs

Mgmt Via Wireless
¥ Software Activation

# Tech Support

Step6 In Management > SNMP > Communities, click New.
Step7 Enter the Community Name. (Example: ciscol123)
Step 8 Enter the IP Address. (Example: 10.4.48.0)

Step9 Enter the IP Mask. (Example: 255.255.255.0)

Step 10 In the Access Mode list, choose Read/Write.

Step 11 In the Status list, choose Enable, and then click Apply.

Save Configuration  Ping Logout Refresh

CISCO MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management SNMP v1 / v2c Community > New < Back Apply |
FNR Ty Community Name .ciscuiz}
= 1P Address 10.4.48.0
General -
SNMP V3 Users 1P Mask 255.255.255.0

Communities Access Mode Read/Write =
Trap Receivers
Trap Controls
Trap Logs

Status Enable ~

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
¥ Logs

Mgmt Via Wireless
b Software Activation

» Tech Support

. Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide



Configuring WLC

Configuring SNMP .

Step 12 Navigate to Management > SNMP > Communities.
Step 13 Point to the blue box for the public community, and then click Remove.

Step 14 On the "Are you sure you want to delete?" message,click OK .
Step 15 Repeat Step 13 and Step 14 for the private community.

cisco
Management

Summary

* SNMP
General
SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
¥ Logs

Mgmt Via Wireless
b Software Activation

¥ Tech Support

MONITOR ~ WLANS

SNMP v1 [ v2Zc Community

Community Name
cisco

cscol23

CONTROLLER

Saye Configuration ~ Ping  Logout Refresh

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

IP Address IP Mask Access Mode Status
10.4.48.0 255.255.255.0 Read-Only Enable [~]
10.4.48.0 255.255.255.0 Read-Write Enable [~]

Step 16 Navigate to Management > SNMP > General and disable SNMP v3 Mode, and click Apply.

Figure 2:

afial
cisco

Management

Summary

~ SNMP
General
SNMP V3 Users
Communities
Trap Recaivers
Trap Controls
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
» Software Activation

» Tech Support

MONITOR WLANs CONTROLLER WIRELESS

Saye Configuration  Ping ~ Logout Refresh

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

SNMP System Summary Apply

MName
Location

Contact

System Description

System Object ID
SNMP Port Number
Trap Port Number
SNMP v1 Mode
SNMP v2c Mode

SNMP v3 Mode

[wic-oeap-1 |
| |
| |

Cisco Controller

1.3.6.1.4.1.9.1.1069

161

[162

Step 17 Navigate to Management > SNMP Communities > SNMP V3 Users.
Step 18 On the right side of the default User Name, point and click the blue down arrow, and then click Remove.

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -
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Configuring SNMP

MONITOR  WILANs

CIsco

CONTROLLER

Access Level

Management SNMP V3 Users
Summary
w SNMP User Name
General default

SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
} Software Activation

¥ Tech Support

Readwrite

WIRELESS

SECURITY

Auth Protocol

HMAC-SHA

Save Configuration Ping Logout Refresh

HELP  FEEDBACK

New... I

MANAGEMENT  COMMANDS

Privacy Protocol

AES

Step 19 Press OK to confirm that you are sure you want to delete, then press Save Configuration.

cisco MONITOR  WLANs

Management
Summary
* SNMP User Name
General default

SNMP V3 Users
Communities
Trap Receivers
Trap Controls
Trap Logs

HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs

Mgmt Via Wireless
» Software Activation

¥ Tech Support

Note

CONTROLLER

SNMP V3 Users

Access Level

Readwrite

WIRELESS

Auth Protocol

SECURITY  MANAGEMENT

Logout Refresh|

EEEDBACK

Sayve Configuration = Ping

COMMANDS  HELP

Privacy Protocol
ACC =

HMAC-SHA

Message from webpage

le Are you sure you want to delete ?

| (o]

[ I}OK

Changes to the SNMP configuration may sometimes require that the WLC be rebooted.

. Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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Configuring Wireless User Authentication .

Configuring Wireless User Authentication

Procedure

Step1 In Security > AAA > Radius > Authentication, click New.
Step2 Enter the Server IP Address. (Example: 10.4.48.15)

Step3 Enter and confirm the Shared Secret. (Example: SecretKey)
Step4 To the right of Management, clear Enable, and then click Apply.

Save Configuration ~ Ping  Logout Refresh

cISCo MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New < Back Apply
v AAA Server Index (Priority) i =
General
« RADIUS Server 1P Address 10.4.48.15
ittt Shared Secret Format ASCH =
Accounting
Fallback Shared Secret wos .
¥ TACACS+ Confirm Shared Sacret ELTTITTE
Loap
Losal et Hsens Key Wrap [F] (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Filtering
Disabled Clients Port Number 1812
User Login Policies S R e
AP Policies
s Policies Support for RFC 3576 Enabled +
» Local EAP Server Timeout 2 seconds
¥ Priority Order Network User Enable
» Certificate Vemagsment [ Enable

= 1PsH Enabl
} Access Control Lists e &l b

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP
b Advanced

Step5 To the right of Management, clear Enable, and then click Apply.
Step 6 Enter the Server IP Address. (Example: 10.4.48.15)
Step7 Enter and confirm the Shared Secret, and then click Apply. (Example: SecretKey)

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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. Configuring Wireless User Authentication

Save Configuration ~ Ping  Logout Refresh

cISCco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Accounting Servers > New < Back Apply
¥ AR Server Index (Priority) i ©
Genersl =
« RADIUS Server IP Address 10.4.48.15
Authentication Shared Secret Format ASCII +
Accounting
Fallback Shared Secret
L eitoy Cenfirm Shared Secret
LDAP —
it Port Number 1813
MAC Filtering Server Status Enabled +
Disabled Clients
U ToggriPol ek Server Timeout 2 seconds
AP Policies Network User Enable
Password Policies
1PSec [F]  Enable

Local EAP

Priority Order

* v v

Certificate
b Access Control Lists

Wireless Protection
Policies

b Web Auth
TrustSec SXP
¥ Advanced
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CHAPTER

Configuring Voice or Data WLAN Connectivity

The Cisco Aironet 1815 Teleworker Access Point supports a maximum of 8 wireless LANs and remote
LAN. Configure the SSIDs to separate voice and data traffic, which is essential in any good network design
in order to ensure proper treatment of the respective IP traffic, regardless of the medium it is traversing. In
this procedure, you add an interface that allows devices on the wireless data network to communicate with
the rest of your organization.

» Creating Wireless LAN Data Interface, page 19

¢ Creating the Wireless LAN Voice Interface, page 21
* Creating the Remote LAN Interface, page 22

» Configuring the Data Wireless LAN, page 24

» Configure Voice Wireless LAN, page 26

» Configure the Remote LAN, page 29

Creating Wireless LAN Data Interface

To create wireless LAN data interface, perform the following steps:

Procedure

Step1 In Controller > Interfaces, click New.
Step2 Enter the Interface Name. (Example: Wireless-Data)
Step3 Enter the VLAN Id, and then click Apply. (Example: 244)

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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Configuring Voice or Data WLAN Connectivity

. Creating Wireless LAN Data Interface

Step 4

Step 5
Step 6
Step 7

Step 8

'lll'lll- Saye Configuration  Ping  Logout Refresh
cI1SCO MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
Ceporal Interface Name  Wireless-Data
Hads VLAN 1d 244
Interfaces

Interface Groups
Multicast

Network Routes

-

Internal DHCP Server

-

Mobility Management
Ports
F NTP
» CDP

-

Advanced

In the Port Number box, enter the WLC interface that connects to the LAN distribution switch. (Example:

2)
In the IP Address box, enter the IP address to assign to the WLC interface. (Example: 10.4.144.5)
Enter the Netmask. (Example: 255.255.252.0)

In the Gateway box, enter the IP address of the VLAN interface defined in Configuring LAN Distribution
Switch, Procedure 1, “Configure the distribution switch,” Step 2. (Example: 10.4.144.1)

In the Primary DHCP Server box, enter the IP address of your organization’s DHCP server, and then click
Apply. (Example: 10.4.48.10)

Saye Configuration | Ping | Logout  Refresh
alvaln el TR

cisco CONTROLLER ~ WIRELESS ~SECURITY ~MANAGEMENT ~COMMANDS HELP FEEDBACK
Controller Interfaces > Edit < Back Apply
General
meemony) General Information
Interfaces
Interface Name Wireless-Data
Interface Groups
2 MAC Address 40:d0:4d117:59:00
Multicast
Network Routes Configuration
» Internal DHCP Server (. o
» Mobility Management  o,,...cine B
Ports Quarantine Vian 1d o
» NTP
Physical Information
» cop
Port Number 2
b Advanced
Backup Port 0
Active Port 0
Enable Dynamic AP
Management 8
Interface Address
VLAN Idenifier 244
1P Address 1041445
Netmask 255.255.252.0
Gateway 10.4.1441
DHCP Information
Primary DHCP Server 10.4.48.10
Secondary DHCP Server
Access Control List
ACL Name none ~

Note: Changing the Interfsce parameters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for
some clients.
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| Configuring Voice or Data WLAN Connectivity

Creating the Wireless LAN Voice Interface .

Creating the Wireless LAN Voice Interface

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

You must add an interface that allows devices on the wireless voice network to communicate with the rest of
the organization.

To create wireless LAN voice interface, perform the following steps:

Procedure

In Controller > Interfaces, click New.
Enter the Interface Name. (Example: Wireless-Voice)
Enter the VLAN Id, and then click Apply. (Example: 248)

Save Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
Eenersl Interface Name  Wireless-Voice
Rerwtont VLAN 1d 248

Interfaces
Interface Groups
Multicast
Network Routes
» Internal DHCP Server
} Mobility Management
Ports
F NTP
» CDP

b Advanced

In the Port Number box, enter the WLC interface that connects to the LAN distribution switch. (Example:
2)

In the IP Address box, enter the IP address to assign to the WLC interface. (Example: 10.4.148.5)

Enter the Netmask. (Example: 255.255.252.0)

In the Gateway box, enter the IP address of the VLAN interface defined in Configuring LAN Distribution
Switch, Procedure 1, “Configure the distribution switch,” Step 2. (Example: 10.4.148.1)

In the Primary DHCP Server box, enter the IP address of your organization’s DHCP server, and then click
Apply. (Example: 10.4.48.10)
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Creating the Remote LAN Interface

Next, you add an interface that allows devices on the remote LAN network to communicate with the rest of

Step 1

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT
Controller Interfaces > Edit

General

Inventory

General Information
Interfaces

Interface Name wireless-voice
Interface Groups

MAC Address 0:d0:fd:1:55:¢0
Multicast

Network Routes Configuration

» Internal DHCP Server B
b Mobility Management  o,,orantine B
Ports Quarantine Vlan Id 0
» NTP
Physical Information
» cop

» Advanced A pumoer z
Backup Port o
Active Port o
Enable Dynamic 47
Management g

Interface Address

VLAN Identifier 248
1P Address 10.4.148.5
Netmask 255.255.252.0
Gateway 10.4.148.1

DHCP Information
Primary DHCP Server 10.4.48.10
Secondary DHCP Server

Access Control List

ACL Name none ~
Note: Changing the Interface parameters causes the WLANS to be

temporarily disabled and thus may result in loss of connectivity for
some clients.

the organization.

COMMANDS ~ HELP  FEEDBACK

<Back

Saye Configuration  Ping ~ Logout Refresh

Apply

To create remote LAN interface, perform the following steps:

Procedure

In Controller > Interfaces, click New.

Step2 Enter the Interface Name. (Example: Remote-LAN)
Step3 Enter the VLAN Id, and then click Apply. (Example: 252)

- Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
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Step 4

Step 5
Step 6
Step 7

Step 8

Creating the Remote LAN Interface .

: 'I n || i Save Configuration  Ping  Logout Refresh
cISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces > New < Back Apply
ezl Interface Name  Remote-LAN
Aneentony VLAN 1d 252
Interfaces

Interface Groups
Multicast

Network Routes

-

Internal DHCP Server

v

Mobility Management
Ports

b NTP

» CoP

b Advanced

In the Port Number box, enter the WLC interface that connects to the LAN distribution switch. (Example:
2)

In the IP Address box, enter the IP address to assign to the WLC interface. (Example:10.4.152.5)

Enter the Netmask. (Example: 255.255.252.0)

In the Gateway box, enter the IP address of the VLAN interface defined in Configuring LAN Distribution
Switch, Procedure 1, “Configure the distribution switch,” Step 2. (Example: 10.4.152.1)

In the Primary DHCP Server box, enter the IP address of your organization’s DHCP server, and then click
Apply. (Example: 10.4.48.10)

Sav ration | Ping  Logout Refresh
alvaln g Gl
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANI HELP  FEEDBACK

Controller Interfaces > Edit < Back Apply

General
Isvontoey) General Information
Interfaces
Interface Name Remote-LAN
Interface Groups
i MAC Address 0:0:6d:1:59:¢0
Multicast
Network Routes Configuration
» Internal DHCP Server =
» Mobility Management A
ports Qu tan 18 0
» NTP
Physical Information
» cop
2
» Advanced
0
0
[}
Interface Address
VLAN Identifier 252
1 Address 1041525
Netmask 255.255.252.0
Gateway 041521
DHCP Information
Primary DHCP Server 10.4.48.10
Secondary DHCP Server
Access Control List
ACLName none +

< the WLANs to be
in loss of connectivity for

Changing the Interfsce para
ly disabled and thus m)
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Configuring the Data Wireless LAN

Configuring Voice or Data WLAN Connectivity

Wireless data traffic is different from voice traffic in that it can more efficiently handle delay and jitter as

well as greater packet loss. For the data wireless LAN, keep the default QoS settings and segment the data

traffic onto the data wired VLAN.

To configure the data wireless LAN, perform the following steps:

Procedure

Step1 Navigate to WLANS.

Step2 Click the WLAN ID of the SSID created during platform setup.

Save Configuration  Ping  Legout Refresh

HELP  FEEDBACK

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANs
v WLANs Current Filter:  None Change Filter] [Clear Filter]
WLANS
» Advanced
[ VAN
) Type Profile Name
M1 WLAN WLAN-Data

Entries 1-1of 1

- =

Security Policies

Enabled  [WPAZ][Auth(802.1X)]

Step3  On the General tab, in the Interface list, choose the interface created in Procedure 1.(Example: Wireless-Data)

Next, enable Application Visibility and Control (AVC).
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Configuring the Data Wireless LAN .

Save Configuration  Ping  Logout Refresh

cisco MONITOR CONTROLLER ~ WIRELESS ~ SECURTTY
WLANs WLANSs > Edit "WLAN-Data’ < Back Apply
- WLANS — V2
General | Secu QoS | Advanced
o [_security | gos | \
b Advanced profile Name WLAN-Data
Type WLAN
ss1p WLAN-Dota
Status Enabled
Security Policies [wPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al -
Interface/Interface
L wireless-data +

Multicast Vlan Feature  [] Enabled
Broadcast SSID Enabled

Foot Notes
1 Web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANTTE suthentication

3 When client exclusion is enabled, @ Timeout Value of zero means infinity (will require administrative owerride to reset excluded clients)
4 Glient MFP is not active unless WPAZ is configured

5 Learm Client IP is configurable only when HREAP Local Switehing is enabledl

6 WMM and open or AES security should be enabled to support higher 11n rates

7 Multicsst Should 6e Ensbled For IRV

& Band Select is configurable only when Radio Policy is set to 'All'

9 Value zero implies there s no restriction on maximum clients allowed.

10 MAC Filkering is not supported with HREAP Local authentication

11 MAC Fitering should be enabled,

12 Guest tunneling, Local switching, DHCP Required should be disabled.

13 Max-associated-clients feature is not supported with HREAP Local Authentication

Step4 Navigate to the QoS tab, select Application Visibility, click Apply, and then click Save Configuration, and
agree to confirmation questions.

Saye Configuration  Ping  Logout Refresh

alial

cisco MONITOR ANs CONTROLLER  WIR SECURITY MANAGEMENT  COMM, D
WLANS WLANS > Edit "WLAN-Data’ [=mack | | awely | A
WLAN e - ; ——

e General | Security | QoS | Policy-Mapping | Advanced |

» Advanced A
Quality of Service (QoS)
Application Visibility ¥ Enabled
AVC Profile

Netflow Monitor none v|

Override Per-User Bandwidth Contracts (kbps) 18
DownStream  UpStream

Average Data Rate o CH
Burst Data Rate 1'0 |.9 1

Average Real-Time Rate |0

Burst Real-Time Rate [o
Clear
1

Override Per-SSID Bandwidth Contracts (kbps) =
DownStream  UpStream
Average Data Rate o

I

Burst Data Rate 0

Step5 On the Advanced tab, clear Coverage Hole Detection, enable DHCP Addr. Assignment Required, clear Aironet
IE , enable Allow AAA Override, and then click Apply.
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. Configure Voice Wireless LAN

' I o I ' Sawe Configuration  Ping  Logout Refresh
. ) .
M Wi 5 Cf 1 ol Al Ol = Ll H CK
MONITOR ~ WLAN CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "WLAN-Data’ < Back Apply ~
vrvﬂ:: General | Security | Qos | Policy-Mapping | Advanced ‘

» Advanced ~

o pan Enabled Dhee

o e DHCP Server [ override

overage Hole
Bate by [ enabled
DHCP Addr. o

Enable Session E Assignment W required

Timeout Session Timeout (s=cs)

Aironet TE [lenabled oraR

E:);‘aagnnr;s‘u: [ Teriabled Split Tunnel (Printers) [ Enabled

. Management Frame Protection (MFP)

Override IEvG

Interface ACL  PV4 None v

Layer2 Adl MFP Client Protection ¥ [Optional |

P2P Blocking DTIM Period (in beacon intervals)

Aetion Disabled v

- N — soz.1a/n (1. 259

i B nabled —

Exclusion Timeout Value (secs) 802.11b/gin (1 - 255)

Maximum

Allowed Clients D ot

- MAC State _None b v

ST L Clenasiea Lom Bl o

< > bl

Configure Voice Wireless LAN

Wireless voice traffic is different from data traffic in that it cannot effectively handle delay and jitter as well
as packet loss. To configure the voice wireless LAN, change the default QoS settings to Platinum and segment
the voice traffic onto the voice wired VLAN.

To configures voice wireless LAN, perform the follwoing steps:

Procedure

Step1 Navigate to WLANS.
Step2 In the drop-down list, choose Create New, and then click Go.
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WLANS

Configure Voice Wireless LAN .

Saye Configuration  Ping  Logout Refresh

cIsco MONITOR

WLANSs WLANSs

o WLANs Current Filter:
WLANS

(3 Advanced

]
Ba

WLAN

Chanae Filter] [Clear Filter]

0} Type Profile Name

WLAN

CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

Entries 1 - 1of 1

Create New ~ Ge

Admin
WLAN SSID Status  Security Policies
WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]

Step3 Enter the Profile Name. (Example: Voice)

Step 4

In the SSID box, enter the voice WLAN name, and then click Apply. (Example: WLAN-Voice).

Save Configuration ~ Ping  Logout Refresh

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

cISCO MONITOR ~ WLANs
WLANs WLANSs > New
- WLANs
Type
WLANS
Profile Name
» Advanced

551D

D

< Back Apply

Step5 On the General tab, to the right of Status, select Enabled.

Step 6

In the Interface list, choose the interface created in Procedure 2. (Example: Wireless-Voice)
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. Configure Voice Wireless LAN

" I 1ol I I Saye Configuration  Ping  Logout Refresh
CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Voice’ < Back Apply |
bk WLANs General |/ Security | QoS I Advanced |
WLANS =
L Advanced Profile Name Voice
Type WLAN
SSID WLAN-Voice
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All -

Interface/Interface r—
Group(G) wireless-voice ¥

Multicast Vian Feature [ Enabled
Broadeast SSID Enabled

Foot Notes

1 Web Policy cannot be used in combination with IPsec

2 H-REAP Local Switching is not supported with IPsec, CRANITE suthentication

3 When client exclusion is enabled, @ Timeout Value of zero means infinity {(will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPAZ2 is configured

5 Learn Client IP is configurable only when HREAP Local Switching is enabled

& WMM and open or AES security should be enabled to support higher 11n rates

7 Multicast Should Be Enabled For IPV6.

8 Band Select is configurable only when Radio Policy is set to 'All".

9 Value zero implies there is ne restriction on maximurm clients allowed.

10 MAC Filtering is not supported with HREAP Local suthentication

11 MAC Filtering should be enabled.

12 Guest tunneling, Locsl switching, DHCP Required should be disabled.

13 Max-associated-clients feature is not supported with HREAP Local Authentication.

Step7 Click the QoS tab, and in the Quality of Service (QoS) list, choose Platinum and enable AVC.

Save Configuration  Ping  Logout Refresh

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Voice' < Back Apply| ~
v WLANS A e =
—— ‘General | Security | QoS | Policy ving |
b Advanced A
Quality of Service (Qos)
Application Visibility M Enabled
AVC Profile

Netflow Monitor

Override Per-User Bandwidth Contracts (kbps) 2

DownStream UpStream

Average Data Rate o
Burst Data Rate o ]
Average Real-Time Rate Cl
Burst Real-Time Rate o

0

Override Per-SSID Bandwidth Contracts (kbps)

DownStream UpStream

wosseomarwe @] ] u
Burst Data Rate 0 a
£
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Configure the Remote LAN .

Step8 Click the Advanced tab, and then clear Coverage Hole Detection, clear Aironet IE, enable Allow AAA
Override, and then click Apply.

Wl I 1t I I Save Configuration Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Voice' < Back Apply A
WLAN: p W
- s General | Security | Qos | Policy-Mapping | Advanced ‘
WLANS
b Advanced ~
Allow ARA
o‘,c:.v,ide M Enabled s
c G DHCP Server [ override
Doteae MO [ Enabled
DHCP Addr. =
Enable Session ] Assignmenrt | Required
Timeout Session Timeout (secs)
Aironet IE [lenabled oA
gfagnn:jdc [ lerabied Split Tunnel (Printers) [ Enabled
i 1P Management Frame Protection (MFP)
acL  [Pv4 [None v None N
Layer2 Acl MFP Client Protection 4
i DTIM Period (in b int I
:ifig?-immng ‘eriod (in beacon intervals)
e TP a— e02.113n (1259
3 E
Exclusion 2 e e Tl (secs) 802.11b/g/n (1 - 255)
Maximum
Allowed Clients El Par
¢ NaC State o
Static IP i
299 4 Uenabled Load Ealawcimaod
< > ¥

Configure the Remote LAN

A remote LAN is similar to a WLAN except it is mapped to one of the Ethernet ports on the back of the Cisco
Aironet 1815 Teleworker Access Point.

To configure the remote LAN, perform the following steps:

Procedure

Step1 Navigate to WLANS.
Step2 In the drop-down list, choose Create New, and then click Go.
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. Configure the Remote LAN

" I 1ol I i Saye Configuration  Ping  Logout Refresh
CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs Entries 1 - 2 of 2
A WLANs Current Filter: None Change Filter] [Clear Filter] “Create New - BB
WLANSs
3 Advanced
D WLAN Admin
D Type Profile Name WLAN SSID Status Security Policies
1 WLAN WLAN-Data WLAN-Data Enabled  [WPA2][Auth(802.1X)]
A 2 WLAN Voice WLAN-Voice Enabled  [WPAZ2][Auth(802.1X)]

Step3 In the Type list, choose Remote LAN.
Step4 Enter the Profile Name, and then click Apply. (Example: LAN)

" I ol I i Save Configuration  Ping  Logout Refresh
CISCO MONITOR  WLANs TROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > New < Back Apply
- Lok Type Remote LAN =
WLANs
Profile Name LAN
3 Advanced :
j(a] 3 -

Step5 On the General tab, to the right of Status, select Enabled.
Step6 In the Interface list, choose the interface created in Procedure 3. (Example: Remote-LAN)
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Configure the Remote LAN .

Save Configuration ~ Ping  Logout Refresh

cisco

WLANs

+* WLANs
WLANs

= Advanced
AP Groups

MONITOR ~ WLANs LER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK A Home
WLANSs > Edit 'Remote-LAN1" < Back Apply
General T Security | QoS T Advanced |
Profile Name [Remote-LanT ]
Type Remote LAN
ssID |Remaote-LANT |
Status ¥ Enabled
Egress Interface remote-lan ¥
NAS-1D [none
Foot Notes

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)

8 Value zero implies there is no restriction on maximum clients allowed.
17 IPv6 DHCP server configuration is not supported for remots-lan,

Step7 Click the Security tab.
Step8 On the Layer 2 tab, clear MAC Filtering and select 802.1x.

cisco

Saye Configuration  Ping  Logout Refresh

INTROLLER ~ WIRELESS  SECURITY IAGEMENT COMMANDS EEEDBACK

WLANs

+ WLANs
WLANs

b Advanced

WLANSs > Edit 'Remote-LAN1" < Back Apply

[ General | Security | QoS ‘I’ Advanced |

| Layer2 | Layer3 | AAAServers |

x v |
MAC Filtering [ |

Layer 2 Security | 8

Foot Notes

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset exciuded clients)
8 Value zero implies there 7s no restriction on maximum clients aliowed.
17 IPv6 DHCP server configuration is not supported for remote-lan.

Step9 On the AAA Servers tab, select RADIUS servers and the click Apply.
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. Configure the Remote LAN

Save Configuration  Ping  Logout Refresh

MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK # Home
WLANs WLANSs > Edit 'Remote-LAN1" < Back Apply
+ WLANs G

General | Security [ Qos ‘I‘ Advanced

WLANs

b Advanced Layer2 | Layer3 | AAAservers |

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

Authentication Servers Accounting Servers EAP Parameters
¥ Enabled ¥ Enabled Enable @

Server 1 |IP:172.20,229.11, Port:1812 ¥ |[1P:172.20.229.11, Port:1813 ¥ |

Server 2 [None ¥ |[None v]

Server 3 | None ¥ |[Mone v

Server4 |None || None v

Server 5 | None ¥ || None v

Server 6 | None ¥ |[Mone v

RADIUS Server Accour

Interim Update [F] Interim Intervallo ]
LDAP Servers

Server 1 [None v | o
4

Foot Notes

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
8 Value zero implies there Is no restriction on maximum chients allowed.
17 IPv6 DHCP server is not for re

Step 10 Create an AP Group for the Teleworkers.

..I B Ill . Save Configuration  Ping  Logout Refresh
CIsco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs AP Groups Entries 1-1of 1 _Add Group
~ WLANs
WLANSs Add New AP Group
w Advanced

AP Group Name | Teleworkers |

AP Groups

Description |AP Group for Teleworkers

Add cancel

AP Group Name AP Group Description

default-aroup

Step 11  Add the Cisco Aironet 1815T(Teleworker) Access Point to the AP Group.
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Configure the Remote LAN .

ol l 1t l n Save Configuration  Ping Logout Refresh
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs Ap Groups > Edit 'Teleworkers' < Back
i “\'MLL‘:\:S | General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module |
s
+ Advanced
AP Groups APs currently in the Group Remove APs | Add APs to the Group Add APs
L] AP Name Ethernet MAC L] AP Name Group Name
L) APDCCE.C130.1650 default-group
) APDCCE.C12C.3A50 default-group
] APOOFE.CB2D.ESC8 default-group
¥ APDOFE.C82D.EFCO default-group
b 3
Foot Notes

1 Changing the WLAN interface mapping in an AP Group will remove the local VLAN mapping for FlexConnect AP in this group.

2 AP3600 with 802.11ac Module will only advertise first 8 WLANs on 5GHz radios.

3 Client Traffic QinQ should be enabled, to set the DHCPV4 QinQ

4 AP1810W has 3 LAN ports, which are configured through "Ports/Module”

5 OEAP1810 LANI/LANZ are configured through "Ports/Module,” with RLAN "None" represents local port. LANS is always a lacal port
6 OEAP1810 will only advertise first 8 WLANSs

7 AP2700 Aux port is configured through LAN1

Step 12 Associate the WLAN and RLAN to the AP Group.

ol l ) l n Save Configuration  Ping Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK # Home
WLANs Ap Groups > Edit 'Teleworkers' < Back
~ WLANs

| General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module |
WLANS

* Advanced

Add New
AP Groups

Add New
WLAN SSID | Remote-LAN1(2) Al |
Interface
Interface remote-lan V)1
Group(G)

SNMP NAC State _JEnabled

Add Cancel

WLANID  WLAN SSIDL2)(6] Interface/ Interface Group(G) SNMP NAC State

1 r
Foot Notes

1 Changing the WLAN interface mapping in an AP Group will remove the local VLAN mapping for FlexConnect AP in this group.

2 AP3600 with 802.11ac Module will only advertise first 8 WLANs on 5GHz radios.

3 Client Traffic QinQ should be enabled, to set the DHCPV4 QinQ

4 AP1510W has 3 LAN ports, which are configured through "Ports/Module”

5 OEAP1810 LANI/LANZ are configured through "Ports/Module,” with RLAN "None" represents local port. LAN3 s always a lacal port
6 OEAP1810 will only advertise first 8 WLANSs

7 AP2700 Aux port is configured through LAN1
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. Configure the Remote LAN

Step 13 Assign RLANSs to Wired LAN ports. One can Enable/Disable Wired LAN ports along with POE onPSE LAN1
port .

Save Configuration ~ Ping  Logout

cisco LER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'Teleworkers' < Back
i "“’MLS:‘ [ General | wiaNs | RFProfile | APs | 802.11u | Location | Ports/Module |
» Advanced
Apply
AP Groups

LAN Ports

LAN (2)(5) ENABLE POE RLAN

Lant Z "] ¥ [Remote-Lar ¥
LAN2 ] | Remote-LAI Y |
LAN3 @ [ None ]

External module 3G /4G

LAN ENABLE RLAN

module ) [None v]

Foot Notes

1 Changing the WLAN interface mapping in an AP Group will remove the local VLAN mapping for FlexConnect AP in this group.

2 AP3600 with 802.11ac Module will only advertise first 8 WLANS on SGHz radios.

3 Client Traffic QinQ should be enabled, to set the DHCPVA QinQ

4 AP1810W has 3 LAN ports, which are configured through "Ports/Madule"

5 OEAP1810 LANI/LANZ are configured through "Ports/Moduie,” with RLAN "None " represents local port. LANG is always a local port
6 OEAP1610 will oniy advertise first § WLANS

7 AP2700 Aux port is configured through LANI
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CHAPTER

Configuring AP Authentication

Access point authentication ensures only authorized access points can connect to the controller.

If you want to control which access points can connect to the corporate Wireless LAN Controller, follow

this process.

If you want to allow any access point to connect to the Wireless LAN Controller, skip to the next process.

» Configuring AP Authentication in WLC, page 35

Configuring AP Authentication in WLC

To configure the AP authetication in WLC, perform the following steps:

Procedure

Step 1

Navigate to Security > AAA > AP Policies.

Step2 Under Policy Configuration, select Authorize MIC APs against auth-listor AAA, and then click Apply.

CIsco

Save Configuration  Bing  Logout Refresh

Security

w AAA
General
« RADIUS
Authentication
Accounting
Fallback
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
A
Pa:

olicies

-

Local EAP

*

Priority Order
Certificate

=

Access Control Lists

-

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
AP Policies Apply_| _ Add
Policy Configuration
Accept Self Signed Certificate (S5C) )
Accept Manufactured Installed Certificate (MIC)
Accept Local Significant Certificate (LSC) [}
Authorize MIC APs against auth-list or AAA
Authorize LSC APs against auth-list =]
Entri 1-10f1
AP Authorization List Kmmern 2ils
Search by MAC Lﬂ:hl
MAC Address Certificate Type SHA1 Key Hash
00:50:56:a2:5d:96 S5C b62741ab695f6ef95e5a3fc7hba4496228972cdaf ﬂ

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide -



Configuring AP Authentication |
. Configuring AP Authentication in WLC

Cisco Aironet® 1815T (Teleworker) Access Point Deployment Guide
[ 36 | [



CHAPTER 8

Configuring Cisco Aironet 1815T (Teleworker)
Access Point

The Cisco Aironet 1815T(Teleworker) requires minimal configuration by the end user. For environments
where zero-touch end user deployments are required, the corporate IT department or network-integration
partner should pre—configure the Cisco Aironet 1815T with the address of the corporate Wireless LAN
controller, as described in this procedure.

Note

Step 1

Step 2
Step 3

Step 4

LAN 3 is a dedicated local port on Cisco Aironet 1815T. Connect your laptop to this device to access the
local Cisco Aironet 1815t configuration.

Procedure

Connect the WAN port on the back of the Cisco Aironet 1815T Teleworker Access Point to your home

router/gateway. The Cisco Aironet 1815T Teleworker Access Point Point gets an IP address from the home

router/ gateway.

Note The Cisco Aironet 1815T (Teleworker) Access Point is not designed to replace the functionality of
a home router, and it should not be connected directly to the service provider gateway.

After the Cisco Aironet 1815T (Teleworker)Access Point has booted up, connect a computer to the port
labeled as LAN3. The computer gets an IP address from the default DHCP address pool of 10.0.0.0/24.

Navigate to the Cisco Aironet® 1815T (Teleworker) Access Point by using its default IP address:
http://10.0.0.1/

Log in to the Administration page by using the default credentials admin/admin. The summary page appears.
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CONFIGURATION

EVENT_LOG

NETWORK
DIAGNOSTICS

Refresh  Logout
TELEWORKER

AR Home: Summary

ssiD

General Information
AP Name

AP 1P Address

AP Mode

AP MAC Address

AP Uptime

AP Software Version
WLC Info

CAPWAP Status

WAN Gateway Status

Client

AP Statistics

Radio Admin Status
2.4 GHz Enabled

5 GHz Enabled

LAN Port

Port No Admin Status
1 Enabled

2 Enabled

3 Enabled
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Step5 Navigate to Configuration > WAN.

Step 6
(Example: 172.16.130.20)

CONFIGURATION

rtayal

10.0.0.113

FlexConnect

00:fe:c8:2d:eb:80

0 days, 0 hours, 9 minutes, 50 seconds
8.3.90.5

[Cisco_7d:88:00] .35.131]

Run

Good
Chan/BW Tx Power
1/20MHz 20dBm
36/80MHz 20dBm
Port Type Link Status
Corporate Down
Local Down
Local Down

NETWORK

ENERTEROG DIAGNOSTICS

Pkts In/Out
63884/63887
3803/3905

Pkts In/Out
0/0
0/o
o/o

In the Controller IP Address box, enter the outside IP address of the primary WLC, and then click Apply.

Refresh  Logout

cisco

Systam Configuration
S0 Controller
DHCP 1P Address
WAN Uplink IP Configuration
~ Static IP
Firewall
1P Address
Backup/Restore Subnet Mask

Default Gateway
Domain Name

DNS Configuration
Primary DNS Server
Secondary DNS Server
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172.16.130.20

TELEWORKER

Apply |

The Cisco Aironet® 1815T (Teleworker) Access Point connects to the controller and downloads the current
software image. Allow 15-20 minutes for the device to download and reboot with the new code and

configuration.

Note

While the access point attempts to make a connection to the WLC, LED in front of the cradle flashes

red, amber, and green. Once connected, the status LED flashed yellow until the AireOS download
is complete. When the download is complete, the access point restarts. After the access point connects
to the controller again, the status LED is displayed as solid green.
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Step 1

Step 2

Step 3
Step 4
Step 5

CHAPTER 9

Configuring Personal SSID on Cisco Aironet 1815
Teleworker Access Point

The Cisco Aironet 1815T (Teleworker) Access Point also supports Personal SSID. This enables local home
client to use the same Cisco Aironet 1815 Teleworker Access Point to connect for local networking and
internet connectivity. Please note that local client traffic is not tunneled back to the corporate Wireless LAN
Controller.

To configure Personal SSID on Cisco Aironet 1815T (Teleworker) Access Point, perform the following
steps:

Procedure

Connect the WAN port on the back of the Cisco Aironet 1815T (Teleworker) Access Point to your home
router or gateway. The Cisco Aironet 1815 Teleworker Access Point gets an IP address from the home router
or gateway.

After the Cisco Aironet 1815T (Teleworker) Access Point has started, connect a computer to the port labeled
as LAN3 shown as 1 in Figure 2. The computer gets an IP address from the defaultDHCP address pool of
10.0.0.0/24.

Navigate to the Cisco OfficeExtend Access Point by using its default IP address: http://10.0.0.1/
Log in to the Administration page by using the default credentials admin/admin.
Navigate to Configuration > SSID and configure Personal SSID for 2.4GHz or 5GHz.
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NETWORK

CONFIGURATION EVENT_LOG DIAGNOSTICS

Refresh  Logout

TELEWORKER

System
ssiD

2.4GHz
5GHz

DHCP
WAN
Firewall

Backup/Restore

Configuration

Personal Network

Radio Interface 5 GHz

Enabled 7l

Broadcast 3]

SSID PersonalSSID|

MAC

Filter

Enabled [

Allowed

MAC 2.g.00:1D:ED: 34:E2: 1F

Addresses
MAC Address Description 'MAC Address
t - +

Security

WPA-PSK Disabled ¥

WPA2-PSK Enabled v |

WPA Encryption |aEs

WPA passphrase [ Click here to display

Foot Notes:

1. WPA passphrase is the network password you will use to connect wirelessly.

2. The passphrase must be between & to 32 case-sensitive ASCII characters.

®2010 - 2016 Cisco Systems Inc. Al rights reserved.

[ Apply |

Description

Step6 Enable the Radio and enter the SSID. For SSID broadcast, enable the Broadcast checkbox

Step7 For security, select WPA-PSK or WPA2-PSK and enter Paraphrase for corresponding security type.

Step 8 Click Apply for settings to take effect.
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