Linux SRv6 Sk
(BZR)
AR 5% TN RE VEAR

] B R g LR
Szt BRFE R TR
IR B

BhOK ERE ARG LR

L. ACHET Linux SRv6 IhRE, %454 Vagrant, Snort 25T H, X} SRve k%54
DHRERAT FEAAAMTANEGAE . SEB SRve AR 55%5E [ [F]F) 37 SR-aware Al %541 Non
SR-aware Ai%5 -

ASCETE S W: https://github.com/1jm625/srv6_Sandbox

—. SRv6 ke

MANE—R (https://www.sdnlab.com/22842.html) Fri&, SR S AR5 HEA b
FRETHSMRE LR, FL RS A EREED A A E Segment
YR A — Segment, XAHiEH T SR-aware k%5, tHi&EH T Non SR-aware
MR55. BRARRHIVEH], SR MRSSHEAR D77 SR E H T SR MPLS Al SRve, 430 A
PL SRv6 NBFIHEAT U B o

TEAR Sk, A H Mininet 28 T, ZGUE T Linux SRv6 [ VPN. Jii= L
FEA IR 55 4% (SR-aware IRF5)DIRE. FEA R H, FRATE St —BIR A ¥ SRve iS5
BEThEE, L0E SRve IR55HEXS Non SR-aware i 55 1) 2 766

N /& SRv6 AR BEAHREAEMI S (EZ SRv6 HAENAS MALFE —F) -

End.AD4: ZIAEESR SLAK 0 (i —#k) , &7 7 3% Non SR-aware Jik
B IR S A . 20 BARRICE T B ER Y S AE N SR AAHE (SR Proxy) , Bl
FEAEBHE L5 K 45 Non SR-aware RSSACEEZ B, $E4NZE BB Joi5, K
YRGS AT A PR, IXAEARSS TC 7 SC K SRve BT IE% T/E. End.AD4 #A/EE RN ZE


https://www.sdnlab.com/22842.html
https://www.sdnlab.com/22842.html

IR —A 1Pv4 B AL, MEAER B ANZ k1 SL, LA Z IPve kG Kk
1545 Non SR-aware JIl55; 7555 A3 58 5 #E80HE €L % (RIS, SR Proxy = HTs 0
IPv6 1 SRH 3k, Zk%:4%4 %k . End.AD4 #1F T BONRKIR S HELET — B S HI2%
17, D3RS B EdE . Bk~ ERR:

Non SR-awarefRs%

192.168.0.10

IPv4 SA =AAAA DA=B.BB.B
Payload

TenGEO/1/0 TenGEO/2/0

End.AD
E1::/64
IPv6 SA=C1:, DA = E1:A2 IPv6 SA = C1::;, DA = C2::1
S (E2::1, C2::1, E1::A2) SL=2 SRM (E2::1, C2::1, E1::A2) SL=1
IPvd SA = AAAA DA=B.B.B.B IPv4 SA = AAAA DA=B.B.B.B
Payload Payload

IPv6 SA = C1:, DA = C2:11
B (E2::1, C2::1, E1::A2) SL=1

B 1: End. AD4 #1E

End.AD6: Z#AFEF1 End.AD4 FEA—5, ME—XHEHERNERE— IPve ik
i,

End AM: ZEAEER SL AN 0 CRERE—BE , /2N 17 3% Non SR-aware
AR5 IR 5 B E . BARIAIRESEIE T SR Proxy ML, {HFI End.AD #:4/EA[H,
End.AM £:/E244 1Pve H HIHbhE 584 SL=0 B[] Segment, B IPve H I
ik, SRIEE KRS HR¥E RFC8200 MiwE, MRS: (hajFi &) AL 4b# SRH i
HORARYE B bbb, 1% BRI IRSS o] DAALERER/E SRH 2 J5 I f k. R4 4k
PEE KA )G, End.AM Fi &4 IPve H bt #i ok SL F8 €/ Segment, ZKEEHEK .
End.AM #AEA 5 BN RS HE4E Y 247, FHANEH T A 4 H End.AM 1 &5
FIR S 4% . End.AM X FhSeEipLH] RAE SRve 32 FF, SR MPLS A HEZEALAIHLA]

HARG N B s



Non SR-awarefRs%

2001:A

IPv6 SA =C1:, DA =B::

SR (B::, C2::1, E1::A4) SL=1
Payload
TenGEO/1/0 TenGE0/2/0
End.AM
E1::/64
IPv6 SA = C1:, DA = E1:A4 IPv6 SA =C1:, DA = C2::1
S (B::, C2:1, E1::A4) SL=2 Sl (B:, C2::1, E1::A4) SL=1
Payload Payload

K&l 2: End. AM #4E
=\ N4 {EH Linux SRv6 PR S5E?

AT O/ MG EE T, AP RHAENS MM (Host Overlay) )77
R PR RS . X P R EHLI LSS #eHL/FD.IO #E4T Host Overlay ¥,
SEIUAS R BN ERINLEE g < [ — =2 Hid, Hw H TSk &4k .

RFC 7665 #&H T Ik55ThaesE (SFC) ZEH4, RFC 8300 &M% k% (NSH) fE
NSEEL SFC ZEM 2. NSH #47 7 RS BE A AG(EE (Metadata) , iXEE(F
BAIEANE RS 2 A3, FIF NSH i seBlsh & MRS HElC B, n 78IRS B
B JE BT B A B AR R AME S AT RS, Rt Bim T Atk OAM. 1

Aesr A
{5 NSH H 87 sEBrN IR, JHEREA =&

1. NSH HETHIRHA M G2 M. VNF. EHEAE RS0 NSH )52
FrARE AR, M5 Ra A9 8%t 2: 61w B R ASR9000 S, Ko
A BNUAS S Fr ;. SZE NSH BT et i TheE A8 T ik 55 8% F 1Y) VNF X B A2 Al
JofE BEEERE S), {HIRZ VNF #AN R

2. NSH 5 BAERE R MRS5S BE I I A iR 55 e & E4ERPINGS, IR KRR ERR 1 T
Itk

3. NSH #5747 1 RS2 B, (HEmELEAR VNF 281 5] Fib 7 2t
HABFRE AN ST (Bl VXKLAN. GRE £8) , %4 528 Overlay
Underlay Wl . Xi&E R R T 00 2% J A, OVS+Openflow &7
ZETT DAL ACL A Dy e L 1

WA~ TR, Linux WIZM 4.10 fiA (2017 452 H) #IF46SCEF SRve,

SCFFEE IR SRv6 4, BRI Linux A% SREXT
(https://github.com/netgroup/SRv6-net-prog/) > HFH 2 HIHEel/E, HA XK

SAETNRE R G o . @ HA[H A SRv6 Segment ZH5 5K, Linux SRv6 AEWE5¢3EHE
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#4 Overlay. Underlay FIR48%, FL:feidid B A DPDK 8% FD.I0/VPP t ]
DRCE ) ONIE

SRv6 A LA S5HIA AL HF SRv6 1Y IPve M IE4% H#/E, LT SRve MRS HEt ]
PL[F]E) 37 #F SR-aware 1 Non SR-aware )5S, KA T Linux SRv6 1Ak 555 B
HIR s, FAR Bn] DL AT S5 IPve MR I

=, HETHE

IUEIAEE3E T Vagrant, W 7E Windows/Linux/Mac FHEAT, 75 BHERT HAT L2 0T
Virtualbox Fl Vagrant, iXHAFEIRIXH AN 2383, BEBRN 4T

e Linux, WHRASET 4.14

e Snort, JFE IDS B, FATSAERHPAHRAR Snort: SR-aware A4S DA A
Non SR-aware it 4<

3.1 UL

SR Proxy Service 2

Down 2001:a::2/64

Lo fc00:a::a/64 Down 2001:b::2/64
To Service 1: Lo fc00:b::b/64

Out 192.168.1.1/24 SR-aware Service

In 192.168.2.1/24

Service 1
Host a Non SR-aware Service

In 192.168.1.2/24

Host b

10.0.0.1/24 Out 192.168.2.2/24 10.0.1.1/24
E
SRv6 Router R1 SRv6 Router R2 SRv6 Router R3
Left 10.0.0.2/24 Left 2001:12::2/64 Left 2001:23::2/64
Right 2001:12::1/64 Right 2001:23::1/64 Right 2001:2b::1/64
Lo fc00:1::1/64 Up 2001:a::1/64 Up 2001:b::1/64
Lo fc00:2::2/64 Lo fc00:3::3/64

& 3 SRv6 FR8EIRTH

I 3 Pion, A =6 3K SRvb B HIAT . Hi R2 JEEICE | End.AD4 #:1F
] SR Proxy, SR Proxy T #£ Non SR-aware Wi A1 Snort(Servicel); R3 i&E#: |
SR-aware Jix &[] Snort(Service2).

FHLa FIEHL b Rl IPv4 ZEEFE 2% R1 LA R3, BRIATE S N e i
28 2 (8] A 1Pve HuhkA1Eg i .

EHL a KIELEN b EEEE, Z£H R1. R2, )5 K4E Servicel; BEEZH R3,
RAF Service2; )5 R4 FHL b



3.2 ERE AP

7 Vagrant File A 1E X 7 HINEM, AT SWGEGSCHEMRERS R, 43K
11T “Vagrant up” a2 [, 2 HZIHEHE Vagrant (48 O34T ERNLI A1
. B NALE .

config.vm.define "ri1" d ri|
1.vm.box = "sr¢ ing/srve
1.vm.box_version = "0.4.14"
rl.vm.synced_folder(". , :disabled => , +id => "vagrant-root")
rl.vm.network "private_network", ip: "10.0.0.2", virtualbox__intnet: "netv4a"
rl.vm.network "private_network", ip: "2001:12::1",netmask: "64", virtualbox__intnet: "net12"

rl.vm.provider "virtualbox" do |virtualbox|

virtualbox.memory = "

virtualbox.customize ['modifyvm', :id, '--nict
virtualbox.customize ['modifyvm', :id, '--nictracef
virtualbox.customize ['modifyvm', :id, '—-r
virtualbox.customize ['modifyvm', :id, '—-r
virtualbox.cu ize odifyvm', :id, '
virtualbox.cu ize ['modifyvm', :id, '-—c
virtualbox.customize ['modifyvm', :id,

rl.vm.provision "shell", path: "config nfig_rl.sh'

Bl 4 Vagrant BoERHFI
& Vagrant BIRECE SO E R — 1T . BFELL I N A
1. BRER

Hr“vmbox” & X T ERAMEH 814, “vm.box_version” & X T i H 8514 11
A, T vagrant J3 B ERINLEIEE, R AHIRA B AN, &7 vagrant F)EE
GAEE R %, 1X— S docker HIEEM4 T HMLHIZEAAR A

2. REFUM 2%

1 ' LT ZEMNLI N LS, 1R 5B 5052 K 8 X Vagrant 4544 F 1 AH 5%
ficE, He“virtualbox_intnet” & 3 J AFE AL, XFF 1P Hult, XHEA LI E v4
o ve Hudik, (HUNFSE 1Pve ik, @ THKE TN, S#ERIEZL M,

3. WA MRIRE. MESEER
“memory” € BN NAFRAD, BT 2N HE, 256MB B A 2 75 K

“nictrace” | /& Ac & @ R SEFUEL, FRERAF N peap XA FRATTWE T LAY
B AT SER P A, IR 7 (IR0 2R A

“cableconnected” & X | WRHERIRGS . BEAREA — M2 H e X T
2 NN, AP A 3 5KRMR? LSS — AN R R RAEOAE LI NAT M,
T &EEERM. t4h, Virtualbox BA &G EIWNLER 2 SCFF 4 5K -RIIRR S,



BB E LRI REAUNL, B T BN NAT &%, aiRE 2T 3 ML, A2 Hrm
FRA PRGN

4. Day0 BLE

“vm.provision” & X T M EUNLE BN 2 JFI81T ) Day0 HINELERA, 1ERA
HERAEE 7EAREH, J5H SRve P22 — el B, MR E =1
J TR 15 U
g, ZREHE
H T AR 152 Vagrant 236775, FrlAfg EHLA] L2 Windows/Mac/Linux,
T B R X 2R 22 %5 git. Vagrant DL Virtualbox B 7],

TE5E N % %5 git. Vagrant PLK Virtualbox 2 J&, i AI LLS shli3A 5 T .

git clone https://github.com/1jm625/srv6_Sandbox
cd srv6_Sandbox
vagrant up

¥4 Vagrant 2 H3) N 5%, BRI EN, PLESER Day0 MBLE . 7
FEEEME RS BN NI AN 256MB, KN FEE 256%6=1.5GB 4% H N 1%

Gl LTI

X B R85 & 2 H13d [) Debian image, C.4 65 T 4.14 1 Kernel LK FGH A
iproute2, KILIGHE EHT %3¢ iproute2 B BTN IZ.

NN A G B Day0 J5 SIS SSBEER o HEAT T .
1. R1

XFES AR R1 AURC B 3 223 1Pv4 EidE 25 N\ SRve JF#e ks[RI X [RIFE 2L
PEAIEE 5 End.DX4 BRAEXT R[] Segment, ARl 5 & 45 301 a(10.0.0.1), EAk
AU E AR — R

# 211 10.0.1.0/24 HIHH LA SRVE, K& Segment FF, FIEXL

ip route add 10.0.1.0/24 encap segb mode encap segs fc00:2::a,fco0:
3::a dev eth2

# XTR1 YA F2 2 HE €, 77 End . DX4 Z2/E, 74 20 IPvd ##7 6 %4524 a

ip -6 route add fc@0:1::a/128 encap segb6local action End.DX4 nh4 10.
0.0.1 dev ethl

2. R2

X% 2% R2 BT & X616 € 5 End #AE XN T Segment, b #AE T Hr SL F5
HEAR AL IPve H L.



# HETR, H AP E End 72 (F
ip -6 route add fc@0:2::a/128 encap segb6local action End dev ethl
3. R3

X% S R3 FIRECE AN R1 ECE I A, X RIFEEPE T8 € 5 End.DX4 #
YEXT N fP) Segment, f#Ef 238 HF k25 F 01 b(10.0.1.1), SEHLENL a FIEHL b #IiE
s JEXTENL b M RIFEE PR EL T 3E, SN SRH #i k.

# XIR3 CEIHIIEFEE A5 €144 /7 End . DX4 #&1F, A EHT IPvA S 60455 01 b

ip -6 route add fc@@:3::a/128 encap segblocal action End.DX4 nh4 10.
0.1.1 dev ethl

# FE1110.0.0.0/24 JIHHEAFFEN SRV6, K & Segment JII#, HFEL

ip route add 10.0.0.0/24 encap segb mode encap segs fc00:1::a dev e
th2

4. SR Proxy
SR Proxy HIECE B 3 #47:

e f#iff] Linux Network Namespace (Linux H 77 M2 ML) PLH], B —
AT snort” I VNF, AH3T SR Proxy FHE T — M ENL, R T
Vagrant AL R B &% 4 KM-RIIIRE] . XA T —#AFITRE,
VNF 1) 2 5k 1P 2354 192.168.1.2 i1 192.168.2.2, VNF <% 1& N1k
=T, RJE M 192.168.2.2 K.

e 1f SR Proxy [ VNF %3 FFHCE Snort, SZHLIDS Thig, B LK
Servicel.,

e {E SRProxy I%%% SREXT WIZALEL, IXAWRZEEY & T Linux WZTZ
FEfK) SRve #AE, I AEMS 5 #F End.AD4. End.AD6 UL End.AM Z54:4E,
M AE AR 55 %% I 537 F Non SR-aware iR 55 .

GATEEE Y JGHCE SR Proxy.

J===4

#XELEH] T A

cd ~/

rm -rf srv6_Sandbox/

git clone https://github.com/1jm625/srv6_Sandbox

cd srv6_Sandbox/config/

sh deploy-vnf-v4.sh add snort vethe vethl 192.168.1.1/24 192.168.2.
1/24 192.168.1.2/24 192.168.2.2/24



# ZFESnort, XHEZFNIE E IRAH) Snort, X #F SRv6

cd ~/

wget https://snort.org/downloads/snort/daq-2.0.6.tar.gz
wget https://snort.org/downloads/snort/snort-2.9.12.tar.gz

tar xvzf daq-2.0.6.tar.gz
cd dag-2.0.6
./configure && make && sudo make install

cd ~/

tar xvzf snort-2.9.12.tar.gz

cd snort-2.9.12

./configure --enable-sourcefire --disable-open-serverid && make &&
sudo make install

sudo ldconfig

# M E Snort (IDS) HIELIALETNAIY
sudo mkdir -p /etc/snort/ /etc/snort/rules/ /var/log/snort

touch /etc/snort/snort.conf /etc/snort/rules/local.rule

echo 'var RULE PATH rules' >> /etc/snort/snort.conf

echo 'include $RULE PATH/local.rule' >> /etc/snort/snort.conf

echo 'alert icmp any any -> any any (msg:"ICMP detected"; sid:1000)
" >> /Jetc/snort/rules/local.rule

# LR SREXT fbl, A7 T Linux f7 %749 SRv6 ££1F, #%IEnd.AD4
cd ~/

git clone https://github.com/SRouting/SRv6-net-prog

cd SRv6-net-prog/srext/

make && make install && depmod -a && modprobe srext

# M SR Proxy /7/H End.AD4 #Z(F, JRZSHIHIL & #7192.168.1.2
srconf localsid add fc@@:a::al end.ad4 ip 192.168.1.2 vetho vethl

5. Service2

Service2 [MJHCEAHLL SR Proxy i HIRE, KA _LHIZIT R &S SRve Tk

o

AT LA Service2 R T EACE —™ End #A/ERIR], DABEHr SL A1 1Pve H Rthht .

# I E Service2 % /FEnd ##(F
ip -6 route add fc@0:b::al1/128 encap segb6local action End dev ethl

%

# [ E SR-aware /KA Snort H7L5 TN
sudo mkdir -p /etc/snort/ /etc/snort/rules/ /var/log/snort



touch /etc/snort/snort.conf /etc/snort/rules/local.rule

echo 'var RULE PATH rules® >> /etc/snort/snort.conf

echo 'include $RULE_PATH/local.rule' >> /etc/snort/snort.conf

echo 'alert icmp any any -> any any (msg:"ICMP detected"; sid:1000)
' >> /etc/snort/rules/local.rule

F. IF Linux SRv6 =2k IR GS5EThEE
5.1 BEid

SR Proxy Service 2

SR-aware Service

4 [~
Service 1 ) ":
Non SR-aware Service . a E Host b
j 10.0.1.1/24
Hosta New Flow ﬂ

E‘__ = = -

SRv6 Router R1 SRv6 Router R2 SRv6 Router R3

Orig Flow

Bl 5 WL

AIGUEFT N IR s Bl 5 Fos. fEizdfdhd, BRIATE O IPv4 EHL a fil:
Hl b Z (At SRv6 End.DX4 #:{ESEHL VPN Eil, imfE & R1->R2->R3. il
fEI4 R1 1) SRve i, AMEMELEEEFEN b 201, 45/ F % SR Proxy
Non SR-aware Jix 4[] Snort(Servicel), F#%5]5 % Service2 [ SR-aware WA K]
Snort, /)5 EEENL b LI HIE

5.2 4D E

5.2.1 BIE SR Proxy _EFJ Non SR-aware Ak Z%(Servicel)

FERRIIRAT S, RATCZINSILT Ehla 5EH b 21 IPv4 Hifj, x5
B S AR

M AR E vagrantup HaZ G, FATER R FH a.

vagrant ssh hosta
ping 10.0.1.1



vagrant@srve-net-prog:~$ ping 10.0.1.1
PING 10.0.1.1 (10.0.1. 1) 56(84) bytes of data.

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

TIJIRRRXXTRRRRR

from
from
from
from
from
from
from
from
from
from
from
from
from

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

[ I B o R IS I S T o I S T o I R s
PR RPRRPRRPRRRRRRBRBR
I b b b b b b b e b b e

B 6 34l a ATLLIEH ping BEMN b
mE 6 Fran, THLa 53 b 7T LUIE S Bl

EERINTENL T, FRATHE R1 B & 1Y SRv6 Policy /&4 i1 R1->R2->R3 #HT# %, IF

: icmp_seg=1 ttl=63 time=12.2
icmp_seq=2 ttl=63 time=2.85
icmp_seq=3 ttl=63 time=58.9
icmp_seq=4 ttl=63 time=2.78
icmp_seq=5 ttl=63 time=2.63
icmp_seq=6 ttl=63 time=2.55
icmp_seq=7 ttl=63 time=2.49
icmp_seq=8 ttl=63 time=2.70
icmp_seq=9 ttl=63 time=2.67
icmp_seq=10 tt1=63 time=2.58 ms
icmp_seq=11 tt1=63 time=2.14 ms
icmp_seq=12 ttl=63 time=2.47 ms
icmp_seq=13 tt1=63 time=2.44 ms

WA %41t Servicel/Service2 .

BT LLE L Wireshark 777 R1 1) eth2 £ HKINE ST LAFRIA (BRI N

tracel2.pcap X1F).

- 36 520.279991 1

38 521.283088 u
39 521.284702 bt

0.
37 520.281615 10.
9.
2.

» Frame 36: 178 bytes on wire

» Ethernet II, Src: Pcst
v Internet Protoc 1 Ver

BEBB
«r. 0000 GWB UGW 9099 FJBB@ Flow Label: 8x08008

18,
18.
8.
8.

outing Header for IPv6 (43)

Address[@]: fcee:

Address[1]: fceo

» [Segments in Traversa
» Internet Protocol Version

3::a [next se

1211
1 Orde

r]
4, Src: 19.0.9.1, Dst: 19.0.1.1

gmant ]

» Internet Contro 1 Message Protoco 1

B 7 Rl _EdEER-SuEasim E T SRE

K 7 Fras, MFEML a(10.0.0.1)E4EFHL b(10.0.1.1)HIEHE L, ik SRH,

===
EREIE

(1424 bits), 178 bytes

TP 178 Echo (ping) request id=@xdfcs, seq =12/3072, :tl 64 { eplv jn 37}
ICHP 162 Echo (ping) reply  id=8x f 8, 58q=12/3072, ttl=64 (request in 36)
ICHP 178 Echo (ping) request id=ex4fcB, seq=13/3328, m 64 (rey ply in 391
IcMp 162 Echo (ping) reply  id=éx 1f 8, seq=13/3328, ttl=64 (request in 38)

captured (1424 bits)
u_a@:27:d@ (08:00:27:a0:27:d@), Dst: PcsCompu_62:33:3f (08:00:27:62:33:3f)

ffic Cla

6, Src: fc@@:1::1, Dst: fced:2:

ss: @x08 (DSCP: (5@, ECN: Not-ECT)

Segment FRIEE | B LH R2. R3 HATH K.
ARSI R1 b, 2F 247 SRv6 Policy:

10



vagrant ssh rl
sudo -1
ip route list|grep seg6

root@srv6-net-prog:~# ip route listlgrep seg6

10.0.1.9/24 encap segb mode encap segs 2 [ fc@@:2::a fc@@:3::a ] dev eth2 scope link

B 8 R1_E24H7f SRv6 Policy

KI5, FAUE SRv6 Policy, HIA 2 N#iH) Segment, 5| FiE 2 Servicel Al
Service2 _Fff) Snort AT, FEFEMAZE, Servicel XFN[F) Segment H 5
SR Proxy FC &[] End.AD4, 1A SEPrig it ik4 i) VNF Bt (192.168.1.2)

ip route del 10.0.1.0/24
ip route add 10.0.1.0/24 encap segb6 mode encap segs fc@0:a::al,fco0:
b::al,fc00:3::a dev eth2

HIREBIE A tracel2.pcap, A LA BIEIRBER T — Bk E € M 2] 7 Servicel.

' Frame 362: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)
s Ethernet II, Src: PcsCompu_08:cd:c8 (08:00:27:08:cd:c8), Dst: PcsCompu_63:99:21 (@8:00:27:63:99:21)
v Internet Protocol Version 6, Src: fc@@:1::1, Dst: fc@@:a::al
| @110 ..., = Version: 6

» .... 0000 @0Q@ .... .... .... .... .... = Traffic Class: @x@0 (DSCP: CS@, ECN: Not-ECT)
! I .. D00 0000 000D 0002 0008 = Flow Label: ©x00000
| Payload Length: 148
| Next Header: Routing Header for IPv6 (43)
| Hop Limit: 63

Source: fc@@:1::1
| Destination: fc@@:a::al
! v Routing Header for IPv6 (Segment Routing)
| Next Header: IPIP (4)
| Length: 6
| [Length: 56 bytes]
i Type: Segment Routing (4)
Segments Left: 2

| First segment: 2
| Flags: 0x00
| Reserved: 0000
| Address[8]: fc@@:3::a
|
|

v

Address[1]: fc@@:b::al [next segment]
Address[2]: fc@@:a::al
» [Segments in Traversal Order]
» Internet Protocol Version 4, Src: 10.0.8.1, Dst: 10.0.1.1
» Internet Control Message Protocol

B9 R1_EINEALEREH SR Policy 7
B, EFER) SR Proxy X & EHL, %50 “serverl”.

vagrant ssh serverl

sudo -i
srconf localsid show

11



root@srve-net-prog:~# srconf localsid show
SRv6 - MY LOCALSID TABLE:

: fc@0@:a::al
Behavior: end.ad4
Next hop: 192.168.1.2

OIF : veth@

IIF : vethl

Good traffic: [113 packets : 9492 bytes]
Bad traffic: [1 packets : 104 bytes]

& 10 SR Proxy LFEE ¥ End. AD4 ¥4k
Al LAE 3 SR Proxy FCE T End.AD4 #:1E. HTH T SREXT #idk, [KbFsEA

H srconf 74 .
WIRHTATIR, 7E SR Proxy IACE End.AD4 #:ERIm A A CE&TE Day0 AT .
srconf localsid add fc@@:a::al end.ad4 ip 192.168.1.2 vetho vethl

HA £c00: a::al 4 End.AD4 XN f#] Segment, 192.168.1.2 *A Non SR-aware 55
B2

TEIX B IRATTES I AR 55 11 7 v2: 2 /8 Linux Network Namespace Ji #l i — /N4 %
A”snort”ff] VNF, It VNF &6 2 M0 veth0 I vethl, FzHOHuhbwE WWHE 3.
7E VNF N %3%% Non SR-aware i [#] Snort.

1L tepdump, 7E veth0 #£L

ip netns exec snort tcpdump -i veth@-snort

root@srvo-net-prog:/home/vagrant# ip netns exec snort tcpdump -i veth@-snort
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on veth@-snort, link-type EN1OMB (Ethernet), capture size 262144 bytes
04:41:53.077008 IP 10.0.0.1 > 10.0.1.1: ICMP echo request, id 1277, seq 1, length 64
04:41:54.070538 IP 10.0.0.1 > 10.0.1.1: ICMP echo request, id 1277, seq 2, length 64

94:41:55.072315 IP 10.0.0.1 > 10.0.1.1: ICMP echo request, id 1277, seq 3, length 64
@4:41:56.075362 IP 10.0.0.1 > 10.0.1.1: ICMP echo request, id 1277, seq 4, length 64
04:41:57.077458 IP 10.0.0.1 > 10.0.1.1: ICMP echo request, id 1277, seq 5, length 64
©4:41:58.121165 ARP, Request who-has 192.168.1.2 tell 192.168.1.1, length 28
04:41:58.121208 ARP, Reply 192.168.1.2 is-at c2:9e:9e:el:77:aa (oui Unknown), length 28

& 11 VNF /N tepdump PMALLE R

W 11 PR, EEATHEK VNF BB RO OS2 BA 1 1Pve ik, mAH
N2 IPv4 ko

12



P2 T RA T Snort _FAGELI

ip netns exec snort bash
# HA Snort X1NVNF /7 bash
cat /etc/snort/rules/local.rule

root@srv6-net-prog:/home/vagrant# cat /etc/snort/rules/local.rule

alert icmp any any -> any any (msg:"ICMP detected"; sid:100@)

B 12 VNF N H Snort Tic B HIEE N
AIGUEFTAE A Snort BN 12 B, &R ICMP G2 & —

%%’ #Eﬁ%iﬁéém{%zﬁxo
B R RiZ47 Snort, FFEE Snort H .
snort -c /etc/snort/snort.conf -A console

[ Port Based Pattern Matching Memory ]

pcap DAQ configured to passive.

Acquiring network traffic from "veth@-snort".
Reload thread starting...

Reload thread started, thread @x7f7409f50700 (7029)
Decoding Ethernet

--== Initialization Complete ==--

-*> Snort! <*-

Version 2.9.12 GRE (Build 325)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2018 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.6.2

Using PCRE version: 8.35 2014-04-04

Using ZLIB version: 1.2.8

Commencing packet processing (pid=7022)

WARNING: No preprocessors configured for policy 0.

01/17-07:43:51.136740 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy @.

01/17-07:43:52.135117 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy @.

01/17-07:43:53.137399 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy 0.

01/17-07:43:54.139315 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy 0.

01/17-07:43:55.141075 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy 0.

01/17-07:43:56.143176 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy @.

WARNING: No preprocessors configured for policy 0.

WARNING: No preprocessors configured for policy @.

01/17-07:43:57.146189 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.
WARNING: No preprocessors configured for policy 0.

01/17-07:43:58.147986 [**] [1:1000:0] ICMP detected [Priority: {ICMP} 10.0.0.

B 13 VNF N Snort M H &
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A LA BIASSCHF SRv6 11 Snort AERS 1EH LI I 2 ICMP &R H Ayl A
FL, 32 R EORE AR A 512 1Pve Sk EEAT End.AD4 :/E I © 224 SR
Proxy %[k 1, UL Snort W B2 N R 1Pv4 Hidlatl.

FAMIEHE—F SR Proxy AP 2 Jo ka3 kA da 6, 4 wireshark 77+

traceserverl.pcap

» Frame 237@: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)
» Ethernet II, Src: PcsCompu_f8:35:1c (08:00:27:f8:35:1c), Dst: PcsCompu_85:c5:fd (@8:00:27:85:c5:fd)
v Internet Protocol Version 6, Src: fc@@:1::1, Dst: fc@@:b::al
011@ .... = Version: 6
b .... 0000 0000 .... .... .... vew. ..., = Traffic Class: @x@@ (DSCP: CS@, ECN: Not-ECT)
............ 0000 0000 0OOQ 0000 0000 = Flow Label: Ox0ooed
Payload Length: 140
Next Header: Routing Header for IPv6 (43)
Hop Limit: 6@
Source: fc0@:l::l
Destination: fc@@:b::al
v Routing Header for IPvé (Segment Routing)
Next Header: IPIP (4)
Length: &
[Length: 56 bytes]
Type: Segment Routing (4)
Segments Left: 1
First segment: 2
Flags: @x@e
Reserved: @000
Address[@]: fc@@:3::a [next segment]
Address[1]: fce@:b::al
Address[2]: fcee:a::al
» [Segments in Traversal Order]
» Internet Protocol Version 4, Src: 10.0.8.1, Dst: 10.0.1.1
» Internet Control Message Protocol

v

Bl 14 SR Proxy EIMELR-Z1L SR Proxy B2 FHIHKHEE

Wk 14 Fros, " LERIZE End.AD4 40 2 JE %R, 78K B SR Proxy IS
f%, SR Proxy <= HahnEl 1Pve kLA A SRH, H SL Al IPve H HHbhE#S &5
o

TRAEE T HIEEL SR Proxy Rl G HIARL 1 .

i H # N\ SR Proxy H#E N VNF H VNF H SR Proxy

IPv6 H ik | fc00:a::al n n fc00:b::al

SL 2 o 7 1

Segment ¥ | [fc00:3::a,fc00:b::al,fc00:a::al] | & o [fc00:3::a,fc00:b::a1,fc00:a::a1]
1Pv4 i ¥a4 ICMP 10.0.0.1->10.0.1.1 ICMP ICMP ICMP 10.0.0.1->10.0.1.1
10.0.0.1- 10.0.0.1-
>10.0.1.1 >10.0.1.1

1 BIRELE SR Proxy §ijg KX H
5.2.2 I$iF SR Proxy _EHJ Non SR-aware Ak % (iptables)

TEIX A T4k 28N, % F Linux iptables SEEL—AME] LR B KBS ThAE. B 7
WA H) Linux iptables H if /& Non SRv6-aware FJ.
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vagrant ssh serverl
sudo -1
ip netns exec snort bash

iptables -I FORWARD --source 10.0.0.0/24 --destination 10.0.1.0/24
--protocol icmp -j DROP

iptables -L -nvx

i & A F iptables KPRA, WK

root@srve-net-prog:~# iptables -L -nvx
Chain INPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

Chain FORWARD (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source destination
9 756 DROP icmp -- * x 10.0.0.0/24 10.0.1.0/24

Chain OUTPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

& 15 £ VNF ¥5hl iptables HIM 5 W4 THE B

WK 15 s, 7 LLE B FTRIN iptables U B Sh LA 1 A 10.0.0.0 Z4E
10.0.1.0 ¥ ICMP £, Ff5Ljifs T %3 (DROP)#1E

64 bytes from 10.0.1.1: icmp_seq=723 tt1=63 time=3.22 ms
64 bytes from 10.0.1.1: icmp_seqg=r24 tt1=63 time=4.08 ms
64 bytes from 10.0.1.1: icmp_seq=725 tt1=63 time=4.0@ ms
64 bytes from 10.0.1.1: icmp_seq=726 tt1=63 time=3.75 ms

AC

--- 10.0.1.1 ping statistics ---

735 packets transmitted, 726 received, 1% packet loss, time 735624ms
rtt min/avg/max/mdev = 2.406/4.019/55.895/2.214 ms

& 16 7E VNF #NINZEF TOMP Bii KBRS, FEAHL a Foik ping BEHLD

BB EHL a, FATTULERICZ ping AMEEN D 1, FIXUEH 7 SR AJLASZELE &
Non SR-aware AR %5 IR 55 5%

IAE MM R 25 B KA RN, Ak 2243 SR It
iptables -D FORWARD 1
5.2.3 I81E Server2 - H) SR-aware k%% (Service2)
i k45| 5= Service2, Rl SR-aware A Snort.
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B3 Service2 FrfEI ML, #FIY “server2”.

vagrant ssh server2
sudo -1
tcpdump -i ethl

root@srv6-net-prog:~# tcpdump -i ethl

tcpdump: verbose output suppressed, use -v or -wv for full protocol decode

listening on ethl, link-type EN1OMB (Ethernet), capture size 262144 bytes

10:22:56.371038 IP6 fc@@:1::1 > fc@@:b::al: srcrt (len=6, type=4, segleft=1, last-entry=2, tag=0, [0]fc@@:3::a, [1]fc@@:b::al, [2]fc@0:a::al) IP 10.0.0
.1>10.0.1.1: ICMP echo request, id 20173, seq 1, length 64

10:22:56.371063 IP6 fc@@:1::1 > fc@0:3::a: srcrt (len=6, type=4, segleft=0, last-entry=2, tag=0, [0]fc00:3::a, [1]fc@@:b::al, [2]fc@0:a::al) IP 10.0.0.
1> 10.0.1.1: ICMP echo request, id 20173, seq 1, length 64

10:22:57.373281 IP6 fc@@:1::1 > fc@@:b::al: srcrt (len=6, type=4, segleft=1, last-entry=2, tag=0, [0]fc00:3::a, [1]fc@@:b::al, [2]fc@0:a::al) IP 10.0.0
.1> 10.0.1.1: ICMP echo request, id 20173, seq 2, length 64

10:22:57.373301 IP6 fc@@:1::1 > fc@@:3::a: srcrt (len=6, type=4, segleft=0, last-entry=2, tag=0, [0]fc0@:3::a, [1]fc@@:b::al, [2]fc@@:a::al) IP 10.0.0.
1> 10.0.1.1: ICMP echo request, id 20173, seq 2, length 64

10:22:58.375778 IP6 fc@@:1::1 > fc@@:b::al: srcrt (len=6, type=4, segleft=1, last-entry=2, tag=0, [0]fc00:3::a, [1]fc@@:b::al, [2]fc@0@:a::al) IP 10.0.0
.1 > 10.0.1.1: ICMP echo request, id 20173, seq 3, length 64

10:22:58.375796 IP6 fc@@:1::1 > fc@@:3::a: srcrt (len=6, type=4, segleft=0, last-entry=2, tag=0, [0]fc0@:3::a, [1]fc@0:b::al, [2]fc@0:a::al) IP 10.0.0.
1> 10.0.1.1: ICMP echo request, id 20173, seq 3, length 64

10:22:59.377982 IP6 fc@@:1::1 > fc@d:b::al: srcrt (len=6, type=4, segleft=1, last-entry=2, tag=0, [0]fc00:3::a, [1]1fc@@:b::al, [2]fc@d:a::al) IP 10.0.0
.1 > 10.0.1.1: ICMP echo request, id 20173, seq 4, length 64

B 17 ¥E Server2 EN_ LM tepdump PELE R

W 17 flos, AE Server2 EINEIFIE LA IPve 1 SRH k. HIEHE

J7 AT Snort ¥ T5ik W0 2 N 2 H 1Pv4 48 B A A
R FRAT] 75 B E AT 18 250 1 SR-aware fiRASf#) Snort.
snort -c /etc/snort/snort.conf -A console -i ethl

[ Port Based Pattern Matching Memory ]

pcap DAQ configured to passive.

Acquiring network traffic from "ethl".

Reload thread starting...

Reload thread started, thread @x7fa3d30c3700 (20116)
Decoding Ethernet

--== Initialization Complete ==--

-*> Snort! <*-

Version 2.9.11.1 GRE (Build 268)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2017 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.6.2

Using PCRE version: 8.35 2014-04-04

Using ZLIB version: 1.2.8

Commencing packet processing (pid=20111)

WARNING: No preprocessors configured for policy ©.

01/17-10:34:24.309746 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: No preprocessors configured for policy 0.

01/17-10:34:24.309764 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: No preprocessors configured for policy 0.

01/17-10:34:25.308877 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: preprocessors configured for policy 0.

01/17-10:34:25.309006 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: preprocessors configured for policy 0.

01/17-10:34:26.311325 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: preprocessors configured for policy 0.

01/17-10:34:26.311367 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: preprocessors configured for policy @.

01/17-10:34:27.312688 [**] [1:1000:0] ICMP detected [Priority: {ICMP}
WARNING: preprocessors configured for policy @.

01/17-10:34:27.312705 [**] [1:1000:0] ICMP detected [Priority: {ICMP}

& 18 7E Server2 Fiz4T SR-aware BRASH Snort K NEHIZ5 5
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SCHF SRv6 [ Snort 2xBkid SRH ik EFE BN E ) 1Pv4 R, MM sE3l
k554, XRATREMRE End.AD XIEHRAE.

5.2.4 I3 Server2 ] Non SR-aware filR%%(iptables)

BrE—2%5 5.2.2 /NI —HEfY) iptables R AT EE

vagrant ssh server2
sudo -i

iptables -I FORWARD --source 10.0.0.0/24 --destination 10.0.1.0/24
--protocol icmp -j DROP

iptables -I INPUT --source 10.0.0.0/24 --destination 10.0.1.0/24 --
protocol icmp -j DROP

iptables -L -nvx

root@srve-net-prog:~# iptables -L -nvx
Chain INPUT (policy ACCEPT 46 packets, 2236 bytes)
pkts bytes target prot opt in out source destination
(/] @ DROP icmp -- * * 10.0.0.0/24 10.0.1.0/24

Chain FORWARD (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source destination
[/} @ DROP icmp -- * - 10.0.0.0/24 10.0.1.0/24

Chain OUTPUT (policy ACCEPT 35 packets, 2764 bytes)
pkts bytes target prot opt in out source destination

& 19 7 Server2 ¥il iptables MM EHZIHEE

WK 19 fis, A LLES] INPUT A1 OUTPUT #3453 7 H#IRA, (HE NEIR AR
HMZEEA IPve i3k, K iptables MUV REULEC AL, ping MEWMASH EF.

N BEE5RE

AR E B E, AREXF Linux SRv6 IRSSEEHAT T VRN MEHT ANEGIE, &
FIFUEM Linux PIAZAREE SREXT, SEEL 1 ARk 558E b [F]H SC#F SR-aware iR 55 #1 Non
SR-aware Ai%5 .

MEEFR KT, Linux WAZEEEE SREXT W48 Re PLE I H SO F IS5 8 1354 . SR SEIR
RFSEEA T AR T H SR E TR, RS A (D AR EREZ
Segment R H ) —1> Segment, [FHFATH] LKA SR JitE THER OAM FBok
EPRSEE, XK HOPRAR T R 55 B A B (R BEIT4H

RN E=Fa, BATESA4HH FDIO/VPP K523l SRve, LIRALEERER
Linux SRv6 ik 5%, [N i&44 FD.IO/VPP S5¥FH M 2% % #1833 SRv6 454t
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K, MR EE H RE L/ FE—1& . Overlay/Underlay ffi & (1) 14 fE SRve WM& —3
TR 8 Hi A IR S8 AR N 45 K Je (1) 77 1) !

[ 2% CHR]

1. SRH draft: https://tools.ietf.org/html/draft-ietf-6man-segment-routing-
header-15

2. SRv6draft: https://tools.ietf.org/html/draft-filsfils-spring-srvé6-network-
programming-06

3. SR Service Programming draft: draft-xuclad-spring-sr-service-programming-01

4. Segment Routing [IAHICTRL: https://segment-routing.net

5. SRv6 Linux MJFHIRERL/HHFE: htips://segment-routing.org

6. SREXT HIFHRZRL/#FE: https://github.com/netgroup/SRv6-net-prog

7. SR-SFC-DEMO HJAHIKEBRL: https://github.com/SRouting/SR-sfc-demo
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