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V. ZIEHE
N 22 5 H R R T Ubuntu 18.04 LTS,

L. TR N EIHER A (4. 15. 0-38)
apt-get update
apt-get install linux-headers-4.15.0-38 linux-headers-4.15.0-38-gen
eric linux-image-4.15.0-38-generic linux-modules-4.15.0-38-generic
linux-modules-extra-4.15.0-38-generic

2. HE, RENRREZETM

uname -a
Linux ubuntu 4.15.0-38-generic

3. ZHEMininet fl Quagga
apt-get install mininet gawk libreadline-dev libc-ares-dev
wget http://download.savannah.gnu.org/releases/quagga/quagga-1.2.4.
tar.gz
tar -xzvf ./quagga-1.2.4.tar.gz
cd ./quagga-1.2.4
./configure --enable-vtysh --enable-user=root --enable-group=root -
-enable-vty-group=root
make install

4. ZHEBOHTE iproute2
wget https://mirrors.edge.kernel.org/pub/linux/utils/net/iproute2/i
proute2-4.9.0.tar.gz
tar -xzvf ./iproute2-4.9.0.tar.gz
cd ./iproute2-4.9.0
apt-get install bison flex
make
make install

5. %% Python I
pip install mako ipaddress ipmininet --no-deps

6. FECEIRIHIN AN E S
git clone https://github.com/1jm625/SRv6_Sandbox
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HE): {8 2 GAUCEF IPv4 FOENL (WL a FIENL D) , 83T SRve =ZH VPN HiE,
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Host a SRv6 Router R1 IPv6 Router R2 SRv6 Router R3 Host ¢
10.0.0.1/24 Left 2001:1a::1/64 Left 2001:12::2/64 Left 2001:23::2/64 10.0.1.1/24
2001:1a::2/64 Right 2001:12::1/64 Right 2001:23::1/64 Right 2001:3c::1/64 2001:3c:2/64
Down 2001:14::1/64 Down 2001:24::1/64 Down 2001:34::1/64
= Lo fc00:1::1/64 Lo fc00:2::2/64 Lo fc00:3::3/64

===,

== SRv6 Router R4
-

—J Left 2001:14::2/64
Right 2001:34::2/64
Up 2001:24::2/64
Lo fc00:4::4/64

Host b
10.0.2.1/24 E
1:4b::2/64
2001:4b::2/6: ,C%
Bl 1: Linux SRv6 S£Hi PN+ R THRH
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LRI, AT H B2 LEFEN a 530 b 23 IPv4 Bal, FRibBE a4 H
R3 %, MIMSZH VPN LGE TR

TEAR A 005 R iR S B — BRI AR A I R B R, B RS BB R B
Yo ALAE X 2% T IR B AU o

THER: B Segment FIERZ PRSI, HIHEAESIR IS > Segment 2 #1%
ERyEJE Bk, AFESIER N HR AL Segment A& FEAR I — Bk

2 3 4
1
Pv6 SA=RI:1,DA=R3zbh  PvG SA=RIz|,DA=R3:bh  IPv6 SA=Riz1,DA=Rabh
SR (Ra:ubb, R3:bb) SL=1 SR (R4:bb, R3:bb) SL=0 SR (R4:bb, R3:bb) SL=0
[Pv4 Pavioed, 1Pv4 Payicad IPv4 Payload, 1Pv4 Payload
Host a SRv6 Router R1 IPv6 Router R2 SRv6 Router R3 Hostc
=N

5 SRv6 Router R4
==
IPv6  SA=R1:1, DA=R4:bb _)
SR (Ra:bb, R3:bb) SL=0
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R3, R3 EH#5HRHE Segment #0417 End #:1E, ¥ Segment Left Ji 1, JFHR ¥
Segment ¥ HT [Pve I H bk, KEIE K2 —Bk R4. 1E3CFF SRve [
%% R4, R4 HR¥E Segment #1017 End.DX4 #:1E, R AMNZEM) IPve i3k, NS
() IPv4 Btk gs 0L b, e KR .

5.1.2 Bk PR

1. ERREshsER A
sudo python topo.py

2. {ERI BH%E FECE T. Encaps #:4E (SRv6 i TA2) , #2:4E 10.0.2.0/24 1
R, B3N SRv6, FFECE SRH AL Segment #1)% N

<R4::bb, R3: :bb> (¥ > HEF))
ip route add 10.0.2.0/24 encap segb6 mode encap segs fc00:3::bb,fc00:4::
bb dev ril-ethl

JE T B4 Y Segment £¢00:3: :bb, £c00:4::bb £c00:4:bb f5E X,
3. [FIWFAE R OB £ IR0 ALY End. DX4 #:4E, ik XE TN a PR AL
R1 fif IPv6 [ffE %, fifth TPva B0 )5 Rk 4 Al a
ip -6 route add fc@0:1::bb/128 encap segb6local action End.DX4 nh4 10.0.
0.1 dev rl-ethl

4. fER3 M2 DACE End #81E, PAiE RS 7EUR R R1 &R EHE LR, Segment

Left Ji& 1, FFEEHr IPv6 H HIHLlEN 2 HT Segment Left $5 %€ 1Y Segment.
ip -6 route add fc@0:3::bb/128 encap segb6local action End dev r3-eth2

5. fJofE R4 IS LACHE End. DX4 £4F, LLik R4 YR Ed 2 J5 BERE 1t TPv6
fibr e, IR R E b

ip -6 route add fc@0:4::bb/128 encap seg6local action End.DX4 nh4 10.0.

2.1 dev r4-ethl

6. AHNIHLAE R4 EBCE T. Encaps #4E, X Ping [HIFE IPv4 s (4T E%¢.
ip route add 10.0.0.0/24 encap segb mode encap segs fc00:1::bb dev r4-

ethl
Bl & 5ep)a, AT LA FENL a(10.0.0.1) Ping i# 4L b(10.0.2.1).
5.1.3 JAIA AT LINEIRUE

N ITE, BATHAH SR B i Python IASEIL 7 HBht. QRS
https://github.com/ljm625/srv6_Sandbox
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Bubuntus®
Adding
+ ip -6 route add fcO0:1::bb/1 : action End.D¥4 nhd 10,0,0,1 dev
rl-ethl
RTNETLINK & :
+ ip route add 10,0,2.( segs fc00:3::hb, td::bb dev

rl-ethl
RTHETLINK a
rootBubuntu?

Bl 3: R1ACE A
FATM ML a(10.0.0.1) Ping F41 b(10.0.2.1)ZEATIIA.
R s, oA SIAENL a KORE) 1Pv4 EGHHE .

Capturing from any 200
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mAe 2 [C Q@ EF I EQAQQUE
Expression +
Source -
16.6.6 (ping) request 10=exab2c, seq=1/256, Lt1l=64 (Nno response found') |

, seq
, seq=2.

(no response found!)
(reply in 11)
64 (request in 10)

(no response found!)
15

ICHP 180 Echo (ping) 4 (reply in 15)

» Frame 1: 100 bytes on wire (860 bits), 100 bytes captured (860 bits) on interface 6
» Linux cooked capture
» Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.0.2.1
~ Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: ©

Checksum: ©x2b9e [correct]

[Checksum Status: Good

Identifier (BE): 15148 (Ox3b2c)

Identifier (LE): 11323 (6x2c3b)

Sequence number (BE): 1 (©x0001)

Sequence number (LE): 256 (0x0160)

[No response seen]
Timestamp from icmp data: Dec 21, 2018 17:28:56.000000000 CST
[Timestamp from icmp data (relative): ©.414567071 seconds)

B 4. Rl _EIME-FEH, a kK HH IPv4 BaEA

234 R1 A E, FTLUEBIBEEEANZEIN T IPve 4Rk, B8 k387 (Routing
Header Type) & 4 (Segment Routing) , HHH 2 /> Segment<

fc00:4::bb ,fc00:3::bb>, Segment Left=1, Ll IPv6 H K3l E AFIERAE ~ 1
bk, BEP fc00:3::bb.



1 0.000060000 16 166 Echo (ping) request 1d=6x3b2c, seq=1/256, ttl=64 (no response found!)
3 0.000058254 1 Echo (ping) reply  1d=6x3bZc, 3 (request in 2)
4 0.000062620 a Echo (ping) reply  1id=6x3b2c, P
5 1.027378435 a 10 ICHP 108 Echo 1d=6x3b2c, tt1=64 (no response found!)
6 1.027396218 1 1 ICHP 180 Echo 1d=0x3b2c, t (reply in
7 1.027444531 a 10 1CHP 164 Echo 1d=6x3b2c, t (request in 6)
8 1.027450889 1 1 ICHP 100 Echo 1d=0x3b2c, t
9 2.051108436 i1 10 1CHP 100 Echo 1d=6x3b2c, ot (no response found!)
16 2.051125599 1 10 ICHP 180 Echo 1d=0x3b2c, t (reply in 11)
11 2.051162250 i 10 ICHP 164 Echo 1d=6x3b2c, ot (request in 18)
12 2.051166537 1 1 cHP 100 Echo 1d=0x3b2c, , tt1=63
13 3.075436120 a 10 ICHP 100 Echo 1d=0x3b2c, , tt1=64 (no response found!)
14 3.075455231 1 10 IcHP 180 Echo (ping) request 1d=0x3b2c, , ttl=64 (reply in 15)
~ Internet Protocol Version 6, Src: fce@:1::1, Dst: fc09:3::bb
0110 .... = Version: 6
Traffic Class: 0x00 (DSCP: €SO, ECN: Not-ECT)

P eeo 8000 8000 ..iv ik soni soes sors ®
ciie vee. ..., 000 G000 0600 0000 0000 = Flow Label: 6x00060
Payload Length: 124
Next Header: Routing Header for IPv6 (43)
Hop Limit: 63
Source: fc0@:1::1
Destination: fc6:3::bb
~ Routing Header for IPv6 (Segment Routing)
Next Header: IPIP (4)
Length: 4
[Length: 40 bytes]
Type: Segment Routing (4)
Segments Left: 1
First segment: 1
» Flags: 0x00
Reserved: 0000
Address[0]: fce0:4::bb [next segment]
Address[1]: fce0:3::bb
» [Segments in Traversal Order]
» Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.0.2.1
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: x2b%e [correct]
[Checksum Status: Good]
Identifier (BE): 15148 (6x3b2c)
Identifier (LE): 11323 (6x2c3b)

B 5: Rl _EH-R1 A GRAEA 2 4 Segment ) SRv6 HHEH
2. R3

7E R3 it & SRv6.

Node: r3"

naind

Bl 6: R3EE M4

R3 MASCFE SRve B 2% R2 AL E] T R1 ACRIVEIREL, RIE & S SRS 23
1T End #4F, Bl Segment Left & 1, JF5Hr IPve H k.



No. Time Source Destination Protocol Lengtr Info
i il

0 no_(pi e

2 150 Echo (ping) r

3 IcHP 180 Echo (ping) req

4 IcHP 180 Echo (ping) request P

5 ICHP 180 Echo (ping) request (no response found!)
6 ICHP 180 Echo (ping) request (no response found!)
7 ICHP 180 Echo (ping) request no response found!)
8 3.6 IcHP 180 Echo (ping) request q no response found!)
9 5.135852880 :3ff:fer9: ICHPVE 88 Neighbor Solicita for 2001:34::2 from 06:a4:03:19:32:fa

10 5.135865190 iS7Ff:fef.. ICHPVE 88 Neighbor 23::2 from 2a:20:57:77:46 70

11 5.136002175 .. ICMPvE 80 Neighbor Advertiss 2001:23::2 (rtr,
12 5,135003864

ICHPYE 80 Neighbor Advertis 2001:34::2 (rtr
13 10.254775457 16371 1 fel ICMPVE 88 Neighbor Solicita for fego::282d:571f: 4670 from c2:ad:63:1e:db:24
14 19.254788426 :17f:e35. ICHPVE 88 \leng\ bor Solicitation for feso::dad:3ff: 32fa from 12:43:01:35:05:89 -

» Frame 1: 180 bytes on wire [1.1.1@ bits), 180 Dyte; captured (1448 bits) on interface
» Linux cooked capture
~ Internet Protocol Version 6, Src: fc@A:1::1, Dst: fco:3::bb
ei18 = Version: 6
. 6300 0060 . = Traffic Class: ©x80 (DSCP: CSO, ECN: Not-ECT)
.. 6000 0060 0000 0000 BEG0 = Flow Label: 0x0EEA
yload Length: 124
Next Header: Routing Header for IPvE (43)
Hop Limit: 62
Source: fce@:1::1
Destination: fcoB:3:
~ Routing Header for ibve (Segment Routing)
Next Header: IPIP (4)
Length: 4
[Length: 48 bytes]
Type: Segment -hmung (4)
Segments Left
Eirst segment: 1
» Flags: 6x08
Reserved: 6060
Address[]: fc@:4::bb [next segment]
Address[1]: fc6:3::bb
» [Segments in Traversal Order]
» Internet Protocol Version 4, Src: 10.6.0.1, Dst: 10.9.2.1
» Internet Control Message Protocol

Bl 7. R3 _-PNE-END #fk
3. R4

7E R4 it & SRv6.

"Node: r4"

&l 8: R4 FLE 4

R4 LFUH| R3 A RIOEHE, BT Segment Left L4 4% R3 BH N 0, R4 R4

HREEIAT End.DX4 #:1E, Jedi IPve 4MZEHk, #H R BHEEM 10.0.2.1 FHL, MM
5eR% T VPNv4 A& 1A%



Pmlﬂ(ol
]
880009167

Lengtt Info

tt1=64 (no re: T,
S (reply dn 8)

Echo &
160 Echo request

) €
ICMP 100 Echo (ping) reply 1d=0x3071, trl=64 (request in 2)
ICHP 164 Ecno (ping) reply  1d=0x3d71, tel=64
1026381736 ICHP 180 Echo (ping) request 1d=0x3d71, ttl=64 (no response found!)
.026391294 ICHP 100 Echo (ping) request 1d=0x3d71, seq=2/512, ttl=63 (reply in 7)
ICHP 100 Echo (ping) reply  id=0x3d71, seq=2/512, ttl=64 (request in 6)
ICHP 164 Echo (ping 1d=0x3d71, seq=2/512, ttl=64
058115174 79:efff:fef.. ICHPVE 88 Neighbor Solicitation for 2001:14::1 from Ba:79:ef:fa:72:31
10 5.0958128036 6b:80:10 ARP 44 Who has 10.6.2.17 Tell 10.9.2.2
11 5.058124504 Sa:eB:68 ARP 44 Who has 10.9.2.27 Tell 1: 0.2. 1
12 5.058254481 6b:80:10 ARP 44 10.0.2.2 is at fe:55:b6,
13 5.858135338 ad:3f:fef9:.. 2001:34::2 ICHPVE 88 Neighbor Solicitation fﬂr 2001 34 :2 from 86:a4:03:79:32:fa
14 5.058266255 fe80: :dad:3FF:fefd:. ICHPVE 88 Neighbor Advertisement 2001:34::2 (rtr, sol) -
» Frame 1: 180 bytes on wire (1448 bits), 180 bytes captured (1448 bits) on interface &

» Linux cooked capture
~ Internet Protocol Version 6, Src: fcod:1
= Version: 6
009 0000 ...
6000 0600 0000 0000 DEO
Payload Length: 124
Next Header: Routing Header for IPv6 (43)
Hop Limit: 61
Source: fc@@:1::1
Destination: fc b
« Routing Header for IPv6 (Segment Routing)
Next Header: IPIP (4)
Length: 4
[Length: 48 bytes)
Type: Segment Routing (4)
Segnents Left: @
First segment: 1

:1, Dst: fcBa:4::bb

3

= Traffic Class:
Flow Label: 8x00008

-
B
B
]
g

Address(1]: fcoa:
» [Segnents in Travareal order]
» Internet Protocol Version 4, Src:

10.0.08.1, Dst: 18.6.2.1
+ Internet Control Message Protocol

& 8: R4 _EHME-END. DX4 ik

TEEHATIE
P

Destination

. . 2001:34::2
14 5.0858266255 feBO::4ad:37f:Tefd:.. ICMPVE

» Frame 2: 100 bytes on wire (800 bits), 100 bytes captured (BB bits) on
» Linux cooked capture

- lnternet Protocol vers:.on 4, Src: 10.8.0.1, Dst: 10.0.2.1
100 . Versio

... 6161 = Header Lgngu\ 20 bytes (5)
» Differentiated Services Field: 8x8@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 84
Identification: Oxedc2 (58306)
» Flags: ©x4800, Don't fragment
Time to live: 63
Protocol: ICHP (1)
Header checksum: @x4le5 [validation disabled]
[Header checksum status: Unverified]
Source: 10.8.8.1
Destination: 10.0.2.1
» Internet Control Message Protocol

& 9: R4 _E#4-END. DX4 #4E S HEEEf

& End.DX4 #:1E 5 FIEdE R IMEEN, rfilcs

Protocol Lengtt Info
il 188 Ecl

©x00 (DSCP: €SO, ECN: Mot-ECT)

& JFON IR 1Pv4 £

request

u 1n

106 Echo (ping) reply eq=1/256, ttl=64 (request in 2)

164 Echo (ping) reply  1d-0x3d71, seq-1/256, ttl-64

188 Echo (ping) request 1d=0x3d71, seq=2/512, ttl=B4 (no response found!)
108 Echo (ping) request 1d=0x3d71, seq=2/512, ttl=63 (reply in 7)

100 Echo (ping) reply  1d=0x3d71, seq=2/512, ttl=64 (request in 6)

164 Echo ( 1d=0x3d71, seq=2/512, ttl=64

ping) reply
88 Neighbor Solicitation for 2061:14::1 from 8a:79:ef:fa:72:31
44 Who has 10.0.2.17 Tell 10.0.2.2
44 Who has 10.0.2.27 Tell 10.6.2.1
44 10.0.2.2 1s at fe:55:b6:60:80:10
88 Neighbor Solicitation for 2081:34::2 from @6:a4:93:79:32:fa
80 Neighbor Advertisement 2001:34::2 (rtr, sol)
interface @

K2 Ping RIFEEHE IR, wT N T IPve i3k, HHibEZ fc00:1:bb,

{2 SRH H1{%F Segment, IX &
W22 30K 2)

A Segment Left=0 (UL HSOATE 2 SRH, HAk

10



Source Destwallﬂr\
T

1.826381736
1.826391294
1.826480415
1.826484306
5.658115174
5.658128036
5.658124504
5.658254481
13 5.858135338
14 5.858266255 001:34::2 fego::

12
ad: 3FF:

Protocol Lengtt Info
ICMi

IE.HJ
1CHP

fef9:.. ICMPVE

180 Echo cumg) request 1d=0x3d71, seq=1/256, ttl=64 (no response found!)
108 Echo (ping) request 1d=8x3d71, seq=1/256, ttl=63 (reply in 3)
160 Echo (ping) reply 1d-0 Jﬂjl seq 1/256, ttl=64 (request in 2)

(ping) rep

e (ping) request 1 T
100 Echo (ping) request 1d=8x3d71, s
160 Echo (ping) reply  1d=0x3d71, s
164 Echo (ping) reply 1d=0x3d71, s
88 Neighbor Solicitation for 2001
44 Who has 10.0.2.17 Tell 18.48.2.2

44 who has 10.0.2.27 Tell 10.0.2.1

44 10.0.2.2 1s at fe:55:b6:6b:80:10

88 Neighbor Solicitation for 2001:34::2 from 86:a4:03:79:32:fa
80 Neighbor Advertisement 2001:34::2 (rtr, sol)

2, Tt1264 (no response found!)
2, tt1=63 (reply in 7)
A T

5 2, 64
1 from aa 79:ef:fa:72:31

» Frame 4: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) on interface ©

» Linux cooked capture

« Internet Pmtm:l)l Version 6, Src: fc@@:4::4, Dst: fce@:1::bb

118 .... = Version: 6

3 . 00O 0809 ... cor. tiv. ee.. = Traffic Class: 8x00 (DSCP: CS@, ECN: Not-ECT)
........ 0000 0000 ©OEO 9000 0000 = Flow Label: GxB8000

Payload Length: 108
Next Header: Routing Header for IPVE (43)
Hop Limit: 63
Source: fce@:4::4
Destination: fc@@:1::bb

~ Routing Header for IPVE (Segment Routing)

Next Header: IPIP
Length: 2
[Length: 24 bytes
Type: Segment Routing (4)
Segments Left: @
First segment: @
» Flags: 0x80
Reserved: 0000
Address[8]: fceB:1::bb
» [Segments in Traversal Order]

~ Internet Protocol Version 4, Src: 10.0.2.1, Dst: 10.6.0.1

0168 . = Version: 4
8101 = Header Length: 20 bytes (

» lefarar‘[la[ed SQerc?s Field: 8x88 cDSCD €S8, ECN: Not-ECT)

Total Length:

[denllflm[mn D)(QGBS (38548)
» Flags: 0x0008

Time to live: 64

& 10: R4 F3M8-Ping EFRHIEM

HiH BYJJJ__E %

B 11: *Hla Ping EHLbER

icmp_
icmp_
icmp_

1
1
1
1
1
1
1
1
1

5.2 Linux SRv6 SCHL R S+ E LR

5.2.1 #fid

HAi: 2 G F IPva FIENL (EFLa FMEHLD)
SEIR S5 BE+I R LR . A IRATE S L6 E S FF SRve IRS: (SR-aware)

Y SRv6 [HIIRS: (Non SR-aware) W7 S48,

i#it SRve S HE, JFf

7
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SRv6 Aware Application

Down 2001:35::2/64

Lo fc00:5::5/64
—_—
Host a SRv6 Router R1 IPv6 Router R2 E Host ¢

Lgft 2001:1a::1/64 Left 2001:12::2/64 10.0.1.1/24
Right 2001:12::1/64 Right 2001:23::1/64 2001:3c::2/64
Down 2001:14::1/64 Down 2001:24::1/64
E Lo fc00:1::1/64 Lo fc00:2::2/64 E
Actual Flow ) SRv6 Router R3
orig Fic 7 | Left 2001:23::2/64
Right 2001:3c::1/64
Up 2001:35::1/64
(== SRvE Router R4 Down 2001:34::1/64
o Letioootitazame | Lo T000:3:3/64
Right 2001:34::2/64
Up 2001:24::2/64
Lo fc00:4::4/64

Host b

—
10.0.2.1/24 <
2001:4b::2/64

e

B 12: Linux SRv6 SEBLARSG-EE+RE THEM I

RIS — DI 2R, B 88 R1. R3 A1 R4 N34 SRve MUK HI2E, R2 NAUZ
FF IPv6 2, 1B Quagga S AR E, Hles 5 Mt as 2 (A 4GE T
IPv6 Hi# . R3 A LN T —& 3 FF SRve [ IDS %4 (Snort) .

%t 25 1] Loopback Hiulik[A]iEd 1Pve B ATk .

FAHla BEN b KFE, 7£R1 B SRH R4 M R3 #HATH K, K JFR &
HEAR N B LR AR T o

7E R3 #H %% |, &84 End #:1F 4 End.B6.Encaps #:1F, K &E5L51 53 IDS #H4T
AbFE, FERIF) R3 BT IEWH KA. SN TR B AR I B L B AR TR

End.B6.Encaps HIZHREFRA T2 BT E &b BT T A, 1ZEAEEDA 1Pve HidE
A, 33— IPve 3Rk, JEESINETY) SRH #3k; 1 End.B6 #A/ENIA &S
IO 1Pve 3k, T2 BB A BT SRH L FIT A 1) 1Pv6 R34, X b
HAEA 5T _E#RAH 24T /2 Binding-SID.

A WA R Rk AR T 2 W 13 AT 14, B3RS B3y Ron
B AL 25 o 1R R o

12



1

(Ra:a, R3:2) SL=1

i E i IPv4 Payload

IPv4 Payload 1Pv4 melload
IP:10.00.1 Hosta SRv6 R1 IPv6 R2 SRvp R3 Host ¢ 1P: 10.0.1.1
=/ -
Lece, 7=t
SRv6 R4 IPvé Payioad
s I —

|

c% 1Pv4 Payload

Host b 1P: 10.0.2.1

—1

Bl 13: Linux SRv6 SEBURSTEE+E TR KME (Partl)

Kl 13 NER B R R RS, EHL a K H IPva Fidi L, R1 %) IPv4 3
A THE %S, N SRve Hik, FHrPE 2 4 Segment. FH L E o K F R3,
P47 R3::a XN #EAE . FRATLE R3 52 X R3::a #:4F N End.B6.Encaps, 2L anE&A4
N, B Segment Left Ji 1, T IPve H UMbk, SRJ5 EXIE AN 2B g i
IPv6 3k, SRH #1524~ Segment, P 5e#5 k%] IDS, #RJHiR[E R3,

LRI EIA IDS Z )5, HT IDS SZKF SRv6, 34T End #:4E, FEHG A /i iEAL
FENE, UEemEHTIER K, End HAEEH&IMNE IPve ik,
Segment Left & 1, HHLIESCH R3::b.
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SRv6 App s

SR (R3:b, FW-3) SL=0

PG  SA-RIz1,DA-Rizm O
SR (Ré:a, R3::a) SL=0
a IPvé Payload
IP:10.00.1 Hosta SRv6 R1 IPv6 R2 SRvE6 R3 Hostc 1P: 10.0.1.1
=<0 L_{S_JEj ) |

Pv6  SA=R3:1,DA=R3b %

SR (R3::b, FW::a) SL=0

IP6  SA=R1:1,DA=R4:a 7

SR (R4:a, R3:3) SL=0

rSEﬁSRvﬁ R4 ot ot
Pv6  SA=R1:1,DA=Réza -
9 SR (Ré:a, R3::a) SL=0
v Payioad,
IPv6  SA=RI1:1,DA=R4:a

SR (R4:a, R3::a) SL=0 8
IPv4 Payioad,

Pva Payioad
10 Host b 1p: 10.0.2.1

Bl 14: Linux SRv6 SEBURSSEE+E TH-HHEE KiE (Part2)

Kl 14 R4 TR KmAE. SEERA%E R R3 I, HT Segment Ky
R3::b, R3 BHATARIPIEAE, EIXNI5H N End.DX6. End.DX6 #1/ESK4NZE
F1Pv6 RkZ4, R IEHH K, ZamEF IR,

R4 BB )5, R4 Segment $14T End.DX4 #1F, Xf IPve ik, 5
IPv4 B K 2n EHL b, FEREEANHR TR .
M EREFEATLAE H, SR SEBUIRSSHEA BT Btk T B B i TRERE S, Fk

MRS A0 (EUIRSSAREE) A b H 2 Segment 5 H ) — Segment, XA HIE
T AR SR SR IARSS, BIEH T ASCEF SR IARSS

5.2.2 EA&SB

1. NEEAE S
sudo python topo2.py

Python JIA 2 B ZhiC B 4 i s VUG HC B AL tbhE

2. BCERIL

BCE T.Encaps #:1E, N IPv4 HE BN IPv6 kAT Segment

ip route add 10.0.2.0/24 encap segb mode encap segs fc00:3::a,fc00:4::
a dev ril-ethl

N EFREHE AT End.DX4 #:1E, K45 FHL a

ip -6 route add fc@0:1::a/128 encap segblocal action End.DX4 nhd 10.0.0.
1 dev ril-ethl

14



3. MCER3

4T End.B6.Encaps #1E, #INHTHI SRH L4E IDS SEILN 55 ik

ip -6 route add fc@0:3::a/128 encap segb6local action End.B6.Encaps srh
segs fc00:5::a,fc00:3::b dev r3-ethl

MPAT MRS BEBRAF R R, £#ANE 1Pve ik, BEATH LM IPve ¥k

ip -6 route add fc@@:3::b/128 encap segb6local action End.DX6 nh6 :: dev
r3-ethl

4. HCHE IDS
AT End #4E, IDS )AL F 0 Bt B kAT ko il
ip -6 route add fc@0:5::a/128 encap seg6local action End dev ids-etho

5. #&JalCE R4

PR BE AL HHAT End . DX4 #84F, 245 IPve ik, IEHHEKZE THLb

ip -6 route add fc00:4::a/128 encap segb6local action End.DX4 nh4 10.0.2.
1 dev r4-ethl

[ FE % FH B 24 R

ip route add 10.0.0.0/24 encap segb mode encap segs fc00:1::a dev rd-e
thl

MCE 5eE, MENL a ATLL Ping i@ EHL b, Jf HAE IDS ALFT B3 EHL a K AT
TN b MEHE

5.2.3 A HAT RINEIRUE

N T TR, FATRAH R A BC B AR @ Python JAIASEIL 1 H 3k, AAHS L
https://github.com/ljm625/srv6_Sandbox

1. Rl
£ R1 it E SRv6.

rootBubuntu?
Bubunt

nfig# ba

» mode encap

+ ip -6 route add fc00:1::a/128 encap segblocal action End, D4 nhd 10,0,0,1 dev
rl-ethl

root@ubuntus®/topo/service_chain/config# [

& 15: R1 BCE A

15



2. R3
7E R3 it & SRv6.

"Node: r3"

3.5h
on End,BE.Encaps srh segs fc

+ ip -6 route add fof
1
root@ubuntut” topodservice_chain# I

&l 16: R3 AL B4

3. 1IDS
1E IDS kit & SRv6.

rootBubuntu:®/t - Figlsc_fu.sh

+ ip -b ro 1th+ o, — on End dev fu-ethO
rootBubuntu:™/to

Bl 17: 1DS BCE A
4. R4

7E R4 FFictHE SRv6.

rootBubuntui™/top vice_c as Wi ~4,sh
ip -6 route add fc 4+ a1, - 21 action End.D%d nhd 10.0.2.1 dew

rd4-ethl
ip route add 10,0,0.0/24 encap segb encap segs Fc00:1ssa dev rd-ethi
‘nﬁtﬁuhuntu:”ftgpﬂﬁ

& 18: R4 Hio B4
AT FHL a(10.0.0.1) Ping F 41 b(10.0.2.1) AT MR
fEEHL a L Ping EHL b HTH DL

16



# ping 1C

A1)

from :

trom :

tﬁuhuntﬂ:

B 19: EAHla Pl ping BEALb
7 R3 LRSI :

7 7028.433716 0. 58 (ping) 9x354a, 5 64 (|
478 7028.4337273 .0.1 258 Echo (ping) request 1d=0x354a, seq=1/256, (n
479 7029.4421359.. 10.0.0.1 IcMp 258 Echo (ping) request 1id=0x354a, seq=2/512, ttl=64 (n
480 7029.4421498.. 10.0.0.1 ICMP 258 Echo (ping) request 1d=0x354a, seq=2/512, ttl=64 (n
481 7030.4658506.. 10.0.0.1 ICMP 258 Echo (ping) request 1d=0x354a, seq=3/768, ttl=64 (n
4 »

| _Frame 477: 258 bytes on wire (2064 bits), 258 bytes captured (2064 bits) on interface ©
» Ethernet II, Src: 36:17:43:42:e2:2d (36:17:43:42:e2:2d), Dst: c6:46:5d:50:19:39 (c6:46:5d:50:19:39)
v Internet Protocol Version 6, Src: fc00:3::3, Dst: fc00:5::a
0110 .... = Version: 6
P seoe 0000 BBO0 o o.o coisis sanie sans wees = Traffic Class: Ox00 (DSCP: CS®, ECN: Not-ECT)
............ 0000 0000 0000 0000 0000 = Flow Label: 0x00000
Payload Length: 204
Next Header: Routing Header for IPv6 (43)
Hop Limit: 61
Source: fc00:3::3
Destination: fc00:5::a
v Routing Header for IPv6 (Segment Routing)
Next Header: IPv6 (41)
Length: 4
[Length: 40 bytes]
Type: Segment Routing (4)
Segments Left: 1
First segment: 1
» Flags: 0x00
Reserved: 0000
Address[0]: fc00:3::b [next segment]

& 20: R3 _E3ME-AT 5 End. B6 ¥lEZ 5 HIHE R
7E IDS E R .

17



47 028.4 6 0.0 P 58 ‘EIKD reques d=0x354a eq=1/256, 6 ﬁ
478 7028.4337273.. 10.0.0.1 10.0.2.1 ICMP 258 Echo (ping) request 1d=0x354a, seq=1/256, ttl=64 (n
479 7029.4421359.. 10.0.0.1 10.0.2.1 IcMP 258 Echo (ping) request 1id=0x354a, seq=2/512, ttl=64 (n
480 7029.4421498.. 16.0.0.1 10.0.2.1 ICMP 258 Echo (ping) request 1id=0x354a, seq=2/512, ttl=64 (n
481 7030.4658506.. 10.0.0.1 10.0.2.1 ICMP 258 Echo (ping) request 1id=0x354a, seq=3/768, ttl=64 (n
4 »

Segments Left: ©
First segment: 1

» Flags: 0x00
Reserved: 0000
Address[0]: fc00:4::a
Address[1]: fc00:3::a

» [Segments in Traversal Order]

w Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.0.2.1

0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)

» Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 84
Identification: Ox7339 (29497)

» Flags: 0x4000, Don't fragment
Time to live: 64
Protocol: ICMP (1)
Header checksum: Oxbi6e [validation disabled]
[Header checksum status: Unverified]
Source: 10.0.0.1
Destination: 10.6.2.1

» Internet Control Message Protocol

& 21: IDS _EIME-IDS RLFIATEIRIE, R KA R3 HEHEE
FAVESLAE IDS _F /Y Snort BE4T WA

d [**] [Priority: 0
d [**] [Priority: 0

d [**] [Priority: 0

: d [**] [Priority: 0

d [**] [Priority: 0

ted [**] [PPiDPitH: 0

B 22: Snort Waligh B
Snort FLIECE %M 10.0.0.1 £4E 10.0.2.1 [ ICMP A7 4%, W LLE 3 Snort
A LLIERRAS I 2 M 10.0.0.1 224E 10.0.2.1 ) ICMP L.

Ny BE5RE

ASCEET AN LR 5 (VPN+LE TR, RSGE+mE TR WX T Linux
WAZXS SRve FISCRAELL, K 1% HI ) End #84F, £L4% End. End.DX4.
End.B6.Encaps #l T.Encaps.

MR EE Bk E, Linux WAZ O REIR I3 S KF SRv6 & FHERVE, TR SE R4 N
Bo HTHMFTR, ASCFFRIATHERENNRK.

T Bz, AR SRv6 End.AD 545 /E-RIH AR 55 A 45 SRv6e, 139K AJ
PLiEIT End.AD #4F SEI AR 55 5%

RNTPREEERE, M AUk ] FDIO, Rb/ESCHE PRI SN AR
FD.IO K58 SRv6, IG5 PB4 &, M s ERe i el /i — 1k
Overlay/Underlay #1148 SRv6 M4 .
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[3%3CHR]

1. SRH draft: https://tools.ietf.org/html/draft-ietf-6man-segment-routing-header-
15

2. SRv6 draft: https://tools.ietf.org/html/draft-filsfils-spring-srvé6-network-
programming-06

3. Segment Routing (JAHRF K} : https://segment-routing.net
4. SRv6 Linux IAHFRBERL /R E: https://segment-routing.org

5. SRv6 VPP [¥) S A1 HR
https://wiki.fd.io/view/VPP/Segment_Routing for_IPv6

19


https://tools.ietf.org/html/draft-filsfils-spring-srv6-network-programming-06
https://tools.ietf.org/html/draft-filsfils-spring-srv6-network-programming-06
https://tools.ietf.org/html/draft-filsfils-spring-srv6-network-programming-06
https://tools.ietf.org/html/draft-filsfils-spring-srv6-network-programming-06
https://segment-routing.net/
https://segment-routing.net/
https://segment-routing.org/
https://segment-routing.org/
https://wiki.fd.io/view/VPP/Segment_Routing_for_IPv6
https://wiki.fd.io/view/VPP/Segment_Routing_for_IPv6

