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Endpoints = Users  Network Devices
Endpoints >~ 00:50:B6:70:5B:5B
00:50:B6:70:5B:58 O & B
MAC Address: 00:50:B6:70:5B:5B
Username: yen
| Endpoint Profile: Windows7-Workstation
_Q Current IP Address: 10.40.132.131
Location: SJC =» SJC19
Applications Attributes Authentication Threats Vulnerabilities
I
e
Title: Microsoft SMB Server Remote Code Execution Vulnerability (MS17-010) and Shadow Brokers
CVSS score: 9.3
CVEIDS: CVE-2017-0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, CVE-2017-0148
Reported by: s
Reported at:  Mon May 08 14:42:11 PDT 2017
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
{ First Matched Rule Applies v
w Exceptions (2)
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Vulnerable Assets Policy Threat:Qualys-CVSS_Base_Score GREATER 5 Threat:Rapid7 Quarantined_Systems
Nexpose-CVSS_Base_Score GREATER 5 Threat:Tenable Security RemediationAccess

Center-CVSS_Base_Score GREATER 5
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* Name SRS ° = & - @

Description | SGACL to contain Lateral Movement:

IPVersion  |pya 1Pv6 Agnostic

* Security Group ACL content [ deny icmp

deny udp src dst eq domain
deny tcp src dst eq 3389 (@ Employees
deny tcp src dst eq 1433 4/0004

deny tep src dst eq 1521
deny tep src dst eq 445
deny tep src dst eq 137
deny tep src dst eq 138
deny tep src dst eq 139
deny udp src dst eq snmp
deny tcp src dst eq telnet
deny tep src dst eq www
deny tep src dst eq 443
deny tep src dst eq 22
deny tep src dst eq pop3
deny tcp src dst eq 123 (& Contractors
deny tcp match-al -ack +fin -psh -rst syn -urg | 50005

permit tcp match-any +ack +syn
permit ip
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