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o% Troubleshoonng Peer Timeout Custom
State*
Timer value 500 - 16000
(milliseconds)*
Active Chassis 2
Priority*

Apply to Device

12
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CLl ZERL/-ER At SSO DFRE

F:ooR—=YlE, UU—2Z 17.1 BRBRZEEZh. RMI 2FEALE HA R7EEBRT A7 3 vANBNEh
U, BRAICEFEINCERZERITDICE. TUFVF VY — IXRIAVYS A V5—Tx4R] &Y
vavESBLTLLEZL,

29N/ Ay bAO—=75TlE. VE—BM IP 705747y bO—FDORKRKR—F IP [IBRESNET.

Q, Search Menu ltems Device

Dashboard General Clear
Redundancy
Config
@ Monitoring FIRITETE
Local IP* 172.20.226.134
E Wireless
Configuration
Netmask* 255.255.255.0
R A Redundancy
10 ¢ Administration
(Of Administratio Remote IP* 172.20.226.133
Troubleshooting Peer Timeout Custom v
State*
Timer value 500 16000

(milliseconds)*

Active Chassis 1
Priority*

Apply to Device

1) B=AI P EYE—F IP OBEAD IP PRLRABEAILYTXY FRICHZLELNHD XY,

2) 169.254.X.X/16 7%y h&2FERAT 2 L2HEHLET. HZED 2 DOAITY MNE. BB VY —
711 ADKED 2 DOAITY NHSEIETEXTY,

3) 9800 WLC DARERICED., RP /R—MIZ 10.10.10.x/24 7 X hZFEHALUBEWTL S,

[Clear Redundancy config] (d. SSO #H%z~ V7L, A hO—7%2XF Y R7OYE—RICRLET,

CLI ZERLU-ESRIAHME SSO DETE

s {}#8 Catalyst9800 74/ VL XYy hO—5®d 2 DDO{RAE Catalyst 9800 74 L XaAv hO—5
DAVAIVAZNZENTROOAYY RZFERLU TEAAM SSO Z2BAMICLET,

chassis redundancy ha-interface <RP interface> local-ip <local IP> <local IP subnet>
remote-ip <remote IP>

fl -
{R#8 Catalyst 9800 74/ ¥ L X A rO—F A VRAYVRX -1

chassis redundancy ha-interface Gig 3 local-ip 172.23.174.85 /24 remote-
ip 172.23.174.86

{R#8 Catalyst 9800 74/ ¥ L X AV rO—F A VRAYV X -2

chassis redundancy ha-interface Gig 3 local-ip 172.23.174.86 /24 remote-
ip 172.23.174.85

13
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EEYUFT4 MAC

m C9800-40 74 ¥L XY hkO—5¢& C9800-80 7 VL XOAVEO—-5MD 2 B0T74/4F¥L X O
vhO—5 2Zy b ENZRTRXOIAY Y REFERLUTHRIAY SSO #&MICLET.

chassis redundancy ha-interface local-ip <local IP> <local IP subnet> remote-
ip <remote IP>

CLlI 5 reload AR Y REZRITLTHEADTAVLR avbO—>%2UO—-KULEY,

EUU—X 171 UETI}., VFVYFTYY— IRIAVYE 4159 —T x4 (RMI) ZFEHALT HA %18
BT 2EzHHHLET, RMI Z2FEHATZBHEERTZICIE. VYT — IRXIAVN 15—
TIA4R] O YavESBLTLESL,

TEUT+4 MAC

TJA4VLREEUT4 MAC (F. EEYFEEICEFERAEINS MAC 7RLRTY, SSO Y FHUATIE. 7
AVLREEYFT 4 MAC 7 RLRAZHHRMICEREL TS, BELALE, SSO BICEEYFA bYX
LT OV UET, SSO RFZDEEUFT4 MAC ZRLRIE, ROWITIMITHRETEET,

° 2 R7OyaAY hO—5T SSO R7%EMT BHIICERET S, V7D 7UU—2X 16.12.3
EDEICIRCOAFESEBHLET,

° SSO R7 PR ESN-EDT7 VT4« 7 A bOA—FTHRET S,
EEYT4 MAC P RLZRZEET 355, GUl ZFERTEET,

Configuration™ > Wireless~ > Mobility

Global Configuration

=

ZRLRZEANULRES, [Apply] 20Uy I LET,

= GUl @ MAC 7KL RIE, TAVLRAEEA VYT 24 ADSEHFICHFSNETH. thDBE
% MAC 7KL AHERATEET,

CLI TlF. Xoav v KkuaERHLET,

C9800#wireless mobility mac-address <MAC>

14
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FPITATHELVRI VYN DEL7OER

TITATELOCRYVYNNA DEHRTOER
FUT47 C9800 JAVLR AV rO—FF RDAXRYMDODWIThADBEELBZWRD, 7747 1
yhO—Z &L TOO-LLHRESNET,

B JAVLR OvbhO—F HA RTZHUEY FEN 3B,

m FUT47 TA4VLR v hO—FH HA RT7HhSHIBRE NS,

B FPUT47 74YVLR avbO-3N"VEy hEehdh, £LEERERATICHES.

" PUF47 74YLR Ay bO-5HT7 LT %,

ROBROWThMNMCEDE, RICRIIEFTTZ V747 74FVLR OvhO—-ZHBHEHIhZH. FLEZHE
BHINhET,

1. WED7Z7IVFT47 74VLR A hO—5TH3274VLRX JvhO—7,
2. FEbaWTSAAVTAEZHE DDAV LR OvhO—-7,

E: 7097472y rO0-3ICLIEEVWIAVYL ROV MNO—S C9800 ICRLEWTSAAY
TAEZEDY TR EEZBHHLET, ChiCkD, BEEIRELERICT VT4 7 Y
FO—SELTZOOY MO—SHBHEINZLSICLET,

AAYF TI3AX VT4 EDORE

chassis chassis -number priority new-priority-number

chassis-number : ¥ —YBEE LI v —YVOFHLWTSA4 AV T4 ZBELET, Vv—IF
DOHEHEIF 1~2 TT,

din

T34 AT« EOEEIF 1~2 TY,
¢l
wireless controller#chassis 1 priority 2

show chassis 1—# EXEC AV YV RZHERT 2L, BED /A A YT EERRTEZET,
HULWT A AV T BT CICBENERDFITH, REDT7 V7«47 v bO—FITIFFEL
FtA. FLWTSAAVT B MEDTIT47 74VLR Qv bO—F&FE HA T
BXR7Z#VO—-RULEEZICHLWZ 57«47 Qv bO—7&LTEDIY MO—F%EHT S
MOREICRIBEET,

3. BIEEIAREOTIAVYLR OviO—7,
4. =MD MAC ZFRLREHDIAVL R dvhkO—7,

Yr—2® HALED 2ERALTREDT V747 Iy hO-S%HATEET,

15



Cisco Catalyst 9800 ¥ —X T4 ¥ L X Q¥ hO—7 (Cisco IOS XE Amsterdam 17.3) HA]AME SSO
BASAR

HA SSO X718 DKEEER

HA SSO R 7R DIKEEERE

1. ERRE—RD79747 74VL X JvbO—>

TLV(@): T=9, L=29, V=KEY_TLV_PACKAGE_COMPATIBILITY
FRU Key detected

TLV(1): T=9, L=11, V=FRU_RP_TYPE

found patkage fru type FRU_RP_TYPE

TLV(2): T=9, L=24, V=KEY_ TLV, _PACKAGE_BOOTARCH
ARCH Key netecten

TLV(3): T=9, L=14, V=ARCH_i686_TYPE

found package arch type ARCH_i686_TYPE

TLV(4): L=208, V=KEY_TLV_BOARD_COMPAT
TLV(S 5, V=BOARD_gqwlc_TYPE

TLV(E » V=KEY_TLV_CRYPTO_KEYSTRING
TLVI(7 » V=none

TLV(8 1, V=CW_BEGIN=%%

TLV(9) 6, V=CW_FAMILY=$qwlc$

TLV(1@): T=9, L=78, V=CW_IMAGE=$qwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_2018031@_120257.55A.bin%
TLV(11): T=9, L=19, V=(W_VERSION=%16.9.1%

TLV(12): T=5, L=52, V=CW_DESCRIPTION=$Cisco I0S Software, I0OS-XE Software$

TLV(13): T=9, L=9, V=CW_END=3$3

found DIGISIGN TLV type 12 length = 388

RSA Signed DEVELOPMENT Image Signature Verification Successful
validating subpackage signatures: addr=Px6e13e3f8, size=01c789ed

initramfs_size: @x1c78dcd - Bx4bBa38 - 0x3el® = Bx17c7fbs

Image validated

Booting image with bootparam="root=/dev/ram rw console=ttyl max_loop=64 pciehp.pciehp_force pcie_ports=native SR_BOOT=tftp://172.25.148.118/auto/
tftpboot/maahmed/qwlc-universalkd_wlc.BLD_POLARIS_DEV_LATEST_2@188310_128257.55A.bin rd_start=0xaf@6e8@0 rd_size=0x17c7fb5 pkg_start=0x33f680060
pkg_size=@x3ald4@00 bdinfo_start=8xcd42b@0® bdinfo_size=0x35c34
May 3 15:13:22.585: %BOOT-0-DRV_LOADFAIL: R@/0: binos: Failed to load driver medprobe ( /fusr/bines/conf/driver_commen.sh: line 99: indigorw:
command not found )

May 3 15:13:43,295: %PMAN-3-PROC_EMPTY_EXEC_FILE: R8/@: pvp: Empty executable used for process bt_logger

Ma 3 15:13:45.742: %PMAN PROC_EMPTY_EXEC_FILE: R@/8: pvp: Empty executable used for process bt_logger
aiting for remote chassis to join

2. HARFZUVITDI=HDRY VINAIEA

is number is 1
-11 chassis _in_

c T Empty executable Uuse E
Hay 3 15 13 46.877: %PHAN 3- PRDC EHFTY EXEC FILE R@/8: pvp: Empty executable used for process bt _logger
May 3 15:13:48.852: %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/8: pvp: Empty executable used for process bt_logger
May 3 15:13:53.65 #%PMAN-3-PROC_EMPTY_EXEC_FIL R@/@: pvp: Empty executable used for process bt_logger
May 3 15:13:56.934: %PMAN-3-PROC_EMPTY_EXEC_FILE: R@/@: pvp: Empty executable used for process bt_logger

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

{c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

{c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7813.

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706

3. HA FEffuIEH

nlrectnry
*May 3 15: i %STACKMGR-6-STACK_LINK_CHANGE: Chassis 2 R@/8: stack_mgr: Stack port 2 on Chassis 1 is down
*May 3 : %STACKMGR-6-STACK_LINK_CHANGE: Chassis 2 R@/@: stack_mgr: Stack port 1 on Chassis 1 is up
*May 3 : %STACKMGR-6-STACK_LINK_CHANGE: Chassis 2 R@/B: stack_mgr: Stack port 2 on Chassis 1 is up
*May 3 i %STACKMGR-6-CHASSIS_ADDED: Chassis 2 RB/@: stack_mgr: Chassis 2 has been added to the stack
3 stack mgr: Chassis 2

*Ma H %STACKHGR—E—CHASSIS ADDED: Chassis 2 RB ‘H has been added to the stack.

3 %SYS 4 FREEHEHWARNING SIPB!B Free Hemnry has drnpped helnn narnlng threshnid

3
*May 3 : %S5YS-6-BOOTTIME: Time taken to reboot after reload = 1873 seconds
*May 3 : %PNP-6-PNP_DISCOVERY_STOPPED: PnP Discovery stopped (Startup Config Present)
*May 3 : %SPA_OIR-6-ONLINECARD: SPA (BUILT-IN-4X1@G/1G) online in subslot @/@
*May 3 : %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/@/@, link down due to local fault
*May 3 1 %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/@/1, link down due to local fault
*May 3 : %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/0/2, link down due to local fault
*May 3 : %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/@/3, link down due to local fault
*May 3 : %LINK-3-UPDOWN: Interface TenGigabitEthernet®/8/1, changed state to down
#May 3 1 %LINK-3-UPDOWN: Interface TenGigabitEthernet®/8/2, changed state to down
*May 3 i %LINK-3-UPDOWN: Interface TenGigabitEthernet®/8/3, changed state to down
*May 3 : %I0SXE_SPA-6-UPDOWN: Interface TenGigabitEthernet®/@/@, link down due to remote fault
#May 3 : %LINK-3-UPDOWN: SIP@/@: Interface TenGigabitEthernet®/@/@, changed state to down
*May 3 1 %LINK-3-UPDOWN: Interface TenGigabitEthernet®/@/@, changed state to down
*May 3 : %LINK-3-UPDOWN: Interface GigabitEthernet®, changed state to up
*May 3 : %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®, changed state to up
*May 3 : %PKI-2-NON_AUTHORITATIVE_CLOCK: PKI functions can not be initialized until an authoritative time source, Llike NTP, can be
obtaine
*May 3 i %LINK-3-UPDOWN: Interface TenGigabitEthernet®/@/@, changed state to up
*May 3 : %LINK-3-UPDOWN: Interface Vlanl, changed state to down
*May 3 : %LINK-3-UPDOWN: SIP@/@: Interface TenGigabitEthernet®/@/@, changed state to up
3 : %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet®/8/®, changed state to up
3

: %LINK-3-UPDOWN: Interface Vlanl, changed state to up
) p . " on Interface

Chassis 2 nas neen ele:ted STANDEY.

stack_mqr:

pup: EXE B E =
15 15 10 140. %PMAN-3-PROC_EMPTY_EXEC FILE Chassis 2 RE/E‘ pvp: Empty executable used for pracess ngialite

4.751: %IOSKE_PEM-6-INSPEM, _FM: PEM/FM slot P@ inserted
14.754: %I0SXE_PEM-6-PEMOK: The PEM in slot P@ is functioning properly

15 15

15: 4,754: %I0SXE_PEM-6-INSPEM_FM: PEM/FM slot P2 inserted
15:15:14.758: %I0SXE_PEM-6-PEMOK: The PEM in slot P2 is functioning properly

3

@

2
wwwww
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HA R7DE=HUVYT

WLC#
*May 3 15:15:39.434:

*#May 3 15:15:39.434:

#May 3 15:15:41.404: % Redundancy mode change to 550 "

*May 3 15:15:41.404:
*May 3 :15:
*May 3
wWLC#
wLC#
wLC#
wLC#
WLC#
WLC#
WLC#show chas

WLC#show chassis

Chassis/Stack Mac Address : 00a3.8e23.B769 - Local Mac Address
Mac persistency wait time: Indefinite

Local Redundancy Port Type: Twisted Pair

Syncing vlan database

%REDUNDANCY-5—-PEER_MONITOR_EVENT: Active detected a standby insertion { raw-event=PEER_FOUND(4) )

%REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion (raw-event=PEER_REDUNDANCY_STATE_CHANGE(S))

%VOICE_HA-7-STATUS: MNOMNE-=550; 550 mode will not take effect until after a platform reload.

: Vlan Database sync done from bootflash:vlan.dat to stby-bootflash:vlan.dat (1464 bytes)

H/W  Current
Chassis# Role Mac Address Priority Version State IP
21 Active 0033, B8e23,B8760 1 Vo2 Ready
andby a3.Be?3. T vez HA sync in progress

172,
172.28. .

4. SSO TOuHAKIKEE

3 15:18:46.565: %VOICE_HA-7-STATUS: VOICE HA bulk sync done.

Chassis/Stack Mac Address : @0a3.Be23.8769 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair

3 15:18:46.564: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succee

3 15:18:47.565: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (550)

H/W  |Current
Chassis# Role Mac Address Priority Versior] State IP
#*1 Active 1 vez Ready
2 Standby 1 vez Ready

3 HA R7 O : HA #Hild. chassisclear AV Y RZICUO—RIT B ETEMICTEET,

HA X7 DEZF )T

PI9T47 74VLR Ay bO—5DBB Ul ST V9T 4 TERIVYINADOBMADY AT AEEZITEE
9, ChiCiE, CPU BLU ATV ERARICEHT 1EHRE.
WY,

7 CPU Ea—8BLUAEYE2—DHEENT

Access Points Clients Rogues Interferers
| 0 APs 168 All 0
Dashboari
[ esnooara b . o =1 ,
Monitoring
L Dashboard
Configuration
AAministration sl CPU & Mermory Pressure Graph x
Last Upd 2018, 4:33:35 PM
Troubleshooting Slot: Active v
CPU Utilization Memory Utilization
CPU (%) vs Device Time Memory Used (%) vs Device Time:
crPu:| 0 v 100% 100%
90% Memory Details Size (KB)
fo 5%
Process CPU (%) Lot Total 32516316
User 2.00 i Used 3904732 50%
System 639 30% Free 28611584 5%
20%
Idle 91.40 0% Committed 10349024 o——o0
0% — 0% .
16:09 16:10 16:09 16:10
Advanced CPU View Advanced Memory View
m User = System m Idie Healihy m Crilcal (>95%)
h Access Points % O Client Device Types x

Last Updated: 5/11/2018, 4:33:05 PM
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Monitoring
Dashboard

., Configuration

Administration

Access Points

Ll CPU & Memory Pressure Graph

Last Updated: 5/11/2018, 4:34:06 PM
Troubleshooting
CPU Utlization
cPU:| 0 - 100%
90%
80%
70%
Pracess CPU (%) 2in)
50%
user 250 bred
30%
System 7.60 =
Idle 89.90 10%
0%
Adv CPU View
f:'l Access Points
Last Updated: 5/11/2018, 4:34:05 PM

Clients Rogues
Active O APs
Excluded O Clients
Slot: Standby v
/
Active
CPU (%) vs Device Time
Memory Details
Total
Used
Free
‘Committed
160 1610 Advanced Memory Vi
B User ® Sysiem W Idle

= Up  Down

Interferers
168 A
39 Major
x
Memory Utilization
Memory Used (%) vs Device Time
100%
Size (KB)
75%
32516316
3814016 B0%
28702300 2%
10304552 o——=o0
0% -
16:10 16:10
Healthy ® Critical (>93%)
x 0 Client Device Types ®

Last Updated: 5/

1/2018, 4:34:05 PM

JY hO—35 Web Ul T [Monitoring] > [System] > [Redundancy] Ic#81L %9 . [Redundancy States] X—

UDRREINET,

System

Memary Utilization

Dashboard

CPU Utilization

Wireless Interface

<) Monitoring
Configuration
Administration

? Troubleshooting

My State 13 -ACTIVE
Peer State 8 -STANDBY HOT
Mode Duplex

Unit Primary

Unit ID 2

Redundancy Mode (Operational) sso Wi
Redundancy Mode (Configured) sso

Redundancy State 550

Maintenance Mode Disabled

Manual Swact enabled
‘Communications Up

Client Count 136

Client_notification_TMR
RF Debug Mask

Active UpTime
Standby UpTime

30000 milliseconds
0x0
21 hours, 55 minutes

21 hours, 48 minutes

Management Summary

Redundancy

Standby Failures 0

Switchover System Experienced 1
Index ~  Previous Active ~  Curent Active . Switch Over Time ~ Switch Over Reason
1 1 z 18:16:37 UTC Thu May 10 2018 user forced

18
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RS A—%H B
F7UT747 CPU Ay bhO—75 EVa2—IILOREEZRRLET, TFRSh
ZEIFRDESEDTY,
Active
Standby HOT

My State Disable
E7 (£EXAZVIX4) CPU Qv hO—F EYVa1—ILDREZRRL
9, RRINBEI>RDEEDTT,
Standby HOT

Peer State Disable
MRE7ZDREDREZRRILET., RRINDERIXDESED T,
Simplex : B— CPU oy bhO—FFY 21—,

Mode Duplex : 2 D® CPU A& IhfizavbO—5EYa1—l.

Unit ID CPU v bO—3 EYVa—)IlO1=Zvy bk ID ZRRLET,

Redundancy Mode
(Operational)

Redundancy Mode
(Configured)

Redundancy State

Manual Swact

Communications

A=y hTHR—FSBIERFHOBEARE-—RZRRLEY.

A=y hTHR—PSNEIERHOREARE-—RZRRLEY.
IZy FOREHEL TV ERAREREZRRLET., RRShBEERRX
DELNHTY,

SSO

Not Redundant

FHRAYFA—N=DERCBOTVNEHNEIHERTLET,

2 203y O—ZHETEEI Ty THhFoUvhaEaRTLUET,
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TLRIRREDIERR

BUR=JICRL Y FA—N—BEZRRLEI, TRIC. RONTA—FDFHAZRLET,

NS A—% FiEA

Index RRAZY MDA VTV I ABESERRLET,

Previous Active ZAYFA=N=FBHICTIT47E>aAvbO—-5%2FKRLET,
Current Active REZV 747/ O—5%2FRLET,

Switch Over Time 2LV FA—N—FREBOVRATLABAZEZRLET,

Switch Over Reason @ A v FA—N—DOEHREXRRLET.

CLI 6D HA X7 DEZS I VT

show chassis AV YV RIE HA R7(ICETZHIY —FHERRLET, chiZld. MAC ZRL X, O—
W Z4YF T4 AV T4, BLURTE HA RPADZTA VLAY FO—ZDREDREMNEETNTNE
T T7AILNTIE HA RZDO—HIL MAC 7 RL ZPRVICEIRES N7 V57«47 Qv A—5D MAC
FPRLRICKEDET,

WLC#show chassls
Chassis/Stack Mac Address : B@a3.Be23.B76@ - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W Current

Chassis# Role Mac Address Priority Version State 1P
1 Standby 00a3.8e23.8760 1 vez Ready 172.20.226.133
*2 Active PBa3.Be23.8900 1 vez Ready 172.20.226.134

LICRTESIC, show chassis ATV K}, Yv—YFEIC ] Z[4MLTIAYY—ILTRED C9800
T4V LAaAybAO—5%2RLXT,

i AR~ = =
TLRIRREEDMERR
B 2 B01Zy hOREEEZY T BICIE show redundancy AV Y REFHLET.

wireless controller#show redundancy ?

application box 2 box application information

clients Redundancy Facility (RF) client list
config-sync Show Redundancy Config Sync status

counters Redundancy Facility (RF) operational counters
domain Specify the RF domain

history Redundancy Facility (RF) history

20
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TURAREEDHERR
idb-sync-history Redundancy Facility (RF) IDB sync history
linecard-group Line card redundancy group information
rii Display the redundancy interface identifier for Box to Box
states Redundancy Facility (RF) states
switchover Redundancy Facility (RF) switchover
trace Redundancy Facility (RF) trace
| Output modifiers
<cr> <cr>

s show redundancy OAY Y RRIARVATALBRED /Oty HERERRLET. TRVATA
DBERICIEY AT LBERE. XTIV NADEE. XM/ vFA-—N—DEH. \—KITT7DE—K,
BLURESN. HELTLBLRE—RAEENET, BRSWBZREO 7O Y HERICIE. 1
A=Y N=Yayv, PV747RO7—v 3y, VI RI T 7ORE. 7—FEH. REBHRME. &
KFUBREORETOBREREZEFIEThTVWET., E7 7Oty HoEHRIE. 7797«47 Vb
O—Sh5DHMETEET,

WLC#show redundancy
|Redundant System Information :
| Available system uptime
| Switchovers system experienced
Standby failures
Last switchover reason

22 hours, 9 minutes
1

2

user forced

w w mwmn

Hardware Mode = Duplex
Configured Redundancy Mode = sso _.
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
Current Processor Information :
Active Location = slot 2
Current Software state = ACTIVE

minutes

Image Version = Cisco IO0S Software [Fujil, WLCO9B@@ Software (XB6_64_LINUX_IO
SD-UNIVERSALKA_WLC-M), Experimental Version 16.10.201B808589:865558 [polaris_dev-/nobackup/mcpr

e/BLD-BLD_POLARIS_DEV_LATEST_2081805@89_@73715 1831
Copyright (c) 1986-2@18 by Cisco Systems, Inc.
Compiled Wed @9-May-18 @86:35 by mcpre

BOOT = bootflash:gqwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_201805

@9_@73715.55A.bin,1;
CONFIG_FILE =
Configuration register = @x2102

Peer Processor Information :

| Standby Location = slot 1
Current Software state = STANDBY HOT
ptime in current state = ours, minutes

Image Version = Cisce IOS Software [Fuji]l, WLC9@@@ Software (XB6_B64_LINUX_IO
SD-UNIVERSALKI_WLC-M), Experimental Version 16,1@.201B0509:865558 [polaris_dev-/nebackup/mepr

e/BLD-BLD_POLARIS_DEV_LATEST_2018@509_873715 183]
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Wed @9-May-18 @6:35 by mcpre

BOOT

@9_@73715.55A.bin,1;
CONFIG_FILE
Configuration register

0x2182

m  show redundancy states ARV RF, 77U F472vbO—-F&ERFYNA Y O—-FDI N
TORRKEZRRLET.
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29VINA TAYVLR AybO—7 AVY—=ILADT7IEX

WLC#show redundancy states 7
domain Specify the RF domain
| Output modifiers
<cr= <cr=

WLC#show redundancy states /

my state = 13 -ACTIVE /
peer state = 8 -5TANDBY HOT
Mode = Duplex
Unit = Primary
Unit ID = 2

Redundancy Mode (Operational) = sso
Redundancy Mode (Configured) = sso
Redundancy State = 550
Maintenance Mode = Disabled
Manual Swact = enabled
Communications = Up

client count = 136
client_notification_TMR = 30000 milliseconds
RF debug mask = @x@

n FERAYFA-—N—TFU Y3y (F& Swact) . DEh. redundancy force-switchover 1<
VYRIERIVINL DAV LR Qv bO—FELTREREITTCEZEA, COOAXVRRET7ZIT47aV
D_sTwa‘ﬁ§ﬂTa—o

n RV TFA-N—BEEZRRIBICE. ROIAYYRZEALEY.

WLC#show redundancy switchover history

Index Prewvious Current Switchover Switchover
active active reason time
1 1 2 user forced 18:16:37 UTC Thu May 18 2018

AZVINA TA4VLR DrbhO—7 IVV=ILANDODT7IER

FOT47 AvbO—3F. EB IP PRLRAZFEAL,. v Y —I)LEE. Telnet, SSH, 7l Web 73
IYNSTIEATEET, RAYVINA TAVLR Ay hO—>TaAVY—I&2FERTBICIE. 79747
Catalyst 9800 74/ VL XY rO—5HSROIATY REEITLET,

conf t

redundancy

main-cpu

standby console enable

AFVNA Avy—=)bEto7OY 7K T-stbyl AMBIIEH. RICSRTLSICRZVIA T4FLR OV b
O—< dvY—IhRBREhET,

WLC-stby#show chassis
Chassis/Stack Mac Address : @0a3.Be23.B760 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
Hi W Current

Chassis# Role Mac Address Priority Version State IP
1 Standby @0a3.B8e23.8760 1 vez Ready B.0.8.9
2 Active @00a3.B8e23.8900 1 vez Ready 0.0.0.9

F: LICRT L DIC. show chassis AV RIF. Yv—YFBEBICT* I ZAMLTIY Y —ILTRED C9800
T4V L XAy O—7%2RLET. CDBHIF. RV 212y bOAVY—=ILTY,
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WLC-stby=en

WLC-stby#show red
WLC-stby#show redun
WLC-stby#show redundancy
Redundant System Information :

Available system uptime 22 hours, 2 minutes

Switchovers system experienced 1
Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
Current Processor Information :
Standby Location = slot 1
Current Software state = STANDBY HOT

Uptime in current state 21 hours, 29 minutes
Image Version = Cisco IUS Software [Fujil, WLCO088 Software (XB6_64_LINUX_IO
SD-UNIVERSALK9_WLC-M)}, Experimental Version 16.10,201B805809:0865558 [polaris_dev- lnobackuplmcpr
e/BLD-BLD_FOLARIS_DEV_LATEST_20180509_073715 183]
Copyright (c¢) 1986-2018 by Cisco Systems, Inc.
Compiled Wed @9-May-18 06:35 by mcpre
BOOT = bootflash:gwlc-universalk9_wlc.BLD_POLARIS_DEV_LATEST_201885
89_A73715.55A.bin, 1;
CONFIG_FILE
Configuration register

oxz2le2

Peer (slot: 2, state: ACTIVE) information is not available because this is the standby proces
sor

A4y FA—I\—HERE

TOCABEICLDRAA Y FA—/N—

CDIATDRAYFA—N=E, PI747 A=y FTRITHOEETOCRICEEL B I T v adb'H
ALREESTITONET., COLIBEENRETDE, 7UT47 2=y bHUO—RL. Ry b ZFUN
IHBIEMNTHLWT V747 IZY MRV EY. BENRELLVATLADEETZE. ZOVRTA
dRy MR VN KREICBITUE T, RFVNA 22y MBEFERY b A5 VA DIREEICE > TWREL
BAF. mAOIZy AU O—KRL SSO FTEFERA, RFVINA Ry b TH->THRHLLTH) TOTO
tRAEEHNYO—-KRZ5IEERILET,

BEEEICLE2AAM Yy FA—/—
FPIOTATOESRIYINA A2 MADIRAYFA—N—IF. WEDT7 YV T47 1=y bOBEEEICLST

FRELET, MEDRY VNS AZY DB FHLWTIIT47 A2y hERD, BENREL-Y AT LD EE
5L, FOVRATAIRKRY MRY VIINAIREICBITUE T,
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Jx—I)lA—/)N\— 7OtR

FEFRA v FA—/)—

hid, 7954 TERIVINA A2y META—HICTL > THIBEIh BB X1 v FA—/IN—TY, RED
AZVYNA AZYy RPHLWT I T4 7 A2y heRD, BENRELVLLIATANEHNTZE, ZOVRT
AlFIRy MR VIKAIRBEBICBITUE T, FHRA v FA—/N—%FE(TI SIC(E. redundancy force-
switchover AX Y RZFEITLUEYT, COOAXVRICE T, 7I9T47ThS5RF V4 AV O—=FADY
L=—R7I Ay FA=—N=—DHIBREINET. 77«47 A bO—AVO—KRUL. RFYNAHHHFICT
U747 AvbO—Z%5|EHELT,

Jrx—)lA—/)N\— 7OtX

70747 JA4AVLRA JvbhO—7

WLC#show ap summary
Number of APs: 1

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country IP Address
State

APBB5D.735C.B544 3 3gez2r @05d.735c. b544 bdde.31d@.580@ default location us 172.28.226.186
Registered

WLC#show wireless client sum
Number of Local Clients: 1

MAC Address AP Name WLAN State Protocol Method Rale

eBb2.ac94.757e APOBS5D.735C.B544 1 Run 1lac None Local
Number of Excluded Clients: @
WLC#redundancy force-switchover e
System configuration has been modified. Save? [yes/nol: yes
Building configuration...
[0K]Proceed with switchover to standby RP? [confirm]
Manual Swact = enabled

Chassis 1 reloading, reason — Mon participant detected

ATZVINA TA4VLR JvbhO—7

TFI9CA RAVEBLICIZATYRDRAT—RTIL R4y FA—)\— (SSO) &lF, IRTDF7IVEX R
AVERBLTISATYRNDEY VI VYN RT—RNIIICAAYFA—IN—L, By Iavak>TEHLIRY
FRO—VATEMELERITRCETY, ChiCkDxy bT7—o0a[AENALEL. Y—ERX FUv 51 AbEI
WEhxd,

TRRT7ZHIEMEINDE HA BERIICKEDET., DFED, 79X RAVNEISATVNEITIT4THS
ZAIVIANDRA Y FA—N—BETHERSNTETOREEMITLET,
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AP &L UZA4 T Y

| WLC-Stby#
May 10 18: 15 37.123:

:16:37.169:
|May 18 18:16:37.169:

|May 10 18:16:37.169:

:37.169:

b SSO DIRRERIHADHERE

%PLATFORM-G6-HASTATUS :
%REDUNDANCY-3~-SWITCHOI

switchover

SREDUNDANCY-3-REDUNDANCY_ALARMS: Unable to assert REDUNDANCY alarm

%REDUNDANCY-3-REDUNDANCY_ALARMS: Unable to assert REDUNDANCY alarm

&RED[NDANC\" -3-SWITCHOVER

RP swl.tchuver !PEER DUW}
DA

lnessage became active.

1 %PLATFORM-6-HASTATUS: RP switchover, received chassis event became active
: %VOICE_HA-2-SWITCHOVER_IND: SWITCHOVER, from STANDBY HOT to ACTIVE state.

1s ready to switch to primary after chassis

I May 10 18:
{May 18 18:16:
| May 10 1B:16:
WLC#
May 10 1B:16:49,.798:
May 10 1B8:16:50.799:
| WLC#show ap sum

| WLC#show ap summary
{Number of APs: 1

6
6
6
6
116
May £16:
6
6
6
6
6

¢ %LINK-3-UPDOWN: Interface
: %LINK-3-UPDOWN: Interface
:+ %LINEPROTO-5-UPDOWN: Line
: %LINEPROTO-5-UPDOWN: Line
: %LINEPROTO-5-UPDOWN: Line
¢ %LINK-3-UPDOWN: Interface
: %LINK-3-UPDOWN: Interface
: %LINK-3-UPDOWN:
: %LINK-3-UPDOWN: Interface
: %LINEPROTO-5-UPDOWN: Line
:+ %LINEPROTO-5-UPDOWN: Line
: %LINEPROTO-5-UPDOWN: Line
: %LINEPROTO-5-UPDOWN: Line

Interface

%LINK-3-UPDOWN: Interface
%LINEPROTO-5-UPDOWN: Line

h

Pre ) P
EOBC®, changed state to up
LIIN®, changed state to up

protecol on Interface Lsmpi@, changed state to up

protocol on Interface EOBC®,

changed state to up

protocol on Interface LIIN@, changed state to up

Null@, changed state to up

TenGigabitEthernet®/8/@, changed state to up

Vlanl, changed state to up

Vlanll2, changed state to up

protecol on Interface Nulld,

changed state to up

protocol on Interface TenGigabitEthernet®/0/8, changed state to up
protocol on Interface Vlanl, changed state to up
protocol on Interface Vlanll2, changed state to up

GigabitEthernet®, changed state to up

protecol on Interface GigabitEthernetd,

changed state to up

AP Name Slots AP Model Ethernet MAC  Radio MAC Location Country IP Address
State
APBBSD. 735C.B544 3 38021 @05d.735c.b544 bdde.31d0. 5800 default location 172.208,226.186

| Regis tered

HLC#show wireless client summary ‘.—-.
Number of Local Clients: 1

MAC Address

AP Name

WLAN State

Protocol Method

Role

| eBb2.2ac94.757e AP@O5D.735C.B544

| Number of Excluded Clients: @

AP & U247

AFVINA TAVYLR Qv bO—FH7

> b SSO DIREE

I9F4TEUVTERBICAAYFA—N—F 3L,
'741"1/1 AV hO—ZICEHREINTVWITRTOT7I9ER R4V NEITALT

1lac

None Local

Y hO-JICERENICREZHE I Z2RELNHD T,

g gN =N

= show ap uptime : X1 v FA—/X
=HER

= show wireless client summary : #L V7

LET.

ZRNLET,

WLC#show ap uptime
{Number of APs: 1

|
| AP Name

Ethernet MAC

RODARV R ZRITI B L THRRETEZT,

Radio MAC

H 0) EE =W

hETT7IO747
vhRFLWFZIFT47 O

—BROT7 UV EZARA Y FOBERESY LY hEhThRWI &

JT747 AV MO—FICEHRINTWVWDEISM4 7V

AP Up Time

Association Up Time

APROSD.735C.B544
econds

| wLce

WLC#show wireless

@05d.735¢. b544

client summary

Number of Local Clients: 1

MAC Address AP

Name

b4de.31d0.5800 1 day

Vel

WLAN State

@ hour 47 minutes 22 seconds

Protocol Method

1 day @ hour 45 minutes 33 s

e

Role

eBb2.ac94.757e AP@B5D.735C.B544

Number of Excluded Clients: @

1 Run

1lac None
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SSO 7 x—I)LA—NN—BREDOANY v Y

SSO 7 x—ILA—=—N—FEDOA Y v T

ARUwo R

EEDM #J 500 ~ 1000 ms

VIV FTVY— IRXRIAVYN A VF—=Tx14X

SSO R7BEDE—®D RP UV YT. RP D/\—hE—MIEBEHNEELLIES. BENYVIICEBEShTL
BZHhESH, FLEEHES—AOOY MO-FICEEHFFRELTVEIHEIHIZERIT 2 AEEHDEFEA, 77
TATERIYINA DEIOREREANZ 74 v 7 ZLEBITZTTRAR—N (RP UVT) E. YV TILRA Y MNE
%Tjo

DU—Z 171 TR VIV IVI— IRIAVYKN AVF—=T 4R (RMI) 707472 bO-5&,R
SYNAAY bO=FHDOEAYTII Y7 EVLTHEAShE L., SOV =TI, YFVTYY— IX
IAVD AV =Tz A RZFERLTRITEINZTI7AIE T—bozad Fzv I R-—bShZET,

WebUl Z{ER LIV VTV — IRXRIAVYN A9 —T 1A RAD
TRk

_ Administration ~ > Device
Dashboard General Redundancy Configuration

Monitoring FTPISFTP/TFTP Redundancy Pairing Type @RMIRP () RP

Redundancy RMI IP for Chassis 1

Y Configuration

RMI IP for Chassis 2

Local IP 172.20.226.133

Remote IP 172.20.226.134

N Troubleshooting

Keep Alive Timer 1 % 100 (milliseconds)

Keep Alive Retries 5

Active Chassis Priority* 2

e RTVEERTDHICY v —VB B LBEBMI/RESINTVS I EZEREL. Y r—YESHAMADIY b
a— 71_,§‘T@éu&%ﬁgwub§3—a

mv—Y 1 EVv—Y 2 [FEED RMIIP 7 RLRA%#EE5, HA R7EERT ZRIICEAAD /— R TRIUE
ExIT2UVENHDET,

Bov— 1 LT 2 @ RPIP #EaklE 169.254.x.x EUTHEIEMRINE T, I T, xx (& RMIIP iv5
HSELEY.
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VEVETYY— IRIAVYN A5 —T AR

BRMI DXy RTRTIF. T4V L REHE VLAN THREShTWERXY MIYRIMSEEBENET,

s HA R7HFEHENZE. AFIVINADTAVLRABEBAVYI—T 4R IP IREICHRDES, 79747
DIAVLRABEBA VY —T 4R IP PRLAMBMEREZh,. 79747 /—RICEEIhEY,

B AIYINA RMI £ Y5 —T x4 X IP ZPRLZRIE, HA R7ZHIEBESNBICAY VNS ICEET IV ERT
SIeHICFERATEETD,

E75 14 L7 7 bDFRE

TITATIov =V ERGYNA Vv —IPHEILF—TT7 54T AvE—IZEEFEL T, @ALER
AETHBH L ZHRLEYT. ET7IMLTIRE. RESNICET YA LTIV NTEZ Y v—h5
F—TT7I3AT AV -V RELBDI > IGBICET vy —IhRbhIc LHIIY B 1cHICERSh
ia-a

T7ANRDTAATIRE 100ms TIAH, 1000 ms X THREABETT. F—T 7714 TOBHIT
E#ET7AILT 5 BTTH, 10 AETRETEEXT.

CLI Ov vk :

WLC#chassis redundancy keep-alive timer ?

<1-10> Chassis peer keep-alive time interval in multiple of 100 ms (enter 1
for default)
WLC#chassis redundancy keep-alive retries ?
<5-10> Chassis peer keep-alive retries before claiming peer is down (enter 5
for default)

TRE#BMEDHIC, RP X—ZD SSO BHBHYR—bShFETH, T7AIE F—bhVzoa FzviZh
R=hrURBWcoH, EREhFIEA.

_ Administration~ > Device

Dashboard General

Redundancy Configuration

Monitoring FTP/SFTP/TFTP Redundancy Pairing Type RMI+RP__ (@ RP

N
“\1:?‘ Configuration

Redundancy Local IP*

& Netmask*
3
P HA Interface GigabitEthernet1
&? Troubleshooting
Remote IP* XK XK XK XK
Keep Alive Timer 1 x 100 (milliseconds)
Keep Alive Retries 3

Active Chassis Priority* 1
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VEIITIY— IRXRIAVYN A V=T AR

CLIl Z# ULV VTV — IRXIAYN A5 —T 14 ZADFERK

17.1 £DEITIE. RP XR—Z®D SSO BHEDIHYR—FZThTWELRE (DFD. chassis redundancy ha-
interface <RP interface> local-ip <local IP> <local IP subnet> remote-ip <remote IP>),

17.1 YPETIE. 21— RMI+RP /=l RP X—2D#EH = ERATEZE 9, RMI+RP #EHZFERL T HA
R7ZHBEREINBE HA RZDI VT EFR%ET S RP XR—XAK®D exec CLI (FERATZ XA,

F:17x Y)—XTIE. RMI 2FFALT HA 28RN SEFHTIEIC. Y vr—IBEZHRTEITIVNELND
hxvg,

FIZAILRTIR, Y¥—YBEIE 1 TS, RPAR—KLD IP PRLRIF RMI hSEEBEhET., MADIV L
O—3TYv—YBEHEUBE. O—AJL RP R—MTEEINS IP FRILICAD. HREBIFEXEBUET.
hITED, POFT4T-FO9T4T5—ADEELET,

DT AZERET BICIFE. RD CL Z2FRITLET.

WLC#chassis 1 renumber ?
<1-2> Renumber local chassis id assignment

WLC (config) # redun-management interface <VLAN> chassis 1 address <RMI IP of chassis 1>
chassis 2 address <RMI IP of chassis 2>

ERTESH
WLC 1 :

WLC (config) # redun-management interface Vlanll2 chassis 1 address 172.20.226.148 chassis 2
address 172.20.226.149

WLC 2: (RIL CLI)

WLC (config) # redun-management interface Vlanll2 chassis 1 address 172.20.226.148 chassis 2
address 172.20.226.149

Vy—VBBTEAcOIY NO—-FEHHIL. COESIE RMIIP ZRETSHICHRET 2VEHNHDFT., R
FEEMT BHEIC. MADIY FO—FTHEU CLl #XR{TT2NELHDEY, RMIIP #BRICKE>T HA X
FUVIHRRMUH—Eh, SSO R7HIEHEEINET. RMI /=75 —box4 IP T IPv6 IFHR—bFEhZE
Bh.

RMI & RP #riDER

WLC-9800#show chassis rmi
Sep 20 21:26:13.024: %SYS-5-CONFIG I: Configured from console by console
Chassis/Stack Mac Address : 00a3.8e23.8760 - Local Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair
H/W Current

Chassis# Role Mac Address Priority Version State IP RMI-IP
1 Standby 00a3.8e23.8760 2 V02 Ready 169.254.226.149 172.20.226.149
*2 Active 00a3.8e23.8900 1 V02 Ready 169.254.226.148 172.20.226.148

WLC-9800#show romvar
ROMMON variables:
SWITCH NUMBER = 1
LICENSE BOOT LEVEL =
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RANDOM NUM = 842430634

SWITCH PRIORITY = 1

RMI_INTERFACE NAME = Vlanll2
RMI_CHASSIS_LOCAL_IP = 172.20.226.148
RMI_CHASSIS REMOTE IP = 172.20.226.149
CHASSIS HA LOCAL IP = 169.254.226.148
CHASSIS_HA REMOTE_IP = 169.254.226.149
CHASSIS HA LOCAL MASK = 255.255.255.0

RMI & RP R7 U VT DEIEHE

79 7TTL—RELURID HA BREERLRZWN HA X7 UV T

BEEDAR (exec RP X—ZX® CLI) Efzld RMIIP X—ZOARERBIRY 247V a vhRRINET,
2—HH exec CLI XR—RDARXZBIRUIHE, RPIP ([F 16.12 T TEEKRICERESNE T,

RMI HEDRTS5E. RHNEITESNET.

RMIIP WSEELT IP ZERALT RPIP Z4BUEX 9. RMI #5kid RMIIP OFRELIY MO—ZDRT Y
VIICBFERALET (RPUYVITBEICRI VYA DIHIDIN—RI 7 T3y hT7Ar—ATVO—REINZET,
9800-CLVM DFZEE T VT4 TERIYNLADOEANVO—REINET), ZDHES. exec RP X—2D
CLl F7AOvoan%xd,

A7v3v 1:RMl R—2DERK (HR)
1. 171 7y 7Y L—KU. RP Z#EHELET
2. RMI+RP Z#m LY
3. RPIP [ RMIIP hSERBEIhET
4. RP XR—2Z2®M exec A v K@@F7OvoEhxd
5. ROMMONRP £& U RMI ZHHARESINET
A7 a3y 2:RP R—XDER
1. 171 7y 7Y L—KU. RP Z#HELET
2. GUI F7zld CLI ZfEALT RP 2R LET
3. RP R—ZXOBEHICL>TA—AI IP EVE—K IP HFESNFT

4. ROMMONRP Z#HAO—AHI IP BLTUE—KF IP ICBREEIhET

ITTCICRFZYvT2hTtwsdayhsa—>07yvy 7o L—R
Ay bAO—5AF TIC HA RT7[CHB>TWBIHEEIE, BEFED exec RPCLI A5 EfHmEFERATEZT.
RMI XR—Z®MD HA RF7 Uy (#R) ITBTIT258E. RMI 28MICTEET,

ZhiTED. RPIP 5 RMI hSEREUL IP TEEZSIhFTFT. HA RPEITCICEFEEEZZITEFEAI. X
DYO—KHFFEETZEIYMOA-FICE>THLL IP KBRS ET,
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F7AIES F—=bOxa Fzvy

RMI #EEZBMICT BICIF. VO—RIBRENHDET,

dvkAO—>HAUO—KRahs&, RMI ASEREULEFTLWL RPIP TR7ZHBIAEINET., exec RP X—D
CLl F7Aavy o Eh%xd,

govJL—Fk
RMI R— 2 DEAMERINIIES. TV T L—RRICVRTAIR RP R—ZDERICT A —ILIXY I LET,
: RMI Standby
Actlve9800//_, ------- - 9800
1 RP *
171 Ar& 2L
/
Active Standby
9800 9800
T RP 1
16.10/ SHHS
16.11/
1612 pommon ROMMON
RMI variables RMI variables
cleaned up cleaned up

RP R—ZDBHMERSINIBE. FU VI L—RELIYXT AR RP XR—XDEHREFERALEY.

Active 9800 9800
17.1 * RP

16.10/
16.11/
16.12

RP 1

TIAIN T—hDxA Fvy

F7AILN F—=bUxA4 Fxv U %ERITIBICIE. Internet Control Message Protocol (ICMP) ping %4 —
MY TAICEHMICEELE T, PV T472AVMO—F LRI YNV O—FOEAN, EET IP &L
T RMIIP ZFERALET, ChoDAyE—JF 1 BERTEEEINET, - r I A NDEEIC 8 ()&
BHUTKKTZE, Ay hO—F@FZ0T5— MU/ 2R ETELESELET.
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4 B ICMP T1—EXT ICMP TO—5&ENMES5hia e, ARP EXHMHITEShE I, 8 WEREIZL
B4 (4 BO ICMP TO—EXKICHWT 4 @D ARP EBXX), ¥— MUz A FEERELERLENET, ]
. TOEEE IPvA DHETR—RMLTWVWET,

P -Gateway

| ) O

1s intervals ; \ N~ 1s intervals

7 RMI ~

Active Standby

9800 9800
» BN
| |

» ICMP Echo request
ARP request

Catalyst 9800 74 VLAY b O—ZICE 7ITA4T-7IOT472F VAZERT S 2 DD H/INDIREE
NHOET,

RIBRIICU ANV E—RER, Y—EXRZRHTZ/cHD TV -] O—&Z3Y bO—FHERATERZ K
BZEKRLEY., RE. RP. RMI, BLVT—hV A AV Y —RTY., R—KEFY AN E—FTEERELERK
BEBICRDID. bFT74 vV 3BRLEEA.

B RZVNRAL-UANY = DA ITIO0TBE RAFVINADBRT VA -U BN E—RIZKED
9, RIVNAL LR, ZORELRTIVT14TELERAESNZD EEZBEKRULET, 7L 5—A0DY
V= (F=brVxq) BBV, RIVIRA-UANRVE=RIZEDET, XAZVYIKAHRFT VI
A-YANRNVE—RIZBZE. RIVNABT T4 TOHELES I EMS LD TEZEA. RFUN
A-UANVIEE, TF—=r Iz A DEBERREICKE oz TdE. VO—RBLTRYVYIAICR
%9,

m TFIT4T-UANY :RP BF IV ULIEEDE—RTY, 7U9T747-UAHINYDRAPIREEF TV
T4 7ERBULERA. RP UV IR T Yy TREICKRDE, 7IT47-DVANUAIO—-KRINSBT:
», —fEREBETRAYVYINN1ELTRBIITEET,

T=RO ATV UIEREVLTRA Yy FA—N=D NI H—SnHE, XMy FA—N—BEICIFR
1Y FA—N—DOBHEIT— bV ATV ELTRRENET,
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FI7AIN F—hUzA FryoD WeblUl BE

F7AIS F—boxzA Fxvy AT aviE. [Administration] > [Device] > [Redundancy] >
[Management Gateway Failover] T:ERETZXY,

_ Administration~ > Device
Dashboard General Redundancy Configuration Apply

Monitoring FTP/SFTP/TFTP Redundancy Pairing Type @®RMI+RP  (RP

Redundancy RMI IP for Chassis 1*

)
. Configuration

RMI IP for Chassis 2*

XXX IHKIOXX
Management Gateway enaste ([l ”
oubleshooting Failover

Local IP N/A

Remote IP N/A

Active Chassis Priority* 1

TIAIS T—brbDxa4 Fzv oD CL &FE

T—bUzAFov IREZEMICLT, COMETERSNST7AILET—bV A IP ZEEET 2T
RD CLl 2 _ET2LENHDET.

WLC-9800 (config) #management gateway-failover enable
WLC-9800#ip default-gateway <IP>

T—=ROzAF v IDERDNHB>TVWEHESHEERT SICIE. CLI @ show redundancy state ZfFEAL
9,

WLC-9800#show redundancy states
my state = 13 -ACTIVE
peer state 8 —-STANDBY HOT
Mode Duplex
Unit Primary
Unit ID = 2

Redundancy Mode (Operational) = sso
Redundancy Mode (Configured) = SSO
Redundancy State = sso

Gateway Monitoring = Enabled

17.2 Tl&. Tip default-gateway <IP>] (FFERATERBDET., F—hrTx1 IP [E. RESNERAITA4 Y
7 P IL—bDSEGENEY. HA A VYT ZRAMZIF v RMI XY b T—=J(C—HIT BRI T4 v I IL—
MIP ZERLET., BHEORYT A4 v 7 IL—bDRESNTVRIES., RUDEWVWRY MNT—JEHEBEIICERESIN
TEIL— R DBIRENE T, AURY -V EEICEHROT— Uz A ZBHRTEEY. ALRY bT—JI(CHE
BOTr—hozA4 052561, RULVWIZAVERENSWT =MD A IP BMBIRSNET, ¥~z o
P (F. BECIELT, R T4 v VI —bOBREEFHRICHETFM=hEd,
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VRATLABLURY T =0 DEZLIE

o

- WMBR—NT OV FIVADETE. b4 F v OBBELREKIC. REBICIE 8 AN DET,

- U= 171 TR YMBER—NDRT—Y AN T T4 7 AV NA—=FM 55 V)4 Y bO—FI(CRHER
ENEI, INEFVYV—R 172 TEESNTED, 77472y bO-ZERF (O bO-FF. %
NZNOR—MRT—5 22 MHFLET,

> — N N \ == =

VATABLORY N T—U DEENIE

29VNA A bO—FH9Tva9ddE, UT—RMLTRY VYN ELTRELE YT, —FBREAHNETS
N, A9VIADBRY MCBDET, 795747 A bO—SHB959vvaddE. RYVYINNADBTIT47TIC
BOET, FILWIITATRIIRY—0O—=I)L%E5|EFF, Ta7IL7I95747&28RHELELOELET,

RDIKVIREERTZE, WIC R4 Y FA—N—D MY A—FHENE>ED LMD ET,

VAT AICEHY 5HE

MY H— RP YUY I RF— |RMI ZNULEEFDR | R4y FA—/)\— R
3 EAHEM

J0F4ALTOtR | Py S B ZEnTgE Xt ALY FA—IN—FE

DIy a

BEIRAYFA—N— | VT B EATHE POy Ay FA—IN—FE

IYF4ALTOER | Ty T BETHE X3 I A Y FA—IN—FE

DIy a

BEIRA Y FA—IN— | TvT B ETEE Pogney Ay FA—IN—FE

JUFahLTOER | oV B EA]HE JEX IS FovavigbhEE

DIZva hoe 1 &0 bO—7
AU ANUE—=RIZED
x99,

BEIZAYFA—N— | TV BEA]HE UL Fovavighbhxt
ho 1 B0 FO—-5
AU ANUE—-RICED
ig-o

JUFaALTOER | Fov BETRE JEXT IS “HEE . IxybhT—

NYTvyva JIS—DUNE| =81

BEIZA Y FA—IN— | TV BIETHE BV TEEE IRy hT—
JIS—DUE] =58
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BAKAR

VATABLURY hT—U DEENE

RP U
vy

RMI L7
E7 OEER
HEME

TIT4Th5S
DTF—koxA4

AIVIA BT —

koA

ALy
FA—
N—

S

N

v 7

7S

BEn]RE

FEXH I

BERL

N

v 7

BETRE

FEXH I

[7223vizL (No
Action) ], '—hkU x4
ICERETERWV=H, X
T VINA L DIREETIE
SSO ICHIHTEFEA.
ATZVINAIE. ZF VN
1-UAhNYE=RIZEKED
F9, RP H¥IVT 3%
&L AT VIAL (VAKX
DE—R) 8795747
ICibhxT,

X

J— b7 A FEAREM
Ayt—IE, RMI+RP
Yy BRATREINE
To RIVIADTY
T4 7ICRBELSIC. 7
9574 7DYT—KHE
fTEnxd,

BETHE

FEXH I

chickb, 79747
SVI BFovdsdeE, R
FVIKAL SVI HFIVL
9, R4y FA—I\—
NhUH—nxd. #
LWrPIF747IC&>oT
T—b7U A HEERTRE
ThdEmHSINIIES
& 7OT4T-R5 VN
LDYVANITYRTA
PRELET. ZhUs
DHEB. A1y FA—
N—FEYRYARTIT
Ph¥Ed,

iy

BEw]

anp
o

FEXH I

N
N
w

\
oF
c
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BAAAR

VATABLURY hT—U DEENE

BETRE

FEXH I

J—hOzAICRETE
RWesh, RV INA I
Z DIREETIE SSO (oxdt
IBTEEFEA, LMP Xy
t£—Jd RP UV IR
THERBEEIND D, R
YKLV ANYE—
RICERDET,

BEn]RE

XIS

JF—bU A EEREE

AyvE—YlF RP Uy
BATHLRMBEINET,

RAIVINNADBTIT47
IChkad LS. 7074
T0YT—hHRTESHh
9,

T | YUY EERTRE
T | YUY EEAEE
T | oy BETRE

BETRE

FEXT I

nickb. 70747
SVI ¥ ovgdE. R
YA SVI L5 IVL
9, R4y FA—I)\—
NhUH—nZxd, #
LWrPIT47IC&>T
TF—hU A HEETTRE
THDELEHSNIES
& 7OT74T-R5 VN
ADIVHINIYTIRT A
PRELET. =hbllist
DIBB. A1y FA—
N—EYRYARTIT
bhxd.
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BAKAR

VATABLURY hT—U DEENE

oy | 7v7 Exlbe 1)

BErTRe

X

RIVINNADBTIT47
IZkb. (MaEio) 7o
TATETPOT47-UA
NYICBITLET., TV
74F¥aLl—Y3ay E—
Kk, 79747-YAN
JE—RTIIEMTT,
IRTCDAVIT—T A
AN TEEBEYO V]
L. 79 VLREESY
#—7 x4 XIC RMIIP
NERESINhZET, 77
T4 7-VANXKVE—RD
dAvhkO—ZE RP Y
YONTy TREICHRD
EVO—KRULTARY YN
1ICHEDET,

yov | 7vT Ezlpeg])

anp
[atad

BETHE

Xt

@t

yov | 7vT BER

iy
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BEw]

anp
o

Xt
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oy | Fv7 EEAEE

BETRE

XIS
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yov | v Ezlpeg])
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iy

BEw]

anp
o

Xt

“EEE: 757473
vihkO—2h 2 Bk
5. XY ST—UD
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HFEELET., O—ILXF
JoI—yavid. #i&
METSIhIRICETS
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HA X771 v 7 iRIRENE

oy A B Er]BE BETgE PO E.LE
gov gov B ETBE B3ETTRE XS E_LE
S Ar A BEREE B ETHE XS Sl

HA X7 v JERENE

JY—2 16.10 LU 16.11 TlE. ATV K Tclear chassis redundancy] #H{TLT HA R7 =D&
ECRIYNLAvRO=FHVT—rU, ZUVT47A0bO—FEF 51K EUERTEEL., RDAY
T—IDNRREINZEE IP PRLAIS—DERELZET,

WLC#sh log | i DUP
Mar 21 21:53:46.307 CET: $IP-4-DUPADDR: Duplicate address 120.0.0.1 on V1anl20, sourced by

d4c9.3ccc.£98b
Mar 21 21:54:16.947 CET: %$IP-4-DUPADDR: Duplicate address 172.18.50.60 on

GigabitEthernet0, sourced by d4c9.3ccc.f981

16.12 BL UV 17.1 TEEINBZEBREI. HA ORFZ YUV TEBRIEIC. RYVYNNAOAYNO—5DRAY—h~
7y TR E HA BRIV T7Eh,. AT VI4H 0 HEICBITI S ETY,
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HA R7 ) v JRIRENE

ARV REEFTTBHIC, 79747V MNO—S5STROEENERTINET,

WARNING:Clearing the chassis HA configuration will result
in the chassis coming up in Stand Alone mode after

reboot. The HA configuration will remain the same on
other chassis. Do you wish to continue? [y/n]

CLI THEHBTTY,

WLC#clear chassis redundancy

WARNING: Clearing the chassis HA configuration will result in both the chassis move into
Stand Alone mode. This involves reloading the standby chassis after clearing its HA
configuration and startup configuration which results in standby chassis coming up as a
totally clean after reboot. Do you wish to continue? [y/n]? [yes]:

*Apr 3 23:42:22.985: received clear chassis.. ha supported:lyes

WLC#

*Apr 3 23:42:25.042: clearing peer startup config

*Apr 3 23:42:25.042: chkpt send: sent msg type 2 to peer..

*Apr 3 23:42:25.043: chkpt send: sent msg type 1 to peer..

*Apr 3 23:42:25.043: Clearing HA configurations

*Apr 3 23:42:26.183: Successfully sent Set chassis mode msg for chassis 1l.chasfs file
updated

*Apr 3 23:42:26.359: $IOSXE_REDUNDANCY-6-PEER LOST: Active detected chassis 2 is no
longer standby

2RIVNA Ay bO—-5 Tk, BEN I U T7ENZEEZRTRODAYVE—IDhRRINET,

WLC-stby#

*Apr 3 23:40:40.537: mcprp_handle spa oir tsm event: subslot 0/0 event=2

*Apr 3 23:40:40.537: spa_oir tsm subslot 0/0 TSM: during state ready, got event
3 (ready)

*Apr 3 23:40:40.537: Q@@ spa_oir_ tsm subslot 0/0 TSM: ready -> ready

*Apr 3 23:42:25.041: Removing the startup config file on standby

*Apr 3 23:42:26.466: Calling HA configs clear on standby

*Apr 3 23:42:26.466: Clearing HA configurations

*Apr 3 23:42:27.499: Successfully sent Set chassis mode msg for chassis 2.chasfs file
updated

o RMI R—ZDOERHEFERAL TWBESIC SSO R7P%ZRET 3ICiE. RMI 8O KD Mol /\—Y 3
vEFERALEEICVO—-RKULET,

WLC (config) # no redun-management interface <VLAN> chassis 1 address <RMI IP of chassis 1>
chassis 2 address <RMI IP of chassis 2>
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SSO X7 T®M LACP, PAGP #R—b

SSO R7T®D LACP. PAGP #/R—hk

LACP 7Ok 2OJL (IEEE 802.3ad) Tld. 2 DOFNA RABTY v/ &EHSIEH7ONINTF—5 12y b+
(LACPDU) #X#9 2 &ICL>T. MBA—YUYRXY M 41 VF9—T 214 ADEHNEINET,

LACP, PAGP OHR—MiE. RZ VN4 AV OA—FD) vy T3 EHEEEEZRELTEZI L. ATV F
I —I)X\— (SSO) BFICVZA 7V 7= +ZT749 0% —ALRICERET %78, SSO RPTHET
9, 17.1 £DHE[E. SSO E—KTlE LAG E—K ON O#HhHYR—bIhTWELE, 17.1 TiE. LACP
(FOTF47HLVNwT) & PAGP OFEAHN SSO E—RTHR—FEhET,

Z DFREIE. Cisco Catalyst 9800-L. Cisco Catalyst 9800-40, & & U Cisco Catalyst 9800-80 (€ 21—
IWR—bZ2&L) THR—FINZET,

HR—bN&Eh 3 LACP., PAGP ~/ROY

RO MRAVIFE, SSO LU LACP/PAGP THIR—KhENFT,

Enterprise network Enterprise network Enterprise network
HSRP Active HSRP Standby
>
Iy
H
\ 1

XKlE. LACP, PAGP hROVTIIHR—bMEINELA,
m  Auto-LAG [FHR—KrEhFEtEA,
m C9800-CL LU AP £ EWC [FHR—bhEShEEA.

. L3 R—bFrRILEYR—FShEtA.

RIVFOov—I VO™ TIN—7

JUY—2 17.2.1 Mg, YILFVv—VUVIENTIL—TF, Ry k70 b O—58KT HA R7
THR—FENFET, VILFVv—Y LAG 2FATSE. EHOT7y TV Vo2 bO—SHSERNDT v
TV Ry FICEHETEEY,
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SSO R7T®D LACP, PAGP ttR— bk

ChICED, TINFRAyFRROVICERSINIIBEIC, R1YF AVTZANZVFv & VLAN X—2ZD
FZ749 0882y NO—5%2EHKET 2XHELIEONET, LezlE IVI—TF14X 77490 L
ERLICERBRAYFERERYNT—VEDTANNT T4 vV ZNBTEET, & LAG FE—DRT Y
FICEHL. ZhZho VLAN DOEID YT LAG EEB>TVWRRELNHDET,

@ Enterprise network SP network

-

L2 port channel

+ dot1q trunk

VLAN 10,30,50, wireess

management VLAN
LT EZERLBVELSICEBRT S0, 1 - OEEHEETY.

HR—METNBTILFUvYy— LAG MAROY

o VWIFIUvY—Y LAG I, LAG E—K ON 8LUF1F3Iv Y LAG (LACP LT PAGP) THIR—

FEh&Ed,
o VILFYUY—Y LAG . RICKTLSIC. Ry Rk7OvyIybO—5¢& HA RFPTHR—rSIhZE
3_0
Enterprise network Enterprise network
[—l:_
Switch 1 Switch 2 Switch 1 Switch 2
-
b
, VLAN 10, 30, 50 VLAN 20, 40, 60
VLAN 10, 30, 50 /L2 VLAN 20, 40, 60 | \ |
Te0iv2 -
Te0/0/0 -l\‘- -lL Te0/0/2 oot ':/ X T
£ l T T =~ I hY
Te0/0/1 I Te0/0/3 f 1 :
K

I
1 !
1 |
1 RP Port 1
I favavavar) connection 1
] I
v SBOO Active 800 Standby

_______________________

Catalyst 9800

ECERO LAG 2E OOV MNO—FJRE—DRA vy FICEHKTEEIN, ZhEFhD VLAN OEH
% LAG IFEB->TWBHEAHDET,
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HA £y 7y 7Ty O—SDEE#Z

YIR—EXART Y b TH—A:
RIVFOv—2 LAG 3. RDTZY b T A—ATHR—bEhET,
e Catalyst 9800-L 74/ VL X bkO—>
e Catalyst 9800-40 74 VL X bO—7

e Catalyst 9800-80 74/ ¥ L Xy hO—5

HR—bEND LAG IR— DT IL—T1

RAM TS99 T4 RAE. R=FFv¥RITRALY A TEEEDR— N 2FERTZETT,
e {ABDKR—BMF+XILT 2.5G/1G LT 10G/mGig ;R— b % {§Z 7= 9800-L-C

o {EBIDKR—BFF ¥ XILT 2.5G/1G LY 10G/1G 7 71 I\R— h &{§Z 1= 9800-L-F

RA 0 BLURAS 1 (BEY25ROY R) @ 9800-80 R—hiF, BUR—RMFyRILTIN—TIEETEE
Bh. RANTSU9T74RFE. R—=bFrRITALZAOY FOR—FEERTSETTY,

HA Ty N7y 7Oy NO—SDEB=HZ

o R7ERBRETICHA RTFHASTFZITF4 7 O—F%8IRLET, 7VT7«4 72y bO—FH%<
BRdE. RN Ay OA—SHT7 VT4 70O-)L %5 ESHEFT,

o PHIOT7VT«47aAvbO—ZEEUBHATHLUWL 9800 v hO—Z%#EHFLET, 2FH. ALY
TRz T7N—=Yay, S4EYALARI, IP ZRLZX WML, RMI, EEUSF 4 MAC TR L
9,

e FLWIaybO—F% SSO TRFZVYVISBHIC. 7UVT«47aAvbO—-5MVT—rLIELTH,
BEDTZIVT47 AV O—FWB 70T THBEFICTBICIE. BEDOTZ VT« 72 bO—FICEW
BElEMEZHRELET,
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SSO NAT7Uw REAICELD N+1

e TEMKR—F (RP) ZFEALTHLL 9800 I FO—S52WMEBMICIERLET,
e #LL\ 9800 OvhO—3T®H SSO #EEOFMIL

e FHULW 9800 A AOA—FHVT—NL.BEDT7 VT4 720 bA—ZERTYVITUIERTVINA
ELTEELET,

SSO N1 7w REAICLKD N+1

WLAN-Controller-1
Standby

Aps Configured with:
Primary: WLAN-Controller-1
Secondary: WLAN-Controller

NOC or Data Center WLAN-Controller-1

WLAN-Controller Primary
E Aps Configured with:
’ Primary: WLAN-Contreller-2

Secondary: WLAN-Controller

Aps Configured with:
Primary: WLAN-Contreller-n
Secondary: WLAN-Controller

WLAN-Contreller-n

352083

LFITRULEELDIT, SSO ER7E N+1 543U, EAVFY, BLUPF—Iv) EFILONATY YR
RROVHAHR—FEINTWEYT, DR B4 hDEAYF YUY bO—F ., Catalyst C9800-L, C9800-40,
C9800-80. =ik C9800-CL 74 YL XY O—3TY, Catalyst 9800 744 L X v rO—-Fh5

CUWN Oy bhO—=3IC7z—I)L Xy PF279EX R4V hEO—KE=BESF7yO—-RKLTHS CUWN

JA4YVLR Qv hO—3IC&MULEYT, £/, CUWN Jv kO—5Hh 5 Catalyst 9800 7/ VL X AV bk

A—ZIC7x—) Xv U279 EX RAVEMERABDIEEZRITLET,

RMI ZFRUERAYVYINADEZS YT

COMEEICED., PUF47aAvbO—-Z&RBEETIC. 7OV T AL VT —7 14 X (NETCONF/YANG.
RESTCONF) & U CLI ZFERAL T, HA RZDRAYVYNA AV FOA—Z DY RATALAEEMEZEZY TEET,
ZhiCld. CPU, XEYU, A VF—T A1 RAXT—H X, PSU (EREE) BE. 77 VEE. BEREDNS
A—SDEZIIEENET., TOEZH#HEIL, Cisco Catalyst 9800-CL 7544/ X— Kk 5 K, 9800-L,
9800-40, H&L UV 9800-80 7A ¥ L AAv hO—ZFTHR—FINET,
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RMI ZERALICRY YA DEZS IV YT

RMI £ V57— 24 A% FEHAT 3L, ROIENTEZT,
e R—b 22 T IOSSSH H—/\|T#EH L. show CLI DRy FERITLUE T,

e J/R—k 830 T NETCONF SSH H#—N(C##HE L., 7OV Z A VY9 —T x4 XA ZEALT
NETCONF/YANG IC7 7 EAULET,

e HTTPS /R— b 443 [C#E#HL. RESTCONF %#EHLTFOJ S A VY —T7 14 A% FERALXET,

A—AJLEBEEH &L T RADIUS %#{ERT %988 AAA H—N\DA—HOJ 4« VIEREO—HILICRETZET,
SSH FBRElE. I —HRENRT—RZFERAUVLTEITLET, A V/N\q4 2 hO—F &, (AEXR—IADOFI%
WIBTES PKI A1 VYT FAMNZ9FvERTULER A, 948 AAA H—IE 5 VN4 Ty hO—F TEHNIC
METEZT7AINML—bENUTCREMREICTIVRENHDET,

syslog (2, Avvy—)lOQJ¢ELTRY VN1 aAvhO—5THR—bENhZET,
AIVINAEZ=ZH”Y VY CLI

o TR, 77V, BEDRT—5 A%ZHERI BICIF. RD CLlI 2YBF7 7547V ATHERTEET,. K
BTZy hT7x—LDI5E. COHNRBEICBDET,

Show environment
9800-stby#show environment summary

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0

Slot Sensor Current State Reading Threshold (Minor,Ma-
jor,Critical, Shutdown)

PO Vin Normal 218 V AC na

PO Iin Normal 1 A na

PO Vout Normal 12 VvV DC na

PO Tout Normal 20 A na

PO Templ Normal 31 Celsius
(na ,na ,na ,na ) (Celsius)

PO Temp?2 Normal 42 Celsius
(na ,na ,na ,na ) (Celsius)

PO Temp3 Normal 43 Celsius
(na ,na ,na ,na ) (Celsius)

P1 Vin Normal 0 VvV AC na

P1 Iin Normal 0 A na

P1 Vout Normal 0 V DC na

Pl Iout Normal 1 A na

Pl Templ Normal 28 Celsius
(na ,na ,na ,na ) (Celsius)

Pl Temp?2 Normal 29 Celsius
(na ,na ,na ,na ) (Celsius)

Pl Temp3 Normal 0 Celsius
(na ,na ,na ,na ) (Celsius)

RO VRRX1: VX1 Normal 751 mV na

RO VRRX1: VX2 Normal 6937 mvV na

RO VRRX1: VX3 Normal 1217 mv na

RO VRRX1: VX5 Normal 1222 mv na

RO VRRX1: VP1 Normal 1705 mv na

RO VRRX1: VP2 Normal 2489 mv na

RO VRRX1: VP3 Normal 1300 mv na

RO VRRX1: VP4 Normal 5070 mVv na

RO VRRX1: VH Normal 11993mv na

RO VRRX2: VX1 Normal 853 mVv na

RO VRRX2: VX4 Normal 1016 mv na

RO VRRX2: VX5 Normal 1019 mv na

RO VRRX2: VP1 Normal 3325 mvV na
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RMI ZERB LAY YINADE=ZS YT

RO VRRX2: VP3 Normal 1826 mv na

RO VRRX2: VP4 Normal 1050 mv na

RO VRRX2: VH Normal 11987mv na

RO VRRX3: VX1 Normal 994 mv na

RO VRRX3: VX2 Normal 1002 mv na

RO VRRX3: VX4 Normal 750 mv na

RO VRRX3: VX5 Normal 751 mv na

RO VRRX3: VP1 Normal 2477 mv na

RO VRRX3: VP2 Normal 1197 mv na

RO VRRX3: VP3 Normal 1517 mv na

RO VRRX3: VP4 Normal 1514 mv na

RO VRRX3: VH Normal 11987mv na

RO Temp: RCRX 1IN Normal 26 Celsius
(52 ,57 ,62 ,73 ) (Celsius)

RO Temp: RCRX OUT Normal 41 Celsius
(62 ,67 ,72 ,80 ) (Celsius)

RO Temp: Yoda Normal 47 Celsius
(71 ,76 ,81 ,90 ) (Celsius)

RO Temp: XEPhy Normal 49 Celsius
(110,120,130, 140) (Celsius)

RO Temp: CPU Die Normal 47 Celsius
(61 ,66 ,71 ,80 ) (Celsius)

RO Temp: FC FANS Fan Speed 40% 26 Celsius
(36 ,44 ,0 ) (Celsius)

o XHAVNAAYMA—ZDA VI —T 14 RARAT—Y AE=WET %551F. XD CLI =FERTE

ia-a

show ip interface brief

Eg.
9800-stby#show ip int brief

Interface

GigabitEthernetl
GigabitEthernetO

Capwapl
Capwap?2
Capwap3
Capwap4
Capwap5b
Capwapb
Capwap7
Capwap8
Capwap?9
CapwaplO
Vlanl
Vlan56
Vlanlll

IP-Address OK? Method Status Protocol
unassigned YES unset down down
unassigned YES NVRAM administratively down down
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES unset up up
unassigned YES NVRAM down down
unassigned YES unset down down
111.1.1.85 YES NVRAM up up

e RAHVINALD IOS ¥ XY CPU %#tEZET %ICiE. CLI @ show processes Z{FERAL XTI,

9800-stby#show processes ?

<1-2147483647>

cpu
heapcheck
history
memory
platform

timercheck

<cr>

Show
Show
Show
Show
Show
Show

I0S (d)

Process Number

CPU usage per I0S(d) process

IOS(d) scheduler heapcheck configuration
ordered IOS(d) process history

memory usage per IOS(d) process
information per IOS-XE process

IOS(d) processes configured for timercheck

Output modifiers

<cr>
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RMI ZERALIERY YA DEZS I VYT

ATVYINA EZH VYT TOVTA AVT—T 1R

ZZYINA AV A—5®D CPU, AEV., BLUVAVI—T A ADRAT—HRIF. 7ATZ LAV 5—T x4
ATEZH/TEZEYT., COENICKHERERETILOY XM EXRICSRLET,

e Cisco-10S-XE-device-hardware-operyang : 7/\1{ ZDTRXTD FRU (VY +v—Y%&L) ITVU7
ILEENHLET, £l YVATARNDIANRTDON—RIz7ICEAT2EREHDET.

e Cisco-10S-XE-process-cpu-operyang : 8% 1 9. 5 2. 5 WORBEREDIF CPU FEAR, LU
I0S # 2V O7O0tXEAMD CPU HEHHDET,

e Cisco-10S-XE-platform-software-operyang : 5 #ERDOFY CPU FAXKE IO RICEID YT
ShizAEVZRLET,

e Cisco-10S-XE-process-memory-operyang : 7Ot ZBFGD A EVFERAERERLET,

e Cisco-10S-XE-interfaces-operyang  JREE & HEHBERZ LI VI —T7 21 ADERAT—IHH D F
I, 1V —T7 214 AT ZZDMMDERT—7HZEHDET.

RMIIPv4 AN®D SSH E#ixFRAL TR YN\ Ay b O—Z%2F=4
95 F|E

1. 795473y bhO—5LET SSH #B#ICLET., ThhERITI SICIE. RSA F—%4HT 20ED
HHxT,

800 (config) #crypto key generate rsa

You already have RSA keys defined named ak vewlc small.cisco.com.

Do you really want to replace them? [yes/no]: yes

Choose the size of the key modulus in the range of 2048 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

o o° O

How many bits in the modulus [2048]: 2048

% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 0 seconds)

9800 (confiqg) #

RICRF LSS, O—HIL AAA F/(35EB AAA (RADIUS) Z20—7J)L AAA 74 —)LINy U TRE

LET.

line vty 0 4

password Cisco

authorization exec DEVICE ADMIN
login authentication DEVICE ADMIN
length O

transport input ssh

line vty 5 15

password Cisco

authorization exec DEVICE ADMIN
login authentication DEVICE ADMIN
transport input telnet ssh
transport output telnet ssh
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aaa authentication login DEVICE ADMIN group AAA GROUP ISEl local
aaa authorization exec DEVICE ADMIN group AAA GROUP ISEl local
aaa group server radius AAA GROUP ISE1

server name ISE1

radius server ISEL

address ipv4 <RMI IP> auth-port 1812 acct-port 1813

key <key>

£ : TACACS B2 5 V)4 TEHYR—bIhFLA. AHY X KZ TLOCALI MEME N TS I & ZHER
¥, L' > T I—HRBRYYNATRA—-AILICEEShET,

aaa authentication login VTY authen tacacs group tacacs ise group local
aaa authentication login VTY authen tacacs group tacacs ise group local

2. B VLAN OF 7 A MIL—IDBRESNTVWS I EZHERELET.

ip route <Destination prefix> <Destination prefix mask> <Forwarding router's address>

3. ZZvNA4aAybAO—=7D RMIIP PRLRZFERALTRAY Y \raybO—-7cOJ4 v LEY,

ssh <username>@<RMI IP>
Password:

7¥ : Netconf-YANG SSH ZfFR9 2ICIE. KOIYY REZFERALET,
ssh <username>@<RMI IP> -p 830
Netconf-YANG SSH Tld. 77 #JLkR—b 830 OAH%EFERATEET,

4. show environment summary, show processes. show ip interface brief J<Y Y KRZE{TL T,
CPU, XEY, A VF—T M1 ARRAT—H5 R, PSU (BEREE) BE. 77 VEE. LVEEEZRR
LET,

RESTCONF #{FHT 2RI VINAET=F ) vDaA<T VKR

GET &EX :

curl --request GET --url https://<Standby RMI 1IP>:443/restconf/data/Cisco-I0S-XE-
native:native/hostname --header 'accept: application/yang-data+json' --header
'cache-control: no-cache' --header 'content-type: application/yang-data+json' -k -u

username:password

Bl -

Scurl --request GET --url https://<Standby RMI IP>:443/restconf/data/Cisco-I0S-XE-
native:native/hostname --header 'accept: application/yang-data+json' --header
'cache-control: no-cache' --header 'content-type: application/yang-data+json' -k -u

username:password

{
"Cisco-IOS-XE-native:hostname": "Catalyst 9800 HA2"
}

PUT EXIIXY VN1 TlEHR—bEhT. access-denied TZ—HEIhET,
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RMI ZERB LAY VYINADE=ZHF YT

JIy—Z2 173 DA VYNAEZZ YV ITDEEEIE

o RZVYNAAYKA—FTOH SNMP [FHR—hShFEtA
e RMIIPV6 DRI VYNNAEZF VYV TIFEEYR—bShFELEA
o RHZVNAAvbO—FLD5ER syslog H—/NIFHR—hShFtA

e |0S N SSH ##d95E. AFYVINA VY —ILT syslog EMSNZE 9., NetConf SSH Q5 1 v
&b, 7957473V Y—ILIC syslog BERENET,

o H—ERR—FEFRTZIAIVINAEZIVVITEHR—FEShFLEA
o RFZYNALAVIA—FDTAVY T4V ITRYR—bEInFEA

o TACACS Z{BZ1=5MB AAA B R—bENnEEA

e Rad-Sec EHR—bIhFEA

o RAVTFOHHFAALIAY M O—ZFZOHEZYR—FLEEA

o IRTDAVHI—TxA XN Admin Down JREEICHR B /=sh, 7O T4 7-UANUE—RDary rO—
TTRIVINAEZI IV TIIEITTEZ B A,
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BASAR
RMI ZEHUERIVYINADE=ZSUVYT

ERIRER

COXRZaZIICRESN TV SRS LVURRICHT 2ERIE. FEBULICEESNZIENHDET, D
RZaZIICRESNTVERR, B SIVERFIRE. INTEETHHEZITVETAH. BARNTH
NETRHTON, —YORIEDEEZELBVHDELEY., COVZaTIIICERHE SN TVWRHBDOEAD.
INRTA-—HY—RAOEEICBDET,

SWREBDYIRNT 71V ABLURERIEE. BERISH TS iz Tinformation Packet] ICEE&E I T
WET, MIThTLRWNSEEICIE. REBEICSEE I,

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.

CCIEHENTWARHOWHARIRIAICHLS T, BHOIRTOYZ2T7ILELVY I RT7E. BEED
EHT MEROFF] ELTRESNET., YRIABLT IS BHE. EREDORIE. FFEBHANDERLDMR
FE. BLUEFZEELLBWT EICET BRI H5WEEGFIBE. /A, BREIEITICLK > TRET 2R E
LH&d s, BRSNEFTREEERSNE—VYVORIEDEZZEDLLBRVWEDELET,

WHRBIBEICBWLTH, Cisco BLUZDHIGEILX. COYZaT7ILICHEATESIIFEATERW L
IC&> T, RETZFHDERPT—IDEEEILHET S, BEN. TREMN. BFEHN. H2VIEEHRLGES
IZDWT. H5BAEEMD Cisco FhIFZDHBBICHMS TN TVTEH, ZhSICHIT2ETZ—IEDR
WsDELET,

CORZaZITERALTWS IP PRLABIVERESIE. RROFRLABLVEEESZRIHDOTIE
HOEEA, XZaT7IADE. ARV REA. Xy h7—7 MROVE, 8LVZ0OMORIE. HEOHZB
HEUTHEREINTVE Y, SHRADOHICKBOT KL ABLVBFEESHMERINA TV ELTH, ZhiFER
HBEHDTIIZS, BRO-HICLBELDTT,

N—=F JE=&LVVY T+ JE-—DHEREBIARMEABENELA. BHFREAY 1 VIRESBLTE
éll\o
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