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= Smart Call Home

= Expressway #EnX 7O+ >

Expressway DY 7 kD 7/\—I 3 VES

X8.11.4 DI, D Cisco ERDI/IN—Y 3V EBEYICEST 5L 51T, Expressway DY 7 b7 7/IN—Y 3 VESH
IHAZEEINFE LS, Expressway X120 DU Y —X[IHDFEHA., £ X8.11.4 & X12.5.x D HECfhDHEFRIR
Expressway U U —XlEH O FEA,

X12.5.3 DZ
YIRNI TP OEE L

—WHRY T R I T AYTF Y RENTELE,

09 NAT Z TURN ICLET., METD YUY —XTld., Expressway-E @ TURN H#—/\—T&8) NAT AR ESh
FCEARBTIE. M7 71474 —ILTNAT UL Y avyhARET LR, Thid. 531 NAT AARESh
TWBIBHIT, Expressway-E B9 &8 IP 7 RL RICEBEIV T F VYT EATA PR T T4 v I EEET B
TY., CORETIE. HNET7 74 T7VA—ILLEDODNATUTZL I av%E TEVE®D] ICRETEH. AT47
% Expressway ICRMTDZMNELHDET, —ZBODT7 747 TOA—ILTIEINAT UL IV avhHiR—bEh
TWRW=, ThidERBIN3BETEHDEEA. X12.5.3 "D, Expressway TURN H—/N\—%(FHT 3
Expressway BT NAT Y7LV Y3 VvDEHZEIRTZCLICED. CORBICHULTEELELE, ThT.
Expressway [dHED7 KL AZMHETES LS5O FELL.

CDAVTFHYRY)—=RATEE, 20 R—IDRBRE L VBREHFDHEBEDREY A MHEHEhE L.

X12.5.2 OZ
Y7 R T 7 DEE LR

—ROBY T R T AV TF Y RENTEL,
COAYTFYRA))—AT. RERE LUBREHDRRE (20 X—2) OBRF) A MHEH-ShI L.
ESXi 6.7 Update 1 /\— 3V (F, RAMDRBIIVERANT BIDICERBICTAMEhFE L,
Expressway /NRIE(RAE Y > > (VM) (OVA {R87 754 7~ )i, Cisco Business Edition (BE) 6000 75 v b
7 A —ATEET Z2/RIER Vm ICEEESNTWBDERU/N— R = 7EHICHE > T, VMware ESXi {R38/\
—ROLT7TIY R TA—LTYR—PENBLIICHDE L,

X1252 5, Ny oY—Nyy 1—FIT—Ix vk (B2BUA) &, SIP [EEX Y — D Reason Ny ¥ —%
BRETEET, &S SIP X v t—JITIRED Reason ANy ¥ —HRRS N 35S, B2BUA [FRHID Reason N
VI —DBETET BT EICERL TSIV, COFT /YT 4 F RS ZA—LCEBRS nicI—L 8%
LWL, =774 K CM OMEZERY 27cHICEAS I L. Bug #HlF CSCvk38038 TERL XY,

X12.5.1 OZ
YIRMNIDTT7DEE LR

—BHRBY TNV T AVYTFYRENTEL,

FZDAVFF YRV Y —RTEESN/INTICIE CSCvp21304 TR TVET, Thid. LIRS
—THZHE. ELTIN—HILI-EATY ST, J-ILZAT—F X Eweb A—HF ALV H—T 1R
BER—JICRRShFtHA. COMER. X814 VY—R/—N] DEELEED)ANCEENTS
D, REBRSINWTWET,

BT (x8.10 A*5), Cisco Meeting Server & Microsoft Skype for Business DAY 7L S X1 —H /D
Expressway Z/t LIz ¥ERN/ R A VRAFECHUIZ. Expressway-C T RMS SV X &BEBLTWEL .
X12.5.1 Mg, Thid@BREh, ThSOIFEUTHUIERMS SV X% BB LA KRD L, Bug #RIF
CSCvn49463 TEXL XY,
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s MEI7LE2—RETH IS DHEEIL. Expressway TREICHR—RMEhaLdIcHmhE L,

~ Cisco Meeting 7 7Y Tl Expressway-E TURN H—/\% R TIAE
- Cisco Meeting Server EOO—RN\Z VY TUEBOYR— K

- MRA EADHE. Cisco Unified Communications Manager SIP [BI#f COE# (H28R) #EA L
OAuth,

n CDOAVTFYRAVY =TI, RIFRE L URERBEHDORERE (20 R—=Y) DBRFY A MHEFRIhFEFLL.
s CNSOEFEIF. NMTVy RY—ERICTHULTEREESN TS E Sway 2FEHAT2EAICOHFELET,

- ZMIN—=3 3D Expressway EEIAX IV 7 MU 7DIBIEIL. Expressway FRLT/INAT Uy
RY—EXDQOARXI I EZRAMTZIEEIC. BERZERIO—ICHRLET.

- CiscoWebex 7 Z Y RICEDLERANB T VT4 VT DIELE,

BENIC 7L E2—U7= X12.5.1 THR— KM Eh T BHEE

ROMEEIE. LIETOMEEV Y —XTIFFLE2—ELTEASIN TS D, Cisco Expressway ¥ J—X®D X12.5.1 H
S5FLICHR—bPINTNET,

B D Meeting Server 257 ) v JICx9 % SIP 7O+ (Meeting Server O—
RISV TDHR—R)
Z DIEEEIE. Cisco Meeting Server V7 b0z 7/N\—Y 3V 23 MRITEYR—bIhTWERA., £/, Meeting
Server Y S 29 DT 27 ILIR—ALREDHR— MBI 2FIBRFENREFELTVET,

X8.11 L&, Cisco Expressway ¥ J—XTlgd—IL 7Y v JIL—TIC&F N S Meeting Server D I—)LOA—K
NSV VTIERENDZ AN ZXADPYR—FINTWET,

Cisco Meeting Server AAd—J)L 77U v Y JIL—FICEFTNTWBRHEE. BEDORBRWT—/NEDIR—-Z(CEMEL S
muLks&9%E. A=-ILERODY—NK—=ICBIL—FT1vIEahEzT., IL—FT4 V7D —/NIE. tOI—IL DO
ZHFEALTSIPINVITE 23— JLEIEBISEELET. ThickD. BMEIZRID Meeting Server L D@EY] Iz A R— X
icBmceExs, 2FBI OH—NICAREHNHDH. FID Meeting Server ITZFN LD EHEZVWARENHDIFEIE. 2
FEBH DY —/NIEZF D Meeting Server [C SIP INVITE 23595 L 5KRHET,

Meeting Server O— RN\ VI VT ERIENZFHULWERELH D, BT ZIVELHD T (B> [V—V]P [V—
VI [V—r4%&]> [FE4l]). chickb. Cisco Expressway @ B2BUA A% T2 B M| Meeting Server /5 ® INVITE &40
BLT., 8L’ ERTESLSICLET.

IV RKRA v bhH Expressway & Unified CM D ESE SCEFIN TSN ICERA . Meeting Server DO— K /XZ
VoV IANRET B EEZHBLEY,
HR— MHRE LY R— MR DIEEE

= Cisco Expressway &, J—/LRXIZNIET %7/-6(C B2BUA ZIFUHL T,

» BREHAHILBIVRRAYIASOO-ILOO—RNS VIV THEYR—FENTVEY,

s SESFELEEE{LE— K%, Cisco Expressway EDEDOI—ILL v ZICERATEET,

s DTLS TEFa7BAT 4 72 EALALI-ILBYR—FEhTOWEEA.

= Unified CM (. Meeting Server call bridge 7 JL—7IZx L T, &8k L U Cisco Expressway 7OF T TY,

= Unified CM [ZL I X T THD. Cisco Expressway |& Meeting Server call bridge 7' )IL—7& TV RiRA Y
~fElD B2BUA T9,

= Cisco Expressway LI AT —THD. B2BUA [FEEELTWEEA,
= Cisco Expressway LY X Z—TH D, B2BUAHPBEELTWET,
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Expressway-E TURN H—/\%{&F L /= Cisco Meeting App

X8.11 T® TURN H—/\—DHé4Esa1kIC &k D, Expressway-E TURN —/\%{#EA3 1 (d. Expressway-E Z{FAL
T WebRTC % Meeting Server —|C 7O+ 29 %I5E T Cisco Meeting App & Cisco Meeting Server DD A F
ATNADBEBLCATF A7 UL —%{TH5EHTEET,

1 TURN H#—/X%&HHEF 3 Cisco Meeting WebRTC 77 /U & Cisco Meeting 7 7'V

= (=

Internal DNS External DNS r —
‘ Restricted wi-fi eg. Airport

Int.FW

Cisco Meeting
WebRTC App

Ext.FW

e
232

Expressway-C Cisco Meeting

WebRTC App

N

Cisco Meeting

CMS Edge
9 App

Key
«4——WebRTC signaling—
) | <——XMPP signaling—»
/ \ /

<4—>Direct media———

\
5

Cisco Meeting Cisco Meeting
App WebRTC App Media by UDP TURN

<—Media by TCP TURN—»

ZOETIE., TURN ERE WebRTC ERICH LT TCP 443 TY YRV T BEIICHRESNTWVWEY, TURN V54
7 v b (Meeting Server Core, Meeting App. & & U Cisco Meeting WebRTC App) (9T, TURN EXRICXHL T
UDP 3478 ZfEAL LS &LE T,

WebRTC App A UDP 3478 AND7 I MN\T Y REERZHEIL TERWGEIE. 774 NT 443 THS TCP A —/)\—
A4 RR—bEFEHLTATAT7IUL—2ERLXET,

Meeting Server @ Edge . Cisco S—F 4 VI T7 V=23 YD XMPP 5+ UV I % @BY S7-HICF| S
BTY, 722U, Meeting Server Edge % —/\®D TURN #—E X & {ERTZHEIIH D T A.

MRA: Unified CM SIP E[{ TOE# (E2&01d) I & % OAuth

Expressway X12.5 BIfgD/\— 3 > Tld Jabber 7 54 7V ML TDH, HR—bEhicIZT7 74 R CM B &L
O Jabber ®/N\— 3 V|CiED Z &ICL > T, Cisco Unified Communications Manager SIP Bl#&1( % —7 24 A TD
B &S OAuth Y R—kEhExd, TDA T 3 A Cisco Unified Communications Manager SIP [E[#gd & U
Jabber 7547V N TEMCHB>TWBES., AVILIADIVZA4T7 VNIV T4 7Y MERETIRBR<BERE®
— I VICL>TEREINET,

C DEERFERAT B T &IC Lk > T, Certificate Authority Proxy Function (CAPF) Z{EBE 3 ICtF+ 1 7H SIP LT
SRTP HEFAa[E . MRA Z/N U7 ICE 8LV ICE KZAZRIN—OA—ILICL BTV RY—ITY ROBEESILIBEMICEDET,
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Cisco Unified Communications Manager SIP [E[{&1 > % —7 =4 A TE# L T OAuth ZF%ICT 3 5%

1.

3.

4,

Cisco Unified Communications Manager / — K OE#(, XDEHD T,

a. CLI XY Ra1—54 Y54 ®sip-oauthenable ZFALT. Sip cauth E—RZEZFMICLET.

b. SIPOQAUth BT 7 AN KRDR—FTY Y AVFTZLIICHRESNTVEIHIESHEZERLET (VRTA>
CiscoD1=7 74 K CM),
FT7AILRDR—ME, AV TL I RADFEIE 5090, MRA DFE L 5091 T, R—MDFHEEZEET SIC

. Th5DR— kA Cisco Unified Communications Manager HDEEED SIP kS V9% ) v AV T 3B &
SICRESNTVRVWI EEZERLET,

SIP B4R T SIP OAuth ZBMICT /- DFEEF. EEL. ZTEHLTVET, FHICDOW T, Cisco
Unified Communications Manager DY =21 7 I)LZZBL T3,

SIP OAuth @ Cisco Unified Communications Manager = &%*1(C U 7-1%. Cisco Unified Communications
Manager / —RZRHET5h. FLIEFEHLET,

# L L\ CEOAUth (TLS) Y —> &, Expressway-C ICEEITIER S & d. fc& zE. Ceoauth < Unified CM
E>TY, AVILIRIYVRRA Y bHSRFEEN/EK% Cisco Unified Communications Manager ./ — K
70+ Y3 3BFBIL—ILIERENET. TDY—IE. Cisco Unified Communications Manager ASE&E
—RTEREINTVEHIESMIERERL, TLS #EHEFEHRALUE I, Expressway-C (&, EFEZMEILT B/HIC,
RZARZEYTI 7 DRI (SAN) DEE#HE Cisco Unified Communications Manager 7 5 27 [CAELE T

Jabber ¥ 54 7> k% Cisco Jabber 12.5 LEIC7 Yy 77 L—RKUEY., chid. MRAZLIEAVYTLIRIS
147> MHEFHT OAuth ZEA L TEHK T 2 /HICWETT,

BEt+21Y T4 707 74l (System > Security > Phone ¥ 25«4 7O7 7)) T OAuth R5iE% 8
T UL, Jabber 754 7Y MIBEEF1 VT4 70771/ EEALET,
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X12.5 OEHLEE

R*8{t. >~ X5 A - ESXi 6.0, 6.5. 8LV 6.7 BE

COIERE, RELCYRTFAICBAINEYS., COUY—XTIE, ESXi OFREN—RIz7N\—=Ia3VvaERANT B
DICWBEBN—Y 3V DOREBN—RI7N—=I a3 hEESh, HERE/IV—Yavh ESXi 6.0 (ESXi 5.0 B&L T
ESXi 5.5 &, VMware THR— k3B <HEDFELR), VMware ;XD ESXi /N\— 3 % Expressway X12.5 [CXL T
EEICTFRANEIhELE:

= ESXi 6.0
s ESXi6.5(7v7F—hk 2)
s X1252 /M5 ESXi6.7 7y 7TF—h 1. BLUT7vTF—b 2 -KEFEZ VM DIFEDH: X12.5.4

ACME EENFERREER

X12.5 BIf#. Cisco Expressway & ) —XTld. ACME (AutomatedCertificate Management Environment) 7Ok J)L %
YR—PFFT2ELS5ICHB->TVEYT, COZ7ARMIILICED, Let's Encrypt & & DFREE/FH 5 Cisco Expressway-E (T8
ZEHDIAZE % BEMICEAT 2 ENAREICRKRD XY, COMEEDERF ML, Expressway-E %719 %5 H—/\GE
BAEAEIXAMNTERTZESETY., LA >T. MRA (B/X1ILE & T Remote Access) 1 &€ D Expressway-E X—
ZADEARBOIAZXNZHBTEET,

HEBLBIRAANZIAICED., CO#EEIT MRA BARBICREHEIIDAEENH D EFT, EVRXRAY—EIRZ
(B2B) 77V — 3> Tld. ACMERIRRBEICT AN U AL V2 EDZDONEICEANTH S LIFRD FEA.
[/ETOERIFIY Y TILTY, Cisco Expressway-E T, SFAAEELERK (CSR) 21EHT 2/-HDEHREANLET., T
nic& D, Expressway D ACME 7 54 7> MHEREEFREPDED UTEIRAZEZEK U X9, Expressway ICK>TH Y

yO—RShicERER. 7YV I IBLEIITEATEEY. ACME REFREDEMHRIEERICE ShTW 578,
CDFEICLBFIEZITo /R, SEASENHRIINICBSBVWL S ICEHZRAT V21— TELT.

ACME 7O R JJLICHESBENLEF 2V T BED 1 D& LT, Cisco Expressway-E FDR— k 80 TDA >IN
YV R HTTP EfHHAMEICKRDIETT, TOURIZEET BICIE Expressway DX 1 U F A #BEEAFERATE TN,
BWHTEF 1 7RRETIE. ACME ZEMICL T, (EEDRFATRERD CSR FEEFERTZH LB TEET,

Jabber Guest ¢ ACME Y4 7R— k D#lfRE
IR7E. Expressway Tld Jabber Guest B AIRIET ACME #H/R— kL TWE A,

72 AT RADE— SAML

X12.5 1 5 Cisco Expressway (£, IdP &® SAML ZHICH U TE—DI S AT LEDATIT—5 7 74 L% ERT 3
EEPR—FUTWET, BETIE. Expressway-C 7 S AT DETF SEICAIT—I T 74 I EERTZVELNHD X
Ui (T ziE 6 DDA T—9T74IWERE), ThT, V7RA9L2EFREETRMAOMADE—RAYR—bZhdL
SIEHEDFLL. BER. BE>DIZT77ARAZ 22—V >BE>SAML AYTF—FICHDET,

VAT LEDE—RTIE, SAMLT7 T V=AYV DT SARVETNERIT—5T 74 2TV AR—KLET, i
DETPHSITIAR—bTBIERFTEIEA, AISHDEHTTFA/IVETZEELLBRE. HILLWISA/TVUE
TOORXIT—9T77ANEBEIIZAR—KMLTHS, X9T7—9T7740)L% IdP [CBA VIR—KFDRENHD T,

MRA: ICE BXT 4 7\ A&t

X12.5 L&, Interactive Connectivity Establishment (ICE) /XX X IL—H B R— b 2B LS ICH>TLWET, ICE/XXR
JL—IC& D, MRATISD I Y RRA > kH¥ WAN & & T Cisco Expressway 1 —X%& /A /)XALT, TYRKRAVE
BCEBEATA7ZEITENTELT,

Web 1—H A V5 —T 24 ADHULWAF—F X >ICENARIN—ARMY Yy IR—J|CIE, 5ET UL ICE/IXRRIL
—d—JLICET AN Y I TF—IDNRRENET,

ICE /XA R )L —DREDEHMEMBELRN—I g VICDNTIE, BEHA RORX—I D [Cisco Expressway =M L7z E/(
1 /LFH 4L F Remote Access EAHA RR—J] #8BLTLEELY,
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Ice ICEAT 2EEIEHICDOLVNTIE, [Expressway Maintain and Operate Guides/ @ 7 CISCO EXPRESSWAY
Administrator GUIDE | @ ICE L TURN HY#—EXICTDWTHAALTWET,

ZDICE 7OMIJIE RFC 5245 TEESINTWET,

MRA: WEENT27IL XY MT—0 RAAL VAIE

COBBDODIFERT TV T—avid, MUULIABELUNERY bT—0 KAV ZER LI MRA BFRATY.
_CISCOUDS SRV L O— R ZR&B DNS ICEEMT B 2 & IFMATIFBRSBED X LT,

X12.5 15, Cisco Expressway ¥ —XTld. MRAVSA 7Y MHAEER AL YV EFERALT

_collab- Edge SRV L A— R, 8XUZDRIUSEBR X1 >~ D_cisco uds SRV L OA— K (&, Expressway-C THERTE
FPA. ThIFEE. SMBR ALY TRXT Yy b DNS AFIATERNT—XTY, X125 £ D BHEIE. _cisco BERT %
DI 54 T7 Y NBEERIZT SIS, KBV T RAA VEIZZF0OMD DNS BEE%=FRT2UNELNHD T,

CDEEIZ. MRA [CEHRISNIETNA ZRATH D EITFELTLEE W, _Ciscouds L O— K. O—AIL/AEB
Jabber 754 7Y MCIFKARE L THETT,

HlIPR:C D —Z (3. FQDNs [ LTDH IP 7 KL XA TH#HAIENS CUCM /— R TEYR—bEhI, FQDN OHT
YR—bENET,

Ffo, COBEEILX. —YHAYTLIZATEELTWSRIEETH, MRA EHO® Jabber 7V X DA%FFRI T %
MRA BRIDEAYFVIT—RBHR—NLET., CDFE. DERBRASVIE1DEIFTY, @FEIE. DNSLIO—R
FITV Y ZICBRTEET (2L, AT TLIRBIC MRA 77 AN I—HICHFA SN TOLRINESIFINEAETIE
HOEEA). X125 DEEIL, Cisco Expressway-C F/=/L Jabber 251 7> MIXt U CTEFARTREL _cisco-
uds._tcp.<external-domain>® DNS SRV L O— RAMBELR W L2EBKULET,

CDMBEDRERA VI —T 4 ADLEEIEIH D Ft A. Expressway for MRA TRy NT—% K X4 > & DNS
LO—RERET Z2HEDFMCDOWTIL, Expressway Mobile and Remote Access Deployment Guide #Z£48
LTSS,

MRA: v < 3 VEHE®D SIP UPDATE XY v RDHR— K~

Cisco Expressway ¥ U —XTld. X125 h5, £y a3 v OEFEHEZIFTEBME LIz MRA 5K LD SIP EHARHSY
R—=hShTWEd, 2D, EEMLBEY I 3 VEFH (RFC4028) Dty a vy v—a2EZELET, tyya
Y7L v ad SIPUPDATE (&, ERERTIETR—FEnhTWEEA.

FE N ICHETRVWERD., COMEEBMICLEBENTLEE W, Expressway-C & Unified CM DT re-INVITE (5
BIEF) AV Y RR=20ty Y g VEHICHENHZIZEICOH,. £y a3 yEFHO SIPUPDATE ZBMICLET

Expressway |3, F7 4L TEYy I3 VOEHIC re-INVITE AV v KEEAL XY, SIPUPDATE AxX%HEAHT 3IC
&, SIPYJFVYT%BRTZY—Y (BE>YV—r>Y—Y)T. By avE#HOD SIP UPDATE SREEZFIICT
ZVELABDET, BBERShYV—VDOBEARELTSIP 7Yy 75— 2RETSICE. B1=T774KCM /
— K (Configuration> 1 =7 74 KX a=4—y3y>A=-774 KCMY—=N) 2HLiEEIC, EyYaVvE
HEED sip BEFEBMCLET,

MRA N Uity ¥ 3 vEFHYR— D SIP UPDATE (ICIFW DA DFIBRMH D 9, =& ZIE. SIP UPDATE XY v
K (RFC 3311) [CIKTET B R DEEETIITS—HELE T,
s IVRY—IVRODtEF27I-IOEHIC. MRAIVRRAVINDEFIVTFATFAAVEERTTSE LD
ICBRULET,

= MRAIYRKRAYPDRRMTIRIBESZERTIBIHDOEEEID ZEEIHLSICERLET,

Expressway X12.5 Z{#f9 % Cisco Webex Hybrid Services

= USome Expressway X—ZD/\A Ty RY—EXTIE, 75RAF—RAICETH 1 DULHIRBWMEE (1 DDY
ZRH—1)TH, ARII—RANEI ST RAI—ELTEBRT 2VENHD T, Cisco Expressway % TiHH
FIROREICYEY NT25EZRE. VATV VIREEZEETZLEF, TRTOEFPZRLAT7 14—
REJUZULTEREERELBVEDISEEL TSV, BF. IXTOOAXRIY. BLUBEETZIANTOD
BMEMNKDONET, [X125] O THgaEl (16 X—2Y) Z2RBLTLIZEW,
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s BEEOXY 5L, Expressway 27y T L —RISHICRFDOELDICT Z20NEHNH D E£I, Expressway &
7y 7L —R3 BRI, CiscoWebex 7TV RICE>TTZ RIS XSNEERBIARIIDT Yy T L—R
EERBLUTRIIANET, F5TRWMER., 7y 7JL—RRICOXRI Y THEVFRET DIZEENHDET,

= Cisco Webex Hybrid Services D XV 7 ZRA M9 5= IfERA I % Expressway (E. Cisco Webex [CE$g9
HEIIC, YIR—bEINTULS Expressway Y7 b2 7N\N—IavaERTTHIUNENHD 9, (Expressway £
#7YTIL—RTBUNELRUIC, Expressway DEBEE ORI Y AVR—XV MO ET Y TIL—RTEET, )
NATVy RARI Y IRRAT 4 YT THR—KM 3% Expressway D/X\— 3 VDEMICD LTI,

FConnector Host Support for Cisco Webex Hybrid Services] &L TL &Ly,

» JRT%KRZ b Expressway & X8.11 5 X12.5x ICF7 v 74 L— R T B84, ROTMAHDEZLEN
Expressway I[CEAZIN3HE. YV —AF—F3LEBH D F A,
- VY —XF—BHEEMTZH—ERERIVF—RZ2FERALT, N7V y RY—EXBICERS
nxur,
- YY—*—FFLHDFEFEFA, DED. Expressway [FAXRIYKRA M E UL TERES W TWERA,

CNSOEEIF. FEAEDNAT) Yy RY—EXBETRHLENTWET, 272U, ERT Expressway I %
THRANMIVY—RF—HADEBRIZFE. COVU—RIIT7YvTIL—RTBICEFHFLLVIY—-IXF—HDHNETT,

REST API ¥i35

UE—MERZEHRILT S7HIC. REST APl Z3|EmEMRLET. FMLUWVEEZEBMNT 5L EIC, B, OVYVR,
BLVRT—5 AEHAND RESTAPI 77X ZEBMUEITH. REST APl ZLEID/N—I 3 Y TEA I N F-#EEICE
RMiIcBELTWET,

f=& %, Cisco Prime Collaboration Provisioning #& E DY — RIX—F 1 ¥ A7 Ald. APl ZER L T Expressway @D
ROBEE/T—ERZHIHTEEXT,

&R API API HN—U 3 v TEAShE L
S X8.11
Smart Call Home X8.11
Microsoft 8 & DEEER M X8.11
B2BUA TURN *—/X X8.10
admin 7 ho v b X8.10
77477 A== X8.10
SIP &7 X8.10
Y —NZOFRIAD K A VitHAE X8.10
MRA &itEH X8.9
EJRRY—EYRXRZRO-)L X8.9
MRA X8.8

API (&, RESTful API €57V Vv E:E (RAML) 2#FEHALTEHEXElLEhTWEYT, YXATAD RAML EEICFZ V2R
%(CIZ. https://<ip address>/apifprovisioning/raml Z{ERAL £ 9, Api NDT7 VAT EEFERAEDEELRBEICOVTIE,
[Expressway SREHA Kl R—I D [Cisco Expressway REST APl B4 K] THETEZY,
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DIRTD/—ROECEZIAPEHIEFTHTVEITH,

- Expressway DISRETEZS CAUZRMADIRTOIY MY F—BTITH, EEEZLSTVELNHDET,

- DAV TIRANTIFrADQERT TLS RV BEHICHE->TWVWRHEE (=27 744 K A3 2= —Y3y
RSNV —VDIEEIEFITI7AINT, AZT 744K AZ2a=Z5—3y /—RADY—VDIGEIEA
ToaYv), RAMDIEAZE®D CN £7212 SAN 7 4 =)L RICRA MEEADFEET 2 L 2 HEET 2N ELH D
F9, EMCTEEEFHREIhFETA,

TLS BREEE— R iE. BEENREULREZ@BRT ZHOBELBAETEHDET,

= DNS TV kU:Expressway B’ DERD T ZITXRTDA VI ZANZIF v YRAFTAICKH LT, DNS DRIAH &
URAINLY O Ty THHDETH?/N—I 3 X8.8 LIETIE, Expressway-E Y XAFAICHUTIEARE LU
AMBEODNS TV MY ZERTZMNELNHDET, ChickD., YRFAICTLS #EHE%Z{TO VAT AN FQDN %
R, SEAAEERIITEE Y, Expressway T. YATADRAMZE IP 7 KL AEFRTERVNEEIE.
MRA R & DEMBERIN 7Y 7V L — REICHEFEES D ICEMELRWATEEMELAH D T,

n VORYET: BHRAREENHZHEIHIEERELET. IRE. T 74N NOFTEREEEFERAL TLRIHEIE.
(DR D) AEBBEM S NIEREERIBEL., E7DEEY AN ERITTOD CA TEHIZVHELNHDET,
X8.8 hd, VT RAFUVIEEIE. IPSec DR OICETHED TLS #EHiaEHLEYT., 774/ MTIE.
TLSHREEE 7y 7V L—RBICEHAZINT, TV 74—H3NdLDICT7T—AICL>TBHEShET,
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X1255 D7 v TIL—R

CE1200 7 /S A 7V A %&ERT2EA

CE1100 BFID 7 754 7Y RINw 7 7 v TH 5 Expressway-E & CE1200 7 754 7V RICETT 254, CE1200
77547V AL Expressway-C & UTETTT IV HDET. COMENRET SDIE. CE1100 T/ FUFD 7
TS5ATPVATH—ERX Y 7Y T D4 F—REZFERALTY A 7% Expressway-C [CEE L%, V4 F—K%EX
FyTULTHREEZRLICRT UM 2 IBETY, COREZEETZICIE. PTI2A4 7V RNy I 7y 7T 3HIIC
ROFIE%=RITLET,

1. Y—EXRtEY NPT O HF—REHTL., 4 7% [Expressway-E] ICZEL XY,
2. V4 —KREzRETULEY,

F 7. CE1200 7 754 7> ANH. Expressway-E &L TEITEINDHEE HIFED). Web 1 v 5—T 4 AD/I\F—

A [Expressway-C] E L TERESNBZEHHDEITHN. Thid CE1100 ¥ 1 THLURICER S Nz HEIC K > TER

NEYT, CORMBEIRELIBEIF. Y—EXEY 7Y T D4 HF—KR (RF—F X >BER—V)ICBEIL. 904 T%
[Expressway-E] ICEBELTH S, YVATAZBEIEULET. COMBIEET ZDIE. ¥ A 7% Expressway-E [CEE
9 57HIC CE1100 T ZN\—HILH—IKDA T a3 vF—»HIERINTWBIGEEEITTT, Chid, Y—EXtEY

Py T4 F—RZFERALUEBRICERELEZEA.

MRA Z#ER 3 %2E8A

ZDtY 3 viE. Expressway for MRA (Cisco Unified Communications @& FERULENSMILE LTV E—KT S
tR) 2 FATIEEICOHFERINET,

8 AZ774AR A2 a25—23 v AVIZANIOFY V7 b0 7ORNN—I 3V OBER: —HD/IN—I 3
YDIAI=Z7 74 K CMIM & LU Presence HH—E X & Cisco Unity Connection [Ci&. CiscoSSL 7 v 77—k IC
Ny FHABERAINTWET, Expressway =7 745 L— K3 %Hi1IC. Expressway MRA B A A RICEEHEH S
TWBERININN—=I gV EaRITLTWS L 2R UE T (Expressway sREH A KR—I/ D [Cisco Expressway
2N U E/NT/LE LT Remote Access] #E2BBLTLZEL),

IM & LU Presence H—E X 11.5 BB TT . IM BL T Presence —EXZ 11.5 [CF7 v 70 L — KR BEIIC.
Expressway % X8.8 BI&ICT7 v 7L —RTB2MENHD XTI,

= Expressway-C & Cisco Expressway-E [3—#Ic 7y 7L — K32 0EHNH D FI ., Expressway-C &
Expressway-E #2415 25/N\—Ya v TREBERT 2 LIEHEHLEEA.

= CDIERIZ. TC 7=l Collaboration Endpoint (CE) V7 kU x 7&2R{TLTWS Y 5 X% —1{tk & hic Unified
CM &IV RKRAYMT, MRA [CfEFE N3 Expressway 27 v 75 L— RIBIBEESICHEHBAENET, Z0Di5
&. Expressway 27 7T L—RITB5/C, UTIC(FREBHET) UANSIhTWSEET S TC /14 CE
AVTFFIVRAVY—REZAVARN=)ITIZRELRHDET, Child. 7z—ILA—N—ICET2HAMDME%ME
W BEHITWETY, HEINS TC/CEXAYTFTFYRAVU=ZXHRIMES. TV RRS Y MHEFREIN-T
@ Unified CM A5 hDIBA TR L ZIZES. TV RARA ¥ MEBID Unified CM AD 7 = —)LA—/N—% 51T
LZtHA. BugID CSCvh97495 #HELE T,

-TC7.3.11
-CE8.3.3
-CE9.1.2

s X8.10x D/N\—Y 3 Vi, MRARRBEE (/X yvbO—)l) DRE%. Expressway-E H 5 Expressway-C [C
BEIL. BEOREEZFRFITZENTERVWT 7AILNMEZBRALEY, 7Y 7Y L—KR&, chbs507y Y
JL—RFIETERT 5L SIC, Expressway D7 ¥ AHIHBREEBIER T I2VEIFHDET,

Cisco Unified Communications Manager IM and Presence Service 11.5(1) Z5& L /- X8.7.x UFIDO/N—Y 3 v &
HAUMA

Expressway @ X8.7.x HUaid/\— 3 Tlt,. Cisco Unified Communications Manager IM and Presence Service
11.5 (1) U EEEERATEE A, IM LU Presence Y—EX Y7 MUz 7ORIC, SOV I NI 7%7 97
JL—RT2RENHDET, sFMICOVTIE. [MEEERAM] 25 XR—INESBLTESW,

Cisco Webex Hybrid Services % {#ifi 9 28 A

EEOXY 5. Expressway 27 7L — R I BHICRFOELDICT Z2UENHD XTI, Expressway =7y 77 L
— K9 %H7C. CiscoWebex 7 7V RICE 2T RNIA XSNEEBIARIIDT Y T L—RZEBLTZITAN
F9, E5TRWNGES. 7y 7JL—REICOXV I TRIENRETZEENHDET, N\A TV RARIIKRRT
4 VT THR—k&h3 Expressway D/N— 3 VOEMICOWTIE, TOxXI% KRAMIHITS Cisco Webex /\ 1
TUVy RY—EXDHYR—F1 Z28BLTLLIEIL,
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X1255 D7 v 7T L—R

7y 77 L—RFE

FU o BHIIC

s YVATADTZ VT4 ET4 LRILMEWNGEEIE. 7y 7 L—RaETLET,

s [P TTL—ROFHREHEY T MU 7 OERERR] (26 R—V)ICHBIXTOREETFXIMNTETLTNS
CEEEFRLTSIES L,

s X125.4H05, BEN—I3 Y X86xX UEERITUTWRYATARTYTIL—KRI3LDDYJ—RF
—IwEHHEEA.

s 7Y TIL—RIBHEIC. MRA BREEDFREISFELTL LS, CDIERIF. MRA @ Expressway Z{ERL.
X8.9.x BLRIAMS X810 MBRICTF v 7V L —RTBBHICOFBEHINET., /\—I 3> X8.10 BIETIE.
MRA SR3F (72X v hO—Jl) 8E%#. Expressway-E 5 Expressway-C [CEEILE L. 7V TSI L
— R Tld. BEfED Cisco Expressway-E F¥EIRIFI B, 7y TIL—RElE. ZOMRADT It
AHIEHREZEREL. DEBEICNUTERICEDLETHAEIZILNELNHDET. BED MRA SRR EICT 7R
I3ICIE. RDELSICLET,

a. Expressway T. 7 > Unified Communications > §87E(C#8E1L. YV FIYAVFAY YR—k ERDIS
F9., BEFDME ([On]. [Exclusive]. Ff=ld [Off]) ITFREL TS LN,

b. YYTIGA A DYR—kH[on]ZE =X [Exclusive][CERESNTWDIEEIE. XOBEET7 1« —JLRDIRE
DEICHFBLTLEZE W,
. NEPERET DO O A D#EFE (Check for internal authentication availability)
. JabberiOS 754 7V Mk %, #HAHAHD Safari

DY ZAF{LENnlc 27 ADFERDRFA

ISR ENIV AT LT Yy T L—KTBICIE. [Cisco Expressway ¥ —XBEHA K] OR—ID

[Expressway Cluster Creation and Maintenance Deployment GuideJ DFIED 7 v 7O—R&FBRLTLEE W, &
ZRIDTY T L—RICETZ2ROEBERBHEICOVTIE. COHA RTHALTWETH, EELE. ZITHED
BUET,

ARV IRAVILSNIEVATATIE, BRET—IHRDND )RV ZEEEL. Y—EXOMENZEHRT H0IC, T
T77A4RVEFET7Y7IL—RUTHSE. TUET7Z—EIC1 2927 v 7/ L—RI B EHRARTY,

FSK—HILY -2 ENLUTER SN, Expressway-C $ & U Expressway-E Y XZFADFP Y 77 L—K

FSN—HBILY—VENLUTERSEINTWS Expressway-C (M Z/N—HYILTSA 7V ) KV Expressway-E
(=LY =) VRATATIE. MAELEALY IR T7N=Ia Vv aRITTEZLEaHEHLET,

1272 L. % Expressway ¥ 2T Ah 5, Expressway OLETOBEE) ) —XZ2RITLUTWBBID Y X T AAND kT /K —
YILY =y U oY R—MLTWET (fc&ZIE. X811 Y RFTANS X8.10 Y RAFAN), DE D, Expressway-C &
AT A& Expressway-E VAT AZRRICTZY 7L —RITEZ0EEHD EEA.

E/NAI)LE LU Remote Access 7x ED—BEBD Y —E X TlL, Expressway-C & X7 A& Expressway-E & X7 ADWA
TRLULY 7Dz 7NN=Ia3VvaERTIZRELNHDET,

70tX

Zo7O0tRIE,. 7RI NVRT A, £RETFNNARA7OEY 3= % (Cisco TMSPE) #{ERHd 5. £il&
FindMe (Expressway Z &9 % Cisco TMS %2 {FR) 27 v 77 L —RI2BHICITERAINhEFEA. ZOLOBIZE
&, AP DIC Expressway O SR —1EREE L VX2 T IEHET 1 FDIRICHE> TLFZE W,
1. 7y 79 L—KR3BH0IC Expressway Y AT LENY I TV TLET (AVFFYRA> RO Py TEET) .
2. AVFFYAE—REBMICLET,
a. [AYF+ X (Maintenance) ] > [A > T3>~ XAE— K (Maintenance mode) ] [CBEHLET.
b. [XAYF7F >~ XE—K (Maintenance mode)] % [7> (On) ] ICEREL X T,
c. [(R&F(Save)l 20V v o L. BRF4 707 THERBOK)]ZoV vy oI LET,
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X1255 D7 v TIL—R

3. A=AV UTPEh, BEFIAALATINIRBRZIETHERLET,
- BECHUT, BNV Z7EnB0I—-LEFHTEHRLET (RF—F X > =)L, [TXTER
(Select all)]. []&7 (Disconnect)] €7 Vv L),

- MERGE, BENICO Y 7INBVWEREFETHIRRLET (Web 7505 ZERAL. [AT—F X
(Status)]. [Z$% (Registrations)]. [T/{1 X & (By device)]. [N TiEIR (Selectal)]zoVwvo LT
HS[EFMER (Unregister) ]2 Uy I LET) ., ICBEILT. BRI 2T\ RDEDF v IRy U X%
AVIC LT, 8RR (Unregister) ] 227U v LET) .

4. Expressway 7 v 7L —RUTHEFHULET (AVTFYAP 7y 7IL—ER]).
X125.4 BEICT v T L —RTBIEE (&2, X8x HD X1255) ICFv T L—RETBEHEAIFE. UU—XF
—IEHD FEA.

BEFRRIN—DETERLULIZRIC. Web TS50 A V5 —T 24 ADBREFTOCARICYL ATV MNT 358
ABHBEITEELTLEEL, ThiE, Expressway T4 AT 774 Y ATAF v I &RTTBHEEIC
FHETDHAREELHD ET, Chid, N30 BOBEEICEICKITEINET,

5. ZOFEIF. MRA [t L T, Expressway ZEHT AN EINCL>TERDET,
- MRAZBRAUBRWNESIE. 7Y 7T L—RHBET L. TXTD Expressway DFFENHIFES D IC
BOEY,

- MRA ZFHALTWT. X89xX UFEION—Yauh 57y T L—KRTBEEIE. {4 1: MRABADT v
TIL—REDIRYT (31 R—Y) | OHMBICE>T, MRAFZZERIY FO—IILOBREEZBHRTET IHNEN
HHET,
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ASKL—vay YYa—vay PFSA4HOER

dZRL—ray VYJa—r3ay 7774 5DFER

ISR —23y YU z—>3> 7F517HE,. Cisco Technical Assistance Center (TAC) A& A DIREE (B&UA4Y
7 7AIERN) BT RHICTERLEBDTY, i Z2E. EVRRAY—EIYXZAO-)L FRY—%FEALT. O
— IO ETANEITSZENTEZXT., ThIZlE. Microsoft 1 V¥ —T—F V71— ILHEFENET,

FOSRL—Yay Y Va—oay PFIATE2ERTRICE. hRIY—=THAOY ML= F=ThHo VN
WETY,
£/ BAiIC
1. A/ Y—ILEERT3FEDGEIE. RAIC. HELD Expressway 5O FNEL XY,
2. https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer/[COY 4 Y L9
3. FRTBY—-ILEIYYILET, EXIE OJZFERATSICE. ROKLSICLET,
a. [OZ%# (Loganalysis)lzZ Jv 7 LT,
b. A7 747y 7O0—-RULZET,
c. MITBT77MILEBIRLET,
d

. [9'#FD=4T (Run Analysis)l 22U v o LZE T,

V=IO 7 7ML ENL. £OOTLDE BRULPTVWVEATEREZRRLET. EXE 75—
Mz4mLTSIP I-ILZ2RRTBIENTEET,

Bug Search Tool OfEF

NTREY—ILICIE. FEOHAEFATRGEBRERRE., COVY—IABLUVUFDY ) —XDORBROMHE L #
REHOBEICETBERIODET. oDV Y—R/—KMIRENTWS IDICL>T. ZhZnOREDRA
ICEEBETELT,

COXYZ a7 )LICKEHSNICHEICE Y 2BMERET 2101 ROFIRERTLETY.

1. 97759 ERALT. NIJBREY—IL ICBELET,
2. cisco.com DA1—HZENRT—RTOV1 Y LET,
3. BEZ74—ILRICNKS ID #ANL. [BFEZIUYILET,

ID AoHhSBVSHICERZRET 2ICE. ROFIEZRITLET,

1. BETA—ILFICHRBZANLTEEIZI ) v I LET.

2. FRINZNTDURNTZ4)7 ROy FFov YA M&ERL. F—T7— K. Z&H (Modified Date) .
EAEF (Severity) . X7—# X (Status) . Tl 72 /00— (Technology) DWWThHhTT74ILZUVT
EHITWET,

NTBRERY —ILDIR—AR—I THEIREZFERAL T, REDY I Iz 7N\—YaveERELET,
Bug Search Tool DA JLTR—(ZIE, Bug Search Tool DFERICET 2 HAEEHENHD T,

NZaZ7INDAFAES LTIV ZAILTR—K
BFA—IFRIERSS 74 —REZNUVTEKESNSZELRBHN T o— b2 HRAITAXTBICIE. Cisco B —E
2ECHELLEE N,

K+ 2 AY kDAFE. Cisco Bug Search Tool (BST) DfER., H—EXEBXRDIEE. BMBEHRONEDFMICDOWVT
{&. TWhat's New in Cisco Product Documentation] #ZBL T2,

#HUKIEB S hiz, £@KETE iz Cisco DF IV ZAI AV T VY A BFLTCEEZITESICIE. [What's New in
Cisco Product Documentation] RSS 7 4 — R % CHEFE< 7S L\, RSS 7 4 —RFEROHY—EXTT,
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8% 1: MRABADT v 77U L — REDIEE

{8 1:MRA EA D7

wTIOL—REDTYRY

Dt avit, Expressway R TDTE/INAILE LU Remote Access ZFEALTH D, X8.9.x X/lFZFhUFIH
5 X810 MRICT Yy 7T L—RIZBEICOHFBHINET. VATAZBEFHULZE. MRAZIEXayO—-ILD
REEBREITIVNELHDET,

1.

Expressway-C T. [&E]>[1=7 74 KX 2 =4 —2 3 (Unified Communications) ] > [f¥%E] % &

RUET,

2. ROWITFnHhZRITLET,

%ﬁbm MRA 7723y bO—ILAR%E X8.10 hSHEATBICIE. COR—ITRBIRLIZAETEYRERZ
HELEY., EDEEXZERITAINCOVNTIE., ROFHDEREZSEBLTLIEE,

- FlelR, Py 7T L— RO Y 7O—FZRIFT B0 JOXR—I TEYIREZREL T, Expressway-
EDMREION—Y 3 VDEREIC—HET B X T, B Expressway-E 527 % Expressway- C D #HUVWEIFEDERTE
ICRVEYITITEZHEICODVTIE. TO2HFBHDEREZSHELTL ﬁ_é (AW

3. i@l b—7 v (OAuth b—2 V(T &k %%&RE (37 D) (Authorize by OAuth token with refresh) 1=

BE
» 7y 77— K& [RERIED T A ORESR (Check for internal authentication availability)] 3

= X8.9 O[# (Exclusive)]A 7 3 viE. SAML SSO &

7;1’I~CM/ REEHLET. ME> A7 74/ RAIa=5—r3V><UC ¥—/{5 1 7>ICHE

. [Y—/XDEH (refresh servers)] #7 Vv I LT,

SLEHNA
ICBDEYT, A=ZT774 K CM OBIERREICL o Tld. —8FD Cisco Jabber A—H(C LB U E—FOY

1 UDHITFESNBISENHDET,

SN\ DRBRE/INAZRET B LICL>TRESND LD
ICRRDFELI, ThICiF. 2—YRENRT— l\L_J:%wnE’f"fJJ:b‘JEFﬁéhi?

Web Ul TEBICRTEND 714 —ILERIE. MRADXEHAIESH [A=7 74 K AT 2 =4 —> 3> T— K (Unified

Communications mode) ] ¥ [E/(7 /bJSdi’O Y E— A~ 72 X (Mobile and remote access) ] ICSRES N TWB) .
U%?Ré hﬁ_wnE/\ZL_J: 2 —CE’:& D ig_

B&L
—7IADIRTDT 4 —ILEHPRT LELERRENZDIITREHD A,

2 5: MRA 7/ & 2 §IfHDERE

74—ILR Bz F7AILE
SBAL/ (R MRA O
(Authentication | MRA A"EMICIE B X TIERTD 7 4 —IL K, MRA SRRIDHIEAE%=EERELE T, b~ q
path) | AvicTs
[SAML SSO ZZ5F (SAML SSOauthentication) ]: 754 7 ¥ MESER 1dP I1Z & > TEREE
UCM/LDAP
Sh¥Ed, MRA % o
[UCM/LDAP E#:Z5F (UCM/LDAP basicauthentication) |- 7 54 7> k&, LDAP & | YICULZ
LFY ¥+ )LIciE L T Unified CM IC& > TO—AILICEREINE T, ®&
[SAML SSO &£ FUCM/LDAP]: E55DFELHAILET .,
[Z L (None) [ERsEILBEEINEtHA. MRA BARIICENICHEZETOFT 74
b, —EBDEBTIIRMBICIE MRA TIIBWEREZFFAI T 57-6DIC MRA A Y
ICT2WNEBENHZ-H, (MRAZEATICTZDTIEHERL) AU (None) 1 A
7 avhABETY, (Meeting Server ® Web 7O+, XMPP 7z 5L —¥
aviE), TNSOBEEDHN [1EL (None) | AT 2HELAHDET, fi
DT—ATRFEALBWTLSEZ,
OAuth k—% CDATavTF, AROIHOECEERN—I VHNUETT, YR—MADA Y | ggT
VIC&k BER T52ARNSUFvEFIDINRTODERTHREINZARBA T3 VT,
EEﬁng’e Db3 RE. COERAEEERATEDDIE Jabber 754 7Y MEIFTT, D MRA
OAuth token | TY FRA Y NERESYR—FLTOWERA. Fho Y517V M, BHEMES
with refresh) OAuth |\ _7 yEKgE:E_ |'< (:@%M\§b<% O 353-0
(KEFEIZB>TYDED)
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T8 : MRABADT v 7L —RE&EDY Y

£ 5: MRA 7 7 & R HIFEDRTE (FrZ)

Z4—=ILR SiEA F7AI B
OAuth h—% | [RB8E/C (Authentication path) ] 5 [SAML SSO] % 7z(3 [SAML SSO & o &F *7
VICEBER | yoM/LDAP (SAML SSO and UCM/LDAP) | DIE& 1= FIF A4,

(Authorize by

OAuth token) | = ot 73 3 (i, IdP DR LIRIENNETY, BE. Jabber 751 7Y kO

(BRI SSO | vz pAEAEEFHETEETA. 0 MRA T KA Y hTHYR— R ShTL

E-F) A,

_:l:—‘if7 L [FBEE/N X (Authentication path) ]1h' [UCM/LDAP] £ 7=1% [SAML SSO &L F *7
(T_;g;_;(’g UCM/LDAP (SAML SSO and UCM/LDAP) ] Dig& I FI A aTEE.

(Authorize A—HILFY v L BRI ERTLESETZI54 7Y ME. MRAICEST

by user FAIINET. ThIClE. Jabber, BELUHR—REHTNRIP 74V &

credentials) TelePresence /X4 AN ENFE T,

ANEREREEDTE] | [OAuth b —% vIC & B &RE (Fidp D) (Authorize by OAuth token with refresh) ] AYAS- S (\[6)]
FlEokE:R F7=1& [OAuth b —% V[T & 2R (Authorize by OAuth token) A BRICE > TW

(Check for 2i5EICH ATRE,

internal

authentication | FEREXF21VTAERXRYNT—IRT T4 v I DEIBDIH. T7AIBME[LWIVZ

availability)

(No)] T9,

Expressway-C B’/ R—A/—REF v I F2NESHEBIRTZLICLD.,
Expressway-E WU E—R IS4 7V MBAEBEXRICED LS ICRIET 20 %
FIEL XTI,

EBXIF. 95147V OAuth h—I VICLk>TI—H 2T L LD &I BAHEMHD
HDNESHhESNR, FOEKICIE Expressway-C B1—HDKR—AVSZA5%ERD
201 —F DASENTVNET,

[/Z0) (Yes) ]: get_ Edge _sso XL, OAuth k—Y UhHR—kEhTWaHNES
ha&E1—H DR—A Unified CM [CE10F 9., /R—A Unified CM (X, Jabber 7 51 7
v ND get_ Edge _sso BRICL > TXES Nz ID hSRESNET,

[L161.Z (No) ]: Expressway AREPRIICRZ B WKL S ICHRES N T ZIEA. Edge
DB FEICIHE LT, IRXRTDI A4 7Y MCRAURBEIPEEFEEINET.

BRI ZATVavid, EESLUEF2VTARYI—ICL->TERDFT., INX
T D Unified CM / — KT OAuth k—2 Y HHR— kSN TWBIEEIF. [0 2
(No) = BIRUCTICBHEEERXRY N T—U 2D T4 v I ERST I ENTEZE
9, FlF, O—=IL7U MR Z4 7 D Edge BRI ZEIS T2 E—R%2ERT
B5L5ICTBI/EN., TARTD./— KT OAuth 2RI TERVIESF. [/FLl) (Yes) ]
EEIRLET,

B ThE[/Al (Yes) | ICRET R L, BHESATOWEWIE—RISAFYIDED
AEREEEREFFAT 28N HDET. ZOREIC[LWWZ (No)] ZEET S
&. Expressway [IARELRERZEBELET,

32




Cisco Expressway &Y —XDJJ—Z/—}h

8 : MRABADY v 7L —REDY R

& 5:MRA 7 7 £ AHIHIDRE (#HEZ)

74—JLK BT F7AIL b
ID 7O/A [325E/X R (Authentication path) ] »* [SAML SSO] % #=I3 [SAML SSO & L TF -
9’—: IdP () B.A [~ I Ll
AR, UCM/LDAP (SAML SSO and UCM/LDAP) ] DB I FfHaTEE,
& (Identity . P
oroviders: ID 70O/XA 5 —DiER
gfjitfe ?drPs) Cisco A5KL—v3¥ YUa—v3vid, SAML2.0(E*aUF4 FH—ay
y Y—49 7y TEE) 2FEALT. 1=774K D324/ —y3y 4—EX%HE
29547V RADSSO (I YA VvAY) #BMICLET,
AT 2REIC SAML X— X SSO ZEIRUZHZSIIF. ROKRISTFEL TS,
= SAML 2.0 . SAML 1.1 L OE#EN R Vz6D, SAML 2.0 iZE%FERT S
IdP BRI Z2MBHHDET,
» SAMLR—=ZD7AT7Y74T74EEIF, IVE2—-FT1V TRy hT—
FVTERONRYT =L >TERBRDIFETERINTVWET, Lizh-
T. SAML {Z2(EMT B HDIBILS ZIFANSh TWSRFIEH D T
/Llo
s BIRUT 1P OFREPEERY U—IE, CiscoTAC (FUVZHILTVRI VAT
VE =) DYR—MTIRNTT, IdP RV 5 —EDEFEEYR— MW EFIAL
T, IP ZIEULKRET B LTOFIEZESNDLSICLTLESE L, Cisco &
IdP ICEAT 5T 55—, #lIfR. X/IIFEDREICBETIEEZANETEA.
Cisco AZRL—Yay A VISANZIFvid. SAML 2.0 ND¥#EM% FIRT 1ith
D IdP L E#RtEN H D A[EEM B H D £ H. Cisco ATFRL—Yay YUa—Y3Yy
TTARESNTWRDIERD IdP 217 T,
= OpenAM 10.0.1
= Active Directory Federation Services 2.0 (AD FS 2.0)
= PingFederate® 6.10.0.4
ID 70/84 [F2AE/CX (Authentication path) ] #* [SAML SSO] % fzi3 [SAML SSO & ¢¥ -
T oML | UCMILDAP (SAML SSO and UCM/LDAP) ] DA EH=FIS AL,
(?dirﬂ;‘t; k SAML ¥ —4% DEDFMIC DU TIE. T Edge #2EH® SAML SSO F8:E (1 R—Y) |
providers: ESBLTLLEIL,
Export
SAML data)
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T8 : MRABADT v 7L —RE&EDY Y

£ 5:MRA 7 7 & 2 HIHDBEBE (K x)

74—=ILR Bl FT7AILE
JabberioS & | F7 ALk TlE. IdP E =13 Unified CM OFREER— V(. i0S F/INA ZDHEIHAH RYRY 3
SATYVNIC Web 75 7+ (Safari 75 75 TlERW) ICRRSNET., COT7AILNDT IV (No)
S 2HFAH | FIFIOS DEBANFICT IV EATERVNDT, TINA RICEASNIEIRE=ER
D SafariDfF | TH&LIFTEEEA,
DA - . e e e o
(Allow Jabber | < PEETI. A7 3T, i0S FINA R LD Jabber HARA T« 7D Safari 757
iOSclientsto | Y2 EHAT R EMNTEET, Safari 75 9Y Tlt, T/NT IDEBIFTFIC T EX
use embedded | T& Z7-th, OAuth ARIT/KRT— KL ARIEF S —BRBAZEMLTED &
Safari) SicnELE,
AT avVICRBENBEXF YT« ORBEIEELET, BHEHLT T LEET.
Safari 5 Jabber [C7 5 U HFIfHZRI#EE L. ARFYATONIILNY R SZ2HDT
HIHRXY L URL ARZEFERAL XY, Jabber U DRID 7 7V —o 3 R OAR
Z#IHEL., I0S hSHlEZRECEET, ZOHT.
ZD/E. 77V 5—3vIid URL @ OAuth h—o VI IC7 oA TEET,
ITRTDENAILTINA ADEBRINTWR B EDERT, i0S 7/\1 XIC Jabber D
DR AL URL R EBFTDMHOT7 TV —oa v BWEHEET IS, A7V 3
VEAYICLTHLERELTY., 7TV -3y hR4Y A Jabber URL #IHET %
ATREMEANOEE IR S, #HAAd Safari 7S U E2FRICLEEA.
SIP h—% [OAuth b—% v (C & %Z&FE (Authorize by OAuth token) ] A¥ [7> (On) ] DIZEICFIA | 0 #
Y DR TT4E
KTy hE °
FilE (SIP | wam (LT, Rl OAuth h—2 Y OTEEATEEER (M) 2EELET, LTV
token extra vILOBEMERIINE. TI—ILESFANSHDEVERRE I—FICRHFELE
timetolive) |4 "rf2L. BEMBEF2UT4URIAEMLET,
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8 : MRABADY v 7L —REDY R

6 7Y TIL—FRICE>TEAEINS MRA 77t X #lfEE

(Authorize by user credentials)

A7vav 7y 7TIL—REDE ...DH] .. DIRTE
SBEE/C X (Authentication path) 7y 7L —RRIORENBERHENET M7 (Both) | Expressway-C
i
[SSO £— K(SSO mode)]: X8.9 o7 = (Off)]
&, X8.10 D 2 DDH/ETT .
= 5B/ R=UCM/LDAP
s AU LTV IvILICLBERE
(Authorize by user credentials) =7~
[SSO £—K]: X8.9 o[F 7 (Off)]ix. x8.10
D2 DOD/ETTY,
» FERE/NA=SAML SSO
= OAuth b=V VIC &k 2&R=-7>
[SSO Mode]=0n X8.9 (£, X8.10 ® 3 DD
BRETY,
= FERE/INZA=SAML SSO/&H L T
UCM/LDAP
= OAuth b—9 VT LK BERB=7>
s A—HFILTFVIvIIICLBER
(Authorize by user credentials) =7 >
OAuth h—U VICK 2GR (BFdH |47 - Expressway-C
n) (Authorize by OAuth token with
refresh)
OAuth h—7 vIC & %7%zR 7y 7 L—REIOFREN BRI NET 77 (Both) [ Expressway-C
(Authorize by OAuth token)
(M7l SSO E—K)
A—YILTVIvILICLBER | 7y 7L —REORENBERAINET m77 (Both) [ Expressway-C

AEREREE DRI A D#EEE (Check for
internal authentication availability)

LW Z (No)

Expressway-E

Expressway-C

ID 70/8A ¥ —: IdP DEREE 1=
Z & (Identity providers: Create or
modify IdPs)

7y 77— RHIORENERASNET

Expressway-C

Expressway-C
(ZERL)

ID 7O0/)\/ % —: SAML ¥—4% DT
2 Z7R— b (Identity providers:
Export SAML data)

7vT7T7L—RHORENBEBRASNET

Expressway-C

Expressway-C
(ZERL)

JabberiOS 7 24 7> MZ & 25EH&
1A Safari DEERDEFA] (Allow
Jabber iOS clients to use
embedded Safari)

LW vz (No)

Expressway-E

Expressway-C

SIP b =7 Y ORMRINT v M EFERR
B%ME (SIP token extra time to live)

7y 77 L—RHIORENBRASNET

Expressway-C

Expressway-C
(ZERL)
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