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Unified Communications Manager DT> 7 (7 « %, [ffHF]EE (Available) |25 [IBIRF A
(Selected) 1 &7 v a icBEI L £,
Z i, IdP ¥—,3 & Cisco Unified Communications Manager ./ — K% [7] U CoT (2|0 4 CE 7,
OpenAM H—/ 3T, ERIHFRNEHE L VD2 —H L —HTL52—FE2BEMTLI0ELHD E
9, ZO=2—H|L, Cisco Unified Communications Manager C SSO # H NI T 5 7= H & T
WE L7,
a) [7 7 & Al (Access Control) 1> [~ v 7 UL ((Top Level Realm)) J[¥7 =72 b
(Subject) ] ZER L, HHA L~V O2—F 2L LT,
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samLsso gxomiE [l

OpenAM H— 3 & Cisco Unified Communications Manager / — R %% E L7 5. Cisco Unified CM
Administration D — o > % —7 = f A TSAML SSO 2N IE L 722 T\ D Z & ZRFET
TET,

ROEE
SAML SSO O E & HIE L £,

SAML SSO % & D =G
[ C& BRI

CIAP ITMBER Y — N R EF—H Ty A VA A =L LE LT,

* Cisco Unified CM Administration O = —% A > % —7 = 4 AT, [SAML > 7/ %A1 F
> DO E (SAML Single Sign-On Configuration) |V 4 & RU7IZIdP A 2 T—R{E8 7 7 1 /v
BIEWIZA VA= L EREREINTWVET,

FIE

AXTw 71  Cisco Unified CM Administration O —+ | > % —7 = f AT, [AT A (System) ]>[SAML
I YA A (SAML Single Sign-On) ] ZE& LC [SAML > > 7V YA VA4 DR E
(SAML Single Sign-On Configuration) ] 7 4 > KU B X, [k~ (Next) 1227V v 7 LET,
ATy T2  [A#hREHEEOL—Y4 (Valid Administrator Usernames) | S 5 & Hl — 4 238 L, [SSO
T A BFDESIT... (RunSSO Test...) | RZ %7 ) v 7 LET,
(6=3)) T A NHOZ—FIIFEEEHERLPLETHY , [dP P —"Tixa—¥ & LTEMEh
TWET, [AR7REHEEDO2—V4 (Valid Administrator Usernames) | fEIIZIZ, 7 &
FNOFATEIERTCE D —HF DY A MREREINET,

T A MBI LA, SAML SSO IZEFICHRESNTWS Z L2 17,

SAML SSO ~( OpenAM SSO DHE&TE

VADTEE, RWOREOY 7N A Ay (SSO) YU a—va rERfLTnEd,
* OpenAM SSO (U U — = 8.6 LLK¢)
* SAML SSO (U U—210.0(1) LLK&)
vAapaZzRL—rary 77V r—a T, MEO OpenAM SSO VY a—va kD

SAML SSO ZEALIZH > TWETF, ZAUL, OpenAM HAEMICHEMETH Y . BANBEROHE
B LR WEENH 5120 TT,
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A

G¥)

ATy I

ATy T2

ATvT73
ATvT4

ATy TH
ATvT6

ATy T17
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UU—21001)LAETIZ, =—Y x> b 72 —SSO (X FIPS T— N & BHMENH Y FH A,

OpenAM SSO % SAML SSO ICH#FET A I12iE, BHE I LW 7 =FLb—rar —ER L P —
tx?ﬁ?xh%@ﬁ?é%%#%@i# SAMLSSO # E L < #iff s 5i2iL, h—Ev A"
NA H— L IdP XA U O (CoT) ICHFAEL TVWDAMERH Y £4, FEHEFIL, - 27
a3 Z—L IdP O CEHEBRZ R ET A2 LENH Y £9, ROFINETIL, Cisco Unified
Communications Manager C, SAML SSO (Z OpenAM SSO % i E T 5 HIEIZHOWTHB L ET,

Z DA, OpenAM % IdP & L CHl & FeEMiH L £33, OpenAM % SAML (ZF % ET D ML E A
HoET,

[T L& BHIIC

=Yy h 7a—%H L CGEAIN OpenAM SSO 234 A h— /LI TWT, #({E
ARETHDLZ L afR LET,

* SAML SSO #E){E X' % |Z1%, Cisco Unified Communications Manager & OpenAM D7 12 v 7
BRI SED2HLERSH Y 77,

FIE

CLI 2~ FZMHH L TOpenAM ©— = > b 7 0 —OEEE— RBEDITR > TNDHTRTOH

P— T, ENEEHZLET,

GE) MR CLI 2> FDO Y X M ETET 511E, £ Cisco Unified Communications H 5 ™D
~=a T NVESRLTLEEN,
1ENZEATEDDME 12D SSO DAH72D T, HHIIEE L72 OpenAMSSO ¥V U =2 —/ 3
EBN T HMENH Y £T,

ZNHDOH—/3T SAML SSO #H N L £ T,

G¥) SAML SSO % HhiZ 9 % IOV Tl 4 Cisco Unified Communications 5 O~ = =
TNEZHLTIEEN,

OpenAM W — D 2—H 4 U H —T =2 2|Zu A LET,

[7=7 L—3 3 (Federation) | # 7 Z %R L, [{EF D (Circle of Trust) ] T [H#l (New) ]

7 Vv LET,

IdP DEFE DI [E A D4 EiT A2 A ) LT CoT Z1ERK L 77,

ARA RN IAP Z1ERT 521, [FEiE ¥ A~ (Common Tasks) | ¥ 7 &# 3R L, [KA NUID 7' m

NA B —DFERL (Create hosted Identity Provider) %2 UV v 7 LE7,

ZDMDINT A—=ZIUXT 7 v MEZEH L, [fR1fF (Save) 1227V v 27 LET,

GE) 1ERE L7 EHEOERIX. [[EEOEs (Circleof Trust) |27 v a » THERTE £
ﬁ‘o
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ATvT8

ATvT9

ATy 710

ATvIN

ATy 12
ATy 713

2ATv 714
ATv 715
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SAMLSSO ~ OpenAM $S0 0EH%E [

[=>T 47 4 7 usSA % — (Entity Providers) | ©7 23> T[7 =7 L— 3 (Federation) ]
27 h R L, (B LTz [ARA MU ID 71 /31 % — (Hosted Identity Provider) | %7 U v 27 L%
7
[FEHZE=T 1 U7 A (Certificate Aliases) | &7 v a T[T ¥ — a3 a7 (Assertion
Content) | # 7 & #IN L., [E4 (Signing) | 74 —/V FTSAML 7% —> a3 VBLDOTA YT A
L LTC<test> & ASTLET,
[7=7 L—3 3 (Federation) |# 7 %#®INL, [ZT 47 4 7 1/3A % — (Entity Providers) ]
v arTI[EYT 4T 4 DA AR —F (ImportEntity) 1227 V27 LET,
Cisco Unified Communications Manager D A %7 —% 77 A )L (spxml) &7 v 7o — KL, [fR{F
(Save) 1227 VU2 LET,
G¥) ABT—=ENEBELINTWDEE, AXT =2 77 ANVDT v7a— REIRRLET,
Z DX D %A, Cisco Unified Communications Manager @ tomcat lFBH # %
openAMKeystore (ZIBAI L £, RO FNEIZHENE T,

1 tomcat GEF]#E (tomcat.pem) % Cisco Unified Communications Manager OS
Administration ~— )b X 7 a— R L, ZOFEHEL OpenAM H— N DWW
NWIDOGEFIZT v 7a—RLET, fl: /temp/tomcat.pem

2 OpenAM THRODO =~ REEITLET,
keytool -import -v -alias aliasname -keystore
/root/openam/openam/keystore. jks -trustcacerts -file

location of cucm tomcat cert

3 RRTU— K% <changeit> £ LTANLET,
4 GEREEZEEHTLINE O hERRLIXA TR Ry 7 ARKRINEH, 1TV
(Yes) 127U v7 LET,
WDOA =V RERINET,
Certificate was added to keystore

[Storing /root/openam/openam/keystore. jks]

5 OpenAM T tomcat Z FHZEN L, spxml A ¥ T —% 77 A VDT v 70— K& fFR(T
LET,
6 T T 4T 4 TunRME—DT v T a— KRB [7 7 A/ (File) | 28R L £7,

GE) Cisco Unified Communications Manager TiZ, [7 7 A /v (File) |4 7> a » DBHINLD A
BT—H T7ANDT v 7 ua—RedR—FLTWET,

AT T TAVR—= MLl T 47 4 BZBIRLET,

[7H—3 3 LB (Assertion Processing) ] # 7 #i&IR L, 7« L2 kU & OpenAM DX EIZHE

W, UID O~y B 7 BiEaBimL £,

G¥)  UID BHEZBINT 5B, T4 L2 bY EiEa—3 X T OREICHEN, TEIE
LWattic~y 7 LET, =& 20X, uid=sAMAccountName, uid=mail, F 721% uid=uid
EANTEET,

[7 =T L—3 3 (Federation) | ¥ 7 &R L. [EHEHDEH (Circleof Trust) (%27 U v 7 LET,

IdP & Cisco Unified Communications Manager % [7] U CoT \ZAF/ET 5 L D IZEIV H{THITIE, [
T 4T 4 7 us A Z— (Entity Providers) ] fE3% . IdP (OpenAM H—,3) & Cisco Unified
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Cisco Prime Collaboration 4

Cisco Unified Communications Manager 4
Cisco Unity Connection 4

CoT 1,12

AEAEE 12
Yy T v 12
FIE 12
ABT—H 12
CUCM 11,17

ID 7'u/3A Z— (IdP) 1
IdP 2,5,9,17

ADFS 5

OpenAM 5

Ping Federate 5

Oracle Access Manager 5
IM and Presence 4

L

LDAP 2,5

NTP 9

S

SAML 1,2,6
SAML SSO 1

TYH =g 2
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SAML (f¢ %)
TH—ar @EAT—RFA N 6
POREAT— KAV L 6
binding 6
AT S N=Y
a7 7 AN 6
2Rk 2
SAML 2.0 6
SAML SSO 2,5,6,9
SSO 17
OpenAM 17
SAML 17

uid 12

&

Assertion Consumer Service (ACS) 2

LY

AT 17
SseefERi KA A 4 (FQDN) 17
FFE Oy (CoT) 17

-~

5
Web 77 U 4
=3

Him4 (CN) 1
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client 2

&

P—KRX—F ¢ 5
P—b R Fa S X— 1,29
Y7o FOR4 (SAN) 11

L

PRk (CA) N
N7 Y w7 CAN
TI7A4X—KFCA N
AERTEE L 1
REEEA TR (CSR) 1

SEREOMEE 1
EE O 2

&

RAA YV F—2Lh AT L (DNS)

el

Fy NT—2 XA 71 kil (NTP)

p

Unified Communications 11

Unified Communications Manager 17
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