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[Fixed Issues | Z S L TL 72 &0,

BA) DFHEEE

Hike

B9

EE%%/\%X O)nfu

B —WIX T T ITAT L AD Web f v F—T = A AT
YT BT U NGERELFHATE £,

INAT —R R—=ZOHEAETCLI 27 A o H IR EL T
(LDAP. 3 L OV TLS %721 UDP |Z L % RADIUS (FHHR—F &
\ij—)o

AEAER— 2 DORFEDOF L (22-17 X—V) ZZHRL TZ IV,

07 A

A@i_‘ﬁ:@wu AEF LY
A DT D TLS 12X 5
RADIUS

Transport Layer Security (TLS) ¢ RADIUS ZfH L T, o —
%HLA Il[Ei;) ; UDILA _J‘T % i‘é—

RADIUS # i L 7= M5ERFED A 1 —
L CTLEEN,

T A (22-12 R—D) BB

Ty N T —LDT v
T —F

Cisco SSL /L. FIPS 7Y = 7 h £ =2 —/L (FOM)6.0.1.0.2h
openSSL #£# D 6.121 Ic7 v 7/ L —FR &R F L1m, ZDNR—
2 g 0%, XA T FIPS %A T,
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E1E HGEFUYU—XOHE |

N sHHsR

Hre Bkl
WCCP EAfH T r—F 2N | X2 A3BFFE L 72 Web Cache Communication Protocol (WCCP) 1%, =
A VT UYEREBRICV L AL 7 N TEDL LT DaryTy

Y V=T 4 T E T BAMITEID Y TRNT A= ZANENE
NFELTZ, ZDONRT A—=ZTII WSA Z LIZFDONRT 3 —< o RFE
TNZHESNWTIES WCCP 2 — R RN U v I HRETEET,
WCCP 2 — R RS2 FI2HoNT(2:20 R—I) EHMHL TL
7ZEWN,

FIPS =— KN F & FIPS T — R0 LA WEX —72 E O EKRLEEMN /T A —H
(CSP) s 54k, SNMP /X A 7 — K | Active Directory 7 L 7 > ¥/ ¥
N EEANMETEET,

FTRTCOERANR NI EREe S ICEEENs Lok L7,
A

GE) WebtX=2VUT 4 77747 AET AsyncOS 10.5 2
Ty T T —=RT 56,7 v 77 LV — R FIPS £—
K % HZHZ L ([ A7 LB EE (System Administration) ] >
[FIPS £— I (FIPS Mode)]) . 7 77 A 7 > A3 FHi#h L 7=
BICHEADICL £7,

TLSVI2E. T T I7A T | TTI7AT  ZAOEH. T v 77— 4 LDAPS. T DD —1E X
ADEE Web A > & — {2 (TLS v1.1 & & £ {Z) Transport Layer Security v1.2 Z il T& £
TxAREEER 7 2 [ ZHIFHEFIPS =R O L ST RTEET T,

A= LTRET, FIPS E— R DA . —E R, b0 e b a Lzl +5 &
HCHBN TREES N ET,SSL DORE (22-33 X—I) 2 S ML TL
fiél/\o

Cisco Async0S 10.5.0(LD: [RSEE A ) D FH%aE

HeE E L
WCCP EAfH T r—FK /N | 22 23BH% L 72 Web Cache Communication Protocol (WCCP) 1%,
A AT UYVEREFBHRMICIZ AL I N TEDLEIICTHa T

VY N—FT 4 T ERTT, 20 ) U — A TIXERATEID ST
NI RA—ENBEMENFE LT, ZD/RT A—F TIL WSA Z &2
FDONRT F—< 2 ARRINTEESNTES WCCP —RK RNF v
VI ERETEET,
CLI =~ K weepstat D3RD 2 DDA T g v LT REE T,
e 211 -9 T ® Web Cache Communication Protocol (WCCP) ¥ —
R T N—T O ERRL T,
e servicegroup — FFED WCCP ¥—bE R J)L—TF DO DM %= F
ﬁ—\‘ L/ ij‘o
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FISAFTUAWeb A2 8—D A ZDER B

Hike

Bl

FIPS &— K H T

FIPS & — R0, LA MWE X — 72 & OEKBENE T A—X
(CSP) DHE5{L,SNMP /XA U — K Active Directory 7 L' 7 > ¥/ ¢
NI EEFNMETEET,

72 ZIX FIPS E—RZHNTH L T XTOERT 7 & AH#E
IXFIPS 1402 #EHL L 72 0 AT v 7 T 4 AV KRENRE LI, 2
V74 F¥alb—vary 7 ANVERTFELEEALEINZANAT—F
AL TCr—RTH5ZNTEET,

S HIZEFHEILT v 72— FEIIC CCHEEICHEIL TWAZ LA
WERBT DT D ICRFES N E T AEAEZGEAERZY Ak &
WAL CTHREFT 521X, OCSP faF 2 il T& £9°,

SIHIT.CCEMEZT LI TRATOER A N BNER 0 7 I
INHEHr0FELE,

B Web X =V F 4 77547 AT AsyncOS 10.5 127 >
TV —RTDEA.7 v 77 L —KAENC.FIPS ©— K % #%)
2L ([ A7 L% B (System Administration) ] > [FIPS € — K
(FIPS Mode) ) . & D> AT LANFREN L 72 % ICHEA DI
L%,

a®y JIAT ) TRE

DV Y —RAL CCREDBERMTT,

TLS O/ X—2 g

Transport Layer Security v1.1 3 XN v1.2 TIX EH . 7 v 77— 4,
LDAPS, £ DY —E 22 EINTEH L 91272 Y £ L 72, FIPS
EF-RFOGE P—ERI. b0 barzfl+s koI
HEICREINET,

TTy N T A —LDT
T —FK

AsyncOS |%.FreeBSD 10.1 |7 v 77/ L —R &L TV £,

Cisco SSLIZ.FIPS 7Y = 7 £ 2 —/L (FOM) 6.0 i D
ciscossl-1.0.2f.6.03 127 v 77V —R&ENFLFE, ZDONR—T g v
1. X 24T FIPS xS+ T,

EERE

o BIBOU Y —R J—}:

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-release-notes-list.

html

77747/1W®4J9 —J A ADEMA

Web A > 4 —7 = A4 AZADT T 7 FEM:(1-6 <X—)
o AT T TAT U ATD Web A2 X —T 2 A ANDT 7 HAD A 2 —T WAL (1-6 X—)
o TTITAT UV AWeb AL H—T =2 AA~NDT 7 EA(1-6 X—)
o Web AV H—7 = A ATDEFDEE(1-7 =)
e Web AU H—T 2 A ATOEFENED Y VT (1-7 =)
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E1E HGEFUYU—XOHE |

B 77547 RWebA>8—T A ROER

Web /2 B3—D A RDTSHTEH

GE)

Web A X —7 = A AT 7 AT 51X, 7 7 U ) JavaScript 3 £ OF Cookie A — K L,
ZFANPBA F—T Tl o T DMEMNSH Y £9°, £/, Cascading Style Sheet (CSS) % & e
HTML X— %L U X VT TELHMERDH Y £7,

Cisco Web ¥ = U 7« 777 A 7 > A{X YUI (http://yuilibrary.com/yui/environments/) Cax i &
Nics =7y FREICHERLL TWET,

Ty a NI IET I T 0 TRIREED 30 i< L HENIC X A AT U R LET,

Web A2 X —T 2 A ANDO—ORZ LV 7 BT E EHICT 4 RUBHE £,
ZDH Web A2 F—T7 =2 A XTI T 709V ORy T T o7 Tay 7 2RET D
VERH D 7,

TFIATV ADRELTRET HHEAIT.—EIZ 1 OOT T 7 4 U R E7-1382 7 2
LET.EF- Web A Z—T7 oA ABIONCLIZRIRFICHERL TTF 7947 v A2 MmEL 20
TLIEESWBEOGHNO T T I AT v AemET D L. THIL2WEERRAETHOT. Y
A—FEZNFEEA,

RET7ITSATUVRATOWeb AV Z3—T T A ANDT IV EAD A R—

7Lk

ATvF1

V& ]

F7 )N TIZ HTTP BLORHTTPS A > Z— 7 = A ZAIRBT 547 A THSLE N F
FA, 2N TFa R aVEENCTAICIE. A~ Ry Ao X —T =2 A A5fFHAT 20

AvVRIAY AV E—T 2 A AT V7 RALET A~V R I A2 H—T 2 A A~DT
JEAB-1 =)L TLTEEW,

interfaceconfig I <% FZZFITL iﬁ_o
Zur 7 N TEnter ¥—%3 & T 7V NMEDBZITANLNET,
HTTP B L O HTTPS 7' v 7 2 RBEL HHT L7 harz A x—7 L £7,

FTS5ATPUAWebh A2 B3—TD T A RAANDT LR

ATy F1

FC & BHII

WRRT T F7 AT AEMEAL TWAEEIXMNET TZ7 AT ATODO Web A2 X —7 = A A~
DT TBADA =T NAL(1-6 X—) 2B TLE &0,

TSN ERME Wb X2 UT 4 TFXF5AT L ZADIP TRV RA(FHITARA N EASL
T T T ITAT UV ARERNCEESNTOARWESIZ. T 7V N REX AL 3,

https://192.168.42.42:8443

E s

http://192.168.42.42:8080
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GE)

V& ]

ATvFS3

FISAFTUAWeb A2 8—D A ZDER B

192.168.42.42 [I7 7 /L M IP 7 KL A C.8080 |XL HTTP ®F 7 /L b OEFR— R iRE T,
8443 [X HTTPS T 7 # /v s OEFHR— K TT,

TTIAT UV ANBRERESINTODAEAIZMIAR—=FDIP TRV A(FITHRA M) & E
AL £,

TTITAT VAR T DL IR EFEENTOILERDH Y FT (T 7 40 MEIAR— b
8080),Web A > Z—T7 = A RZT 7 ¥ ATH L EIAR—FFEFEHBELRNE T 7 41 b
R—hF 802720 [7 A A L7 7% (Proxy Unlicensed)] =7 — NX—UNRRINET,

TTIAT L ADR T AV EENERENTZS T T ITAT VAT 7 AT HbO2—
SN2 TL =X AN 1,

TIANET T T IAT AU T O2—FH LA T L =X B L £,
. :L*—“H‘ﬁ% admin
e NZA7 1L —X:ironport

admin DL—FLTOT AT DHONRYPD TOLGHEIL NAT L =R 2T ICEET D L9 KD
HIVET,

By Da—Y L TORILEDT T T AT v ANDT 71 AT (B, R & &) # FRT 512
.77V r—ary o4 RuOEED [ 4 (Loggedinas)] =2 b U DRI H D [T
DT 7T 4 8T 4 (recent-activity)] 7 A 2 > (BT i REIEI D EZ 27V v 7 L ET,

Web > 2—7 4 RTOEEDHRIE

~
(%)

ATvF1
AFvFS2
ATFvS3

TARTEAI Y P DANS EEOBRELLZIT) 2 LN TEET,

[A % % e & (Commit Changes) | R ¥ %227 V) v 7 LET,
BRI 256 [2 A2 b (Comment)] 7 4 —/VRIZa A ME AL F9,
[Z5 % % e & (Commit Changes)] #7 V v 7 L £9°,

Web A/ B2—DJD T AATHDEERNEDI )T

AFvFT1
& ]

[Z8 ¥ % fife & (Commit Changes) | R ¥ > %27 U v 7 L E£7,
[Z 5 % fii; 3 (Abandon Changes)] & 27 Y v 7 L ¥£7°,
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W Cisco SensorBase kv k7 —4

Cisco SensorBase &~y k) —%

Cisco SensorBase v b UV — 7T AT OMETLTLDOR AL 2B L A X —Fv b 8T
T4 I DT =) Tt vTF UARNEMEFT DEBOERT — % ~<X— 27, SensorBase
XBERD A H—Fy N R AL OEHEEOFMZ > 2 28Rl 3, Web £F% =2 U 7 o
T 77 AT A L. SensorBase T —4% 7 4 — R EZHHAL T Web L ¥ a7 —3 32 237 %[k
EEEFET,

SensorBase DF|m & TS M/ > —

Cisco SensorBase r v b U — 27 ~OSMiE. > AaNT —F 2 W4 L T, SensorBase & @& #
T—HR—RALZOT—F T HIEEBERLET, 20T — X IZITERBEEIZET 51
BBIOT T TA T ANEREBUET 5 HEREENLET,

VAIFT TANY — MR T HAEEEREZHMRL TBY 22— FHONRAT L =X 72 EOE A
TEHEITEBEROINEEIIEA L FEA, 2.7 7 A4 &R A M4k < URL Bk
LB ARGET Do lc it SN E T B 5{b S 472 HTTPS k7 % 7 v 3 Tl
SensorBase % FU—ZIZIIP TRV A Web L P25 — a3y Z2a7 BIXOGEHAERNO Y —
NRELEDOURL ATV DOHEZEL £,

SensorBase % b U — 7 ~OSNMIRET DHE. T T I7A TV ADLEEFEINT —X1%
HTTPS #fiH L CLRAICIEINET, T — %2 EFT 5 & Web X—2ADZEITxHE L T HE
BOBDIT 7T 48T A DO EERELRET DI AaOfENMEL 7,

Cisco SensorBase Yy k J— O ~ADSMD A +—T JL{L
N

GE) TATLORTEHIZT 7 4V b T [#EHE SensorBase 1 v + 7 — 7 {21 (Standard SensorBase
Network Participation)] 28 4 R — 7 /M2 Z TV ET,

AFyF 1 [EF =2V T 4 P—E Z(Security Services) ] > [SensorBase] ~X— 3 Z R L 97,
AFwF2 [SensorBase % KV — 7 IZ&I(SensorBase Network Participation) ] 284 2 —7 1V TH5H T L %

ML £,
TA—TNDGE. T T TAT 2 ANNET DT — XX SensorBase > b U —27 H— 2%
REINEHA,

AFwF7 3 [JIAL UL (Participation Level) ] 27 v a > T L FO LD WT N EERL 7,

o [fIBR (Limited) ], AR RS MNT Y — 441G 4 £ &£ SensorBase *v b U — 727 H—(C
MD5 Ny v a NA BT A N EERELET,

e [f=#E (Standard) |, JL9E & 7= B I01% . unobfuscated /X2 £ 7 2> kM L7~ URL &A%
SensorBase Xy h VU —72 $—RNIZEELFET, 20T a v iF L@y —4—2A
DM Z TR L MBI Web L E 27— g 2a 7oA 2m ESE £,
AFw7 4 [AnyConnect v k7 — 27 ~DZ N1 (AnyConnect Network Participation)] 7 ¢+ —/L K <G, Cisco

AnyConnect ZfifHL TWeb tXx =2 UT 4 77 TAT VAT H 7 74T FBIES
NTEMEZDDMNE I N ETIRL £,

AnyConnect 7 7 A 7 > I %, Secure Mobility BEREZEM L TT 7T 47 AT Web F T 7 1 v
JEREELET,

Bl CiscoWeb X2 UT 4 FFS5A4 7 AMIT Async0S 1052 1 —H HA K



| 1 #HESLUVYU—IAOBE

Cisco SensorBase +rv F7—%~ W

AFwFTs5 [N R A AL IP 7 R L A (Excluded Domains and IP Addresses)] 7 4 —/V K T /EE T
RAALLEFZITIP TR L 2% AFL T, SensorBase " — N CEEEINTZ T 7 4 v 7 EBBRIL
i.ﬁ‘o

ATy7FT 6 AEHEEXEL REFELET,
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CHAPTER 2

R AAM—IL BE

o HERE.A ANV BREOHME(2-1 X—)
o RIBTFF3A7 L ADREMH(2-2 =)

o BMEE—F OkE(2-2 X—)

o R AL ADN IV REICHET DX AT O (2-6 X—)

o TTIAT U ADEF(2-7 <—)

o IEHMOILE (2-10 ~—)

o VAT Ay NT YT U 4 HF—FK(Q2-11 =)

o TyFARNY—L FrF(2-18 X—)

o Xy NT—T AL H—T A A(2-20 =)

e NATRATFEN T 4 2FERTEHEZODT = —VF—R_— T —FDEE(2-22 2—)
e Web /Xy F—XIZHTLHP2T—F A F—T7 x4 ADMH (2-24 X—)

o UX AL I KNEKANGEY AT L BRAN4(2-36 —2)

e DNS OFKGE (2-37 X—)

o B AVAN— N REICETAN T TN 2 —T 47 (2-39 =)

EH. AR =L BEFOBE

Web Security Appliances (21X EHEEL 7T TR Web &EX =2 U7 4 ax7 4% @2 OO8EEE—F
JARY: SR/ B S

Web Security Appliances DEHEFNEE— R IZIX A A FDOWeb 7 ¥ —E AL L A Y4
FNIT 4y T2V REERNTOET, 2RO —E 2 FT0Thb 77U K Web &
o2 TF g axs 2 E—RTIEIFEHATETETA,

77K WebtXalTF 4 aRxI & E—RNTIE.T7ITAT7 AT Web X 2T 4 R

o — M S 4TV % Cisco Cloud Web Security (CWS) 7' 2 ¥ ZHifE L TR T 7 4w 7 & L—
TAvTLET,

TITAT L AITEEOR— P PR ENATEY AR —MIEV Y THAZ 1 DLl LK
EDOT— 2B £,
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B gE7ISA7UROEHR

TTIAT AT Fy hU—2 L— 1k DNS.VLAN. B L O"ZFDOFFRE &V —E A& HHL
T AY NIV EN T 7 4y IRITZEEELLET VAT A By N T v 7 U 4 —

I} (System Setup Wizard) TIZEA RV —E A LREHBZ Y N T v 7425208 TE .77
TAT U ADWeb A H—T 2 A AT REDEERBINA 7L a v OFRTEITHI ZENT
=E7,

KB 7TS5AT7ADER

WA Web €X =2 U T 4 777 A7 2 AOREBIZ DOV TIE. [ Cisco Content Security Virtual
Appliance Installation Guide )%= Z L T IV, ZO R ¥ =2 A2 NI,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-lis

thtml 25 AFTE ET,

MBP7 TSATUOANIRBT T SAT7 0 AANDBT

WHELT 7T ATV ANLRBT T I 47 ACRBEEBITT DI B0y 7 TER LT
['Virtual Appliance Installation GuideJ, 3 X OME ] L TUWv % AsyncOS O/N— 5 S L7 Y
Y= J—=FZZHL TZIN,

BEE—FOLR

Web tX =2 U7 4 77747 AOBEHEHEE—RNIZIX AP A D Web Ty Hh—E R
L AY4 T T 4w F=X )R EENTWET, ZNHOY—E XTI 7T 0
KWebEXx=l7 4 axs/¥ E—RNTIIEHTEERA,

IR WebtX=aUT 4 aRxs ¥ E—RNTRTTT7AT AT Web X =2UT 4 RV

v — 3 41TV % Cisco Cloud Web Security 7 2 NI L TR T 7 4 v VB V—T
7L ET,

UFTORTIE.FEE—F CHEAAERSEFSEF Az a—a~vr Fa2RL . ZRICEDEE—F
TR AR S X ERBEREICOWTHEIBIL £,
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| 2% BEHE.SAORXAL—ILBE

BEE—Fors N

A=a—

E#E—F CHERTE

959K axy 48 E—FTEA
AT e

LAR—F

VAT I AT —H A (System
Status)

B

Users

Web 1 I (Web Sites)

URL %17 =V (URL Categories)
TV =3 OFRR
(Application Visibility)

~ /L7 = 7 %% (Anti-Malware)
7R~ v = 7 B (Advanced

Malware Protection)

7 7 A V537 (File Analysis)
AMP H|FED T v 77—k (AMP
Verdict Updates)

IIAT N AT 2T URY
(Client Malware Risk)

Web L B =27 — gy 7 40 H%
(Web Reputation Filters)

VAY4 8T T4y BE=H
(Layer-4 Traffic Monitor)

2 —HFOEFTHIL AR — b (Reports
by User Location)

Web bk 7 v % 7 (Web Tracking)

=]

AT L2 (System Capacity)
VAT I AT —H A (System
Status)

AV a—VRES I R— b
(Scheduled Reports)

7 —4 A7 LR — b (Archived
Reports)

VAT I AT —H A (System
Status)
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B EfE—FobK

A=a—

E#E—F CHERATE

959K a2y 48 E—FTEA
AT HE

Web ¥ )FT4 <
#— % (Web Security
Manager)

W7 v 7 7 A /L (Identification
Profiles)

IIIRN—=FT 4T R —
(Cloud Routing Policies)

SaaS 7K U 3 — (SaaS$ Policies)
#57R U > — (Decryption Policies)
N—T 4 2 R Y 2 —(Routing
Policies)

7 78X R U —(Access
Policies)

RO EE Ol R (Overall
Bandwidth Limits)

Cisco 7 —# &% = U 7 1 (Cisco
Data Security)

FENT 2T A% x
(Outbound Malware Scanning)

ST — & 14 21 1E (External Data

Loss Prevention)

SOCKS 7% U 2 — (SOCKS Policies)
HAX L URL 7Y
ReH#EIFAB L O + —F DEHR
(Define Time Ranges and Quotas)
XA IS AFRE (Bypass Settings)

VAY4ANTT 4T =X
(Layer-4 Traffic Monitor)

B~ 7 7 7 A )L (Identification
Profiles)
779K NV—=T 4T K —
(Cloud Routing Policies)

ST — & Y B4 1k (External Data

Loss Prevention)

71 A4 5 URL 777 = Y (Custom
URL Categories)
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| 2% BEHE.SAORXAL—ILBE

BEE—Fors N

A=a—

E#E—F CHERATE

959K 2%V 5 E—FTEA
B3

X1 UT4Y—ER

Web 7" & % 3 (Web Proxy)
FTP 7’ 1 % ¥ (FTP Proxy)
HTTPS 7' = % < (HTTPS Proxy)
SOCKS 7’1 % 3 (SOCKS Proxy)

PAC 7 7 A )L R AT 1 > 7 (PAC
File Hosting)

fEHFFA =2 > b v — /L (Acceptable
Use Controls)

N2 TRIRELVE 2T — g
> (Anti-Malware and Reputation)

5 — 2k ~7 4 )L % (Data Transfer
Filters)

AnyConnect tF% =7 £ U T 4
(AnyConnect Secure Mobility)

o — %0 (End-User Notification)

L4 b7 7 4w 7 F=2% (L4 Traffic
Monitor)

SensorBase

L AR—Fh

Web 7" & % 3 (Web Proxy)

v b 7—% (Network)

Ao B =T AR

HwmI A ALV I gy
(Transparent Redirection)

JL— K

DNS

i AT

WN#E SMTP U L — (Internal SMTP
Relay)

A7~ 7 % > (Upstream Proxy)
#1358 DLP % — 3 (External DLP
Servers)

Ak 3 O & B (Certificate
Management)

= =
AIE R

SaaS DT AT T 4T 4 7T an
A K —

Identity Services Engine

A HF =T AR

BRI XAV T g
(Transparent Redirection)

Jb— |k

DNS

& Al P

WS SMTP U L — (Internal SMTP
Relay)

#4 DLP % —/° (External DLP
Servers)

SFEAAE D & B (Certificate
Management)

E

~ > ID ¥—1t A (Machine ID

Service)

729K ax % (Cloud
Connector)

zul

T
[s?
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B s X — L BECHTIIRIOHE

E#E—F CHERATE

959K a2y 48 E—FTEA
AT HE

RV — kL —Z(Policy Trace)
7 7 — b (Alerts)

ny 727U 7 g (Log
Subscriptions)

RIEJE7T B L A (Return Addresses)
SSL M%7 (SSL Configuration)
Users

Network Access

B A IS =

RE % 7€ (Time Settings)

B E DR EL

X IE 7 7 A /v (Configuration File)
B&BE % — DR E (Feature Key
Settings)

Z A &> A % — (Feature Keys)
TyTTV—=RET T TF—bO
7% & (Upgrade and Update Settings)
VAT AT v 77 L —R (System
Upgrade)

VAT Ay NT T U 4 —
K (System Setup Wizard)

FIPS “&— I (FIPS Mode)

XD FIH

7 Z— b (Alerts)

ny 72717 a3 (Log
Subscriptions)

SSL ™% 7E (SSL Configuration)
Users

Network Access

BALY =
REZIE% & (Time Settings)

B E DR

FXE 7 7 4 /v (Configuration File)
7 A& A & — (Feature Keys)
Ty T TV—=RET T TF—D
7% iF (Upgrade and Update Settings)
VAT AT 7L —R (System
Upgrade)

VAT NT T T 4P —
K (System Setup Wizard)

E&ﬁﬁs’r:/;KIN__)bs

AX

EICBETHR2ARXIDBE

2Ry

1. 77947 A%
T 4y T

frb—Fo b kT
éo

TTTAT v ADEERE(2-7 X—)

2. REHFREZINEL TREET 5, B% EH W OUNEE (2-10 ~—27)
3. VATALA RN T U4 —REFET (VAT B N T v T U4 F—F Q211 =)
35,

4. HTTPS o X #iE. .3

07y AV ERE

Wi

PPN 1z

b=l

ERAR

HTTPS 7 2% v dD A =7 Ak (11-4 _X—)
FIFL L L (5-11 =X—)
W e 7 7 A EFREE(6-9 RX—)

=BT v T A
T 5,

U— A Fuadk h ks

T TARNY—A T aF(2-18 X—)
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77547 20 A

TTS54AT720 ADER

[ZC®HBHIIC

o T IAT UV ALRIETHINI.EEHAT I AT A —7 )V EEH L CEIRIZEER
L. FEDTTITAT L ADN—R T =27 HAKDOFEIC %wit;ﬁ%@%Tw@v%;
TIVDOBEFICONWTIZ. RFa A By F(C2 =) 2L TLFEV,

e BBUX AL I arDFEDICTTIAT v AR WEMIIC WCCP v2 L— X [T+ 554
. ET WCCP L —ENRL AF2VE AL 733 kGl TWAZ LA L £,

o UTFTOUAafFREIZERL T 7EEW,
- RT3 =< AL EX 2T 4 DH EOTEDIC ARG AII VTV T R =T
(EBEREREN T 74y 7HOEMND r—7 ) BEHL £77,

AFwT1 FEALVE -T2 AREERL ET(ELEHEHRL TOHRWES),

A—H3Ry k
R—F -
M1 Bafoe AT REZR B AT IC M1 288k L £97,

o BHNT 7 4 v 7 EEZEFELET,
o (fEB)Web 7 uXy F—H NT7 4 v 7 EBEZEL 1,
MLIZT Yy 7 by PHEEERL C. T I7AT L AZEHTEET,

7" A K 44 (http://hostname:8080) Z i ] L TEHL A & — 7 = A R THEfi
THLET T ITAT L ADKRAR L IP T R L A% DNS Hh— 57— %

N—2zBEMmL £9,

PIBLOP2UEE) | ¢ BEFAOEHY—E R NT 7 v 7 THEMAFEETT 2 EHITIIAE
HT&EFHA,

o [/A— bk M1 ITEHLHM)TOHMEM (Use M1 port for management only) |
([;7‘/ FT—2 (Network)] S[AVEF—T AR (Interfaces)] ~N—30)
EAX—T ML ET,

o T H AVHE—T 2 A AEEAT LI - RADOL—FT 4T
ZRTELET,
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W 754147 208#

AFvT2 (FEB)T P IOAT UV AERT—2 NST7 4y JICESEESGTAIN BRI F AL 7 ay T4
2ENLTERL T,
1—9xry bk
R—F BRI 7L ERE ZR)FAL9 3y
P1/P2 Pl O Zx: F XA A :WCCP v2 /L — % :

o [K—IF Ml IFEHHAKTD
Ff il (Use M1 port for

management only) ] % - R —
Tz £,

e Pl EMIZELDZYT Ry b
W L F 97,

o FRELEEOHFDONT
T4 I EZETEDLHLD
T2y J R =T
AL TP ZNExy k
TJ— LA X —F%y FITHE
L ET,

Pl B P2

e Pl A R—T7/NIZL T,

e MI.PI.P2 2872597 xRy
ML 7,

o P2E ALK —F v MIEER
L.HZGEA Vv —Fv b +T
T4y 7 EZELET,

LAY2UX AL TS a3 D84
X Vv— & BRI P1/P2 I8
Liba‘o

LAY3IUEAL T arD8E
B VI AP N/ A s B i 2|
(GRE) T/X7 3 —~ > A LORE
DRAETHAREMDRH D D THR
LTLIEE,

T AT v A I WCCP —t
AEAERCL £,

iy

=]

TNRAR: LAV 4 AL T

LAY 2UE ALV arD8d
T, A A v F EWEAYIC PL/P2 (28
L £,

LAY3IUEAL T arD8E
[EOE VI AP N/ A B i 2
(GRE) T/X7 3 —~ > A LORE
DRET D AREENH D O THEE
LTLIEE,

VAT AL B N T v U 4P — ~

ROETHP2EAF—TNVIZL (GE) TFI9AT L RFIATFTAv

F9, F—FZPHR—FLTWEREA,
M1 (EE) [R—h MIIZEBEHBBOTORE |47

JH1 (Use M1 port for management
only) ] 87 4 E—7 L DAL,
MIIRT 74V s DT —4 K7
74y P AR—NIZRY £,
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ATFvS3

ATv7 4

77547 20 A

(HEBEIIVAYANT T4 7T T5 2. 70Xy R—bsDEBALE 74T MIP TR
VADFRy KT —27 TR AEE(NAT) 2 EITT DT 34 ADHNI X v T AL T F iz
TEERL £,

A1—H53Ry b

R—F i

T1/T2 L AVYARNT T 47 F=FZOTayX T EFRTBHIZ1E . Web X = U
TATITIATVALRURY h T =7 BV AY4NT T 4w T F= X%
BeE L £9,
HELFERAE

TRAR Ry NT—F o7
o X hU—7 FoFTTI 28R L. BEITFTATVN VI T4y 0 %%

FLET,
o Xy MU= Ao FITMEERL.EEALVF—XY N VI T7 49 0%
ZELET,

FOMOE T g

FTNRA AR Xy NI —T H T

e TITT a by 7R r—TNLEMAL EGBIOREN T 74 v 7 2%
2L %1,

TNAR AL F EOARAMEEZITI T LSz AR—

o RIEIVTATU N NI T4 75 ETHLICTI 2L AEA
H—Fy N VT T 4w 0 EZETHIOICT2 2L 7,

o (MEHEED) Y "EHFITL_EAI—TAEMHL TTI 285 L 55 & RKE
DWEITONTT7 4y 7 5ZFELET,

FTONA A NT

o (BB F oL v 7 A —TEMHL CTI 28542 L &=L RIEOM
FONT T 4w EZELET,

TTIAT AT . ZN6DA L Z—T 2 A A LEOTXTOTCPAR—KFThT
T4 &V ALLET,

It

NET XL BT FITAT L ADT v T AN Y —LIIH
LT —HEZETELIHICLET,

LA e BNT T AT AN

ROEE
o REFBEHMDINE (2-10 X—)

B8:&EIE

o XY NIT—T AU H =T 2 A ADA F—T ML EZITETE (2-21 =—)

e Web 7 uxy F—HIZXHTDHP2T—H A X —7 A4 ADMHH (2-24 X—7)
e WCCP #—t 2 DB/ &tk (2-29 ~X—)

o BBMUF AL I arDRIEQR2T =)

o Ty AR —L FrF(2-18 N—)
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N gEERoms

ARE TRERDINE

PUTFToU—7v—b AL VAT By N7 v 7 7 0¥ —FR (System Setup Wizard) D 5
TR ERREM AL TEET KT T 4 DFMIONWTUI VAT L By T v
U AP =R OSEER2-12 X—=)EBRL TIEE 0,

VRTFLEYNTFYT D4F—FDI—-H—F

pA=VAL [ ZFOnRT« ]
TTTAT v ADFER —h
(Appliance Details)

TT AN VAT A RA
k 4 (Default System
Hostname)

EHNT 74w 7
(Management Traffic)

2 —J% /L DNS % —N
(Local DNS Server(s))
(A& —XRy b V—F
P—REFEALRZNREEIC
WEE)

TI7ANE T—=bTU A
(Default Gateway)

DNS #—,3 1(DNS Server 1)

EB)AXT 4 v 7 L—
k7 —7 L4 (Static Route
Table Name)

(f£:&)DNS ¥ —,3 2(DNS
Server 2)

(ERB)AZT 4 7 N—
I SN
7 — 7 (Static Route Table
Destination Network)

({£&)DNS ¥ —3 3(DNS
Server 2)

(B EHES —E 2DV —
% 7 K I A (Standard
Service Router Addresses)

(&) FEE DO F&E (Time
Settings)

EB)T—HF b o774
7 (Data Traffic)

Xy NU—27 AL T
b = v H— 3 (Network
Time Protocol Server)

TI7ANET—T A
(Default Gateway)

(EEB) A & v DR
(External Proxy Details)

ABET 4T —h T—
7 L4, (Static Route Table
Name)

7a Xy J—74 (Proxy
Group Name)

ABT 4T — ] T—
TNDIHELR Y N T — 7
(Static Route Table
Destination Network)

TuFxy =07 R
A (Proxy Server Address)

(f£:E) WCCP & E (WCCP
Settings)

adxy R—k %%(Proxy
Port Number)

WCCP/L—4% 7KL X
(WCCP Router Address)
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YATFLtEyrPyToqey—F N

YRTLHEYFT YT T4 HF—FDT—5—F

v B —T7 A ADFHEM

(Interface Details)

FE (ML) E— b
(Management (M1) Port)

WCCP L —& /)RR T L —
A (WCCP Router
Passphrase)

IPv4 7 R L Z (IPv4 Address)
(#42H)

IPv6 7" R L 2 (IPv6 Address)
()

B E (Administrative
Settings)

EHHENAT L —X
(Administrator Passphrase)

Fy NI —7 =R
(Network Mask)

VAT LT T—F AL
D %{5 5% (Email System
Alerts To)

NP N SV

(EB)T—% P1)F—h
(Data (P1) Port)

IPv4 ({E£E)

IPv6 7 R L A (IPv6 Address)
EE)

Xy bU—2 R
(Network Mask)

BRA N R— A

({EE)SMTP U L — R R b
(SMTP Relay Host)

DARATFLEYNTPTYT D4 —F

[ZL& BRI

o TITIAT U ARy b= LT NARTHERLET . T 7T A7 2 ADHERE (2-1 X—)

ZHRRL TES N,

o VAT A Y NT YT U AP —RDU—7 > —F EERSEET.REFROIE
(2-10 =) BB L T E &,

o T T ITAT U AEFRET HHEIX. L FOFIAIZHENET,

— loadlicense A~V REHEHL CARMBT I AT ADT A A% a—RKLFET, 3%
Lz TIX. [ Cisco Content Security Virtual Appliance Installation Guidell% Z 8 L T <

EEW,ZORF 2 A M,

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-g

uides-list.html 7>5 AFTE £,
- HTTP £72XHTTPS f V' #—T7 = A A HHILET , a~ F I/ A ¥ —T =

A A (CLI) T interfaceconfig 2~ R ZFEITL F7,

o VAT Aty T v U 4% —F (System Setup Wizard) THE ] X5 K EH H O 2 MHIEH
I VAT LBy 8T T U4 F=ROZRERQ2-12 =) IZH Y £,
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http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
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$£28 BB AVAP—L.BE |

N o xFLtEyr7yT 94H—F

4 =

ATvF1

& ]

ATFvS3
AFvT 4

ATvSH
ATv76
AFvFS1

&

ATFvF9

MOTT7IFATVREAV A= LT HBECHREOREETLICLEES T HIEEICDOH.
SATFL Yy Ty T 94— (System Setup Wizard) ZEHAL TLE &L,

7 Z 7 W % B & Web Security Appliance ® IP 7 KL A& AL ET MO T AT Ay b
7 w7 7 4 ¥ —FK (System Setup Wizard) # E(TT B L XL UTDOT 74V EDIP T KL A%
AL £,

https://192.168.42.42:8443 E e http://192.168.42.42:8080

Z27T.192.168.42.42 (T 7 4V M IP 7 KL A C.8080 [X HTTP O 7 4 /L k OEHR — %
i T.8443 X HTTPS OF 7 # /b b OEHR— F T,

HAINNI T I IAT U ARBERESNTWVAEBRIZIMIA—FDOIP TRV RZHEHAL £1,

T IAT o ADa T A VEEHNRERINTEL T T IT7ATVRIT VAT H 0D 2—V4
ENRATL =X ANTLET T I7ANVNT T T ITAT LV RZFUTO—Y4H ERAT L —
ANRFEL ET,

o —H4 admin

e /XA 7L —X:ironport

INRAT UV —RETEBICERTLILEND D £,

[ AT LG HE (System Administration) ] > [ AT A By b 7 v 77 ¢ % —F (System Setup
Wizard) ] Z38R L £7°,

TTITATUVARTTICHESN TV DA REN ) By hahd kb\ﬁﬂﬂ: SEIRS
EFT VAT A By N T v U 4 —FR (System Setup Wizard) ZHifT7 D11 X EHFHRD U
> b (Reset Configuration) | R Z > %7 Uy 7 LET TTIF7AT7 AN ‘JZ/ FNERhTTU
PREHENTT I IAT v ADF— LHHENF RS NVET,

Ty Ra—% T4 AR FRINTD NEEHATHEL £7°,
FATT DI [y N T v T ORI (Begin Setup) | &7 U v 7 L £,

VIS T U TR 7y a r TRI‘EINB )V 77 0 A T =T VB FEHAL TR TORTE
EITWET VAT L By b Ty 7 74P —ROSMHIFERQ2-12 X—) 22 L TLIEE,

REHHREMRL CTLIEE&W AT a v 2 EBETIHINERSDLGEEIL. FO® TV 9 T [RE
(Bdin1 27V v 27 LFET,

[Z DF%E % A > A b — /L (Install This Configuration)] % 27 U v 7 L £7°,

MENA L AR —LEND E RO AT v 7 (Next Steps) ] X—V NFEREINFET, AL .Y
F7 o FHRICERE LT IPLAR A 44 DNS BREIC L > TL ZDBEBETT 7T A4 7 v A~DHHf
DRONDZENHD £, TX—=UBRE57 D £ A (Page Not Found) | L\ 9 A v E—T N7
TUPIZERINDGEIT T LWT R ARENRKENS L HICURL ZEHL N—T%
Ver—FLET ZOR.FETTIOINEIHDLIRARN By b T v 7 ZRATEFITLET,

DRATLEY NTVT 04— FDOESRIEHR

o X N NT—TIT AT ADEE(R-13 —)
e Ry RNU—IIRYy NT—0 A B —T x4 AL ILOER(2-15 2—)
o BHBIWT—X NI 74y 7DFy U= )b—FDRE(2-16 X—)

Bl CiscoWeb X2 UT 4 FFS5A4 7 AMIT Async0S 1052 1 —H HA K



| 2% BEHE.SAORXAL—ILBE

YATFLtEyrPyToqey—F N

o Xv hU— 7 HImMBEHGE DR E (2-16 X—)
o Xy NU—J/EHOBE (2-17 X—)

2YMIT—9I AT LDETE

JanT«

T

T HNE VAT A
R A b4 (Default
System Hostname)

VAT N ARANBF LT OEBTT 7747 Z0MBNEN s h
% e B A N 4T,

e AVURNTIA A Z—T = AA(CLI)
o VAT AT T—h
o TURI—FEHMAR—VE L OHERAA—Y

e Web Security Appliance 7% Active Directory K A A IS HT 5 & &
2.~ > @ NetBIOS 4 & 15T 2 5 &

VAT AIRANLIFIA L E—T 2 A ADKRA N EEESIGCL TEDH
P IGAT U IR T TS AT LV AESETAEDICHEAI N ETA,

DNS #—/3(DNS
Server(s))

o [A2HF—3%v h®D/L— |k DNS H—,3%1# [ (Use the Internet's Root
DNS Servers)|: 777 A7 AR R b U —27 @ DNS +—1\|Z
T I RBATERVWGRIC R AL A — ANy 7T v ITA
Z—xy hO/—hk DNS =" {HHT 252 L 2RINTEET,

A —F> b Jb—hF DNS — i . m—H )L R AN &R
WMLEVA T T IAT LV ATE =)L KA NG EIRIET 50
END HEEIL. 2 — /L DNS — 2 L TR 50,
CLI 5 e —% )L DNS I[Z#tl7g A% 7 v 7 =2 b U &ZBH
THRLERD Y 97,

[LLF @ DNS #— 3% {# ] (Use these DNS Servers)]: 77 7 A4 7 > AN
RA N OFERIZHERTE 51—/ DNS — 27 K L 2 % #24t
LET,

TN DOBREDFEMITOVNTIZ.DNS OFE(2-37 X—) 2B T
TZEW,

G¥)

NTP #— /3 (NTP
Server)

VAT AL IRy PRy NI = ElF A Z =Xy LOMOY—
NEREE 5 720I12f# 34 %  Network Time Protocol (NTP) $-—/X,

5 7 # /L b %, time.sco.cisco.com T,

B AL = TTIATV ADEFITIG U2 E AL S — Rl 4, A >
T Ao X —BIOa T T ANDEALNAT LTI FT,
TTIAT o ADE) | o UMM A L T LI AR U —0@AICERL £97,

{F€— I~ (Appliance
Mode of Operation)

e VIR WebtH=alTF o axs X :FE T . CiscoZ 77K Webt
FalT 4 P—ERILNTT 4w 7 EL A7 DL RD —%iH
AL TEENOBIET 272D EHL £9°,

B OEEET—F OFEMIC OV T EBEE— R Ok (2-2 <—)
EEMRL TLEE N,
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N o xFLtEyr7yT 94H—F

2YFT—D/RY D)= aAVTXRFb

~

) Bloryaxy b—R"EET3y b U —27 T Web Security Appliance %z ffi 3 5 5413, 7
HE Y B ROX L ARNY AT, 7 F AT hDTE S < 2 Web Security
Appliance ZFliE T 5 2 & A HELEL £,

wA=VAC g Bl
Fy hU—=2712 (R NU—=ZZUTOXI RBIOTaxnd b0 E 5 b,
1 ZMth > Web 7' 1

) =7 3 \ 3
eomm 4 |2 N7 4y INERT HMNERDH LT B
722 (Is there b. Web Security Appliance @7 v 7 A N U — Al b5 a X%
another web proxy | g o g4 24T F o v 2Ry Z REALICLET, ZAICED
onyour network?) || 57 v F AR Y —A FOXL DT OXY F A —F EIERT X F9,#
T EHIZTyTAMN I —A T aFvEBMNTEET,
Traxy I— (TTITATUATTaxy J—7 OB S5 40,
74, (Proxy group
name)

TRLA Ty T AR =L TaFxFy —R"OKRANLELIZIP TR L X,
(Address)

[ — b (Port)] TP ARN)—A FTuxy b—_"OR—sEZ,

BEEIEE
o Ty ARY —L X (2-18 X—)

Ry LT—=2/U30F AR 2DERE

BRE ELE)

77K WebtFx=l | Z7T7UF Fafxs B—N(CPS)DT KL A KIZHlZRL 7,
T4 Taxy P—N proxyl743.scansafe.net.

(Cloud Web Security
Proxy Servers)

KW DANR Y T mwdmﬁﬁﬁﬁFwwk%JU?47D#V~®%ﬁﬁ%%b
(Failure Handling) To%a . Ay #—3 v MC [E#EHERE (Connect directly) ] 92 7>, [EK
% ]\ 2 v 7 (Drop requests)] L 77,

Cloud Web Security 33E | N 7 %7 2 a v &2FRGFET 5 H:

FER-ACludWeb |, oy px L YT FTT AT ADAMS RTINS TP T R
Security Authorization L=

Scheme) )
o ZMNTUH I Y alIlEENTWARIEF —, Cisco Cloud Web
Security Portal N CRBFEF — & R TE £,
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R2YRT—=DIRY T—5

YATFLtEyrPyToqey—F N

AV 3= T A RAELVER

Web Security Appliance DEHI L O(T 74V FT) 7 mX (T —F) N7 7 4 v 7 HICHH S
NAHZIPTRLVA Ry NT—7 A7 KAN,

TTIAT UV AEHA L H—T 2 f ATERT D EEI(ET ML AT ey F—X I

ShHHERET

FJUY TrFURET) I THELERA NG EHEATEET  LEL. 20D

KA N4 ZMEDO DNS 1288 L T MLENDH Y £9°,

BE B8

A =Ry K EB)T—% b7 7 4 Z7HIEOR—F 2T 25813 [F—F Ml

A—F LB H B9 T Zf A (Use M1 Port For Management Only)] #4212 L £7°,

(Bthernet Port) | npy oy —5 e f AN 57 4 2 B0 & L TRET BHAE, 7 — ¥
NZ2T7 4 7HOPL ALV Z—T 2 A AERETIHLENHY 9, £ B8
o740 0,42 v TF7T7 4 2 HIZR RN —FNEBERTDHLERDLY
FI LB NI T4 0T —H N T T 4y DT E ML A X —
T2 AAREL THETAEATHL PIAV A —T o AEB/ETEET,
VAT A Y NT w7 U 4 — R (System Setup Wizard) TiX Pl AR — F DA
EAR—T VL CHRETCEET PR AVHI—T 2 A A A F—TIVIZT 5
BElx v AT A By N7 v U P — R (System Setup Wizard) Z# T L T
NOHATHIRERH Y F9,

IP 7KL &/ IDOXY NI =7 A B =T 2 A DO Web X2 T4 TTITAT A

Xy h~vR7 | EEBETLBEIHEATLZIPTRLRAERXY N —T v R 7,

(IP Address /

Netmask)

ARARNRK—L |ZORY NT—F A B —T 2 A A FEOWeb X2 UT 4 TFF5A4AT X

ZEHT HEICMHEH T DR A M,

2YRIT—=DILANAST 49D EZRDER

Ja/nT4

aiEA

LAY 47
TA4v T ®T=H
(Layer-4 Traffic
Monitor)

T A H—T 2 Af ARSI N T D ERER DX A7

o FaFLy I ARy L TIR—NMIBEEREOHITONT T 1>
7 EZIELET,

o VTV IARAEBZY L TIR—NMI(ZITAT U N A T —Fy
FA~D)EENT 7 4 v 7 EZEFE L T2A—MNI(AVZ—Fy b D
TITAT U R~D)ERENT 7 4 v 7 B%ELET,

VAITIE RN T A ABLI N EXF 2V T 2SR N TX

HIO ARERIBV Y T Ly 7 ARMHTHZ L2 HERL £,
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N o xFLtEyr7yT 94H—F

EEELUT—E 3749 9DRYFT—9/IL— DERFE
~

GE)

[ — b M1 38 H T2 (Use M1 port for management only) ] & A 32— 7 /WIZ L7256,
oI a iR BRI T 4y 2T =2 FT T 4y JTHOMEMOE T Y a L RFRRS
NET . ZNLUHNDOLEIT 1 DOFEENT-E 7 a v RRRENET,

A =PAG EL

FITFINVE F— BHBILONT X A H—T 2 AEWBBTDHNT 7 4w ZIHEHTHT
FY A (Default |74k =T ADIPT KL A,

Gateway)

ART 4T BHBIOT—X 774 HOE T a v DAZT 4 v 7 b— b K

J—k T—T )
(Static Routes
Table)

DN—F ZBINTEET,

o [l (Name)]: A% 7 1w 7 Jb— b OFBNAE 5 441l

o [N+ k7 —7 (Internal Network) ]: Z D/ — kD F o kU —7 D%
FDIPvE T R LA,

o [N#Z— b U = A (Internal Gateway) ]: Z D/L— kD5 — K 7 = A 1Pv4
TRUVAN—=RN =T = AT TR EESNTWLEH A X —
T2 ARAEFT—HF A X —T 2 ALRUYST Ry b EIIFET
HZMERH Y ET,

Fv b=V [ERRHERDRE

~

GE) T77A4NVPFTIE 770K axrz2i3@Eme—NTRRASh. LAY 42,y F EIZ
WCCP N—V 3 v 2 b—H EHT 20BN H Y £7,

pA VAL P B7L)]

L A% 4 ZA>F |Web Security Appliance 28 Z Y X AL 7> a U HIZL AY 4 2 A » F T8

FETARARR SN TNLZ E FRFERI XAV v ay TAALREEHET . 77

L (Layer-4 Switch | A 7> N BT T T AT ACHRMICEREZEGRET D EEBEL £,

or No Device)

WCCP v2 /L— % | Web Security Appliance 28 WCCP /X —7 3 > 2 Xt /b — X IZHE ST D

(WCCP v2 ZLEBEELET,

Router)

TS FGAT A% WCCP AN— 5 2 2 — XTI 07 L
1 2D WCCP Y —t A ZAERT A LERH Y £3, ZOWE T, F/E v AT
Lty b7 w7 U 4 —N (System Setup Wizard) D& T 1210 FEHES —E 2 %
AFR—TWVITE BEOX AT Iy I P—EREERTHZ L TEET,
RS — R E A X =T NI TBHEN—F EX2 T A F—TMIZ
LT NARATVL—XEANTHZ L CEET I CHEHSND N AT

L =X RV —E R T NV—=TRNOTRTOT 74T AL WCCP
N—FTHERT A LERD Y $7,

RS —e 2 2 47 (B4 TWeb ¥ v v = | —E X)IZIX EE IDIME
o) EEYZ AL 7 s FRsadeR— kB, EEss e — bk 180) 23E Y 4
THONET,

HAFIv I J—ERAEZALAT T IAZLID A= FES. BLOYF A
LI N FFoarba—R RS0 F P a v EERETEXET,
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2y D= /EBDETE

YATFLtEyrPyToqey—F N

JanTF«

g&

B

BHENRAT L —
A (Administrator

BEHLOD 723 |2 Web Security Appliance (27 7 v A4 5 L TSNS
INAT L —R

Passphrase)

VATFATT—b | TTITAT VAN AT AT F— N2 hETH5EDEFA—L TR
A—ILDEESE LA,

(Email System

Alerts To)

SMTP U L — 7R A |AsyncOS NV AT A THEMRINTE T A—/L Ay =V DOHEEFITMHEH
FEHTESFA— | TEDHSMITP YL —HKAIDT KL AER—h,

JV % %{E (Send
Email via SMTP

Relay Host) ({1 &)

SMTP U L — R A R MNEFER SN TR WS AsyncOS X MX L 22— R
WUV ARSNTND A=V F—"EHEHAL T,

d— A
(AutoSupport)

TIIAT VANV AT AT IT—h E@BEOAT—Z A LR—FEY
A JALZ<— BR—NMNIEETINEIDEFEEL £7,

SensorBase % h
T — 72BN
(SensorBase
Network

Participation)

Cisco SensorBase * > b T —Z & MTHME I NEREL I, 2MN7
D5 HIRM XM EZIEEGERR)BZMEXECEET . T 7 4L
MIERETT,

SensorBase * > b U —Z X MRFDME T DR A A &BHL, A
A=y N NTT7 407D a—rVRER Y 2 S 2R RT 5GBS
T —H NX— AT, SensorBase X N =T BME A F—TNWIZT D L,
Web Security Appliance (% SensorBase & b U — 7 7 — & OAiff % & &

57O HTTP ZRIZBAT 2 EA OFGHEHRZ > A2 TEFEL £,

tXa)F4/EX2)TAHRE

AF ay

EiEA

Za— LRy
V—=DFT T F Ik
7 73 = v (Global
Policy Default
Action)

VAT Ay NT v U 4P —F (System Setup Wizard) D5E T 4.7 7 +
WET TRTOWeb NTF 7 4w 0 %7 ay 7350 F=FTH0%iE
MLEFT . 7=V T7EXA RV —DFrbarba—F -
VEOREERWMET A ETC KR TCIOEEEEETCEET , T 74D
DREF ST T 4 7 DE=HTT,

L4 877427
£ = # (L4 Traffic
Monitor)

VAT Ay NT v U W — R (System Setup Wizard) D5E T 2.7 7 +
WET VAY4 T T 47 E=FTE=HTLOLNEOLWWYALY =
ThETuy 7T 50 RIRL T, ZOREFRTELECEET. T 7+

WEDREIX N T T 4y 7 DE=HTT,

ERFFAI = b
7 — /L (Acceptable
Use Controls)

[ FH#F Al = > b 17—/ L (Acceptable Use Controls) ] & A F—7 /LIZT 5
EIYMEREL £7,
AF—=TNMNZTDHE T2 b — XY URL 7 4 v 2 Y
WCESWTHRY V—52FECEXET  E. 77— a v on[ L
HEZIMAZ C =7 =T O EOEL T g V2 FHTE S
2RV EFT, T 7 AN NDOEREIFZAR—TNTT,
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N 7y7zxry—LFOxy

v BTLL

M7 oz | Ta—sNL R — =KL T Web LE 2T —3 3y 7 4K
7" (Reputation Vo T AR—=TNICTHNEIMEREL £7

Filtering) Web FEAli 7 ¢ /L 4 1%, Web F—/ SO @1 % 5347 L | #ifi % = 7 % URL I

WY T URLRN—ADVNLY =7 2G50 EELHET 28X 2V 7 o
BERE T 7 7 4V F O EILA F—T7 L TT,
</ =7 & AN |Webroot,McAfee, ¥ 7213 Sophos IZL D~V T = TRANAT =7 DA
AVE2TDAX Yy |y A RX—TNVICTENEIDERELET. T 74V EOFET
> (Malware and X3 20047 a BN T _RTEMIRY 7,

Spyware Scanning) | 4 —r. VEAF—TNVILEGAIT R EN VY 2T B 2T
HMT 0y 7T HMBBRRLEST, T 74V FOREZ. vV T =T OE
=4T7,

VAT Ay NT v 7 4 ¥ —F (System Setup Wizard) & 52 Ttk ~ /L
VT AXXUEBIRETHIEL TS ET,

Cisco 7—# & CiscoT—H X2V T4 TANEEALX—TNIZTIENE S DELRTE
X254 740 |[LET,

gai)agefugg;sco AFX=TNMITH L CiscoT —F X2V T T4VIERY T —7
Filtering) MBFEEINLDT =2 aiiL . 2—FILBEFXATDT v 7 —
1ltering 5]?7&7“11»/&?5\‘/7\:?—51 ‘E?VJU?%ﬂfUV*%{’EE‘Z“G%iﬁ‘O
F7 4 b OBREFAF—T LT,

&
FYTAMNY =L TAXY
Web 72X 3 Web N T 7 (v 7 555 Web b — N ICEBIZETHZ L L—TFT 47 K
V3 —%FHALTHET v T AN —A 7RI X AL 7 TAZ L TXFES,
e Ty AN —AL TR DH AT OWE(2-18 X—)
o Tyl ANY—ATax T axy VA —TDOERK02-19 2—)

TYTRAN)—L7AXFLDERIDEBE

ARy Ee g

1. CiscoWeb ¥x 2T 4 T ITAT L ADT T A | TTTA47T 2 ADHE(2-7 <—3)
KU —AICHET v X T D,

2 Ty7ANY—ATuxvoruaXxy SA—T% [Ty T AN —ATaxroraxy FL—T0OFER
ER L TRRET 2, (2-19 ~—¥)

3. Iaxy IN—TFON—T 47 R —EER A F =2y NEREZGIET LR Y —D/ERk
L7y TARN)—L Faxi|i—F 4715
N7 4y I EERT D,
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FoFzRrYy—L70%> N

FYvITAM)—=LT7TOoxonTaxd FJIL—TDER

AFwF1 [y bTU—7 (Network)]>[7 v 7 A F U — A7 8% (Upstream Proxies)] Zi#INL F7°,
AFvF2 [ NA—TDiEM(AGroup) ] Z 27 U v 7 L ET,
RTFYFT3 Taxy SN —TOREETETEEET,

wA=VAC g ERBA

[4 #ii (Name) ] N—=T 47 RV =TT T IAT VA LOTaxy J—7
DBNEH SN D 4FT72E,

Faxy g—n IN—T DT axy =0T KL A K—F BERERAIT(Trd s

(Proxy Servers) MIBE LR WGE) MEZE L T &7 rX Y b —"OfT& B £

ITHIBRCTE £,

GE) RU7uexy b—z@iEENL . 7oy I —707
0 X ISR AW E DB TE £,

g—R RS2 0F BEOTvTARNI—A Taxvlon—K NS RATEROEDIC

Web 7 a - U 3MER T2 ik, R HRIRL £97,

e [72L (7 =—4—,3—) (None (failover)) ], Web 7’ 2 & 2%, 7
N—THND 1 ODNETaF s T rarz2k5L %
T, —EEREINTWBIEF T ax o~ RLET . H D
TRFVICHEETERWVWEH Web 72X T A MDD
0 NI A A E T,

o [/ V#55E (Fewest connections) |, Web 7’ 2 % 7/ L —7 NOX £
SERTUXUICBITDT VT 4 T RBROE A B | E DAL
THEEENEL DWW TR T o7 a v EEEL ET,

e [/Nw ¥ = — X (Hash based) |, [ b £ W EM#FE LTV 720 (Least
recently used) ], TXTOT X NT 77 47 Th H¥H . Web 7
BX VI RLEVHIN T /v a v EZEL RN R
VIR T I a v ERELET. ZOREIFXT VR rE
BRIV ET, B D05 Web Va3 B bFuxy 7
N—TDANR—=THHT X RNZEFE LTIy ard
BETDHEVWIZETT , DEN . HEZT e PNEHEOT X
TN—TDYAMIEENTHWDLHATH. kb EWVHEDRT
U720 (least recently used) | A7 3 Ik > TED T B X U AH
BRICR D Z LIXFEAE DY £HA,

e [7 7 FnuE . (Roundrobin)],Web 7’ ¥ 0%, U A b IZit# X
NTWBIEFT 7NV —TNOTXTOTaxFvich 7%
varEBHEIZED Y TET,

GE) BEOTuX T ZERTLHET.[m—RFNTF 7 (Load
Balancing)] A7 a VXV L —FRRINET,

KON RV T ([ ZOTN—TDOFTRXRTOTaXx v BNRRLIZGAEDOT 74V T

(Failure Handling) alrEEELET RN BIERL 77,

o [[EHEKE (Connect directly) |, #8560 — NICEHE BERAXE L £7,

o [ZR%A R 1 7 (Drop requests) |, ZRZHRE L 72T FEHEL £,

AFvF a4 ERZXREL MRFLET,
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M rxyro—5A428—T14R

ROEZE
o RNU T —DER(10-7 _—)

2IYET—DA2F3—T /(4R
e IPT7TRLADNAR—T 32 (220 2—)
o XYy NI —V AU B =T 2 A ADA X =T ML ETZITEL (221 X—)

IP7RELADIN—D 3y

FEYEE— R CTlX.CiscoWeb X 2 VT 4 77T A7 2 AEKE D DHEIZIPv4 & IPv6 7 R L
AV R—FL ET,

~
GE) 799K axZ% F—RTlE.CiscoWebtxa2UT 4 TFFA47 2 AL 1IPvd OB R — |k
L/\ij—()
DNS H— N{Z IPv4 & IPV6 Dl HF DT KL A LR 2T Z LN TE £9,DNS O TH
HIZIZ[IP 7 K L A 3— g 3R 7E (IP Address Version Preference) ] 35 L CWA D T LLFD
BAITEIT D AsyncOS OEMEA R TETX £7,
AVR3—=D A RY—E R IPv4 IPv6 ;¥50 (Notes)
Ml A BZ—T AR WZE F g IPv6 7 R LV A& T A1, 7 7 4V

rDIPV6 7 —F U = A ZEFHT D IPV6
N—F 4T TF—TINRUETT, Ry
fO—ZickoTig =TT T—
TITIPV6 AXT 4 v 7 L— K bIEE
TAHNERH D 7,

Pl A HZ—T AR FFa FFa v Pl A X2 —7 xARIZIPv6 7 KL AN
RESNTEBY . T I7A4T v ANNE
N—T 4 7 (EOEFEFL—F LT —
HZ—RM)EEHAL TWDEE . PL AV
H—T o A ATEENL— P BEICERES
N7=1Pv6 7 —h 7 = A ZfEHTX £
ROV T—HF N—T 4T T—
TNVIZIPV6 " — U = A ZEEL £7,

PRPAVE—T A FF g FFa _
T8 FoER PE—P G | FHE—bxR | —
S SOV ELY — % FHE— PG | P E— R HY (A A=V (Tr R 2l — O

AH K a T E) I IPvd BLETT,

AnyConnect X =27 EE U 7 41 PR — xR TR —F —
(MUS)

BE:EEE
o X hNIT—U A H =T 2 AADAF—T MEEFITET(2-21 X—)
e DNS OF%E (2-37 =—)
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rxyb7—H4v8—z42 N

RYRT—=D A B—T A ADA3—TIIVLFEITER

o fUHA—T A AIPTRLADBMELIZIETE
e LANYANT T4y I T=HDRBEATDEE
o BHBIVOTF—Z NI 7 4w IONEN—TFT 4T DA F—T L

ATvF1
ATFvF2
ATFvS3

ATv7 4

[X% v b U —72 (Network)] > [f > % — 7 = A A (Interfaces) ] Z1#IR L F9°,
(%7 D #SE (Edit Settings) ] 27 U v 7 L £,
AV E—T 2 A ADF T arERELET,

A7 ay

aiEA

A HE—=T A A

M1, Pl E72EP2 A F—T = A ZADHF LW IPv4 F721X IPv6 7 K L A

Xy b A7 RA NG OFEMEZ BT 20 B FEOFMEZTL £3,

e MI1:AsyncOS [ZIZ M1 (BH) RN — K D IPv4 7 R L AN BT IPv4
TRV AIZMZTIPV6 TR L ALIEETEET, T 7 40k T &R
AV B—T 2 ARTIT TIAT UV ABLNWeb 712X (F—%)D
T X VT EERT IO SNE T, 2 L VBB RERH
DMl R—hERETEXET,

e PILBLUP2:T—H R—FrDIPvd T RL A IPv6 7T KL A F721%
WMGEERALEST . T—F% A F—T A AT Web 72 L5b
T XV T EVAYANT T 4y B2 XL DT R (1
B)CHAINET ., 2NODOA 2 X —T = 4 A& EL T.DNS,
TN 2T TSI —RK NTP.B L traceroute & —# ~ F
T A IIREDREY—EAEZVR—FTBH5Z L TEET,

GE) BHBIOTFT—F AL ¥ —T A A2 TRTHRETAEE.FN

TR T2y P EOIP TR L ZAZED Y THELEND D
F7,

EEY— 2H O
BN —T 4T
(Separate Routing
for Management

Services)

Ml Z&BN T 7 4 JERICHIBL CT.7—% 77 4 v 7 HIZBIO

R— R AT 2LERDHHEIX (ML R— &7 7747 v A EHR
H—E 2D HIZ[RET S (Restrict M1 port to appliance management services

only)] 41z L £7°,

GE) MIZEFNT 7 4o 7EHRAICTAERIT MOV 7 %y bicF m
X NT T4 I DT —F A Z—T 2 A R EDRLEH 1D
BRELFETEEHN T V4w I ET—HX NI 7 0y JRICERD
N—hEEHREL TLEE,

TTIAT A

UTFoOoRy b= Fabaloflifiz A x—7NVERITT =71

Y — 2 LT FDOTF 74NV NOR— N ESEHEL £,
(Appliance o« FIP: 57 4L FCTF 4 Bt—F N0 4,
Management
Services) * SSH
e HTTP
e HTTPS
£/~ HTTP 57 4 v 7D HITTPS ~D VX AL I g A 3x—T )L
FIT Ao E—TNICTEET,
EHREEZXEL RELET,
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B N\ FPRASEUTFAEERTREHDT z—LA—N— T L—TOREE

ROEE
e IPV6 7 KL ZA&Z BT ABEIXIPV6 LV —T 47 T—T7/V&BIL £,

BEER

o TTIAT v ADHER(2-7 —)

e IPT7TRL ADNR— 32 (2-20 2—)

e TCP/IP T 7 4 v 7 Jb—h DOFE (2-25 2—)

\\ — - —
NATRLSEYT 4 Z2REHATH5E-HDT7—)ILA—
N » =JL =
IN— T IL—TDETE
W7 RV ATET 2 b2V (CARP) 2325 & WSA Tidxry NU—7 EOBEE DR A b
TIPTRLAZHEECTEDZ LRV ET, 2L IPLEMERERIN. ZENOLDORA B
MHEBEINDZ Y=Y ZADNA TRATE VT 4 ZFEETE £,
Tz VA== TR F Y P ATORBMTE LS T === T =T DHERL
AL Tux T 2= =R = =T 2 A AL R LET, Lo
T 77X BALPOHATE Y THE. 72— —R_—=RBN U T—SNET,
CARP {ZIZ. R A NHD 3 FHEDOAT =X ANH D £7°,
o YAY =BT 2 NA = N= TN =TIAHETE LY AL = KA ML DOHTY,
s Ny IT v
e jnit
CARP 7 = — /v F—NR— L —FNOTAZ— FRA NI a—T)L 2y NI =TT RAAZ A
AAVNEEHHNCEEL T Ay Ty P RAMNCABIRNELEE T THLZ L2 bE
FT(ZDOTRARZA XA FEBRIEZWSA TRETEEN) A I T v 7 RANR BEL-
Iz WD%/@&?/\WAQW@?W/\WA@Z/FU 75 OYIWE BRI T) <
AR =N T RNREZAZRA N EZE Lo BEBIT. 72—V F— "= N U =& W
TNDDONR Y I T v TR~ AL —DE J%%I%#Lé‘ﬁ*’“

Jx— LA —n—FIL—TFDEM

[ZC®HBHIIC

o TDT = NF—NR— I N—TEHEHEHTHIRBIP TNV AEZRELET . 7747
MIZDOIPTRLVAZFEHL CVHRHREXRT By TE— R TT7 =2 —LF—"— J)L—
TITHREL £,

o UFDNRI A=K L T 72— F == TN —TNOTXTDOT T AT A
CEEsEL £,
- 7 xz— /A —s3— 7 )L—7 ID (Failover Group ID)
- BFANFR—
- KM IP 7 K L A (Virtual IP Address)

o WBT T IAT LV AZZDOMREEHRTETIHEX KT T IAT LV AEFTORBAAL v TF L

BRBA =T = A ANEERT—F ZEHTLEIICHRESNTWD Z L2l L £,
FHHIZONW T FADRENA NN AP DO~V =2 T VEZRL TIESW,
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ATvFT1
ARTvFT2
&
ATv7 4
ATvT5
ATv7T6

ATFvF1

GE)

P &

ATvF9

~

G

AFvF 10

& ||

N FRASEYT4E2ERBT OO Tz—LA—n—TL—Toxe N

[*> b U —2 (Network) ] > [/~ 7XA Z £ U 7 ¢ (High Availability) ] 23R L £7°,
[V = — A== )L—F DB (Add Failover Group) ] 2 7 U v 7 L £,

[7 = — /A —/3—27 )L —7 ID (Failover Group ID)] {2 1 ~ 255 DfE%E A I L 7,
(L&) [#8 (Description) ] (IZFiIZ AT L £,

[45 A ;4 (Hostname) ] IZAR A 44 & A1 L 7 (www.example.com 72 £)

A IP 7 KL A & %y h~ A7 (Virtual IP Address and Netmask) ] {ZfEZ AL F£ 3, il
10.0.0.3/24 (IPv4) F 7213 2001:420:80:1::5/32 (IPv6) ,

[A > % —7 A A(Interface) ] A=a—NnbA T a BB RLET (A X —T A ADHH)
&4 (Select Interface Automatically) ] 47> 3 V Z@IRTH L FHEELZIP T R L AZESNTA
VH—=T 2 A APBRIRSNET,

(A2 X —T = A ADHBEIN (Select Interface Automatically) ] A7 > a > &8N L WA IE,
WRELIAEIP TRV ALRIUY T 2y FNOA L H—T =2 A AZBRINTDMENDH Y £9°,

BESENERT 2 IR L £ [ A ¥ — (Master) ] & 7 U v 7 L MEIEIAN & 255 (3% E L £3, £7203,
[N 277 v 7 (Backup) | Z i8R L | [ SCNANL (Priority) ] 7 4 — /L R T 1 (B FAL) ~ 254 OHEENIA
PEANLET,

ERE) P —ERH L TEXF 2V T 4 2 A 3 —T NMIZT DI [P —ERADEX 2V T 4 BX)
{t (Enable Security Service) | F= v 7R v 7 A%AF L HHE—27 L v &L THERAT 5307
5% [3F T — 2 L > b (Shared Secret)] & [FEH T —27 L v » ®F AT (Retype Shared Secret) |
74—V RICAHL ET,

EHE—I 1y b B IP, 7 =2 — VA== T —T ID L, 7 = — VA —— T L—TND
FTXCDODT I T AT ATR—-TRIFUERY A,

[7 RN Z A4 X X ORI (Advertisement Interval) ] 7 4 —/V I T _XATE VT 42T KA
ARG DR AN ROFEIEZFHALL (1 ~ 255) TAH L £,

KRz EE L REFLET,

BE:EE
o T x— LA — =BT HREA-6 X—)

SR AMYS O—/NILEEDHRE

ATvF1
ATFvF2

[ > b U —2 (Network)] > [/~ 7XA 7 £ U 7 ¢ (High Availability) ] Z3R L F7°,

[ A P2 1 — L% iE (High Availability Global Settings) | fEI C . [#% &€ % ff (Edit Settings) | &
70y 7 LET,
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

AFwFT3 [V z— A —/N—4LH (Failover Handling) ] A == —MNMOHA 7 2 a U &2FINL 7,
o [PV T T 47 (Preemptive) | H A REZ2 5 & A SCNANL 23 B & iV 78 A b A3HIlAE 2 2
7,
o [PV 2T T 47 T/ (Non-preemptive) |: & O ESENAN m A A N BMEHFIREIC /e - 72
BETH BHAEREEZH > TWAB R A N2l EsITL £,

2Fv7 4 [EESubmit)] 27V v 7 L ET.EIE[Fv A (Cancel) ] 227 VU v 7 LU CEEZARIEL
S I

TJx— LA —NN—FIL—TDRTF—ERADERT

[~ b U —7 (Network) | > [/~ 7XA T & U 7 ¢ (High Availability) ] Z =N L 3, [7 =—/V
Z—/X—7" )L —7 (Failover Groups) | fEIIZEIAED 7 = — N F —N"— TNV —T BRKRINET,
[A T — % ZADOHH (Refresh Status) | 7 U v 75 L FradBHFTEET, o[y hT—
7 (Network) ] > [f v # —7 = A A (Interfaces)] £721F [L A — b (Report) ] > [V AT A AT —H
A (System Status) ] ZIRINT 25 & 7 = — /N A —_—DFEME TR TE ET,

Web 70X 7—RIZTHP2T—R2 A3 —TJ x4
ADER

T 7 FIVETIEE A R—T NIRRTV DEHEATH Web 72X 3 P2 TERAZY v AL F
A 727 L Web 7y 5—4% U v A THLIICP2ERETEET,

~

GE) advancedproxyconfig > miscellaneous CLI 2~ R&2fEHL CT. 7947 FEERZ Y v AT
DIDILP2EAR—TNITIHERIENT 7 4 v ZIZPL ZEHT 500 P2 21T 20 % %
RCEFEFT REFNIFI T4y 7ICPLEHENT DI T—F T T4 7 DT 74V V—F &
EHELTPLALE =T =2 AAPEHRSNLTNDUTOIP 7 R AZEEL £7°,

(ZC &SI

e P2AEAX—TNIZLETPIBALX—T N> TWRWEARIZPL L A X—T LI 50
ENHOEP) (XY NI =07 A =T 2 A ADA X —T ML ETITEE (2-21 =) %
Z),

AFyF1 CLIIZTZ7E®ALET,
AFvT2 [ advancedproxyconfig ->miscellaneous 2~V R ZHEHL T HBELRY TIZT 78 AL E7,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters
- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters
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Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

XFv7 3 []>miscellaneous
AFvFT 4 TROEMMPEREND £ T Enter X —ZH L THFEME AL 7,
Do you want proxy to listen on P2?
DOERNIZKL Tly) 2 AJL £77,
AFw75 Enter ¥—%#L T KV OEMAE AL 7,
AFyT 6  EEERFLET,

BE:EE H

o TTITAT U ADHER:(2-7 X—),

e TCP/IP h 57 4 v 7 L— |k DX E(2-25 =2—)
e BWMUX AL I g DOFREQR27 <X—)

TCPAP F 5T 4w IL— b DEFE

N—HMI Ry NV =2 8T T7 4y 7 OEREREOV—T 4 7R ERET DI SN E

9, Web Security Appliance [ LA FTOFEDONT 7 4 v V2 NV—T 4 T L ET,

o F—H RNTT 49T WebZZBHRL TWBHBT UK 2—FNnED Web 7 1 52 BLFLT 2
T4,

o BENTI T AV I Web AL H—T 2 ARENLTT T ITATVAEERTHZ LI2L-T
B END N T 7 4 7 BILOT T I AT ANREIRY—E X (AsyncOS DT v 7 7L —
F.arv®R—xbbDO7 v 77—k DNS AR E) HIHEKRT DT 7 1 v 7,

TI7HNVETIERELLDRN T 7 4 7H TRTOREFH LAY NT—7 A0 X —T x4 ZH
WWEZRINNV— b E2MEALET, ZEL BN T 7 0y IRNEHL—T 07 T—T V%A
AL T =% T 7 4w IRT—Z N—T 4T T—TNEHATIE I N—T 4T %
SETHZLEBINTEET, Z2NODN T 7 4 v ZIZFNFNUTO LI IIHEIENE T,

EEFNST1v9Y T—R 37499
e WebUI e HTTP
e SSH e HTTPS
e SNMP e FTP
e NTLMFEFE(R A A a2 br—F(2X%) | ¢« WCCP R vT—3 3
o 4MEB DLP 9 — N2k B ICAP Zsk e DNSGREAHE
e Syslogs o Ty T—NT T L —R/iRE¥—
« FIP 72 (R E P RE)
o DNS (B E A HE)
o Ty T—NIT w7 T L —RIREX—
(BX & "I 6E)
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

[% > k7 —2Z (Network) ] > [/L— | (Routes) | X— D& 7 a » O¥IX HEIN—TFT ¢ 7N
AX—=TNAMNE IS TRED £,

s BELNI7 74927 —% 774y 7AOERONL— RERI v a v (HEIL—T 1
YT IIAX—TNVDGEE)EHRA L F =T 2 A AEEHN T T 4y VHEAENT 525G
(Ml R—=bET T T7AT v AEHY—E 2D RIZIRET 5 (Restrict M1 port to appliance
management services only) ] 23 X2 —7 LV DLHE) T OX—=TIZZ NV— b EANTDH2O0D
rvar (RN T4 I MET = NI T4y I BRERIRSNET,

e TRTDINIFI T4y 7KL TIODA— REE IV a vy (HEINL—T 4 7 BT 4 E—
TNDGR)ERN T T4y 0T =2 NI 7 4y VOMGITERA L 2 —7 = Z%Aff
MT 256 (MILAR— a7 7T 47 ZAEHY—E 2D ZITRET 5 (Restrict M1 port to
appliance management services only) ] 237 « B—7 /L DOEA) . T D~X— 1%, Web Security
Appliance P HERFEINDI TR TCON T 74w V(EBRN T T 4w 0T =2 N T T 4w 7
DEHF)DNL—FZAFTH 1 OO a3 RNERINET,

GE) NLW—bF =Pz AF. ZTNRBRCEENTWEEHA L X —T 2 A AFEET—H A X —
T2 AALRIUY T Xy b LICHFETILERS D T HEOR— DA F—T (> T
WHEAE Web 70X I . T—% 77 4 v JHICRESINTWDLT 74V == A
CRILRY NT—2 FDF—F A X —T 2 A ATKT Lo a2 ELET,

EIER

o BHNT T 4w LT —2 NI T 4 IDOHEIN—T 4T A RX—TNITT BT,
Y "N T = A B =T 2 A ADA F—T AL ETZITEE (2-21 X—) 2L TL
él/\o

FIAILE IL—FDEE

Z2FwF 1 [FRv hTU—2 (Network)] > [/ — k (Routes)] Z3&IN L 7,

AFwF 2  MEZSC T [EE (Management) | 7— 7V E700E [T —% (Data) | T —T VD [T 7 F /L K b—
I (Default Route) 1 2 27 U v 7 L £F (5E L —F 4 7B A F—T Tl > TORWE AT
& &N [E#/7 — ¥ (Management/Data) | 7—7 /L),

AFwF3 [F—FU=A(Gateway) ] 17 LT HRETDEIRY NPT —F A ¥ —T = A RZEHIN TN D
PRI =V DRI AN Ry T EOa L Ea—F S ZAFADIPTRLAZ AL 9,

RFyT 4 EFEEEXEL MATFLEI,

JL—kDiBm

ZXTFvF1 [Xv hU—27 (Network)] > [/ — bk (Routes)] Z IR L £,

AFvFT2 NV—bEERTEA L H—T = A RAZHIET D b— b ZiBI(AddRoute) | R¥ %7 Vv 7 L
jz—;«o

AFyFT 3 ARy V=7 BEXOS— b= A2 ANL ET,
AFyFT 4 EHEEZFEEL MRFL T
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Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

W—TF42T T—TILORESLUVO—F

ATvF1

G

JL— b DOHIB&

ATy 1
ATFvFT2
ATvT3
ATvT 4

[ k7 —7% (Network) ] > [/ — |k (Routes)] #34R L 7,

Jo— bk T—=T N ERET DI v— b T—7 L& {577 (Save Route Table) | 2 7 U v 7 L. 7 7
ANDRAFGFTEREL £,

REINTVAEIL—F T7—TNLEue—RT512F. . V— bk 7—7 /% e —F (Load Route
Table) ] 227 Vw7 L. 7 7 ANVERL CHE EFE2EEL THEEL £7,

ST RUABYHELRY NI — 7 A Z—T 2 AZD 1 DLRIUY Ty b BiTh H5EA.
AsyncOS (Z[FIUY 7 2y hNDO Ry U —2 A 2 —T 2 A ABHAL CTF—Z &% EL %
T N—F 4T T NIIBRENEE A

[~ k7 —72 (Network)] > [/ — b (Routes) ] Z iR L £7°,

AT 50— b O (BB (Delete) | SIDF = VR v 7 AA L £,
[HIR (Delete)] 27 U w7 L CHERR L £7

EEEZFEL MRFL ET

BEEIEH
o Ry NT—T AU H =T 2 AADA F—TNMALFETITET (2-21 X—),

ER)F ALY aVDERTE

o BZBMVKX AL IV gy TNAADIRE(2-27 X—)
o L4 AA v TFDEH(2-28 X—7)
e WCCP ¥ —t ZDHETE (2-29 _—)

EBIVFALIOaY TINAADIERE

ATvF1

& ]
ATvF3

(ZC &SI
o L AVYARAALYTFEITWCCPV2IV—HIZT FIAT o AL £,

[*> b U —27 (Network) | > [ 7> AT L > b UX AL 7 = (Transparent Redirection) ] %
BIRL £,

[7 34 A DR (Bdit Device) ] #27 U v 7 L £7°,

(A7 (Type)] Ky T X T VANCT NI T 4w P &TTI7A4T 2 AHBRICI X AL T
FTDTRAZADEZATLELT[LAY4RAALyTH L <IET /31 A7 L (Layer 4 Switch or No
Device)] F 7213 [WCCP v2 /L— % (WCCP v2 Router) ] Z IR L £,
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

RFyT 4 EFEEXEL MATFLET,
AFYF5  WCCPV2 7T /3NA ADOLGAIL LA FOBIMFIAZ FEITL £,
aa TAAAD~=2T VEEML T WCCPLV—XEZREL £,

b. 777AT7 L AD[NT U AXT Lk UK AL 7 g (Transparent Redirection) | ~~—37
T [V—t 2DiEN(Add Service) 1 & 7 U v 7 L WCCP ¥—E 20BN & e (2-29 =—)
DOFBIZHE> T WCCP —t 2 &BIL £1°,

c. 77 I9ATVATIPAS =T 4T INAFX—T NN TWEEAIX. EH 2 F WCCP
PF—e ZAEEMRL £7,

BE:EEE
o T ITAT L ADEE(2-7 ~=2—3)
e WCCP ¥ —¥ ZDORIE (2-29 ~—)

L4 XAy FDEA

BRYVEA AL 72 a DDV AY 4 AL TFEHAL TCODHEA AL TFO
TIZWSA TWL O OBINA 7Y a v 2R ETHLERD Y 7,

o BHWIXIP AT =T 4 T HANIL72NTLKEIWN, Ty T AR —=AIP T RLADA
T =T 4T EATO G EIT RN —T 0 T =T R L £,

o [Web 7' 1 % V& E OfmtE (Edit Web Proxy Settings)] X— ([E¥ =2 V7T 4 H—E X
(Security Services) ] > [Web 7" & % 3 (Web Proxy) 1) D[ f5~ v % — % {# 3 5 (Use Received
Headers)] &7 v 3 v GEMIERE) IZH 5 [X-Forwarded-For #fH L7227 47 M IP T K
L A Dkl % A %9123 % (Enable Identification of Client IP Addresses using X-Forwarded-For) ]
EAICLET RSO DU EOHIP TRV A% [FEHTEAX VAN —A T ¥
v E72E v — K XF ¥ (Trusted Downstream Proxy or Load Balancer)] U A MZ:BIL 77,

o WITRT T rFIEHENT A—F 2 MBS L TRET DX CLL 2 v’
advancedproxyconfig > miscellaneous %{fﬁﬁ < %‘ i‘é—o

TIZL»

e

= Would you like proxy to respond to health checks from L4 switches (always enabled
if WSA is in L4 transparent mode)? :WSA 23~ A ‘7‘1 b4 7 &CFG%“C% H X 5 @:—?ré
WZIZY EAIL £,

= Would you like proxy to perform dynamic adjustment of TCP receive window size? :
FEAVEDOHARIIT 7 AN DY AL ET WSADRIOT rnXy TARAL R T v
ANV —=ABHLHEEIEIN EATLET,

— Do you want to pass HTTP X-Forwarded-For headers? ZX-FOI’W&I‘ded-FOI’(XFF)“\“/&\“—
DEMT » T ARV — AR WG EIEARETT,

= Would you like proxy to log values from X-Forwarded-For headers in place of
incoming connection IP addresses? : k 37“/[/‘\/1‘—5:/( Vy%ifﬁéj‘é 1213y k]\j]
TEFT, IVIAT L MIPTRUVANRT 7R 0 IR RENET,

— Would you like the proxy to use client IP addresses from X-Forwarded-For headers?

NV —REELVR—PZZIETDHITETY EANTEET,
e X-Forwarded-For (XFF) ~ % —Z T 5 551L . XFF ~v X — %2 0 J |58k T 5720, 7 7
A0 TR Y S v a il e ZEIML E£9,W3C 2 RO AT
cs (X-Forwarded-For) %JEJJH L i‘%
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| 28 EBHE.IVXF

—IL. T

Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

WCCP H—E X DERE

GE)

WCCP B—F /A5 Y

GE)

WCCP #—E Z X WCCP V2 L —Z Y —E X T N—T 2 EHXT LT I ITAT v ADRET
T MHHATHI—E R ID R =R EDIFERVEGEENET V- R T NV—T2FHTHZ &
IZE D Web 7B X X WCCP V—& L O AL TL—F b UX AL 7 NSl kT
T4y TN TCEET,

WCCP 7 B XL D~NVAF =y ZJINA FT—T NVNDEE T 7 74T 2 ADWCCP T —E % Web
TaXy P —_RTIETINTND xmlrpe P— N2 10 BBEIIANA Foy 7 Ayk—
(xmltpc 7 7 A7 > FER)ZEEFELET,. 7o BBEHL TV 555 WCCP —E 2 I 7 ax
VNG IGEEZE L WSA I8 E & 72 WCCP xf)in/b— & 12 WCCPlhere I am ] (HIA) A » &—Y
Z1I0BBEICEEL T .,WCCP ' —E AN o XM OIREEZE LR WS HIA Ay E—
I WCCP V— X IZEEESNEHE A,

WCCP L —% N HIA A > EB—U% 3[EEG L TRELR»ST2HEE N —F T —E R 7 —
T WSA ZHIFRL WSA IZh 77 4 v 7 BRE SN L 912720 £97,

CLI =z~ }\ advancedproxyconfig >miscellaneous > Do you want to enable WCCP proxy health
check? ZHHATH L 7O F T DANAF vl Avb—VhAX—TNERIETT 4 B—T L
WCCEET, T 74/ F Tl A~VA F =y 73BN > T ET,

1 BOTT5AT v ACERISEOY—E R S )L—T5H/ETXET,

e WCCP 2Z—FR NI 7o T(2-29 R—)
e WCCP H—t ZDiBI & Mtk (2-29 =*—)
o IPAS—7 (7 ® WCCP ¥ —t 2D (2-33 =—3)

STz T

WCCP #—E R EHRD [#] 0 Y4 TOEAFFT (Assignment Weight) ] 73T A —Z L, Z D WSA 73
WCCP 7 — /LD A NR—F 13— R 7 —7 L L TEEL TWAHEAIZ . WSA OAR %23
B A7DIEHENET, ZOBELIFIZ AT D722 0O WSA [ZEETE D WCCP @
BN T T 4y ZICRTHREEL 9,

BV Y CORLTITERHETILERNDLL2D01L,. S FSERAATOF— 0= A TTT7A4T
VAMNFEL WCCP F— LD AL N—|Z s TWT RART I IAT VARV ST AT
T4y I DOBEEESCTVLERD BIGEDOHATT,

WCCP 7=V DAL R— 275> TN T _XTDT S ITAT AT WCCP u—FK R"Jv v v
ZRIHT 221X E0 B TCOERAFITEZV AR —F T 5 AsyncOS DNN—T 3 U NFETINTND
VENRH D T,

[l Y4 CoOEAST (Assignment Weight) ] /3T A —Z OFEIZ DWW TIZ,WCCP H—E X D8
&ML (2-29 X—V) ZZ ML T &,

WCCP H—E X MiEin Lk

[ZC®HBHIIC
o WCCPWV2IL— 4T AHIICT T IAT VAR ELETERIVILA AL IV ay T
NA ZADIE (227 2—) W),
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

AFwF1  [Fv bU—7 (Network)] > [Zid U % A L 7 3 a > (Transparent Redirection) ] Z®#IN L 7,

AFvF2  [V—ERXDIEN(Add Service) 1 &7V v 7 L ET, £72I1L WCCP ¥ —t A& HRET 21T [V—
v 27’1 7 7 A V4 (Service Profile Name) | 5123 5 WCCP —E A4 HiZ 27 Vv 7 L F7,

RFv T3 LUTOFNEIHE > T WCCP DA T a v E#REL £7,

WCCP H—E X £+
ay

EhEA

Y—bv 2 Fary A
VA

WCCP H—t 2D 4 i,

GE) ZOFTarEZEOFEICL T IEES—E X (TL2ER) %
HeRT 5 & [web_cache| &5 RIS HEIIZEHI D Y THIET,

P %

N—BZ DY —E R T )N—TDZ AT K HERL £3,

[FE#E Y — 1 X (Standard service) ], = DY —E A Z A 71214, [EHE ID
Ew [EEY XAV 7 GRG0 — PR EESE AR — N 180 23
B S CoNET 1 OOBEBEY - XOLIERTEET , TTT7A4T
U AEREY —E ANT TIHFIEL TV BHEAE. 204 T v a i3y
L —RRINFET,

[# A F v 7% —t & (Dynamic service) |, = DV —¥E R ¥ A4 7 TlX,
HAZLID A= FEZ BIRVX ALV I N AT varia—R A
TV F Ty arEEFRTEET,WCCP L— & TH—E 2% 1E
MTHEEILI AT IV I P—EATIRTELE AT A—F LA S
FA—=FEANNLET,

T AFIv 7 P—EREERTHLEEX. U TOEREATIL 7,

e [¥—E A ID(Service ID)],[# A F X v 7 —t & ID(Dynamic
Service ID)] 7 4 —/LRIZ 0 ~ 255 DIEEDOHFEZ AT TE 7,
L. ZOT7 T IAT A 5L Loy —v X S r—T%
BRETHZ LI TEEHA,

e [ — b &E (Port number(s)) ], [ — bk &5 (Port Numbers)] 7 4 —
NWRIZVHE AV I T DT T7 4w JICHRRKE ODOR—FNEF%
AL ET,

o [UX AL 7 a3 ®ERE (Redirection basis) [, BB AR — M F721%
SR —MZESWTRN I 74y 72 VXAV 7 T DL D103
RLUET. 774N MFFEhEAR—F TT,

G¥) BRIVAAVL IV arlIPAT—T7 407 AL TxA
T 47 FTP ZRET DT [V —AR—F (J Z—2 R2)|T
HASWTY X AL 2 b (Redirect based on source port (return
path)) ] Z R L 2615 75K — b & 13007 I E L £3,

o [B—FK RZ 7Ok (Load balancing basis)], % b U —7
THEEDO Web ¥X =2 V7 4 TTITAT L AZBHL TWDHHEHE
T 7T A T AMICN Ty N RGBT D FEERITE £9,
Y—NRFEFIFZTZFTATLF TRLRZESHNTAAY Y N HEA T
XFET ITAT N TRVAEBEBRLEGA. 29 AT Mk
DONRTy MIFEICRLT T 74T A ASNET, T 7 4V
MEIY—"T7RL AT,
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Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

WCCP—E X #7
ay

sEA

JL—HIP T RKL A

1 DEIFEED WCCP %t/ —Z D IPvd £7-1XIPv6 7T R L 2% A

HLETENV—FEFOPPEZHEHALET vV TFFrx X TR XA
BANTEFEFRA 1 OO —E 2 Z)L—FHNIZIPv4 & IPv6T KL *

ZRIESEDLZ LITTEEREA,

N—4H X2 T 4

OV —E R T N—FITH L TR T L — X2 ERT LGS T [ —
E2ADEX = V7 1 Hxhk (Enable Security for Service) ] #4212 L £

T AF—TNILESGA T — R T V—T 21T L5777

AT AL WCCPL—ZFZRIUNAT L — X5 EHTH0ERH Y
i‘j‘o

TN AT V=X LN AT L =22 AL ET,
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

WCCP—E X #7
ay

515

(R

[m2— K /NZ 7 5 (Load-Balancing Method) 1, #$? Web
Security Appliance B IZBW TN —F BTy hOu—R XT3
THFETTDHDHEEZREL ET RN HBRL TIEE 0,

o [V AT DI (Allow Mask Only) ], WCCP /L — # [X b—H D
N=RU 2T EFEHL CREEZITVWET . ZOHFRFT Ny =l
REV L —FZDORT p—~ o 2% M EEEFET L. TT
D WCCP NV —F N~ AZEN Y CTEYR—FLTWDIDITTIEH
0 E£H A, (IPv4 D H)

o [Ny aDHFFA (Allow Hash Only) ], & D 5L, v o = B%
WIRTFEL C UV E AL 7y a VICBTAREE FLET, 20K
T~ 27 FRIEEDROTIEIS D FEANN—FRZ DT 3
YLDYAR—=F L TWRWEESLH Y £77, (IPv4 3 L OV IPv6)

o [y ab LLIE~ A7 z7FF A (Allow Hash or Mask) |, AsyncOS
MN—2 i eI 2= TEDLLDITRY EFF —20
YAV AR =ML TODHEE AsyncOS I~ A7 2L £,
PR=FLTORVGRIF Ny v a Bl ShET,

[ AT DA AH <A X (Mask Customization) ], [ ¥ A 7 D ZiF 7 (Allow
Mask Only) ] E7213 [/~ ¥ = O HFF A (Allow Hash Only) | % #I 4 5
BB NATENAZ AR LD By MERELLD TEXET,

o [MAFZALASTAT(RRKO6E Y N, FAZERETCETET HBEL
T~ A7 ICBEHEMITONTHWAE Y PR Web £ Z—T = A A
WCERRINETIPVE L —F OEAITHR RS E > h IPv6 /L —Z D
LAidmkee vy hEMHEHTEET,

o [V AT LR~ A7 (System generated mask) |, ¥ AT AR AT &
AT HEIOICRETCEET AR T VAT ALKV ARSI
TAZICE y M ~ S ERETCEET,

[EADE D 4T (Assignment Weight) ]: Z D WSA & WCCP EAF1F,
AZNILAEIL 0 ~ 255 T, ZOEAFFIZ WCCP ¥ —E X 7 /b —T D
AUN=LLTOZO WSAIZTEFEL TRETE L NT 7 4 v 7 A5
BT DHRERZLET, o OfEIZ. 20 WSA FH—E X 71—
DAUN=ThHosTHL N—FNPLIXA LI NENDNT T 47
EZELRVI L ZFERL T 5FMICONTIZWCCP B —F T
YUUTITONT (229 X—=V)ESML T EE N,

[#i53% 5 2 (Forwarding method) |, 2D HF X TIZ, VX AL 7 F Sizn
o NS L—Z i Web 7 aF UICHRE S LE T,

[V #—> A (Return Method) ], 2D HFATIL, U X AL 7 kI
Ty R Web 7 uFUinb A —FIZEREINET,

R ARB IR F = FRTIE U TFTOWTNND XY v RAMEH S
i‘j‘o

o [L A 2(L2)(Layer2 (L2))]./ 7 > h D% MAC 7 R L X %
A=y N Web 7BRFUDOMACT KL A ICEEHZ DI LT,
VAVY2ONT 74w 2%V AL 7 M LETL2 AV v RIX
N=RU =T LUV TEEL B Rm DT o —~ 2 Ax
LET. 727707 _THD WCCP b—F N L2 §i5ika Y R—KF LT
WHDITFTIEH Y EA, £72 . WCCP L— X 1%, (WELIZ) B HE
Pfot S 4L TV % Web Security Appliance & D L2 x2F v m—v 3 >
DHZFFR L ET,
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Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

WCCP H—E X #+ 7

vay 5 EA

o [¥aWRN—T 1 > J3 7 /A (GRE) (Generic Routing
Encapsulation (GRE))], 2D RJL.GRE ~v X — L U H AL 7 |
Ny B =GP Ry Ve h T ML TH I ET LAY 3T
NI T 4w B IVZX ALV NLET.GREIZY 7 U =7 LUL
THEHIEL N7+ =~ ATEETLAREELRH Y £7,

o [L2 £7-1ZGRE(L20orGRE) |, ZDOA T a v 2 EETHE . T7 T4
T AIN—E R R—F L T FREHHL ET —F T
FAT U ADMENL2 £ GRE =V R— T B255. 77747 A
L2 2L £

W—BEWNEET ST AT AR I N TV WS GRE % 8R7
6%‘gﬁ§§)@i‘j—o

RFyT 4 EFEEEXEL MATFLET,

IPRXT—27 4245 @ WCCPH—E XDERL

AFYT1 Web 7 aF T TIP AT —T 4 T RAX—T N> TWBEEIZ.2 DD WCCP ¥ —E 2%
TERC L £ AZHED WCCP —E R Z/ERT 20 R — MZESW TN T T 4 v 72V HX A
LI NTB58A4F v WCCP H—Y 2 &ER L £,

ATFvFT 2 FBEAR—FIESNWTI T T4 750X AL 7 TDHXAF v WCCP H—E ZA%&/ERL
jz—g«o
AT 97 1 TER LY —EATHHAEINAR— B S IL—FIPTRL A JL—HF X2l
TADORELRUFREEHEAL £7,

~
GE) AT I Z—r NI D (EELR— M-S <)WCCP 3 —E A (2i%
90 ~97 DY —E A D FFEZMMT DI L aHMEL £

EEER

VIAN DERIZEHM 2 3—T A ARADME L

1 DFEZITEEDO VLAN 23R ET AL T HPAENTOWEIYHE A X —T = f A0 & iH
Z TC.CiscoWeb BFX 2T 4 7T I ATV ANERAGER Ry N —7 O A2EINTE 4,

VLAN |Z. [VLANDDDD| & W5 ERD T~ BN WTZBIR R 5 —4% R— K | L L TEREN
%9, [DDDD |1 K 4 #1DEE D ID T3 (7= & 21X, VLAN 2, VLAN 4094 72 &), AsyncOS 1,
K 30 D VLAN %R —hK L E9,
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

PR — M X VLAN ICRETH72DICIP 7T R L A ERETDILEND Y £8 A, VLAN &2 1ERL
L7 — M VLANUANAD N T 7 4 v 7 aZETHIP T RL AERETE 5729, VLAN
DI T7 497 EVLANPUSNAD N T 7 4 v JOEFEERIC A X —7 =4 ATEZIETEET,

VLAN 2 . BB L OPl T—&% R—h TORERTE £7,

VSAN DE&5E & B8

{5 1: %7 L L> VLAN D4ERE

ZOFITIE.PI L A— bk FIZ 250D VLAN(VLAN 31 & VLAN 34) Z{Efk L £,

AFYF1 TILEHREIT2 A2 —7 x4 AT VLAN Z/ERRK L2 W TL 7 EW,CLLIZT 7 AL £77,
ARFwvT2 WROFEEFEITLET,

example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

[1> vlan

VLAN interfaces:
Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):
[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. Pl
3. T1
4. T2
[1]1> 2

VLAN interfaces:
1. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):
[1> 31

Enter the name or number of the ethernet interface you wish bind to:
Management

Pl

T1

2

2

H

1
2
3
4
[

1]

\

VLAN interfaces:
1. VLAN 31 (P1l)
2. VLAN 34 (P1)
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Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

EHERIFLET,

$I2:VLAN EDIP L2 2= = 4 ADER

~

()

ATy F1
& ]

OB TIZE VLAN3G A —Y X h Ao Z—T 2 A RALIZHFLWIP A F—7 = 4 A5EERE L
ij‘o

A E=T 2 A RIERBEZMRADE T T IAT o ALOBERPAL D ZLNnHY £F,

CLIIZT 7t AL %7,
UITFOFNEEFETL 9,

example.com> interfaceconfig

Currently configured interfaces:
1. Management (10.10.1.10/24 on Management: example.com)
2. Pl (10.10.0.10 on Pl: example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

[1> new

IP Address (Ex: 10.10.10.10):
[1> 10.10.31.10

Ethernet interface:
1. Management

2. Pl

3. VLAN 31
4. VLAN 34
[1]> 4

Netmask (Ex: "255.255.255.0" or "Oxffffff00"):
[255.255.255.0]>

Hostname:
[1> v.example.com

Currently configured interfaces:

1. Management (10.10.1.10/24 on Management: example.com)
2. Pl (10.10.0.10 on Pl: example.com)

3. VLAN 34 (10.10.31.10 on VLAN 34: v.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.
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B S AL RRFBEVRTLARRANE

(1>

example.com> commit

AFvF3  EEZRFLET,

BE:EEE
o Ry PMNT—T AU H—T 2 A ADA R =T NMALFETZITET (2-21 _—)

e TCP/IP N5 7 4w 7 b—F DOFEE (225 ~~—)

JEALI M IRRARMREVRTLRRAME

VAT ALY NT T AP R EFATTHE VAT LARANHE VLAV T b RANADE
2720 £9, LA L . sethostname 2~ REZEHL TV AT ADRA N EERELTH . UX AL
JF RANHBELSINERTA,ZDOD BEOBREICELDMHENE END T L1220 5,

AsyncOS (F, =2 F 2 — @ L IGEMHER IV X AL 7 N RA ML ZHEHL £97,
VAT A RANLIX UL FOMEETT 77 47 v ADOBNH & 5 se ek A b4 T,
o AVYRNTIAL A H =T =AA(CLD
o VAT AT T—h
*  Web Security Appliance 7% Active Directory N A A ST 5 & &2, ¥ D NetBIOS 4
2T 256

VATARANLIEIA =T 2 A ADKRA NG EEESICL TBLT . 2747 NB T
FTAT VA T A0S NEY A,

JEALYF RRANBDESR

ATFYFT1 Web—H AL X —T x4 AT [ bVU—72 (Network) ] > [FZ7E (Authentication) ] IZBEN L £,
AFwF2 [ u— 3 VEE % MmsE (Edit Global Settings)] 27 UV v 7 L 7,
XFvyF3 [UHFAL A AM4 (Redirect Hostname) ] IZHT LUVMEZ AL 9,

AT LRANRODER

AFvF1 CLIICT Z7EBAL T,
AFwF 2  Web Security Appliance D4 Rij &% 22 B 5 121X, sethostname 2 <> F ZfFEH L £97,

example.com> sethostname
example.com> hostname.com
example.com> commit

hostname.com>

AFvF3  EEzRFLET,
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pnspze M

SMTP ') L— KRR F DERTE

GE)

AsyncOS (X, %1, 7 7 — bk [ Cisco IronPort 7 A ¥ ~— H R — FNERQRE AT ALY AERK
SNTEEF AN Ay =V E2EHMICEEL ET.7 7 40 b TIHE AsyncOS (XK A A > D
MXLa—RIZUAFENTWAIFEREHHL CTEFA—NE2EELET.ZEL.TFI9A47T
VARMX LIZ—RIZVARINTWDE A= B —RNICEBERETCERWGEE. T 7747
A2 EITH7<EHE 12D SMTP VL — R AR EZHREL £7,

Web Security Appliance (X, MX L' =2 —RI|ZU A F STV D A—/b P — N F TR TR
SMTP UL — R A N LIBECERWVWER EF AN Ay t—YaRETET s 77 AL
WAy =V EEZALET,

1 DELIFEEDO SMTP VL — FAAREZHETEET HEHEDO SMTP UL — KA N ZHEET D
%A . AsyncOS 1%, ff F AT R fix BAL.D SMTP UL — R A R &4 L £9,SMTP U L — /K A bk
MEH T ERWEA AsyncOS [Z.Z DV AR 1 DFD VU L— KA O ZR A £,

SMTP )L — KRR F DERTE

ATy F1
AFvF2
ATvFS3

ATv74
V& ]

[% v b U —7Z (Network) ] > [N SMTP U L — (Internal SMTP Relay)] % i®&R L £,
(3% DR (Edit Settings) ] 227 V v 7 L £,

[N SMTP U L — (Internal SMTP Relay) | D% & & 52k S ¥ £,

w A= VAL P Bl

YL —DOERAMEE [SMTP VL — T AR A ML LT IP TR L A,
7ZIXIP 7RV A

(Relay Hostname or IP
Address)

[R— K (Port) ] SMTP UV L — 28k T A7 DAR—F , 2O 7 a7 ¢ 22 L 7=
WEHETTI5AT L AFAR—F 25 2 FHL 4,

SMTP ~DO#flZfE  |SMTP U L —~OEEGIEHATET 7 IA TV AORYy NI —7 L
Ao —F 400 |[Z—T7x2AREREZIIT—FONFhn) ICEEMTF ST D

7 —7 L (Routing N—=F 4T T—=T N, JL— AT LR XY U —212HDHA
Table to Use for VR —T 2 A ABTEIRL 9,
SMTP)

UEB) T2 EBMAIARowW) 1 227V v Z7 L THD SMTP UL — R A M ZBML £7,
EHEEEL RFELET,

DNS )& 5E

TTIAT AT A Z—%>  Jb— bk DNS — " F7- T —HME D DNS — %1
HATEEF 41—y b b—h $=NZHHATHEAEFFEDOR A A NTHHT 2%
P—NREEETEET AREDNS b —NTH—-DOR AL NCHEHAESND 2D B AL D
FER Y — N (e )72 DNS L =2 — R Z2424k) TH A LB R H D £,
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W onsoEE

e A7 U | DNS(2-38 2—3)
e DNSF ¥ v adZ U7 (2-38 2—)
e DNS #ZHEDMRLE (2-38 <X—)

A7 1) DNS
TTIAT AT HNE T — IR EDR A A HICTEE I N B EZIZ/V— F DNS H— 37

OR AL PTHESHLTWDH AT Y » k DNS 2% R — b L ET, 2—HME ORI —
EHAL TOLHEITBISOR AL BLOBEY 2 DNS y—_"ZfET L &b T ET,

DNS Xy oy )7

(X C & B
e DNSF¥ v v a2 UT+5E Xy vy allEMICHARADLEIC T r—~r ANk
IR T2 2 &0H 0 £,

AFvF1 [y b TU—7 (Network)] > [DNS] Z &R L F9,
AFvF2 [DNSFv v =% (Clear DNS Cache)| &7 U v 7 L £7,

DNS R EDHwmE

AFvF 1 [>T —2 (Network)] > [DNS] Z =R L £,
AFyvF 2  [EOHHE (Edit Settings) ] 27 U v 7 L7,
ATFvF3  MEISL C.DNS RTCHEEZHRTEL £7,

wA=VAL P HL:
DNS #—/3(DNS  [[Z415 @ DNS % — "% H (Use these DNS Servers) |, 77 7 A 7 2 AN
Server(s)) AR AN ORI TE 52— /L DNS H—3,

[A> % —3> h®/L— bk DNS H— 3% ff] (Use the Internet's Root DNS
Servers) |, 7 77 ATV ANLy hU—27 E®ODNS by — 27 7 ®BAT
ERWEBIC R AL VAT —E RNV I T T IA L H—Fy bD
JL—RF DNS H—RZHHTHZ L E2BIRTEET,

GE) A ¥—Fv K /b—hFDNSH— T, B—H/LKANLERL
FHAT I ITAT AT =RV RA NG EIRRT D LEND
5561, e — AV DNS b —_"EHEHL TR T 0, a~v R
FAY A B =T 2 AL —H/)L DNS \ZHEIR AT (>
7 =NV EBNMTO2MLERSD £,

[B %R DNS H— 8 (473 3 ) (Alternate DNS servers Overrides
(Optional)) |, FFE D K A A > FH O#EE DNS H—
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| 2% BEHE.SAORXAL—ILBE

ATv74

9

ES. AR L BEICETEFSTL a—T05 M

JanT«

Bl

DNS N7 7 4> 7
HAr—F1v7
7 —7 /L (Routing
Table for DNS
Traffic)

DNS % —E AN)L—h VT T 4w P aN—T 4 7T HBICRBET S A
VA—T 2 A AEBEEL T,

IP7 L X N—
Y a VERE (IP
Address Version
Preference)

DNS #—/ 373 1Pv4 & IPv6 Df 5 DT K L A Z b4 5854 AsyncOS 1%
COREEMHLTIP T RL ZADNN—Y g 2 RIRL £,

~
¢:3)

AsyncOS [Z. BB FTP R D NR— 9 U EICEWV EH A,

DNS 5| & ¥ A A

7 7 I (Wait Before
Timing out Reverse

DNS Lookups)

HISEWGE DNS vy 77 v TN A LT U b % £ TORBERH (7
L),

RALVIRTY A
I (Domain Search
List)

SR A N (TGN A N4) 58 TR 2 X(EFT BRI &
NZ%DNS KR AAUKBRY AR, KR AL LB EMATZHRA NI KT D
DNS DEET B E I MEFTARDL =D FBEINTZR A AL B AANEIC
MAEINET,

EHzRE L RFLET,

et 2=

e TCP/IP h 57 4 v 7 JL— |k DHE(2-25 =*—)
e IPTRLAMNR— 30 (2-202—2)

REICETAIFS TN a—T4

o T x— A —R—IZHTLMEA-6 X—)

o TYT AN =L T uFURNERILT UV L EZITRO RN (A2 N—)
o UITATUVREBRNT v T ARV —A T aXx v TRIKT S (A27 =)

o KA —F =2 b U (A28 N—)
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CHAPTER 3

Cisco Cloud Web Security 7 AFX S ADT7F
S5 AT 2 ADIES

e JIUR axysZ E— R COMBORER LOMMFIEQB-1 *—)

e VIUR axs X E—R TORERNB2~—)

o VT UK axyHOEE(B-2 =)

e JVIURDT 4LV I NY ZA—TDMEHIZLD Web 7 7 & XD (3-5 X—)

o VTR Xy = DN AIXNA(3-6 X—)

e /7 UK axs ¥ E—RTOFTPEBLOHTTPS O3 HH AR — b (3-6 X—)

o X aT F—XOPMPIE(3-7 =)

o TN—TL =L IPT KL ADFERB-T =)

o JT UK axy ¥ ual ~DFEk3-73—)

e VIR WebtXx=alT o axs ZOMEMICLLRT 027 7 A0 EFEE(3-8 X—)

P790F ARV 32 E—F TOHEDRES JUEAFE

IR ax 72OV Ty MIEENLIHEOHEH HFIEFX ER LR EZRE BT L
LTt 25 oW T B EE— ROk (22 X—) 2B L T EEW,

COBEFAEOS EIRMFEHEEEL T FEEE—RNE VIR Web X 2T 4 a7
2 B—RNOWFICHETLEWebBX 2T 4 77747 ADOFEEHEED T, Z D DOfF
FHCRBMEINTNET . VTV R~DT 4L 7 MY =T OREICHET HRB IO F7 0
R ax7 2O EHRE RS BEEERIIAREOMOFEITICEHK SN TVET,
COBEIFIFEE-F TITENTERN 7T TR Web X =2 U7 4 ax7 ZOREICHTS
RN FENTNET,

AFEIZIL, Cisco Cloud Web Security B/ (2 B3 2 F T FL# & 41TV E 4 A, Cisco Cloud Web

Security O F % = A ML
http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.h

tml 2265 AFTE £,
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# 3%  Cisco Cloud Web Security 7OFADT IS APV ROES |

B 559F x4 E—FTORM

2279k a3 E—F TORA

TTIATV ADYYRERFIC, 7 TR ax /¥ F—F LEEE—FOEL L TRT
PERLFT MBERTAV AZHAL CWAE/RILBERBENTWDET I AT VAT
VAT LAY NT T AP =R EEEE N TEITL.2NEIT VR ax I X T— KK TH
BHT22LLCEET VAT LA BNy U AP =R E2ETTDE BEOREIT LE
XXM BEOTRTOTFT—2NEIRShET,

TTIATV AORIIEEET—R L7 IR %27 0 TE—RFRDOELLIZBWTY A
TIN. AT A Web 7y —EXBIRVAY4NT T 47 FT=X b—E R, 7
FJURWeb X274 axI 7 T—RTIIEHATEEEA,

TR Webt¥=l) T4 ax7 XL HRMBREET—FN £203&EBE—FN TR T £4,

MWIRERIZZ TUR ax 7 ZOREXZEET DL [y U —727 (Network) | > [7 7T R
=1 27 % (Cloud Connector) | Z 2R L =97,

BEEIEH
o F2EIEEH. A AN — /L BRIE]

59K AR IADERE

ATvF1

ATFvF2

ATFvS3
ATv7 4
ATYvSH

[ZC®H BRI
RIBT FS5AT L ATDOWeb A B —T 2 AAZANDT I EAZAD A FZ—T A (1-6 2—) % &
HRL T 7E &,

UTOFIET Web EX a2 VT 4 TFI9AT L ADWeb A Z—T =2 A AT 7 AL F7,
A E =2 N TITTFIIWeb X2 VT 4 TTTFTAT L ADIPVA T RV AZ AN L ET,

MOTAT LBy N T T I 4P —RE2EITTDHEEITUTFTOT 74D IPv4 T KL A
AL £9,

https://192.168.42.42:8443
E

http://192.168.42.42:8080

Z 2 C.192.168.42.42 1 XT 7 AV D IPv4 7 K L A 8080 [X . HTTP ®5 7 # /L b OE AR — |k
. 8443 X HTTPS OF 7 # /L b OEHR— T,

[V AT LB (System Administration) ] > [ AT & &y 87 v 7 7 ¢ % — K (System Setup
Wizard) ] Z3&RL 7,

TA B ABKIOFEICFEL £7,
[y b7 v 7 DOB4 (Begin Setup) ] 27 V v 7 L 77,
VAT AREHBERTEL ET,
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ATv76

ATFvF1

&

455k axsanmge A

B

B

FTHIKN AT A KRA N
(Default System Hostname)

Web Bx 20T 4 77T 47 ADFEEEMAR A N4,

DNS H#—/3 (DNS Server(s))

RALVHP—ER Ny 2T v THOA L 4 —F v k
Jb— bk DNS #—/3,

DNS OFE(2-37 =) B BRI T E 0,

NTP #— N (NTP Server)

VAT A Iy 7 EREMEEE =T 7 0 M

time.ironport.com T,

ALY —

TTIAT VA RIZHE AL =V BHFRTEL T Ay E—
ANy —BLOBS Ty ANDE A LNAR T INIEREIT
FTRINDHELHIITL ET,

TITIAT LV AE—RD[Z/TUFR

ZIEINL £,

Web 7% = U7 4 22 %7 # (Cloud Web Security Connector) |

IR ax s ZORTEHEHEZHRTEL £7,

RE

EhEA

779K Webt¥x=lUTF 4 70
¥ H—3(Cloud Web Security
Proxy Servers)

777K 7Tuaxy —s3(CPS)DT R L A (Hi:
proxy1743.scansafe.net) ,

KD~ KU 7 (Failure
Handling)

AsyncOS 287 77 K Web &% = U7 1 7 ¥k o ~DHEfE
R L7256 A > ¥ — 3 > M [E#ES (Connect
directly) ] 52> [E3R%Z K v v 7 (Droprequests)] L £7°,

Cloud Web Security #3FE A % — A
(Cloud Web Security Authorization
Scheme)

h7/‘ﬁ_&/3/%uuniﬁ45j§ﬁ

e WebtXx=a2VUT 4 77747 ADOAAEINTNS
IPv4 7 R L A

o BRNTUY I g lEEN TN DHFRIEF —, Cisco
Cloud Web Security Portal PN CFRFES— %’.’EE}Z’C T ET,

I RN =7 A =T 2 A ZABLOERBREREL £7,

BT EzL:]

A=Y Ry b MIAVHF—T A RAZERN T 7 4 7EREL TCRETDHDHEE. T —H

R—k NG 74 ZHDOPIL AV E—T 2 A AEHETALERHY T .7-77L

(Ethernet Port) |BH N7 7 4w 75— T T7 490 7D MI AV F—T =24 AL1L
THHTA2HETHLPIL A X —T 2 A AERETEET,

[IP 7 KL % Web X 2T 4 TFIAT 2 ADEBIZMHHT S IPvd TR L A

(IP Address) ]

Xy " U—2 | ZORXRY R NT—0 A B —T A AFEDOWeb X2 UT 4 TFI3A4T R

~ A EEITABRICEHNT O Ry N Y —2 v X7,

(Network Mask)

ARA B FX— TOXY NI =0 A B =T 2 A A LD Web X2 )T 4 TTIAT R
FEMTABICHEAT AR A N4,
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W 559F ars4208RE

ATFvS9

AFvF 10

& ||

EHBIOT =2 b 774y 7DV —bEREL £7,

BT ERBA

FTIFINVE = |BEHA =T 2 A AT —H A =T =2 A BBTENT T 4 v
r v = A (Default | ZIZHEHT DT 74V F—F T = ADIPv4 T R L A,

Gateway)

[4: AT (Name) | ALT 4w 7 — b OFBNHE T 5 44800,

Ny U —
7 (Internal

ZON—r"DFRy BT —7 EDOSEYHED IPvd T K L A,

Network)

N —F o=z | ZOL—FDHF—FT2ADIPv4 T RL A NL—F F—FT7 = A1 . F1

A (Internal PDRESNTWEIEBRA L X —T 2 A RAFRIFT—HF A X —T (A

Gateway) ERICY TRy N EICGHEETIVNERD D £7,

BRI OBRTEEE ZHZEL 7,

~

GE) T7ANVPITIEH.ZIUR axZ7X3ERE—RKCTRBEIN. VAT 4 AL T F2iZ
WCCP RN — 3 v 2 )b—H LE T A2 ERH D £7,

BT ERBA

LAY 4 AL e WebtFXaUT 4 T T7AT L RFLATVAARAL y FITERINET,

VA (.Layer-4 e

Switch)

_— o WIRIRIRIEE—RNR T/ I UK ax7 X %REEL F7,

TRA AL

(No Device)

WCCP v2 L —#
(WCCP v2
Router)

WebtEX =2 UT 4 77747 AL WCCP N— 3 > 2 kb — & I8zt
SNET,

ERATL—=XIMEETH T XFLUNOXTE2EDLZ N TEET,

A

BEE N2 T — X
(Administrator Passphrase)

WebtxaUT 4 T ITAT LV RIIT 7V BRTHIZHDINA
T =X NAT7L—XL 6 XFL LT A2HENDY £7,

VAT T T— b A—LDiE
{5 % (Email system alerts to)

TITITAT LV RAZEL S TEEENDET T—FDFEEL AT
KL A,
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& V]

ISY9EDFALIMY TL—TOEAIZEZWeb 7o ExDOFE W

& E H7L]
SMTP U L — /R A MRHTE | ((£E) AsyncOS NV AT A K o> TERSNIZE T A—

T A— /%1515 (Send Emailvia | A v B — Y OEFICHEHNTHSMTP VL — KA NDEKRA N4,
SMTP Relay Host) FEIET R L A,

FTIANLEFDSMTP UL — FRA NI MX L a—R[ZU Rk
INTWB A=) P =T,

F7 )V DOR—FEZIL25 T,

F— K~ H AR — b (AutoSupport) |77 T AT LRI VAT PAE— PR—FIVAT LT
FZ—hEBEDOAT—H A LR — b EFEEFTEET,

L a2—LTCAV A=A LET,
aa AVAM—IVEZHERL £,
b. FIIZE > CEET HEAIL AT~ Previous)] 227 Vv 7 L 7,

c. ANL7IERZEMS > TRATT 25 G [Z DK E% A > A b —/ L (Install This Configuration) ]
7V 7 LET,

F8:&EIE

o X 2T F—X O IE(3-7 =)

o Xy MU= AU H—T xAA(2-20X—)
e TCP/IP b T 7 4 v 7 Jb— bk DRE(2-25 L—)
o BMUVA AL I a DT (227 =)

o T T —hOEH(22-22 X—Y)

e SMTP UL — /KA b DFIE (2-37 <—)

959KDTF4LORY) GIL—TDOFERIZLS Web 7
4t 2D

ATvF1
& ]

ATvF3

Cisco Cloud Web Security ZfEH L .7 4L 7 F U Z A —T 2SN TT 7 ERAEZHIETE £7,
Cisco Cloud Web Security ~D 77 4 v 7NV F UK ax74 E—RDWebtxalT 17
TIAT A& L T—T 4 7 STV S 4  Cisco Cloud Web Security 1%, 7 /L —7 ~—
A7 IFYR R —FHMHATEDLLIIC VT TR axsa2hb I rvar &3k
TALVZ MY IA—TEREZ T LERDH Y £,

(ZC &SI
e WebbXaUF 4 77 I7AT7 L ADETICRIL VLA ENML F9,

[y b U —27 (Network)]>[Z 77 K 2227 % (Cloud Connector) ] {28 L £,
(/TR KUy —F L2 kU Z/L—7(Cloud Policy Directory Groups) ] fHI&K CT.[Z /L —7 D
fm4E (Edit Groups) | 27 U v 7 L £7°,

Cisco Cloud Web Security W CIER L7 7 7 U K R > —Dxtg L s [2—% 7 1—7 (User
Groups)] & [ > 7 /b—7 (Machine Groups)] %3N L £,
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B 559K 70%y 5—R0R(/52

2FvFa4 [BMAdDIEZ27 Y v 7L ET,
Z27Fv75 [527 (Done)l %7V vy 7L C EHAEWHEL £7,

FEE R
o FEFEFL LA (5-11 X—2)

228 70X%Y B—/DINA/1R

IR N—=T 4T RV —%MHT DL LFORMHEIZESNT Web T 7 v 7 %
Cisco Cloud Web Security 7 2 ¥ —FT 4 7 L7Z0 A X —Fy NMIE#EL—T 47
T& %7,

o HAlTIET A

e 7 ¥ K— b (Proxy Port)

¢ Subnet

e URL 7 =HY

o —HY -V b

Cloud Connector E— RN T2/ 7 U K V=7 4 7 R —%AFlT 57 AL EHEE—FN %
AL =T 47 R =%l 27 mEXLFELTT,

A8:#EIE
o KU T—DER(10-7 X—)

92K ARV %2 E—FTOFPEKU HTTPS DER5HI
HR—Fk

Cloud Connector E— R D Web ¥ = V7 4 777 47 > AL FTP X° HTTPS % %2213 Y
AR—FLEHA,

FTP

SNTWDLEHE AsyncOS IZFRAT A7 FIP N7 7 4 v 7% RFay 7L ET,
FTPover HTTP (37 9 U K a2 x 7/ X E—R CTHHR—F &N FE7,

HTTPS

79K ax s 23 EEbETR—F L TCWERTAESLETICHTIPS T 7 4 v 7 &2 EL
ij_o

779K axg Z3EEEYR—F L TWRWED AsyncOS IZHTTPS b7 7 4 v 7 DU F
AT b~y —IHFRICEFILT 7 8ATEEEA, LT > T, AsyncOS X 5k S vz
~y X —ERIEKGET DV —T 7 RV v —%@EILEH & F8 A, 2L &l HTTPS
NFZUvH 7y arTEHbHI LT, 2ExIE & HTTPS F 7 %7 v a v DA,
AsyncOS [T HTTPS 7 7 A 7> b ~o X —NOKR—=FFZFIZT 7 EATEXRNEZD KR— &5
WCESW TN —TFT 47 R —Z2RETEET A, ZD5E AsyncOS 137 7 + /L k D/L—
T4 R —EFHL £,
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%217 F—4aonRAkr W

B RASZ2 HTTPS b T v 7 a v DBAIL 2 >DORI4A 5 0 £, AsyncOS 1%, B REY HTTPS
NI T a DU TFTORERIIT 7 2ATEET,

e URL

o SR —FEE

BREY HTTPS R T o 27> a v OBAIX. URL 23R — FEBICESWTL—F 4 7 R
Vo —%MHBAETEET,

X7 T—2DREEML

[% v b U —727 (Network) ] > [#}#5 DLP ¥ —/N (External DLP Servers)] C. 7 7 U K 2237 ¥ %4
WHOT — Z MBI — A TEET,

BE:EE H
o 16 I T — ¥ OIIMES Ik |

GIV—TRA.A—YFZIPF7RKLADERR

RELIZITN—T4 a2—V4 IP 7 KL A% FK/RKT 5 I21%. whoami.scansafe.net |[Z7 7 & AL
\i—é’_‘o

220K axoa 07 ~n&E

7R axlZZ a I GRS N2 — RSN —F T TR Ny — RBiEx - L
IR ax g ZORBEON T TNy a—TF 4 U TICESLOBEBRN G EN TV ET,

AFvFT 1 [V AT LAEE(System Administration) ] > [ 7 %7 2 7 U 7°3 =2 > (Log Subsctiptions) ] {2 #)
LET,

AFvF2 [m7 X AT (LogType)] A==—mn5H [Z/ T K 2324 12 (Cloud Connector Logs) ] % &R
LET

AFwF3 [mF 4 (LogName)] 7 « —/VRIZ4HTIZ AT L E7,
AFyF4 vl LV ERELET,
AFwvFT 5  EBHEE [FEIT(Submit)] L T [FEET 5 (Commit)] L £9,

EEIER
o WUEBIIIDVAT AT ITAET A DE=H
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# 3%  Cisco Cloud Web Security 7OFADT IS APV ROES |
B 559K WebtFa)T4 2RI 40OFERICKIBATOT 7 (L EBIE

950K WebtEXa)TF 4 ARV ADEAIZKSHEF
:f[]':777’r}L'&:mbnE

77U R WebtXalTF g axry 2R — MIIEKRPRGEIEE NTLM 2R — K LT E
T REE DS L CRAEE N A /N AT & 9, ZDF— R T Active Directory L /L A Zffi 3
HEREDO~YUNLREINEN T U Iy a v ERE#RNTCEET, v IDP—E R
IFEEE— N T TE EFHAGGRRRT AR ER TH 7 7 U K ax 7 ZHEk T b AR EE

L£7,

RIZHISN 2w L £,

o wVVID Y —EATRET-F TIHEHTE EEA,

o TIIATVANI T YR axyH E—RICHEIN TN DHEE, AsyncOS 13X Kerberos %
YR—FLEHEA,

~

G =2—YV x=—Txr bhFELITFEL URLICESSHEBI 27 7 AVIZ HTTPS b T 7 ¢ v 7%
oL TUWER A,
BR:EE

o KU —D#MHIZKT S~ DikH (3-8 X—)

o RIGEZ—VDF AL 77 EA(3-9 =)

e FHOTIZURNA—FBINITAT N VYT NT =T D4
o HSEIZFa—P LTy LORT)

RYS—DBRIZHT 57 O

<Y ID Y= AEENCTDHE T T ITAT VAL GRIAEE L —FRLIP 7 R L A7 Y Dk
BFTIERL F 707 a VBEREFETLEVAIESHWTHRY U —2EATE S L)
(2720 £9°, AsyncOS (X NetBIOS Z i L T~ v ID # B3 L £,

(XL &SI
o < ID ¥ —E AL Active Directory L' /L A& N L CORMHTE D Z LITHEREL T
S\, Active Directory V/VAﬁ’ﬁQEéﬂTb\fﬁb\iaA\ IOV —E R IT 4 =T IR

£

AFvF1  [Fy FU—27 (Network)] > [¥ 3 > ID #—E & (Machine ID Service)] Z3&R L £,
AFvFT 2  [EEDOHMML &L (Enable and Edit Settings)] #27 U v 7 L £7°,
Z2FwvF3 LU IDOREEREZREL £,
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| 853% Cisco Cloud Web Security 7OFX S ~ADF7 TS A 72 ADEH

ATv74

59K Web t¥alT4 3k 2DERICEZBHTOI 7o eEa B

&E % BA

<~V ID D NetBIOS | ¥ > ID H—E 2% A X —7 NI T HEAITBINL £9°,

DA %hAk (Enable

NetBIOS for Machine

Identification)

L LA FZ oWy a vERERBL TV D~ OB 5 Active
Directory L /L A,

RKEED AN RV 7 |AsyncOS B~y U H BRI TERWEGAIC N T rvarvaimy

(Failure Handling) TN R —OREEHATT 20 EREL £7,

2 % [9297 (Submit)] L C [#E 7 5 (Commit)] L F7°,

RBREAL—TFDTALT7IER

Cloud Connector E— R C.RBFEL—WFIZF AN T/ AT DL HICWeb X2 U T o
TTTAT VARHKE I N TN D4 AsyncOS 1L __GUEST_GROUP__ 7' /L —7 |27 A k
Z—HEE) YT ZOFEH A Cisco Cloud Web Security (22515 L £, RiBiE2—FIF A T
I AERMETHITX D EFEHL ET,. 26D F A N =2 —F 2 EHF 5 121%, Cisco Cloud
Web Security AR U & — &L £,

BEEIEE
o FEFRHBDOT AN T 7B ADITA(5-33 _X—)

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F



3% Cisco Cloud Web Security FOX L ADFF 547V ROES |
B 559K WebtFa)T4 2RI 40OFERICKIBATOT 7 (L EBIE
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CHAPTER 4

Web ZERDHKIT52(E

o Web ZROMRATEAZT OME (4-1 X—2)

o Web ERORITZIEDIZODH AT (4-2 ~—)

o Web ZROMRATZEDORA N 7777 4 A(4-2 =)

o Web BERAEMITZIETDH720OD Web 7 ks 47 90 (4-34—)

e Web EHRZVF AL I T EHEDDITAT M TV ar (411 2—2)
o UITATUNT IV =2 ailLi b PAC 7 7 ANOM (4-12 =)
e FTP 7% #—1 X (4-15 X—)

e SOCKS 7B F¥ #—t & (4-17 X—)

Web ZRDHKITZEDHE

Web Security Appliance (X, h 7 —2 LDV Z A7 2 F EFIITMOT N A A0 HEEE I LTz
ZoRARITZEL £

TTIAT LV AIMMDO Ry T =0 TRARELBEL TN T 7 4 v 7 2RITZELET.ZD
KXV TNRARLLC BB AA YT N T ART LN VXAV T ay T/NAA,
Fy NU—7 2y 7 BLXOREOMO T 11X — N FE 721X Web Security Appliance 72 £ 23 & 1F
HILET,
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FA4E  Web EROKITRIE

B Web BRORGTRED-HDERY

Web 2 RORITRIEDT-HDE2RX Y

FIg 2R BEIEEE SUFIE~ADYV Y
1. NRAN FZ7 77 4 RS L ET, o Web ZRDMATZZDORAN T 77 1 A
(4-2 X—)

2 (EBE)UTFTOXRy NU—JBEOT7 4 —T v 7 X | o« Ty T AR —ATEFI(2-18 X—)
ATEROLET. i o Xy V=T AU F =T = AZ(2-20 =)
';27XFU_A7D#V%%M%£U&E o BBYF ALY 3L ORE Q2] S—Y)

o . LS - I/"—‘ gp_‘,—l—. R /\o‘__‘\\\
e R Rl Ao H T A Y SR TCP/IP 77 4 v 7 Jb— |k DOFRIE (2-25 2)
+5, o VLANDHHIZE D A % —7 = A ZBETIDIH)
. R RN i F(2-33 =)
e ZMUA AL I ay TNRARAERET D,
e TCP/IP L —F ZRET D,
e VLAN D#&IE,
3. (EBE)Web 70X D7 30 —T v 7 ZATHFELIT |« Web BRAERITZIET D200 Web 7 1% 4
LET. Ta (43 R—)
o BIET-NILEHEBE-RFTHETDLLIIC | o Web T HF U ORGE (4-3 ~—)
Web 7m0 XV EBET 2. o Web Bk & {ATZET 5700 Web 7 B ¥ F
o RAITZETHTakanL ¥ 4L IZBMOY—E Fa (43 N—)
ABRBERE S PERIET Do e Web FOFL ¥y a(46—)
© PAT=T 4 LT ERIET Do « Web 7% LDIP AT —T 427 (4-9 <—)
L4 Web7135F‘/ %?yyl%éﬂ‘a—éo ° Web 70D3’\":/0)/{/])/\0X(4-10/\0‘—‘:/‘)
o HAH L Web BR~y X —2FEHT 5,
o —IBOFRIZIKL TT XL B2 NNARATT 5,

4. UTDI2I7A4T7 N BRI EFETLET, -ngﬁ%Uﬁ4v7h?ékwmﬂi47y

. USATLURB Web FRENTERE Y X AL b AT v g @-11 =)
7 N T HEERET D, . &347yk7fU7fyaymiémc77
« UTATUREITATUR U Y —AEBE ANV O (4-12 =)
T 5,
5. (EBE)FTP 7 uXx v 2G40kl TREL £, e FTP 7 ¥ H—t X (4-15 2X—)

Web ERDRITRIEDRRAE T539T4R
o MERTUXL Y—t RADOKREAF—T VL ET,

e Web EX =27 4 T ITAT VUV ATERINTNDTNTOHD WCCP ¥—t ZIZx L T, [H
CHERES R E Y X —0 FR(L2 FIEGRE) AL £, 2> T. 7 rEy a8

A U AN PSHESEICHEREL £,

o I—YPNREERY NI —TDOHNEENS PACT 7 ANMIT V7 EATERNZ L AMERL £
T UL ST EANAN T ==X BEXY VT =7 LIZWD E XTI Web ' BF T %
EH L. Z U DOEE L Web Y — N ICHEZEER TE £97,
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| B4E WebEBROKRTZIE

Web ERZKTRETE-HDOWeb FOXS T3> M

o [BHTEABF ULV AN =LA TaF ERITu—K NT 905 O X-Forwarded-For ~ v
X —DIH)PN Web 70X TRl snbd L oIcL £7,

o YNNI RMREEETZ T AHHL THHAETH Web 7B X2 %27 7 4L b OFRE—R
DFEFIZLTCBEET.ERT— K CIL.HRMAREBEEERL TSN ET,

. 4= — . N
Web EXRZRITZETH-OD Web 7AXS A7
N 23
v 3aJ
B ClE . Web 7 2 % 21X HTTP (FTP over HTTP # & #¢) 3 X OVHTTPS Z#{# 425 Web Tk %
RITZETEET BT axy £V a—LZAHAL T e ha VB8 am L3852 &0
T EI,
e FTP/uxY FIP 7 XL &4 2L, (HTTP Co o a—RE&NZFIP AT 7 4 772
TR FXAT AT FIP T 7 4 v 7 52RITZETE£7,
e HTTPS 7u % HTTPS 7 X (X HITPS F 77 4 v 7 DEE{LEZIR—FLTNED
T Web 7 T BB ILENTWARWHTTPS ERZ a v T U SO -d IR ) o —IC
Tz N TEXFET,
~
GE)  FHBET—F T HTTPS 70X U B A 2—T /L TRWEE Web 7' 13 U 3EWETIC Y
XAV 7 NENTETXRTOHTTPS ERAZ Ry 7L 4, B8N X AL 7 h &z
HTTPS xRN vy 7 ENTHE. 20EROn S = b VIidfEl S EE A,

e SOCKS 7u%3<,SOCKS 7u X 2HHT25 & .SOCKS s 77 4 v 7 2RITZETEET,
INHDOBEMO T axy OFNENNERET DI . Web 70X NMETT Web 2% %
TAE—=TNMITDE. INLEAR—TNIZTEEEA,

N

GE) Web7oXx i ITF 74V TCAR—T N VEST T 740N TR MOT %037
RTT 4 =T VY £,

BE:EE H
e FTP 7% #—1t 2 (4-15 _X—3)

e SOCKS 7 &y #—t & (4-17 =)
Web 7OXL DERTE

(X C & BHiIIC
o Web ¥ HAX—T ML ET,

AFyFT 1 [BX =V T 1 ¥ —E A (Security Services)] > [Web 7" 2 % 3 (Web Proxy)] iR L £,
AFvF 2  [EEDOME (Edit Settings) | 27V v 7 L £,
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FA4E  Web EROKITRIE

W Web ERERTRETE-0DWeb TOFL A+ T3y

ATFvS3

ATv7 4

WBEZIS U CTHEAMZ Web 70X U REHEBAZREL 7,

Ja/nT4

aEA

TRXTERET D
HTTP X — | (HTTP
Ports to Proxy)

Web 7' & % 23 HTTP #fii &z UV v A 54R— h

HTTP CONNECT R—
I (HTTP CONNECT
Ports)

R—hr 77V —2a NI HITPRETCREN I 74 v 72 b1
Vo 73 5 GAIERNTFTSET,

Frovos
(Caching)

Web 70X L% Y v 22 A X —TNVICTENT 4 B—T1IC
THMNEEL £1,

Web 70X NI R T7 4=~ A B ESELEDIT—ZEF v v
a2l EF¥T,

Fu¥xy E—NR
(Proxy mode)

o [#zk(Forward)]: 7 9 AT s 770N X —F v b X—
Ty MNEHETELLOICLET Web 70X 2HT LD
IZH& Web 7 7 U2 HA ICRET HUHERDHY £, ZDE—F
TIL Web 7' 1 % U XBIRAJICES L Sz Web ZR D 5 & fRIT5%
(ENSEEX DS

o [%i# (Transparent) ] (HELE) :Web 7 ¥ VM3 A v X —Fw b X —F
FEHETESLHICLET, Z2OF—F TlZ . Web 7 1% 3.5
WY F 7= IXIAREICER S S U7 Web R A ITZE T £,

IP AF—7 17 (IP
Spoofing)

o [IP A7 —7 ¢ 7 O (IP Spoofing disabled) ]: Web 7" = %
T EX 2 VT 0 2 ESHD720DIC Web 72X OT R R &
—HTLHEOICEROKXETLIP T RV AEZLEHL £7,

o [IP A7 —7 1> 7 OF %ML (IP Spoofing enabled) ]: Web 7" 12 % >
IZIEE LT N U A& MaRF 9% 72 . Web Security Appliance 372
REFTIZIAT IO REINTLEIIICAZET,

VBT U T Web 7 12 3% 2 D EE IR

7
R¥
R
7
=
b
>

JanT«

B9

KGRI D & A A
7 7 ~ (Persistent
Connection Timeout)

NI arBDRETL.ZOMDT 77 4 E7 4 B S 7
MoTZBIZ Web 7 X3RN T AT v b EEV— & OB 4B
WeE FIZL TR < AR (R ELNAL) .

o [T A7 Mil(Clientside)], 7 7 AT > b &EDHERRDZ A LT
7 hMH,

o [V — il (Server side) o —/ X E DEEHIED X A LT T b E,

THLDOEERELTDHE BENBEWEEEIChR > TWAREMNE

EEN BHROBBAICESEND A — "=~y FMERL £, 7277

L K e 72 [R] RERERE D 203 Fie RERIZ 2 L 72555 12 Web Proxy 2387 L

WEERE 2 B SHSRE DI F L £,

VAF T T AN MEEKERFT S EEHELEL 9,
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| B4E WebEBROKRTZIE

ATYvSH

Web ERZKTRETE-HDOWeb FOXS T3> M

JanRF 4 % EA
ERFEE S A LT |BEORN ST a v BETLTWRNE X Web Y BXI BT
7 b (In-Use ARNVIRIED 7 FAT 2 N FREV—INEDOT —X % X LIRS

Connection Timeout)

5 e K IRERE (RP AL ,

e [Z7 T AT MAl(Clientside)]. 7 T AT v b EDEERDH A LT
AN

o [V — il (Server side) o —/3 & DEEFED X A LT T b E,

Al RF A e O B2 foE (H—
e KE)
(Simultaneous
Persistent Connections
(Server Maximum

Number))

Web 7B o H— 03— NZxf L THW e S FICT 8 (V7 v
) DRI,

~v H—DHER

(Generate Headers)

ERICET BB HAED L a— R 5~y X —% 4L TBIML £9,

e X-Forwarded-For ~ v % —[3 HTTP ER#REFE L7747 b
DIPT RV A%ZxTra—RLET,

~

GE) ~y X —OEEE AR EITENICT 511 CLI
advancedproxyconfig = ¥ K @ Miscellaneous 47 3
[HTTP X-Forwarded-For ~ v # — % il X ¥ £ 752?(Do you
want to pass HTTP X-Forwarded-For headers?) | i i L £,

~

GE) WRMRERET v 7ARNY—A TaX AL T ey

E}L?n Tz — ‘H_n:uuiE'}ioTyhtzxﬁ%mﬁl]%ﬁiEbf’D—g—é
X —DERIEN LTI,

X~y

e Request Side VIA ~v ¥ —|X. 7 7 A4 7 F Db — " ~D R
SRR T AT e A a—RLET,

* Response Side VIA ~ > X —[X Y — 067 T A7 2 b ~DER
MBS L7 edrrdrra—RNLET,

Received ~v X —®
{&# F} (Use Received
Headers)

Ty AN =LA T Xl L TEBINZ Web 7o 2w
A2 MY —=ATF kb kg 7z X-Forwarded-For ~ % — % fif /i
LTI I9A4T7 v M EHBAITEALIICLET Web 72X i%, U AR
W& FNTWARWEETH S D X-Forwarded-For ~v % —®D P 7 K L
RAEZITFTANER A,
INEARX—TNVICT LRI F VAN =L T ak il
B—=RK RIZUYOIPT RV ARKIETT(F7 Ry bRFARMITA
NTEERA),

P Z R O iRk A ER DEREZ A R —T )V ETLT 4 B —T /ST DIV, [HFH 2

(Range Request K D#RE DA%t (Enable Range Request Forwarding)] F = > 7R v 7

Forwarding) ZZAEM L ET, M OW TR FHZERORE (154 ~—) 25
L T<EEn,

EHEAZREFEL REFLET,
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F4E Web BERORITRE |

W Web ERERTRETE-0DWeb TOFL A+ T3y

et 2=
© Web 7HFY Xy iad-6—Y),
o BBUXL AL VL gL DE Q27 ~—)

Web 7OFxS Fvwia

Web 70X NI N7 4 —v 2 AR ESEL-DICT—F%2F v v =L ET,AsyncOS (Z1F
=7 16T 7Ly v 7 | OFHDERFE AT Y v a2 E—FPOD ELWAZ AL

X vy U THMEHTEET . XYy v ad BN ORED URL RN T 52 b TEET,

INZEITHIICIE.EFDOURL X ¥ v ¥ anbHlBRT 20 BETH LIk v v v 2 2R EL

Ex AN

Web 70F> £ vyaDIU7

AFyF 1 [EBX =2 U7 1 P —E A (Security Services)] > [Web 7" 2 % I (Web Proxy)] Zi#IR L £,
AFvFT2 [Frvia®miHE(ClearCache) |27V vy 7L TCT7varvaEL T,

Web 7 OFY Fv v ah o0 URL DHIBR

AFyF1 CLIIZTZ7EAL T,
AFvT 2 webcache > evict AV REZMEHL C HERF Yy U TIZT 7R ALE9,

example.com> webcache

Choose the operation you want to perform:
- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

[1>

ATFvyFT3 FxvianbHlRT A URLEZANL ET,
N

GE) URL (27 v b :l/V75§/§ij’bfb\f£b\%/fl\\httpi// NIEMENFET (72 & 2 1E . www. cisco.com
X http: //www.cisco.com E78 0 £97),

Web 7AF2ICkoTHFy v a LB AL FE=IZ URLDIESE

AFyF1 CLIIZTZ7E®AL T,
AFvT 2 webcache -> ignore ¥ FEEHL T HMERY T A= —ZT7 7 AL 9,

example.com> webcache
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| B4E WebEBROKRTZIE

Web ERZKTRETE-HDOWeb FOXS T3> M

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> ignore

Choose the operation you want to perform:
- DOMAINS - Manage domains

- URLS - Manage urls

[1>

RAFwF3 EHITALZTRNL A X ATFE AL F9,DOMAINS Or URLS.

[1> urls
Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

[1>

AFyvF4 add EANLTHLL= MY ZBINLET,
[]> add

Enter new url values; one on each line; an empty line to finish

[1>

AFyFTEs5  LUTOHDOEIICNIITIZI DT DO R AL FIXURL Z#ASL 7,

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com

Enter new url values; one on each line; an empty line to finish
[1>

K A A2 F701X URL 245 E T D BRIC FFE D ERIRDL (regex) LFEFZHDH T ENTEET,
poMaINs 4 /Y a Y CIXENCE VA R EZMIT L2 LT X vy vy adghb R AL 20
7‘\ }‘ A /]) \/éﬁ:i/[&%%f% jf‘?‘ﬂo 7LC <1: Zli\google.com '@ﬂifoﬁ < vgoogle.com é:)\jﬁ“é 3: N
www.google.com, docs.google.com 72 & Z A5 Z L TE 7,

urLs A 7'V g TR IERIRI T O 2 X e i T & £, EMREHOMBIHITIEIZ OV T,
IERFEIL(9-27T ~—=V) 2L TSV,

ARFYT6 A7 ar TR ERERR T2 T X THHTEET HOANER T TDITIE A A 2~
VRIAV AU HF =T 2 A AZRED ETEnter ¥—% L F£9,

ATy FT1 EHEERFEL T,

Web 70X DF v v a E—FKDER

AFyF1 CLIIZTZ7EALET,
AFvT 2 advancedproxyconfig -> caching 2~ R&EZHHL CHERY T A= —ZT7 78 AL F£7,

example.com> advancedproxyconfig

Choose a parameter group:

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F


www.google.com

FA4E  Web EROKITRIE

W Web ERERTRETE-0DWeb TOFL A+ T3y

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:

The following predefined choices exist for configuring advanced caching
options:

1. Safe Mode

2. Optimized Mode
3. Aggressive Mode
4. Customized Mode

Please select from one of the above choices:

[2]>

RIECHIET 2F T2 AL ET,

AR

EF—F

EhEA

1

-7

fhoTE—F LHEL T .Fy v 7 Nigb i<,
RFC #2616 {213 RIRHEILL £77,

i

Xy v 7 & REC #2616 ~DOUERLH W E T4, &—
7 F— R L i L 7234 . Last-Modified ~ v Z — 3%
ETDHLEECTF Yy VU TRIBBEE S LTV N
A LT — R T Web 70X v R4 7V =7
FaXxvyvyi a2l T . Web 7 NI 20T 47
EEX Y2 LET,

TV

¥y vt % < \REC #2616 (2138 /NRAEHL
LFET xfbe—R LG A. T Ly v T
F— K TliX.Web 7 0 F INIFRGEF LT
ETag O A%, 8 L O Last-Modified ~» % — D72\
ayTUoYVEFR Yy 2 LET Web ki3
FyrvTa RNTA—FEEEL F5,

HAL A RR
E—F

KNG A=l IZEEL ET,

RFyFT 4 AT al (W AZ AR ET—R)ZBIRLIEGEII ST AXLREDHEEATIL FT(F=

&
&N

. T 7 ANV MMEOEFITL ET),
Ay ax N A B2 —T 2 A AR DET. Enter F— 2L £,
ERERGFLET,

BEEE
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| B4E WebEBROKRTZIE

Web ERZKTRETE-HDOWeb FOXS T3> M

Web 7OFSDIPRT—T 404

77 4 /L h T Web 7 B F NI ERZEET DS AFOT B L ACHDETEROEEIT P
TRUVAZEELET, ZNCE>TeFX2 U7 4 3A EL £328, ZOBELIP AT =7 ¢
T RETHLICE S TERTEET P AT =T 4 7 aMHAT 5 L ERIIEETT R L
R % MERF 9 5 DT, Web Security Appliance 725 TR < (EETL 7 FA T b RIEI N2 &
INTRZET,

IP A7 —7 ¢ 70 EmA E T I RAICHRE SN N T 7 0 v 71Tk L THERE L 97, Web
FuX U REBE—F CRESNTVIHEEIP AT —7 1 7 % FBBMICY X AL 7 R &R
TeHRE T L TOHAR—T AT 20 TN TOHER (FRIZ Y & AL 7 b Sz & 3
TRE RIS S T HERE) [t L T A R—T ST 2 0 & RINT & 97, BPIRINICHRE S U7 st
TIP AT =7 4 72T 2BAR V4= Ry h 2 WebtFa VT 4 TTIAT VA
V=T 4 T MRy VT =T FNAARD D T L ERHERL TSN,

IPAS—T 4 T WARX—TNVNT T TITAT VAP WCCP IL—Z TSN TWAEEIL.
2 OO WCCP ' —tF AGERETA— MZESILS P —E R LR — ISP —E R) 23
TETHLENDY 7,

BR:EE
o Web 7T DRE (4-3 X—),
e WCCP ¥ —E ZDEZE (2-20 ~2—)

Web 7OXSDHREBEL AYE —

FEDFE N TP 7 a WAL L~y X —ZBIL T 55— N2 K2 Rl 7 LBt %
FRTE £9, 72 & 213X, YouTube for Schools LR H DGE W AX L~y X —%FEHL T,
YouTube.com ~D k T 72 a v BEREBEGD Xy b T — 270535 S iz Frhl7e LBl %z
MEELFTHHEREL Tl SEDZ e TEET,

Web BRADHRXZL Ay F—DEN

ATvF1
ATFvF2

CLLIZT Z7EAL £,

advancedproxyconfig -> customheaders X< R L CUNBEBRY T A= —ZT7 7 AL
\ij_a

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> customheaders
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W Web ERERTRETE-0DWeb TOFL A+ T3y

Currently defined custom headers:

Choose the operation you want to perform:
- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

[1>

RAFvFT3 WMERYTav U REANLET,
o BA
HIER (Delete) fE8ET DM AZ L~y X —ZHIIRLET ., a2~ FTRENTZY A D~y
F—IZBEMTOEN TV LIRS ZMEML CTHIRT 2~y ¥ —Z2fEL £7,
BT RL FRET DR AL OIS D~y X —ZAF L £7°,
(New) v B — D
X-YouTube-Edu-Filter: ABCD1234567890abcdef
(Z D%E DOfEIX, YouTube THRAEEI N HEAF—TT),
K A A O
youtube.com
4k (Edit) PAFO~y =2 E L~y ¥ —LEEHBAET, A~ FTRS AT R

b D~y =TT SN TV D EGZEEH L THIERT 2~y ¥ —Z2EE
Li‘a—o

.'E.EI‘:

ARTFYTE4 AA aw R AU X —T A AZREDET . Enter F—% L £9,
RFwTS5 EEIREEFEL T,

Web 70X D/ /3R

o Web 7% DN A3 (Web EERDIGE) (4-10 X—)
o Web 7' X T DN A NZFEE (Web BERDLGE) (4-11 _—)
e Web 7 aF L DNANRARET TV r—3 3 DOBE) (4-11 ~—)

Web 7 OFS D/ A /13X (Web ERDIZE)
WED 7T AT FinD DFIBAYE SRR E D565 ~DF A ER Y Web 71 % & /3 A /3 X
9% X 5 {2, Web Security Appliance Z i ETZ £,
Web 7% B NANRRTHZEICE ST U TFOZ ENATEICRY £,

o TuFXT Y —RADEERICHTTP A — h 2 H L TV sl UNIIHERE L 22\ HTTP FExf it
(FFMmED) 7o ha R TFEHIRRnE ol £9,

o XY NIT—IHNOBEDSYUMNOEDRNT T4 TN VT 2T DT AN v~ Ui d,
Iy bU—7 7o B OHAIRLO X 2 )T ({R#EE T X TANANRRTHZ L 2Tk
/L ET,
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Web ERZUA ALY LT E2EODI54F7 0 +Fvay

INARAE Web 72X UNCFEBRAICU X AL 7 N ISNDERICKL TOREREL £7, Web ~7°
X INE BEBRE—F THEEE—RFTHL. 7747 b L BHRMICERE SN TR CTOER
PALPEL £ 9,

Web 7OF S DN /RAERTE (Web BERDIBE)

AFvFT1  [Web X = U T 4 =F— v (Web Security Manager) ] > [N /X 2 3% & (Bypass Settings) | % &
WL FET,

AFwFT 2 [NARREEDMRE (Edit Bypass Settings) ] #7 U v 7 L £7°,
AFvFT3 Web 7uXx L N ANRFTLT KLV AZANL £,
AFvFT 4 EHEZEEFEL MRFLET,

Web 7 OF S DNARARERE(TT) 75— 3 v DIFER)

AFwF1  [Webt=UF ¢~ F—+ (Web Security Manager) | > [/X 1 /X Z5% TE (Bypass Settings) ] % He4R
LET,

AFwFT2 [TTVT—TarDAXy TRIEZMmE (Edit Application Bypass Settings)] #7 U v 7 L £7°,
AFYT3 AXXYUENANRTLT TV —va rEERL T,
AFvF a4 EEEZXELREFELET,

Web 7 0% R

Web Security Appliance ZiXEL T Web 7 7/ 7T A ET 4 D7 4NV Z VT LE=H Y T HPAT
b TNWLZ taa—FICBHMTEET T IAT VAL, 22— RO TCT T vFIIT /&
AL &, ERFRORRER, = F 2= PRS-V E2FR L ET, 2 F 2 — PR
N=URERENL 2=FFV 7227 Y v 7 LT ERLIEITLOH A b 723D Web 3
AMIT 7 BRATLHLENRDY 7,

&R

o TURa—WADTEFT T I a DM

Web ZERZVSF AL I RTBEODISATONAT
a3y
TIAT b Web 7 03 VNIHA/RBJICER 2451695 2 L 2 BIR L 2856815, 2 e 3217
THEDDITAT L FORETELRETILEND Y FT L TFOHENSERL 5,

o HMHIRREEZFERA L TITIAT U FERETHWeb 70X TV DRA N ER— N EF%E
FoTIIAT LV FERELEFTRKEFEDOTFMZONWTIE @ErDIr I AT D~
—a TN ESRL TSN,
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B 5547 FFFUE—2avIckBPAC T 7ALDER

~

GE) T 7#4/NVFTiEHEWeb 7%y R—hEAR—FEZ8 L3128 HLET . 7747
VMW O R— B FEATE £,

o FTuXTHERBREMPAC) 7 7 ANEHERALTCIIATV MERETS,PAC 7 7 A VI,
Web ERDEELZ 7 ITAT U M RLET ., ZOF TV a v a2HlTdLE . 7%
FEACH T AL OAEE A~ tE X £,

PAC 7 7 A VEEHT 25EI1X.PAC 7 7 A VORIFGFTE 7 T AT N RENL BT %
HiEwBERT HMERH Y £,

BEEIEH
o VT AT U N TV = a il BPAC 7 7 ANVDEH (4-12 =)

é?*f?‘/h FIVr—3 2 I2&kBPACT7A4ILD
F

JOXBREREPAC) I FAILDINT ) yaxToay
IITGAT VIR T IV BATELEFICPAC 7 7 ANENRT ) vy 2T HULERHY £9, 5%
REFIILLTO LB Y TT,
. Web‘y‘*-—/\\o

*  Web Security ApplianceWeb ¥ = V5 1+ 775 47 X,PAC 7 7 A /L% Web Security
Appliance [ZEETEX ET, 2 UZIZ TIA T R TIEWeb 7 7 U L TERESNET, T
TIAT A SEEERFAN B —F 7 7 ANVAHEEL TOLERIZHIET S
BEREZR L\ PAC 7 7 ANV EEH T D0 DBEMA T a bbb £7,

e B—HN LU ITTAT U FDN—F T L AJIZPACT7 7 AV E O —F)VICHETE F
TP L. ZOFEZ—RAR Y ) a—2ar bt LTHEEDL FHA (HE PAC 7 7 AL
OBHEIZIZHEL TOEEAR. T AT H2EE5IEERTT),

BEIER
e Web X2 T 4 7T AT L ATDPAC 7 7 AINVDIKRAT 47 (4-13 _X—)

o USGATU N T YU —2 3 TDPAC 7 7 A/VDIEE (4-14 ~—)

JOXHEREMPAC) T 7 AIVERETBDISATUONATay

IJITAT Y MIKLTPAC 7 7 ANVEMATHEEIL. 77 AT N PAC 7 7 AV ERET

DHEEERRTHILENRDHY T, LUUTD 2 DORUERH Y 77,

e PACT77ANDEFIEITFTAT v MIRET D, ZDPAC 7 7 AV EBAMEICFEL 59 URL
BT AT L MIREL £7,

e PAC7 7 ANVDEFZBEERICBRHETEIIHICITIAT U ME2RET S, DHCP £7/-1%
DNS & & HIZWPAD 7 ha L 2L TPAC 7 7 AV Z HEIMICHMBR T AL H511cr 5
AT MEFRELET,
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HSA4FURFIUr—2avickBPAC T 0ER B

PAC 7 7 1 LD B S H

WPAD (Z.DHCP 5L (XDNS Vv 7 7 v &ML TT7 Z 72 PAC 7 7 A VO BFT % BT
x5 HTAHr7ehanrcd,

e DHCP & 3£ WPAD Z 4 512X, DHCP ¥ — 3 C PAC 7 7 A /L DT URL & 204
a2 EBRELET.EEL.ITRTOT IR DHCP 2R —F L TWAHDITT
TH Y A,

e DNS &2 WPAD ZEHTAIZIZ.PAC 7 7 A /LDFEA N —"E2I LT K 912 DNS
La—RE2HFRTLET,

WINDLERIEmMGFOL S v a v EE Eféiiwmpiﬁﬁ DHCP #{f /L TPAC 7 7

ANDORBEEERL B TX o785 1X DNS 2> TRAFT,

BEEIEH
o V54T FNTODPAC 7 7 A)LOHENRE (4-14 _—7)

WebtXa)TF4 PTSATUARATDPAC T 7AIDERRAT 4

ATy F1

ATFvF2
ATvF3

ATvF 4

V& ]

ATv7T6

[E% =V 7 ¢ % —E X (Security Services) ] > [PAC 7 7 A /L 78 A7 « 7 (PAC File Hosting) ] %
HIRL £77,

[F% € DA ML & fRHE (Enable and Edit Settings) ] 2 27 Y v 7 L £7°,
(FERE) LT OREAREHA ZHFEL £7,
e B7L

PAC H—/X7R— |k (PAC |Web Security Appliance 78 PAC 7 7 A /VERD Y v AT 5
Server Ports) R—F,

PACTO7ANLDBEMIR |7 7% X v v a THEINL TV D HHEDFRIE L 72|12 PAC 7 7
(PAC File Expiration) AN EHRINICTE £9,

[PAC 7 7 A /L (PAC Files)] €7 > a2 > T [ZHM (Browse) ] % 7 U v 7 L . Web Security Appliance
W27 v 7 —RFT5PAC T 7 AVEr—N v U nHERL £7,
™

GGE) :JERL/K_77/])/I/ZJ3 default.pac, '(3?)51’5/\1 77'7'5"(%%6/ fﬁﬂj*%)k%
AN ERET 20BN H Y £ A ARRIRE S LTV WIS Web Security
Appliance I3 default.pac EWwH 7y /l)/l/zf*ﬁ?g[/ ji—g«o

[7 v 7 v—FK (Upload) ] #7 U » 7 L T, AT v 7 4 T#ERNL /2 PAC 7 7 A /L% Web Security
Appliance |27 v 7 a2 —R L £,

(fEE)[PAC 7 7 AV Y —E X A EHERHET 5 48 A b 4 (Hostnames for Serving PAC Files
Directly) ] €7 > a vV C.R— b EBEEZEERWVWPAC 7 7 A /VEROEA N ERH T 7 A L4
R EL 7,
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B 5547 FFFUE—2avIckBPAC T 7ALDER

AFyFS1

A7 ay ELL

RARR—L Web Security Appliance 733k 2 LB~ 5 355512 \PAC 7 7 A JLERI(C
GODHMEND DHRA N BRITIIR— N EEREG ENL TV RN
W, R IE Web 7 %2 HTTP AR — bk (AR— 1~ 80) i fl L TALEE X
AL AR A NGRS PAC 7 7 A /VER E L TRl CTE £,

Toxd R—F&BL  FICITORANLICEEMT HND PAC 7 7 A V4, R A N A ICxd

TszETJE*'C*ﬁ‘?}%ﬁ" HERIT.ZZTHELZPAC 7 7 A L&KL £,
JAILEPACT T AL s ‘
(Default PAC File for"Gety* |/ ¥ 7 7 — R 2D PAC 7 7 A /L D5 2 IR T X £

Request through Proxy

Port)
f7%:3650 (Add Row) BIOFTZBIML CTOBMOKEA N4 & PAC T 7 A VA4 EFRREL £7,
EHREEEL MRGFELET,

DS5ATUNTTY5r— 32 TOPAC T 71ILDIETE

o U5 AT FTDPAC 7 7 ANDEFTO FEIEEE (4-14 2—)
o U5 AT NTDOPAC 77 A0 HAEET (4-14 ~2—)

9S5AF2FTOPAC 7 7 AILDBFRDOFEHHRTE

AFvFT1
AFvF2

PAC 7 7 A )VZEAERLL TXT ) w2 L FE1,
75 WD PAC 7 7 A VEREMEIBIC PAC 7 7 A VOB A9 URL Z AL £9°,

Web Security Appliance 73 PAC 7 7 A /L &R A N L TV D6 B3/ URLERIZLLFO X 5 I
Y ET,

http://server_address[.domain] [:port][/filename] | http://WSAHostname[/filename]

WSAHostname (3, Web Security Appliance (Z PAC 7 7 A VE R AN TH EXIIHRELZ [FA M
(hostname)] DETT, AR A M L TWRWEES URL OERIIHEMNGT L CEHEICX-oTR) 77 A
Ty MUSCTRR Y £97,

BEIEE
e Web X2 T 4 T ITAT LV ATDPAC 7 7 AINVDEKRAT 427 (4-13 _X—),

HS5ALTPURTOPACT 7AILDOEHRE

ATvF1

AFvF2

wpad.dat &9 LHTD PAC 7 7 A V& ERK L . Web ¥ — /N & 72 1% Web Security Appliance (2737
U2l £9(DNS L3482 WPAD 23 55613 Web —3Db—h 73 VL ZI2T7 7 A
NEBLET DULENRD D £1),

PLFDO MIME % A 7T .dat 77 ANVEFRETDHE I Web b —"EFZEL 7,

application/x-ns-proxy-autoconfig
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FP7ox>4—Ezx B

~

GE) ERET D Web F— %3 E L £9°, Web Security Appliance 1, Z 1% HEIFIZEITL
\i—é’_‘o

ATFwF3 DNSNy 77 v 7 aHhR—bFFDHI20E Twpad) > S A6 E D NEBHIICAEIR RTREZR DNS 44 & 1AL
L/T(Wjiwpad.example.com)\wpad.dat 77 /])/1/%_’7‘1‘7< ]\ LTU‘%“&_/‘\@ P77 }* [/X(:Eg@ﬁf
JET,

AFwF4 DHCPLy 77T v 7aY AR — T BHITIL.DHCP $— DA 72 3 252 12 wpad.dat 7 7 A /LD
AT URL R EL £ (4] : Thttp: / /wpad. example.com/wpad.dat|) o URL IZIX.IP 7 K L A7
EHDRIEBDORAL TRUVAZMEMNTEET RHEDDNS =0 F VIIHEDH Y FH A,

BEEIEH
o UIAT U TV — g8 5 PAC 7 7 AND ] (4-12 2—2)

e Web tX =2 UT 4 T T7AT L ATDPAC 7 7 AIVDIKAT 47 (4-13 _X—2)
e Firefox T WPAD Z#fEHTZ 72 (A-5 X—)

FIP7OxY —EX
e FTP X% H—t ZADOME (4-15 ~—)
o FTP 7' ux T DML EFRIE (4-15 ~—)

FTIP7OXxY —E XADIRE

Web 72 %% LLFD 2 IO FTIP B RZRIT=ZE T4,

o RAT AT FTP, X A7 47 FTP ZRIZ.FHHFIP 7 747 MoKk oTEREINET(F
137 U CHBIABD FTP 72 54T AL TAERSNET) FTP 7 2 X o0
%‘g?j‘o

e FTPover HTTP, 7 7 U Y3, . X AT 4 7 FTP Zfi 4 5 {4 0 \Z HTTP B3R IZ FTP Bk
oo a—RT5203H0 £, FTP 7 ux U ibnElH Y 5 A,

BE:EE H
o FTP 7 u X  OAHME LEFEE (4-15 ~—),
e FTPHHI A v B— DT (17-10 ~2—3)

FTIP 70X DFEME EBE
~

(G¥) FTPover HTTP ¥l SN 7 X VREERET HI121E . Web 7' B T DFRE (4-3 X—2)
AL TLTIEE N,
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N fAP7oxy4—FX

AFwF1  [BX =V T 4 ¥—1 & (Security Services)] > [FTP 7' & % 3 (FTP Proxy) ] Z &R L £,
AFvF 2  [REDOHML &M (Enable and Edit Settings) | 7 VU v 7 L £ (FREINd AT a Vs [#%
m@ﬁ%mmNMM§ﬂti®%éﬂWP7D%V IREFHTT,)
AFyF 3 (LR EARNZRFIP 7o U EHBEZREL £,
wA=VAC g ERBA

Tuxy Y A=
AN— 1 (Proxy
Listening Port)

FTP 7' 1 % 278 FTP il 2 UV v AT 2R —bh 7 747 B
1%, (FTP Y — N ICHEE T D 720 O R — b GEHE IR — b 21 246 H) &
LTCTHEHRLDFIP 7o X 2R ETDHEEICZDOR—F T2
MRS D FT,

Frovos
(Caching)

ELT—Ne DT —ZEE XY v 2T 208 90,
GE) ELTIIRWa—Fnbor—Z3xyyiainEHi,

P RHlD TP AT —
7 « v 7 (Server Side
IP Spoofing)

mPfu%vﬁFnﬂwvwnPTva%vi;v—bf%éiﬁ

WWLET, ZHICE 5 TIP 7 R U ARG & 57— X ks CR7p
HHEAIWC T I a BB LIRWETP 77 A4 7 > MMZRHET
xFET,

PR FTP 7 7 A7 b L35 & XITFTP 7 v & v MMEH T % R
(Authentication ArBIRTEAHLHIZL £,
Format)

Ny v 7 =K 77—
4 78— I i (Passive
Mode Data Port Range)

Ny T BE—REEFETFIP 70X L OF — XA T A7
IZFTP 7 7 A7 > b M9 5 TCP A~ — b O#FiH,

TITA4T E—R
F— X R— | #H
(Active Mode Data Port
Range)

TIOTF 4T E— R TFIP FuXxs & OF — 2552+ 51
WIZ FTP — AR5 TCP AR — + O#iPH, Z DR EIL. AT 4
7 FTP 5 X U FTP over HTTP B O i Fic@fH S £ 4,

R—rHiHEZRELTDLE.FL FTP V=050 E 5% OEK
WX T & £, TCP & v ¥ 3 > ® TIME-WAIT ¥iE G & 557) 12
Ko T AR—=NMIEHESNZERZIZ, @ C FTP — X THUMEH T
HEITHRY EFHAEDORER FTED FTP Y — N XHEREH T 7 7
7 EF—RTnEUEFTP 7 ud U Ci#n e 8 A, 22 Tldn i,
D7 4=V RIZREINTZR—METT,

VI NNVAU RS ERCFICFTP 7 7 AT 2 MICERIREND Y =V I 3T — IR b g
(Welcome Banner) WL FT,
e [FTP ¥ — /N % & — % (FTP server message) ], A v & — 135856

FTP — NI Lo THRRSINET . ZDOAF T 3 T . Web 7%
VNBBT— N ICHE SN TV DLEEICO AR TE Bk
WCOHEH S NET,

o [HAHX L AvE— (Custom message)], Z DA ST a &ALz
THETRXCOFRAT 47 FIP I L TCZOH AL L Ay
T U NERENET A I LS AIL RREEE R AT 4
7 FTP #fe Tl SV E T,
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ATv74

AFvTH

socks 7oxo 44—z M

(EB)FTP 7o X v OFFMZREERTL £7,

A =PAG EL:
D X A 57 |BEORNZUF 7 a U BRET L TWRWERIZ. T A KVIREED
7 k (Control FTP 7 7 A 7 > b £721% FTP ¥ — 305 Ol ki iz L B @fE &

Connection Timeouts) |FTP 7" 2% 23 & 5 \TFEE T 2 i KGR (FDEANT) .

e [T 47 MMAl(Clientside)], 7 A R/WVIRRED FTP 7 7 A 7 > K
& OREEERE D Z A 5T 7 S,

o [H— 3MAl(Server side) ], 7 A K /LIRBED FTP H— /3 & il il B¢
DA LT T MME,

F—RPEEDE AL | BUEDO RN TP a BT L TORWESIC. T A RARED
7 7 bk (Data FTP 7/ 7 A7 v b £721X FTP v — b 05T — X BRI L DdlE &
Connection Timeouts) |FTP 7" 123 3 8 X 5 [TfFH4 5 R,

e [7F A7 MHl(Clientside)], 7 A K/VIKRED FTP 7 Z A4 7> k
LT — RO X A LT T ME,

e [V — Ml (Server side) |, 7 1 K JLARRED FTP H— & DF — X 4%
feD X A LT T MA,

EHzEFEL REFELET

BEIER
e FTP 7uXx H—bE ZDOHE (4-15 X—)

SOCKS 7O &> —

e SOCKS 7m ¥ #—t ZAOMHE (4-17 ~—)

e SOCKS k77 4 v 7 DWELD A F—T WAL (4-18 X—7)
e SOCKS 7 HF¥ T DFRE (4-18 X—2)

e SOCKS KV ¥ —DEAK (4-19 2—2)

SOCKS 7 a*> H—E XDHE

Web Security Appliance (Z1£.SOCKS 77 v 7 Z W 572D SOCKS 7' 7 ¥ T NEEN
F9.SOCKS RV v —IX.SOCKS N 77 4 v 7 &2 Hl#HT257 7 8A R v —LR%ETT, T2
TARY = LRERICHEB T T 7 ANVEFEHL T & SOCKS R v —IZL>TEDRN T
Y rs g 2EHTANEHEETCEET.SOCKS R Y —2 TP oo a  ZEHT 5 &,
N—TFT 4T RV —ICL T T T4 I DON—T 4 T HERTEET,

SOCKS 7B F ¥ TIE LU FORUCERL TS EE W,

e SOCKS 7' b a /Wit BEHHREHERGOLE YR —FL TWET,

e SOCKS 7 X UNI . 7Ty 7 AR —A 7aXx iR R—KF L TWEFA(T vy T AT —
LT aFNREISNEEA),
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W socks 7oy H—E R

e SOCKS 7' & % 2%, Application Visibility and Control (AVC) , Data Loss Prevention (DLP) , 35 &
Oy =7l SN AF vy =027 = 22 ¥R —F L TWEEA,

e SOCKS 7mF NI RNV v —Biffz Y R—FL TWEHEA,

e SOCKS 7ua XX SSL N7 7 4 v V&2 EH B TEERA NI 7747 b —
NIZhrRrV 7L ET,

SOCKS F 527 1 v IV DUED A r—T )Lk

[ZC®HBHIIC
o Web 7’mF¥Tm A FX—T ML ET,

AFvFT1 [BF =2V T 4 ¥ —E X (Security Services)] > [SOCKS 7" & % 3 (SOCKS Proxy)] Z &R L £,
AFvF 2  [REDME (Edit Settings) | 27 Vv 7 L £,
AFwF3  [SOCKS 71 % H%hZF % (Enable SOCKS Proxy)] Z 8 L £,
AFwFT 4 EEEEEFL THEL 9 ([255 (Submit) ] & [ % #E (Commit Changes) ]) .
~ =FL =
SOCKS 7 AX< MDERTE
AFyFT 1 [BX =2V T 1 ¥ —E A (Security Services) ] > [SOCKS 7" 7 % 2 (SOCKS Proxy)] Z##{R L £79°,
AFvF 2  [EEDOME (Edit Settings) | 227 UV v 7 L £,
AFvF3  [SOCKS 7' X ZH2)27 % (Enable SOCKS Proxy)] &R L £,
AFvF a4 HEARBLIOEEZ SOCKS XV REXHREL £,

A= VAT P B
SOCKS 7" = % 3 (SOCKS A X =7,
Proxy)

SOCKS =2 h m—/L HR— |SOCKS ZER%ZZIFANDA—F,7 74V b 1080 T,
I (SOCKS Control Ports)

UDP U 7 = A k 7R— bk (UDP |SOCKS =NV v AT 50813 H 5 UDP R — K, 7 7

Request Ports) JV X 16000 ~ 16100 T,
Tudxy xdvc— gy ([ FAVT—2 g EBETSOCKS 77 AT Y BT —H ik
S A LT 7 bk (Proxy ZAET 2 DO BT DR (B HAL) . 7 7 4L i 60 T,

Negotiation Timeout)

UDP bV ZA LT~ |UDP b2V LCDHENIZUDP 757 A4 7 > b ¥ —30
(Tunnel Timeout) 5DOT— X T AR (BEALL) . T 7 4V M X 60 T,
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socks 7oxo 44—z M

SOCKS /K1) & —DERKL

ATvF1

& ]
&2

ATvT 4
ATvF5

&N

ATFvF1

[Web &% = U 7 4 % — v (Web Security Manager) | > [SOCKS 7~ U 3— (SOCKS Policies) ] %

BIRL £,

[R Y —% B (Add Policy) | 27 UV v 7 L £,
[ U > —4 (Policy Name) ] 7 4 —/V R IZAHTZE Y Y TET,

~

GE) BRIV — TN —TLT EBFERITIAR—ALFOLE G, —BOLHT LT 54
ENH Y 7,

(FEBE) DA Z BN £,

[(EFEAR U & —%4F A (Insert Above Policy)] 7 4 —/L' K T, Z® SOCKS R U ¥ —IZHfi AT 5
SOCKS "RV ¥ — D3R L £9°,
~

GE) H#HHDSOCKS RV v —%2RETHHA SR U—OimBEMNRIEFZREL £T, 1A
NEEIIThNA LI AV —DIEFZHETEL TLEEWN,

(7 AT T 4T 4 &2—V (Identities and Users) ] £ 7 > a > T, 2 DT NV—TF KR Y 2 —I|TiE
T5 12 EDID Z3IRL £,

(EE) [FEM (Advanced) | B2 > a U ZHEEL TUBIMDO A N—V o FHEEZTFERL £77,

=SELAT
Yay BA

Tuxy R—F | TITUFICEREINIZA— b,

(Proxy Ports) (EE)Web 7 o ~D7 7 AT 527 0%y R—MIL-oTHY
= I N—T DAL=y T HEERLET [ X A — b (Proxy
Ports)] 7 4 — /LRI 1 DL EOR— EFEZEZ AN L T EBHOR—F %
%*iéﬁAiﬁyvaﬂDifo

B — %*%%T% AT BLEIICRESINT I TFAT D

%/F#%@%@T WZER AW RIICHERE T 5 K 9 IZRE S 7 hl

@7747/F@t/Fﬁ%é%QJﬁmk/ﬁ—hka)/wﬁww

TDAVN—Vy TEERTDIENDHD £7,

GE) ZORY—ITNA—TICHEEMTON TS ID 28 Z OFFMREIC
FoTID AV R—=v v 7 HEHEL TWHHA.SOCKS R Y v — 7
=T LAV T ORTHEHEZ2RTETE EHEA,
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eDirectory Z—H D NetworkAddress J& M & {F bf\i_ﬁ'@%%ﬁ@ /7 AP 7KL A
ERFETEET,

BEMI—FDDIL—ILETARSAY

FEEORIEY — " THEB 22—V ID AT 2EEIL U FOAL— VT A R T A BEEL
TLTEEW,

DHCP #fiL T/ T AT =V IZIP 7T R L 2AEEID Y CHEEIL, WebSecurlty

AWMmubDWTLvxﬁnwﬁ%@v/t/wamw) zi@%ﬁ, el T )
Ljﬁj« tuiconfig o< N & LT, vwvt N7 @E%ﬁﬁ'ﬂﬁh%ﬁ%ﬁbi‘ﬁﬁ%ﬁﬂi

owfmﬁu%ﬁ%Lté@%n%ﬁﬁﬁwﬁﬁ&ﬁ64mﬁﬁﬂ%5%LT<ﬁéwo

IPT7 R Axta—FZD~< > 7 ) Web Security Appliance £ CHEF S LD ENIC, = —W
NwrhonZ 7y L BlOoa—FRELC~v izl 4 LA Web 7 23203
AiOa2—Y2 7747 L TiigklL £,

i —F ID PRI 72 & Z U2 Web 7B VR b T Uy v g U ERUERT D HiEE R
ECEET, 2—PFIT AN 778 RZFHFAT L0 FRTRAET e T 2T R a—H
BRI ER R T D2 ENTEET,

@ﬁ%ﬂfﬂﬁD®%M IV a2—PICERET v T N REREIN, 22— RE R LT
VYR X VERERICER LIRS 2 — DX AN TV BRAEHRTHNE ) NEER
TE T,

FO Y THNTERN T 77 7 ANV, 2 —FRFET DEEBO L NV A EFLFRiE — 7 v A
ZHEHL TV DA AsyncOS for Web 133 —7 V A T/RINDNAFTL L L H 22— 7
N—=T G E£T

Z—WEFBRANGEN T D LI T e 7 r AN ERET DHE EEY e S — ML IP
T RUATRITFNER Y FHA MOy s — 247 %@?ﬁ'@”%’) LITITE £ A,
T—BOFEMR TV T v a L BFRT D L HBBAISHER] S L — A [Web kT v
%> 7" (Web Tracking) ] X—IZFRS N ET,

sm 33 & O x-auth-mechanism H A X A 7 4 —/L R ZMH L CoEBANCHERI SN z2—T %
77k Avs L WC3 H7 Luaﬁﬁ‘é LM TEE T sso_tur DR i/]\ Uik, =—H%4
NEBRA 2 — AN LV BREES N —F /A5 FA T NIPTRLALBAET S Z
LIk - THe %éﬂﬁ_ ExRL TWET, ([AERIZ, sso_asa DffiIx, =—HF 3V E— h
2—YThH Y, 2 —H¥ 45 AnyConnect Secure Mobility % {#i ] L T Cisco ASA 7> 5 Hufs X
2 EERLTWVET),

ZiBH1— ID ODEQE

WBEY 7 2 —F OB L FRIEDREIZOW L, = R 22— 7L T v v VO RS (5-1 =—)

\—lﬂf*l_/ RSN TOESTERNRFIRILUTDO LBV TY,

PRREL L A B AERL L CUBERART £97,
MmN e 7 s ANEERL 22— BIRIITAT N VT T 2T 2S5 £,
HmaEnra—HWea—F FL—7n5 0 Web BRAEHT HRY O—5ERL 17,

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F



F58 T UFA—HFILTFUIYILORE |

CUl #{E M L f=ZEiBa L — 5 Al O BE M ER
AsyncOS for Web |ZLL o TUI B CLI =2~ R Zfii 2 TWET,

o tuiconfig:éi@é/‘ji‘—'ﬁi;ﬁ%l BT AHMBREERELET ANy TF E—RE2HEHL T,
D /RT A =2 ZRIRFICRETE 7,

— Configure mapping timeout for Active Directory agent:AD 31_“/“:1:‘/ ]\ 755%0)77
TTF= I BRVGEICAD =—V = M X o THRAEESNZIP 7 R L 223 L CLIP
7K VXxT:L—#ODV/t YT hF vy val TBLRHOES (4 HAD,

— Configure proxy cache timeout for Active Directory agent:/ XX U [EHADIP 7 K L
A= DO~ B T Xy vy a L TBLLEOES (HEALD) . A7 1T 5~
1200 T4, 7 7 4/ MERS X OHEREIX 120 BT, LKW EZIEET D & 7 a%
ONRT < ATEEEE NI ET,

— cConfigure mapping timeout for Novell eDirectory:.—/X)H D7 v T =R
Y& 2 eDirectory B — "0 LB SN2 IP 7R U RIZK L CIP 7 R b Axf2—H D
vy BT EFry v a L TBLRHORES (HAD,

— Configure query wait time for Active Directory agentZACtiVC Directory =z f\
ﬁ\%ODﬁSK’Zfﬁff%%‘?‘éﬁ?%F’aﬁ@Eé (BB, 7 ) —IZHES DN Z DX A LT Uk
E% EREl- 786 FRp) 2 — IR L7z L R EshET . 2k =k
L= ‘H-ﬁ){jggﬁ?éuunﬁgiﬁ)BEﬁEéﬂiﬁ

— Configure query wait time for Novell eDirectoryZeDireCtory “‘j’“—/\ﬁ‘%@mg%ﬁﬁeﬁé
THORROR S (BHAL), 7 =) —IZET LRENZOZ A L7 U MiZx LEl- 728
A BB —PHEGNI R L7 RS ET, 2k = F 2= EERT 5
FORENRIE DS RE S AVE T,
Active Directory D% E I, LLE’J:L**'H‘;:&%'J AD =—Y =V M &2 59X TD AD

Jb 22 & 3£ 97, eDirectory O R E 1 B EAY L — 5B eDirectory Z i 454~
@ LDAP LV AIZEBA ENET,

WD /RT A—Z DRBFEICRI L 72HA1E. EDELEF S EE A,
o tuistatus: Z DI NI UTOL 72 ADEEOY T a<w FRH v 9,

— adagentstatus: 9 X TCDAD =T— > NOBEDOARAT—F Z B Windows N A A
varhr—7LoERICETAERERRIL £,

- listlocalmappings:Web Security Appliance [ZfRFS IV TWNDHTXTD IP 7 K L A%f
a—PLO~v v E LT AD TV 2 Mo TG ENIHF C—BERRL 7,
ZOaw R 2=V MIREER TV F YR BIEZ = ) — N TR0
o TR —ERRLEH A,

SOTNBAF U DEE

B 7 v%“//yw%ﬂwﬁfﬁ‘é LTI VTN A BESERTXET . BB
M —FEBNLERE L LV ADOBRFEEHD 1 DT,

Internet Explorer D35&1X, VX AL 7k RA R L L CUEBERMKE A A 4 TIERL (R Y
b &G ERV) BTG O R A N4 E 7213 NetBIOS 44 4 43 M L T <72 &V, £721%, Internet
Explorer O [ —H/)V ALV b T Xy NV =TT TATVADKRANLEBMNTDZ ENT
TET(V N> A F =Ry b AT var]stXxal T 47) L. Z0HFEELT
RTDITAT Y M TEITTHRENRH Y £9, ZHITHET 2550 Tid [How do I
properly set up NTLM with SSO (credentials sent transparently)?]% ZH L T 72 &\,
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http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
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EEAYANL_

Firefox 35 & OV DL Microsoft LIAAND T T W Tk /X7 A —#
network.negotiate-auth.delegation-uris, network.negotiate-auth.trusted-uris,
network.automatic-ntlm-auth.trusted-uris ZZEBE—RN DU X AL 7§ RA MR ET D MNE
238 Y F 9, [Firefox is not sending authentication credentials transparently (SSO)JH ZH L T 72 &\,
Z OFHFITIX Firefox /N7 A—Z OEFIZET 2 — GO LI AL TV ET,

VZ ALK RARLAIZOWTIE, 7 02— NLBREORE, £721% CLI =2~ K sethostname %
ZHLTLEEN,

=1 D | VN

REEL VA X TURRFE — NI T A 1O I M ERGEE RA ER L. 7 74T v N i@
BT 25 &I 2FREF R EE L 77, AsyncOS | i%ﬁ?ﬁ@uunﬁl/}l/b\%‘ﬁ“j”~]\bfu\

FI UV NLERIEY =T AT N—T D LIk 0 RAEEHNER D 2 —F 2R U R
Vo —TCEBTIZENTEET,

o HNEEREE(5-11 _X—Y)
e Kerberos &ilF /7D Active Directory L /L A DERL (5-12 ~<—7)

* Active Directory #qlE L /L A D FERKL (NTLMSSP 36 L OVEAR) (5-15 <—)
e LDAP GBREL /L A DAERL (5-18 =X—2)

o FWIFL L ADHIRIZHOWT (522 X—)
o T u— N )LIIAFDOHTE (5-23 X—)

BEEIEE
e RADIUS = —HFGE (22-11 ~X—7)

o mu uiE./ b‘/}( (5 28 /\"—:\‘)

SV ERERRE

M58 LDAP & 7214 RADIUS H— 305 2 —HF 2 BE T £ B — X GEHES—XOR

FEEMALCT 7 I9A T AZu Tl A TEET , 22— HZENRXRT R EANTILEED
D FEH A,

LDAP H—/\[Z kK BN ERREEDERE

(ZC &SI
o LDAPFFEL VA ZEERL . ZIIZ 1 DL EOAHREFE =V — 2% E L £9,LDAP iRiEL
IV B OVERL (5-18 =—),
AFYF1 TTFIAT L ATHERIEE BT F97,

a. [V A7 LB HE (System Administration) ] > [==—¥ (Users) ] (CBEI L 97,
b. [#MELEREE (External Authentication)] © 27 23 > C [A%) (Enable)] 4 2L £9°,

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F


http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html
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LT TN

c. UToF7>ar w28/ ELET,

*Fay 7L

FRAEE— K (Authentication Mode) [/RAY — R ~X— 2 DFIE (Password based
Authentication) ] Z 2R L £9°,

#AlE % A 7 (Authentication Type) [LDAP] 2R L £,

AERRRET v v v 2 X A LT T b BRRFED 7212 LDAP — N ICH#E#ET 2 £ T,

(External Authentication Cache AsyncOS WML U T v v v IV ERAFT D REL,

Timeout) T 74V MixtEr(0)TT,

LDAP #MHF8RE 7 = Y — (LDAP LDAP LV ARV RES N7 =Y —,

External Authentication Query)
=N DDEFE IR AR AFEDL | AsyncOS BV — "5 D 7 = U —TkT D IR B
A A4 25T 77 I (Timeout to wait for valid |19 5 7%,
response from server)
JN—7 <~y ¥ 7 (Group Mapping) |7 4L 7 M VRNDE T L—T 4L T o r—L & El
DVETET,

ATFyF 2 EHEEXEL REFELET,

RADIUS SV EREREED 1 ~—T L1t
FOBEEIT RO vy 7 BB TLIEE W,
RADIUS Z1{li [l U 72 4MBRGED A % — 7 Ak (22-12 _—)
RADIUS =—HFGE (22-11 ~<—)

AEAEAR—RDREFD 1 1+ —T )Lk

WD MYy 7 &ESHBL TLTEEN,
SEHER— 2 OWIEDOHF I (22-17 =—)

Kerberos E25F 5 = M Active Directory L JL LsDYERK

FC&H BRI

o TITIAT VAN ZUR axs ¥ E—RFTHERIBEEE-FTREINTNDHI L%
R L £,

e Active Directory ¥ —/ 3% ¥#Efi L F7°,

- UTFOH— "D F 40T Active Directory % 4 > A h— L L &7 : Windows Server
2003.,2008.,2008R2,2012,

- FAAVEREIN =T EEZT AT N AN —F TN —=T DA N—=TH % 1—
% Active Directory $— 3 EIZ/ERR L £97,

Ey e

Bl CiscoWeb X2 UT 4 FFS5A4 7 AMIT Async0S 1052 1 —H HA K
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ATvF1

AFvF2
&
ATv7 4
ATvS5

EEAYANL_

- KROWEREFFO 2 —FHE/ERL £7,
- Active Directory TO/X AT —FR U HER
- servicePrincipalName ~ D R FEH & E X IA
-7 AT MRGEO E X AT
- dNShost 44 D F Z 1A
- servicePrincipalName O 3 XA

UER T T IAT Y AER AL VEBMEETT T TAT Y ARZRMEL TVD =
EETEFRT D -0, 22— P LKL E R /IR D Active Directory HER T,

- VAT U ER AL IZSMERTRET VR —FINDT T A7 bid,Windows
XP. Windows 7.Mac OS 10.5+ T9,

- Windows Resource Kit @ kerbtray ¥ —/V AL T, 27 7 47 >k ® Kerberos 77 = k
% 8 L & 9 (http://www.microsoft.com/en-us/download/details.aspx ?id=17657) ,

- Mac 77 A4 7> FTIE.[A A A==—(Main Menu)] > [Keychain Access] T, Ticket
Viewer 77"V /r—3 3 > & il L T Kerberos %7 » b 2R T& £,

o FRFEIC & 725 Active Directory K A A U IZWebEx =2 VT 4 T I7AT U A sE 57
DITHEIR MR E R A A MNEREPFIHE A THDH &R L £,

e Web Security Appliance D HL{EDREA] & Active Directory ¥ — SO BUEREL % g L T, % D
728 Active Directory — 30D [ a—% 7 1y 7[RI O i KA FREH (Maximum
tolerance for computer clock synchronization)] 47> 2 » CIHRE SN TWH R A 2 T\ 7
WZ LR L £,

e Web Security Appliance ¥ Ex = UV 7 4 FEHT 7T A T U ATEHEHINTWHAHAIX B2 D
Web Security Appliance J:O)I—JZ. DBFEV IV LD T ART 4 B KT T TAT U ATERIN
TWL 7 aNRT 4 LRI ITREL TBEET,

e Web Security Appliance D&% &

- HHTRHE— R TIL.WSA &R A k4 (sethostname CLI <> R) 27 I 0P THREINT
WATaX AL EEICICTAMBERHY £3,

- BEE—F TIIWSAFA N EZIVE AL 7N RAMLLERECICTALERD Y £9
(7' v — N)VEEREDORR T (5-23 X—) # &), & 512, Kerberos L /L A& VERKT D EITIC,
WSARARL EVE AL I N RANAERETALERD Y 97,

o HLWLILVAZRWHETDHE LVILVLADORIT e a2 EE TR R0 THEEL TCLE
0,

o VLI NYALFL(SSO)V BT TAT N TITUFTRETDHENRHY T (7L
YA d o DRIE(5-10 2—2) #5H),

o NV DMHAEEFENTATED s DHAZL T 4—LRDONRFGA—FEFHAL T 7 tEAnRm
THhHNAZZARLET T/ ®8A O DOHAZv AR (2132 =) BB TLFEEN,

EHEALCT 78R a2 AL~ A XL ET,CiscoWeb X2 UT 4 775 A7 A Web
A H—T A AT [F> b T —7 (Network) | > [EFIF (Authentication) ] ZER L £,

[L VA% B(Add Realm)] & 27 U » 7 L £7°,

PR F L AR—ALFRT 2L TREEL VA —BEOARZE D Y TET,
[#8FE~ 7 b =2 /L (Authentication Protocol)] 7 « —/L K T [Active Directory] Z 3R L 97,
Active Directory ' — NDZEREMR A A A ETIXIP TR A% 3 DFEFTANLET,

ﬁ'J ‘ntlm.example.com.

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F
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ATv76

ATFvF1

IPT7 RUABRRELROII T 77 A7 2 ATEEI TS DNS H—/373 Active Directory #—
RORA N4 %ﬁ%ﬂ%f%fib\%/ﬁ@%ﬁfﬁ‘

VL L ?E%Z@m i
> DFRSREL

—RERELTESE. T T I7AT AT ZOLILLANDO N TP 7 g

%E&‘a—é i‘( Ei‘j(3OO)D‘UHEE%_/\TDAL‘H,[E%DEQ%‘&‘@—

TTITAT U AL R AL NSNS T ET,
a. Active Directory 70D N EFREL £,

e

A

Active Directory K A A
> (Active Directory
Domain)

Active Directory ' — 3D R 2 A4 ,DNS R A A FTL v L
BTN ET,

NetBIOSK * A v 4
(NetBIOS domain name)

Fw NT—27 TNetBIOS T 255X F AA A2 ATIL ET,

Evbh  ZOFT T a &M TEROVGETT, setntlmsecuritymode
CLIz2~FRZ2EHALTCNIIM X =27 4 =K [F
A A (domain) | IZFREINTWDH Z LA MERL £,

A a—=F T
I (Computer Account)

RAAL EDa e a—2%—EHIZHRIT % Active Directory = >
=X THU BT BT T v b ) BMERRE RS,
Active Directory K A A4 > NOBFTZHEEL £7°,

Active Directory BREE C. 2 Ea—% 7V =7 NN —EOMRT

HEIICHIBRS LA LA, BB DIRES LTV b a7
Nicar Y a—& 7hur sOBEFEEEL £,

b. [K A A 1Z2&H1(Join Domain)] #27 J v 7 L £,

S

GE) JTCIZEML TV

VORAALZBML LD T2 (AT vy Vv EEHL T

585 Th) | Active Directory 23T L W — &y & 2 @WSA’EEU TDIITAT v

MIEET 2720 BFOERIIFAL b Ed, Z8e

ZTFH7 AT MEI a s AT

LToRERZ AT H0ERDY £,

c. Active Directory LD

ThHUNul Ay JLF oy (a—PFLBL O T L —X)

FHREL(THT R ODT/EEE(Create Account)] 27 U v 7 L E7,

(E#) Zi i) = — il 2

BE

B8

Active Directory % f# F
L T&ild = — V8 &
%02 F 2 (Enable
Transparent User
Identification using

Active Directory agent)

7Z A <1 Context Directory T—3 = N3 A L A F — /L Z TV
DYV DY =KL TIUCT 7R AT D IO T L AR
oW G2 AL ET,

(L&) N 7 7 v 7 Context Directory =—3 = > F )3 A > A f — /b
SNTWELZY O =4 LD EEZ AL 7,

Bl CiscoWeb X2 UT 4 FFS5A4 7 AMIT Async0S 1052 1 —H HA K
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EE WA |
AFvF8 Xy hU—2 X2 VT4 ERELET,
B®E H L]
IITAT S NDEHD T TAT S DEXEYERT D K DT Active Directory — /33K
#ZH (Client Signing ESNTWDLEARIZ. 20T v a v 2@RL £,
Required) ZOF TV a s kBIR L T25E | AsyncOS 13, Active Directory H—/3
& DB KFIZ Transport Layer Security Z £ H L £9°,

AFvF 9 (EE)[T A MM (Start Tes) ] 227 U v 7 LET, ZHICE Y 2 —FRERICEAL ZEH L

<
ATv710

RFEEZIT AR AN LERTEEZT AL TCTELWLYMME YD EHERTE £,
WCRBMLFELEZ TANPICRAELEMERZ N 7TV 2—T 4 7 L ETRIEORED s 7

TNy a—T 47 V=)L EBHEL TLEEWn
ATFYIT N EEEEELMHRTFLET,

ROEX

Active Directory

Kerberos iBiE F R AR T 23707 7 AV EERLET . 2—F BRI T 47 K
VTN =T O 6-3 =),

SREEL ILLDYER (NTLMSSP B LU ERX)

Active Directory F25E L L LA DYERL D ETHREH (NTLMSSP 5 K UEX)

uunEJEkiﬁE) Active Directory K A A > Webt ¥ 2T 4 T IF3AT L AE2BMEE 5T
(B MERR & R A A MEFRETFE A TH D Z L 2 L 7,

NTLM &% = V7 ¢ £—FK & L Cldomain) Z i 9 5541, % A b L 72 Active Directory
T N—T DI %EMHEM L F£9, Active Directory 7 /L—7 fPZ\X FENTWRWEAIX. T 7+
N MEDTads | ZEHL £, 2O~ =27 VOMEIa~ Y FI4y A F =T = AT
setntlmsecuritymode # &M L T 72 &0,

Web Security Appliance O ZITEDIFZ] & Active Directory ¥ — SO IUERFZ % Ll L T £ D
ZEDY Active Directory — 30 [ o —% 7 1 v 7 R O KA FER (Maximum
tolerance for computer clock synchronization)] 4" 7Y 2 > TIHRE SN TW AR 28 2 T\ 7
W2 EEMERL £7,

Web Security Appliance X B ¥ = U7 4 HET 77 A 7V ATEHIN TWD AL Rl D

Web Security Appliance J:O)I_JZ. DBFELV IV LD T aRT 4 IN KT S5 4’7/%“( HIh
TV 7 u T LA —IZRD LI ICHREL TEE £,

HLWLILAZHEET AL VILADHEIN o ha Ve EETCERL A0 TERELTLF
S,

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F
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e WSAIZ. B TZXAT_RTORAALL DR AL ar ha—F L NTLM L L AIICHEE S

NER ALY o ho—F 28T AUERD Y £ 8GN EL <HiET 2 X oI NEs
RALUBIUVIER AL DTRTOR AL avrba—T| ﬂbf&@ﬁ~b%%<
VERH Y 97,

LDAP (389 UDP i35 & O TCP)

Microsoft SMB (445 TCP)

Kerberos (88 UDP)

T KA A Y ME:HR—F <%= (135 TCP) Net Log-on [#E AR — k

NTLMSSP DFEIX. 7 AT N T IO v I N B4 4 (SSO) ZRETE £9,
TN A F L DRE (510 =) R T E N,

HFHONIIMLUIILLER AMVDFEAIZDNT
LT =T B DO NTLM L LA E R AL BT 28581048 L 3,

Active Directory

ATF9T1
ATy 2
ATvF3
ATv74

AFvTH

B 10 O NTLM AL L AEERTX £,

HAOENTLM L LD 75 AT NIPTRLANR BONITIM U ILADZ S5 AT NIPT
RUVARAEEHEHLRWEIICTLILERL D £,

% NTLM L L A E 1 DO Active Directory K A A L IZDOBRBIMTEET N ZDOR A AR
BHEHLTWLIHOLWPILN AL D2 —F 2RI TCEET, ZOFFIZ. R 7+ A FANOD
OR AL NZT 7 4 b THASN D7 &b —FROGEEBFMEL TWD 7+ A K
SEDOR AL A SN ET,

BEFD NTLM L L ADMEFEL TWARWR A A v Oa—H 2EREAET B2 B O NTLM L
NV AEERRL £,

FREEL L LDYERL (NTLMSSP & & UER)

[% > b U —7 (Network) ] > [§¥:F (Authentication) ] Z3EIR L £,
[LLA%EBI(Add Realm)] %27 U v 7 L E7,
BT ANR—ALFERETEHEHAL TURRIEL VAL —BOL4HIZE D ¥ TET,

[FERE~7" & b =L & 5 (Authentication Protocol and Scheme(s))] 7 « — /v K T [Active Directory]
ZIBINL 1,

Active Directory 1 — NDEREM N A A AL ETIXIP TR A% 3 DFEFTANLET,
5 : active.example. com.

IPT RUVABKBEROIZ.T 7T A7 ATREIFLTUV S DNS H—/37% Active Directory #—
NORA N EFFRTEIRWVIGEDHTT,

L LA @ﬁ@mu A%ﬁﬁbt BT TIAT AT FOLALLANDO N T HF 73
VDI RIS B £ TIT k3o@mﬁﬁ~ﬂfmﬁ%ﬁ$i¢
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ATFvT6

ATFvF1

ATvS8

EEAYANL_

TTITAT VA R AL IS MEEET,

a. Active Directory 7 %

Vb EBRELET,

RE

A

Active Directory N A A
> (Active Directory
Domain)

Active Directory 1 —/ 3D R 2 1 4,
DNS K XA FmiZv v A B IEENE T,

NetBIOS K A A >4
(NetBIOS domain name)

Fv N —27 TNetBIOS #2553 F A A2 AL ET,

av a—X T T
I (Computer Account)

RAAL EDar ¥ a—F%2—EIZ#%57 % Active Directory =1 >
Va—X% T7horhsBIAT~ UEET HT M) BERS LD,
Active Directory K A A4 > NOLGTZHEL £97,

Active Directory BREE C. 20 Ea—% A7V =7 b N —EDOMRT
BEWICHIBR SN DS E X BEHIBR A O REI N WD a2 T
NiZarvEa—% ThHoyr hOFFEREL £7,

b. [K A A2 iZ&00(Join Domain)] #7 V v 7 L $£79,

~

GE) JTIZEML TV

VAR AALZBIMLE S ETB LR IZLT vy v BEHAL TW

L84 T ), Active Directory NHT L WX — Yy hE2Z DO WSA 2 E0L2THDI T AT
MIEETLO BMFOERIIALONET BELZ T L7 74T MI v s>
LTOOoHEa A T0ERHD £9,

c. TORAANZALVEa—F ThUy NEERT DHEREFD BEFD Active Directory
2 —H D sAMAccountName = —H 4 L XA T L —X % AL £9°,

4 : jazzdoe | (TDOMAIN\jazzdoe ] X°jazzdoe @domain | (ZfEH L 7e T2 S0,
COHERIT. 22— TAT N EMSLT DO ERE TS L RFS R E A,

d. [7 7 ks DVERL (Create Account)] 227 U v 7 L £9,

(R E) 2 W RRRE & 7% E

L\iTO

BE

B2l

Active Directory % f# F
L T&il = — V8 &
A%HiZ$ 2 (Enable
Transparent User
Identification using

Active Directory agent)

77 A <1 Context Directory T—3 = N3 A L A F — /L Z LTV
DYDY =KL TIUCT 7R AT D IO T L A
oW G2 AL ET,

(L&) N 7 7 v 7 Context Directory =—3 = > N )3 A > A f — /b
SNTWELY O =4 LD EEZ AL £7,

Xy T =7 EXa2 VT 4 BHFHELET,

RE

A

74T N DE/HD
W78 (Client Signing
Required)

7T AT Y N DFELETERT D KD IT Active Directory H— 3 33%
EENTODIEEIT. ZOF T a v ERIRL £,

ZDOF T v a rEEIRL 254 AsyncOS 13, Active Directory H—/3
& D5 T Transport Layer Security 2 H L 97,
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$£58 IVFA—HFHILTUINYILORE |

W EsL L
AFvF 9 (EE)[T A B (Start Test) ) 227 U v 7 L E4, ZHICK Y (2 —PREFEICT DL 2 L
THRAFEZ T DN AN LR EET A LTELWLWOAE I EHERTE £,
ATFvF 10 EEZEEL RFLET,
LDAP S28E L JLLDYERL
FC®H BRI
o fHf%D LDAP IZBIT LI F O ME IS L £7,
— LDAP OD/X—T 3
- P—R"OT KL X
- LDAP &A—F
*  Web Security Appliance N ¥ 2 V7 4 EFHT 7T A 7 U ATEHINTWLGEIX B D
Web Security Appliance ED[A4 OFEFEL IV AD T a/XF 4N KT 7 74’7/2“( EFR I
TWL7 a7 LRAILTHDZ LEMEL 7.
AFyFT 1 [Fv hT—72 (Network)] > [#2aF (Authentication) | &R L £,
AFyF2  [LALEEM(AdAdRealm) ]| %227 U v 7 LET,
RATFYF3  FEHFLEAR—ALFRET 2L T RGEL VLA —BEOARZE D Y TET,
RTFvFT 4 [BFE7 7 k 2L & )5 (Authentication Protocol and Scheme(s))] 7 4 —/L K T [LDAP] Z3&R L £9°,
AFy7F5  LDAPRAEOREZ AL £,

RE

A

LDAP O/ X—2 g v
(LDAP Version)

LDAP DN —2 5 U 5B X 27 LDAP 23 A8 9 %1%
WL E1,

TTFIFGAT v AF LDAP R—V g3 U 2 BL N3 2R —FLTWET,
% =27 LDAP IZ1X LDAP N— 3 o 3 LB T,

- 0) LDAP H— 3 igia i) = — 551 ¢ 9% Novell eDirectory % ¥
—RLTWNDNEIDERIRL £7°,

LDAP H#—
(LDAP Server)

LDAP H— XD IP TR ZAEHIIARA N BLIOR—FEEEZATIL
FT . HKKI OOV —RERFEETXET,

RAPNZIT EREHMRE AL LA THINERD Y £, 6:
ldap.example.comoIP 7 R L ANMNEL DX . T T T ATV ATREIINLT
V% DNS H—/ 328 LDAP % — 3D 7R A b4 Z Rk T ERVGAEDHRTT,

HEYE LDAP OF 7 /L b DR — FFEE1L 389 T3, &% =7 LDAP OF
7+~ OFEFIT 636 TI,

LDAP #—/3728 Active Directory 4 — XDIGEII. R A AL a2 bua—F

DHRANBELIXIP TRV A BIXOAR—FE AL £, 7[REZ2IR Y |

Ja—N)v hExad = "OL4FTE AL R—b 3268 #HL £,

L. 7= A ad = AR BN ST H D —

IV RAALY aryba—F0a—FDOHEBIETDHLEND DHHEI.
nB—hAN KA arvia—J%HT5Z b TEET,

?_j:l‘ll//l/,b\ ?‘Ei&@muu bﬁ-"_/\%ﬁjxmﬁbf’ 77703/])77/Xi z D
VIVAND N T oW g OREE %E&j—éif WK 3 DR
']j-“_/i“(ntuuﬂz%uityfiﬁ_

Bl CiscoWeb X2 UT 4 FFS5A4 7 AMIT Async0S 1052 1 —H HA K



| 58 T oFA—4HILTUIrILORE

EEAYANL_

B

T

LDAP e 42 #¢
(LDAP Persistent
Connections)
([REAMER T
(Advanced)] &7
T arDTF)

UTOEDOWFNZ@ERL £7,

o [k IR O (IR ) (Use persistent connections (unlimited)) ],
BEfF DRt 2 ] U E 3 A T & D 2 WA 138 L Wik
DHDAIVE T,

o [AKFERIERE D ] (Use persistent connections) |, BEAF Ok &2 L
THESHEEOERICHEHL £, Kk RMEICET D & LDAP ¥—
INADFT L WER SIS N ET,

o [KFERIEESE % 1 L 721> (Do not use persistent connections) ], #77",
LDAP #— S ~DH LW 2 /K L £,

L — Y ERGE (User
Authentication)

UTD7 4 — WV RIZEZATIL ££9,
[~— RF&AI44 (~X— R DN) (Base Distinguished Name (Base DN)]

LDAP 77— R_X—=23Y U —HpDF 4L 7 F UEIZR>TRY 77
FAT o AF_N—=ZDN ] L T.LDAP 7 4 L 7 U Y U — N
Yo AT iCB B L B 2B L £9 . A %72 ~—A DN 7 1 )b Z L5
[Z.object-value XD 12l Eoa sy R—x bR EINET, -
k i@i\ ’—dc:companyname, dc=comj@ J: 5 N_]\jj Li“ﬁ‘o

2 —W4 DR
DITFTOEDOWT I ZRIRL 97,

e [uid].[cn].[sAMAccountName], =—% 4 % ET 5. LDAP 7 1 L 7
FUT—EDID,

o [H A X A (custom)], [Useraccount |72 & D H A X I 1D,
a—FT74NE 7)Y

22— 7 & I —F 2—HFDX—Z DN & iolT 5 LDAP f&
TANETT, ZE . 2= T L7 N UBX—ZXDN O FOREEIZH
ABEE . FFIFFO—HFO_R—ZDN ODa—HFEEI L R—F M
0 A AN EENTOVRWEGAICHETT,

UTOEOWTraEEIRL $£9°,
e [72L (none) ], ¢ _XTHOZ—VZHHL £,

o [ A% A (custom)], T—HFDREED 7 N—T %ML £,
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LT TN

ATFvT6

RE

A

JxY— LTy
¥ % /L (Query
Credentials)

PRE—R"DES/ 7 =) — 22 T ANDLNE I rE IR £77,
RAEY — "N EA 7 =) — &2 AN HGE X [ — N EA OB
IZxf s L F 9 (Server Accepts Anonymous Queries)] @I L 77,
RREY — A 7 = ) — &2 AR WA IR 231 & K DN Z 1]
(Use Bind DN) ] Z3& R L UL FOfF#E AL £

[/X4 > F DN(Bind DN)|,LDAP & 4 L 7 b U ORRAZFFa] S -4+
#LDAP — R FO o — 5@ NA VDN 4L 27 b ULk
DR EHFR SN ET,

[/NA 7 L — X (Passphrase) ], [/X 1 > KDN(Bind DN)] 7 ¢ —/L R (T
AT 2 —FICBEFIT N D /AT L —X

UFOTHARMI [N K DNBind DN)] 7 4 —/VRIZ AT B 22—
PFOFZRL TWET,

cn=administrator,cn=Users,dc=domain,dc=com
sAMAccountName=jdoe,cn=Users,dc=domain,dc=com.

LDAP #—/3%% Active Directory —/3D 54 1%, [DOMAIN\username |
X TAA DN 2—FHEZANTLHI L TEET,

R IN—T A7V 27 NERFa2—F A7 =2 &L T [F—7FFE (Group
Authorization)] % A X —7 /WL @R L7=A TV a v 2R EL 9,

GN—F#ATzH bk
BRE

A

IN—=T FTT =T b
NOTN—T X R—
v 7 @ (Group
Membership Attribute
Within Group Object)

ZDIN—TIWRTHT R TCHO2—F% U X942 LDAP g% 5
WL £,

UTOEDWNFNZZIRL £37,

e [member] 3 X U [uniquemember], 7 /L —7 AL NERET D,
LDAP 7 4L 27 F U T—ED ID,

o [ A% 2 (custom)], [UserInGroup) 72 & D A % A 1D,

TN—T 4% g teJmit
(Attribute that Contains
the Group Name)

RV —= T N—TORETHHTEL I NV—TH%ZIEET 5 LDAP
B Z BINL £7,

UTFOEOWT NN Z IR £,

e [en], I N—TZ%EFRETH.LDAP T 4L 7 F U T—ED ID,

o [H A% A (custom)], [FinanceGroup |72 & DA A & I 1D,

F T BT —
TINE S I EHBIT D
7 =V CFH] (Query
string to determine if
object is a group)

LDAP 773 = 7 " Na—H Z L —F%2KL TWANE I %R
7% LDAP ZR 7 4 /L & 28I L 7,

UTOEDOWTNEIERL £7,
¢ objectclass=groupofnames
e objectclass=groupofuniquenames
e objectclass=group
o [ A X I (custom)], [objectclass=person| 7R E DT A X I T 4 VA

HE: 72V IZEo TR = =T TN TE 2 —#HORGES
N—TNEFZSNET,
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| 58 T oFA—4HILTUIrILORE
ZiLis B
A—YHATSH R
BRE B
A=W F TV b | ZO—TFRBET LT XTOIN—T% U AT LHEMEEEIRL £7,

ATFvF1

NDOT V—T A
W=y T BN
(Group Membership
Attribute Within User

Object)

LITF OO W 2@ L £,

e [memberOf], =—% AL NEFETH.LDAP T 4L 7 KU CT—E
® 1D,

o [ A% L (custom)], [UserInGroup 72 & DB A X A ID,

TN—"T" AL —
v v 7@ DN
(Group Membership
Attribute is a DN)

TN—T A=y T BN LDAP A7 Y = 7 ~ #5R94 5ik5
£ (DN) THHME 9 M EFEEL £7, Active Directory t— 3D IE
. ZoF 7T arE A R2—T ML ET,

INEAR—TNVCLTZGBIR U TORELIRET DLERH Y £7,

TN—T X EE0)R
1 (Attribute that
Contains the Group

Name)

TN—T A=y T RBUENRDN THAHEEIZ R v — I —7F
BETCIN—TLLELTHHATERMEEEL £7,

LT T e @ IR L £9,
e [en], Z NV—T4EIRETHLDAP T 4L 7 U T—ED ID,
o [HAK L (custom) 1o (FinanceGroupJ DA H A ID,

AV ES/E N A
=T IE D oA
Vil RS m R o =Y 1
(Query string to
determine if object is a
group)

LDAP A7V =/ hda—W FL—F%FL TWENE D a5
5 LDAP KR 7 4 VX BRI L 77,

UTDEDONF oz @R L £97,
e objectclass=groupofnames
e objectclass=groupofuniquenames
¢ objectclass=group
o [ AR# 2 (custom)], [objectclass=personl 78 EDH AR I T 4 VH,

Y_j:-. 7 = V|2 X - T, Web Security Manager /R U & — Cffi fi T& 5 —i
wu thEy JL—7 ﬁ)ﬁ%éhiTo

(fEE) = — Izt 5 M0 LDAP 3Rk 2 X E L £,
a. [FMEBEREE 2 = U (External Authentication Queries)] 22 4R L £9°,
b =—V T hH U MEFEL ET,

A —X DN(Base DN)

&ﬁ%%%TémeT4v7%)/)wW@
\ZRE)T 5 7= D~_—Z DN,

i Y70 G

4 T ') —3C= 5! (Query String)

—HEORFET N —T KT 7 = —, i
(& (objectClass=posixAccount) (uid={u}))

ER e

(& (objectClass=user) (sAMAccountName={u}))

A—HDI I p—

user's full name)

LHE#MESh T
L5 214 (Attribute containing the

7L£ &0) LDAP E’rﬁfo displayName ifl & gecos.
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LT TN

c. (FE)RFC2307 7 H v N AZHIRE LDAP BIEICES & AR O T o v MEnm
TAVPEESNET,

d. 2—POI/V—THERERBT 527 2) -2 ANL £7,

1 ND2—HREEHD LDAP /L — 7B L THB Y  FnFha—H o— LN ® 584
KRB REN 20—V DT 7 AR AsyncOS IZ X » TED2—F I EI N ET,

A —2Z DN(Base DN) WM& BIAET 25 LDAP 7 4 L 7 b U U —NOE Y e BT
B E T 5D 729 DX—Z DN,
4 I 1) —3C5F 5 (Query String) (& (objectClass=posixAccount) (uid={u}))

A—YDTIL F—LHREMShT |gecos
L\ 3 214 (Attribute containing the
users full name)

ARTFvyFT8 (EE)[T AbBA#E(Start Test) | 227 Vw7 LET, ZNICL Y  2—FRZENLEZHHL CTRE
EZTAANCATILEREET AN L TCTIELWLWOLE )N a2 R TcE £,

X)) ETHEALELCHETDLE B TLALLOEIE S ha b BE xR A0 9,

AFyFT 9 BEHEEZREL RFLET,

ROEE
e Kerberos it XA HHT BN T 07 7 A VEERLFT, 2—FBLOI7TFA4T7 2 b
V7R =T O 6-3 =),

FEEIE
° %nﬁuun (5'11/\0“—:\/)

HFHONTIIMUIILLER ALV DER

PLFONL— i EE DO NTLM L L A E R A AL 2T 5581034 L £,
° %j( 10 @ NTLM & niEV/UA%{?ﬁkT% Si—gd

o HHNTLM LAV ADYITAT Y RIPT RUAR RO NILM LAV AD Y T AT ~NIP T
RLAREEBRLLVWEIICTOIRERDH Y 7,

o £ NTLM L /L AL 1 DD Active Directory K A A NZDOHBNTE ETNZDR A A 73
EBHL TWE2HL5PDE R AL Oa—YFE2BHIEFCEFT, ZOEEIZ.FAL 7+ A FNAND
HORAALNZT 72NV THEAIN DL —FROBEBPGFEL TWVE 7 4+ A K
DR AL S E T,

o PEFED NTLM LV ADMEFEL TWRWER A A D2 —V ZFRIET 5 I121E, B MO NTLM L
VA EERL £77,

EASEL ILLDHIERIZDLNT

AL VA G HIRT A LEET A ID BT 4 =T R0 S BETBERY = b E
oo ID NHIRS I ET,

SEIL L AEHIGET A E FOULILANY— o ZAnbHIBRENET,
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EEAYANL_

> g SR = =
9 B—/\)LEEREDERTE
AL NV ADOFRFET 1 b ad li}%uiﬁ&:\ T a— " VERGEOREHH ZHEL TTXTORE
VIVAIZEREZ AL £7,

Web 7% ORBE—FNIZI RETES 7 0 — LERIEDO#K
%%%F‘J:D%\iéi@%wb“f%%ﬁéhf%é BOHREY

(B L YRR
EHEA M TE £,

‘&*R}
/\\
Sm
>‘é“p“

(XL &SI
o UTOMEZ XS<HML THBNTIEIN,
- WEEDO K (5-30 ~—2)
- BAEDORMCRID 7L T T ¥ VI L D HRAEDFF AT (5-35 _X—2)

AFvF1  [Fv b TU—7 (Network)] > [#37F (Authentication) | Z 4R L £7°,

RAFvF2 [ r— VLR E % fmte (Edit Global Settings)] 7 U v 7 L £,

AFvF3 [ v — LERGER E (Global Authentication Settings)] 27 v a U C K ELMmMEL £7,
R E i

PRET = R TE v [BITOEOWFnz#IRL £,

PN BN P
Au?hglz:zii;i Eé;\l(i?ectlon it [FRREZR L TR 77 4 v 7 Oifila % 7 7] (Permit traffic to
3 proceed without authentication) ], ZLEES | = — Y N FHAE S iz
Unavailable) DL SIS ET

o [HIAEIZKRMLIEGAEIZT_RCON I T 4w o7& T ay s
(Block all traffic if user authentication fails) ], ZLER 23 1 1E X 4,
TRTONTF T4 BT vy 73NET,

%E&Lﬁ_wu nﬁi‘f‘lh% (Falled %&%”701——1 77 AN R —TCa—PIF AL TIEA %f:%?ﬁf'f

Authentication Handling) LHHAIE. ZORTEHBIZE D Web 7o RN —H %27 X |

ELTHEBILTTY 72 v IC5iekT b FiEEREEL £7,

—FDT AN T I AR OFEMIZOW T GRRERIRE DS
AN T 7 RBADHEA(5-33 A=) ESRL T EN,

345 (Re-authentication) HIRASFE LWURL 7 4 v Z V7 R —IZ k> T, E720E5H]
. _ I OIPTRLZR~Da T A DHIRIZE » T2 —9 75 Web ¥ A b
»EjEJl}[ZLyy‘Z/TE’:\/)@iﬁj:ZJLEE%;J: ) Z)‘E)jm v J éﬂfCiEA :\:L“—'bu 7ﬁuu k% utFTL/i#

TR 2—¥RTay 7S [FHLOWRIEIZ LT Uy vy LEZANTEDL ) v 7 BRIz
ﬂf:% uﬁ:whui7r—7/7 D/ﬁf\—\‘/ﬁ):l—‘*j‘ %Téhi?oi0y<@77ﬂzz%n$
& A 2= NI T D ATLIVT oYy NEI—TNRANT D ERINEAR—T
(Enable Re-Authentication NT T FICERRSNET,

5;"{35’;%?‘;2(}5;6;352‘;1;6‘1 B T ORGEIL BIRAEL UV URL 7 A4 U 2 7 R Y S-S

. " =% o arOflRBICL > TT vy 7 ST, BiEFE ~
Session Restriction)) 2 FITOBEI SN ET RES LTI H T % Mok v
Oy 73Ny aqid@miEnET A,

%ii%ﬂﬂ@:/)l/‘(@i FRAE D SBA: ;@573?%) 7 VT//’V/V L5 e
AEDFFA] (5-35 XR—V) 2B ML TS0,
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LT ID9TWA
B &5 B4
N—y JFEEN— 27 FRE — NI L > THERIESND ET. 2=V s/ T v b
TTL (Basic Authentication DE Xy v aNICRE S NDHIMZHIEL £, Zhicix, =—
Token TTL) P LERAT L =X BXORa—VICEEMNSTONRTWAET 4 L
JhY TA—FNEENET,
T 74NV MEFHRENTWERETT, [Py —F ¥4 LT
‘7 L (Surrogate Timeout) ] ﬁ‘&ﬁéﬂfk D EDMEN [RX—T v
7 E8EFE b — 2 > TTL (Basic Authentication Token TTL)] £ ¥ & X
WA Ye S —F XA AT7 T N OMEMEHL S, Web 7' 12
ﬁ?/ e —h~ ZAL7 0 N OBRPEINT-HZITFRIEY—
THEAEL F9,
FOMOREFRERTRIEREHEH I . Web 7 uF U DNEBEN TS E—F (EBE—K 720X
B RAZRHREE— RIS U TR Y £,
AFyFT 4 Web X UNFERE—R TEMINTWAIEAIXIUTOREHEZWMEL 7,
BRE B

A AV ) =2

{t. (Credential
Encryption)

7747 v RS L HTTPS #if5i 2 ML CWeb 7 (27 A
TJVT oY VERETINE I DEREL £7,
E&‘E i%zﬁwu nEjiJ‘ <1_f NTLMSPP Aty nftjjﬁ@ﬁjj \—L)EH é %Li

—’9,«75)\4% ﬁz&munﬂzjﬁﬁ@iﬂ/\ k—’ffxbjt) jﬁjﬂ %z'gmuuﬁjitf L, =—
P IVLTFo Y ARNT L= TXANTEFESINDNE T,

R DWW TIL RRAED K (5-30 =) 2B T &V,

HTTPS V¥ AL 7 k
A— bk (HTTPS
Redirect Port)

HTTPS #fi %2 It L C2—WBIEEREZ VX AL 7 T 554126 A
4% TCP &R — b%# FELET.

ZHICE ST ZF AT F2HTTPS (2L D Web 7 1 3% 3 ~D#HifE
EHMGT AR — BN EESNET, UL Z LT v v LDk

DA R— fwa@ofwé%ﬁ%7ﬁtz:ybm—wmﬁ%ﬁm
:L‘—qj— ununﬁ%:k&bé %Ebi‘j—
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| 5% ITVFa—4YILFY

S xILOEE

EEAYANL_

E

glpll

e

VE AL 7 b mAb
4 (Redirect Hostname)

Web 7 u X U BNEEEHRE )V v ALVTHERY N —F A X —T =
A ADEHNKRA NG EZANTIL F7,

HiEE—NK T%F‘aﬁéﬂfh%?j’?47/7\a_;bai%;xmbf_tﬂ/\
Web 7 a2 X L. 22—V DOBRFFDT=DIC T T AT MIEETHUH
AL 273 a URL CZDRANLEHERL £9°,

UTFoEoOWNTnE A TEES,

e [IFED A A K4 (Single word hostname)]o 77 AT b & Web
Security Appliance 7% DNS f#iRA[GE72 1 RO AR A M4 & AJ)TE
FT, Z2NCED 7T AT NI T TV HIEHRTETDHZ LR
< .Internet Explorer THOD Y 7))L H A A v #FHBLITE £,
W3 77 A7 b & Web Security Appliance 7% DNS fi#if 7] G272
1FEDORARNAEANNL TLEE W,
722X 7T A7 MK A A mycompany.com {23 Y . Web 7
DX TRV AL LTWNWAEA L H—T 2 A4 ADFERIPKRA ML)

proxy.mycompany.com C® DG ENL,. T DT 44—V Nl proxy] &

AT AEULERHY ET, 7T 47> MMlIlproxy 1T L TV 7

Ty T EFEITL, proxy.mycompany .com %ﬁ@ﬁ%f% iTo

o ZAMBHIN AA L4 (FQDN) Z D7 ¢ —/L R |Z . FQDN %7-1% IP
TRLVAZANTDHZ &L TEFET, 7272 L. Z DA Internet
Explorer%Flrefoxfi TP TCEO TN YA F R D

I ANTBFQDN £721XIP TRV AR VT3 AT N 750
*f®774’7/ MEMEFE YA N UAMIENMENTWDLZ L%
TERTHVLENDLD £,

T7ANMEZ. TR XY NI T oy JIERAESNE A H—
7z A AZHELC T ML £/21EPL A Z—7 = A AD FQDN T,

VAV AN Ve Y
XryviaF s
> :(Credential Cache
Options:)

Yol —h ZALT

v K (Surrogate
Timeout)

TIATV NMIGBREZ VT v X )V AR EERT S F£TIZ, Web 7'
FUNHHET ORMEZREELET. 7L T U U Y VEFEERT D E
T Web 7 X3 a s — MIRFESNIMEAP 7 K L A F 721X

Cookie) ZfFHL £,

RN T TR Oa—Y == = TR 2R EE S
LT Uy x VvE ANTHHERR NI GEAEZ LT v v X Ln
FyvaINET,

VA ANV E DY
Fyvvia AT a
> :(Credential Cache
Options:)

7I7AT NPT A

K Z2ALT 7T
(Client IP Idle Timeout)

IP 7 RV AZRGEY ey —h L CHERTL2HAIT RET. 7
7/])7/}‘7‘7))74)}‘71/«5( 0)3:?55;%.&71/7*//%7/1/%774'7
ICHERT D E T Web 7 0% U ARFHET AR 2 EL £,

:@ﬁﬁ#mﬁ M ZALTU MELD HEREWGE, ZOFREITIE
MWL el —h XA LT MIELERIZZTAT h~D
SREEESR M TN ET,

IOREEMHTLE 2 E2—
DOfEFTE R T & £,

A DOFNCN R NEERI AL D —

VAV ANV ED Y
Frova AT a
> :(Credential Cache
Options:)

Fyrvva AKX
(Cache Size)

PAEF X v Y 2 BT A= N Y OEEREL £, ZOEERE
TBHEEBICZDOT AL ZAZHHL TV D 22— ORI LIk G
TEFET. T 740 MEITHBEIN TWARETT,
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LT TN

ATvTH

RE

e

a—W g H
[# (User Session
Restrictions)

PRFEE AL —FREHDOIP T KL AN RIBFZA X —Fy MIT
JYATHZ L EHRTHENE I DEREEL 7,

:L“—-Ij_z)‘j%muuil“_qj_kmuuiy]/T//'\’/I/% ﬁbfcﬁb‘i5il\

1 OO~ ~OT 7 ERAEZHIRTCEET , 2—FRO~v o Tr
ﬁ%/f%ﬁwﬁAm:LA‘JW%@%N~Vﬁ%%éMi¢J:
D= D [FERFE (Re-authentication) | R EZEH L . = — VN HR X
7V L TCHlO—FLTrS 4’/’(“%\“5%)*5 IMEIRET D
L TEES,

COREEART—TNZTHHEEILHIREY A LT MEEZ AL F
T, IOEICE ST RIOIP T RL AT el TxbL9
272 FTO—YFOFHEFHEZHEEL £T.HIRY 4 A7 0 MEX
Parf—h 2 ALT T MELY L REVETRITNIEZZRY A,

EEHL TRRIEY v v ¥ a P b FFED 22— T X TO2—H &4l
[&%VC“ % ij_o authcache CLI command.

up
I

FEANER 7 (Advanced)

JUVT UV NVDOREBLEIET 78 A av ba— L EHHL TV
DGERT T IAT U ARENIMARBL TWDH TV ZVEEHE &
% — (Cisco IronPort Web ¥ = V75 4 77547 A TEFEHE) &
FERT N, 22 CT v —RTB7 X NLERAELZHERT 0%
BIRTXET,

Web 7 0 % U BN RHIRIRIEET— R TEBENTWAESIT L TORE

EREL £,

RE

A

JVT UV X IVOREE

{t (Credential
Encryption)

77 A7 N ES{LHTTPS ##5i2 /1L T Web 7 r¥ v icm s/ A
IJVT UV XN EEETOINE IODNERELET . ZLT vy LD
%%M%4*~7w'ﬁf>:iMTWS)&4V7F(t%;7&)
(HTTPS Redirect (Secure))] #i&INL 3,7 LT v v VO S{L %
AR—=TNIZT B E FBIEDTDIZI FTAT L Mo Web 7 a2
A AV NTDHEEZRETDHEMT 4 —VEREREINET,

_®§Ei%$mﬁﬁﬁ&NnM$mmﬁﬁﬁ®mﬁ S ET
ﬁ) 4%5 %Zguunﬁﬁt@ j‘% i“ﬁ‘ %Zguunﬁﬁﬁf i :L_"j_
VA AN EVED I NV /T%théféﬂéﬂ%fﬁ

PRI DWW T GRFED RIL (5-30 X—) 2L T EE W,

HTTPS V¥ AL 7 k
A —k (HTTPS
Redirect Port)

HTTPS #fi% " L C—YGEEREZ VX AL 7 b T 555126
4% TCP &R — %%?Ebif

ZHIZEST.Z T AT FHTTPS (2K D Web 7' 1 % o ~D ¢
EHMGT AR —F BN EESNET, UL Z LTy v L O E1L
WA X =T N0 TWDHHE. T 72 A a2 b m— L ORI
:L"_-]j‘ o uIE’i’?kb?’) 5*5/%:%‘931/??—0
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EEAYANL_

glpll

E

A

VE AL 7 b mAb
4 (Redirect Hostname)

Web 7 m X U REEERE )V v ALVTERY N —F A X —T =
A ADEHEIOFRARNLLEASTL ET,
FROBHE—REZ A R—TNIZTEE Web X iF. 2—HFD
BEFED =D FTAT V MZEETDHIHF AL 2 a2 URL TZ D
RAANZEHFHL 7,

IFTOEOWFNnE A TEET,

o [1FEDARA K4 (Single word hostname)], 7 7 4 7 > k & Web
Security Appliance 7> DNS fifiR AIRE7R 1 FEDO AR A M &2 A/ TE
FT. NIV 2747 MET IOV MERET 52 L7
< .Internet Explorer THO Y 7))V % A L F v 2B TE £,
V3.7 7 47 b & Web Security Appliance 2% DNS fif ik A] G272
LFEDORA ML AL TLZE 0,
722X 72747 MK A A mycompany.com {23 Y . Web 7
BXIRY AL TNDA U H—T = f ADGFERIRE AN IR
proxy.mycompany.com C# D EIL,. DT 44—V N il proxy] &
ANTEZUNENDY ET. 7 74T 2 MMElproxy IZxHL TLy 7
T w7 &FELT L | proxy.mycompany.com (2D & L FE T, HERT
TET,

o SERBHMIRN A A4 (FQDN) Z D7 ¢ —/L R IZ.FQDN %7213 IP
TRVAZANTDHZ L TEFES, 7272 L., F DA Internet
Explorer X° Firefox 7 7 VW TEDO TV 7NV YA 4 2 FBLT 5
WX AJI T2 FQDN £/ IP TRV AN 7T AT b 750
POITAT Y MEBEAYT AN UARNIEBMENLTWDLZ L%
ERTHMENRDH Y T,
FI7ANMEF. XY T T 4y ZIEHEND A H—
72 A AJHELC T ML £/21EPL A X —7 = A AD FQDN T,

VA AN AVE Y
XryviaF s
> :(Credential Cache
Options:)

Yol —h ZALT

v K (Surrogate
Timeout)

IIATV NMIGBREZ VT v v X )V AR FEERT S £ TIZ, Web 7'
XFUNFHET AR Z R EL ET. 7L T o v Y LV EFEERT S F
T Web 7 BX i3 n s — MIRFESINZMEAP 7 R U A E720T
Cookie) ZfFHL £7,

—RHNZ T T YR Oa—Y 2= = T 2R EE S
LTy vE ANTHMENRZNE DI GEAEZ LT v X LB
FyvraIhET,

VA ANV E DY

S R Y AV

> :(Credential Cache

Options:)

IIAT L NIPT A

K 2 AT 7 b
(Client IP Idle Timeout)

IP7 KL AZFEI X —h L THEHATIEAIX. ZOFRET, 7
FAT U BT ARNVRED L X BTV T oYy Vel IT7A4T
VRNICHENRTAET Web U NS AIEMAZIEEL 7.
ZOENRYas—h AL LTU MELDHREIWIGE, ZOFREITIE
IR Yo —h ZALT T MIGELTZRIZZTAT Y F~D
ARk M TONE T,

OREERMEMNT DL AL 2= ORIV ARVIFHAZ 2 — 3
DOWEFIPE & KT & £,

VAV ANV ED IV
Fyvia AT a
> :(Credential Cache
Options:)

Frvva AKX
(Cache Size)

FREEX v v v 2l IENT A PV OEREL $9, ZOEERE
THLE ERICZDOT NS, ZAEFEHAL TV D2 —F O L 2K G
TEET.F7 4/ MEIFHER SN TWARIETT,

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F



F58 T UFA—HFILTFUIYILORE |

W =54z

ATFvT6

RE

A

—H%F 'y g Ml
[ (User Session
Restrictions)

SEEE DB a—FREEDOIP TRV ANSREEEICA X —Fy MZT
TERATAHZEEHFRTEINE D DEREL 7,

A—PRRBIEL— P EIEI LT vy LG L0 5T,
12O ~DT 72 AEZFIBRTCEET, 2—FRFlo~w > Tr
T A TERVERIT. =R :Lw*f@‘ﬂf\"—“/“ﬁi'%/%éﬂiﬁ‘o z
D= D [FFERFE (Re-authentication) | B EZH AL . 2 —F 0B R Z
%7)/7LT%®3~%%TH74/?%5#55#%%%?5
L TEES,

COREEAF—TNVITTIEHEAITHIRY A LT 7 MEEZ AT L F
T IOEICLE ST RIOIP T RL AT ical Ao Tx5k9)
272D EFTO—F ORI ZEL T MR Y 4 A7 v Mald
Y= XA L7 MELDHRKREIVETRITNIXZ2Y 8 A,

EEHAL TRRIEY v v ¥ a P b fFFEDO 2 —FRT X TO2—H &4l
IE/%VC“ % iﬁ_o authcache CLI command.

up
I

FEANER 7 (Advanced)

TVTF Uy VOB BALEIZT 78R oy ha— B2 HHL T
LDYGENXT T IAT UV ARZIIMBL TWAHT ¥ X LGk &
% — (Cisco IronPort Web ¥ = V75 4 775 47 A TEFEAE) &
FERHT AN 22 TTy 7 — K357 VX LGEHEELHERT 0%
BIRTEFET,

FURNAEL X —FT v 7 u— KT 5013 B (Browse) | & 7
Yy LT .ma—) <oy bEOXERT 7 A/VIZBEIL £, KIZ,
HEOD 7 7 A VEZFIRL TOB [7 7 ALDT w7 r—F (Upload
Files)1 27 Vv 7 L E7,

KRz EFEL REFELET

mun — fT_/JK

o WFEY—7 v AITONT(5-28 X—)

o WFLY—4 v ADIERK (529 =)

o I —F L ADHER L ONEFLETE (5-30 2—)
o FRAEY—7 v ADHIER(5-30 X—)

AL —4 2V RIZD

T

PREEY — 7V AEMERAT A L S EFX ERFET AT e b a LTI O O IDIZ c]:’)'(l*"]j'
é’munﬁf%ij«onuuﬁ/ v A, 7’74’7);:“&2“7/5 /%’@Eﬁﬁf%fﬁ<7‘£0fp Iz
Ny I T o7 F T ar2Ritd 2 ETu&EILE £,

FRAE S — 7 AFEBORRREL NV AOES T T DL L LT, & S ERBFEY — R0

PEET 1 b
LTLZEW,

=P = Hﬂiﬂf%iﬁ_ ﬁ?LJAHJtEl//I/AO)Di'fEH ZOWVWTIL, mbuiE[/ll/A(S 11 _R—

) =R
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grv—4soz2 B

2EFEB DRIV IV A EERRT D & [y MU —72 (Network) ] > [F83F (Authentication) ] 12, [T X T
DL VA (AllRealms)] EWVWH T 7 40 b ORBFE — 7 A% E&Tr [L VA ¥ —/4 2 A (Realm
Sequences)] 7 ¥ 2 B HBIMICR A INE T [TXTO LI/ A (Al Realms)] & — 7 AT
X 2= RERL SV VAR HBNICE ENET [T XTOL LA (ANl Realms) ] ¥ — 7 >
AND LIV ADNEFIZERE TE ET N [T TOL LA (All Realms) ] > —47 > A& HIFRL 72
DN . FIMHLNLVLAERIBRTDZ EIXTEERA,

HELD NTLM #85E L /L A% iEFE L 72355 . Web Security Appliance (%, %> —% > ZAD 120 NTLM #
ﬁVwAﬁf%NHM$Pmﬁﬁﬁfﬁﬁbi?[?“T@Vﬂ&@ﬂ&ﬂmﬂ = RAEED,
K —r v AN S NTLMSSP T 3% NTLM §2GEL /L A & B4R T & £9, #5480 NTLM L /L A
% NTLMSSP THEHT AT &L L AICK L T2 IZi#B 7 e 7 7 A V2 EERL 7,

muniET'fﬁdEﬁHéﬂé/ 7/2W@ntquV/VAi LIz J:O“Cﬂ%iUiT

b 'fiﬁﬁéﬂémuuﬂiﬁﬁ r% j/bi 77/],7/ 7\731/7171/7‘//'\7/1/&/],7*(? Eé
AWES

o U—A U ANTOLIILADIEF (120 NTLMSSP LV AR T x50 T SRV L
LDIr),

BN T —v A BRI N OOV LV AEFHLTCRIUY TRy VLIS AT &
PEEL £9,

PREES — > RDERL

ATFvFT1
AFvF2
ATvT3
ATv7 4

ATYvSH

ATv76

AFvFS1

ATvS8

(ZC &SI
o BHOFRIELV NV AEEMRL T GERAEL VA (5-11 X—V) 25 M),

e Web Security Appliance Nt X = V7 4 HHT 7T A T UV ATEHIN TV LA £ D
Web Security Appliance D[R4 DFRFEL NV ADT O RXT 4N KT T T7AT LV ATERSN
TNA57 a7 4 LRCTHDZ EaRL T,

e AsyncOS TlX, LV AZMH L TRAEZ BT SRS, U 2 F OJEFAD L)V L7 6 NEF AL
AENDZ LIZEBELTLEEN,

[% v b U —72 (Network) ] > [#2FF (Authentication) ] Z &R L F7°,
[ —7% > A% BN (Add Sequence) ] &7 U v 7 L £,
T L AR—ALTEHAL .= AD—BOL4RIZANL £,

[FEARAX—L DL )L L v —77 A (Realm Sequence for Basic Scheme) ] fEI D 4] D17 T, 3 —
Iy ANZED DERAIOFRFEL L A& IBIRL £,

[FEARAX — LDV VL v —7/7 2 A (Realm Sequence for Basic Scheme) | fHIK D 2 & H D17 T,
= RCEZOLUTOV L L EEIRL £,

UEBE)EARZLVF oo vy VAT AMO L L A EBINT 512013, [4TDE M (Add Row) ] & 7
Uy 7L FET,

NTLM L /L A% EFHRL 7= 5 [NTLMSSP Z % — A D L /LA (Realm for NTLMSSP Scheme) ]|
7 4—J)LR TNTLM LV AZERL 9,

Web 703, 7747 FINNTLMSSP#RGE7 LT o v ¥ V&2 EET 5 & &2, 2D NTLM
Vv AEFEHL £,

EHRZFEL MREFELET,
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N S5oxK

ALY — T  ADHES L VIEFEE

ATvF1
AFvF2
&2

ATvT 4

AFvTH

[% v b U —7 (Network) ] > [#2FF (Authentication) ] Z &R L F7°,

MMEFIIINEFEE ST — U AD4FE 7Y v 7 LET,

LV AEEET D —7r ANOMNEE SIS T 597 T [V /VA (Realms)] Re vy 7 X7

UZA DB L IILALERIRL $9,

~

GE) [T RTOL/LAL(AlRealms)] & —47 > ZADBEEIX VIV LADIEF O ZEETE £7,
VIVABREREET T Z EIXTEERA[TXITOL /LA (ANl Realms) ] ¥ —4F 2 ANOD

LV ADNERFZZEE T HIZE EF (Order) 1 FIDOKRENEZ 7V v 7 L T %% dTHL LA
DOIEEZEEL £,

TRTOLNVLEZY ANLTEF T T5E T HESLTAT y 3520 KR &LV A
BB ODITICDHRFREINTNDZ E2MERL 7,

KRz EFEL REFELET

SIS — 4 > RO

ATF9T1
ATy 2
ATvF3
ATvT 4

[ZC & BHIIC

o MEHEL AV ALEHIBRT D LBEETHID AT 4 E—T 720  ELIC BEET AR —0 b
FLHDID BHIBREINADOTEEL TL7EEW,

[% > b U —7 (Network) | > [F¥:F (Authentication) ] Z3#IR L £,
=T U ABIRINTHAIR/T A2 Yy VL ET,

[HIFR (Delete) ] %27V v 7 L C . —F U AZHIRTHZ L 2MEL £,
ERERFLET,

l:llb\l:IIEo) %M

FRAED BT DU T (5-31 ~=—)
o MHEHOHDL2—Y = —T =2 N DOFFED /N A /A (5-31 =)
o FRIED/NA/NRA(5-33 =)
o FREY—E ANMEH TERWGEDORBIES 77 1 v 7 OFFA[(5-33 ~—)
o WEEEMBEDTF AN T 7B ADFFA(5-33 X—)
o FHEDORH BB I LT UL v T L A FHRIEOZ A (5-35 =—7)
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Zioxn N

ERREDEBIZDINT

UTFORBIZEYRBEECRKIML 727D 22— R Web b7 0y 73N ZERbHY £7,

o JIAT VNI ==V FOHIR, DI TAT N TV r—a TG
ﬁﬁﬁ@u%ﬁ%%éhﬁw:kﬁ@@iﬁmﬁ%z%kbkwﬁ%7m774w%&ﬁ
L.l 7 a7 7 ANOERELZZO 7 TAT L M(EBLORT 782 TH04ERH D URL (fE
AJLBL\)) %075”&5 k( h%@774}7/}‘@wunﬁ%/\/l)/\}(’c%i—g«

o RFAY—EREMATERWV, Xy NU—2 F/2] #MA@W LR T REEYy—E 2%
{ifﬁf%fib‘%éﬁ‘% DNET,ZOLDRREPEL T2 jimuuﬁ NZT 4y I BT
HZ EHBINTEET,

o JUTUVIYNABNEY THD, 2—VIZL o TR BWYUAREITEZEL -0 7 LT
A NERETELRNZENDHY T (BT H— 837 Loy v EFo TS a—H7
E)FDE 72— WIZHIFRT XD Web 7 7 B AL FFR[THMNE I A BINTX $9,

EEE

e MEOHDHaZ— == 2 FDORBFED /N A /XA (5-31 =—)

o WHED N AINRA(5-33 X—)

o FRFAEY—E ARLEIHTERWIEEORBIELN 77 1 v 7 DFFA(5-33 X—2)
o WEEEMEDT AN T 7B ADFFA(5-33 X—)

FREDHHIA—HF I— 2V FOFEEED/NM /R

—HO =Y ==Y = NI GEE OBEICHET 2GREMENRH D Z LIS ATV E T,
UFTDa—H% =—Y = | fXEH“Cm AEZ N ARATLMERD D £7,
e Windows Update =—< = > |
e MICROSOFT_DEVICE_METADATA_RETRIEVAL_CLIENT
e Microsoft BITS
e SLSSoapClient
e Akamai NetSession Interface
¢ Microsoft CryptoAPI
e NCSI
¢ MSDW
¢ Gnotify
e msde
¢ Google Update
~

G¥) NFGZ7 4w 72D7 4027 (URL 73 VIZHESL) &EAF v (McAfee, Webroot) 13, 5] &
ME T I7EARY —EREBIZEWN T 7EA R =l o TEITINET,
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L C LYY
ATvF1 RBELE2—VF 2=V P EOFFEENANRNRTLEITHN T n 7 7 AVEREL £7,
a. [Web %=V 7 < %— % (Web Security Manager) | > [#&5~" = 7 7 - /L (Identification
Profile) ] Z @R L %97,
b. [#&B~7 v =7 7 A /LDiB01 (Add Identification Profile) ] 227 V v 7 L £9,
c. HIwREADNLET,
e [
[4 Hii (Name) | Z—H =— = kO AuthExempt 5]~ &
77 A,
B4 A (Insert Above) RERNAFF DI D7 v 7 7 A VTRITEL £,
Y7 % b B A RO EF (Define Members |77 7D FEFICL £,
by Subnet)
FRAED &1 A 2 3% iEFE (Define Members by | f8AEIZARE T,
Authentication)
d. [FEMIERAE (Advanced)] > [—H —=— = k (User Agents)| & 27 U v 7 L £7°,
e. [EIR72L (None Selected) ] #7 U v 27 L £,
f. [WAX Lhza—Hx— x> b (Custom User Agents)] C.REOH L2 —Y =—T = D
LFHNEREL 7,
AFvF2 TIEAR)V—OBRE
a. [Web E% = U7 1 < %— % (Web Security Manager)] > [7 7 & & 78 U 2 — (Access
Policies)] Z L £,
b. [RVU T —%iBM(Add Policy)] 227V v 27 L £,
c. HHEADLET,
e &
AU —4 a—Y T —V = b ORI
FEARN Y 2 — % 4§ A (Insert Above Policy) WLERNEFF DA DR Y > —IZ3EL £,
W7 e 7 7 A v AR Y 32— (Identification a—H% =—T = b O AuthExempt #5317 =
Profile Policy) 77 A,
FEAMER iE (Advanced) L
A7y F3  ERZEEFEL RELET,
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Zioxn N

1O VA AV

FIE 3

1. [FEME%E (Advanced)] 7 v/ "7 4 2R EL T,
BBEZTD Web U A b &G Te s A X A URL
ATV EERL £7,

2. UTORMEERFE M T e 7 7 A VEFERL | 2—VFBLIO7 74T Y7 b =T
£, Do FE(6-3 ~—)

- WAEZSE LT D ID BRICEES LT
b\éo

- BWAZALAURLATIVNEENTWD,

- BT TAT N TTY r—
VarNEEnTN D,

- BREEEMLELE L 72w,
3. W7 m T s ANDRY —2ERLET, |HU T —DfEK(10-7 X—2)

EPERCE]
o Web 7' ¥ D/ A /A

PRl —EADNERATELRMGEEDORZBILS 57 4 v Y DEFA
~.

4
GE)

ATvF1
ATFvF2
ATFvS3

ATv74

COBRTBIX B —E A 2FHTE WSRO SN ET BAMICEIEZ N A /82T
L0 TIEH Y FHAMREOFEIZOWTUL REEO KU DWW T(5-31 X—) S ML TS
720,

[x > b U —72 (Network) ] > [F2FF (Authentication)] & 3#R L 9,
[ v — )V E % i 4E (Edit Global Settings) ] 227 U v 7 L £7°,

[FRAEV — DRI HTE 2 WA DT 7 > 3 > (Action if Authentication Service Unavailable) |
T 4=V R T ERIER LTI T 7 4 v 7 O % 7 7] (Permit traffic to proceed without
authentication)] 27 V v 7 L £9°,

EHzEFEL REFELET

AL RBEDT A+ 7V ZADET]

TAN T 7 RAZHAT LT UTOFIEZFETTLILERD Y 77,

1. AN 778 RAEYSR—bTHNT a7 7 A VOEFR(5-34 X—)

2 AN T 7EBAZYR—=—FLTWLHHT 0T 7 A VDR Y > —TOEM (5-34 ~—)
3. FR)Z AL 22—V OO IEDORE (5-35 X—)
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N S5oxK

~

GE)

WA T s ANV AN T 7 RBAEZHALTEBY FO#BTe 7 7 AV EMHAL TS
=P EFZDORY =N WGE RIEICARR L a2 — @R ) v — X A7 D7 a—
R =LA SN E T, T2 & 21E . MyldentificationProfile 237 A b 7 7 & A &AL |
MyldentificationProfile Z i 192 = —HFEFKDOT 7 A KU =N WEA FRIEICRIKL 7=
2—PE T e =N T I AR) = H L ET FAN 22—V &2 T a— LR — LR
ALBVWEAIZZ AL 2—FICHEAL CTI_XToT7 782270y 735K — F—7
e Za— R —L2 0 FICERL £9,

AN T7ORREYR— LT 5HNTOT7MILDES

ATvF1

& ]

ATvF3
ATv74

[Web B = U 7 1 < %— % (Web Security Manager) | > [}l & 7 7 A /L (Identification
Profiles)] 1%L £,

[F5~7 a7 7 A /LB (Add Identification Profile) | Z 27 U » 7 L TH LW ID Z B9 5 2> [
HAT58GF0ID O&4FIZ7 Y v 7 LET,

[ A N HEFR % H R — I (Support Guest Privileges)] 7= v 7R v 7 A% A4 2L £,
BHEZFEL RFELET,

FAFTOERAEYR—FLTWSHEANTOT7AMILDORY L —TOER

ATy F1

& ]
ATvFS3

ATvT 4

AFyTH

ATv76

[Web &% = U7 ¢ ~ % —3 v (Web Security Manager)] A =2 —/0HAR U v — X A7 Z3RL
ESCN

RV —TFT—TNVHAHORI > —4% 7V 7LET,

A~ a7 7 A /LE X "= — (Identification Profiles And Users)] K2 w7 # 7 U A RMNG,

[1 2LL EDF#BI 7 v 7 7 A /L% 3R (Select One Or More Identification Profiles) ] & 4R L £
(FEBIRL TORWER),

[#5~ v 7 7 AL (Identification Profile) | Y| O K v v F X 7 U A MME F AN T 78 A%EY
R—=hLTWB7a 77 A VEBEIRL £,

[7 A N GERREIZREL L 72 = —) (Guests (Users Failing Authentication))] 47> 2 > R % 7
Uy 7L ET,
N

GE) ZoATvarEHEHATERVERIIEBRLE a7 v ANVNRF AN T 7R EY
R—=F 2L CREINTVWRNWIEERLTWVWET AT v T 4R THIOH D
ERRTINDTAN T/ RAEZYR—FT58MNT 07 7 AVDOEFK(5-34 X—) %
ZHL T HLWLWRY O —ZEHEL TLIEEN,

EHZEEL RFELET,
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Zioxn N

TR+ AV OFMDERA EDRTE

ATFvF1  [Xv b U—7 (Network)] > [3%3F (Authentication) ] Z 2R L £9°,
RAFvF2 [ ur— VLR E % ke (Edit Global Settings)] 7 U v 7 L £,

AFwF 3 [REL 72RGETHE X (Failed Authentication Handling)] 7 4 —/V K T RIZRT [F A b =2—F D
7 7 J5ik (Log Guest User By) | DA 7' v a v RE %27V v 7 LET,

AT avKRay SRR
[IP 7 KL A(IP Address)] |7 Ak 22—V DI FAT L FNIPTRLVART 7R ol IZitsk
éhi#

T Ra—FRAN LT BYNSGGEREICRIA L I — 4N T 78 A a7k S E T,
2 — %4 (User Name As
Entered By End-User)

AFvyT 4 EFEEEEFELMHRTFLET,

BHOAK:RESILTUY v LIS & HERIOH
o BADILT LYy ML D ERIEDOTFAICONT (535 2—3)
o BB VLT U K AERIEDFF AT (5-35 X—)

BED29LF0YYILIZKBABERIEDHFRIIZDONNT

BIZEERA L 7= 27 LT > v v L 0SEREEL %MLK _i—%ﬂﬁm?vf//kw%ﬁﬁb
Tﬁuu HEE%X Té k %ﬁ_fﬁ‘é wu uﬁi%% %ff%ﬁﬁ Li@— :1“—4)— j:IE% e .:Eéhiﬁ"

7?%##Tém&m@@wwj/ ZNWNET 7B ATE £8 A, 2T FRAET . BGE
Ltﬁv?yva%ﬁuV—Kﬁ#k@ﬂn—%%%%#éﬁﬁ?%b\U/ A D L—
YOT 7 v AEFA(ERITEIE)T2D1FR Y > —7En5TY,

it Z 2T 51X, 22— P EFICRIES N TV OILERDH Y £,

° :L"_‘qj-ﬂi%k:@::/] :L"_"j_l_i‘[]/\“—f/‘(ﬁwuu 1%% %{iﬁﬁj—é i )&4’]/7 }‘ URL;LK
M9 5 CGI A 27 U 7k T Reauth_URL /X T XA —HX T L THERT 20X’ H D £,

BEBHIL TV Y ILIZKHBRIEDET

AFvF1  [Fv b TU—7 (Network)] > [#37F (Authentication) | Z 4R L £7°,
RAFyF 2 [V a— VLERGE & fmfe (Edit Global Settings) ] 227 U v 7 L £77,

AFvF3 [URLATIV Fda—F o aloflRBICEIV o N 2—RTay 7 ShE8E81CH
F8REZ 1 > 7 I (Re-Authentication Prompt If End User Blocked by URL Category or User Session
Restriction) | = v /KR v 7 A& 4 2L £79,

AFvF 4 [EE(Submit) ] 227V v 7 LET,
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N S5oxK

HWAFEAH L — Y DB
~

TTITAT VAN vF— R—=ZADHFEV 27— 2 AT ELIICHEEINTWEEAE.T
7747/2iHﬂT%*% L7ZHTTPS BXOFTP D7 T AT > b b 7 v F—1FHR A
HBLERA,ZOED 7 vX—ba—THERETEEEA,
BATRHERTHR—FShBEBEYOS—
H#OKF—F 2 LTV YLOBRBENRTs | ILTUO Y IILOBESELS R—
147 +—TILDBE TILDBE
[Zartan HTTP HTTPS & |RrA T« J |HTTP HTTPS & |1 T17
(Protocol)1: U FTP LU FTP
FTP over FTP over
HTTP HTTP
Hus—reL O O O NA NA NA
IP X— A O O O O O O
Cookie ~X— A& O Ok Okt O x/O** Okt

EBHER THR—

FEhSHEBRYOT—F

2—HFEBLNIITAT N VY7 MU =T OB 6-3 X—

Surrogates)] A7 ¥ a OB L TS0,

) D [RAFEY 7~ — b (Authentication

HO5—k &  HLTUVRIILOBELERTs | ILTUVRIILOBESENS R—

147 —TILDHA TLDES

[Fakan HTTP HTTPS A5 4T HTTP HTTPS AT 4T
(Protocol)1: FTP FTP

YA —hr7pL INA NA NA NA NA NA

IP X— =% O x/O* x/O* O x/O* x/O*

Cookie X\ — A& O x/O** x/O** O x/O** x/ O *

* 7T AT M HTTP VA MZESRZFE L GRIES NI ITHRE L £, Z ORTOEEIX, k

GV ary EATICL TR Y 47,

o XATATFIP NI ¥rvarv , bToF oIy arn
e HITPS hF v ¥ v av , hI vV rvarnriuayranEd, 2720
DEA)D HTTPS xR A H LT 5 L 91T

FOAEZ N AN AL £,

RFEE B E T
HTTPS 7o ¥ ZRETEE£T,
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sLFvowl N

% Cookie X — ZADWIAFZEH L TWAHEE . Web 7 12 % X HTTPS. %17 4 7 FIP.B L O
FTP over HTTP O &~ T W 7 3 | ﬁbfa~%%mﬁféiﬁﬁw_@%@ i@'ﬁ«
T® HTTPS. % A7 4 7 FTP.FTP over HTTP D E R NFIE A N A XA T A 728 FRAFITE R S
NEHA,

% = DAL Cookie N—ADHY S —ERREINTWHWTH e Fr—hMIEHILEEA,

BEEIEE
o BT T 7 AN LIREE(6-9 X—)

BRI —Y DEH

FRBREDY & L ) R MEIR 2 Ff D — P NBREZ RO AKGB S D & Web 7 1 & U3 BE
ENTVLRBREY 7 — MR CIZHMIE T Z0a—FD D 2% v v a L ET,

e [t =3 Cookie(Session cookie) | FiHe 2 —HF DT AT T 4T 4 N7 7 U HEAL D
My arBEAL T TN f&éifﬁﬁﬁﬁéﬂiﬁ‘

o [/KHEA72 Cookie (Persistent cookie) |, e —HF DT AT T 4T 4N . aF— %A
AT NTHETHEHINET,

o [IP7 RV Z(IP Address) |, ¥t 2 —F D7 A7 T 4T 4B Il — s BEALT T T
LETHEHSNET,

e [¥ e — k7L (Nosurrogate)], 7 7 7j-ll/ kTlX . Web 7’ % U3 L WD L ICERGIES
g;kbij«ﬁx\ nuuLT:zP/l)Z‘ 7/1/0) iﬂéﬁbb\g:k L \—n»uul“t%gjkbij« FD=H
NTLMSSP % 9% & 38 uE'}j‘*‘/\@//%\1Tszimj(L 4. 1 L REET S T A E T 4 DB
ME ==L WEAERH D ETAFEAEDT Z U TIE 7 ?ﬂ‘ﬁ)ﬁﬁb b
LETRMEZ—TFDOILT Uy LR3F ¥y v a SN HANEZRD D Z &7 IR TD
NBMNHTT, F72 . Web 7B U BN FiEE— 8 TR I [BAREBEEERICA T+ r
47— b 8% € % F (Apply same surrogate settlngs to explicit forward requests) | 47" 3 RN A
X =T N TRWEE T AR R EEERICEIEY v 7 — F MEH ST FRGEIC L D &
2SI L £,

~
(GX¥)  Web Security Appliance 23385EH 7~ — k12 Cookie T 25 &1L, 7 LT v ¥ v L OREBAL
EAR—T T B = & IR £

v AVE ISV

BEEZ LT Uy M =TT IV L3O T AT N T r—2 g U EAN
=PI LT UV XY VDA ERD DL ZLICE > Ta—FNn LB END D0, it i/“aIJ
DY —=ANLBWBICERE S ET,

e BylarOr LT LOFHM OB (5-38 X—)
o FRFER X OVERED LB (5-38 X—Y)

o JLT U xNLDOEA(5-38 X—)

o JFEARFEFED 7 LT vy % L DIEEA (5-39 X—)
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F58 T UFA—HFILTFUIYILORE |

H 57000

vy aodhD oL T v ILOBFIRADIBH

Ty va Iz Fla—FERFEL 7% R uE*}‘D/f FEMEHTDE HLNERT LI
PEFEAETLIOTRHRLI . FDEYy Va v BRIZBIT27LT 0¥ ¥ VOFEF] ﬂﬂ%JEEDTT% iﬁ‘
Ak — M 22— DT AT = a v OIP TRV AER Iy a8 EThH
7= Cookie | ﬁ%’D LT ENRTEET,

Internet Explorer D35&1X, VX AL 7k RA R L L CUBERMKE A A 4 TIERL (R Y
b & E W) ERER O R A 4 £721E NetBIOS 4 &2 M3 i L T <723\, £721%. Internet
Explorer O [0 —H /)L AV N TRy MY =T T ITATVADKRA ML EZBINTSHZ ENT
XFET((V—N]>[AvF—F%v N T T ar]s>[txa T 4127 270, Z0#EET
NTCDITAT P TEITTDHILENRD Y 9, ZHICET 5 FEMIZ OV TiE THow do 1
properly set up NTLM with SSO (credentials sent transparently)?/]% 2 L T 72 &0,

Firefox 35 K OV DL Microsoft IAA DT T o FTld /XT A—%
network.negotiate-auth.delegation-uris, network.negotiate-auth.trusted-uris.
network.automatic-ntlm-auth.trusted-uris % ZRE—R DY X AL 7 N RA MITRET D 0NE
23 V) F 9, [Firefox is not sending authentication credentials transparently (SSO)JH ZH L T 72 &0,
Z DRI Firefox /N7 A—Z OEBEIZET 2 IR L I LTV ET,

VX AL 7 N BARBIZOWTE, 7 2 — N LEEREDOFRE, £721% CLI 2~ R sethostname %
S TLEE N,

nIEj:D J:Utﬁ md)giﬂﬁ

HMED NI FGAT o N TV — gl RIBCXAMBCHRIICEK L -EEITS
AN T BAEZHFATEET,

PREICR I L 723 KGRICRIA L T2 R R L 72 ) Y — 2~ T 7 B ARFFAI S 105 AT REME
75>Z?)ZD%IJ®7VT//’V/1/‘IZ/1\ J:éﬁuwﬁ%ﬁjf%i?“

MERHE
o WBAERMALDT AN T 7 ADFFA(5-33 X—)
o BMRZIVF LU XML D ERIEDTA(5-35 <—)

— -~ -
LTI ILOFK
REAR ILTUoOYILOBR
NTLMSSP MyDomain\jsmith
%2'—( jsmith

MyDomain\jsmith

GE) 2—V2 Windows K XA Z AT Lo T-3HE81L. Web 7' 12
XN E S5 TF 7 44 b D Windows R )‘4’/75%7“73!]32‘%1'?
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http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117934-technote-csc-00.html
http://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118027-config-wsa-00.html
http://www.toptip.ca/2010/03/change-secret-configuration-parameters.html

| 58 T oFA—4HILTUIrILORE

sLFvowl N

ERZEDIL TV vILDOIESE

EAXRIEDODIL T Y ILOBEEIEIZDINT
AL LB TIZ LT v v HTTPS R TEETHIE. Z VT o vy VO L% A
=TT LiTMJL<bfc%$m£7utx@t%;)74#ﬁibif

7 7 # b I TlE, Web Security Appliance |%,iRFED L2 & fERT 572012, B OFENE & %
¥ — %ﬁﬁbf7747/kk@HTWS%M%%iLi?ﬁji/ﬁ% DT T TH TR Z

DIEAENENTH D Z LN a—FICEE SN ET EREAZICET O Ay -V 22—
PIERLARVE ST 2T MBETHEAL T A RIERAELF—DOT 27 v 7 u—
KL ET,

JLTUY Y ILEELDETE

(XL & BRI
e PY ST —FEMHTLILOECT T IAT L REREL £,

o ((EE)GEME LR b S NIMEXF —2BG L £, 22 TRELLENE LT —1X.7 7
TR arbter—LTHEHEET,

AFvF1  [Fv b TU—7 (Network)] > [#37F (Authentication) | Z 4R L £7°,
RAFvF2 [ r— VLR E % ke (Edit Global Settings)] 7 U v 7 L £,

AFyF3  [Z7LT v v L OKEAl (Credential Encryption) |7 4 —/L K T, [FRiEl Tl HTTPS
$2f5¢ % 1 ] (Use Encrypted HTTPS Connection For Authentication) ] ‘f‘: > 7 ‘J‘ v I AEF N
Ex AN

AFvFT 4 (EE)RBIERED 7 Z 47 k@ HTTPS ##ti2k L T [HTTPS V% AL 7 k "— k (HTTPS
Redirect Port)] 7 4 —/V R TT 7 /L b DR — s F 5 (443) ZfmEL 7,

AFwF5  (EEFHELX—%27 v Fu—FLET,
a. [FEMIRRE (Advanced)] 7> a v ZREBEAL 1,

b. [FEBIE (Certificate)] 7 4 —/L N T [BZM (Browse) | &7 Y v 7 L. 7 v 7 u— R 3 53EHFH
77 ANERFELET,

c. [F—(Key)] 74—/ FT[ZMBrowse)| 27 Vv 7 L. 7y7 =T oMESx— 774
VR L £

d [77AVDOT »7v—FK (UploadFile)] &7V v 7 L £7,
AFvF6 EHEEEEFL MRMAFLET,

BR:EE
o FFHHEDOEIL(22-35 X—V),
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W ZHcET3rSTIL a—TFa0

&l%?éh77»y1—74/7

NTLMSSP (2K 4% LDAP = — W DOFEAED LMK (A-3 ~=—)
o LDAP ZRIZHEIKF 5 LDAP iZiFED K (A-4 ~<—)
o BARFHAED K (A-4 ~—2)
e TT—ICENA—FRILT UL EEREND (A4 =)

e HTTP 3L ONFTP over HTTP RN FRGEA VLB L L2 WT 78R R Y v —IZDOH—HT 5
(A-20 ~<—72)

o WHAYVR—F L TWARWURLIZT ZEATEXAR N (A26 2—)
TIATVNERNT v T AR —h 7% TRIT S (A27 X—)
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CHI\PTEER‘(Si

IVRA—HELVI95A4TFYT R
DT T DNEE

o I—HBILOIIATU N VTN =27 ONFEME(6-1 X—)

o I—HWBILOITIAT LN VYT NI 2T OB RAN 7777 4 A(6-2 =)
o BT T 7 ANDEME(6-3 =)

o 2—YVRBIPNIIATLU N VT T =T ONFEG-3 —)

o BT v T 7 A LFRIE(6-9 X—)

o BT T FANDRNTTNY a—T 4T (6-11 X—)

A—YELVCITATU YTz T7ORE-BE
Wl 7 rANCE DRI~ ==V =2 NI TAT N YT N =T) DGy
BFIX L FO BT ThivET,
o RUT—DWlHICKHTEN T 7y arBRkE 7 N—7{b L £9 (SaaS #r<),
o A X ORREED EE DR E
AsyncOS (ZTT X TO RN T HF I a  Z#Bl7T a7 7 ANVEE DY TET,

o HAXLHHT T 7 AV :AsyncOS 1T EDT AT VT 4T 4 DEFEMFITIESNTH A X A
TaT7 r ANEEY Y TES,

o U ua— LRI BT 7 AV AsyncOS 1T A X L T a7 7 ANVDOEME RIS IRV T
v Ivaic a—n a7y ANEEIVYETCET, T AN NTIH T e— L T
T 7 ANVIIEERBIEN L EDH D FH A,

AsyncOS I BIEFICIBI 7 7m 7 7 A NVELB L FF .7 m— L a7 5 A4 VTGO
Tu7 7 ANTT,

AT e T ATl DDORMTE T EED DI ENTEET EEOLKMEE T 2
T 7 AMIT_XTOERMZMIZTHLERD Y £,
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F6E ITYVFA—HFELIUVISATUENYILOTOHE |

WM 2 9BXUISATFUF YIRIITFORE: RRAF TS5HF 4R

1 ODORY =l Ko THEDOH a7 7 ANV EERTEET,

Identification Profiles and Users: | Select One or More Identification Profiles

Identification Profile Authorized Users and Groups Add Identity
IdentityPolicy2 - @ All Authenticated Users
Realm: NTLMRealm2 -

—> Selected Groups and Users

Groups: Mo groups entered
Users: No users entered

IdentityPolicy1 -~ All Authenticated Users

> @ Selected Groups and Users
Groups:

Realm: NTLMRealm1

ministratorl ]
rt Publishers

main Guests

Users: No users entered

Guests (users failing authentication)

I IdentityPolicyForFTP  ~  No authentication required i}
IdentityPolicy4 - All Authenticated Users
Selected Groups and Users
Groups: No groups entered @

Users: No users entered

@ Guests (users falling authentication)

COFEANTOT 7 AL FRFEICEBL =2 —HFIZHT R b
TOEREHAL. ZFNODI—HFICHEAINET,

— - @Eﬁﬁﬂ'lj a 7 7 ’f)l«(:[i\ nnunmliﬁm é*’»iﬁ/\l

L COEANTOIFAILTHRESNZI—Y JIL—TIL,
ZORY L —THEIESNET,
COENTOT7AILTIHBES - ANERSA. 2D
™) O—MR—EH5 AN 1 D2OLUILLISEREWET,

A—HFEEUVISATURNYITIEIIITORE: RX
T3539T4R
. *&%ﬁﬁ%fﬂ774»%9@@&L(”ﬁ&f@l%ﬁitﬁyﬁ@ﬁ%&l%ﬁ7

N—TITHEA L £, KOFEMICERT 255803, 70 7 7 AL TIERIAF T —% 1L
\iTO

. *%®%#T%%7D774W%Wﬁbif

o FZilE—FKCEMTAIESIT.BIELZTFR—FL WY A MO 7T ar 7 A VEAE
L ET RO N AR (533 =) BB TLIEE N,
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| 6 IVFA—HELIUVISAFTURFYILNDITOHE

BRIoor Loy N

AT AT 7 AILDOEHE

INSDORNT U I gy OBEIX L TOMM T a7 7 ALVDOEZIHEH T ET,

FFTvay ERBA

Subnet TI73AT N T2y ME RV =DV T Xy b VAMI—HLTWDLL
ERH F9,

7 hkan KNS aryTERAENS T e k2L (HTTP.HTTPS.SOCKS. 711 %
A 47 FTP)

[R—h (Port)] |ERDOF mF s K- ML BT 077 ALOF~F U2 MBS T
HUERDH Y EF (U A RIS D DB P RO RERERO 010, T
TUFICRE SN — b T EBREGOLEE T si%EAR—h ERITTT,

2—H T— BERET) 22—V 2=V NI TAT N TV r— a )idi#5s >
vk (User B 7 AND—F =—T x>k URE SRS N TN DLEDRD Y £F
Agent) () A MIZ E‘%ZZJXB{?)%) ) gjﬁa)ﬁ*"& ——y 2 MZ o nﬁffﬂﬁfgiﬁ

WO GREELELE LT a7 7y A NVEERTILENRH Y £, 22—
T—Yx MIX. T v 7T —#=7 7 7% (Internet Explorer, Mozilla Firefox
BME)VREDT R T T ARG ENLTVET,

URL 77 =Y |BERURL® URL AT VL. #7077 AV URL AT Y U R MIZHE

(URL WENTVWDILERD Y EF (VA NMIERHLHLHE).
Category)
A REE A WA T a7 7 ANDRRFEE VBT OERIE. I TAT U ORI VT
(Authentication | ¥ V3BT 07 7 A VORBIEEM: & —HTHIMLERH D £T,
requirements)

— s = . \ VAN

A—HVELVIZAF7U0 VIR0 7DORER

(iC&)éﬁﬁl:

o FREEL NV AEERRL £, Active Directory FRAEL L A DOVERL (NTLMSSP 38 & OVEAR)
(5-15 =X—) £721F LDAP F8iEL v A DIERK (5-18 =) 2B L T E &0,

o BT T FANDELEMET DH L. TR 22— E BT DOILEND Y £,

o VT UK axs X E—RDOGAIF.BMOEN a7 74NV A7 ar (=2 ID) 2FH
TEXFT AV —OmBICHTE~ O8] (3-8 X—) 2L T EE W,

o (ERDMREY —F7 v AZAERL £ G8GEY — 7 ADER(5-29 ~— V) 2B ML T
S,

o (FR)FWBIZ a7 7 ANICENAN 2a—FE2FZD 55T . EXaT7 TV T 424 X —
Tl E9,

o (ERIFEFEV BT — MZOWTHML TR & £, @hlg 2 —F DB (5-36 X—) %
ZRLTIESV,

AFvF1  [Web X = U T 1 =F— v (Web Security Manager) ] > [#%531/7° 2 7 7 4 /L (Identification
Profiles) | Z#RL £7,

AFvFT2 [FuaT7r7ANLDEM(AAdProfile) | 7 Vv LT a7 7»A/L&EBIML £7,
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F6E ITYVFA—HFELIUVISATUENYILOTOHE |

B S 48IUYSAFUF YIRHITORE

ATFvS3

ATv7 4
ATYvSH
ATv76

AFvFS1

[7%A 7 7 7 7 A v DB (Enable Identification Profile) ]| F = v 7R v 7 A& HEHL T. 2D

07y ANEAF—
[4 Bl (Name) ] 12

TN T DN . T 7 7 ANVEHIRETICEEBICT =TT L 9,
—BOTuT7 r ANHERDYTET,

[#iBA (Description) ] IZfEE T,

[ E(ZHE AN (Insert Above) ] 7 4 — DRy 77X Ty JANT. 20T a7 7 A VERET DR
Vo— F—T A NOMEZ RN £,

~

GE)
VEEEL £9,

BALE M LT D RYIOWHA T a7 7 A LD ki

nuuﬁ%zg& Lfib\%%lj7 a7y A

[z — 5% 7720 (User Identification Method) | & 27 3 3 o T ikl 7 24 3@ 4K L TR

G R B 7

HELET . RRINDA TV a NIGBIRL I HEIC L - TRRY £7,

3 %iiﬁi@jiit(uu nfh/uﬁk}%”ﬁ‘%ﬁ:%\ [T uﬁ{ﬁ%k:l_‘ﬁ_) & JH“&%@LE’J

Wl % 3 D Tk

(ISE.ASA (AnyConnect 3 =7 £t U 7 ¢ #&H) JEUNIHRE S NWICRREL VL) 03D D £77,
%3 1ZIE Active Directory L /LA 721X Novell eDirectory & L TEE S 4172 LDAP L /L A DU

TNrNEGENET,

a. [=—W %A 5 (User Identification Method)] K 2w 7 # 7 U A R BilkBll H R AR L
7,

AT a3y HL:

BREL/E A % RBR (Exempt | = —VITIAMICIP 7R L A k> TS 78D 8T

from authentication/
identification)

A=FBFREDH Y FE A,

PRAFHFIL—Y

(Authenticate users)

2—FIIANLERFEZ VT oy i Lo TRl S E T,

ISEIC& > Ta—H%FiB
89123451 (Transparently
identify users with ISE)

ISE ¥ —EARA X =T NVOHBEIHEATEET (R hY—7
(Network) 1 > [Identity Services Engine]), ZAILHD kT #2733

OE%H 22— FABLOEET L X207 0 T —7 X 70X
Identlty Services Engine 7» b Hf§ & 4V E 47, FEMIIZ DUV TIXLISE
P—ERAEBABLOMET HDDF A7 (8-4 =) 25
LTL7IEZEw,

ASA Ik > TaA—H%E
B A IZ 58RI (Transparently
identify users with ASA)

2—H L. Cisco )Tl vt X 2 VT 4 T T ITAT UV ANHLZELT-
HEDIPTRL ARt —F L4 D~y B I L - CilRl S E9

(VE—DF 2—HFDOR), ZDF T avid . BxaT T T 4
DA F—T W7 >TEY ASA EFHEEINTWVWBIEEIIERE

NEFT, 2—VFLHILTASADPSIES N BE#ET V27 b 70—
TR EINTZRIEL NV A FFT = U AN RGN ET,

BEFLILALIZE>Ta—
Y% FE B 255
(Transparently identify
users with authentication

realm)

’@ﬁ7/a/i1Ouh@m£VWA#LL%&%%%T k
TEHIICERZBIN TV AEEIHEHTE £,

~

GE)

Dl EH 1 O0FINT 0T 7 A NMICERIEE T2 I3 B W AR EI N TV D
Vo — =TT a— VL. T4V I IN—T X2 )T 4 IN—T 2T
LRI — A RNR—=2 o TDE

5|
Gt

= %

BV R—FINET,
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| 6 IVFA—HELIUVISAFTURFYILNDITOHE

A—FELUISAForyIrmz7onE B

b. BIRLZZHRUCHEL 72T A—FZIEEL £, ZORITRLIETXATOE®Z v a iR
TELIZRRINDDITTEDY WA,

BEUVILLERFY AL | =—TRGEE ISE S B TE WS

ﬁ*ﬁ;\aﬁj 7]/;—h)l//_\‘y 9 . b HEBR % 7K — b (Support Guest Privileges)]: b 7 > % 7
alback to Awhenticarion | * 7" S S S e
Realm or Guest Privileges) AL BEEDEY A AL 4

o [NT ¥ g %7 1y 7 (Block Transactions) ]: ISE Tkl
TERVW2—WFICA X —Fy b T BRAEFTL FHA,

o [7 A NFsHEAE YR — b (Support Guest privileges) ]: #5572 7 L
TV MR VRBERCRM L e —PFIT A T 78R %
TFAlT 256, 20F =y VR 7 A4 L ET,

SREEL JL A (Authentication |[L /L A F 721X — /2 A % 38R (Select a Realm or Sequence) ]: /&
Realm) BEAOBFELV VA ET X — 7 AERIRL 7,

[ A% — A DR (Select a Scheme) |: FRFEA F — A& EINL £,

e [Kerberos]: 7 7 A4 7 b i Kerberos 7 v M T X - THiEY
ICERRE S N E T,

o [FEARMBasic)]: 7 74T MIFIZ2—FIZILT vy L%k
FERLFT . 2RI VLT oy L EANTDHE W@EITA
LTIV T oy VERGETDNE I DERET DT = v
IRy JANT TP REINET , 22— N7 77 %2
TR IFAT Y MIZVF oy v VO AN EERT 5
LELIFLENCRIEL 2 VT Uy VEFIREL 9,

TJLT oy VI MREIN TR YT TF 25
(Base64) &L L CiEfGEaNET, 77 AT FE Web X =V
T4 TTIAT A TORTYy b 2 7 Fvicky 2—
PHNRAT L — AN REINDAREERH D £,

e [NTLMSSP]: 7 A 7> M Windows D/ A J L5
/?/V%{%ﬁﬁbféﬂéﬁ \—wuan:L/ i—g« :L?"]j‘ X7 VT//“V
NDANTTERDNFERA,

FELUFTOBE. 79547 MIa—HFicrzLrsFrivib
DAITERKD F4,

- Windows 7 L 5 v ¥ ¥ /WIZ K BERGEN LML 72,

- 79002 VT ARENREKT,. 7747 bR
WebtXa2UT 4 77T A4T7 2 REEFEL RN,

IJVT UV ME3 T2 A N RV A7 (X AT = A MER
OFBFE) I X WV ZRIZEEEINE T NAT L =Xz L
TEREINAZ LITH Y FHA,

o [T ANKER YR — - b (Support Guest privileges) |: #5727 L
TV MIEVFERRICRR L 22— F AN 778 A%
HATHEAE. CDOF 2y IRy 7 A% 4 L £,

TIW—TEEDOLILL . [l/)l/Aif_ 1Z3— 7 v A % % (Select a Realm or Sequence) | :

(Realm for Group FEHDORBAEL IV A FE T — 7 AR 7,
Authentication)
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B S 48IUYSAFUF YIRHITORE

BiEyos—+

(Authentication Surrogates)

FBIEDORDBIC N T oIy g v a—F IR T 5 kxR
EFLET (T3 T Web 7 ax L ORBE—RICLEY BAD
F7),

e [IP7 FL AP Address)]:Web 72X NI BEDIP 7 R L A
DRBFEFE 22— 2B L 97, F i = — B 055 1%,
TOF T arEBERL £9,

o [K#iH72 7 v % — (Persistent Cookie) ]:Web 7 2 (%X, 77V
r—va I Ll — T HIZKEN v X —FERTDH D
LI BrEoT ) r— gy EOFREEE A —T & B
LET .77V r—arz&TLTH 7 yX—I3HlRSNE
HFA,

e [BEwv g 7% —(Session Cookie)]:Web 7' 2%, 77
Vir—2arZ LIZER AL DOF 22— K 7 >
F—%AERTHZEICEY FEDOT TV r—rar EORE
Bha—VFEEBWL £+, (EZ L. 2—RECT 7Y r—
YarvDREILRN AL KL TRRDZ 7V T Uy ¥V ERE
ToHrE. 7y —lIEEXINED) . TV = a B RKT
T5HET7 v —THIBRESNET,

e [Hu%— K7L (No Surrogate) ]:Web 7’ 2 % % s —h
EHEALTCIZLT vy a2 vy v 283 8LV TCP #kt
T LCRREE A — AR BIL £, 2 04T Y g A SR
HE Web A2 H—7 A ATEHEINL 2o T2 DMOTE
EF 4= ML ET, 2 OF T g Ui BRI Rk
T—RIZREL.[F> b U —7 (Network) | > [
(Authentication) ] " X—Y T/ LT v ¥ VO 5bE2 T 4 &—
TN LT EXICOBRFEHTE ET,

o [/RM”7 U —RERIZFE L Y 17— b & % i M (Apply
same surrogate settings to explicit forward requests) |: R HY R (2
ERT 2% vl — b 2 RIERICEAT 25814 1L
EFT (VT Uy v VO SAER BB A R =T T Y &
T) DA T a I Web 7 aF BT ART LB
E-NTRERHASNTWDEAICOARTINET,

GE) [7 v— 3 LERRERR E (Global Authentication Settings) ] C, 3"
RTOERICHT DAY S — DI A LTV MaZE
FCEET,

AFwF 8  [AL =y T DEFE (Membership Definition) ] £ 7 ¥ 2 > T B4R L 72351 5w L 7= A

WN—= T IRT A—H &R

ELET U FORITRTAT L a 3 T RTO—FRHIH AT

HATELDTTIEHY ¥ A,

AN—vTDES

A—HDJZ/AETA A /83—
M E 2 (Define Members by
User Location)

ZOHNT e Ty ANVDOEMAKGEL L T [R—A 2= DI
(Local Users Only) ][V & — b ==—4 ® % (Remote Users Only) |, &
70X (M7 (Both)] 8¢ E L £9°, 2 2 COREPRIT, Z Di%kA] 7 1

7 7 AV TRE FTREARFRRERR E IS L £,

IRy LB A INDE
£ (Define Members by
Subnet)

oW T e 7 r ANV EBEATLOTRLAEASILETIP TR

LACIDR 72y /7 BLOYV TRy "2 ANTEET,

GE) MHEANLRWERIE, 77X TOIP 7 R L A2 Z ORI~
o7 AN EAEINET,
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| 6 IVFA—HELIUVISAFTURFYILNDITOHE

A—FELUISAForyIrmz7onE B

FAkaLFIAYINDE
£ (Define Members by
Protocol)

-

DT m 7 7 ANVEENT L7 0 b arz@RI0 E4, @i

ﬁé¢~1@7mh:w%ﬁmbf<téw

[HTTP/HTTPS]:FTP over HTTP. B X QN EfEn 7 b s L
CHTTP £721X HTTPS Z /3 5T X TOZRICHEH I v E
I, Wi 7 vk = L2 FTP over HTTP, 3 L OV HTTP
CONNECT #fEHIL CTh o R 7 EnNbH Do 7 v k2
hEENET,

[** A 7 4 7 FTP(Native FTP)]: %A 7 « 7 FTP 3R (2D Zxjiii
HahEd,

[SOCKS]:SOCKS "R VU > —|cDHEHI N E T,

ILUIDIZ&KD A N—
M 5E £ (Define Members by
Machine ID)

(E)

[ZDORV =TI~ ID #HEHL 2T <72 &0 (Do Not
Use Machine ID in This Policy) ]: =— %X~ > ID |12 L > Tillk
AEER A

[v3 v ID &2 _R—AIZL 2 —HRFER U ¥ — D EF (Define
User Authentication Policy Based on Machine ID) |: = — [ FiA
Iz~ v IDIC K- TR S ET,
[« 7 /b—7 (Machine Groups)] #Hik% 7 UV »~ 7 L T, [&
AEYE &~ 2> 7 )V— (Authorized Machine Groups) ] “X— ' %
#RLET,
BMT K7 NV—T7 8127 4V 7 b U sk (Directory
Search)] 7 4 —/V N IZIBINT 5 7 V—7 D4R 2 AL B
mAdd) 1 227V vy 7 LET VA b 7 V—7 20T 5
W 7N —7 %8R L T [HIBR (Remove) | &2V v 7 L £7,
[56 7 (Done) 1 %#7 Vv 7 L CHIOR—=IIZEY £9°,
[7//HXMmMumH£W%7)/7LT[m£%ﬁ7/
> (Authorized Machines) ] X—Y 2 F R L £,

[FRAEH 2~ // (Authorized Machines)] CT.~3< > ID # AJ)
LCARY —IZBENMT [58T Done) ] 27 Vw7 LET,

<V IDICKDARAETaT R X FE—ROALTHFR—F X
AU, Active Directory &3 L L £9°,
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F6E ITYVFA—HFELIUVISATUENYILOTOHE |

B S 48IUYSAFUF YIRHITORE

S¥#1:%5E (Advanced)

ORI arERELTOBINO AL R— y TEEZEFRL
*7,

[ m % AR— b (Proxy Ports) ]: Web 7' @ ~D 7 7 & AT
EHTZ 12U Ty R—rE2HEELET . A—FE
TEhH v TR TANL £3, IR it B 054
TaXy R—MIT T U THREINET,
FE DY E T SR —F LR TT,

R—=FBDID DEFIX.T 7T AT v ANRHIR R ER%E T —
RCREBENTWAIGE . FRE I ITAT IR TTI3A4T
AN RIJICE R ZRET 255 10k b K <HMEL 7.7 7
AT PERPDFEBRICT S TAT AV T AL T RER
AL A — RO ID DERIZEL > THOBERPES S
nszendbv £1,

[URL %17 =Y (URL Categories) | : = —HW E % 72 X EREHD
URL 73V &RIRLFET, T 740 TIEEHTD AL /3—
Uy TBBRASINET,OF Y EM(AAD) ] FTER STV
RWNRYD Web 7B X NI _XTONTIY ZHHEL £,

URL B 7T VLS TAUN—Y v T EERETHLERD S
BE. . ZON T VI T DAEERDSBEATEILEOSH B
LEXIFIID SN —FIZOREFZL £,

[2—H% =— = b (UserAgents)]: 7 7 A 7> b ERTHD

Molra—P 2—Tx hTEITRY — T —F AR —
VT EERLET, EOICERINTVWSHI T —V o N B
W20 EREHREZHEHL OREOT I U2 ERTEET,
Frr.InNbDa—Y == FDIBEEZED DHNRNT D
MBIEBELET . DED AL NR—2 w FTOEFRICIERL 72

22— =T 2 NDOHREEFDIN BN L ma—Y ==V =
v N EBATENERREL £,

AFvF 9  EWEEEL THEEL 7 ([ (Submit) ] & [ W % f# & (Commit Changes) ]) .

EEEA

o TURA—F ILUFU YR LORBOME (51 =)
o KU — XRAZ|ZLD Web ZROE B AEE (10-3 ~—2)

ID DEZE/ESHE

(XL & BRI

o IR T s ANET 4 =T NICTBHEBEETLIRI O —0LZOMHT 2T 7 AR
HIREN A2 DO THEL TLEE VY,

o WHIT Ty ANEHEA X —TVIZLTH. . ZOMBMNT 07 7 A /IR Y > —ITHOBEHE

o Eti,

AFvFT1  [WebtF¥=U T 4 ¥w3x— % (Web Security Manager) ] > [#%5/ 7" 7 7 7 4 /L (Identification

Profiles) ] Z 38R L F9°,

AFvFT2 HHTe T AN T—TADT T s ANE Ty I LT EOT T 7 ANDNT T 5
A/ (Identification Profile)] ~~— Z B & ¥,
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| 6 IVFA—HELIUVISAFTURFYILNDITOHE

BRgnoraoe@a A

ARFYF3 [V TAT 2 MNa—H#EBT v 7 7 AL OFE (Client/User Identification Profile Settings) ] D H. F|Z
H 5 [T a7 7 A /DEZNY (Enable dentification IProfile) ] 24 > F£7=134 712 L £97,

AFvFT 4 EBEEFEFEL THEEL T (25 (Submit)] & [£ ¥ % #E (Commit Changes) ]) .

AT 0T 7 A1) ERREL
KON G T 27 7 ANVHREFENT DL ICHRESNTND L ZIT Web 72X 37T
AT NEREBN T 0T 7 A KL TR T 5 HiEE R L £,
o FEEYHmI—hRA2L
o Y HAS—FELTOIPTRL XA
o HEMEREZMATIREI 0~ L TDY vF—

o HURMERZMEHT IR 0/ — L TOI vF— (LT U v ¥ LVORE SN A 13—
TN o TV DHGE)

& 6-1 B TOT7ANEBHETOCX :HO5F—FELPIP A—IDPHas'—rEL

C Receive request from client. )

.| Compare the dient request against the next (or first)
[dentification Profile in the policies table.

Yes

A,
‘No Is the dlient subnet in the ldentification

Profile’s list of subnet(s)?

Yes, or none defined

No Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

Yes, or none defined

No Is the user agent in the policy group’s list
of user agents in the Advanced section?

Yes, or none defined

_No | Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

Yes, or none defined
v

4"—0{ Does the Identification Profile require authentication?
Yes

v
Yes Does the client successfully authenticate as a
member of the applicable realm or sequence?

No

v
Does the Identification Profile support guest No
privileges for users failing authentication?

Yes
v

Assign the Identification Profile and then evaluate TE:;;;attE z:::n:eﬂfl::;t
the request against the other policy types. - .

authentication required.
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F6E ITYVFA—HFELIUVISATUENYILOTOHE |

B mrsoorA BT

WO GBI 7 1 7 7 ANV 7 —h & LT Cookie AL, 7 LT vy ¥ /LOREEAL
PEINCL T ERDHRMICERISND L IICHTESN TS L X2 Web o nNr 54
T MEREF T 0T 7 AR L CEHMET B FEE R L £97,

& 6-2

B T07 71N EEEHT 01X Cookie NS—XDYO5—F

( Receive request from client. )

No

Is this a transparently redirected encrypted HTTPS
transaction received before an HTIP transaction?

Yes
A4

Is the HTTPS Proxy configured to decrypt No
the request for authentication purposes?

¢ Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

Yes

No

A

Is the client subnet in the Identification
Profile’s list of subnet(s)?

Yes, or none defined

No

A

Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

Yes, or none defined

No

A

Is the user agent in the policy group's list
of user agents in the Advanced section?

Yes, or none defined

No

A

Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

Yes, or none defined
v

‘N_o|

Does the Identification Profile require authentication?

Yes
y

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

No

v

Does the Identification Profile support guest No
privileges for users failing authentication?

L il Yes

: P ) Terminate the request.
<Asugn the Identification Profile and then evalua@ g

. . Reply to client with
the request against the other policy types. aulhle)er);ticatinn required.

YT 4 7TS54F7 > RMIT Async0S 1052 1 —H HAF
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E6E IVFA—YELUISATFUFYILIzT7DORE

BATOT7ANDOLSTLYa—F425 B

BT 7AINDES TV a—T 407
o JEARMZRFEREDORIE (A-4 _X—2)
o RUT—IZHTLHMBE(A-18 X—)
o KRUT—DEMH IR (A-19 X—2)
o R —DIIT TNV a—T 47 V=)L R ¥— L —ZX(A2] =)
o Ty AN —LA T uXx BT HMEA27 =)
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F6E ITYVFA—HFELIUVISATUENYILOTOHE |

B m3 077400 T L a—F40
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SaaS 7/ tXa>hkA—)L

e SaaS 7 /A ar b a—/LOBE(7-1 X—)

s DT UNAF—LLTDT T TAT ¥ ADHE (72 =)

e SaaS T/ EA arhu— L EBEOT T T AT v ADMHH(T-4 X—)
e SaaS TV r— g VERFER Y U —D1ERK (7-4 RX—)

o VTN Y AL AL URL ~DZ Y Ra—% T 7B ADOEE (7-6 X—)

SaaS 7o/ tXarvh,O—I)LOBE

Web X2 )T 4 77947 AT EX 2T 40 TH—ay vw— 277 v 7 EE(SAML) &
FHLTSaaS 77V r—ray ~O7 7B A%KRL £9,SAML /X— 3 > 2.0 |5 12U
WL TCWBH SaaS 77U r—3 gy LHEEL TEMEL £,

CiscoSaaS 77t A a b r— |l K> T LLTOZ ENHEEEICAR Y £,

e SaaS TN r—2a T 7 BATEHa—YBLOEFEZHIET 5,

o Z— WA BRBL AT T RTD SaaS TV r— 3y ~DT VB AELZEBIC
T 5,

o —HW(ZSaaS 2—HW VLT U XINDANERDDL T 4 v THED Y A7 28T 5,

o Z—HEFBEMNIH AL AL ESHEBEINE TV Y A2 FUoiE) 2 —FIZRIE 22— 4
ERAT VUV —ADAN RO DINEERIRT D,

SaaS 7 /A aryhur—LiZd WebtX=2UT 4 777347 AR R—F L TWDLFIEAD
=ALENELE TS SaaS 77U r— 3y TOREMEL £3, BIE, Web 7 1% 1%
lPasswordProtectedTransport | 78 alE A 7 = X L&A L T ET,

SaaS 7 7R aryha— A3 —TNITBHIZIE Web X2 T 4 TTIAT AL
SaaS 7 7V r—ary OfGTOREEITILENH D £,

ATYT1 \WebtX 20T 4 TTI3AT L A% IDTRNAAT—LLTOTTIFAT 2 AD
ID 7" —L L CERTT D, RIE (72 _X—)

Xj_-‘yjz SaaS 77 ) b‘»—\‘/:—:{ /@muuﬂzj— ) SaaS ?7 ) /7*“/5 /uuthE_J‘ ) /“Ojﬁzﬁk
= AERRT D, (7-4 =—27)

ATYT3 [SaaS TV r—ar mVLUI |V A2 42 URL ~DT 2 K o2—
YA FUHIRET D, YT ADORE(T-6 2—)

ATYT |((EBE)VEBDO Web tX 2T 4 7 (SaaST 2/ kERX avba—L o775
PIGAT VAR ET D, AT v ADFER (7-4 =)
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EI1E SaaST7H/ERavEO— |

WM DpFan/F—ELTDO7TSATUROERE

ID 7ANA ST —LLTDTTSAT7URADETE

Web X2 VT 4 7779470 A% ID FunAF—L L CRETIHE EHT LHIHRETEE
TEHTRXCDSaaS 7/ r—var iZHEINET  Web X2 UT 4 77T 470 AL ME
KT 5% SAML 7% —3 a2 VNIBATHEDICEHEEF—ZFEHL £,

FC & BHII

o (FE)SAML 7% —3 3 VZBALTH-ODFHEPEM ER) L F—2 KL 3,
o % SaaST VU — g ERESYT Yy r—F L 1,

AFwF 1 [Fv b TU—7 (Network)] > [SaaS @ ID 7 1 /3 A % — (Identity Provider for SaaS)] % #&R L £,
AFyF 2 [REOHE (Edit Settings)] 227 UV v 7 L7,

AFwF 3 [SaaS VT NY A A Y —E A EHLHITT S (Enable SaaS Single Sign-on Service)] & A4 2 (C
L/ i‘d‘o

RFYF4 ([TATT AT 4 7L —DFR A A4 (Identity Provider Domain Name)] 7 ¢ — /L R (24K
MR AL L EATILET,

RF9FTS [TATUT 4T 4 TN AL—=DxT (7 4 ID(Identity Provider Entity ID)] 7 o —/L N 12,
—EOT XA MBI 2 AL ET (URLBRO LT 2 4E4),

AFvFe6 GEAELXF—ZT v e — R I ERL 7,

Ak COHDFIRE
FEERB LR — (1 [Ty e— R S aElE L & — % (Use Uploaded Certificate
DT T a—R and Key) ] %R L £7°,

2. [FERAZE (Certificate] 7 4 —/L' K T [ (Browse) 127 UV v 7 L. T v
T —RTL57 7 ANERFELET,

GE) Web 7uXiiI . 77 ANVHNORYIOIEAEFT T —2FHL
FIAEAET 7 A VL PEM ERICT 2L E N H Y £9,DER B
R R—bFENTWEEA,

3. [¥—(Key)] 7 41—V R T [ZMBrowse) |27 Vv 7 L. 7y u—
NTD7 7 ANERBEL T,
F DS I TVDEAIE [F—IER 5L STV ET (Key is
Encrypted) ] Z3#4R L £,

GE) F—OEI1T512,1024, F7213 2048 E Y N THHVLEDRH VD F

T MEX— 7 7 A VIZPEM EXTRITHIEAR Y £¥A,.DER B
KTV R—F N TWEEA,

4. [Z77ANVDOT v 7 —RK (Upload File)| %27V v 7 L £7,

5. [fEAAE% X v 1 —K (Download Certificate)] 2 27 ) v 7 L T, Web
X2 UT 4 TS ITAT U APEET D SaaS 77V r— 3 i
kT AAEAED oY — Xy ra—R L ET,
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| 7% SaaS7H/&Rarvko—i

GE)

& |

ATvS8

DFanAE—ELTOFISA7o2nEE A

Ak CDHDFIRE
FEERB L O — |1 [ S IV RERE & % — % ff ] (Use Generated Certificate and Key) ]
DAY ZIEIRL £7,
2. [Hr L WEEBE & % — % 4k (Generate New Certificate and Key) ] % 7
Uy 7 LET,

a. [FEFAE & % — % 5% (Generate Certificate and Key) ] % 1 7 2 7 7K v
I AT BAMNEEAEICERRTIEREATILET,

) #4 (Common Name)] 7 4 —/VRIZIZ. AT v ¥ = (/) &<
@%®AWHX%%AﬁT%i?

b. [4fk(Generate)] &7 Vv 7 L ET,

3. [[FAZE% X 7> 1—K (Download Certificate)] 2 27 V v~ 7 L T, Web
X2 VT4 TTITAT L ANEET D SaaS 77V r— a1z
FERREAEREL 7,

4. (ER)BAMNEERAFELZMENT 51T GEHFEBLEROZ T
7 — K (Download Certificate Signing Request) (DCSR) UV » 7 &7
Uy 7 L CRRER (CA) IZEER A X5 L £97,CA 2 b BA T X FEH]
EEZE LG (B Browse) | 227 U v 7 L B4 EFEAFEDS
FHCBEIL £9,[7 7 A VDT v 7 a—FK (Upload File) ] 7 U v 7
L7,

Ty Tu—RENTREAELF—ORT & ERSNTREAE L F—DO T OMGENT 7T A
T AL DEE T T AT AX B4R E (Signing Certificate) | £ 27 3 2 > THIEZER
ENTVWDFEAEL X —DOXTOHREHEHL T,

TTIAT L AZID 7 RNAX—L L TRETIHRIT.RELEIEDOTBEET, 2D
DRED—ERIX . SaaS T 7V r—a v 230 TV A0 U ICKRET HBICTHE T 5 0%E
NHY ET,

IR A 55 L CHEE L £ ([1%1E (Submit) ] & [£ ¥ % 7 (Commit Changes)]) .

ROFIE

e SAML 7% —3a OBAIHENTHEAEELXF—ZBELLDL & SaaS 7/ r— 3
VICHERAEEZT v S —RK L ET,

BEIEE

o VU IN YA AL URL~DZLy Ra—H 7T 7 2ADOERE(T-6 X—)
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EI1E SaaST7H/ERavEO— |

W SaaS75tXar FO—LEBBDTTISAT U AOER

Eas TR AV bA—)LEEBBDTTSATY
i

[ZC®HBHIIC
e D7 UNRAL—=LLTDT T ITAT v ADHFE (152 =)

ARFYT1 HEWebtXaUT 4 TT7I7AT L AHLTRILID 70 XL F—DORK AL LBERTELET,

AFvT2 HZWebtxXa2UT 4 77747 RAZKHLTCHELEID 7a XA X —D22T 4T 4 1D 23R E
LF9,

AFwF3  [Fv hT—7 (Network)] > [SaaS @ ID 7' 1 /3 A & — (Identity Provider for SaaS)] ~X— T, &7
TIAT AR CEFAELMEX—%7 v e —F LET,
ATFYvT 4 RETHEZSaaS 7 7V r—a v I ZZOfEHELZT v 72 —RKLET,

SaaS 77 ) r— 3 VEBRER ) O —DERK

(X C & B

o BHEAfTITONIID ZAERL £,

s D7 ENAT—ZRELETAD T uAA X =L LTDT T TAT 2 ADRE (12 ~—2)
=2 M),

o IDTuNAX—OBLIRAELF—F AL ET (R MV —7 (Network) | > [SaaS @ ID
7" v /N A 4 — (Identity Provider for SaaS) | > [f% 7€ DA #hil & w4 (Enable and Edit Settings) ]) .

o FRELIVAEAERRL 9 GEAEL L A (5-11 X—2) 25/,

AF9FT1  [WebtF=UT 4 ~v3F— v (Web Security Manager) ] > [SaaS 78 U 3 — (SaaS Policies) ] % &R
LET,

AFvF2 [TV r— 3 DiENM(Add Application)] =27 U v 7 L £7,
AFvF3 UTOREHHEAREL £7,

J0/87« BH

TTV =g ZORY—D SaaS TV r—a U EEBT A4 812 AL ET,
BT TV r—a s Zi3—EBETHHUNERHY T ., Web X2 7 4
TIIAT AT T AV r— a v BEEL T I A A
URL %4 L £7°,

B UEE) Z D SaaS R U o —DiB A2 AL F7,

.'E-EI;
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| 7% SaaS7H/&Rarvko—i

saaS 77U r—avBiaK) v—okn N

A= PAT P 5 EA

Y= AT ONAF— | ZOR T —TEBREINDIT—E A TR, L =" R T AST—H %
DART —H HELET P —ERX Fa AT —DF a7 ¢ & FE TR T 50,
(Metadata for Service F/0%SaaS T XY A — g ko TIRIEENA AF T —H 77 ()L
Provider) T v 7 u—RKNTEET,

Web vx 20T 4 T T7AT L AT AZT—X &ML CT.SAML IZ
kv SaaS 7V A —T g (F—E R Fangx—) LilET S HE
EIREL ET, AXT — X O 7253 22O\ CiX.SaaS 77V & —
vareasL T EE Ny,

X — O F#hE% E (Configure Keys Manually) : Z DA 7' 3 28 IRL 72
Bl UL T2 AN L £7,

o [M—ERTuRAX—D=F 17 ¢ ID(Service Provider Entity
ID) ], Saa$S 77”) r—va /75355175:# ERA TN fL—L1
T T 2720 HT 7% A b @EF T URITER) Z AL
ESUaN

e [47(ID O (Name ID Format) ], —E 2 71X A ¥ —|Z3%(3
*Té SAML 7% —3 g CT 77 A7 v AR2—F 2+ 57
AT X E Fey 2o UDAMMLEBERLET, 22
“Cﬂjj'ﬂ”éfﬁi SaaS 7 U Fr— arDxtnT AREL —EHL
TWARENRDL Y 7,

e [Assertion Consumer Service @ URL (Assertion Consumer Service
URL)].Web ¥ ¥ =2 U T 4 77T 47 ANRVERKRL 72 SAML 7
Y= a OFREHFRURLEZANL £T.SaaS 77V r—a D
~v=a 7 VEZRL T MMT 557 URL (72 A > URL) Z ik
ELTLES,

[N—FT 4 AT 57 7 A% AR — b (Import File from Hard Disk) ] :
ZOFT v a rEEIRLTEGEIX B Browse) | 227 ) v 7 LT 7 7
ANERBL [A A=K Import) ] 27 Vv 7 LET,

GE) ZORAFT—HT7ANMEI VP —ERATa AT —D A AH
U AEBAT S SAML EEHEIZHERLL 72 XML K% = A2 R T
T T RTDSaaS T XV r—2 a VW AETF—H T 7 (L%
ERT 2L TIEH Y THEAR MERATBEEIL. 7 7 AV
DT SaaS 7 F U r—3avrdFafFZ—ICBlnabt
<IEEW,

. — ik BI/SaaS SSO
DFRFE (User
Identification /
Authentication for SaaS

SSO)

SaaS v UV A A K L T —Y B F XGRS D S
FHEL £,
L4 -H- ;d-[_/f %ﬂ ‘_‘jJ/I/uL‘nEﬁ ]/7‘//)(/1/@]\7'7%*&)5

e Web 7' B XU RNiFZBMIC 22—V 4 2R L GA I, 2 —FiCxt
LCr— ﬁwM£7V7//kw®Aﬁ%kbé

e SaaS T —HFDOu—HNLEIL I/ LTy L EFHL . 2—F%
HEIRIZH A A &85,

TDSaaS T I U= a T VAT -V ERIET DD,
Web 7B X U MEMT ARIEL VLA FEITY — 0 ZAEBIRL £7,

SaaS 77V r— a VIZIEFIIT 7B AT BI121%, 2 —FILEREEL v
LFEITFRFE — TV AD A N—THDHIUENRNH D £, Identlty

Services Engine Z5iEIZfEH L Tk Y LDAP Z IR L =453

SAML . —H%4 L BIED~ v B 712 L A M éhih
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EI1E SaaST7H/ERavEO— |

B o o LAV T BRLADTIY FA—H FHIERDOEE

pA=VAL P % BA

SAML —H#4 D~y [Web 7 HF TN SAML 7H—3 a3 TH—E R T (¥ —(la—WF
v’ 7 (SAML User HERTHEEEELET . Ry NU—ZNTHEHAI TS 2 —F4
Name Mapping) IS ([~ B 2772 L (Nomapping) ) . £721ELL FOWT D)
ETAHB =L 2O RICERTE ET,

e [LDAP 7 =V —(LDAPquery)], V—E A 7 "A X —|TEEFESH
Ba—Y413.1 2L EDLDAP 7 =V — @Mz -5 & £9°, LDAP
BT A — VR EEBEONAZL TXFAN 2GR AEANLE
T, BTy a THDLERL Y FT,FB0EOELEE
MWHZENTEET, =& 21X LDAP BN Tuser ] & Tdomain | D

A% <user>@<domain>.com & AJJT&E £9,

o [[EEN—/ ~ ¥ 7 (Fixed Rule mapping)], h—t A 7 /34
—ICEE SN D 22— W4T BT E 21T % A I EE ST %2 B
L 7=z — 4 12D & £, [ 4 i (Expression Name) ]
74—V RIZHEEXTINE AL TL S0, Z O N2 —
L CONEZRT 20, ZOFTEILHB AT s T TR 2 —
PLICBTHEEZRL T,

&wm@@vyﬁyf(ﬁﬁmw877)& Va i bERINZEATL.LDAP FRGEY—

(SAML Attribute AN BN — I BT 2 B INfE % SaaS 7 ) r—3 g iRt
Mapping) TEET.H LDAP H—NEME SAML BHEIC~Y vy B L ET,
?D?IE:I :/?af‘X]‘ Web 70‘3%3‘/75§|j;]4|§1“_']j_%muu$ﬁ—67k’ cz{%ﬁﬁ#émuuﬂi%ﬁ VAN
(Authentication FEIRL ET,

Context) (51) it nﬂz: /T'J’EX ]\ j: ID 7 I:l/\/])& b)miﬁih‘ﬁ_wuun :ﬁi

HLEFIEA D =X b2V —E R FaNf X — 2@l 9,
*%@%~fonﬂ4ﬁ~fi:~% SaaS 7Y r—
TaraDT 7B AETRT B TDITHEDFRIEA B =X A
NDURETT =R T, F—=0NID T u/ X, X —TH
R—=FENTWARWVWRIEI L THFANELELTIHE 2—
P TN YA F U EBMEALTID oA F =5 —
A FaNRNAFE =T IV EATEERA,

AFvF a4 EFWEEEEL THEEL 7 ([ (Submit) ] & [ % & (Commit Changes) ]) .

ROEE
o T = arERTELIEZOLRERICNRT A—2%HL CT.SaaS 77U 7r—3 3 UANZ
TN YA F U EREL FET,

~ -~ » ~ L\
VOGN YL A URLADIVRA—HT7HHRD
=FL =
=X TE
Web X2 )T 4 TTITAT LA EZID 7T un"AF—LLTCREL.SaaS 77 r—2 a3 D
SaaS 7 U r—a VIBFER Y U —BERT A E TS TA T R LTI A
/mu@xummﬁﬁﬁéM$iwwt%;)7477747x%@&ﬁ7fu&—yay

PRFER Y U —TCRESNET SV r—ra v AEEHL T Y7 v A4 URL 24K L
i#s&nmLm%ﬁmUT@&£@f¢o
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| 7% SaaS7H/&Rarvko—i

AFvFT1

& ]
&2

ATv7 4

()

SUTNHAY XV RLADIY F1—HF 7o Ezx0H%E B

http://IdentityProviderDomainName/SSOURL/ApplicationName

[Web &% = U7 1 = F— % (Web Security Manager) | > [SaaS 7~ U T — (SaaS$ Policies) ] ~<— T,
VIV A A URL AL £7,

T — A IS T2 Ra2a—F N URL 2 CTCE5 k51 L£7,

ID 7 nNAF— |l CHKkENI 7 —%&IRTDHLE . TTI7 AT AL —H % SaaS 77
Vor—valriZVZ A7 LET,

P—bE R TN =Lk oTRBEIND 70 —2RIRT 555613, 2@ URL % SaaS 77V
r—yay THRETHDLENRH D 9,

o HIZSaaS = —WIIT X UREEEERT B, 2 —FITEN R IV T v v v E AN LT,
SaaS 7 Y r—vavical AL ET,

e SaaS 2—VEFWBWIIY A A EFDL, 2—P (X SaaS 77V r—v a HEBMWICRY
AL FT,

TTITAT ABREBE—F TRERHINL TGS ARHRERERZMENL T .3 To
FORES A =PI T DV T YA v A EER TS DT D 7V — T 2R iE T DR
WL [ RAYEE R R IC [ U Y v &7 — 3% 8 % 1 H (Apply same surrogate settings to explicit forward
requests) | X EZIBINL £7°,
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B o o LAV T BRLADTIY FA—H FHIERDOEE
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CHAPTER 8

Cisco Identity Services Engine D&

* Identity Services Engine F—t A O (8-1 ~—3)

* Identity Services Engine M FEHE (8-2 ~X—1)

o ISEV—ERXZIERB LA T D120 DH A7 (8-4 ~—)

o ISE —E A~D#EHG (8-6 ~X—)

* Identity Services Engine (BT AMBED ~ 7 7Ny a—F 4 7 (8-8 X—2)

Identity Services Engine H-—E X DI E

GE)

Cisco Identity Services Engine (ISE) [Z.ID & Z [/ LS E 5720y NV —7 Lo~ DY —
NWCEITENDT 7V r—3 3 CTF, AsyncOS IX ISE H— 3006 22— W ID FHICT 7 B AT
EET RESNTVDLHAITETICRES NI 7 77 7 A VKL Tx—F4H B L UM
WIS X 2T 4 J—7 X7 ) Identity Services Engine 2 5 RS L. T o007 a7 7 A
NEFATLEIOICRESNRY ¥V —CHBH— B AT S £,

ISE ¥ —tv RFaxr % £—K CiIfEHTE 8 A,

BEEIEH
e pxGrid |22V T (8-1 ~X—)
e ISEV—R_OEHE T 2 —/LF—R—TDONT(8-2 2—)

pxGrid [Z2DULVT

o A 2 @ Platform Exchange Grid (pxGrid) # i3 2 &. EX 2V T 4 TE=HX V7 LRy b
U= AT LD LT VR RAEHT Ty N T — R E Xy NU—T AT TFTAKT
JFXxDAR—R N EBEISELZENTEET, INDHDO KR —F3 Nid pxGrid % fif
HLT ATV v aFh3 VT A7 47 AV RIZXOIFREZZHRL 97,
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B |dentity Services Engine DEEBAE

UTFD3OOFEEpxGrid 2 R—%2 b 3& VD £9 :pxGrid /X7 U v ¥ % . pxGrid 7 7 AT

F.pxGrid 2> b B—7,

e pxGrid /37 U > ¥ v :pxGrid 7 7 A4 7 > N OIFRERIEL F7,

o pxGrid 77 AT b RXT Ny v adNGREY T A7 T AT T 2{EBED T AT L (Web
X2 VT4 TTITAT U ARE) N7V vy adndHERCT. EX2V T4 70—
B 7 (SGT) & 2—H F N —T7BLOT a7 7y A VOERNEENET,

o pxGrid 2 b E—F KETIX. Z7T7AT7 LV FOBE/IEHRBIRN Ny 27T A7) F g
v T at A& 5 ISE pxGrid / — K T9,

KR =R MIEETELERAZENLETT, 2N OFEHEFEIZIERA N 77 v b

TA—BIA VA=V L TEBLILERDHY £7°,

ISEH—/\ORERE T —ILA—/\—IZDIVT

B—OISE /— KOty b T v FEAF R T e BRI 20120 /—KIiZL-

TEHEH R =V — A BIRE=F I I NEfTENET, 72— F— =%V R—F
L AT =< A% ESEDIIEBEDISE /— K2 58ER I Ty T v 7 T5 03
NHVET Web X 2UT 4 TTFIF7 AT ATISE 7 = — VA —R—% YR —FTEH720DI1C4
B2 e/ NBE O E ISE fRIZLL T D L0 T,

e 220 pxGrid / — K

e 2OoDEFE=HFYV T J—F

e 2ODEH ) —F

e 1OORY v —H—t R J—F

Z ORI [ Cisco Identity Services Engine Hardware Installation Guidel] TIZT LR~ v U — 7
JERH ) E PR TV E 97, RIS DUV Tl [Installation Guide D % > U — 7 RBAIZB T 5 H %
ZHL TLIEE,

BEER

 Identity Services Engine M FEH#E (8-2 ~X—)

o ISEV—ERZIERB L UMAET D10 DH A7 (8-4 ~—)

e ISE % —b A ~DEfE (8-6 ~X—)

e Identity Services Engine (BT AMBED N 77V a—F 4 7 (8-8 X—2)

Identity Services Engine () SIEBAE

N
GE)

Z 2 TIXVISE IS ERFEFAEIZCOWTHAL £, ISE h—E X &2t B LA T 572
HDH AT (8-4 _R—I)IE, NS DOFEAEICET 2 5EMERS RSN O E I GEAED
BHL(22-35 ~— ) IZ1E, AsyncOS O — XA R FEEE FF MO LR S LTV E T,

Bl CiscoWeb X2 UT 4 FFS5A4 7 AMIT Async0S 1052 1 —H HA K


http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/installation_guide/b_ise_InstallationGuide13/b_ise_InstallationGuide12_chapter_00.html#ID-1413-000000b1
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/installation_guide/b_ise_InstallationGuide13/b_ise_InstallationGuide12_chapter_00.html#ID-1413-000000b1

| 8582 Cisco Identity Services Engine D&

Identity Services Engine M SEAE M

Web EX =2 UT 4 77T A7 AL ISE — M OMARIE L ZRRBEDT-DIC, —HD

3 ODFEAENRMLIETT,

. WSA P ATV FEEHEISE Y — X TWeb X a2 UT 4 T I7AT VUV AZRBIHTHD
RSN ET,

o ISE BHIFHE:Web vt X2V T 4 77T AT ATISE Y —"OFFEIHEH S, AR— |
443 TOISE 2—H 7 a7 7 AV T—HD—FFX v a—RF &2 L F7,

e ISEpxGrid fiEFAE : Web EX 2 V7 4 77747 A TISE VY — "OFBGEICHEH S, A —
I 5222 TD WSA-ISEF—&% 7 227 U 7F 9 (ISE 4 — Nt T 58TFHDONRT Y v
VAl T ARITAT ) =) &AL ET,

ZD3ODFEHET RIER(CA)ICE D2 ZELTHLHOBATHLNEWNEHA,CA BA A& FEH

R MEIRA  AsyncOS (21X H B4 WSA 7 7 A 7 hFEBE | F 721 XRE B 4 2R (CSR)

PHERTAZA T a0 £, FEEICISE — N2 (. CA BA G EFEHENRLELRGAIT,

H C.% 4 ISE & PREEA E<° pxGrid 5EAE, 721X CSR 2T 647 a v B3db v £7,

F8;E1E B

o HOBAGEHEDMH (8-3 X—)

o CA BAfTEFEHAEOMH (8-3 ~—)

e Identity Services Engine " —t A DO (8-1 ~<—)

o ISEYV—EREZHBABLOHEATHDODOX X (8-4 X—)
e ISE #—bE Z~DHHEH (8-6 ~2—)

BCERMATDER

HOBAEAENISE U — _"CTHEASNDGAE1E.3 2OT X TOFEHEISE — A "THE I
72 ISE pxGrid FiFFAEF L OV ISE & BLGERAE  WSA TR S 7= WSA 7 7 A4 7 b #E % | ISE
P — RN EDEHETEHEHEARA N TIZTEBMT 5 4E NS Y F9 ([ (Administration) ] > [fEHE
(Certificates) ] > [{5#8 C & 5 EB # (Trusted Certificates)] > [ > 48— k (Import) ]) ,

CAZER{TESEAEDEA

CA B4 T EFEHEDOLE:

o ISE#—/ ST WSAZ 7 A7 FiEFICH# L 72 CAV— FAEENEIEH T E 2R A R
TIWZHDH L EEREL 9 ([ H (Administration) | > [FEA E (Certificates) | > [{[5#H T & 5 3F
AA & (Trusted Certificates)]) .

e WSA C.i#itl7e CAV— FIEAENEE TE LM FEY A MIH D Z & EMHRL T (1Y
kU — 27 (Network) | > [FIEBH 2% #E (Certificate Management) ] > [{§ 48 C & %5 /L — K iEHED
& B (Manage Trusted Root Certificates)]) , [Identity Services Engine] X— Y ([ry h T —7
(Network)] > [Identity Services Engine]) C.ISE & #FEI F ¥ X O pxGrid GiEHE N O CA L—
FAEAENRT v I r—F 3 Tnd 2 k%ﬁ;bi#
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B SEY—EXZBIASLUVHETEL-HDDERY

ISE—E R ZFASKUHMET 5-HDERY

FIg 2R EEEESLUFIE~DUVH
1a WSAIZWSAZ T AT | o CAZBAMNETERIZBECEBLD WSA 7 74T > MiEAELZ(E
NEERAEZBL 9, KT H WSA T v 7a—RLET,
ISE ¥— bt 2 ~D#Hi (8-6 X— ) B L UGEHEDEH
(22-35 XR—V) B ZHL T &,
1b WSA IZ.ISE #— "~ e WSA VT ATV MiEAEAZX Y o — R L THRIEL.ISE ¥ —
7Ty 7a—RKHIZZo NIZHREL £,
WSA 7 7 A7 b EEBHE . e g o s .
- = — B A ~DOEEE (8- — S XU,
N SN g ISE i (8-6 N—=V) ZZMML TS
2 WSA 7T AT hiFtHE | o BIOAT v P TWSAMNDBEA UL —RL7ZWSAZ AT
NS NREZ AL FE 2 FEBHELE A VAR — b LJISE B — ROEH TX HiEHEX
SEHE L & 12 ISE U — TITEML £9°, ([ (Administration) | > [FFAE
N7y 7Fa—RLET, (Certificates) ] > [{5 8 T & % ZEBHE (Trusted Certificates) | > [
> A — b (Import)]),
o FH.ZDOWSA VT AT MIEAEICHEL ZELIEHEN,
ISE — _DOEHETEX AHEHEZX N TIEMENTWNWAEZ L %
TR L T (BCBAEHAZOM (8-3 X—U) &),
3 ISE ¥— N|Z ISE B HFE | o [ (Administration) ] > [FIFFAE (Certificates) ] ~X— I B H)

B3 X 8 pxGrid FFRA
ZBINL £,

GE)

L . ISE & PRALRA 3 K O pxGrid FEFAEZ BT 570, 7213

Ty —RFLET,

- CAEZEAN ZFEHEDYLA 1T, Admin & pxGrid 1 & L T2 D
AEAEBAERAER L GEAEICELL TH BN ET,
BN EFEAEEZZE LS  WREA#E % ISE Y — 32
Ty7u—KLET,

MREAFIZRT L TCA BAMT EFEAF L AN A NS5 1#H;
EE TV ET,

ISE —/SOfEH T & Dk & A K 71 CA /b— Kk &
DEBMENTVWDEZ EEMRL 7,

ISE r— A2 HiiE#E L £7,

- HOEZBLEHEOE AL [E L (Administration) | > [FEAE
(Certificates) ] > [ A 7 AGiEH] 3 (System Certificates) ] 12
L .2 o0 A CEAMYE (pxGrid L EFEHIZ 1 27 D)
AR L 7, (W5 Ix L CHMOREREE 1 SERT 2
ZELEBINTEET),

B TX 2FEAER N TICmEHEZEML 9,

WSA LAV R— T D OB ELZT 7 2AR—F L

\i—aﬂo

25 O ISE EHFEH ER X O pxGrid FEAEICHE L 7- B &
BLEIT CAN—FIEAEN FEHETEHHFEANTIC
BIME 72 & Z#EF8 L £7 (Identity Services Engine D3k

E(8-2 —) B ),
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ISEY—E REZRBIES L UHETEE-H042- B

FIE

2BRY

EEBEES L UFIE~DI Y

ISE %h— "3 WSA 7 7 &
AZHZIEL <EEINT
Wb Z L ERRT D,

ANy 7 TR T ANWSAZRE )N TIVE A LTEY
ararTFRE AR EREBTELLIICKISEY—R"EZHRETDH
VEEND D £, AR FIEIZLATO LB T,

o [HENEFD A %W (Enable Auto Registration) ] 734 1272 > T
l/\ 5 Z & &R L £9 (% #E (Administration) | > [pxGrid —t
A (pxGrid Services) ] >[4 _E (Top Right) 1),

o ISEV—DBLEEED WSA 7747 M &ETXCHIBRL £3
([%& P2 (Administration) ] > [pxGrid % — & A (pxGrid Services) ] >
[7Z 47> b (Clients)]),

e ISE#%— D7 v ¥ —) [pxGrid (28 (Connected to pxGrid) |
ICREESNTWD Z & 2R L £ ([ (Administration) ] >
[pxGrid ¥—t& A (pxGrid Services)]) .
o ISE¥—IZSGT 7/ —7 % EL £ ([ U — (Policy)] >
[#% 5 (Results) ] > [TrustSec] > [£F% = U 7 1 27 /L —7 (Security
Groups) 1),

o Z—HITSCT VN —T 2 BEMNIT AR Y v —%2REL £

FEABIZ DU T, [Cisco Identity Services Engine documentation] % £

L TEEn,

WSA IZ, =7 AR —F X

mnmEﬁﬁ&%ik;

O pxGrid GEFEF 2B L
*9,

e D WSA TRET D4 ISE ¥— 30 ISE FHIFAERL L
pxGrid GEEE 7 v 70— R L £9,ISE ¥+ —E A ~D#fi
(8-6 X—V)EZMML T EEW,

- ISE &P & pxGrid O FIZxt L T 1 >0 A CRERE #E %
i 92 854 1%, [ISE & B 3 (ISE Admin Certificate) ]
& [ISE pxGrid RE# & (ISE pxGrid Certificate) ] 7 4 —/L R (Z
TNEN7 7 ANVETy7a—RLET(HFE0 A2 M
7 v Fu—K L %£9),ISE —t A~ (8-6 X—)
EHRLTLLIEE0,

-CA%%Héﬁﬁi%ﬁﬁféﬁA JUSE FEHEZEDOK T
B CWHRIE WSA DIEHETE 5/ — b FEHE
UXM:é.ithb\Zo LEMHRLET. ST TN
AEIX.CANL—FEAEZ AV AR—F L ET [EHTX D
J— b EEHEOEEL (22-38 X—) 2B R L T E W,

G¥) ISE &PEGEWIE & pxGrid FEFE L — b CA FEHEIC
Lo TELAINTVDYAIX.WSA T [ISE & BLiEH] &
(ISE Admin Certificate) ] & [ISE pxGrid FIEBH # (ISE pxGrid
Certificate) | 7 4 —/V K {Z/L— b CA fEBAEEHAN T v
Ta—RENTWLZLEMRALET (XY U —72
(Network) ] > [Identity Services Engine])
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W SEH—FEx~0OEH

FIER 2RV REEBESLUVFIE~D) Y

6 ISE7 7 EAB LR X e ISE H—b Z~DFiH (8-6 ~—),

CITIWSADREETET | o i A n =X h 0 ) T BB T S LA B (AL
° LTA=NVR anZBMLEST (T 7 EA BT DHAS~ AKX
(21-32 =),

o HFEMLIEFTIUSEY—E R gV BEREINTWD Z L &R
LETAERINTOWRWERIIERLET (0 s 7277
Tva OB EfRE (21-8 X—)),

e ISEV—bE 2 o/ WMERENZZ E2MRL EFT MEREINT
WRWEEAITXEBML £ (a s 7 27 1) 7y a0 0BEME R
%(21-8 /\O_:‘/))o

o —HY ORI EFRIEDT-DIZISEIZT 7 B A+ 55k 7 0
T7ANEERZLFT (22— EBLOIVTIAT N V7T =
T DNFE(6-3 2—)),

o ISEID ZfiiL Ca—WPERORKMN LT 7V a v ZERT DT
JEARY—ERELET RY v —0ORGE(10-11 =),

~

GE) WebbX=aUT 4 777347 ATOEED ISE~ vV
JASEN Web X2 UT 4 77747 2 RZHERE LT
WA T a2 a—Z THU L T R— SR E
A,

~

(G¥) ISEY—ANTiERAELZT v 7o —F LV EETLHCICISE ¥ —E 22 HEsh§ 2 681 H
DETEL I —ERALERPELIND ETITHEDDLNLZERHY £,

BEIE A

* Identity Services Engine " —t A OFEE (8-1 ~—)

o Identity Services Engine M FERAE (8-2 ~X—)

e Identity Services Engine |8 AMEDO N T T Vv 2 —F 7 (8-8 X—2)

ISE H—E X ~ADEH

(ZC & BHIIC

o ZISEV— XN WSAT 7 EAMIZELLSEEINTNWDZ EaMRL FEJUASE—E X
ERABLOHATAHEODX AT (8-4 _R—) B 5HR)

o ISE V—ROEHIEHREBEL 7,

o H4h72 ISE B DFEAE (7 7 A4 T 2 b AR —% /L pxGrid) B L ¥ —Z2 G L £9, 7=,
Identity Services Engine DFEE (8-2 X—) H ZHL T &0,

AFwF 1 [Fv b U —7 (Network)] > [Identification Service Engine] % &R L £,
AFvF 2  [EEDOME (Edit Settings) | 227V v 7 L £,
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ATv73
ATv7 4

ATvTH

ATv76

ATFvF1

G

ATFvS8

ISEH—E 2~0isE B

[ISE ¥ —t R & F%hi23 % (Enable ISE Service)] 4 12 L £,
RANLELIXIPVE T R L 2% L CTFF A~V ISE pxGrid / —F &AL 9,

a. WSA-ISEF5—X V7 227 )7 3 (ISE — kL TE#EfTh o 7 = —) D ISE
pxGrid / —RNEHAEL AL £7,

AAET AL EBBL CTRINL (7 7 ALDT v 7 u—F (UploadFile) | 227 U v 7 L %
T REAZ OV T GGEHERB L OF —0 7T v 71— R (22-39 =) 2L TS0,

T x2— =N —HIZEHI R ISE Y —"ZHHL TWAEEIFE. FA N EZITIPvd TR L
AEEHAL TeHF U ISE pxGrid / —F ZikB L £9°,

a. ©h %V ISEpxGrid / —FiEHAELZ AL 7,
AAET 7 AL EBRL TRIRL [7 7 ALD7 v 7 u—F (UploadFile) | 227 U v 7 L £
T MOV T GEER L OF —D7 v 7 e —FK (22-39 X—V) 2L T E &N,
~

Gy 794~V hHHYISE Y —_"~DT = —LF—"—th BEfFEO ISE SGT % v v
VallEENRTWARNZ—F X WSA O EICI U CURRGEN ML EIZ /2 D, ET2137 A
NEREEAE D B THNETISE 7 = — LA — R_R—R5ET T3 L @E O ISE LN
ShET,

ISEE=%V 7 J—FEEMAZELT v 7 n—F L ET,

ao ISEx—% 7077 A0 T =252 WSAIL—FfEX v o n—R357-OEHTH . FI7A4~
DISEE=%VY 7 J)—FEHEFHELZ AL £7,

AFAET 7y AL EBRL TRIRL. (7 7 ALDT v 7 a—F (UploadFile)] 227 U v 7 L %
T OV T GEHERB L O —D 7 v 7 e —F (22-39 XR—=) 5B L TLE IV,

b 7 =— A —N_—FIZHDISEV—NEHEHL TWAEEIL. BV FVISEET=F Y
J—RNEHERAEZ AL £7,

WSA & ISE v — O ARIETDO WSA 75 A7 FEREE AL £7°,

ZHUX.CADBEHTEX DL — FNEAETH ZILERH D F3, BHEEHRIZ OV TiX, Identity
Services Engine DREHE (8-2 X—) ML T E &\,

o [Ty u—FIhiziEE & X —% i (Use Uploaded Certificate and Key) ]
AEPAE & — DM IJT Ik LT8R (Choose) | &7 U v 7 L THT 7 A V&L £,

F =SSN TV D GE L [F—IER 5k S LTV £ 3 (Key is Encrypted) | F = »
TRy I AEF L ET,

[Z7 7 ANVDT v 7 a—F (Upload Files)]| #27 U v 7 L &9, (Z DA T+ 3 » OFEHIC
SOV TITGEFHEBIOF—0O7 v 72 —F (2239 X—) 2 H L T &),
o [k EN7=RERAE & % — % ] (Use Generated Certificate and Key) |
(B L W RERA & & &% — % 4 % (Generate New Certificate and Key) ] 7 U v 7 L 9, (Z D
A7 a VOFEIC OV TR GERAERS L OF — O ARk (22-40 X—V) S L T
é l/\)o
WSA 7 7 A7 v hiEZEEZX 7 — R L TRFLISEH— N KA M7 vy 7 e —KLET
(GRIR L 72— 3 C, [ BE (Administration) ] > [FIEBA # (Certificates) | > [{5 8 C & % FEA & (Trusted
Certificates)] > [f > 7" — b (Import) ]) ,
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B \dentity Services Engine [CBS 3 2EED F ST L a—F 10

AFwF9  (FEE) [T A FBHh(Start Test)] 2 27 U » 7 L CJISE pxGrid / — K &£ DO#fsia T A M L £,
ZAFwF 10 [EESubmit) | 227 U v 7 L £,

ROUEE
o TURA—HFBLUOIIATUE VTR T =T ONE6-1 —)
o AH—Fy FEREHET DAY S —DMER(10-1 =)

R E AR

e http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-de
sign-guides-list.html, |2 THow To Integrate Cisco WSA using ISE and TrustSec through pxGrid |,

Identity Services Engine [ZE3 ARBIED RS T IS 21—
TA2Y
o Identity Services Engine (23 % i (A-12 ~—)
- ISEfEEO N T TNy 2a—F 427 V=L (A-12 X—2)
- ISE #— "\ Ef D (A-13 ~—2)
- ISEFEORERERRST Ay E—U (A-14 X—)
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CHAPTER 9

R S—DERIZxY 5 URL D5 EE

e URL 77 a Dy EORE(9-1 =X—)

e URLZ7 ANH VLT =V DFEE(9-4 X—2)

e URL #7732V &y hOEFOEH(9-4 ~=—)

e URLAITIVIZEBITZ LY I aD7 4F) 27 (9-10 X—)
o HWAFXLBIUHER URL 72U OIER & Rtk (9-16 ~=2—)

o THNKL aALTUYDT 4HE YT (921 =)

o TUERARII—=TOINIT 4y I7DIVZL AL T (923 ~—)

A

=

WATDOFF A (9-24 _—)

o BERH— 2D URL 7 4 V% OVERR (9-26 ~2—3)
e URLZANF VLT TIT 4ET £ DER(9-26 2—)

o TEMIFKIL(9-27 X—)
e URL 7 VI{ZHOWT(9-30 =2—)

URL F SIS 3 DS BEDOIBE

TN—T R v—%EHL T BbLWar T Y EE&T Web %A b ~DT 7 & R &M+ 5
X2 VT RV —FERCEET, T ry 7 A FidBERLEINnNs Y A ML &7 v—
TRV —DOATIY TayX S ERETHRICERIRT 27T VIS ETHRED £,
URL 7 2 VSN T —W 7 7 X% 3 5 (21%, Cisco Web Usage Controls % A F—7
MZTDHMERHY T, UL R AL TV T 4y 7 ALXF—T—RoHr%2 i L T URL
BT AHLVFLAYURL 74 NVE Y T 2P T,

UFDHAT Z2FETTHEEIZURL AT T 2T 77,

A7 ay

Ak

RIS — TN—T Ao R_"—y FPOEFR

URL & URL 773 U DA (9-3 X—)

HTTP . HTTPS. B X O'FTP ER~DT 7 & A
D il 1)

URL A7 VICEB NI arn7 4
JLE Y 7 (9-10 X—3)

BEDKRARNLEIP TR L AZET S,
2 —WEFDOH AL L URL AT Y OIER

B AL NF T USNES URL 52 Y OFERL &
£ (9-16 ~=—3)
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£98E RYL—OEAICHT B URLDSEE |

B BLFSUHFIL IV OREOBRE

KBLI=URL kSUHFHL a3 DNEE

B T R T VAR DR EFHL T Web A b ~DT I AE
HIET AEAICURL Z0HLET R — I —7F A "=y FEHRIT 850 85
bR v —Fi3 v Aa 5% X207 4 RV —2HALTWeb A b ~DT /& RX%
HET AT URL 208 L F A, ZOBIT. 2O DU Nmilh— b D& =
TUVEGHTHZ LI THET 2O T, 200 =S InE a2 Xy —R 4
HHTDOERIFIZIT ) LERHDRETIH. 2O VU 2T A,

RO URL O Web L B 27— 9 A2 77 WBRS OFFa[#iHNIZH 5 HA . AsyncOS 138
a7 Y e T TICEREZFF L £7,

a7V g VX URL 208 L 7otk 1 7 3 U OFE & URL % —FF% v v & = (2
BILE4T, 2L T LUBRO N T 7y a3 TURIDOIRED AXx ¥ 2R A L g
TR ERIFICrN T 7 a2 TcE T,

a2 TGV EAR—TNCTHE N T I a DR T v AT
BILZ ROV ET ZELATEAED N T 72 3 X Cisco Web Usage Controls URL
BT F—=ERNR=2ZMFHL CTHEINLZOT BHa Ty S P 3@, b7
P arDI L —WIZH L TORFOHENET,

BarvToYstHIodo 04— ILE

~
GEF) TEEHFHLOURLITIAVEZHERALC.778A R —(FHE3T778A RV —THEHAESH
LZID) TRV V= AU N—Vy PR ERTETET EL. T 7EARY —IZLV[ELT URL
TAVICHLCT 7y arva T CEETIDETIEARI V=T —TF A=y
ZHIIT D & XV ERO URL # R ZHFHICTHZ EHARETT 22 L. — B0 E % %15
L7z CENa T Yot V0 THT 2087036 U %77, Cisco Web Usage Controls (%
B T LD T T VR E BE L RV DO N T v a3 v iZxtd 5 URL OFE
XTI RSFE IO EFICRY ET E L. ENUBEO N T 7y a 35 &k L b7
TV EFAHTE £,
AFvFT1  [BF =2V T 4 ¥%—1 & (Security Services) ] > [ 7 7] = > k & —/L (Acceptable Use Controls) ]
FIEIRNL 9,
AFwF 2 Cisco Web Usage Controls % A F—7 /LIZL £7°,
AFwF3 @ ToYSier Y E 7Yy I L CAF—T ML ET,
AFvFT 4 EBEEFEFL THEEL T (25 (Submit)] & [£ ¥ % #F (Commit Changes) ]) .
X5¥80 URL
KD URL LI EHRFHD URL A7 2V AEDOHAX A URL B 73 VICH —B L7
\ URL T,
~
GE) RIT—ITN—TDANR=2 T HYRHTHEXI IAFZLAURL ATV IE R — 7

=T DA NR—=2y I L TRBIREN TWABREIZOL T L—FIZEFN TS L RS
mi—;«o
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| B9E KYS—DBAICKHT S URLDOSE

WRLFSoHsvavosgEnms A

—H LW hTITY ERASNEN TP I 3 3T T [L AR — b (Reporting) | > [URL 7
7 = U (URL Categories)] ~X—C [43$H X #1T72 > URL (Uncategorized URL) ] & L T#HE S
FT ARG URLDZ X WA Y FT—27NDO WebH A F ~OERNSEL T, 0 AX A
URL 7= Y ZfEHL CTHE URL % 7 L—7{t L N Web A4 M Xt 5T X COZERE
P25 2 L A2HERL 7, 2T Ko T A S0 T7%2 W URL (Uncategorized URL) ] & L T
HEND Web N T a rOBBBAOL NN Ty a U [N/ A S L7z URL
7 4 v % U 7 (URL Filtering Bypassed) | #aHEHD —# & L THEIND L H 12720 £,

A8:#EIE
o T UNEZYULTENOESFEOT —ZIZHONT(9-26 2—)
o HAZLFBLOYNS URL 77 =2 U OERL & itk (9-16 ~2—3)

URL & URL AT T D&

GE)

URL 7 ANV HZ VT = V37747 NEROURL & URL 73 Y #BET5 & X,
FPF ARV — TN —TFICEFATHIHAZLURL AT Y LA L CTURL 3L £,
FEROURLN I NV —TIWZEFENTWDEHDAX L AT E—FHLRWEE URL 7 4 LX)
7 P NEFD URL ZEFRFEHO URL A7 2V L L £9,URL 3 H A X L URL h 7=
VICHERBEHDO URL A7 T VICH —H LR WA ERITARDHEHEICRY £7,

RV —= T N—T DA NR—= T HHRITDHEEXIC AAXLURL AT VE R — 7
=T DA N—2y FIZH L TRBIREN TV BERIZOL TV —TIZEEN TS LR E
nE9,

BED Web A FNEID Y THENTWA AT I Y ZfERT 5L RSO URL LS
72 URL DL 7R—k (9-3 X—) D URL IZBHE L £,

BEIER
o KSYHE®D URL(9-2 ~2—3)

KR7IED URL ERDESh-URLDLKR—

KOO URL B LS EN7- URL # v A2 ICHETXFT, v A3 Tl 5O URL % A
FRICREETX A URL EEY — L& Z2a® Web A THEEL TWE,
https://securityhub.cisco.com/web/submit_urls

BEENTZURL D AT —H A EMERTHINE,. ZOX—=VD [EELT7- URL D AT —H R
(Status on Submitted URLs)] ¥ 7 % 27 U v 7 L £9, £72 . URL %5 — /%l L C.URL (2%
DU THNTWDHURL AT I 2B TEET,

URLA T3 T—2~R—X

URL 3G ENL2 BT VIE T ANZ VT BT Y T—ER=R Lo TREINET,
Web Security Appliance (34 URL 7 4 VX V7 =00 T LICHEREZINEL ERloT —#
N=ZNRFFLET T AN F VT BT Y F =2 =L Cisco 7 v 77—k $—ipb
EWMICT v 7T — M E2ZEL 7,

CiscoWeb X UT 4 7FS5A 7 AMIT Async08 1052 1—H H4/4F



£98E RYL—OEAICHT B URLDSEE |

W B LEYLTIVSOOBE

URL A7) F—=Z_R—=R IV AaNHERBI NS X —Fy b DI FX Ehy— X EH L
F—H )= ARKHENTVWET EHED 1 > THEI2F—T T4 7Y 7aldcl b
DIFHRIT X RSN THYOL OO RIBICELT I NLET,

BED Web b A MBI U THNTWBELT I Y ZHERT DL RDTEO URL L8 HEE N
72 URL ®L R — b (9-3 X—) D URL IZBHEL 9,

BE#EIEE
o X2 VUT 4 h—EADaALVR—F s DOFEICL D EH(22-46 2X—)

URL7 IR YT T VDERTE

AFvFT1

& ]
ATvFS3

ATvS 4
ATvTH

ATFvT6

77 4V | TlE.Cisco Web Usage Controls URL 7 A V2 Y 2 D FTV AT LBy BT
T 4P =R TAF—=T Y T,

[E% = U 7 1 % —E A (Security Services) ] > [f# HFF 7] = > b & — /L (Acceptable Use Controls) ]
ZIBIRL 9,

[7' 1 — )V TE % fm 4 (Edit Global Settings)] #7 U v 7 L £9°,

MR 2> b v — L& A%hZ3 % (Enable Acceptable Use Controls) ] 7' 2 /X7 ¢ 23 4 31— /L
W7o TWNWHZ L xR L £7,

I TG D A R—T IT BNE I ERNL £7,

URL 7 4NV Z V7 2o P ZRATERWEAIC Web 70X BMEHATREFT 7 40 b D
77 ary (=% Monitor)] £721X [ v 7 Block) ) ##IRL T .7 74/ M [E=X
(Monitor)] T,

B AR5 L CHEE L £7 ([25(5 (Submit) ] & [Z ¥ % & (Commit Changes) ),

URLAT3T Y £y FDEHFOEHE

FHIERESNTZURL AT TV OBy MEIHLWWeb D kL > R EHELT AT ARE =28
b T2 THSNET  URL BTV By FOFHILHH URL OB 5E URL O F
BT AEREIIRRVET AT By FOEFIZL > THFEORY v —0DFKE
NEFEINDZENHDTO HUNMEICRY £ URL AT IY £y b OEFIZHED Y

U — A TITHOIN . AsyncOS DT v 7 7L — RN IIHEDH Y A,

INGIZET O HIZ A TO URL b AFTE £
http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html,
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| B9E KYS—DBAICKHT S URLDOSE

WRLATIY &y roEHHEE N

LFoO7 7y ar #8370 F7,

RITY S Bk

FEENRFEITSINDA] (URL 73 Y By N OFEFITE HEBIZOWNT(9-5 X—)

(R ED—H L |[URL BT Y &y b OFEFOHIME(9-7 =2—)

LT::%LEO>5'7\7 e N NZIN - =] = L (0.Q S

5 R L £ B IR N T2 )@T7j‘/V1\:ﬂE(9E ) ) \
BTV BIORY O —DEFIZEHT ST 77— D5 (9-9 *—)

EHNFETENTZHE URL T3V By hOEFICETEZT 77— ~DI&E(9-9 2X—3)

URLATIU Y FDEFICKSIHEICDOINT
URL 773V &y hOEHIBEFOT 782 R) v — BRI v — v RAa F—4 &
Fa2UVT 4 RV = BLOIDICUTDOL ) B AE 52 £9,
e URLIT I vy "DOEFIZLDRIV— TV —"T A=y T ~DEE(9-5 X—)

e URLATIY vy NOEHFICELR) S —DT 4 NE )T T I g s ~D#
(9-5 ~_—3)

URLATTY €Y FDERIZKBRYS—TIL—T A=y TADRE

ZOHEONFIZF.URL I T I VICE S TERTEDA LU=V v T EHEATHODETNTORY

= AAT BEOIDICHESLET . ARV — T —F A= FRURL ATV

FoTERHENTVWAEAE 7Y By h~DEFEIILLFD X 9 AR B2 RIFT Al fEERH

nET,

o AUNR—LTOME—DFHETHoT= T I INYIBRENTEHE RV —F7-1TIDIX
T4 E—=T NI T,

RIS —DANR—2 TP EEHRL TWEZURL T Y RNETEIN . FHIZE>TACL Y 2k
HBEFEINTIEEIZ Web 72X NEREIL F1,

URLATTY) £y FDEFICKEZR)—DITAIWEYVT FTooav~ADFE
URL 7=V &y h ORHUZ LY K Y 2 —OBERLL FO L5 ICEE SN TR S 0 £,

EEHRNE (Change) | RUS—F LUV ID ~DEE

HLWATITINE (BN —IZBNCHEICBMENTATIVOT 74V E T 7y a F ZORY v—
MSNT5E O [4$H & T4V URL (Uncategorized URLs) ] THES MW TWAT 7 a3 v L0 4,
AT YBHIRS I (BIBREN T S VICEEMNT O THET 72 a VidHlBREE T,

- LH /N

G KU L — B SN N T = ) COBEIEL TOESE, 0K Y & — 17 4 —7 AiTs
Dij—o

RV —=PMEEFEL TV D ID BHIBRS N T TV IZOIKFEL TWelZE ZDRY v —
X5 4 =7z £9,

BTV DOHFNE  |BEFOR ) =D T 2LFTH Y £H A,
HEhiema
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F9E KUYL—OBERICHT S URLDSEE

W WwATIY &y FOEHOEE

ZEHAZA (Change)

RYO—BLVLID ADOFEE

ATV BRGEIEH

=56

1OOATIYNEHOFRAT I LR enbYET . EBO0OHRALTIVICE,
TOHTIVICEEMT O TCWET 7 aryNgEnEd,

BEOBAFOn T2

Nw—TENTHE

R —DIEDOHT AV FTRTICELT 7y arNEY L THATWESRA. v—Y &SN
HTIVIFTEOATIY EREICLT 7 arNEgENET . 0O TIT VT XTHR [V a—
VR TE % 8] (Use Global Setting) ] ICERE SN TWIZHEAE v —YSNZA T VS [7
1 — /LR E % f# H (Use Global Setting) ] IZERE S L E T,

RIS —DDOHTIAVICEEFISERT 7 arNEN L TEN WSS ~—V &N D

TAVIZH Y THNDLT 7¥ a A AX . FDORY 2 —0 [538S #1T7 0 URL (Uncategorized

URLs)] DR TICL > TkED £,

o [/FA I T/ URL (Uncategorized URLs)] 28 [ 7 > 7 (Block) | (721X [/ = — 3L
R 7E % i il (Use Global Settings) | (7' @ —/ L3 EN [7 1 v 27 (Block) | DFE) ) IC7%E
SNTWEEAIX EDOI T IV IZBWTRLEIRZELWT 7 arB~v—v i
HTTVICEASHET,

o [4JEEHN T2V URL (Uncategorized URLs) | 28 [ 12 v 7 (Block) ] BAIA (£ 721% [ v —
7VERGE % fdH (Use Global Settings) | AA (77 12— S LERED [7 7 > 7 (Block) | LAAD
BANICEREESN TV AE) T . 2O I T IV IZBW TR HIRSENT 72 a i
~—VanhEATIVICEAENET,

COBE LI m Y 7 SNTN YA MCa—FRT /B ATE D LS 12725 ARt
N Y ET.

RV — A R—=y PR URL ATV ICL - TERESNTEY  ~— IS5 6

DHT I Y FE72T [7FE ST/ URL (Uncategorized URLs)] D7 7 3 a Y IdAR U — A

PR=V T DOERICEENTORWEGRIZ REL TWHHA KL T/ r— UL R

—OEMEHINET,

o HIROEL SOIMLIFKD LB TT(FTRTOT 72 ar eI XTORY — 2 A7
THHTEA2DITTIEH Y FHA), 7 2> 7 (Block)

e HIE® (Drop)

o 1851t (Decrypt)

o Z& (Warn)

o [RFfi]~X— Z (Time-based)

e =% (Monitor)

e /X R ZjL— (Pass Through)

GE) ~—VENTEHITIVICESNTWVAREER—Z2ORY > —TIX . tOHT I U DOV
TP EMTONTWAT 7Y a U NBIRENE T, (FER—2DR Y > —T
IR E DL WEIIELENT 73 a UAAETIZIRNWI ER3H Y £9),

BN A

Y=V ENHTAY (97T =)
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| B9E KYS—DBAICKHT S URLDOSE

WRLATIY &y roEHHEE N

—Enf=-hT3Y 4l

LUFDBIE AR Y 2—d [URL 7 4 /b4 U 7 (URL Filtering) | ~— Y DR EICE SN T —
SINTeHTTYVERLTNET,

—TEhtizh
TOATINT  (TOATI) 2 SEShTHEL URL =0
£ =% (Monitor) | =% (Monitor) (N/A) T=X
(Monitor)
7wy 7 (Block) |7 1 2 (Block) (N/A) Ty
(Block)
I a—sNVEE |7 — VR E & (Use (N/A) 7 v — )L E
% f#i FH (Use Global Settings) ZAdi ] (Use
Global Settings) Global Settings)
i (Warn) 7 v v 7 (Block) &= # (Monitor) 4L (Warn)
DA T VBN TRS RS ENT Z
Ta v EMH,
& =% (Monitor) | e 7 v 7 (Block) 7=1% e 7 v 7 (Block) £721% Tay s
o U m— SLRE R o U o— NLEE &1 (Use Global (Block)
(Use Global Settings) Settings) (7' v —/ L8 [T w7
(ZFa—rLis [Ty (Block) ] IZ&E SN TV DH5HE)
PSONERIES VTS 55005 7 ) (s Tl b IS HEL VY7
= 7 voa v EHH,
7 v 7 (Block) | e =% (Monitor) ¥721% e =4 (Monitor) F7=1 E=X
o« U SLREZEMH o 7 E—/SLVRE &M (Use Global (Monitor)
(Use Global Settings) Settings) (7" 7 —/N)L' 73 [<E = & (Monitor) |
(Za—UR [E=X ICRES N TV DEHA)
MonOD ] ISBESIUTEY (5205 721 ) (250 Chieh ISR 7 7
7 a rEE,
AU N— S BTIVDOT I a vk RKOFEDOURLDOT 7 aryNARYvr—Tf |[£=4%
PZNURLA7FY |[U—THESNTELT IT7T |[ESNTELT RKHSHEDURLOZ 7—s3L | (Monitor)
Lo TEHS IV a— LR —0 |RY—0DfEN [FF =% (Monitor) ],
NTnsaHRY B [7' 1> 7 (Block) 1,
—DHA:
& = # (Monitor)

URLATI Y v ~ DEHOHIE

774V TIEURL A 79 ) £y hOEHIIEBRIATON LT 272, 26 DEHTIC

LFoTHEFEORY —RENLEEINDAEMENRH D720 T RTCOEBBFEHFZT 4 —7 1
T D L AHELEL £,
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£98E RYL—OEAICHT B URLDSEE |

W WwATIY &y FOEHOEE

*Fay Pap: 3

BHixT 4 =7 VLSBT (AT | FEICELD URL 72 Y £y FOER
LB (System Administration) ] > [7 > 77 | (9-8 =) B IO

L—R &7 v 75— 0% (Upgradeand |EF¥ =2V 7 4 h—EZADaKR—32 FOFH)
Update Settings) ] X—Y D [7 v 77—k |[IZX 25 HH (22-46 ~—)

H—X (U & b)) (Update Servers (list))] &= 2
Ya il I TWATRTO—E X
TFETCEGTAMLENHY £,

FTRCOABEFET 4 E—TNICTD [Ty T T —RBIOY—E R Ty 7 F—FD
RIE DT (22-49 _X—),

~

GE) CLIZfHT 2583 EHHRE2Er (0 ICREL TEHET 1 E—7 ML £,

FEIZLHURLATITY £y FDOEH
~

GE) HEITHOREFEFWEL 2N TLSEE N,

HEEH 2T A =7 N LESA R BLBEIOSC TFETURL A TAY By E T
i‘d‘o

AFvFT1 [BF =2V T 4 % —E & (Security Services) ] > [ 7 7] = > b @ —/L (Acceptable Use Controls) ]
FEIRNL 7,

AFvF 2 T o7 T—FBRHERNE O EHRL £,

MEAFF =2 b e— =2 ¥ OFEHi (Acceptable Use Controls Engine Updates)] 7 — 7 /LD
[Cisco Web F|H O ill4#l - Web 17 = U D A7 = U U A (Cisco Web Usage Controls - Web
Categorization Categories List) ] ZZ M L T 72 &V,

AFvF3  EHTDHITE ST EH (Update Now) ] 227 U v 7 L E7,

TRELUVERESIN-ATIIDTIHILFEEE

URLA 7Y &y hOBEFHICE > TEEFORY O —OBERERIND Z ER3H Y £9, URL
HTIY By FRAEHINTEZICHIETEDLEIIIC RV —2RTETHRITFCOETIC
HLTT 7N EDOREZHEEL TBMLERHY T . LW T I U RNEMENZHEC]
FEOHTIYNFLOWI TN —ENEHmE . FNO0IT I VICHTEERY > —DF
THANVE T 7 ariE FORY —0 [ E LT URL (Uncategorized URLs) | f% E A
SNnET,
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| B9E KYS—DBAICKHT S URLDOSE

WRLATIY &y roEHHEE N

BRI DREDHEE IIEBDRIT

AFyF1  [Web ¥ =2V F ¢ ~5— % (Web Security Manager) | #38R L £,

AFvF2 BT I7EAFR)—HEEARYV v — v RAa FT—H% X2 U7 4 KU —ITk L T [URL
7 4% U7 (URL Filtering) ] V> 7% 27V v 7 L ET,

AFwF 3 [FEI T/ URL (Uncategorized URLs) | 12k L TERINE N TWAERTE MR L £7°,

BEIER
e URLAITITY By hOFEFICEIDRI S —DT 4 NVNE VLT T U g ~D%E
(9-5 _—)

ATITVELUVRIO—DERICETS57S5—FDRIE
BFITY By NOEFIZL > T UFRDO2FBEOTI— R MU H—SNET,
o WTIAVDOERTIZONTDT 77—k

o 7Y By NOETILLSsTERELITT 4 E—TMbENTZARY v —ICBT57
7—h

AFvFT 1 [V AT LAEH(System Administration) ] > [7 7 — b (Alerts) ] Z &R L £,

AFvF 2  [Z[EFEDENM(Add Recipient) ] 7 U v 7 L TELA—/L TRV A(E721T HBEOE T A—V
TRLVR)EBEML ET,

AFwT3 ZETDHTI—bD[TT7—k ZA7 (Alert Types)] & [7 7 — bk O HKJE (Alert Severities) ] %
WEL £,

AFvFT 4 EBEEFEL THEEL T (25 (Submit)] & [£ ¥ % M E (Commit Changes) ]) .

URLAT3Y £y FOEHICETSHT7IT—FADKEE

NTAY By FOEFIIHET L7 7 - 2B LEBEIX UTEFITTOLERDH Y £7,

o NTTUN—Y BMHBIRENTZHZTHERY > —L ID NG| EHERY > —0 BIEA -
LTCWAZEERERL.

o NEESNTATIVICEMSNEFESCHR ATV 2IEHT L2720 R —L 1D %
BESDHZ EEBFTL £9,

BE:EEH
e URL 7V &y hOFEFICLDEEIZONT(9-5 =)
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£98E RYL—OEAICHT B URLDSEE |

W BRLATFIVICEBFSUFILavDTNEY LY

— » — — N LN S »

URLATOYIZKBNSOF S 3 DT ER) S
URL7 A NVHZ VT 2P0 C T 7R RV — HEERY) S — T —% F% =2
TARI =D T oY I a7 A4NEY) T TEEST RV — T A—FDURL HT =
VaRET LRI AALZLURLATAY (ERINTWDHER) LERKEHAURL AT DT
JvarvEHRETETET,
RECEDURLIZANZY) T T a i Ry — I N—TDX A7 0 CTRRY F97,

*Fvay Ak

7 77 A KR U —(Access Policies) |7 72 A R Y — 7 )—7 @ URL 7 4 V¥ DFFHE
(9-10 ~—7)

18 751tR Y > — (Decryption HE{bAR Y > — Zv—7® URL 7 4 V¥ DERE

Policies) (9-13 X—7)

AAF—R X2 YT 4R |F—F X2V TFT 4 R — T IL—FDURL 7 4V H

— (Cisco Data Security Policies) |DF%E (9-14 ~X—7)

EEEE

o TIERARIV=TOLTT 4y I7DYZ AL T b (9-23 X—=V),
o Z—PAOEE LHATOF ] (9-24 =)

o HAX LB IOHERURL B 7 2 U OERK &tk (9-16 ~<—)

e URLAZTIY vy NOEHFICELR) S —DT 4 NEZ )T T I a s ~D
(9-5 ~2—3)

TFH9ERAR)S—FIL—TDOURL T 4 JLADETE

A=V ERDOT IV HA RV — I —TFBLORT a—sL R >— 71— 2% L T URL
TANE) TR ETEET,

AFvF 1 [Web X =2V 7 1 ~3— % (Web Security Manager) ] > [7 7 £ A K U 2 — (Access Policies) |
IERL £7,

AFwF2 KV —FT—TNCTHwmETLRY > — ZN—7® [URL 7 4 /L% (URL Filtering) ] i % U
Yo xr Uy 7 LET,

AFvF3  (EE) I AZLURLATF VDT /0% Y 2 (Custom URL Category Filtering) ] £ 27 2 2 >
T 77y arvEFETTHHAFLAURL AT IY 2R Y U —ILBINTE £,
a. [BAZ L 173 Y D& (Select Custom Categories)] %27 U v 7 L £77,
bh. ZORY U —ZEDDHHNAXALURL AT IV 23R T EHApply) 1227 U v 7 LET,

URL 7 ANF VT 2P TIITAT Y NEREBETHHI AL L URL ATV 2RI
F9 . URL 7 4NV H VT 2D NE VT4 T PEREEGEENTWD I AZ L URL BT 2
VELEL £ . SN2 AZX A URL AT T VIEEBIRENET URL 7 4 V2 ) T =
VX ERFADOURL # 7TV XD HENC EENTWDOIHAFZAURL ATV T T747
v hZERko URL % ik L £,

RV —ICEENTWELHIAZLURL BT A VX[ AAZLAURLATI VDT 4 NVE )T
(Custom URL Category Filtering)] £ 7 ¥ a VICR RSN ET,
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| 9%

RYS—OBEAIZHT 5 URLD S

ATv74

& ]

UWRLATFTYIZ&EBFSoHFovavnrqnsayyy A

[AHAX LN URL B T2 VDT 4/v# Y7 (Custom URL Category Filtering) ] 27 > a2 > C. & %
NTWDEEDAXLAURLATIVOT 7y ar2RIR0EET,

BE E L
Ja—LiR 7=V R — TN —T THRESNTWARZOATIIVHAOT 73
ExEEH (Use |VZEFEHLET, 2L 22—V EEORI O — T NV—TDT 75 )V~ T2

Global Settings)

> g1,
a—YPEZORY L — I —T oA ENET,

GE) WAZLURLITIYNTo—)L T 7EARY S —NEEMAEN
TWABE 22— EZXROT VAR —IZEENTWDLEH AF L
URL B 72 YVDTF 7308 T3 a i s a—rULiRE & H
(Use Global Settings) ] Tid72 <. [F =% (Monitor) ] IZ72 0 £F, A X
AURLATTYNT o=V T 78RR —THRIENTNDE
Bl 7 v — LR E % f# ] (Use Global Settings) ] % 3R T & £H A,

Ty Web 70X X ZOREC—HKTDHN T I arzlAELET,

(Block)

UE ALV 7~ RPN ZDOHITIIDOURL THDH T 7 4 v 7 & FBESNEEIC
VX AL I NLET . ZOT 7 arZRINT5HE (VXA 7 N
(Redirect To)] 7 4 — VK BRERREINFET TR TCOMNTIT T 4w 7BV X AL
7+ 925 URL ZASL F7,

AT (Allow) ZOHBTIVD Web A MNTHT BT TAT 2 FEREFITHATL ET,
R ENTZERIZUBEOTRTOTZ 4NN Z VTl 2T AF vy %
NNANRAL F9,
EHETED Web A ML TCOLZOREXMEHL 9, Z0REIX.HN
WA MR L THERT 2 EnTEET,

E=H Web 70 X3 ERAHFHFAET . 7oy 78 LEEA MDD I DR

(Monitor) — IN—THIEHBREWeb L 2T — gy TANEY LT E) LRBE

LT 7747 FEROFHEZHATL £7,

#% (Warn)

WH Web 7% 3BRE 7oy 7L TELERX—FFR R TN, a—W
ITEER—DNANRN—FF AN Voo &2 7 ) 752 L TRITTXET,

I —B_R—2 (fllx Da—PN FEESNEZRY 2 — L FRIIRM 7 +—ZITET L L S
(Quota-Based) NEREINET 74 —FITETDHE Ty I X=UNRERINET, FFH
BB IO +—% (1021 X—) 2L T E W,

FERE A~ — X Web 7' 0 % X FRE SN FFRIEIHN CTEREZ 7 vy 7 23 E=X L &

(Time-Based)

T, B L OV +—% (1021 =) 2 BB TS0,

[HRIEFES N URL T2 Y D7 4 L% U7 (Predefined URL Category Filtering) | & 7 3 =
YT AN TAVIZH L TUTOWTNNDT 7 a v &2iERLET,

o T u— LER

& % i H (Use Global Settings)

e =4 (Monitor)

o 45 (Warn)

o 711w 7 (Block)
o [l — 2 (Time-Based)
o U 4 — % ~_— Z(Quota-Based)
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£98E RYL—OEAICHT B URLDSEE |

W BRLATFIVICEBFSUFILavDTNEY LY

AFvF6 [/ EN T2\ URL (Uncategorized URLs) ] &7 ¥ 3 > CLERFEA L/ H A X LD URL 7
TAVIZHEESNROWeb A b ~D T T AT PERICHL TEITTEHT 7 a v 2@RL
FI OBRTICES>TURLATIEY By hOEFICE VAU EZHRATIY L~— BT
FIVDOTT7HNVE T arbikEn £4,

AFwFT1 EREEZFEFL CTHEEL 9 (255 (Submit)] & [Z % % ## € (Commit Changes) 1),

o HWWIAIBHa LTy DT ay 7 OIS (9-12 =2—)

IBHAASBa T YOI Oy OHES

Web A N TIE, VY —A X—U LIZGEARRLR a0 T oV ERZT ) —rar ERRE
NHarys7 oY EflBBANNTE Y BRTHLZENTEET, T 74V 8 TlE, Y —A Web A b
ORISR < HDIAZ B a7 3RV B TONI AT I 72377 ) r—v =
VNCERL T 7y ailEonT T ey s Fhide = EnEzd 2 XA Y =322
EFF L THEEN YouTube 77U A — gt LTSN ar Ty Eidars
VYANDN I =2 =X A MNIEDDL I ENTEET RV =W T X, =3
E'74 & YouTube (i it b7 ny 7 SNETHN, ==2—X A MNMIvey 7ShvETA,

GE) HEHIABITUVICHTAERICIT B ERPEEINDITANDOT RV AREENET
(TR HTTP ~v ¥ —®Dlreferer| 7 4 — /LR E L THILNTWET), 2D~y X —I1FRIL. 7
Oy 7 3ND5NTIVERATLIE-OICHEHINNET,

TOMREEMFHL THEDIARBRI LT U YDT T FINE T a kT ARSNEERT
EFET, 2RI =2 —AWeb VA FFERIWEIA TR FEETHRAZL BT Y DT
TOHDIAR/BRa L T UV ERHATAZ LN TEXET,

GE)  Referer X—Z2DFIMNI. T 7 BA RY o —TOHYR—KENESTHTTPS 57 4 v 7T
OEZEFEMNTHI2X. 7 7 BA R Y v —ThHIANZERT DR BISHIZEIRT D URL 17
T YO HTTPS HELZRET HALENH Y £, HTTPS H ZALDOKEIZ >V T E bR Y
— ) —T D URL 7 4 LV H DEE(9-13 X—V) ZBMML TLEE& W, Z DOFERE & HTTPS 18
FALDOE T D3I OV TR VD IAR/ B IR Ty D7 1y 7 OB 5 54k
BLOHHRIHEE (A-11 =) 2B L T &,

AFvFT1 FEOT 7EARY T —@ [URL 7 4 /L% Y7 (URL Filtering) | X— (7 7 A KU > — 7
J—7"D URL 7 A )V Z DFRIE (9-10 X—) B M) T (MOIAR/BRa T Y DT ay 70
%4} (Exceptions to Blocking for Embedded/Referred Content) ] & 7 3 = > @ [Referer D Hi4+DEH %)
1t (Enable Referer Exceptions)] #27 U » 7 L £79°,

ATFvF2 [ZhbDHnTIA YT LICEMa T Y OFIS %R E (Set Exception for Content Referred by
These Categories) | FID [7 U v 7 L CHhH T = U %2 &R (Click to select categories) ] V> 7 & 7 U v
JLUTC.WURL 7 4 NVE VT hTTYDBBOFINOBRRNSL—D 2 & £,

AFvT 3 [ERFHBIOHI AL L URL #7 =2V (Predefined and Custom URL Categories)] U A b5 Z
DEWOBISNZERST D7 T 2R [5ET (Done) ] 227 Vv 7 L TZDOT 7EARY
L —® [URL 7 4 /% U 7 (URL Filtering) | ~~— 2R Y £,
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| B9E KYS—DBAICKHT S URLDOSE

ATv74

UWRLATFTYIZ&EBFSoHFovavnrqnsayyy A

[z = 72 OFlF % 3% E (Set Exception for this Referred Content)] K 2 v 7' &Z 72 1 X
NINBEISND B AT H IR £,

o [TRTOHEDIA