Async0S 12.5.3 for Cisco Email Security
Appliances ') ') —X /—F

STH:2021 4383 H
%ETH:20235 28215

HX
o SEDY Y —ATOEER(Q2 =)
o EEICBITLOEE (R =)
o T w7l L—R NA(14 =)
o AUALM—ABIOT vy I L—RNIZETHEEFHA8 R—)
o BERIEB LMEEF A O (23 ~—)
o BB (25 N—2)
o F—ERLHYKR—F(25X-V)

. | I ' 0 ' l ' 0 Cisco Systems, Inc.

WwWWw.cisco.com



B SsEoyY—ZTOEEA

SEDY) ) —ATHEER

e AysncOS 12.5.3 D #ikfE (2 ~—)
e AysncOS 12.5.2 O HifkiE (3 =—7)
o AysncOS 12.5.1 DFHFERE (3 ~<—)
e AysncOS 12.5.0 DHHEHE (3 =—)

Aysnc0S 12.5.3 DEkE
BERE A
T AN LVE 2T — Tr7ANLE 2T = a ryBIOGHT—E ADORERIC, L E =
Var = AOER |T—2ar Iz UDHALT U MEE 20~30 PO TERETE
1T F R oyrik: HEOIZ0EL(EF =Y T ¢ —E A (Security Services) ] >

[7 7 ANV E 27— 3 8 X O HT (File Reputation and
Analysis)]) ., 7 7 4 /v MEIZ 20 (Fx/ME) T,

BRESIN 7V EALTY NI T ITAT U RAIT7 740 L
Par—vary 72 % AMPY—RNIZEELET . T T I7A4T
Z1E AMP H— 35 DINEDOZAG IR T 5 & AMP — (27
TV &L ) JEREL CHRITLET. 72 2 A L7 7 M
WD 7 =) R EHRITERICO DS RN E TN E T,

BT AN T 2L .0y MU — 27 OBIESL AMP ¥ — /N (2B
TOMEREDDDGENC.T T ITAT U ANIEEEZETEET,

#Hr L > Cisco Talos & Cisco Talos & A — VAT —H AR—=Z VL KDY XA aEF
A—NVAT—HAR— [ A= VEEBILON T v X I R—=FNIEDLDL L DT,

S Cisco Talos EF A — VAT —H AR—Z )T . = Ra—Fhobo
BFA—NEEDORAT = F AEE=F Y 7T 57200 Web ~—
2 — )L,

HE:

o WERDOR—=HNLD2—PT H LWk —Z /L TLRIDOEEITS]
XEXT I ERATEET,

o HMLWKR—FNLTIXESFA—NT T IAT AL > Ti#EST
B S NI AREVEDH D ANRL T 4 v T NA =T
F AT AT A Y ST A LD TN R N
TOHZ LI TEERALETF A—NT TN OREFIEOEM
[Z2W T,
https://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/214133-how-to-submit-email-messages-to-cisco.html (Z &>
% [How to Submit Email Messages to CiscollZ Z L T 72 &0,

r Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X / — b


https://www.cisco.com/c/en/us/support/docs/ security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#

sEoYY—zconzEs B

Aysnc0S 12.5.2 D s

ZDU Y = RFEROATEEREG EN TV ETFEMIZ OV TR, TR X MEERF A D
(23 ~—) J2Z L TS,

Aysnc0S 12.5.1 D HTHEE

OV Y —=RITEEDOARTEENEG TN TWET FEIC OV TE B AR L OMEIEF D
BIRH (23 X—) J 2B L T30,

Aysnc0S 12.5.0 D ET1¥RE

BERE B
FLuvwN—R 7 =7 % |Cisco Email Security Appliances /| AsyncOS 12.5 U U —ZAT{L KD
AN—Fk N=RT =27 ETANRYR—FENTWET,

e C195

. C395

e C695

.« C695F

FEAC OV T RZSZ L TSN,
https://www.cisco.com/c/en/us/products/collateral/security/cloud-email-s
ecurity/datasheet_c22-739910.html

EER~LT = TE AMP YU DAF vy v AEITHIC . 77 AL LE 25—
(AMP) BBt E B O %E |V a v b—E 2L RARUEEZE LU 7 7 A V23555 R
F o I T AN OTEDICEEINET,

SEMT =y 72— ATIE AvE—VUREFA— X2

TATTITAT A —=HVIRIFESN T BT 7 AV
SHFEAT O T-DITHRAT 7 7 AV DEE S NT-EEICO I, g
TEEEICEE SRS Lo IRy LT,

ZHICEY N7 x—vr ANM E L RRREE D SR A AN
B S ET,

Async0S 12.5.3 for Cisco Email Security Appliances ) J—X /—k
I


https://www.cisco.com/c/en/us/products/collateral/security/cloud-email-security/datasheet_c22-739910.html

B SsEoyY—ZTOEEA

EEER AL LE 2
T—YarEEHLEZ
Ay —T DT 4V H
o

Cisco Sender Domain Reputation (SDR) (%, EFEH DR A £ B L UZ
DHDOBHIZIESNTE S A= Ay E—VDLEaT—va
DHEZRMLT D7 70N —E 2T,

DR ALY NR=ZADVE 27— a3 Tl 8 PR A
TAYTERLBATITANT I F v TN —DLE a7 —
TarEDbLELWEREFARNDL LTI EOANRLBERE E
AL ERER R A A 4 (FQDN) R SMTP i@E R LU A v £ —
Sy S =D DO EEH T BRI BIE T 2 RISV THIE 2
B L £9,SDR OFfMiIL, Cisco Talos EFX = V7T 4 ST VTV
AB XN $—F 7 L—"7 (Talos)
(https://www.talosintelligence.com) £ THMW G 7ZE 0,
TTIATVATEEER AL LV 2T —vary T4 F )
TEAMIT DI 22— — AR ETA T ~LT D
['Sender Domain Reputation Filtering] & [ CLI Reference Guide for
AsyncOS for Cisco Email Security Appliances]# 2L T 72 &0,

7 7 AIVGHTIZ T T
Cisco AMP Threat Grid 7
FGAZY T DY R—F

LFOWT DD HET, 7 7 ANVGHTICHIT TAZ R T r &
721X 7 Z A% @ Cisco AMP Threat Grid 777 A 7 > A% BITE %
o EL,

e Web AL Z—T A AD [EFx =Y T 4P —E A (Security
Services) | > [Z 7 ANV LE 27— 3 &7 7 A0 (File
Reputation and Analysis)] ~<—, = —H#— & 1 K D[File
Reputation Filtering and File Analysis | DFE & ZH L T 7Z &0,

e CLI T® ampconfig 2+ R ,[CLI Reference Guide for AsyncOS
for Cisco Email Security Appliancesl% 2L T E S0,

r Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X / — b


https://www.talosintelligence.com
https://www.talosintelligence.com

sEoYY—zconzEs B

SR T 4 — R DO
HH%EE

Cisco Email Security Appliance T, TAXII 7' = ; =/ Clifg &5
STIX 7+ —~ v M CHNBEBIEREZEN T 5 L9 ITRETE LT,
T ST AT A THEEBNE A A T 2 HREIC K o TURLRRIE A
FTOZLZEMTE DL IR £,

o YNUT TV AU T T 4T IRE FENTIIR
EOV A N—FE T aT 7T 4 TITxeT 5,

o NEVBE T 4 — R F£7-13 TAXII 712 s 2 )L T#l{E+ % STIX
T 4=~ N THEERE T +— K & RS Re7eflfik o % v b
U— 7 EOMDOTNA RNIEEEL T T T AT A TEBIT®R
ZHEHT 5,

o TT T AT v AZEIREM(URL OERI72 ) A N2 ) &2 AV
AR—=F L. BMRERICESHNT A=V R —DERTLA Y
=T T arDEREFETTA,

o TTIAT L ADKEER T 5,

0I5V TARLV T TR EHEHL TWT INBEB T —

K OMEEX — %2 BRH TRWIEEIL. L FTOFRIETL A 2 Global

Licensing Operations (GLO) 7 — A Zi##& L THREX — 2 USG9 5 %

ERH Y F9,

1. GLO F— A (licensing@cisco.com) |Z7E 1 A — /L & 55 L M4
EINEBE 7 4 —FHfEX—D V) 72 b L LET,2DH%,
A A — /B FREE S — (PAK) 7 7 A /L & B 1EE (PO) DA
ZEHEL 9,

2. GLO F— AW —%2 FEHTrreya=27 L. 7754
TUARIZA LV AN—IVA[RERR T A B A F— % B A— /LT
L ET,

~

@ T FIGAT LV ATAS—K S4BV 7 T—RIZE Y #
25 & HEBBIINT R 7 + — FBEREX — Rt v E ¥,

COREERET DX = — AN ERIZF T4 ~ LS
@ [Configuring Cisco Email Security Gateway to Consume External
Threat Feeds | D & & [ CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances]|% Z L T2 &0,

7 7 A NG T T
L EWEDORE

TREND T 7 ANGHAITOL EVWVED ERZZRETESH LD
272D L7,
LEWEREIZESNWTT oy 7357 7 A/MVE M~ LD =
THR#EL R — b [ZELI~V Y =T &B 7 7 A /v (Incoming
Malware Threat Files)] 27 3 3 > T [F A # L L =M (Custom
Threshold)] & L THERENET,

FEMIZ DWW T, = —# — 47 A K D IFile Reputation Filtering and File

Analysis] DFEAZZHL T ZE 0,

Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X /—F i



B SsEoyY—ZTOEEA

How-To 7V 4 ¥ = v b &
FHL2—— s
AR T ADTRAL

How-To (.77 7 A7 v ATHEHE/e X AV B FATT HI2DITT +—
IAN—RCa—HP =T T IVNTVAZ L Aeigftd 5 o
TERANEY V> hTY,

~

GE) UA—ZAN—FITURTEHTCEET ANTY— T 4
Vv hDOEHFHNAR=Va bRy T T T T 4N T EER

THE MT T IV DOXFry v 27 U7 LTI,

PRI, = A N E72T A T A o~ T DI Accessing the
Appliance] D& & [ CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances]% Z L T2 &0,

B SN EE D

BHDH A= DOER

AyE—Y N T X T T BBALIHESNTAMP = ¥ |
BRLDLEBEESNT-EFRGELEIREA Y E—VERRTEDE LD
272 1L 77,

FEMIE, = —W— A R DI Tracking Messages | DEZ S L T 72
I,

JE15 TLS el Iai) 72
LRIt E =T 4T«
@ DNS /\"—X@mun
(DANE) 7R — k

TS T AT ADRLE TLS ke lC T 4Rt &= T 47 4 D
DNS ~— 2 O F&GE (DANE) % A %01 ?6 ETC HEMRZEEDOR
AANREIA BV EFEEFETEDLLIITRY EL1,
ﬁ%ﬁ;@%mF%4/mﬁéa%/ﬁ~9%%ﬁfé%

T 5%ED K A A2 TDANE BN ¥R —F S ThihiE ﬁﬁ&it./
FA T VT 4 ANV R E B L 22 E 8 I CHEREICEF T
S

FEANIE, 2 —H— H A K O [EncryptingCommunication with Other
MTAs | DFEZZ ML TS Z &N,

A4S A — VR O
Ciitld

[A—ILKRY — (Mail Policies)] > [7 F L 2 U A b (Address Lists) ]
PR C.RERBEF A= TRV ADORTHEERINT-H Y R
k&2 AERC L | {2 4jtaa?)‘“*ﬂ/)fﬁu'jj:'/7“// T A INE TSR ANAF
LHIENTEET,

TITIAT VAT REFLDA LTI T LIVEANSEF A—IL
TR A% A%y 7T 556 (BIEEF A— Rt —LTZofl
N AN BT 93X, = —Y A K Dl Content Filters |
DEESRL TLEEW,

=87 A /) Ry AV |
> DAL,

L—MHIBRA 7 > a &2 FH L C fEE L =R (R EAL) N T
DT TrANMIaTRBEIND AN NDORKBERET D Z
EMTEET, 77 40 b ORRFEBEOMIZ 10 P TY,

Web A > % —7 = A4 AD [V AT LEHE (System Administration) ] > [ &
77 A7) 7 a2 (Log Subscriptions) ] ~— 3 & fii 19~ % 7>, CLI
D logconfig A<V RAMHL T .U — FMIBRZFREL £, 58MIX
a2—H A KDl Logging] DEZSZIL TI7ZI W,

r Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X / — b



sEoYY—zconzEs B

A<w—h V7 =T
AT DY
RN—T

Av—h VI NI =27 T4 T EFEMNT S L Cisco Email

Security Appliance D7 A ¥ X% v — AL AITERAB LI VE=4T

EFET AR YT =T T4 T ET V2T 47T D

{21, Cisco Smart Software Manager (CSSM) T7 /5 A 7 1 A % Bk

TOHLERDHY EFI,CSSM T AL THEHT 2T X TH 2 =a il

ZOWT T A ADFFMAE T 2 —nfbs T —F—2

T7,

TR TTIAT UV ATITI VYT T4 UT TE—RnbH A

~—h T4V =R EZDFETT,

o VTGV v T4 A E—RTIHIREELZ -T2 WET 547
VAT T T AT v A OREFEAER — (PAK) T A £ A
DEBRNHRIITAE T,

o MBMANOT NRARAELIEFTT IV MET. Y7 2T 74
VALEBRICBITTE 7,

o T7IAT LV ATPAK 7 7 ANVEERLIZY o —&#fFd
LHVENRH Y FHEA,

o Aw—h TARVLVUT THYL TR =Y —DT 7R
ZHIRCTE £,

A

AR

TTIAT LV ATANY—k FABU VU THEREER/ NS
BEAST—F TABU VU IO ITV T TV
V7 = RIZu— Ny JFT B ENTERLI D T,

ZOMREEFEHT IR, == AN ERIZF T4 ~ S
D[ Smart Software Licensing] D& & [ CLI Reference Guide for AsyncOS
for Cisco Email Security Appliancesll% 2L T 72 &0,

DMARC RFEE A% v 7

Lic Ay =T & MLEE
ThHIEDOaAL T
TANIBLOAY

Y — T 4NV EDOETE

DMARC BiiEZ AF v 7 LTI A v =R L TT 73 a v & FELT

TAEXICT T IAT U ABRETEET,

Other Header =7 Y 7 4 VX TR DR E % L T.DMARC

Witz Ax v T LI Ay =208 £9,

e Ny &_‘% & (X—Ironport—Dmarc—Check—ResultJ L LTJEjJ[]L
E

o [~ ¥ —{H (Header Value)] % i#R L T,[% L\ (Equals)] % i3
R U .validskip.invalidskip. temperror,permerror DV YT L)

DfEZBIML £77,

DMARC RFEE AF v 7 LIz A v =Y ORFEIHER T2 A v —
T AN =L OREL OB RITR L £,
Quarantine messages DMARC skip: if

(header ("X-Ironport-Dmarc-Check-Result") ==
quarantine ("Policy"); }

ATV TANZE A=Y T4V Z TSNS~y ¥ —
EDFEMIZ DU Tid, Cisco TAC IZB WG b 72 &0,

"~validskip$") {

vVAaparyrr ok
X2 VT EHT 7
AT v AERGEINT A —
X EBRAN F—%FKR
F 7 ITHIBRT 2 R

smaconfig CLI =~ N BHEHLC. T I9AT VAT AaDay
TV kX2 VT A ERT T TAT AR NT A—F LR
= RARELITHIRTE LI LT,

Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X /—F i



B 5#%chI3%E

ATV b =L
FAx ¥ Ol

AT VY x2r b v AFAF v (IMS) L /N7 4 —< 2 ADED
VNN F LAY ARLXEY U 2 — 3 > T, Cisco Email Security
Appliance DAY UV — 2 (X HHD IMS = P afgft L £, 20
TV ANRNLHRT T ORI DED 2 LITL o
TANRLGEFEEZ R EL 9,

BHOIMS =P EERT A2 IMS #iEST—&BMme . 77

747/%(74?/%%%m¢éz£#%6i¢EHWNMS
=Y DPAIXIMS DT RTD A—)L R —BNBITE . &5
MSE///TV~AVX:%%Li¢

7’J AHALDLPARY v—

gt 0T 4
NR—ZDJ AKX LGHE
F =)V DE/INA T

ﬁx&AmmT)/ WZANF T A S BB ERRT D BRI HE
[WENARNAATEZHERT A 20T 4T 4 XR—ZAD/L—)LD
AT PEXTHZEEBIRTEA LI ELT=,

RESINTN—NVDOEHIIRD>T 2T 4T 4 XN—=AD)L—)b
DE/MNAAT A TEET  H/h A TITHT— B & 5Ee—
ERBIL.ZNICHE > TAa T EFHELET, 2Ick v EBmt s
MR O ZHI T ET,
DT ETRENAT 2R EL 9,
L[%%wf)/%QMHNM%HﬂmPf)/ DAL~ A
A (DLP Policy Customizations) ] > [ A # A 45 ¥H 7% 7& (Custom
Classifiers Settlngs)] v a s T T AT AN—AD)—

JVTHERE S D B/ A 27 %4 ] (Use recommended minimum
scores for entity-based rules)] &= > 7 R v 7 A& 3R L £7,

2. [A—/LAR VU —(Mail Policies)] > [DLP R U > —DH A X~ A
A (DLP Policy Customizations) ] > [7 A % X 433E1- OB (Add
Custom Classifier) | (28 L (F72I13BEFED I A X L3581 % T
L) N ARaTEANLET,

FEHIC DWW T, = —Y H A K @ IData Loss Prevention | D & % %
LTSN,

BEICHBITHER

e AsyncOS 12.5.3 DEEDZEF (9 ~—)
e AsyncOS 12.5.2 OEHEDZETE (10 _—)
e AsyncOS 12.5.1 DEH{EDZE T (10 _—)
e AsyncOS 12.5.0 DEHEDZE T (10 ~—)

r Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X / — b



Async0S 1253 OENEDZEE

BEcs+zzE A

AL » K7 4 —
K:Z7 A0y a
REDEE

TTIAT L AEINBAL Y R T 4 —R(ETF) =P ilL» T
WEOHHILDOLEL THEENTEZT 7 ANy Y 2B KILF L/
FEXBFETICHRHL, Ay =125 L THEBIICRES T 7
varEmEHTL LIy LT,

Cisco Talos 1 A —/V
AT —H AR —H L~
DT T F7AT v ADKR
FRICBT A

TTTAT v AZHF L WR—HF VI ET DRI T LW Cisco
Talos BT A —/V AT — X AR —Z L5 DGR ID OBE S MBEZ
Y FELE,

SSL M5 5 E DA

@STRENGTH /8T A — ¥ 3 %A{5 SMTP, 51§ SMTP. I X O GUI #
BOT 7 4V~ SSLEFEXXFINBMENEL =,

BETTIAT L A(IITAT M ELTEE) DY E— K T
TE 372 MTA (B — 33— & L TEME) 12245 SN X CToHER
KIZ . MTA BFFOEEFE & HWD TLS F OB Z PR —F L TWDHEE
TR SN £9, @STRENGTH /8T A—X I 5 U AR& Y —]
LUANDO—FLITKRLEOBE SE2ERRLET S U AN
LRI L 72 TLS FRUCEKE SV THWEERE IV 2 icash
3 I

TTIAT v AD
.

Sophos Anti-Virus &% i&
DIEH

OV Y —RXLHIX, 77T A T > A® Sophos Anti-Virus =2 ¥
T.StrongPDF 47> 5 RN T 7 4V N CHEIIZAENIC/ZR D £L
72, Sophos Anti-Virus =3 /&, StrongPDF 47> 2 2 FEH L T,
EOF (End-of-File) 2372\ Mg & O CTI A% v o ARHE) & LTI L
7227 V=27 PDF 7 7 A v Z 5L £ LT,

IOV Y —=RIZT v T 7V —KT 5% & StrongPDF 47> 3 E T
7 4 v b THEEIZ/2 Y 97, Sophos Anti-Virus T2 3 2 X EOF
(End-of-File) DRE/REWCE VI 7 Y= L LTHHAL 227 U —>
PDF 7 7 A /L& HEIIIZ T D L 512 L7,

CLI T antivirusconfig > PDF YTav s REHHL T 77947
A @ Sophos Anti-Virus =¥ T StrongPDF 4 7'* 3 » 2 HZhIC
TLHZENTEET,

77 AN VE 2T —
vary —ERADETE
R

TTIATVATT 7 AN L aT—ary —E RE2RETDH
BA SSLBEEARERITEMNCT 24T a s idb AT
TIAT L AE. T 74N TSSLTa ha e L. 7 74T
T —IVR—F 443 DHEFHL TCTZ 7 ANV L E 2T — 3
P—t R EWELFET,

TTFSGAT U ATT 7 AN L 25— 32 —E 2D SSL @2
WEEABERTAROST T a TR ENE LT,

o TTITAT U ADWeb AL F—T =2 AAD [EFx =2V T 4% —
£ A (Security Services) | > [7 7 A VL B T — 3 > &M
(File Reputation and Analysis) ] ~—3"® [SSL (7" — k 443) % i i
3% (Use SSL (Port 443)) ] F = VR v 7 A,

o [Tyl aT—YarHo ssL WEGR—L 443) G T2
[Y]>(Do you want to enable SSL communication (port 443) for
file reputation? [Y]>)]&WH AT —hk X2k (CLI @
ampconfig > advanced YT a<wR),

Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X /—F i



B 5#%chI3%E

ol Ay a—F—40
B

AEDOV ) —ZAETILHFOALTHER SN 22— =4 TIET 7
FGAT L ARZa Tl A TEFHATLT,

OV —RALZT v T TV —RT5 L BT TRk NND 22—
Y= T T ITAT Rl A TEHEI12k20 F4,

77 AN VE 2T —
vary JxzY—DFA
LT T NDOER

TFIAT AT T 7AN L aT—y gy 72 Fakxho
Bt A LT MIMIC 2 BBy 77— Z2ENT5 L9
2720 EL 72,

Async0S 1252 DENMEDZEE

a T UV AX YT D
P

TTIAT APy T Y AR Y TR ZERBLIOEEAY B—
PHNDONAT — R TRES NI Zip RIS 7 7 A VRO RN A B
SNV XL TT7 s ANEERHTED LI LT,

Async0S 1251 OENMEDEE

IRAT L —RXBE~D
IR

07 AU RAT L — R HBIICART A4 7Y 3 UBRHIBRERE
T BIRL 2 A T L — X2 Z 2 CFHTANTOIVLERH Y £7°,

T AR A A XD
HIBICELZEEDT

OV —=RZT v TV —RLEB AvE—VOFEMEBED
T ANDEMEBRGETIT —FRX—ZAHND Ay E—I 70 2GB D

F— N DOEH P ARXNETHET I DBEEINET,
T2 R—= 2D LAEIEREDOEEICONWTIX A AK
v —HR—MZBRWEDELIE I,
Async0S 125.0 DENMEDZEHE
TXAN U Y—AD INEVBFIOV Y AT ARG Ay E—VRa LTy 7 40

HIBRICBIT 2 EE

A TCHERENTVWETEXAL VY —ZAZHIBRTEE L.

IOV —=A~NDT v T L —FRRIL.EBEEAy -V T
VT4V EZTERENTWETXFAN VY —RFHIBRTEEEA,

a7y AN E
L CHRMNT 74
W Ax YT 5
HDOERE

W7 7 ANDT 7 A VAT 256 SLFLLEDRE FNLTWD5HE I
T ANERNT 7 ANHNDT 7 ANVIFAF Y AR E L TY—7
SN EFA—NWNRAT T A TIEENU P I NET A A Y

t— ~ 7 v F% 7 (Message Tracking) ] ~~— & AMP 1 2 (Z1E, K
DA TUIVETONTE T 7 ANVARRRINET,

<First 225 characters of original

filename+'~too_long_name~'+the last ten characters of original
filename>

Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X / — b




BEcs+zzE A

T 7 ANGHT DT D
a7 4 Fal— g
v 77 ArDu—Kf
DIEH

WIZ Web A > & — 7:4%(@/74¥1V ar 7y AN
(Configuration File) ] > [ @ — K %€ (Load Configuration)] 47" =
PHEHLTZ 7 ALSHHOa 7 X2 —3ay 7740 %
H—RT5LEZOEFEOETEZRL £7,

o T ANITN—TDTIIHBT 7 AN EZAT X, a7 X
L—vay 77 AN TRIREN.FDMMDO 7 7 AV 7 A
FIIRBPIREDO E FIT2 0 £9,

e [1— R &JE (Load Configuration) ] 47> a2 » M HL T H LW
Ty ANEATHBNLTZY T 7 ANEAT DT N—T %%
BLEZY TEEHEA,

A &—® DMARC
WEED N A R ADETE

IOV —=ALVEIOY YY) —=ATH. TRV A—BICREINLTY
DEERE L A=V TRV RAZESWT EEENLD Ay -
® DMARC #iF&2 A% v 7952 ¢ N TE £ L1,

IOV AT v 7T —RLIERBIZ. TR L A—BIZERTIN
TWBBERBTA—IL TR AEIIR AL KW T EE
FEBH DAY E— 0D DMARC WifikEad A% v 7 T& £,

SNV GV S h
HF T Ik NAT
V=D HOERE

AsyncOS 12.0 ¥ A7 LOFH LMEIET 77 4 7 v A E T3 —R
DT TTIFTAT UV A A AN— LT HEH Web /2 ¥ —7 =
A RAFEIECLIZHAL THIOTCT I AT AL u s 4035 ¢&
T TANPFDNRATL —REERBTHLERH Y 7,

R A A % —/DKIM
AEDRREDEHE

ZOVIV—AKVEIOY Y —RATH. TS F7AT 2 ANFIPS T—NK
IZ72 5> TWAHEAE.2048 ¥ > @ DKIM ¥ — O A ZfEHL T A8
Avb—UERIETHIENTEEL,

IOV —=RARIZT v T TV —RKULIE®%IZ. T 7T 47 A FIPS

F— R > TV D 5A.1024, 1536, £721% 2048 £~ s @ DKIM

F—ZFEHL TERAYE—VERIETE £,

USEDNS ¥ —U — R %
/AL 7= SMTP /L — |

RIEICH T DLHE

OV —=ZALEVETIOY YV —ATXIEAR—FELTT 7411
DR—k (25) DHZFEHAL T usepns ¥ —U — K T SMTP /L — |k %
RETHZENTEEL,

IOV —RIZT v T TV —FR LB EEOER s — b
AL CT.useons ¥ — 7 — R CSMTP LV — 2 HETX £7,

URL 7 4 V& VT T
Jvaryicmiian
PR [t Al N )
AX X AR Ay
¥ DAL

Cisco Email Security Appliance (X, URL 7 4 VX U > 7 7 73 a3
W SNTZEHAIET 7 —DEDIZAF Y U SNV Ay =%
WETEH X912 £L 7,

Web A2 —T A AD[€F =2V T 4 —E X (Security Services) ] >
[ A2 v > #{E (Scan Behavior) | > [/ B —/VLEX € % e (Edit Global
Settings) | X—Y EFEHL T, 2O LI 72 Ay E—IIZxi L TROWT
NNOT I a v ERETEET,

o AvbE—VOMHEEET D,

o AyB—UIWCHAF L~y F—%BINT S,
o Avk—VOZEHFEELT D,

o RBSERAMIAY BE—VZEET D,
o Ayt —VEEHET D,

FEAMIL . Cisco Email Security Appliance D —%— A4 KD
[Configuring Scan Behavior| DEZ S L T 7Z &0,

Async0S 12.5.3 for Cisco Email Security Appliances ) ) —X /—F i



B 5#%chI3%E

TEREAEDOLRE

OV YU —ZAVRNI. T I AT A TLS Bkt HNZT A5 €
AFAETCTHANIICRES N TV ET,

IOV —RIZT v T TV —=RT5L . TF T A7 A% TLS ##i
EHNDCT D EOEHELZARL T ROBETHEH I TH
HEFOT EAEHEITH L WIFAECE B S ET,

o A—LEME

e LDAP

e Xy hU—F 7
e URLZ7 4NHEVYLT
e SMTP #—t &

AEY NXN—2 2T o ¥
VI DL EVVEDEE

ZOVY—=ZLDEIOYV U —ATIEI AEY X—=2 AU 7D
T 74NV EDOLEWVEL SR ARV SV THIE S L TW
FL7=,

OV —=RIZT T TV =R LEHBIFI AT =Y AU B
TDOLEWVMEERR— L TV THETAEICT T IAT v A%
BETEET,

AEY R—=Y RU ST DT 7 VDL EVEIL 10 % IZERE
ShET,

S fsnic Ay —

O RN —TFHRE
DIEH

OV —ALVFIOV Y —ATIH [EX 2T 4 —E R
(Security Services) ] > [Cisco IronPort A —/ L 51t (Cisco Ironport
Email Encryption) ] > [ E{b = _Nue—77 07 7 £ /L OB (Add
Encryption Envelope Profile) ] ~X— ® [EBALT7T 7L v s O
(Use Encryption Applet) ] &7 a V' idT 7 /L F THNIZ2 > TE
D7 ITUTRETAY =DM T 7 AVRHNPILTWEL T,

OV —RIZT v TV —RFR LB [EF=2V T o —E X
(Security Services) ] > [Cisco IronPort A — /L% =k (Cisco Ironport
Email Encryption) ] > [ 5{b = RXpo—7F 717 7 A /L DB (Add
Encryption Envelope Profile) ] X—® [Bs5ALT7 7L v s OFEH
(Use Encryption Applet) ] 47> a V237 7 4 /L N THEHZ/2 0 F
T ZHIZED  F— =N —=T Ay =V DIRMNT 7 A NVDE S
SN 7 7 U FREIKGFETICHMA 7 7 ALV EZS Z BT
£

SSL iR TE DL

ZOVY—=RIZT v T —RK$5E . TLSv1.0 & v12 X%
FIRZECIZT CEERA L. SSLREXTTHY) Z L T.onb
DFAUL TLS v1.1 FA iz FEhicTcE £,
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BEcs+zzE A

Attachment File Info = |ZROWT DD IFESINT. T 7T A T 2 AT 'Attachment File
VTV T 4NEFEE |Info AT UV T AN ERITIA VT AN T EREL £,

g;%?_\/7 AT, [7 7 A /V4 (Filename) | A7 2 a3 28 IRL T [ZEL <2

S (Does Not Equal) ], [& % 72> (Does Not Contain) |, [{R THi 5 73
V> (Does Not End With) ], F£721% [#8 £ 5 72\ (Does Not Begin) | 4
Trare@®RL 7 v AN EANTT D,

o [Z77ANK AT (Filetype)| A7 > a v &EIRL T [ D s
not) | A7 v arEBRL Key Xy UARNL T 741
A N R

e [MIME % A 7 (MIME type)] 47> a » Z3IRL T [#72 5 (Is
Not)] A7 a V&EIRL MIME % A 7% AT 5,

TTIFGAT AL, EEROWT IO EFICE ST /M7 7 A0

W DNE I NI OLT Ay =R L TRESNLT 7

varvEFTTLHEIICRD ELI,

T — B RBHIE T — ARG CIE PERE, BARE EEEO~ LT NA N T —
(DLP) TH AR —h & VITFXFANT FANMIKH L T IROLFL Y a—F 4 T RYR—
nNaxsxzra— MENBEHITHY FLT-,

TAYTORE o PR (Bigs)
o HEGE (KT (GB2312)

(
o HH[EFE (KS-C-5601/EUC-KR)
e [ A:ZE (Shift-JIS (X0123))
o HAFE(EUC)

7272 L T — 2K IEDLP) X KO LT a—T 4 7 &
A—FLEHA,

o HAFE (ISO-2022-JP)
o H[EFE (ISO2022-KR)
o HIEGFE (f&{A5) (HZGB2312)

A—=NVIRY T —FRED |[ZDV YV —=A~DT v T TV =R . TTI7AT LV ANERFEAY
A TV LEREAYE—TDORAE—T N =T = I T DHED
BRI ZHETEDL LRV E L BINS. T T I7A4T > A%
TRTDOA—NVRY) T —TEEIRMOR G EWN Ay =T~y X —
EF v L ET OVTRORA—LRY =L —FHTEHr A~y & —
DIRWGE T T TAT VA TTXTO A=K Y > —OESENEN

FNORD Ay =T~y X —ERBALET, VT HLD AL
RV —b —HTEIAY =~ X —RNRWERIT. T 7 4L
FDOA—=NVRY O —FRENFEHSINET,
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H 7975L—F K2

TyvIToL—

NWAY

UU—2R1253-041 ~DOT v 77 L —F -MD(A > TF > ZEN)TH (14 =—)
U U—2R1253-035 ~DT7 v 77 L —F -MD(A>TF > ZEA) (14 <—)
JU—21252-011 ~DT v 7 7L —F -MD(A>TF > AEA) (15 =)
JU—2R125.1-037 ~DT v 77 L —F -MD(A > TF 2 ZEA) (16 ~=2—)
JUU—2A125.1-031 ~DOT v 77 L —F -MD(A>TF > AEA) (16 ~=2—)

U U —2Z125.0-066 ~DT v 77 L —F -GD(—fFEAN) (17 <—2)

U U —2125.0-059 ~D7 v 77 L —F -LD(REHIEAN) (17 =—)

1)1)—R1253-01 ADT7 v TS L—FK -MD(AVTFF U REAN)EH

WDONR—= a0 nH Y ) —R1253-041 127 v 77 L —RTEE,

11.0.4-003
11.0.4-004
11.1.1-042
11.1.2-023
11.1.2-802
11.1.2-804
11.1.3-009
11.5.0-071
11.5.0-076
12.0.0-419
12.1.0-071
12.1.0-087
12.1.0-089
12.5.0-066
12.5.1-037
12.5.2-011
12.5.3-035

J1)—=R1253-03~DT7 v T TL—F -MD(A >V TF 2 RAEA)

WDNR— 50938 VY —RA1253-0351 7 v 77 L —RTCXx £,

11.0.4-003
11.1.1-042
11.1.2-023
11.1.2-802
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11.1.2-804
11.1.3-009
11.5.0-071
11.5.0-076
12.0.0-419
12.5.0-066
12.5.1-037
12.5.2-011
12.5.2-110

7uF5L—F iz N

)1)—R1252-MM ~ADT7 Vv FTTL—F -MD(A>TF 2V REA)

WDONR—= g0 H YY) —2 125201117 v 7 7L —RTXx%E4,

11.0.1-027
11.0.2-044
11.0.3-242
11.0.3-251
11.1.1-042
11.1.2-023
11.1.2-802
11.1.2-804
11.1.3-009
11.5.0-058
11.5.0-071
11.5.0-077
12.0.0-419
12.1.0-087
12.1.0-089
12.1.0-091
12.5.0-059
12.5.0-066
12.5.1-037
12.5.1-044
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1)1)—X1251-371 ~DT7 VT L—F -MD( A>T F 2V REA)

WDONR—=Tainb VU —A1251-037 17 v 77V —RT52 EnTEET,
e 11.0.1-027
o 11.0.2-044
e 11.0.3-242
e 11.0.3-251
e 11.1.1-042
e 11.1.2-023
e 11.1.2-802
o 11.1.2-804
e 11.1.3-009
e 11.5.0-058
e 11.5.0-071
e 11.5.0-076
e 11.5.0-077
e 12.0.0-419
e 12.1.0-087
e 12.1.0-089
e 12.1.0-091
e 12.5.0-059
e 12.5.0-066
e 12.5.1-031

1J1J)—R1251-31 ~ADT7 Vv T L—FK -MD(AVTFUREA)

WKON—=Tarmnb VI —21251-031 127 v 77 L —RT5HZENRTEET,
e 11.0.1-027
o 11.0.2-044
e 11.0.3-242
e 11.0.3-251
e 11.1.1-042
e 11.1.2-023
e 11.1.2-802
o 11.1.2-804
e 11.1.3-009
e 11.5.0-058
e 11.5.0-071
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11.5.0-076
11.5.0-077
12.0.0-419
12.1.0-089
12.1.0-091
12.5.0-059
12.5.0-066

7uF5L—F iz N

1) 1) —ZX125.0-066 ~D7 v T L—F -GD(—#&EA)

WDONR—= g3 Y —R 1250066127 v 77 L —RTBH5ZERTEET,

11.0.1-027
11.0.2-044
11.0.3-238
11.0.3-242
11.1.1-042
11.1.2-023
11.1.2-802
11.1.2-804
11.1.3-009
11.5.0-058
11.5.0-077
12.0.0-419
12.1.0-089
12.5.0-051
12.5.0-059

1)1)—X125.0-09 ~DT7 v TS5 L—FK -LDEEMLZEAN)

WDONR—= g3 Y —R 125005927 v 77 L —RT5Z R TEET,

11.0.1-027
11.0.2-044
11.0.3-238
11.0.3-242
11.1.1-042
11.1.2-023
11.5.0-058
11.5.0-071
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B (L Xr—LBEUTFYTTL—FICET 2 EEEE

e 11.5.0-076
e 11.5.0-077
e 12.0.0-419
e 12.1.0-087
e 12.1.0-089
e 12.5.0-051

AVARAF=LELUVT7YTIL—FICEET 5FTEEIE
ORIV avICRBEENTVWEA AN ET v 7T L — R OFBEEZTREE IO L T
<TEEW,

Web A > & — 7:4xit@aﬂ:vyﬁ?4V4V&~714w#%Ammm%7y7
7L —R$ 5% & BEIL /configuration/upgrade 7 4 L 7 b UND 7 7 A WIZRAF S L E T, FTP
IIGAT R EHEHLC. Ty SIS —=R AL 7 M VICT 7B ATEET BRET 7 A V4
WZIEAN=T g UESPHINENRET 7 ANVAOARAT =R I AMPHEETERNE I I~
A7 INET,

BHEERZF O 22— L LTl AL Ty 7 7L —=F4TA20E R I, £/ 7 v
POV —RBIZT I IAT LV A2 HEBTALILERH Y £1°,

-— [o] >
D)) —XATYHHR—FrNTWSI/N—FDO T
o TRTDIRMET FIAT v AEFTIL
o KDON—F T =7 EF/L:C190,C195,.C380.C390.C395,C680.C690,C695. 3 J T} C695F,
TTITAT VAN R—=F ENTVENE I D ERER L HELBMEN R WA ZE ORI

Z iR 5 IZ 1, http://www.cisco.com/c/en/us/support/docs/field-notices/638/fn63931.html % %
L TL7ES W,

ZOVY—=ATERON—=R T = TEIFR—F SN TWEEA,
e C160.C360.C660.F & T* X1060
e (C170.C370.C370D.C670. B LV X1070 77T A 7 A

RET7ITSIAT7 2 ADRRAFEET7TvITITL—F

WIRT 7T AT v A& BMEITT v 77 L —F 3255813 [Cisco = 7> tF=2 7y
WRBT 7 Z 47X 42— T FlaZR L TSV, ZORF 2 A M
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-1

isthtml > AR TE ET,
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AR = ALBEUVTFyTFL—FIcATzxEzE B

REFTSAFTVRADT v TIL—F

BEDEBT T I AT ADY YV —=ZAR2TB U LEDT 4 27K EZVR—FLTEBLT. 2D
VU —RAT2TBULEDT 4 A VKT 258X AT T T AT ABRIZT v 77
L—RT 52 LiFcEEEA,

RoOVIZ. 2OV ) —2FIZH LVRAB S U AV AX L AEEATALEND Y $1,
WRT S T7AT o AT v 77 —RFLTH BHFEOT A AFEFEINERA,

IN—F D27 TPITSATOARNREB T TS A7 AANDEIT

ATvF1

AFvF2
ATvT3
ATvFT 4
ATvS5

WRET P T7 ATV ADRBEZIZT v 7 7L — R (18 X—V) TSN TWA~=a T V& fl
HALT.Z® AsyncOS VU —ATIRBT 74T Rty N T v 7L ET,

IN=R T 2T TTFITAT L A%ZO AsyncOS V) —RIZT7 v 77 L —R L ET,
TyFTV—=RININ—RT 2T TTIATVANORET 7 ANVEREL £7
=R =TT TIAT U ANRBT T 7 AT  RATHEET 7 AVvEue—RLET,
Xy MU= FREICHET DGR A 7 a U EREBIRL TS0,

REFITSATUADT I =HIIL HR— DS

W7 FS5AT U ADT 2 =h) YR — &% T H0OEMT,

http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-1i
sthtml 128 5[ Cisco 2> 72 tF =2 V7 g RIAT 774 7> X 42X p = T FIRE#
SNTHET,

UTOH— 2 LYR—F 25 X=V)bZHL TS0,

RET7 TS5 4F > AH 5D Cisco Registered Envelope Service EEENTOE S 3= 5 &

TO9T1471

WHRT S F3AT o ADTae Y a = ZICLEREBRIZ OV T, Cisco TAC IZEBWEHE <
720,

7y L—FRIDIEEE

Ty —= R T LN IROFHAfHEEL TS0,

e FIPS O ¥EHUE (20 ~—)

o FHEM(VTAMLENTET T IAT UV A) A LIEREROT v 771 —FK (20 X—)
o EHTDOY U —RLSNDY V—=RANHDT v 7 7L —FK (20 X—)

o WRETZ 7 AN(Q20 =)

o T T L —RHODIPMI AvE— (20 —)

e TLS 1.0 T® Cisco Email Encryption #—E 2D H# R — | (20 ~—)
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B (L Xr—LBEUTFYTTL—FICET 2 EEEE

FIPS O #E#LtE

AsyncOS 12.5 U U — A (X FIPS #ELDO U YV — A TEd Y FHA 777 A7 ATFIPS E—R
ZANCL TOWD AT AsyncOS 12.5 (27 v 77 L — R T 5 /I FIPS &— K 2 #4129 5 &
b £,

KPEB(VSRFLSINETISATUVR)2ERALEBRAOT7 YT L—F

7 AHZIZ C160,C360,C660,X1060,C170,C370.C670, 721X X1070 N—KR 0 =7 777 AT
VANGEENTWDLHEIX. T v 7LV —RORNI. INEDT T T AT A% 7 T AZNGLHE|
PRrL TL<7E S0,

I T ABNOTRTO~Y BRI N—T 5 2D Async0S ZFEITL TWDHHMENRDH D x60 1
FOX10N—F 7275220V V=R T v 77 L—RTHZ LT TEEEA MBS T,
X60 BEOXTI0 T I AT A2 D 7 5 22 ZERE L TL &0,

ERIOY )—RPUSND) J)—ZAN6DT v T L—F
ZOYV IV —=ZDOEFDY U —RLUSD AT ¥ — (AsyncOS X.0) £721%~ A F— (AsyncOS X.x) U
U—=ANnBT v 77 —=RFRT 558X BEDOV ) =220V ) —2ADMIZHD AT ¥ —
J—RAb~AF =V IV —2DV YV —R /) — M ZHRTHLENRH D 7,
AT F A Y U —Z (AsyncOS Xxx) IIE NTEEDHRPEENLTNET,

BEITFAIL

WHE AT LURIOAT »y—V =R LT RET 7 ANVD LA EZ R —KL T
WERA AT =V IV —RADOHF R = BREEINTOET URIOAR—=V a VORET 7 AV
WEOEDO Y UV —ATEET A AREMERSH Y TN . 0 — R T 572DICEENLIEITRDGEN
BVET REZ 7 ANDYR—=MIOWTAAREN D DGHEIT. VAT DAL v —HF R —h
TR TEE N,

FYvTITL—FhDIPMI *vyt&—

CLIZ WAL TCT FI9AT v A% T v 77 L — R 3584 IPMILIZEET 5 A v B—IRNFR
SNDZZERBVET. INLDA Yy E—UFERL THLELIZZH FHA, 2RO
%T—;«o

&2 ID: CSCuz28415

TLS 1.0 T® Cisco Email Encryption —E XD HHR—
TLS 1.0 T® Cisco Email Encryption %—t 2D %K — L 2020 4F 6 A £ CTIZE| LI ET,

Cisco Email Encryption #—E X ® Easy Open e 2 i/ L TWAOLGHIX. T 7 I AT A%
AsyncOS 12.5.1 IBEDN—2 a N7 v 77— R 35 2 L BHMHETT,
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AR = ALBEUVTFyTFL—FIcATzxEzE B

CDN)—RADT7YvTITL—F

ATy F1
AFvF2

ATvFS3
ATvT 4
AFvTH

&N

ATFvF1

ATvS8

ATvF9

[ZC & BHIIC

o U—JXa—HNOTRTORAy =527 U7 LET V= Fa—% 7 ) T7HFTITvT
T —RE2FETTHZ LT TEERHA,

o MHBIUEEFHAOBEQ3 X—) A A —LBLOT v 77 L —RICEHTIER
FHIH(8 N—V) i L T Z 3,

o BT T IAT L AT v TV —RIT D583 WET 773 AT ADT v 7L —FK
(19 R=V) L TSV,

FIE
EA—N X2 T4 T ITAT A% T v 7 7L —FT BT KROFPNEEEITL £7,

TTITATVANL XMLREY 7 A VEREL 7,

t—T7 VAN Ty 7 U ZAMNERBEEFHAL TWABEBIZ. T S5A T AhbtE—7Y A NT
Oy JURANTF—HRXR—R%xT 7 AR—KLET,

TRTOY A F—%—FpEIEL £9°,

T— 0 X a—NEIZRDETHELET,

[> A7 L% P (System Administration)] # 7 T, [ AT LT w77 L — K (System Upgrade) ]
NR=UEBIRL £7,

[(FIH FREZ2 7 > 727" L — K (Available Upgrades) | R ¥ > % 7 U v 7 L ET , RX—U REHFH I,
B FIEEZR AsyncOS 7 77 L — KR A=Y a v DU A M BRFEREINET,

[7 v 77 L —F OBtk (Begin Upgrade) | R ¥ v %7 Vv 7325 E .77 7L —RBRHBES U
FT . EHRINDEMIEZ ET,

T T —=RRETLEL 5T Y7 —hF(RebootNow) | R A Z 7w 7L TCT T4
T A BEELET,

TRCHY A F—%FHEL ET,

ROVEXE
o Ty UL —FR1#%.SSL ORE & MR L MEMT HELV GULHTTPS, A /37 K SMTP,
BLOTT AT R SMTP FAPEBREINTWDL Z 2R L £, AT LEH
(System Administration) ] > [SSL ## /% (SSL Configuration) ] ~<— & 19~ 5 2>, CLI T
sslconfig I < K PEHL FI, ij”ﬁ@zob‘fﬁt\ﬂ-‘_ﬂ-ﬁ% KEFIZA LV TA L~V T D
[System Administration] DEZ S L T 7230,

o RT3 =< AT RNRAYFY (22 =) | 2R L TLIEE W,

TyvTTL—FEDIEHEER

e AUTIVVUR AT AX Y UBLOT LA A=V 70— SViREDOERE (22 N—)
o AsyncOS 12x ~DT v 7T 7L —KhD T T AKX L~LTO DLP ZEDRES (22 ~X—)
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B (L Xr—LBEUTFYTTL—FICET 2 EEEE

AVTICIVR RILFRZYOBEUI LA A= L5 O—NIILERENDER

AsyncOS 12.1 IZ7 v 77 L —RL7E#BEDOA LTIV b v VFAXFy U (IMS)BLO/ L A

A= DT = VREOETSITKRDO LBV T,

e IMSKBLIVWIT L ARA—NLDTa—NABRERRRD I TAZ VL TEHESNTWDHE
BT T TAT L AIT e — R EERBIBRVWEEL I Vicat—LET . exiE. 77
AZ VANV TIMS ZREL VY LRV TT VA A—NVERETDHE T T ITAT A
XIMS 7 a— VR EE~Y Y LoLica— L £,

¢ AX XU AYE—VDORRAE—ISH AR ZALT T MENRRR LGS TS IF7AT v
AN R HZ A L7 D b (maximum timeout) | 3 & O [Fx K A v & — (maximum message
size) ] DEZFEHAL TIMS BEX QT L A A=V DT a— LR EEITWET, 72 & 201E,
IMSBIXORIT LA A—NDORRKA BV A XDERENENIM & 2M THHHEE. T
TIAT L RIIMS ET7 VA A—=NVDWGTORRKAYy =V A XfEELT2M 2L
3 A

Async0S 12x ~DT7 v T T L—F DYV A E LAJLTODLP BHEDTES

AsyncOS 2x IZ7 v 7TV — R LTEBR. T T ITAT U ANT T AKX E—R|Z7/ > TWT,DLP
MEEIINTWDEHE.CLI ZfH L T clustercheck 2~ K 2 FEIT3 5 & DLP R E D RIEKE
DERRINET,

ZOREREMRT DT 7 T AZRIKT Y TAZNOMONT oD~ O DLP & E %
AT AL OITHEAIL 9, KOBINTRT L D IT, clustercheck 22 K TlHow do you want to
resolve this inconsistency?)] &EWH 7 a7 M EHEHL £9,

(Cluster)> clustercheck

Checking DLP settings...

Inconsistency found!

DLP settings at Cluster test:

maill.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
mail2.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
How do you want to resolve this inconsistency?

1. Force the entire cluster to use the maill.example.com version.

2. Force the entire cluster to use the mail2.example.com version.

3. Ignore.

[3]>

INTHA—T R T RN

SBNP

SenderBase Network Participation Tl&, 2> 7 F A hiijis AF v > = V2 (CASE) #f#H L T
T —# ZIE L [TronPort [FHY—E AZBET25 L 512720 L7z, —HORE TIX. FRED
N7 =< AMETRBETHAEEERH Y £7,

FIrTLAHT41L4

TORNTUL AT 4NBIZ AV TEFAMNBROAF YDV HHL TA Y B— O
VARNAVEBHEL.TEX ST AT N—NETORNT L A7 N—VOMBAEDLEIZESNT Ay
=i R a T EMTET, HORETITFPREDO R T 3 —< o ZMEF R4 T 5 AIEEMED
&)D iﬁ‘o
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Eas LvBEFAOE B

IronPort R/ \ L. fEk

CYVIUV—RXFRE XTIV —ADT 7T AT A% L C IronPort AN AGHEA Ry 7 A% 4
NCT D & AFKEDATBN N TCNWDT T ITAT VAT VAT LAAL—Ty b
MR TRECET E—I AN —Ty M ERRE—7 AN —Ty h TEITSNTNDT
TITAT VADEE T 7T 4 7 RREEEN D OBIMOARIZ L > T AL—7 F23 10 ~ 20 %
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