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e 9.1.2-053
e 9.8.1-021
e 9.8.1-015
e 11.0.1-027
e 11.0.1-301
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Web 4 —7 2 A RXAEIICLI(Z~Y R FA4 A F—=TxAZX)05 AsyncOS &7 v 7
7L — RT3 5% & EIT /configuration/upgrade 7 4 L 7 F UND 7 7 A VIR F S E T FTP
IIAT R EEHL T Ty 7V —R T4V 7 VT 7V BATEET BRET 7 A VA4
WZEIAN—=2a UBEEPMINS N ERET 7 AVHO/RZAT —RII AR HFETERWE Y IZ~

AT ENET,
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o IRTORMT FIAT L AET IV
o KDON—KRT7 =T TV
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- C170 ¥£721% C190
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TTITAT AR R—=F SNTWVDENE D D EHEGE L BIEABEMED 2 0GB 2 0K
Il % fif R 3 2 121 http://www.cisco.com/c/en/us/support/docs/field-notices/638/fn63931.html
ZZMLTES N,

IOV Y =ATRHKDON—=F T =7 FZHR—-—FshTHEEA,
C160,C360,C660, 35 & U* X1060

REFZITSAT7 2 ADRAEET7 YT TL—F

BIET T I7AT v A& R EITT v 77 V=T 25813 [Cisco 772> tF=2 U7y
WRIET 7 Z 47X L= T FleZBL TSV, ZORF 2 A2 I
https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-1

isthtml 2>5 AR T £7,

REFTSAFTVRADT v TIL—F

HEDERT I AT ADY Y —AR2TB LU EDT 4 A7 fEIAZ YV R—FLTELT.ZD
VI)—ZAT2TBLLEDOT 4 A7 EMHAT GG X BT I IAT UV AERIIT v 77
L—RT 52 ¢iFTcEFEEA,

ROV, 2DV Y =2 HIZHFLVRBSS VA AR AR BATHNEND Y $1,
BT S T7AT o AT v 77 —RLTH BHFEOT A AFEFEINERA,
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N—=R 2T T T ITAT 2 A%Z D AsyncOS VU —RIZT v 7 7L —F L %7,
ToT TV —RENTZN—R T 2T T T ITATVADLERET 7 AVERGFL 7,
IN=RD 2T TTITAT AN ET T I ATV RAHKET 7 A Ve —K LET,
Xy MU= FREICHET L2 A7 a U EERL TEE0,

RE7TSATADT Y=L HR—FORG

AT T ITATVADT 7 =7 BR— k&% 50 0FEM I,
http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-li

sthtml \2& B[ Cisco 2> 72> tF =2 V7 ¢t RIET 77 47 72X 42X p— 74 FIZGE#E
SR TWET,

DLFOH—t 2P R—F 22 X=) B BRI TLLIFE N,

K7 TS5 47> Ah 5D Cisco Registered Envelope Service BEIEENTOE S 3= &

7O9T1471

AT T Z AT ADTae Y a =2 ZITHERERIZ OV T, Cisco TAC IZBRHWEHH <
7ZE0,

FyvTTL—FRIDIESEE

Ty T =R T ORI ROFEEfHERL TIIEIN,

e RSA DLP Suite 3 L O' RSA Enterprise Manager X578 — b %54} (16 =*—2)

e CI70 BLONCIOOV EF /DN T 4 —<2 ZADETF (16 2—)

e FIPS O ¥EHLE (16 ~—)

e AsyncOS O LIRID/N— 3 » ~DHE T (16 ~X—)

o HETEH (I TAIENTT T I7AT LV RA) EFEHLERBEOT v 77 L —R (16 X—)
o HHEDU Y —=RALUSNDY U —=ZANEDT v F 7L —R (17 _*—)

o HET 7 ANAT =)

o TS T L —KRHDIPMI A vtE— (17 <—)

o JIFRH@EL SCP 7 v 2D=HdD SSH-RSA F— (17 ~<—)
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RSA DLP Suite & & Uf RSA Enterprise Manager (47— k x5 4}

RSA X, RSA Data Loss Prevention Suite (DLP) D% 74— M& T (EOL) # % £ L £ L 7=, v A 2T,
RSADLP TERENZT R TOREFEDO DLP R Y > —%H LWDLP = P~ & v — AL R|Z
BAITCTEZH MRBODLP V) a—va v aELET, 777 L —R%IEX Web 1 ¥ —7 =
A A® [Security Services] > [Data Loss Prevention] ~X— C. 4T L7 DLP R U v — &2 FK/RFE/2IT
BRETEET M HONTIX, = —% A FdDIData Loss Prevention] DEA S L T 72 &0,

Async0S 11.0 PLF% (X RSA Enterprise Manager DA DY 7R — hdd V £+ A, RSA Enterprise
Manager CIERK L 72 DLP R U > —Rob 25517 v 77V —RE T T I7A TV ATINHD
R —Z OV ETHBENDY £T,

C170 5 KT CI00V ETILD/INT +#—I 2V ADET
C170 £721% C100V E7 /LT AsyncOS 11.0 IZ7 v 77 L —R§5 & FFEDHKET/NT +—~
YAPMETTLAEEMERDH Y ETFEMICOVTIZ U TEZRL TIES W,
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve27500

FIPS O #E#LtE:

AsyncOS 11.0 GD (% FIPS % & 41, ¥k D FIPS 140-2 B E DK ALY 2 — L E2HA L £ LT=:
Cisco Common Crypto Modul (FIPS 140-2 §87E #1643),

Async0S DLLRID/N— 3 Vo ~DIETT

KD AsyncOS /3— g NI NEBT A b A Z—7 = A 2D Jfagatk
(http://tools.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20160922-esa) D 5 %%

BT ET,

e 0.1.2-023
9.1.2-028
9.1.2-036
e 9.7.2-046
e 0.7.2-047
e 0.7-2-054
e 10.0.0-124
e 10.0.0-125

EROWTRND A=Y g 5 AsyncOS 11.0.0-264 127 v 77 L — R+ 554 LA/ —
Va IERTIEIITEERA,

ot

KPEB(VSRFELSINETISATUoR)2ERALEBRAOT7T YT L—F

77 AHIZ C160,C360,C660, £721% X1060 N—FR 7 =7 T T T AT LV ARG ENTWDHEHES
.7y 7T =R ORI ZNbDT I AT A7 T AZMPLHIRL TLEE N,

I TALNDTRCO~YY U RREIC /A= 9 D AsyncOS ZFEITL TWDHLERH D x60
N=RT=2T%2ZDV)—RZT v 7TV —RTHZELIITETEREA MBS T.x60 77
SATYAMICRIO 7 5 A2 EERL TS0,
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U—=RAoT7 v 77V —RFRT55RXBEOV ) —RL DV Y —RADMIZHDL AT ¥ — U
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AT A Y U —A(AsyncOS X.x.x) [T NTIEEOALANE TN TWET,

BREIFAIL

WE VAT UFIOAT ¥ —V V—RZEL T REZ 7 A NVD FLAHEMEEZ YV R—FL T

WERFA AT =V U —=ZADOPR—FBNBEINTOET LURIOR—=T a VORET 7 AV
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TR LSV,

FYvFTTL—FhDIPMI Ay tE—

CLIZEHL T S5 AT v 22T v 77— R+ 554 IPMLICEET S A v B— U RFER
ENDHZERHVET . INOD Ay E—VIFERL THLELLZH Y A, ZIUTEE DR
T,

[5=E ID: CSCuz28415

DSREBBIEESCP Ty aMf-8HD SSH-RSA F—

o U T AHXMEE (T =)
e SCP Push(17 ~=—73)
o T 7T AT A~D SSH-RSA F—DBM(7 T 2 Z5@(E) (18 2—3)

VS REEE
7 FAZBETORAN ¥ —OMRAEIT SSH-RSA DAIZESNWTETIND L HIC720 £LT-,
SSH-RSA ¥ —%7 7T 47 v ATBIML 2 WEE  AsyncOS 11.0 127 v 77 L —R L7227
T AL BIENKL £7,

SCP Push

SSH-RSA ¥ —# /-2 W) E—h 2B a—% FO SCP H—NIZEMMICE S 77 MV %
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B (L Xr—LBEUTFYTTL—FICET2EEEE

FTS5A4T 2 AAD SSH-RSA F—D:BM (Y 5 R A EIE)

ATy F1
V& ]

ATvF3

ATv74

(ZC &SI
TRCOT T ITAT LV ANT T AFTHE

i

S

SNTNDZ EZMRL TS,

FIg

CLLZEHL TWFhroT7 747 2cars 4 LET,
WDONyF a<w NEANL ET,

logconfig ssh hostkey scan <hostname_or_IP_address>

Fl:IP 7 KL A% {#HF L 1= SSH-RSA F—D;EN

Cluster cluster_example)> logconfig ssh hostkey scan 10.1.1.1

Adding key type rsa for host 10.1.1.1:
10.1.1.1 ssh-rsa AAB3Nx34TAQA...

Adding key type dsa for host 10.1.1.1:
10.1.1.1.1 ssh-dss AAB3NzaClkc3AAcbAOY..

Bl:7RR S B ZEFEAL = SSH-RSA —m:EHn

(Cluster cluster_example)> logconfig ssh hostkey scan maill.example.com

Adding key type rsa for maill.example.com:

maill.example.com ssh-rsa ADFTghYAB..

Adding key type dsa for host maill.example.com:

maill.example.com ssh-dss AB3NzaClkc3MAA..

FICLT ATV AT I TAZNOMDTRTCOT I ITAT LV ADKRANLEZIZIP TR L
AEFEALTC ATy 7 2 %80 L £9,

KHEAERFL £,

CD))—R~ADT7YvTITL—F

(ZC &SI

o MHBIUEEFHAOBEQO XR—) A A —LBLOT v 77 L —RICEHT AR
FHIH(14 =) BB L T E 3,

o TS TAT LU ARET ST V—RT LRI WET T IAT L ADT v T L—F
(14 =D)L T EW,

r Async0S 11.0.2 for Cisco Email Security Appliances ) ) —X / — b



ATvF1
V& ]

&
ATFvT 4
ATvSH

ATv76

ATFvF1

ATFvS8
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FIE
Email Security Appliance %7 v 727 L — R4 512 KO FIEEZEITL £,

TTIZAT LV ANS XMLRERTEY 7 A VERTFEL 9,

=T VAN TRy 7 ANEEEFHL TCWABSIZ. T I59AT o Anb®—7 0 AT
0y 7V ARF—=F_R—R%x 7 ZAR—FLET,

TRTCOY A F—%—RpEILL £7,

X a2 —NEILRDETHBLET,

[> A7 L% B (System Administration)] # 7 T, [ AT AT v 77 L — K (System Upgrade) ]
N=Uh BN £,

[FIH FREZ2 7~ 77 L — K (Available Upgrades) | R ¥ > % 7 U v 7 L T, RX—=U BEHF I,
B FTEEZR AsyncOS 7w 77 L —K R—=Ya DU AN RERSNET,

[7 v 77 L —FK OBh (Begin Upgrade) | R ¥ v %7 Vv 735 & .77 7L —RBRHBS U
FT RRINLEMIEX £,

Ty TV —RBETLEL [5T< Y7 —h(RebootNow) | RF %27 Vw7 LTT 7T A
T A HEERL T,

TARTOY A F—2HAL £,

ROEE
e Ty UL —R1% . SSL ORELMER L MEHFT L IEL WV GULHTTPS, A > /37 & K SMTP,
BIOT T MR R SMTP FRPBINS N TSI 2R LT[V AT LEH
(System Administration) ] > [SSL #% /% (SSL Configuration) ] ~<— % 19" % 2>, CLI T
ssleconfig A~ REMHL £3, FIEICOWTE, 22— I A N ELFA T A~V TD
[System Administration] DFE xS L T 7Z S0,

o (RT3 =<0 AT RARAYP Y0 2—) | ZFHERL TLEEN,

FyvTTL—FEDIEFE

AsyncOSNXA~ADT Vv TITL—FEDISAF LRILTHODP BEDTES

AsyncOS L1.x 27 v F T L —R LTtk . 7T ATV ANT 7 AL E—RIT7/ > TWT,DLP
NEREZIINTWVWDHEA.CLI ZH L T clustercheck 2~ K #3179 5 & DLP iR EDREL
NERINET,

COREGEMRT DT 7 T AZBET T T AZNOMDNTND < O DLP RE %
1%%‘346 L9 K_Bﬁﬁi‘ULEﬁ‘o /)/_CODWIJLZ%#J: 9 IZ.clustercheck 2~ K Tlaow do you want to
resolve this inconsistency?] & W) IFTar T NEMEHAL =

(Cluster)> clustercheck

Checking DLP settings...

Inconsistency found!

DLP settings at Cluster test:

maill.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
mail2.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com

How do you want to resolve this inconsistency?
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1. Force the entire cluster to use the maill.example.com version.
2. Force the entire cluster to use the mail2.example.com version.
3. Ignore.

[3]1>

INTF—IURAT RKNNALH

DLP

o BEAYE—VICHL TARLRBER LY ANVAFRAF X BT TICE TSN TN D
TTITATVATHIEAY =YD DLP ZHNCTHE .10 % KFEDO/RT +—~ 2 AKTF
NRETHAEERH Y F77,
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HYFET,
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MRIRTRECET =T AN—Ty MIEERRE—7 AV —Ty hTEITEINTNDT
TITAT LV ADEGE T VT 4 T IRREEN S OBIMOARIZE > T AL—T"y F23 10 ~ 20 %
KTFTAHRREERSH D ET VAT LDOX ¥ /XU T 4 BN TN Do [EWNZIEW & X
IronPort A/ X AMREEZER T2 HENKRENWC VI =X TP I3 ATV AEZIIM >~
V=TT IAT v A~DBITERFIL TLEE0,

ANLKRARY =% ANLDO Ry INLREFCET T 2568 (Fv Ry 7 AE7134 7
Ry 7 RA) UANVABERar Ty ¥F% 2 VT A OLDITBMOANA Ay E—V % A% ¥
VETAMENG LD VAT LADOAMPERKLET A AN =DV AV T EREIINCIT
BRUCY R — N DM BERGAILGREST R —F e X —IZBWEbELZEE N,

B & & MEIEF A DRERE

VAIADNTIREY —NEHHL T, 20OV U — 2O X MEEFADOREAIZET 51
WMERKL 77,

o NI — LD (21 N—)

o BHIBIOMEEAAOMBEDY A K (21 =—)

o PIHIEERL(22 N—)

r Async0S 11.0.2 for Cisco Email Security Appliances ) ) —X / — b



Eas LvBEFAOE B

\VTRERY—ILOEH

VA T AT N ERS TORWEEIT B L £ 9, https://tools.cisco.com/RPF/register/register.do
(CBEIL £,

BHE L VEBEFHDBEDY) X +

BEEnoo RE AsyncOS 11.0.2 |https://bst.cloudapps.cisco.com/bugsearch/search?kw="*&pf=prd
Nm&pfVal=282509130&rls=11.0.2*&sb=afr&bt=custV

AsyncOS 11.0.1 |https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prd
Nmé&pfVal=282509130&rls=11.0.1-027 &sb=afr&bt=custV

AsyncOS 11.0 https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prd
Nm&pfVal=282509130&rls=11.0.0&sb=afr&bt=custV

BIEEHZD AsyncOS 11.0.2 |https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prd
R E Nmé&pfVal=282509130&rls=11.0.2-044 &sb=fr&bt=custV

AsyncOS 11.0.1 |https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prd
Nmé&pfVal=282509130&rls=11.0.1-027 &sb=fr&bt=custV

AsyncOS 11.0  |https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prd
Nmé&pfVal=282509130&rls=11.0.0&sb=fr&bt=custV
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VA T AT N ERES TORWEEIT B L £ 97, https:/tools.cisco.com/RPF/register/register.do
(BEIL £,

FIE

AFw7F 1  https://tools.cisco.com/bugsearch/ I[ZFEEH L £,
RARFvF2 VRARIATAUVLSNDIVTFUoURLTRI AL ET,

AFvF3 [V RO SER (Select from list) ] > [EF = U 7 « (Security) ] > [E A—/LtF* = U 7 ¢ (Email
Security)] > [Cisco E A—/LEFXx =2 U 7 1 775 A7 > A (Cisco Email Security Appliance)] DJIH
7Yy 7L 0Kl &2 Yy 7 LET,

AFyF 4 [UU—A(Release)] 7 4 —/VRIZ VY —ADNN—=T g (7L 21E.11.02) AL FT
AFvF5  BEEEL TROWT AN EFEITL £7,

o FRRFEHDORIED Y A N FFIRT HITIEL [N DFR (Show Bugs)] Ky 7 Z 7 Uik ([2
50U U — A TEER A (Fixed in these Releases) ] & i&IR L £97,

. %ﬁ@% @)x%%%rf% X [N DFER (Show Bugs)] R 2y X T 0inG [ZhD
DV U — AT 2 (Affecting these Releases) ] Z N L [ [A T — & A (Status)| Ku v 7 &0
Ne [BEL (Open)] BB F9,
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