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BENHDET, COE—KRIE. FA47 YR—b vy aryTHD. ThreatGrid YR—k TVIZFICT TS
AT7VANDYE—FDT7 IV CLREZFTELET, 77747V ADBEDIHEICEFELFTEA. Thid.
[OpAdmin 7R—% JLH7R— k (OpAdmin Portal Support) ] A=Za2—Hm5RTTE2ZEY, (F/. [SUPPORT
MODE] %, L /¥ —® Face Portal ® Ul ' 5. 8L TU AU E—ROEERFIC. TGSH ¥4 7O I 5B
ICT2ENTEET, )

Threat Grid 77 ZhJ)L YR—h2FALTI4 7 Y R—+ By a3 v ZHRTHICE:

[OpAdmin] T, [H7/R—b (Support) | > [Z4 THR—ktv 3> (Live Support Session) ] DIEICEEIR L.
[HR—kEv a3 vDRA (Start Support Session) 127U v 7 L%,

E:IA YV DHEIIC, OpAdmin U4 H—RDH XU 70— ELT YR—k E—RZFMICTZ L
NTEET,

All contents are Copyright © 2015-2018 Cisco Systems, Inc. and/or its affiliates. All rights reserved. 11


mailto:support@threatgrid.com
https://mycase.cloudapps.cisco.com/case
https://cisco.com/cisco/web/siteassets/contacts/index.html

Threat Grid 7 754 7Y ARES L UEBRHHA K

FU&IC

HR—M E—ROBEB: /X\—U3 > 1.4.4 £DEIOTA Y ADEEESE
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Appliance Administrator’s Guide] . ') —2X /—K. & HA Rz &) IE. Cisco.com O Install and Upgrade
R=YICHhxTd.

Threat Grid Portal Ul DA > 54 >~ N)L 7 : Threat Grid Portal D1 —4% <=2 7))L (V1 —X /— k. [Using
Threat Grid] A Y54 Y ANILT . APl RF a2 AVF—yay, $LUZOMOER) . 12— 1v59—Tx
1 ADRERICHZFET—23 Yy K—=0D [NILVT (Help) | AZ2a—DSFATEET,

pAZAYAI
Threat Grid Tld, ROT7Z I HOEAEZHERLTVET,
Chrome
Firefox

Safari

Microsoft Internet Explorer : HiR— hxidgob, ERAULABWVWTL 731, Microsoft Internet Explorer (&
HRINTHESY., YR—rShTWEHA.

BRIGEA
Threat Grid 775 1 7> 2% UCS C220-M3 7z | C220-M4 H—/XICBAShET, 7754 7Y DY
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FTE

BEFEE—RFOYR— Eyray

YR—k XFvTavh

RV 7 S TUhSHIBEININI T4 v Y

DANY E—K YR—k tyvPav (%E)

OpenDNS. TitaniumCloud. Virus Total, ClamAV
HHIAHDNZ—RY kA SMTP OREEHEEVFAL U b

E V=T AVI—T A ATOIPVALL 7 KL A%/ (168.254.0.16) DFEAIEHR— bdgkE LTXERL
SNTWEBATULREDN, N—Uayv 230 U EIhAFIS—ELTEHBEINDLOICHED, BARBICHR— N
SWHERDE UL,

CMCA V5 —TxA4 R

#32 Cisco Integrated Management Controller ( TCIMCJ ) 4 ¥4 —7 =4 AW EHRFHDIEE. T—NDE
BELIUAYTFYRAIERTEET, FEICOVTIE. R A-CIMC ZE (#28) #8BL T LI,

OAYEELCNNRT—K : TT7A)L b

Web Ul EIE&
AJ4A4Y : admin

JXA7—R : Tchangeme]

OpAdmin 8LV )l 21—

=AM Threat Grid/TGSH ¥« 7AY TV AICER S NI/INAT—REZHEAL. XIZ OpAdmin DFEET—
270-DHVDFIBEBTAALVIEFLWAART—RE2FERLET,

INRAT—RZE#KLUT=354E. [Threat Grid Appliance Administrator's Guidel] @ Support] &£ ¥ 3 VICEEH;
ENTWL3 lLostPassword] DFEICHEVNET,
CIMC (Cisco Integrated Management Controller)
OJ4 > : admin

JXRTJ—RK : Tlpassword]
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FTE

AE CIBEFIRDEER

CORF2IAVITIH. ROBRES L VVEBHROFIRZHRALET.

o -U-_/\U)EQEO
o RXYNIT—U AVI—TxARBEHEDOEYNT YT :

o HEE
o VTRY
oV U—v
o ¥—T+«
o XY NT—UE-TGSH ¥4 7r0O7,

o AL VERTE - OpAdmin Portal,
e EFH/OTFLDAVAL—I,
o TFTFATVRAEYNTYTODTAL AT Y TILDEE.

o EIHER : [Threat Grid Appliance Administrator's Guide] [CEEEiEh TWL\5 & H D, OpAdmin Portal T,
BOOBEBEHY RV (F4EVRADA VA=), BFA—IL H—J\, SSLEEAEHRLE) Z2FTLET,

AT EHERLIC B TR RFRE
Y- NORES LCTBROFIBERT T IR, 101 KHLETT.

T UEOT IS4 7Y AEHEA VA M—ILFIBTIE. TGSH ¥4 704D [EA (Apply) 173 vDET
ICLESKBERAM N B, BEELLEEN, TNOSDOFIER. BRICE>TRTET 10 9r 1 BEELH
h%3,
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H—INDRFE

H— )\DETE
BRI BICIE. P T IAT7 YV AOEHICHDMADERZEHRL. FBD KVM 75 75 20 EBE=ZFH LUF—
IR—RICE&HELT., Y—/NOF@AEICH D KVMR—KIC, TORDELSICEULIAHTT,

CIMC B #ERICEEN 258, UE—MKYM ZFEATE X9, CIMC OIERICDWTIE. A% @ ICIMC D
WA (A7Yay) | #8BLTEIL,

N—RYI 7B LUOBEDHALBEY F 7y TERICOVTIR., Y—NABROYZ2T7ILESBLTLESL,

BERFIAYTF—yavADUV I, £O TN—RIxF7ICEATERFaAVRN BV YV aVICEEESNT
Wxd,

ZYNT—0 A —T x4 ADEKE

SFP+ EVa—id. BREVAF—F2RITT 2Ly yavTr 7747V ADEREANDHICERT 2WE
AHDEI., L. Xy bT—U £ TO SFP OEEiRIE. BRRABRRELTORICKITTEEY.

77547V ADEEICHZ SFP+ K— bk (2{8) & 3BOA—H %y b R—r 2RO, FTROLSICRY b
T—0 T—TNEEHEUET.
C220 M3 Zv ¥ H—I/\EE

3 : Cisco UCS C220 M3 SFF 5w & H#—/\

Front View

KVM Port | | Reserved |
| @igsassy
Recn iy [CLEAN [ADMlNJ DIRTY
CIMC —
‘w ﬂ“! - L, | ; }
S JEIS JE =
. ? " ; ;

TTZATVADMET BIcDIC. A V5 —T A AP @EYCEHRS L, BREShTLWILENHDET,
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H—INDRFE

FT7TSATVAOEMIE. ERERRBBIGELH D ET, CHREHLH BI5E L. support@threatgrid.com X
THRELWEDELZE W,

E o TFRER) F BREAT BHICFHEINIFEEE SFP+ /R— K TT,

C220 M3 H—/XDFEFMIC DO TIE, TORZESEBL TS,

[ 4 : Cisco UCS C220 M3 & HEDELHR

331683

De ® 0 ®O

1 Power supplies (up to two) & One 10/100/1000 Ethernet dedicated
management port
2 Slot 2: Low-profile PCle slot on riser: 7 Dual 1-GbE ports
(half-height, half-length, x16 connector, x8 (LAN1 and LANZ)
lane width)
3 Two SFP+ Ports. 8 USB ports
Slat 1: Admin
Slot 2 Reserved far backup and storage
suppart.
4 VGA video connector 9 Rear Identification button/LED
5 Serial port (RJ-45 connector)’ - -

FUU—X1.0~12[220WTE. 7= RFICA Y T—T 21 ADBBAShTOWRWES, B7—MWE(C
BRBPEDHDFET., ChiF 1.3 LDRIDN—I a3V DMEETY, ifEL. SFPZRELTZAIVI—T (1R
EHNT 13 UETHET—MFICTS T VEINTWENELRHDET, SFPITIBAShXY NT—0 o —
TIE, B2ICKRY NS AIRETT,
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H—/\DHRE

C220 M4 v H—J\ERTE

S

5 : Cisco UCS C220 M4 SFF 5w 4 H#—/X

F ATVIVDISRY AVI—T A RICIRR—F 32O b+ 2 #FALET,

E:T7TSAT7VRAOEMIE. LRERBZIGENHD ET. BRI H BI55(E. support@threatgrid.com X
THRELWEDELCZE W,
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H—INDRFE

[ 6 : Cisco UCS C220 M4 ¥ E DM

352977

1 |PCle riser 1/slot 1

7 Serial port (RJ-45 connector)

2 |PCle riser 2/slot 2

8 Dual 1-Gb Ethernet ports (LAN1 and LAN2)

3 |Modular LAN-on-motherboard (mLOM) card
slot

9 VGA video port (DB-15)

4 |Grounding-lug hole (for DC power supplies)
USB 3.0 ports (two)

10 Rear unit identification button/LED

11 Power supplies (up to two, redundant as 1+1)

6 |1-Gb Ethernet dedicated management port

aAxyoav:
1 EH, /S52%
8 (&) vV—v
8 (B) ¥y—74
6 cIMC
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H—INDRFE

XYNT—=0 A7 —T 1214 ADEREX

Dty avTlE, ThreatGrid 7 754 7V ADKRLHHEN/HERINDIREICOVWTHALES, 2L

\

BERDA VI —T A ARERFENETNERDET ., XY M TV BHFICL> TR, Tce 2l ¥— T»f'f

=T A R2AMIEHELIED., V-2 AV —T A AZ2NEBOBEYRBRY hT—IWREZRL oA
=T A AEHRLEOERETBIENHDET,

B7:RX9MTDT—=A425—T 24 ADRER

Threat Grid
Support + Update
Servers

DNS / NTP

- Outbound Traffic ONLY!
- Sample-Initiated Traffic
- DNS for the appliance
- NTP for the appliance
- Software Updates
- User-Initiated Support Connections
- OpenDNS, TitaniumCloud, VirusTotal, ClamAY
- NOTE: Outhound SMTP connections

are redirected to a built-in honeypot

B Diy

Threat Grid Appliance

- Threat Grid Portal Clean || Admin |CIMC|
User Interface and AP {HTTPS)

[ Clust |
% - Clustering Interface

- Sample Submissions e ‘\\ \\ - Directl Imerconnegt
- SMTP Traffic to Local Malil Server N . - Requires an additional
- Recovery Mode Support Cannections AN N SFP+ module
- Syslog N N
- DNS over Clean if canfigured AN - Out-of-Band Server Management
- LDAP
SMTP S Corp - OpAdmin Management Traffic (HTTPS)
erver - SSH
Integrated Appliances Network - NFSv4 required for Backup and Clustering.
(ESA, WSA, (Outhound. If a NFS hostname is used instead of
AMP for Endpoints, etc.) IP, this name will be resolved via the Dirty DNS.)

All contents are Copyright © 2015-2018 Cisco Systems, Inc. and/or its affiliates. All rights reserved.
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H—NDFRE

T7A4T7 04— IL—ILDRE

FiR—F228LT19791 DI —F 4 AV —T A AL THIBNZORERY D —2RETZ L, EEHN
BREHOEBHINEERGD, 77477 A—ILDWIFFICLDZ OBELIIIZAEEELNHD T, UTDH

EICET2EIYarvT REREBREZSRLTILSN,

E:F—FA AV —T A ATD IPVALL 7 K L XZER (168.254.0.16) DOFERAIFHR—bdsHeE LTXEL
ENTUWEBATURED, X—=Ya v 230 BCNIFIS—ELTRHEEINDLSICHD., BRMICYR— K
WAHESEBRDE L,

F—FT4 AV —T x4 AL BHE

EETT S8 ZOK3dlL | R—b BIE AV

T—F4 1Y A4y —%yk | ANY ANY Ee) YYTILDSORENS

Y—T MR (Allow) T4y oEHFAGLEY., (EH
RIEREMET 3ICIE. BES
niAR—rke7O83)LICH
Irh59, IV T7HhS5aR
vRFZyvkavio—- 4—
INDT IV EADNFRIENT
WBHEBEHRHDET, )

F—F4 AV —T x4 RALDEE
EET 5a5% Zak3all | R—k BIE AV
ANY T—=F4 1Y ANY ANY EE ITRTCOEEEREZESGL
F—T AR (Deny) x99,
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H—INDRFE

g)— A —T x4 AL BHEHE

XETT SE5E Okl | R—k BE AV

g= Ay SMTP H—/X TCP 25 =e] FTSATVRITIV—v A

Y—T AR (Allow) vy —T7 x4 A%FERLT.
MEFHA—IL H—IXAD
SMTP Ef & BB LY.

gY—y AV —T 1A RLBERE ((EFR)

BT, BRESNDZT—EXORBICKEFELET,

XETT 585k ZOKR3a)L | R—b BE AV

AR 12D DNS TCP/UDP 53 Eiae]| {£&=. 7 'J— DNS AR

Y—T AR H— (Allow) NTWBIEEDOHNE

HY— ALY AMP 754 TCP 443 &y {£&. AMP for Endpoints 73

J—T AR R—KNIZTR (Allow) AR—N VT RKEEHER
T TWBIHEDHNA,

g=v Ay Syslog #—/\ ubpP 514 Gl Syslog XvtE—IB LUV

Y—T x4 R (Allow) Threat Grid BR1Z=ET 5 &L
SICEESI Y —/I\AND#E
e

A B S LDAP H—/X TCP/UDP | 389 B £2. LDAP B h T3

Y—T AR (Allow) BEDHNA

gy—v Ay LDAP H—/X TCP 636 Bl £, LDAP A h T3

H—T AR (Allow) S DHUNIE

gY—y A —T A4 RLBDEE

EMETT B Zakal | R—b BE AV

1—-9 457 gU=v Ay TCP 22 tgsh-dialog AN SSH #Z#r%

VA =T x4 R HRILET,
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H—INDRFE
1-—H 47 gY—v Ay TCP 80 FTZATVAD APl &
Xy bk =T 4R Threat Grid 21— 4 >4 —
74X, Thig HTTPS
TCP/443 [CUSA4 LY L
ig-o
1—4H¥ 47 gU=v Ay TCP 443 PTZ2A4T7VADAPI &
Xy bk H—T AR Threat Grid 21— €4 % —
JI12R
-y 47 g)—=yv Ay TCP 9443 Threat Grid Ul Glovebox A®
AN Y—T AR EmEse
BEA VY —T 14 RCLDBDEE ((EFE)
UT} RESNDY—EXORBICEELET.
EMETT B ZakalL | R—b BE AV
EBA VI — NFSv4 H#—/X TCP 2049 Al {£&, ThreatGrid 7 7547
JxM4 X (Allow) YV AN NFSva HF(T/Ky &
Ty TEEETDHLDICHKE
SN TWBIHEDHNA,
BEA VY —T A RICLDEE
EET 585% Zak3alL | R—b BIE AV
EBYTRYy N | BBA VY — TCP 22 2ra] TGSH ¥« 7O D SSH ##
T4 R (Allow) mEHFALET,
EEY TRy N | BBV — TCP 80 &y OpAdmin Portal 1 ¥ % —7 =
7IM42R (Allow) AANDT I AEHFAILE
9, Zhid HTTPS TCP/443 |C
UYL LIRNLET,
EEH TRy N | BESA VY — TCP 443 2l OpAdmin Portal 1 % —7 =
7142 (Allow) ARV CR%=EHFALET,
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H—INDRFE

Y AARBIA/BANEREND Y —T 4 A V=T (R

AfST 5E% 7Ok | R—=b BRIE aXVbE

T—T4 4 Av5—xyk | TCP 22 Bl 2FyToay b H—ERE

—T AR (Allow) T4V Y—EXEEHE
LUHR— b

T—F4 1Y A4v%—%v Ik | TCP/UDP | 53 G 2%{E DNS =& a]

Y—T AR (Allow)

T—FT4 1Y 15 —x%vy Kk | UDP 123 S| 2{E NTP % 5FA]

=T AR (Allow)

T—F4 1Y A1y —%vyk | TCP 19791 il Threat Grid % 7/R— A D3RR

Y—T AR (Allow) wEFA]

F—=Fq 4 Cisco Umbrella | TCP 443 Hill il WACSLARENT ) Turk P S0

Y—7 14 R (Allow) IVUYFAYVKN B—ERIC
Ei&

T—F4 M4 VirusTotal TCP 443 &y H—RN—F s DBRES LT

Y—T AR (Allow) IVUYyFAYEKN H—ERXIC
B

H—F a4 A4V TitaniumCloud | TCP 443 Al Y—RNX—F 1 DBRES L

Y—7 14 R (Allow) IVUYFAYVKN B—ERIC
Ei&
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H—NDFRE

BIRIEAS L UEEE)
H— /DB E Ry N T— V5 —T oA RERHLLS (BRI~ EBHELTT S Y1 VTRl %

BhRBVWTLEEW) ( P74 7V ADERZAN. BHIHETHELEY. Y RAI0EEA—FRIICERT
ShZEd,

E 8 : EHRO A IEE

B> Boot Menu, <F7: Diagnostice zco IMC Configuration,

Total Men f ive Memory = 512 GB
Memory Operat it

Entering CIMC Configuration Utilitu...

E: DAV —T A RAEERTBIEE. AEY FzvID5ET#%. F8 L. 8 A TCIMC DR @
FlEICREVNE T,

Y—NEEBEEENEFICRTISZE, AV Y—ILICTGSH YA 7O MRRENET,
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H—INDRFE

B9:TGSH #1707

e non 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware fAinalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC........ : <UNAVAILABLE> -
Application URL ~» MAC.. : <UNAVAILABLE> ~
Password : hJaBSpkPRu@@3tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWOREK onf igure the system’'s network interfaces.

SUPPORT_MODDE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s =¥’

Admin URL I[CHIARAIE LTRENTWS : XY N T—=T AV =T 24 ADEGEHEEBHINTHE ST,
ZDH R &HEITT B7/-6IC OpAdmin Portal [FF/2EZETEZE A,

3 : OpAdmin Portal R FIET. EHLGELS ICBEEE/NRT—REFODTFFAM 77/4ILICATE (AE—-LT
BEDfF) LTHEZET,

EE:TGSHY1 7073, FHEEENRAT—RKREXRLET., CONRT—RIF, 77— 70—F|gT
#H 5 OpAdmin Portal £ Y57 —T7 A RICTFIVEAL, A VT —T x4 A% BRI B-HITHETT,
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MEERY N —U1R -TGSH ¥4 70O

YIHAX Y b T =218 - TGSH ¥ 4 7 OJ

WEAR Y b —2#EIE. TGSH Y1 7O T TLEY. BMIE. OpAdmin A VY5 —T x4 XV —ILADT
VEREHATIEANERZZTTL. BODOWERK (S1tEYRX, BFA—IJL/RAN, SSLEARE) #5%T T
5L£3ICF5ETT.

DHCP 31—+ : XOF|EIL. BN IP PRLAEFERALTWVWSCEEEBELTWVWEY, DHCP #ERL T IP £#H
BLTWRIEE. HAICDWTIE. [Threat Grid Appliance Administrator's Guide] ZZBL T E& ),

1. TGSH¥ 4 7AJ DA% —7 =4 AT.[CONFIG_NETWORK] ZZIRU X T .[R v b T—7#R% (Network
Configuration) 1 Av Y —ILABEE T,

B10:TGSH# 17O : 2y bT7—0@HI> /-

a8o0n 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DNS Primary
DN3 Secondary
Interface: clean
DHCP Enabled? (Y¥-/N)
Conf igure Hon-Default Routes? (¥-/N)
fAddress
Netmask
Default Gateway
DNS Mame
Interface: dirty
DHCP Enabled? (Y¥Y-/N)
Conf igure Hon-Default Routes? (Y/N)
Address
Hetmask
Default Gateway
DNS Name

Validate> < Cancel »

198.18.2.23 admin | 0.4 fps  0.002 KB/s =f
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AR Y b T —U18mM - TGSH ¥4 707

2. VU—y, —F4., BLUBEHDOZEA VI—T A AW LT, XY MNT—VBEENSEHEINhIHRE
ICEW. ZAD 74 —ILRICAALET,

3. [DHCP Enabled] % [Y] /5 [N] ICEEL X9,
F I HUWNFEZANTZRICNY I AR=REZBUTHWNFZEIRT 20BN H D T,
4. DNS#HE, RYNT—UOH V- Xy NT—2(|CDNS &%=ERT%E81F. CZICErTZEANLET,

5. [Configure Non-Default Routes?] #2577 AL b D [INJOFEXICLUET (BHDIL—FHRBRERIMES) .

B11: gFhORy hT—IRE (VU—VBLTT—T 1)

H-NaNs) 198.18.2.23 - KVM Console

Hetwork Configuration

DNS Serwvers

DNS Primary 98.19.3.2008
DN3 Secondary

Interface: clean
DHCF Enabled? (Y¥-/N)
Conf igure Non-Default Routes? (Y-N)
Address
Netmask
Default Gateway
DNS MHame

Interface: dirty
DHCP Enabled? (¥-N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

Validate> < Cancel >

198.18.2.23 admin 3.8 fps| 13.385KB/s =

6. ¥y—F7 4 XYy, T—%-D[DNS 4 (DNS Name) | 2ZHDEFICLET,
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AR Y b T —U18mM - TGSH ¥4 707

H12: #TPOxRy hT7—-V8E (EE)

aono 198.18.2.23 - KVM Console

Network Configuration

Hetmask
Default Gateway
DNS Name
Interface: dirty
DHCF Enabled? (Y</N)
Conf igure Non-Default Routes? (Y¥-/N)
Address
Netmask
Default Gateway
DNS Hame
Interface: admin
DHCF Enabled? (Y<N)
Conf igure Non-Default Routes? (Y,/N)
Address
Netmask
Default Gateway
DNS Name

Validate> £ Cancel »

198.18.2.23 admin 3.2 fps| 10.416 KBfs j"

7. IRNTORYMNT—UREZANLIS, 57 F—TTICBEL. [Validate] ZBIRL TATRABZHRELL
9.

BYRMEZANDULIBE, T5—HDRRESNBIEDHDET. ZDHEEIEF. T5—2BELTHE. BE
REELE

BIINZTITBE, [Ry N T—IBEDHESE (Network Configuration Confirmation) ] IC AN U 7=fENE
Rehxd,
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HIEAR Y b T —U 1R - TGSH ¥4 707

B13: %y M-I REDHERE

Hetwork Configuration ! Conlirmation

DNS Servers
DNS Frimary
DNS Secondary
Interface: clean
DHCF Emabled? (Y¥Y-N)
Conf igure Mon-Default Routes? (%Y-N)
Address
Hetmask
Default Gateway
DNHS Hame
Interface: dirty
DHCP Emabled? (Y¥Y-N)
Conf igure Non-Default Routes? (YrN)
fiddress
Hetmask
Default Gateway
DHS Hame

cCancel>

8. [&EA (Apply) | ZBIRL TEEREZEALEY.
LIS B/FEIES . COFIRIF. TTITBETIC 10 RUEADBIZELHD X,

AVY—ILAZEEHDY L —DRY IV RICKEDET, £, RV U—VICIF, REOBEABICZY O—)LIER
ERHARRINZIEEHHD. MASHEEBRZEEIC DOV TOEMEHRNS—ERXRRINET.
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B14: Ry MT—IRE : RITULEEDY R+

@00 198.18.2.23 - KWVM Console

Ansible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_dirty state=startedl
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if needed] =
changed: [localhost]

PLAY RECAP
localhost : ok=10 changed=4 unreachable=0 failed=

198.18.2.23 admin 4.0 fps 12.746 KB/s =

9. [OK]ZERLZET,

[%w b7 —25%%E (Network Configuration)] Ov Y —ILAE#Fian, ASILIEIP 7 RLANRKRENET,
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AR Y b T —U18mM - TGSH ¥4 707

H15:IP7RL R

e nNno 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware finalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : https:r//100.67.2.100 + 90:e2:ba:B2:2f :d4
Application URL ~» MAC.. : https:,/,/100.67.1.100 » 7c:Be:ce:67:17:d40
Password : hJaBSpkPRu@O9tnuabBu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onf igure the system’'s network interfaces.

SUPPORT_MODE fillow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'

FTZATVADRY NT—UBBRIEETLTWETD,

F: U=y AV —T 4 AD URL [F OpAdmin Portal DFREMNT T T F THEEL T A,

REDRDRTY T :

TTS5ATYAREDRDFIEIR. KROEIYavICHASh TS ESD . OpAdmin Portal D7 —% 70—
ZERALIEDOBRY RV ERTISHIETY,
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HET 4 Y —K : OPADMIN PORTAL

SEY 4 H— K OPADMIN PORTAL

OpAdmin Portal (&, 7 754 7>V X_E® Threat Grid EBEDR—7IL T, EBAVY—T A1 ATIPF7R
L2AZH/ELIETHERATESZ Web 11— 1 Y5 —T7 /4 X T,

OpAdmin Portal &, 7754 7V A%ZBRT 3-HDOHERY—ILTY, RRIC, 7T 54 7V AEROKED
[& OpAdMIn R—FIL A VI —T A ADS UNKITT R ENTEE A, ZDERICIE. XROBLOHEEN
9,

e  OpAdmin Portal BIEE®D/NRT—K

o BFA-IL YN

e DNS H—N

e NTPH—N

e SSLiEERE

o UIRHVVYT

o ZOMOY—/EE

e  https://<adminIP>/ E (& https://<adminHostname>/

i INSDOREDITRTHYIEID OpAdmin Portal RV 4 HF—RKRDT—o70—-TETIT2bFTIEHD
Ft A, SSLEFRAED I T RY Y VTR ED—EE. Cisco.com D Threat Grid 7 75 A 7Y ADIY =27l
~R—3|Zd % [Threat Grid Appliance Administrator's Guide] TiEHENTWSEHD, BERDFIETERS
nxv,

BT —r 70—

PO avOFIEE. FBRERDIP 7KL XICEDAHDASAEEEZBSTHIC. 1 DYy 3 VT
TTI2DENHDET,
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HET 4 Y —K : OPADMIN PORTAL

OpAdmin Portal NpO 7 A >

1. 75794%7T OpAdmin Portal 1 % —7 4 X ( Thttps] tZDEME URL) #EEL X T, Threat Grid
OpAdmin OOV 4 YEEHI;HEET,

16 : OpAdmin DO%Y 1 >~

OO0 | threacaio ppliance Ac x | W
C i | (x hitps://100.67.2.100/login &=
i Apps 2 ThreatGRID [ Other Bookmarks

S ThreotURID

Password Required

Authentication is required to administer your ThreatGRID Appliance. The password
«can be found on the appliance console of your Appliance server.

‘This site is best viewed in: Internet Expiarer 10+, Firefox 14+, Safari 6+, or Chrome 20+

&4 Support

@ ThreatGRID.com

2. TGSHA# 47075 aAE—UI{REDNEBE/NRT—REAALT. [AF 1Y (Login) [ 20Uy Y
L& 9. [Change Password] R—IHNERRShZT,

ROEI2avICERET,
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EEENAT—ROZ
WHIEBE /N T — KX, HEHID Threat Grid 1 YA M—=ILHICS VY FAICEREINWTED, TGSH ¥4 70O

JTTL—Y THFAMEUTERRTEXY, RET—V 70—THIEDHIC, IHABEE/NNRAT—KE2ZEET
ZRELAHDET,

® 17 : OpAdmin DINAT—RZEE

866 .- ThreatGRID Appliance A x b “.-
- C # | X hittps://100.67.2.100/change_password =
i Apps % ThreatGRID ..l Other Bookmarks

&, i ESupport  ? Help
1 ThreotGRID appliance Administration Portal ® Logout

W Configuration = Operations ~ Status - Support - - =

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

1. TGSH #4707 MIXXAT— K% [Old Password] 7 4 —JLRICABDLET (CD/NNRT—RFETERT
BHIC. TFEAN T7AIICAALTEZET) &

2. HLLWKRT—FRZANLTHEELET,
3. [/SXAT7—K®DZE (Change Password) 127U v L%,

NRAT—=RHPEHINET, [TV RI—YT1 Y XEHE (End User License Agreement) ] XR—IH'
FERINET,

FHULWKRT—RIEFTGSH ¥4 7OV ICTFHF AR TERRS B, BT ETHITAELTENTKL
EaEL,
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INZAT—RZ#k UI=5E. [Threat Grid Appliance Administrator's Guidel @ TSupport] £ 3 vIC
SEEHENTLS lLost Password] OFIEICHEWVNET,

ROV avVICE#RTT,
IVR I1I—Y 5S4ty A8KE

1. TVRI—Y AV RAZNEEHELET,

2. HfFxrTcAXZ0O—)LL. [IHAVE READ AND AGREE] Z%4 U w4 LZd., [S14tEV R (License) | R—
MHEEET,

H18: A4V AR=Y

£ Support 7 Help

-l
1" ThreatURID Appliance Administration Portal ® Logout
#® Configuration = Operations ~ Status ~ Support ~ ~
Configuration .
> etk » License
7 License
> NFS
> Clustering
2 Email Appliance ID
> Notifications
% Date and Time FCH1832V32N
2 Syslog v
Other License

2 Revi nd Install . .
Doferlii No license has been installed.

> Start Installation
Upload New License

Choose File | No file chosen

&  Passphrase

Retrieve License From Server

Retrieve

BRT7—770—ICEWN. STESIREAIPN—INTBFICEY R T—25ER T3 Lab8HLET, &
NnICOVWTIR. XDt IYVay Txy NT—JEBERORE] THELTWET,
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*y T —UEBRDRTE

TGSH ¥4 7AJTRITA4 VI XY N I—UREZITo7=3HE. [Network Configuration] R—J[CFRRSh
5IP7RLRIE, 7747 VADERY M T—IKERICTGSH ¥4 7O ICANLI-EZRULZX T,

Xy hTJ—2 B & DHCP
EADEHIC DHCP 2ERHL. 7 —yv B LY —FT4 IPXYMT—0%BHNIP 7PRLRICEETZVNELH

%i5%&. [Threat Grid Appliance Administrator's Guide] [CE2&EiE i TL\% [Networking > Using DHCP]
I2avOFIBICRVET,

ROV aVICERET,

TJACVADA VA M=)
XY RNT—%BR LIS, ThreatGrid A Y RZ2AVARN—ILTBHIENTEEY, (V44 EDEHEFHN

N—=9avTiR, SAEYVANZIFANSNZLSICHR—N E—RZFBTIVNENHDTT, FHMICONT
F. YR—b E—ROBEB: N\—Yav 144 LDRIDTA Y ADERBERESEBLTLESW) ,
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B19: 1AM —ILRIDFIEY R R=Y

Appliance ID

FCH1832V32N

License

Mo license has been installed.

Upload New License

Choose File |No file chosen

Ep

Retrieve License From Server

Retrieve

1. EDAZAT. [LicenselZz2 U v LET., LRETRITLSIC[FZA4 VX (License) ] R—IHFHE
9, FAEVADBAI VYA M=ILEhTWEEA.

2. [HHESAEYZRDF7yFO—K (Uploadl New License) 1O TF® [7 7 1 JL%ER (Choose File) ] &
Iy IL, 774N IRX=IvhET7MVYR%ZERLET,

Y—NhS5SAEVRAERE - £/-ld. 2.3 VU —XZEEEICBML T, B (Retrieve) ] &&ERL
XY, PTSATPVREAVAM=ITBEEICRYNT—Y POV EADNEAENDIEARG. ZOAT
VavEBEBIRTZESAEVADNRY NIV RRATHREINET,

3. N1tV RINRT—K%Z[JXXT7L—X (Passphrase) 1 74 —ILRICAHAULET,

4. [Upload] 27 VvV LTAYRAM=ILLEY., R—IDEHEh, F1 Y AEHREERTEET.
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20: 1VAM—IVEERTRDF 1Y AEHR

Appliance ID
FCH1832V32N
License
Licensee No Name Provided
provision@threatgrid.com
Business 2f518e6d-dd45-4397-8533-3c6d38238c32
Validity Fri, 22 Sep 2017 14:47:46 +0000 - Mon, 21 Sep 2020 14:47:46 +0000
Product SKU

Daily Submissions 1500

Upload New License

Choose File | No file chosen

& | Passphrase

Upload

Retrieve License From Server

Retrieve

RN (Next) 122Uy o7 LTHEITLET, [BFA—)L (Email) IXN—IMREEETY.

ROEIavVITEHET,
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NFS D% 7E
T—o70—0OXDF|EIX. NFS 28 FITBETT, COIYRITIE. NI TV TETVTRAIIV VY THNE

TY, (BEMAICDOWTIE. /Ny & 7y TBEIC [Threat Grid Appliance Guidel % & 3 >~ @ TNFS Requirements |
#2BLTCESL, )

21 : NFS O&5E

2y £ Support 7 Help
1 Threat GRID appliance Administration Portal @ Logout
# Configuration ~ Operations ~ Status ~ Support - o
Configuration
2 Network v N FS
7 License v
> NFS
2 Clustering
2 Email NFS Configurati
> Notifications o liraon
2 Date and Time
> sysiog v Host @
Other »
2 Review and Install Path
Opts =
Status ¢ Disabled :

Next >

S:ThrestURID'

1. £ZDF T, [NFS]1Z 27Uy ULEY, [NFS]R—IDPHEZXT,
2. RO&LSIIR—IEHZELET,
RA BN (Host) :NFSvA KRRk H—J\, IP PRLRZFEHATZIE2HEHLET,

KRR : 774N %RET S NFS /KRR b H—/ LICH BHExt/(R
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AT 3Y : TOHY—INT NFSVA [T T B1EE Linux DT 7 A MEZZEFE T 20ELNHDIESICE
HEhaNFSYOVYh ATV ayv,

ATF—H R ROy TFT o5 [41 =TIt (Enabled) | (REFDF—) ZERLZET,

3. DR~ (Next) 122Uy o LET, R—IMNFSEE{R/NRT—K £—ID 2FRALTEHRTEZSLD
ICkEb XL,
COR—IVZRYICHET I EEIC. BELF—ZEIRE/ZEFFVyO—-KRI2AT7avhRRrESh
9. NFS AEMICE > TLWBHAF—HER S hiBLSEIE. [7y 70—k (Upload) | #fEHATEZE
¥, F—EERT DL, [7vy7O—K (Upload) 14 [#7>O—K (Download) ]7RZ VICZEHLD &
. (F—%ZHPT3&. [¥7vO—K (Download) | Ry YHABEUY [7v 7O—K (Upload) ] Ic#:
DEY, )

EF-DNY I Ty TR BHICERESNIcF—EERIC—RT 258, 7y 70— RHRE
ENNRADT4 LI MY RZE—HUTE. Key ID A OpAdmin [CRRENE T, I TICHALILD
IZ. BELF—2FERAETICNY I Ty T2EBRI S LB TEE A,

REOLRICIENFS AN T7HLUVEELT—7%2~<Y U5 70AENFS ANV TY
IYDNSTFTIAT7YAOA—AI T—7 A7 &2{EtLIT5 70N EENET,

4. [R~ (Next) 120U v o ULET, [EFA—IL (Email) | R—IDFHEET,

ROEI 2 avVITEHRET,

BFA—)L RX MDFRE

T—070—DRDFIRIF. EFA—I KA ZREITSHIETY,
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22 : BFA—IL RA M DREE

.1.‘; ThreatG RlD‘npplianca Administration Portal

# Configuration ~ Operations ~ Status ~ Support ~
Configuration -
> Network ' Em a I I
> License v
> NFs v
2 Clustering
> Email SMTP Configuration
? Notifications
7 Date and Time Delivery Mode © HELP
> sysiog "
Other Upstream Host © HELP

> Review and Install

SSL © HELP
P Start installation

Upstream Authentication @ HeLP

From Address @ HELP

& Upstream Relay

@ smtp.acme.test

& Detect from Port

& No Authentication

1. ZOAZAT, [Emaillzo Vv LET, [Emailll R—IHHEEET,

2. [Upstream Host] (EFA—JL/RXN) OARIZADLET,

3. R—r%587 1525 |CEELET,

4. HORERT7AILMDIRICLTHEEET.

5. [Next]Z#2YUwo LE9., @ (Notifications) ]| R—IMHEEI,

Koty oavIicEHET,
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H— )CBHIDEETE
T—0 70—0OXOFEIX. 1 DUEDEFA—IL 7R L RICERICEEREEREMN%ERETSETY, ¥

AT LB Threat Grid 1 V¥ —7 4 RICKRRSNETH, TOXR—I TR, BFA-ITEEShBEAN
HRETEET,

===

Syslog &%

BE$f v1.3 [Cld. Syslog H—/\H' Syslog Xy £—IE KLU Thread Grid BRIZZET B/-HICHRET HDIR—Y
PEEThTWET, SHAICDWTIE. [Threat Grid Appliance Admin Guide] Z8BL T &L,

23 : BAIDRE

s £ Support 7 Help
1 Threat GRID appliance Administration Portal @ Logout

- Configuration ~ Operations ~ Status ~ Support ~ Lo

Configuration
- - -
> Newers » Notifications
7 License v
> NFs v
> Clustering
2 Email v
3 Noftifications Notification Recipients © HELP & admin@acme.test
2 Date and Time
?
e Critical Notification Frequency oHeLe|  © Every 5 Minutes $

Other
¥ Review and Install Notification Frequency eHELr O Every 5 Minutes s

T ThreatGRID
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1. &#IC. ROy 74> UXkH5S [Critical Notification Frequency] & [Notification Frequency] %537 L
9,

2. JRIC. [Notification Recipients] T. AV Y TXYI 271 DULEDEFA—-IL PRLRAEZANLET,

3. RN (Next) 120Uy o ULE9, [HfFERZ (Date and Time) | R—IHHEET,

ROEIaVITELET,

NTP H—/\DFRE
Z ZTlE. NTP ( Network Time Protocoll ) #—/\Z#AILE Y.
1. [NTP Server] [CIP £7/=IE NTP &ZAHNULET,
BEDNTP H—/\HH2FEE. AR—ZXXRBAYITRYD Y,
2. [Current System Time] & [Synchronize with Browser] [F#tH L £ 9,
3. [Next]Z2UvILET,

[LE2—8&LUT1 YA F—=Jl (Review and Install) | R—IHFZ. [EFIEIRTOBEICF v IRy Y
AHERREINET,

ROEI I avVITEHRET,

BREREDHERP LM VY X N=)L
XY RT—VDEEREZANLIEDT, ZNS5ZXROFIETL VAN =ILTZ2URELHDET,
1. [Review and Install] X—3/ T, [Start Installation] #2 Uy 2 ULET,

BRAIVTEDAVYAN=ILEN ROESIC. (P TZATFVADA YA M—ILFTT ... (The appliance
isinstalling...) 1 EWS AytE—IHRRINZET,

A LESKHHLET, COFIBETTIZET, 102U EANDFT, BEDERICIEL T, REBBRH
RRENET,
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24 : T SAT VRISV A M—=ILHR
© 00 [ threatGaio Appliance aci x |
&« C #  (x https://100.67.2.100/setup/details e

2 Apps % ThreatGRID

[l Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running_HTML" translation]

Please walt for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started B Finished © Duration

» Running Tue Dec 16 2014 03:39:30 GMT-0700 (MST) @ Please wait... @ Please wait...
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

]
7

:: [O0string{[dstring{"Error", "opening", “"terminal:", “unknown."}}

2. AVAN—ILDEERTTSBE, [HREE (State) 1 FAL Y IED [ETH (Running) ] M SEED [N
(Successful) 1 Ay E—JICEZILL., EEELTERULET. [Reboot] /R v IFFEICEILL. REHAHL
BLRINET,
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25 EBRTUITPTSAT VALV A M=

n
© 00 1 hreatGRiD Appliance Ac % | e

« C ff (X bttps://100.67.2.100/setup/details =
' Apps ‘R ThreatGRID

[l Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started £ Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds
O day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.
=

TASK: [file path=/etc/issue.d/18-error state=absent]
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flag install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] *H*resessssbkitserssrnrs

3. AYVAM—ILDEEICETULE.[UT— (Reboot) ] #Y Uw o LEY, [The appliance is rebooting
EWS Ay E—IhRRINET,

D7 —KCEEKT 5 NRRENDBIEENHDET.

TPTIATVAD) T—bRICEBEZMZBNTL LS,
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26: 77347 VRRVT—hep

806 /| ThreatGRID Appliance Aci % | i
« C #i (X hitps://100.67.2.100/reboot e =
% Apps a ThreatGRID || Other Bookmarks
The appliance is rebooting...
Waiting for the server to respond.
Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
PITSATVADBERBICIVT =M UIEBE. 775347 VADNBRESINTVNSEILEETTROAY E—IHERT
Eh&E9.
27 : P74 TV RARREEH
© 0O ' mhreatRID Appliance Acr % | "
&« C fi (X hups://100.67.2.100 W=
i Apps % ThreatGRID [l Other Bookmarks

-.f:Th reatGRID appiance administration Portal

L Configuration = Operations ~ Status -

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

INTTP 74TV ARESh. YIHRED T
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THREATGRID 7 754 7V ADEHDA Y XA k=)L

THREATGRID 7 724 7YV ADEFHDOA VA N—])L

D Threat Grid 7 754 7V ADKXERIE. HITHIC. FAMMELEREA VA N=ILTZLE2HEHL
ijo

Threat Grid 7 754 7 ¥ ZADOE#iE. [OpAdmin Portal] ZEHL TEITENET,

[Operations] A= 21— [Update Appliance] ZIRLE 9., EFFR—IDHE. 77517V ADREDEI
RHARREINET,

[Check/Download Updates] 227 Y v~ L9, Threat Grid 7 754 PV R VI NIz 7 DRFOEHE-IE
N=IaVhHdnESMDY IR T7ICE>THERSIh. FETRBEEFIVO-REIhEzT., Chilld
PDURBEIDI DI ZIEELHDET,

BE#HOSFOvO—KHAET LS, [RunUpdate] 27 U v 7 ULTAVYAM=ILLET,

FHOA VA M—I)LOFEMICDWNTIE. [Threat Grid Appliance Administrator's Guide] ZZBUTLIEE LY,

TTo2A4T7VADE) REE

F754T7YADEILRES(F. OpAdmin @ M (Operations) ]> [77Z4 7> ZADE# (Update
Appliance) 11C$% % [E# (Updates) ]| R—ITEBT=ET,

28: 7747V ADEIRES

& 3
1" ThreatGRID appiance administration Portal

& Configuration « Operations « Status - Support -

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.201502083155142 . bo6f7b4f

=~ Check/Download Updates -

% Run Update This appliance has never been updated.
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THREAT GRID 7 754 7 Y ADEHDA ¥ X k—)L
EINRBS/IN=3 v Iy o7y T T—T)

TPTSAT7VADEI RESE, LEEDLSIC. [E# (Updates) ] R— (OpAdmin @ [ER (Operations) ]>
(77747 ZADEH (Update Appliance) ]) TERRTEET., 77747V ADEILREESR, RD/N—=I3

VEEICHRULET,
EILRES Dy—=x yy—xXH P
N=Iay
2017.12.20180601200650.e0c052b0.rel 2.5 2018 £ 9 H Win10, %> 7L DH|
14 H B, 3.5.11 ADEH
2017.12.20180601200650.e0c052b0.rel 2.4.3.3 2018 #£ 6 H 229 DL %E
1H {81E. &L\ ES/PG #
fTOYR—%27
W—=v7
2017.12.20180519011227.ed8a11e9.rel 2.4.3.2 2018 £ 5 H CVE-2018-1000085
19 H ® ClamAV Z &E#,
INTEIE,
2017.12.20180501005218.4e3746f4.rel 2.4.3.1 2018 &£ 5 H PG XA F— <Y TE#E
1H 2@ DDL TS5 —#%
HERE
2017.12.20180427231427.e616a2f2.rel 2.4.3 2018 £ 4 H Remote Virtual Exit
27 B Localization, X% v
kravnrso s
T NDOEEBIT
2017.12.20180302174440.097e2883.rel 2.4.2 2018 &£ 3 H IZAIIVYT
2H
2017.12.20180219033153.bb5e549b.rel 2.4.1 2018 &£ 2 H OpAdmen TNV 5
19 H AZ YT DY R—
fo R=%IL YT
Y1 7% 3.4.59 |
E%ﬁo
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THREAT GRID 7 75

rV
17V

ADEHDA VA=)

EILRES yy—x yy—2H =)
AC =)
2017.12.20180130110951.rel 2.4.0.1 2018 £ 1 B X1 UTAEHT
30 H 0% < A% ClamAV
ICDHEH
2017.12.20171214191003.4b7fea16.rel 2.4 2017 &F 128 | 455UV EFT,
14 H jp/kr contsubs,
R—% L% 3.4.57 |
E%ﬁo
2016.05.201711300223355.1¢7bd023.rel 2.3.3 2017 & 1M B |247v75L—RD
30H Fap=t
2016.05.20171007215506.0700e1db.rel 2.3.2 2017 ££10 B | ElasticSearch & ¥ —
7 H R Aoy oFED,
2016.05.20170828200941.e5eab0ab.rel 2.3.1 2017 £8 B INTHEIE,
28 H
2016.05.20170810212922.28¢79852.rel 2.3 2017 £ 8 B SAEVYADT IV
11 B O—kzB8&1Mt, R—
DY T o7
& 3.4.47 |[CFH.
2016.05.20170710175041.77c0b12f.rel 2.2.4 2017 78 DY Y—2TlE,
10 H INY T 7y T OREE
ICDOWTERRAL XY,
2016.05.20170519231807.db2f167e.rel 2.2.3 2017 £5 8 ZDIYAF— U U—
20 H ZIZlE. Windows XP
BRUTRITTZHUL
WIISHERDO 1 v

2 M—=ILHMERTE
X9,
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THREATGRID 7 7SA 7YV ADEFHDA VA =)L

EILRES yy—2x yy—=zH pEa
AC =)
2016.05.20170508195308.b8dc88ed.rel 2.2.2 2017 £5 8 ESANESIR 157 )
8 H SUARL—F v
g AT ADY
R—KYVNCIHTS
TEDOYAF—
1) — X TSEB DR
=HR—FLET,
2016.05.20170323020633.f82e66fe.rel 2.2.1 2017 £3 R SSLv3 OESE. U
24 H Y — 2 DREREEIE
2016.05.20170308211223.c92516ee.rel 2.2mfg 2017 £3 B SEFOHFDLTE, H
8 H BERANDOFEE|EHD
FtA, BFU—/R
HTOEAEITHN
A,
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