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OpAdmin KU~ /)b 1—

R0 Threat Grid/TGSH #4 7AYo VA LICERENTNAT— F&EFEARAL. 2RI OpAdmin DERET —
2 70—DRVIDFIETAALIEHFLONRAT—FEFERLET,

INAT— RE#E LT85S, [Threat Grid Appliance Administrator's Guide] @ TSupport] % < 3 IciRE
TNTWL3 MLost Passwordl DFIEICHWVNET,

CIMC (Cisco Integrated Management Controller)
Og4>:  admin

INAT—F : Tpassword]

All contents are Copyright © 2015-2018 Cisco Systems, Inc. and/or its affiliates. All rights reserved. 17
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FHE

RE EABNFIBDOBIE
CORF1AV TR ROBESLUCVIEIEROFIEEHBELET,
L4 #_I‘\U)%rxbio
o RDEXYINIT—U AVRZR—T A ADEKE :
o BEEE
o VSRR
o V)=
o B—F«
o HARwY FT—VHR I TGSH #1707,
o FELHEA . OpAdmin Portal,
o FHODAVAF—I,
o TITSATVADREEXTAMLEYT, DMBEOY >V TIVEZXELET,

o ‘EEER : TThreat Grid Appliance Administrator's Guidel |CEEE TN TS &Y. OpAdmin Portal T,
BRYDEBEBRARAY (SAEADA VA M=)V, BFA—IV H—J\| SSLEAEZELEE) #RTLET,

BRE &I CUN B T3 s ]
H—NORES SCTBEROFIBERT T 504, 11 BELETT.

X VEBDT TSAT 2V AREHA Y A b —IVFIETIE. TGSH 247050 @A (Apply)] €7 3 VDR{TIC
LIZSKEEDSD DB, B/HELLEEL, INSOFIEIR. BEICK2>TRETET 10 9D 25a0H Y
3
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$—INDBE

H— /) \DHTE
BRI BICIE. T FSA 7V AOEEICHZIMADERZEG L. [FBDOKVM 7 A T2 5 NPBEZ 2B KU+ —
R—FIIcEHELT. Y—N\DOF@EICH B KVM R— ke, TORDLSIcELAHFET,

CIMC bMBRIICEENBIBE. VE—F KVM Z2FERTEE T, CIMC DERICDWTIX. T8 @ TCIMC O
B (F7va3>v) ) #8BLTLETL,

N— Rz 7BLUREDHALG LY b7 v TBRICOVTIE. H—/N\EROI-17IVEBBLTLEEL,
BRFFaAUT—=ao AU 7k, EO TIN=FOz7IcBETBRFF1 AV €U aVICEBEEINT
WEY,

3y RT—0 A2 B—T 1A ADKE
SFP+ BV a—)lid, /REV AT —FERITIBZ Ly a v TTTSAT7VADERE ANSHICEST ZHE
PHYET, fcfeL. XY FT7—9F T SFP DEHRIZ. TBRIRAZREE COMICRITTEET,

T7TSATVADEBICHS SFP+ R—F (2f8) & 3EDA—HRy b K—rZ2RDIF. FTRDELS IRy b
D=9 5=V EERLET,

C220 M3 v 7 H—/\F&TE

3: Cisco UCS C220 M3 SFF S5 v & H—/\

Front View
KVM Port [ Clust ]

Rear View Clean [ Admin Dll‘ty
CIMC .

OB R Sl

. “w . *“a B o ' .

TITSATVADBET Bedlc. 1V 2—T7 14 ABBEICERETN. BETNATOEIBELRHIVET,

FEITTSATVAQHEME. LRIEREDBEDPHYET., CEBRHLHSIBAIE. support@threatgrid.com
FTHRAVEDECEEL,

All contents are Copyright © 2015-2018 Cisco Systems, Inc. and/or its affiliates. All rights reserved. 19
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$—INDBE

E:TUSRR BT TV aVDEBEUND SFP+ R— b (V5 AR )V TTFHEHR) TI,

C220 M3 H—/\DFFMIC DL T, TOREBEBLTLIEEL,

[ 4 : Cisco UCS C220 M3 &H DMK

1 ]
©o © 0 bo

1 Power supplies (up to two) 6 One 10/100/1000 Ethernet dedicated
management port
2 Slot 2: Low-profile PCle slot on riser: 7 Dual 1-GbE ports
(half-height, half-length, x16 connector, x8 (LAN1 and LAN2)
lane width)
3 Two SFP+ Ports. 8 USB ports
Slot 1: Admin
Slot 2: Clust
4 VGA video connector 9 Rear Identification button/LED
5 Serial port (RJ-45 connector)’ - -

F I UU=X1.0~12[220WT. T7—FEICA Y Z2—T 24 ADBEATNTLEWNESE. BT — FHRE(C
BT EDHYET, Thid. 1.3 KUBIDRIETY (SFPARELTBAV2—T A A 1.3 LUETEHT—
FEICBATNTWARELH B8, INERL) . SFPITEATh Xy F7—7 57— 1LI&. B2ITKY
FTSURIBETT,

All contents are Copyright © 2015-2018 Cisco Systems, Inc. and/or its affiliates. All rights reserved. 20
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H—I\DHRE

C220 M4 = v 7 H—/\FHTE

5 : Cisco UCS C220 MASFF 5w & H—/\

T

FEIATVIVDISAZAVE—T A RIFR—b 32Oy b 2 &5FALET,

FE I TTSATVADFEMIZ. ERERLGZEEHHYET, TEHEHNHSIHESIE. support@threatgrid.com
FTHBREVEDECEEL,
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$—INDBE

6 : Cisco UCS C220 M4 EFHD¥4IK

8800082208a° |
ISO000000BGE
OD0B000000D) !

7
Jo

PCle riser 1/slot 1

Serial port (RJ-45 connector)

PCle riser 2/slot 2

Dual 1-Gb Ethernet ports (LAN1 and LAN2)

slot

Modular LAN-on-motherboard (mLOM) card 9

VGA video port (DB-15)

Grounding-lug hole (for DC power supplies)
USB 3.0 ports (two)

"

Rear unit identification button/LED

Power supplies (up to two, redundant as 1+1)

1-Gb Ethernet dedicated management port

aAxRyLav:

1 EE, VSRS
8 ()9 )—>
8 (B)F—T41
6 cImMc
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$—INDBE

XY NT—=0 A2VBZ=T 14 ADREX

TDEY a3V TlE, Threat Grid 7 7547 2 ADREHFEN /MR EINBREICOVWTHBALEY, kL
BEBRDAVZ—T A ABRERZETNTNEBGVET, v FT—VEHICK ST, Fc&ZARE, 4—7« ’(/
=TI RAERBICESELRY, )=V AV 2—T A RAZNBOBE D ERY b T—URKREBLIEA >
A—TIARIERLLIERET R ELHBVET,

7: %Y M7= A4V 2—T 1A ADREH

DNS / NTP

- Outbound Traffic ONLY!
- Sample-Initiated Traffic
- DNS for the appliance

- NTP for the appliance

- Software Updates

- User-Initiated Support Connections

- OpenDNS, TitaniumCloud, VirusTotal, ClamAV

- NOTE: Outbound SMTP connections
are redirected to a built-in honeypot

Threat Grid
Support + Update
Servers

Threat Grid Appliance

- Threat Grid Portal

| Clean || Admin | CIMC

Clust

User Interface and API (HTTPS) v

- Sample Submissions P

- SMTP Traffic to Local Malil Server

- Recovery Mode Support Connections
- Syslog

- DNS over Clean if configured

- LDAP

SMTP Server
Integrated Appliances
(ESA, WSA,

AMP for Endpoints, efc.)

‘\

Corp
Network

» - Clustering Interface
~ - Direct Interconnect
- Requires an additional
N\ SFP+ module

- Qut-of-Band Server Management

- OpAdmin Management Traffic (HTTPS)
- SSH
- NFSv4 required for Backup and Clustering.

(Outbound. If a NFS hostname is used instead of
IP, this name will be resolved via the Dirty DNS.)
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T YARES S UERAA F

H—N\DETE

747 74—V )b—IVDIRE

FIR—F 28KV 19791 DE—T 4 AV Z—T 1A ALTHRGEDREER) —2RET H &, B
BEFOEBHHIBEEEY . T7A47 74— IVOMIFEICK Y Z L DEEHDI D ZRIREMEDH Y TT, UTDEHR

EIETSL77 3T BEBEGEERZBELTLKLEL,

EIA—TFTAAVE—TIAATO IPVALL 7 KL RZER (168.254.0.16) DERIFH R— FxiRéE LTXEL
TRTUVEEATLIED., N—I 3230 chDhAIS—ELTRHETNEESICEY ., BBRMICHYR—F
wENEEVE LK,

=T 4 A2V2—=T 14 RCKDHE

EETT EE% Jabkaw | R—F BE aAAV B
A—F4 4> |[A4v5—%v+ [ANY ANY A YO TDSDRERS
R—T 1A R (Allow) T4y EHFALEY, (ERE
GERAERET3ICE. BET
hfe R— b 7O bajbich
HrH5T. Iy 7Hh53%
YET7VEaAYEO-IL Y=
INNDT 7 ADHFRIENT
WBRENBHYET, )
B—T 4 A 2VZ—T 1A AKDEE
HEETT XS5k ZOokaw | K—+F BME XV F
ANY B=Fa1 A4 ANY ANY BE IRTOEEESREESL
B—TTAR (Deny) 9,
J)—=>2 A2V RZ—=T 114 AICKBFEE
HEETT EE%k Zaokraw | R—F BME XV
gY)—= A SMTP H—/\ TCP 25 G| TISAT VAR )=
B2—TITAR (Allow) AVBE—T A AEFERLT.

BEBRA—IV H—I\N\D
SMTP #iiZRIm L &9,
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T YARES S UERAA F

H—N\DETE

V)= A2VZ—T 1A RCKBEE (HER)

KUTFIE, RETNBY—EXDOABICEKEFLET T,

EETT X% ZJabkaw | K—F BIE AAV B

A ¥ DNS TCP/UDP | 53 G| 2. 7')—> DNS HB#ERE

B—T AR H—N\ (Allow) NTWBIHEDHLE

A AMP 754 TCP 443 Bl #, AMP for Endpoints 75

Z—TIAR | N=bHS5UF (Allow) | fR—F &5 FRAHER
TNTWVBIZEDINE,

AV B % Syslog H—/\ UbP 514 B Syslog X vt—IE LU

R—T AR (Allow) Threat Grid BHEZZET 5 &
SITEETNEY—N\\D#E
]

AR LDAP H—/\ TCP/UDP | 389 i | £E. LDAP hMBEETNhTW3

B—T AR (Allow) BEDHNAE

A LDAP H—/\ TCP 636 B E., LDAP HETNh T3

=714 (Allow) NI

J)—=>2 A2V RZ—=T 114 AICKDEE

EETT XSk ZJabkranw | K—»p BE AAV B

A—-H 47 AR TCP 22 tgsh-dialog N SSH %

vk R—T AR HFALEY,

1—H 47 sy— A TCP 80 TTSATVAD API &

vk B—T TR Threat Grid 1—% 14 &% —
JITAM4 R, Thix HTTPS
TCP/443 IV HZ1A LU ML
%9,

11— 47 AV TCP 443 TTSATVAD API &

- QUM S A—T 14 R Threat Grid 1—H% 4 > % —
TJIM4R

A-—-H 457 AR % TCP 9443 Threat Grid Ul Glovebox ~\®D

vk B—TIAR B ESA
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H—N\DETE

BIEA U Z—T I A RICLDHEE (ER)

KUTFIE, RETNBY—EXDOABICEKEFLET T,

HEET EEE Jakrai | K—F B1E XV
EHEL R — NFSv4 H—/\ TCP 2049 B &, ThreatGrid 7 7547
TIA42R (Allow) >V AB NFSva HET/Ny &
Ty TERRETELIICHKRE
TNTWVWBIBEDINE,
B AT 1A RAICLAEE
EETT EEE Zabran | R—+b BME aAXV B
BEEY IRV | EEBAVE— TCP 22 Ei| TGSH #4704\ SSH &
TJIM4R (Allow) GEHTLEY,
EEY IRV | BB VE— TCP 80 G| OpAdmin Portal 1 4% —7 T
TJIAM4R (Allow) AANDT 7L AEHT LE
9, TNk HTTPS TCP/443 |
DALY FLET,
EEY IRV b | EEBA VR — TCP 443 Gil) OpAdmin Portal 1 V2 —7 T
TIM4R (Allow) ARART I AEHFTLET,

DV AARKGEEADERENDE—T 4 A VB2 =T T4 R

EETT EfE%k Jabkaw | K=+ B1E XV b

BT A4 A{vB—%wvF |TCP 22 ] AFvToay kb H—ERE

2B—TIAR (Allow) SAEVRA Y—EREEHS
KUBR—

F—74 4> |AvZ2—*v} | TCP/UDP |53 e %= DNS %&Fa]

R—T 1A R (Allow)

B—T4 A4V 12 —%v k | UDP 123 Al (S NTP %5Fd]

2—T AR (Allow)
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H—NDBRE

EE5T EE% Zakaw | K—F B1E aAXV b

B—=F4 14> A7 =%y | TCP 19791 ) Threat Grid HR— b D

E v e V3 (Allow) A

#—74 A4 | CiscoUmbrella | TCP 443 | HY— FN—T 1 DIEHEB LU

B2—TILR (Allow) IVYYyFAVF H—ERIC
it

B=Fq4 4 VirusTotal TCP 443 B H— FNN—FT 1 DBREE LU

B—TITAR (Allow) IVUYFAY R H—ERIC
B

B=Fa4 4V TitaniumCloud TCP 443 e HY— RFNN—F s OBEB LU

B—T AR (Allow) IVVYFAV N H—ERIC
i

ERRAS L OEE

Y—NEADRBRERY b T—T AV =T 1A RAZEHE LS (BRI —JIVEERLTTS 710952 L%E
BNEWTKREEY) ( 77547V ADERZAN, EBTRETHRELE T, Y AI0EEHI—FHICRT
ThEY,
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H—I\DERE

8 : BERDY X JEM®

NIir
CISCO

Pvd4 Addr
ddress

Entering CIMC Configuration Utility...

FE ITDAVE—TIAREERTBEE. AEY FzvIDRTH%. F8 ZH|L, 8 A [CIMC DK @
FIEICRNE T,

H— BB EIBHEANERICRTTSE. AVY—ILICTGSH #1 7T R RENTET,
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H—I\DERE

9:TGSH #147R%J
(CHSNS) 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC........ : <UNAVAILABLE> ~/
Application URL ~» MAC.. : <UNAUVAILABLE> ~/
Password : hJaBSpkPRu©09tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

CONF IG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s &I

Admin URL ICFIARTTE LTREINTWS i XY M T—7 A V2 —T 24 ADEHEHEREBR TN TE ST,
ZDBRRY EETT B8 OpAdmin Portal X EEETEE A,

& : OpAdmin Portal #FIET. EFIGELDICEBENRAT—RZHNDTFA M 770IVICAE (AE—-LT
YY) LTHEET,

BEE TGSH A1 70713. VHITEBENRAT7—FERRLET., TONAT—FIE. BH7—2 70—F|ET
#bH'5 OpAdmin Portal 1 V2 —T A RIICT VAL, 41V B2 =T 24 A%ERT BT DITWBETT,
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IRy b — V¥R - TGSH 4147045

PIEAR Y T — U %R - TGSH 247707

FHAR Y b7 — VR, TGSH #4705 7T LE 9., BRIZ. OpAdmin 1 Z2—T7 14X YV—IbADT
T AEHATHEEANERETT L. BYDEBR (At A EFA—IV KA, SSLEIAE) #RTTE
B5L3CFBTETT,

DHCP 1—% ! XDF|EIL. 88 IP 7 FLAZFEALTWA I EEREELTWVWE Y, DHCP #FERL T IP #H
BLTWSIBE. SAlcDWTIX. [Threat Grid Appliance Administrator's Guide] BB LTLZELN,

1. TGSH #4705 DA >2—7 24 AT, [CONFIG_NETWORK] Z#IRLE T, [Rv FT7—UHER
(Network Configuration)] A~ Y —ILHREE T,

B 10: TGSH #4770 7% : [&v b7 —%18R (Network Configuration)] 21>V —JU
(NSNS 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DNS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Validate> < Cancel >

198.18.2.23 admin 0.4 fps | 0.002 KB/s cf
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WHAR Y b — U - TGSH #4709

2. 9=, 8—T4. BIUVEBDEAVEZ—T AR LT, Xy FT—7EBELNSRETNDRE
eV, ZEDT 4 —IVRICAALET,

3. [DHCP Enabled] % [Y] D5 [N] IEEELE T,
EHLOXFEANT BHICNY J AR—R 2B L THVXFZHIR T 2B EDH Y E T,
4. DNS#, v bT—IH0 )= Xy b T—2IT DNS &% AT 2581 TZICRFEANLET,

5. [Configure Non-Default Routes?] 7 7+ VL D [N]DEFZFICLET GEMDIV— FHRBELEWVIES) .

1M ETPOXRY FT—I8E (VV—VBLUTF—T1)

e 006 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
DNS Secondary
Interface: clean
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Validate> < Cancel >

198.18.2.23 admin 3.8 fps 13.385 KB/s '
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WHAR Y b — U - TGSH #4709

6. 4—F 1 v F7—%2®D|[DNS % (DNS Name)] #ZHDOF ZFIcLE T,

12 ETPOXRY b7 —JRE (EE)

[CHeNs) 198.18.2.23 - KVM Console

Network Configuration

Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: admin
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask 255 .255.255.0
Default Gateway
DNS Name dmin.acme.test

<Validate> < Cancel >

198.18.2.23  admin | 3.2 fps| 10.416 KB/s c¥|

7. IRTDRY FT—=UREZANLIS. 27 F—TTIcHFHL. [Validate] ZZIRL TANRBZRIEL
ij-o

EBYREEANLEGE. I5—HDRRENDBIEHHBYEY., ZTOHREIE. I5—2EBELTHS. BE
BREELE T,

BIDRTITBE, [y FT—IBEDRE (Network Configuration Confirmation)] (A LTERRT
ThEY,
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IRy b — V¥R - TGSH 4147045

13: Xy b7 - REDRR

Network Configuration !: Confirmation

DNS Servers
DNS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (Y/N)
Conf igure Non-Default Routes? (Y/N)
Address
Netmask
Default Gateway
DNS Name

<Cancel)

8. [#HMA (Apply)] ZZRL TREREZEHBLET,
LIFS<KBE/RELRLETY, TOFIRIF. TTTSHETIC 10 ZUELIDBIZELHBYVET,

AVY—IVBZEEDIL—DRY JRILEVET, o A7) —ViclE, REDEARICZ 70— VR
BHRORTINBEEDH Y. MASNBREEICOVWTOFMERI—ERTINET,
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WHAR Y b — U - TGSH #4709
14: Xy FT—VRBE RGLEEEOUR b

(NSNS 198.18.2.23 - KVM Console

finsible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_dirty state=started]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=started]
changed: [localhost]

TASK: [restart interfaces if neededl
changed: [localhost]

PLAY RECAP
localhost : 0k=10 changed=4 unreachable=0

198.18.2.23 admin 4.0 fps 12.746 KB/s '

9. [OK]%=ERLET,

[y b7 —25&%E (Network Configuration)] AV —ILHBEHIEN. AHLFEIP 7 FLABRRTREINE T,
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WHAR Y b — U - TGSH #4709

15:IP7 FL X
® 006 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC : https://100.67.2.100 / 90:e2:ba:82:2f :d4
Application URL ~» MAC.. : https://100.67.1.100 , 7c:Be:ce:67:f7:d40
Password ... : hJaBSpkPRu®09tnuabOu

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

CONF IG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support smapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s %'

TITSATVADZR Y bT—VHBRIGTET LTWET,

FELOV—2 AR —T T4 AD URL IE OpAdmin Portal DERENT T I AETHEELEH A,

BEDRDATY T !

TTS5AT VAREDROFIEE, XODEI aVICEHBAThTWSEEY . OpAdmin Portal DT7—4 70—
HERALRYDER2 AV ERTITHIETY,
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RXE Y« ¥— F : OPADMIN PORTAL

&RTET «— K I OPADMIN PORTAL

OpAdmin Portal l&. 77547 X LD Threat Grid EBEDR—2ZIVTYT, BEBAVZ—T A ATIPT7 K
LAZRELBTERATES Web - 1 V2 —T 11 A TY,

OpAdmin Portal &, 77547V AZEHRT 2HDHRY—IVTT, RIS, 7T 547 2 AERDKERS
I& OpAdmin R—ZRJV AV 2 —T T4 ALS5 LHRITT BT EHTEFEA. TOBRICIE. ROEDHEFH

3

OpAdmin Portal EEBED/NAT—F
BFA-ILH—N

DNS #—/N\

NTP H—/\

SSL iIEAE

ISRZIVY

Z DD —INEE

https://<adminlP>/ F fzlZ https://<adminHostname>/

i TNSDREDT N THYIEAD OpAdmin Portal RV« F'— KD T —0 70O0—TRTT3HIITIEHYZE
B ho SSLEEEAZER Y S AR v J5 ED—ERIE. Cisco.com D Threat Grid 7 7S5A TV ADI Z 2T Ib RX—
D B [Threat Grid Appliance Administrator's Guide] TiRBAENTW3EH Y. EESFIETHERINE T,

T — 7 70—
LEOES Y 2 Y OFIEE. BERO P 7 FLRICHYAHFHABTRELERLS T slc, 1 BOLY Y3 YT
RTTHEEHBYET,

OpAdmin Portal NDO 5 A1 >/

1. 7S JHT OpAdmin Portal 1 2 —7 A4 X ( Thttps]) {FEXDEE URL) #EELZX I, Threat Grid
OpAdmin DO A VEEHIHETET,
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REY 1 — F . OPADMIN PORTAL

16 : OpAdmin DA5 1 >

8 006 / ThreatGRID Appliance Ad: X \ ‘l
C fi (X hips://100.67.2.100/login %=
i Apps R ThreatGRID {4 Other Bookmarks
o .
3 ThreatGRID

Password Required

Authentication is required to ini your D The
can be found on the appliance console of your Appliance server.

‘This sito is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

& Support

@ ThreatGRID.com

2. TGSH #4704 h5aE— LI ENEBENAT— FEANLT. (A1 (Login)] VU v L
%9, [Change Password] R—IBRTREINET,

RDEI 2 3aVIERET,
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BIEE/I\RXT— FOEE

YEREEE/NA T — FiE. HEREID Threat Grid 1 2 X b—JVRRIZS Y ZLICEMENTE Y. TGSH 4470
JTTL—Y 7FRAMELTRRTERY, RET— 7 70— THRICEGHIC, AEEENRAT - FZ2EEY
BRENBHYET.

B 17 : OpAdmin D/XX 7 — FEE

® 0 6 7 ThreatGRID Appliance Adr X \ kx
<« C f (X https://100.67.2.100/change_password i
i Apps  “f ThreatGRID (Ll Other Bookmarks
S, S Support  ? Help
R ~Thr9¢3fCJR|D'Appllance Administration Portal @ Logout

* Configuration ~ Operations ~ Status ~ Support ~ -~ -

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning

Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It
may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

A | Old Password

A | New Password

A | Confirm New Password

1. TGSH #4705 M/NAT— F% [0Old Password] 714 —JVUFICANALET (CODINRT—FRIZETERT
3fzdblc, TFAF 77A4IVCAALTHEET) &

2. FILWOUNRT—FEZADLTHEELET,
3. [/INAT— F®MDZEE (Change Password)] #2Jv 7 LET,

INAT—FHEHINE T, [TV FI—H 51t AB#HZE (End User License Agreement)] X—Ih'&k
T"ENET,
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FIHLWANRT—FRIZTGSH 2470717+ A P TCRRETNEW S, BT ETHICAELTENTKL

£EL,

INAT— RE#ME LIRS, TThreat Grid Appliance Administrator's Guide] @ TSupport] £ 3 IC

SEEHITN TS TLost Password] DFIEICHRENET,
DI aVIERET,

IR 2A—Y SAeAENE

1. IVF 1Y SAEVABNEZHELET,

2. m®FETA/O—)VL., [IHAVE READ AND AGREE] 27 J v 7 LE T, [T14 >R (License)] X—IH

REET,

18 : [Z A4+t X (License)] R—

D' l: ThreatGRID Appliance Administration Portal

« Configuration ~ Operations ~ Status ~ Support ~

Configuration -

> o . License
> License

> NFS

2 Clustering

> Email Appliance ID

2 Notifications
> Date and Time FCH1832V32N

> Syslog v
Other License

> Review and Install ] ;
2 No license has been installed.

> Start Installation

Upload New License

Choose File | No file chosen

0

Retrieve License From Server

g
[
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BT —7 70—\, ZLEREL X =N T BEICR Yy FPT—2FERET BT LB LET, &
NEDWTIE. RDEI7 V3> TRy FT—VBROFRE] THALTLET,

xy N =T BODERTE

TGSH Z#A7AYJTARAEZT a4 v Y v b T—UREEITo1HBE. [Network Configuration] X—JIcRRE N
BIPT7FRLRIE. PTZAT7ADRy FT—VRERIC TGSH Z4 7 A7 ICAN LT EERBRLE T,

v T —2 &RV E DHCP
RYIDEHIC DHCP #EARAL. 7V —VHXUE—TA4 PRy FI—0%BBMNIP 7 FLRAICEET HZHELDH

2358, [Threat Grid Appliance Administrator's Guidel |CE2EET N TUL 3 [Networking > Using DHCP, +
72 aVOFIEICRVNET,

RDEI Y AaVITEHRET,

A ADA VAN
2y b= %R LTS5, Threat Grid SA YV ABEAS VA M—IVT BT ENTEETT, W1.44 &VEFHL

N=T3 VTR FAEVADRIFTANSNE LS LY R—F E— FEMBRTHLEHHVET, SFHEICDONT
3. YR—F E—FORE : N\—P 32V 144 SYFIDS ALV ADEEEZBRBLTIEEY)
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Threat Grid 7 7547 V ARES KCERAT F

|/EY 4« Y — K : OPADMIN PORTAL
E19: 4 VA F=IVEIDZAEVAR—=D

Appliance ID

FCH1832V32N

License

No license has been installed.

Upload New License

Choose File |No file chosen

iy

Retrieve License From Server

Retrieve

1. EDHSLT, [License]ZV U vy LET., ERRTRIKSIC[ZT1E X (License)] N—IUDBEE
3-0 5’]"[’."/175"(‘/1 b_)b_shfb\iﬁ/\lo

2. [R>S/t AD7 v 70— K (Uploadl New License)] D FD [7 7 1 JL%3ER (Choose File)] &%
Yy L, 7741V Ix—I v D551/ AEERLET,

H=N\HOS5S5/e AEWE - Tl 2.3 VU —&E#EEIGEIN LT, [BS (Retrieve)] ZFIRL X
G TTZAT VABEAVAP=IVTBREEICRY N T—0 TR ADEENDIHZEIEF. TOF T3
VEBRIRTZESAEVABRY FT—VRBATEINET,

3. ZRINFESAE R INNRAT—F% [JINAT7 L —X (Passphrase)] 714 —IVFICAALZET,

4. [Upload] ZV Vv I LTA VA M—ILLET, R—IHEHEIN., SV RABRERIETELT,
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20: M VAM—IVEERTRDS A AR

Appliance ID
FCH1832V32N
License
Licensee No Name Provided
provision@threatgrid.com
Business 2f518e6d-dd45-4397-9533-3c6d38239¢32
Validity Fri, 22 Sep 2017 14:47:46 +0000 - Mon, 21 Sep 2020 14:47:46 +0000
Product SKU

Daily Submissions 1500

Upload New License

Choose File I No file chosen

@ Passphrase

Upload

Retrieve License From Server

Retrieve
=
[RN (Next)] 20 Uy 7 LTHEITLET, [BEFA—IV Email)] X—IHBEET,

RDEID 3 VITERET,
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NFS DHE
7= 70—DXDF|EIZ. NFS ZRETBIETT, TDEAITI. Wy o7 vTETISRRZ DV THRE

TY. GHAICDOWTIE, /Ny 77 v TEIC T Threat Grid Appliance Guidel %< 3 @ TNFS Requirements|
EBEBELTLREEY, )

E 21 : NFS DEE

S . & Support  ? Help
1 ThreatGRID appiiance Administration Portal

@ Logout
#  Configuration ~ Operations ~ Status ~ Support ~ =

Configuration
> Network v N FS
> License v
> NFS
2 Clustering
> Email
> Notifications NFS Configuration
2 Date and Time
2 Sysiog v Host Q
Other -
2 Review and Install Path

Opts =

» Start Installation
Status ¢ Disabled N
FiThrestURID

1. EDHT. [NFS]ZV Vv LET, [NFSIXN—IHRHEEZXT,

2. ROELSIR—IERELET,
ARRA L (Host) : NFSva KRR b H—/\, IP7 FLRAZFERTZLa2H8HLET,
IR T77LIVERET B NFS KRR b H—/\EICH BHExT/NR
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73y TOH—INT NFSvA [T T B18Z Linux DT 7 4 ) MEEZEE T I3HENHBIESICE
BAENB NSOV AT a,

ATF—Z A FAYTEZIUH5 [4 =TIV (Enabled)] (REPDF—) ZFIRLET,

3. [RN(Next)] 20V v I LET, R—IDFSHESL/INRT—F +—ID ZFEALTEHTESR LS
BmYELL.

TONR—IVERPICERET B L EIC. BEEF—EHREE AV O0—-FT5F 72 3 VhKRREN
F9I.NFS HEMCE > TV BHBF—HBERETNEWVEEIE.[7 Y 70— F (Upload)] #ERTEX Y.
F—%{ERT B &, [77v 7O— F (Upload)] b [ >0O— F (Download)] RZ VIcEbLYET, (F—
HHIBRT B L. [47>0O—F (Download)] RZ HEU [7v 7O— K (Upload)] 1YW ET, )

FEIF—DBNYIT Y TEERT BIeSHIFERINfcF—LIEREIC—RT 3188, 7y 70— FHHRE
TNENADT 4 LT b)E—F LT, KeyID H OpAdmin [CRTRETNET, TTICEHEALT=LS
lc. BS{bFx—%#FERETICNNYIT7 v TEERTTBTEETETF A,

RETOLRITIE NFS A M7 HLUBBbET 22U b33 7O0€XE NS A 7DV T
YDST TSATADOO—HIV T—2RA M7 EPHET A 7O ABPESENET,

4, [RN (Next)] VU v LET, [EBFA—IV (Email)] R—IDRHEET,

RDET 2 AVIEHRFT,

BFA—JU RA MDFKTE
T—70—DRDFEIE. EFFA—IV KA M ERET R ETT,
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22: BFA—IV KA FDRE

.‘l'\-Th reatGRID appiiance Administration Portal

# Configuration ~ Operations ~ Status ~ Support ~
Configuration -
> Network v E m a l I
> License v
> NFS v
2 Clustering
2 Email SMTP Configuration
> Notifications
2 Date and Time Delivery Mode © HELP
> Syslog v
Other Upstream Host © HELP

> Review and Install

SSL © HELP
> Start Installation

Upstream Authentication @ HeLP

From Address © HELP

Upstream Relay

@ smtp.acme.test

& Detect from Port

8 No Authentication

1. EDASLT, [EmaillZ7 )y 7 LEY, [Email]l N\—IHBEET,

2. [Upstream Host] (BEFXA—IV KA ) DAFIEANILET,

3. R—t+%E587H525ICEELET,

4. HMORERTIAIVIDEFICLTHEEZT,

5. [Next] &2 wvo LEd, @ (Notifications)] N—IUHHEEZXT,

RDEI 2 aVIERET,
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H— ) VEBHIDEE
77— 70—0ORDF|EIF. 1 DUEDEFA—IV 7 FLRICERRMICEBMERIRE B A RET ST ETY, &

AT LOEHIE Threat Grid £ V2 —T7 T4 RACRTRENETH., TOXR—I Tl EFA—IVTEETNSEM
HLEETEET,

L=

Syslog &XE

FH v1.3 ITlE. Syslog H—/\H' Syslog * v £—I B KU Thread Grid @ EZET B ODIERET HIN—Y
DEENTWVET, FHAICDOWTIL. TThreat Grid Appliance Admin Guidey Z&BLTL &L,

23 EHIDRE

Y . S Support  ? Help
T ThrestURID Appliance Administration Portal @ Logout

# Configuration ~ Operations ~ Status ~ Support ~ -~

Configuration
> Network

> License

> NFS v

2 Clustering

> Email v

% Notifications Notification Recipients © HELP & admin@acme.test
> Date and Time

> Syslog

<<

Notifications

Critical Notification Frequency © HELP ©® Every 5 Minutes

«

Other
2 Review and Install Notification Frequency oHELP O Every 5 Minutes

«

i ThreotURID
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1. B¥IC. FOv 74 o> 1JX k5 [Critical Notification Frequency] & [Notification Frequency] #5%7E L
%9,

2. R|Z. [Notification Recipients] T. AV TCRYI>fc 1 DULDEFA—IV 7 FLAZAALET,

3. [N (Next)]ZoUw o LET, [BfFEE% (Date and Time)] X—IUDHEF T,

RDET Y A VITEHRET,

NTP & —/\DHE
T T Tlk. NTP ( TNetwork Time Protocol] ) H—/N\&EHBLE T,
1. [NTP Server] |2 IP £7cl& NTP %HZANLET,
BHOD NTP H—/1\BHBHEIE. AR—REEHVITEYIET,
2. [Current System Time] & [Synchronize with Browser] (&R L %9,
3. [Next]Z=oUwoLEY,

[LE2—B&KUAM VX F—)b (Review and Install)] R—IHE. SREFIEBIARTOBEICF T v IRV IR
ARTRINZET,

RDEI Y A VITEHRET,

BREREDHESRE KOA VA M—Ib
2y b=V DEBREEANLIEDT, ThSERDFIETA VA M—IVTZRBEHBVET,
1. [Review and Install] X—3/C, [Start Installation] #7 J v 7 L% T,

BRAVVT DA VA M=IVENRDKSIE 7 TSZAT7 2V ADAL A b—JVARATY ... (The appliance
is installing...)] &WS XvtE—IHhRRENZET,

FILRSCFHRLET, COFIEERTITSET. 10 7UELIHVET, EBEEDBERICH LT, BREBFRD
KRINET,
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B24: 77547V RARBL VX =L

e 006 J/ ThreatGRID Appliance Aci X & ®

€« C A (X hitps://100.67.2.100/setup/details =
i Apps ) ThreatGRID (L] Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running HTML" translation]

Please walit for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 3 Finished © Duration

Runni Tue Dec 16 2014 03:39:30 GMT-0700 (MST) © Please wait... © Please walit...
0 day, 7 hours, 1 minute, 56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

Ml
3

:: [O0string{[dstring{"Error", "opening", “"terminal:", "unknown."}}

2. AVAM—IVAEERT T S E. [REE (State)] &7 L&D [£17H (Running)] H*SFED [FKIh
(Successful)] X vE—JIcELL., EERTHERLET, [Reboot] RZ ViEGEEBICELL, REHADE

TENET,
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25 ERBRTLETTSATVRAAVA M=

L]
8 006 J ThreatGRID Appliance A x | ®

€« C A (X https://100.67.2.100/setup/details =

" Apps @ ThreatGRID (.. Other Bookmarks

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 4 Finished © Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, O hour, 1 minute, 14 seconds
0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.
=3
(= our [ETS

TASK: [file path=/etc/issue.d/10-error state=absent]
ok: [localhost]

TASK: [rebuild /etc/issue]
changed: [localhost]

TASK: [flag install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] *****sessssssssssssriss

3. AVAM—IVAEFEIHKET L. [V T —F (Reboot)] Vv o LET., [The appliance is rebooting
EWVWS Ay E—IDRRENET,

1) 7— MEIZHEKT 5 HEELIDZHBEDHV LT,

TITSAT7VADY) T— bRIZEEZMZHEWVTLEEL,
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26: 7 TSAT7 VARGV T — R

® 06 J ThreatGRID Appliance Aci x ®
€  C fi (xhtps//100.67.2.100/reboot Sl=
it Apps @ ThreatGRID [ Other Bookmarks

The appliance is rebooting...

Waiting for the server to respond.

Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.

TISATVADERICY T— b LIIFGE, 7TSATVADREENTVA I LERTRDA v £—IH&RR
ThET,

B 27: 77547 RIHEHFH

© OO0 " ThreatGriD Appliance Acr x | .
€« C fi (X https://100.67.2.100 Sl=
i Apps @ ThreatGRID B Ocher Bookmarks

&3 Support  ? Help

% o
1 ThreatGRID appliance Administration Portal @ Logout
£ Configuration ~ Operations ~ Status ~ Support ~ -~ -
Home

Your ThreatGRID appliance is configured.
For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

& Support

T ThreotGRID

INTT7TSAT7VARRREETN, MEREDSTT LE L.
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THREAT GRID 7 7547 V ADEHFHDA VA b—Ib

THREAT GRID 77 754 77> ADEFHDA > A b—)b

RO Threat Grid 7 754 7 2 ADHRERIE, HeiTa1lc. FARREGERES VA M—IVT BT LEHESHL
E3ENS

Threat Grid 77 754 7 > ADEHlE. [OpAdmin Portal] ZERA L TEITINET,

[Operations] * = 21— [Update Appliance] Z#RLE T, BFRN—IBRE. 7SS4 7V ADREDE IV
FHORTENZET,

[Check/Download Updates] #2 Jwv 2 LE¥d, V7 boz7Ilc&Y., Threat Grid 7 7SAT7 VA VI,V T
T ORHOEH/IIN—T a VHEVWHHESR TN, R BEICEZhHE T O0—FEnEd, chlcid?d L
EED DD BEEDH Y T,

BHOAYAO—FHRT LTc5. [RunUpdate] #07Jv o LTA VA R—ILLET,

FHOA VA P—IVDOEMICDOWTIE. TThreat Grid Appliance Administrator's Guide] ZZBBLTLEEL,

TToATVADE IV FES

TT5A4T7 2 ADEIL FESIZ., OpAdmin D [iEH (Operations)] > [77 751 7 > ADEFH (Update
Appliance)] 2% % [E#T (Updates)] R—I TEBTEZET,

E28: 77547 VADEIL FES
T Thre ST G RID appliance Administration Portal

w Configuration ~ Operations ~ Status ~ Support ~

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.20150203155142.b06f7b4f

< Check/Download Updates -

This appliance has never been updated.
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THREAT GRID 7 7S5 A7 V ADEFHDA VA ~—)Ib

E)LRES//N—2 3 )b o7y T TF—T)b

TTZAT7 2 ADEIL FESIX. EEBD K S, [EH (Updates)] X— (OpAdmin D [EH (Operations)] > [77
TS T ADEH (Update Appliance)]) TBRBTEZXY, 7SS4 7V ADEIV FESIE. RDN—I 3y

ESITHGLET,
EIVREE yiy—=x )y)—ZXH pe
N—=I3>
2017.12.20180601200650.60c052b0.rel 2.4.3.3 2018 E 6 A8 | #5220t E
1H {€1E. T\ ES/PG #%
TOYR—bET
W—=>9
2017.12.20180519011227.ed8a11e9.rel 2.4.3.2 2018 & 5 8 CVE-2018-1000085
19 H @ ClamAV ZE#H/\
JIEIE
2017.12.20180501005218.4e3746f4.rel 2.4.3.1 201858 | PG RF—< CHFHE
1H SRE¥0D DDL TS —1%
HERE
2017.12.20180427231427.e616a2f2.rel 2.4.3 20184F 4 H Remote Virtual Exit
27 B Localization, X2~
Frorvbsoo5 R
ZNDEEBIT
2017.12.20180302174440.097¢2883.rel 2.4.2 2018 F 38 | #524yvs
2B
2017.12.20180219033153.bb5e549b.rel 2.4.1 2018 4% 28 | OpAdmen TDY S
19 B A2 GDYR—
o R=2)LVYT L
J1T7% 3.4.59 |C
B
2017.12.20180130110951.rel 2.4.0.1 2018F 18 | tF1UF«THT
30 H a4%> L% ClamAV

ICDHEEH
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THREAT GRID 7 7S5 A7 V ADEFHDA VA ~—)Ib

EIWFEE yy—x Jyy—ZXH pe 1
N—=I3>
2017.12.20171214191003.4b7fea16.rel 2.4 2017 F 12 B 2S5 ARV 4 EFT,
14 H jp/kr contsubs,
KR—2)V%E 3.4.57 IT
B,
2016.05.201711300223355.1c7bd023.rel 2.3.3 2017 %11 B 247w T L—FK®D
30H BHgA R
2016.05.20171007215506.0700e1db.rel 2.3.2 2017 £ 10 B ElasticSearch < ¥ —
78 R Ao bDEY,
2016.05.20170828200941.e5eab0ab.rel 2.3.1 2017 &£ 8 B INT{BIE
28 H
2016.05.20170810212922.28¢c79852.rel 2.3 2017 8 B SAEIADEIY
118 O— Fx=B8&t, K—
2IVDY T+ oTT
% 3.4.47 |CEH.
2016.05.20170710175041.77c0b12f.rel 2.2.4 2017 %7 A8 DY Yy—RTlE.
10 H INY Ty TR
ICDWTERALE Y,
2016.05.20170519231807.db2f167e.rel 2.2.3 2017458 |zog/4F—1yy—
20 H AlclE. Windows XP
HLTRITTBHL
WIIGHERDO A >~
A b—ILDMERTE
ia—o
2016.05.20170508195308.b8dc88ed.rel 2.2.2 2017 %5 AH v FO—91EmE
8 H SUARL—FTa0 >

J VAT LDaY
K=Y 93
TEDIA(FT— Y
1) =X TEEDHEE
Y R—FLET,
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THREAT GRID 775 ADEHODA VA M—=Ib

EIWFEE yiy—2x Jyyy—2xH pe 1
N—=I3>
2016.05.20170323020633.f82e66fe.rel 2.2.1 2017 &£ 38 | SSLv3 DEML. U
24 H YV — ADEBIEIE
2016.05.20170308211223.c92516¢ee.rel 2.2mfg 2017 £ 38 SERBOHDEE, H
8 H EBRNDZEIZHY
FtHh, BFH—/\E
HTOEAIZITHN
FHAh,
2016.05.20170303034712.1b205359.rel 2.2 2017 FE 3 8 AbbL—o%17. 7
3H Jb—=">% Mask Ul,
BB DEH
2016.05.20170105200233.32f70432.rel 2.1.6 2017418 OpAdmin/tgsh-dialo
7 B g D LDAP 83iEH
K=+
2016.05.20161121134140.489f130d.rel 2.1.5. 2016 £ 11 B ElasticSearch5, CSA
21 H INT =V RELE
2016.05.20160905202824.f7792890.rel 2.1.4 2016 &£ 9 B FICESERLT
5H
2016.05.20160811044721.6af0fa61.rel 2.1.3 2016 £ 8 B F 754 EHY
11H R—bkF—Ma 74
7 HiR—
2016.05.20160715165510.baed88a3.rel 2.1.2 2016 7 B
15 H
2016.05.20160706015125.b1fc50e5.rel-1 2.1.1 2016 &£ 7 B
6 H
2016.05.20160621044600.092b23fc 2.1 2016 £ 6 B
21 H
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Threat Grid 7 7547 VX
A7

ADEFHDA VA M=V

EIWFEE yiy—x )y y—2ZH pe 1
N—=I3>
2015.08.20160501161850.56631ccd 2.0.4 2016 £ 5 H 2.1 EFORAS,
1H 2.1 ICE#HTBITE.
2.04 12 TWB0
EHhHYET,
2015.08.20160315165529.599f2056 2.0.3 2016 %E 3 B AMP 4. CA &I,
15 H 43| DNS & A
2015.08.20160217173404.ec264f73 2.0.2 2016 £ 2 B
18 H
2017.12.20180302174440.097e2883.rel 2.4.2 2018 &£ 3 A DSAZRYVY
2 H
2017.12.20180219033153.bb5e549b.rel 2.4.1 20184 2 B OpAdmen TDY S
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