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YV OFEMEEIRET D XML A X —~ Dk, BLXUCSM 7 74 7 > MG, CSMNB API % 2234
HA VT T AT F RS OEEEREN KR SN T ET,

ERHIHTE SN TORWRY, Zo~=aT7 V2EZ2@ LT, CSM 7 74 7 721X CSM
[API] 75472 b~OTXTOEMIT, CSM Y — NL@ETDREST A ¥ —7 = A A&MfT
HY—RR—F 4D [CSMAPL 7 5A T v N 7alIn #8%LET, 2O RF= AL FTHA
SNTWVWDHCM 7 FAT v R, B—RNIZT 7 BATHEDIZZ—FDT AT hy I VA h—
LENTND, FRNCHAAEN TS CSMGUL 2 FA4 T b 77 r— g UEBR LRV TL
&0, RELZBET D720, 20O F%a A2 "NTRERGEIZIE, FRNCHAAEN TS CSM
GUIZ A4 T N T 7V r—rar~OR, BETH2EEDOAZ Y —r vay MBREENLTH
F9, WOKESHLTLEEVW, CSMAPLZ 747> b 70l LEOxEEEHMICER LT
9,

CSM GUI Client

Checs Sty Massgror - Conbgperation r - s Cotavichod 18
Be [0 ew Poky Mip Maage Tk Toen lmrch e

;;:u-mw; l;_wu:h IT-.':- | @D

—ESTAP
: _M Cisco Security Devices
Client Program Manager
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1.2 EiONR—T a U b OERE &

NB API 1.1 [ NBAPI 1.0 DA TT, APLOASA—T 3 0 LILICIROEEBIESNE LT,

121 2= 57A FT77&X 1—
i, ZoR—=Ta T R—FENDZFHLWRY —T9,

122 F =274 RV —ATP=7 b

ZhiE, 2OR=V g THR—FENTWAHLWRY — F 7 =7 T,

123Xy NU—I FTP=7 b

ZOFTV =7 MEI, APIN =T 7 A4 R 77 A V=L T SN BEE. <ipv4Data> DY
\Z <ipData> & L CT — X EFEEAERT LHIICERINE LT,

124 RENV—NEEREE LT-2—Y/F4r v bE2RT
API DERFID 1 2i1%, HEHHETF = > 7 D7 DIZ CSM D LRETFT— 2 2E+TH 22T, 2
T4 X2l —Tary P—ERAPLIT. BEN—NELEE L2 —F LTy MIBETAEHLIET
Lo FE LI

1.2.5 73 ZREBOEM : £ N2 F P—ERD—FH L L
TOT v FIFY
Security Manager D —#—HIZI%, 5 HFATT HIEEA L v FI8 LU Security Manager CHHLT %
Xy NT—=0 TARAZANOERINTCREE 7 = v FTHEEA VY RRHYV ET, 2FD, 22—
PILT A ADBRRE & BfF 1 5 BRIC execDeviceReadOnlyCLICmds API FEOMH L & L £97,
execDeviceReadOnlyCLICmds APl = —/L{XT /NA A AT —HANKX 735 L4EIELET, Lo

T, ZOHFIZBELNH D2 —P 1T execDeviceReadOnlyCLICmds API = —/ L& FA T HHIIIT /34 A
AT =B ADT v I BT HMENDH Y £97,

1.2.6 EXEC 2= RAPI 3 —)WV|IHWAZ L ZA LT T b
YV R—FLET,

APl DLIRDO /R —T 5 (3= 32 1.0) Tl execDeviceReadOnlyCliCmds (24 A A7 7 MED 72
WD TN ABINE RO G X MEIR M 1T S 4v, APL — EAMEILT D AfRetEni oV £97,
ZOMEEERET 5720, APLOBIED A=Y 3y (X—=Y 3 11) TE, AV Y R
execDeviceReadOnlyCliCmds N ER DA 7' v a VEMEAZREGE T T, 2047 v a v OBETIEH
API 7 7 A 7 > F 7 execDeviceReadOnlyCliCmds A Y v RFEONMH L DX A AT U M EFHETEET,
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1.27CSM TEZBEINZTRTOEFERY > —DI X+ &
X3 API BEREPLIR

FHLWAPI A= g v 1.1 TIBINEN, BEORY — A TDYV AT LADTRTOILERY v—
DY ARERLET,

128 T A R X TV xy DT XA XD SysObjectID % &
_a—

API R—T 2 2 1.0 121% CSM IZIFET DT R TOT A AD—EZ2FRTHEL D APL 30 £9°,
IHIZ, APIN—T 3 > 1.1 TlE, &I, SysObjectlD & H £,

1.29CSMEETEa 1 APIBLINCSM 72947V MMz k&
purArERBTELENRDHD

CSM 4.3 TiE. NBAPI F7/2I1ZCSM 7 7 A4 7 > b6 CSM ~D a7 A VEFIZ, 2—% 1 J o V&R
TEEa S A v —U%ERLET, LALEER S X vyb—I21%, NBAPI A L= —W
oA OXRBIGGHITS D FHEATLE,

CSM44 VY —20—#E LT, BEa I APIBLIUOCSM 7 94T v Mo kbu A v 2 XK4
HXoVEENE LT,

1210 HLW I 7 AT UF—VRY —
KOFH LT 7 AT T4 —/LARY T —FCSM44 BLRAPI N— 3 > 1.1 U CERAIEETT,

o InterfaceNAT64ManualFirewallPolicy, InterfaceNAT64ManualFirewallPolicy Id Unified
(IPv6/IPv4) FB) NAT L— L&KL ET,

o InterfaceNAT640bjectFirewallPolicy, InterfaceNAT640bjectFirewallPolicy I Unified
(IPv6/IPv4) 47 =2 h NAT b—NamRKLET,

1.3 MR FHEE

C O~ =2 T MAATIICHATCET, WliE, MBS V=T, UL =T S Ty
UETERGEE LTOET,

1.4 2

UTFE, ZORFa A PRIZERS, 22 THIE SN T Z OEEROIEAER 73 24 L 57,
AELROBRENTMRTHFER O L5E, KAEONENEBLEINLET,

. RFC-3986. Uniform Resource Identifier (URI) : Generic Syntax, Berners Lee, Fielding,
Masinter, 2005 1 H

. RFC-3579. RADIUS (Remote Authentication Dial In User Service) Support For Extensible
Authentication Protocol (EAP) : Aboba, Calhoun, 2003 4F 9 H

. RFC-2387. MIME Multipart/Related Content-type : Levinson, 1998 4% 8 A
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http://tools.ietf.org/html/rfc3986
http://tools.ietf.org/html/rfc3579
http://tools.ietf.org/html/rfc2387

. XML-binary Optimized Packaging : Gudgin, Mendelsohn, Nottingham and Ruellan,
http://www.w3.0rg/TR/xop10/, 200541 A 25 H

. Describing Media Content of Binary Data in XML : Karmarkar, Yal¢inalp,
http://www.w3.0rg/TR/xml-media-types/. 2005 4% 5 H 4 H

. RFC-2616. Hypertext Transfer Protocol -- HTTP/1.1 : Fielding, Gettys, Mogul, Frystyk,
Masinter, Leach, Berners-Lee, 1999 -6 H

o XML Path Language : http://www.w3.org/TR/xpath/, 1999 4 11 H

1.5 FHEE

WIZ, ZO=a 7 L THEAENTWAHEOKEL EXE R LET,

B B

AAA WRE, BRI, TR T 4T

API TV —var Iu I I I AV —T A A

AS FAREY—N (1] : AAA)

AUS Auto Update Server

CA BRER, raw T8 ARET —F ZfRE T % CSM @ [Configuration Archive |
EV 2= b B,

CNS Cisco Networking Service

CR AEAE U AR R Y

CSM Cisco Security Manager

DNS RAAL Y F—AH P —E R

FQDN TREM F A A 4

HPM CSM DNV AENT =<V AE=Z YT T r—a v

HTTP NANR—=FTF A MEET 7 kA

P A H—xy M7 bay

LAN a—R)N VT Xy hT—7

NAS Ay U — 7 BT — N

NB North Bound

OOB T RAT N R (CSM OANBTT A A TEBEFEITT D REHOLE)

PKI KX — AT TANT I F v

PKC NP — b

SDK Y7 b =T H%EF Y b

Ul =W A H—T xR

URI 2= X—H L Y ) — R A

XML YE~—27 7T v 5

XPath XML /S A D EEE

REST REpresentational State Transfer

*1: HiE—
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http://www.w3.org/TR/xop10/
http://www.w3.org/TR/xml-media-types/
http://tools.ietf.org/html/rfc2616
http://www.w3.org/TR/xpath/

1.6 FioiE

WOTFFANDOERZENI O~ TV THEHEINET,

o TATDIATDERIIRILTTHED £
o fi : xs:simpleType "ObjectIdentifier”
o TARTOERALIT/NLFTIHEY £,

o ] : <xs:element name="gid" type="ObjectIdentifier" minOccurs="1" maxOccurs="1"/>
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1.7 CSM A vE— 7a—DHEE

CSM 7 A4 7> bR CSM Y —REFHT L5650, TERA v —y 7o —EO—HZK 112
RLET, CSM B =T, Xy hT—7 EOT A ZAERB#TLLITHESN, 774 T T4 —
Jby IPS 7R PICx T AREEFAEY £, CSM 7 74 7 > MEBIMEHEIC, CSM P — N ZEREE S 1,
APl TR DAY v RTT 7 ®ATHZENTEET, CSM DA X —T7 = A A3IE (7
ar2)  RE (Brvarid) AN (B7Va vd) | 2a—TFT 40T 4 (BT a5
CoBEHOY—t AL LTEHZSNLTWVET,

CSM
Client CSM Server IlD::\\’/Iilcl::ess CSM Admin

Read Configuration/
Signatures

Process Configs &
Sync with Policies

LoginRequest

Authentication LoginResponse

GetServicelnfo Request

Verify the config & event

services match the version...etc GetServicelnfo Response

/—/%\/—/%

Get ASA Device GetDevicelListByType Request

List supported by CSM Server

GetDevicelListByType Response

GetDeviceConfigByGID Request

Get specific device config file GetDeviceConfigByGID Response

GetPolicyConfigByDeviceGID Request

Get specific policies that map to

a particular device GetPolicyConfigByDeviceGID Response

Event Subscription Request
A

YN
Register interest in change Event Subscription Response

config events

Policy Cgnfig Change

Device Config Change,

-

Process Config Change

Syslog event for change config
- on device X

Receive change event for
Device X, get full config that has
changed

GetDeviceConfigByGID Request

GetDeviceConfigByGID Response

N ~—MN NN N
A \
/ \

Logout Request

Client terminates

Logout Response

—MN
A
|

X 1:CSM DA E—VREODPE
REST X CSM A v —YDOmFEIFEHINET, 2FEV, CSMDA v E—VITCSM 7 T4 7 2 b

N7 7EAL7ZURLTY, CSM X v E—UHO XML A% —<f, 2O~v=a7 1VOE{Y—E R &
Jvayv, Flkrar 10 DFEEL7XSD 7 7 A VTR ENET,
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CSM APLZ., 4 oD FRV T T AV Thizco THEELEN T,

e}

HEV—ERAPL: HHORA Y v REFEBLIOAXF—v Otz Gt (71
2277 v b, pinghearbeat 72 SIZBET D) . FEMICOWTIIZ A My BBV —E
A APl OEZvarEZRLTIEIN,

REF—ERAPL: T ARET —F 25T 25 GEARYVFHH) AV vy FEX
F—~ZEte, FFMICOVWTIZZA ML [CSM a7 4 Fal—v gy —E R
API] Ot 7 v a v EHBL T IEEN,

ARV NP —ERAPL: 7 747 FR{FEOES (BlE., 77 A7 RER
ARVERE) ARV NBEAEYT T AT TATTEDLAY v RERAF—~E 5T,
FEAMZOWTIEZ A b TCSM Events Service API] D7 v a3 LTLEE
VY,

Utility Service API : = —H 3 CSMAPI A > % —7 = A A& LT, F/31 ZADKF
FEDCLI a~vy REFATTEDLAXT—< LAY vy RRGENET, FEMICOVTIX

Z A Kb [CSM Utility Service API] O& 27 > a VSR L T 7Z30,

1.8 74 & A

COMREIZ T A B ASNTWET, FFED CSM APL 7 1 &> A% CSM [Tools] = [Security Manager
Administration] = [Licensing] ~— Y CiH T2 LE R H Y £7, APl 71 & A%, CSM Professional
TT 4 arDIARCAPMFEIN TS P—NICOHEHTEET, T4 B APERETT ¢
T a rTEITENTND CSM, £7213 CSM 23iHiliE— FOSHE L. 74 ' AT CSMIZHEA TE

FHEA,

% Cisco Security Manager - Administration

----- # Autolink

----- # Configuration Archive
----- # C5-MARS

----- # Customize Desktop

----- # Debug Options

----- # Deployment

----- # Device Communication
----- # Device Groups

----- # Device OS5 Management
----- # Discovery

----- # Event Management

..... & API

----- # Health and Performance Monitoring
----- # Identity Settings

----- # IPS Updates

..... L ¥ icensing

----- # Logs

----- # Policy Management

----- # Policy Objects

..... # Rule Expiration

----- # Server Security

..... # Status

----- # Take Over User Session
----- # Ticket Management

----- # Token Management

----- # VPN Policy Defaults

----- & Workflow

=10l ]

e —
N Licensing

csM | 1Ps |

rLicense Information

Edition: CSM Professional
License Type: Permanent
License Expires: Never

Number of Licensed Devices: 50
Devices in Use: 0

Percentage device count used: 0%

API License Available: Yes
API License Expires: Never

~Install License

License File

Installed on

SecurityManager43_Pro_50_2.lic

SecurityManager43_Api_0_1.lic

15MNov 2011, 09:50:21IST

14 Nov 2011, 02:40:52IST

Install a License |
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BT A B ADRNTXTO AP ERIZT T —I0EDOHEE 2K L £7,

7 —2—FK:26

TT5—0HFHHA API 7 A B AFA R—=T N TIEH Y XA, BINRAPL T A B AZBML, 20
BEZHRITLU £,

1.9 BiRSAM:

PLTIZ. API 24 8 L QLT 5 72 D ORHESM:TF,

e API ¥ R—F&2&Ete, CSM y—R_OFEFNR—Va v A VA M= LT HLERHY £,
FEHIZ DWW TIE,  TCSM Install Guide] ZZ&H L T &V,

o P—NEALAVAI—NLTEL, METDHRI >—FT—X% APl CHRET HRHIIC, FEA
G5 3 A (ASA/IPS) % CSM (ZIEBMNT 2 MENH Y 97,

o APIIZ, RV — T—F_X—RZ a3y h&Nhlz] T—X%IRTIZFTT, DD,
MM AT I T AT A BRELRVWE, TZITAPIEN L TR RTEEE A,

e  Health and Performance Monitoring (HPM) € =—/LiX, 77 b4 7 /3 K (00B) IZ
HLTAR=T VT DUERD Y, THAAART—=ZADT v 7157 L IEF @AM
ET D LT DHENHY £7,

o APLIZIX, BEDT VT T I FiED SDK &3 £, APLIZIE REST

(Representational State Transfer) ~X—ADA L H—T = A ARHHT=2H, XML A v&—
TTE b UIHEILL CTWASIRY  APLZ A4 72 MIEDFETHEETEET,

o T RTODOAPI YV —VY AL HTTPS Z#fEH L CHOAT 7B AT&EE9, HTTP 7 7 & A%
Pl S iuEt A, RESTX—AD API 77 & A®D [root] URL I https.//<server-ip or
host>/nbi/ T9,

1.10 API BEEORE

WO 7 a— S )VEORTEIX APLERRICEA T, GEERICOWTIE, X—Ya VEHB CSM D
=Y HA R, FHRFA VA=V A FEBRLTLLEEW)

& Cisco Security Manager - Administration !E[ E
|
FI
----- e
----- # Autolink
----- # Configuration Archive API
""" & CS-MARS ¥ Enable API Service
----- # Customize Desktop
..... # Debug Options Result Set Page Size:* ISDD
----- # Deployment
D_ i o Active client sessions:* IS
----- # Device Communication

----- # Device Groups

----- Device 05 M £
# Device lanagemen Save Reset Restore Defaulks
----- # Discovery

----- # Event Management
-~ @ Health and Performance Maonitaring
----- # Identity Settings
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e Enable API Service : APl BAEA 52 RICA F—T N EIIT A B—TNICTHZ ENTE FE T,

e Result Set Page Size : Hi—DJNETKINDFERE Y hOY A XEH L £3, fHIX 100 (5
/N L 500 (740 R) L 1000 (k) TF, ZDOR%EIL GetPolicyConfigurationByName
(BZ7 a1 328) LU GetPolicyConfigurationByDeviceGID (£7 3 52329) DXV v
RICETEASNET, I BIINER—V &M D HFIEOFHEMOWTIE, 22.1.1 #2H
LTLEEN,

e Active Client Sessions : 777" SNAFEEET 7T 4 7 API 7 94T kv iay (nrA
V) ORFHEEEELET, X1 &N .5 (740 h) L 10 (BgK) T,

111 Ty T ORE

CSM H— 3 LD APL B3RO T R 7oA F—T M T 58851, API Debug Level 7 4 —/L KOfE%
DEBUG IZEXELET, (ZD7 4 —/L ROT 7 4/V MElZ ERROR T7)

ﬂ, Cisco Security Manager - Administration

Debug Options

----- # Autolink
----- # Configuration Archive

----- # C5-MARS [~ Capture Discavery/Deployment Debugging Snapshots to File
----- # Customize Desktop

Deployment Debug Level: IERROR

----- [ WCebug Options

""" # Deployment Event Manager Debug Level: IINFO
----- # Device Communication

----- # Device Groups Health and Performance Monitor Debug Level: IDEBUG
----- # Device 05 Management
_____ # Discovery Image Manager Debug Level: IERROR

""" # Event Management Firewall Services Debug Level: IERROR

----- # Health and Performance Monitoring 105 Flakform Debug Level: IERROR
----- # Identity Settings
_____ ® IPS Updates PIY: PlatForm Debug Level: |ERROR

""" # Licensing Report Manager Debug Lewvel: IERROR

(KNI K A N (K

----- # Policy Management WPMN Services Debug Level: IERROR
----- # Folicy Objects
----- # Rule Expiration API Debug Level:
----- # Server Security

----- # Status |
----- # Take Over User Session

----- # Ticket Management
----- # Token Management
----- # VPN Policy Defaults
----- * ‘Workflow

Reset | Restore Defaulks

Close | Help |
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2 HEFY—E X API

ZOHETIH, CSMAPL DT RTCOV—ERIZIEFOA Y v RELBEOAT V=7 N T /UIDONT
S L £,

21 377 T
WKDOFT V=7 b 7T AT AP TSN E T,

2113727 FID

ATV FIDIE, ATVl DT — )V TEA LRI TY, RFC4122 IZHESWTAT V=
7 NIDIZ 128 B v METT,

<xs:simpleType name="Objectldentifier">
<xs:restriction base="xs:string">
<xs:pattern value="[a-f0-9){8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9{ 12}"
> </xs:pattern>
</xs:restriction>
</xs:simpleType>

<xs:complexType name="ObjectldentifierList">
<xs:sequence>
<xs:element name="gid" type="0Objectldentifier" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

[X] 2 : ObjectIdentifier 33 & T ObjectldentifierList XML X ¥ —-=

212 R—Z2A F 7=V k

VAT LANDTRTCOAT V=7 FOIEB FABIOTRXTOLFT V= N 7T AFTZD7 TR
MO LEYS, ROBERDHY £7,

gid *+7 V=7 1D TVl MCHT B —FHe AT 27 NID AT
VUl "NDTATHEALFIFEREINETA,

lastUpdateTime TimeStamp VERRET-IZEFH SN ATV 27 NOFEFHFEZRL
F7,

name pras ] FTV I NDET T a DEIRSY,

parentGID R AVES/B ) FT 2T NOBA AR AT AT a v
OBAT7T Y =7 b ID,

updatedByUser CFH FTT 2 VEEH Lca—FDa—¥4,

lastCommitTime dateTime FT V=7 S ORI E R
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ticketId Pl F T2 "REFEINT—RELTCTF Y FOF
v N D,
ZIUE. Ty MAERNBA 2 —T Mo TV
Bl TEEEA,

activityName pasl FTV 2 "REHENT - BRBELTCT I T4 ET 4
DT 7T 4T 44, ZiE., CSM 2% WorkFlow & —
FoOLEITEA SN ET,

3 2 : BaseObject 7 7 X Bk

<xs:complexType name="BaseObject" >
<xs:sequence>
<xs:element name="gid" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="name" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="lastUpdateTime" type="xs:dateTime" minOccurs="1" maxOccurs="1"/>
<xs:element name="parentGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="updatedByUser" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="lastCommitTime" type="xs:dateTime" minOccurs="0" maxOccurs="1"/>
<xs:element name="ticketld" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="activityName" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

X 3 : BaseObject XML R ¥ —~

2.1.3 Device
TFTNRAARAFTT V2 MIVAT LANOE DTN, ZAERTEOIHEHENET, BT
MIT AT LOEEZ DT NA AL LTETULENE T, TNA R AT V=7 MIE (admin/system
context) BLOBPEEDFa T F X NUOBERZRLELET,

Device 7 7 A%, T TD @M% BT BaseObject 7> A7k L £ 7,

C eyl

osType e Fz ) A | {I0S. FWSM, ASA, PIX. IPS} InHDF
INAROSHAT,

osVersion il FNA A TEITFENTNDE0SDY T Fy =T /R—

Var, N=VarXFEIE, PIX T v T p— A
TiX6.1, 62725, 10S 7F v b7 +#— AL TlE 12.1,
1228 72 EMEZLNE T,

imagename pe| 0S A A—T 4,

mgmtInterface Interface TR ADERA R —T =2 A A~DEE, CSM OF
NA ZADEIUE SNDA V2 —T = A A%, BH
A B =T AL L THERAEINET,
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InterfaceList

A HF—=T AR
D—rr A

FTNRAZANDA VB —T =24 ADY A K, (FN7X
DEPA > 8 — T 2 A AL DA 5 —T =g DY
X NEEHERFET)

fullConfig

peZll

TN ADTERIRRELBLEE, 7351 ZADEER
A% EIL. show running config CLI =1~ > K ASCII Hi /)
TRINET, ZHUL, getDeviceConfigByGid £ 721X
getDeviceConfigByName APl 137 /S A A DFERILFHIE &
BT 258ICOAERRINET, TOMOEEIL,
ZOBEZROMEITHRESNET A,

virtualContextList

TNAADY A K

TNRARIBTANEa L THFA N T =7 b)Y
A B,

configState

ConfigurationSTate

TR ZADFEREL LRIy hEN TV RWERT
DOFHE, { committed, deployed } 75 Huf5 L 7= 1if,

sysObjectID

peZll

FTNRAADV AT A ZA TV =7 1D,

RI:TNNAR I TRADORME

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

<xs:complexType name="Device">

<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence>

<xs:element name="osType" type="OSType" minOccurs="1" maxOccurs="1"/>
<xs:element name="osVersion" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="imageName" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="sysObjectID" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="fullConfig" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="mgmtInterface" type="Interface" minOccurs="0"

<xs:element name="interfaceList" type="InterfaceList" minOccurs="0"

<xs:element name="virtualContextList" type="Device" minOccurs="0"

maxOccurs="unbounded"/>

<xs:element name="configState" type="ConfigurationState" minOccurs="0"

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

X 4: 554 2 XML RA¥—=
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2.1.3.1 Interface

Interface 7 7 AI Ry NU—20 TNAADR Yy NT—T A X —T oA A% EHRLET,
InterfaceList 7 7 AlFA v X —T 2 Af A A LV AF L ADY— L ABTERLET,

B BAF Ak ‘

type XFE | Ry NI A BT 2= ADHEA T, LTI E— &R T
WAHA L BE—T oA A ZATDOIETT (Null, Management,
Analysis-module, Async, ATM, BRI, BVI, Content-engine,
Dialer, DotllRadio, Ethernet, FastEthernet, GigabitEthernet,
TenGigabitEthernet, HundredGigabitEthernet, FDDI, Group-
Async, HSSI, IDS-Sensor, Loopback, Multilink, Port-channel,
POS, PRI, Serial, Switch, Tokenring, Tunnel, VG-anylan,
Virtual-Template, Virtual-TokenRing, VLAN, Redundant) .

identifier XFH | Ry NT—T A H—T = A ZADOFBNT, BEIDNT A ADIE
BOA B =T 2 ATRESNTVWDEE, A F—T A
A IDMEAAETE LT S, £nSMNIA v Z—T = A X
KA TR — NAB v 8 identifier & L CERRINET, 72 &
Z1% GigabitEthernet 1 > % — 7 = A Al outside & L TR & S
TWABTZD, APLITEBI T % outside & LT, GigabitEthernet %
A TELTRLET,

ipInterface.domainName peil A7 aDDNS KA A 4,

ipInterface.ipAddress pezill A B —T oA ZAIHEEENTWVWAIPT RL A (A7 %5
) , wAZIE, IPS T A ATIIRGESNERE A,

ipInterface.isNatAddress =il BWHIP T RLADRNNATed 7 KL ADEHEIE True, (2D
L—ARNADEZITAPI A=V g v 1] TIHMEATE £4
)

ipInterface.reallpAddress | L5241 BTHEIP 7 RL A NATed 7 KL A TH B354, reallpAddress
TEHA 4 —T =4 AD NATed DIEIP 7 KL ATT, (Z
DT L —ARNVFDEHITAPI N—V 3 v 11 TEHHTE &
HFA)

macInterface.macAddress | 4] HEE) A1 F—T7 x4 ADMACT RL A, ASA/PIX T34
AD MAC 7 RUANBEMCRFESNET, tMOT /A ZADH
A FIZHONWTIE, CSMIZTMAC 7 RLAZ R LEH A, £
72. CSM T MAC 7 RV ADFEMOEX AL EZEFH L EH A,
CSM (F=— W BHIRIIZEE T 5 MAC 7 KL AD L% FES
HDT, WEIZZDOT =X DOIhEHREFEFLET,

4. A VB —TzA R I FRAEM
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<xs:complexType name="InterfaceList">
<xs:sequence>
<xs:element name="interface" type="Interface" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="Interface">
<xs:sequence>
<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="identifier" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipInterface" type="IPInterfaceAttrs" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="maclnterface" type="MACInterfaceAttrs" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="MACInterfaceAttrs">
<xs:sequence>
<xs:element name="macAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="IPInterfaceAttrs">
<xs:sequence>
<xs:element name="domainName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="ipAddress" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="isNatAddress" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="reallpAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

K5: 7 —7xAAXML XAF%—~<

2132 77 A4 7 U 3 —/L ik

J& B AT =0 SN

fwOsMode Int FWSM/ASA 7? Transparent (1) E— K T3{7H 2>, Routed
(2) E—FTETHPEZRLET,

fwOsMultiplicity Int FWSM/ASA 23 —D (1) =T F X M TETHN, v LF
(2) a2 THRARNTIATHENZIRLET,

contextName pel AT XANOLETIERLET, BAEDOT A AN T F
A2 M EERTHA.

isComposite 7= TN AN G E D ThynarLET, FWSM 25
Te Catalyst 6500 72 E D7 L — R3S L ~—7 ShE 1,

7% 5 : FirewallCapabilities 7 7 X @ %

2.1.4 DeviceGroup

TNARATN—T FTVx2 ) NNV ATATT NN, AD2 LT T 2#RTTEOIEHINET, T
AR ITN—=TF e EOT AL ZABIOE el EOFT A R T N—T %GR ET,

DeviceGroup 7 7 AL, T X TODEM % Te BaseObject 2> kK L &£ 7,
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B3R LB

BIFE XA pe T N—T % 7 g RG2S
B . SN R Device TDOTNRA AT NL—THNOYXall EOTF A A
2 deviceGroup DeviceGroup ZDTNRA AT NV—=THNOEa L, EOTFT AR T—TF

3 6 : DeviceGroup 7 7 R @it

<xs:complexType name="DeviceGroup">
<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence>
<xs:element name="path" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="device" type="Device" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="deviceGroup" type="DeviceGroup" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceGroupPath">
<xs:sequence>
<xs:element name="pathltem" type="xs:string" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>

X 6 : DeviceGroup 33 & UF DeviceGroupPath XML & ¥ ——

21543 —F1ID
Portldentifier 7 7 A 3% v hU—2 T ZOWBE T IIAEFR— P ID ZERLZ LT,

J& e AT = VAN

slotNum unsignedInt EFEV2T Uy —YOBRAITAe Yy FOERT, FEET 2T
Ty —v T, ZORMEEFETT,

moduleNum unsignedInt Z2ay NNOYVTEY 2 — LDOBEAITE 2—LD ID, FE

FVa2T Yy —TlE. ZoEMITZE T,

portnum unsignedInt = &=

3% 7 : Portldentifier 7 7 A B
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<xs:complexType name="Portldentifier">
<xs:sequence>
<!-- for non-modular chassis or chassis with a continuous port numbering scheme slot/module
are not included -->
<xs:element name="slotNum" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="moduleNum" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="portNum" type="xs:unsignedint" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexTvpe>

X 7 : PortIdentifier XML A % —<

2.1.6 BaseError
TARTCOERT T —DIH Y T A1 BaseError 7 7 A TERINE T, ROBMUENRDH Y F9-,

Code Unsigned Long | R CHAE LT —D X A T 2@+ 2EH O T —
:[ — ]\‘\O
Description SCFH FHAE LT —0H,

% 8 : BaseError 7 7 A gk

<xs:complexType name="BaseError">
<xs:sequence>
<xs:element name="code" type="xs:unsignedLong" maxOccurs="1"></xs:element>
<xs:element name="description" type="xs:string" maxOccurs="1"></xs:element>
</xs:sequence>
</xs:complexType>

[X] 8 : BaseError XML R ¥ —~=
RO—™ 7 — 2= FPBHEER SN TOET,

a— K A
0 Reserved
1 —fRE) I T —
2 U Y — AR
3 ATV =7 MERO R
4 PREICRIRLE L. s By v a U RO A
5 POREICRIR U & L7« By E 7 IR ot v g &
6 P IEAE O PR
13 XML ERODOARA m— RIZTF =2 EEERERA
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15 XML BRNEN TS, (ZDxF—/d, XML ZERPLNH XML R F—~(Z
VEMLL TR0, XML Tt 72138 T, Sl s X 7 A2
DT Z =TI, DT 7T, 77V or—>a 2 PEEON ST
BHRA Y  NEAFHT TE BLBE FFEDIEL 7= 2 PIZERE X
F9)

17 protVersion (347> 5 T, AR — F ST RWASA—=Ta U EIBET D
L ZOZT=PIRENET, FAR—FESNTWEINN—=Va i, 20V
J—ATIX1.0TT,

21 N —Z —
25 API YV —Y R IT 4 =7V TF
26 APl IA4 B 23R ENERA

®£9:VATAL T —a—F

BIAY Y FOBEOZT— a—RNZ, xS arTEREINTWVWET, T _XTOREFT
Vxl MIEARTT— F TV S NLOPEETT, =7 —OWNEIXCSM API 3 A Y v K& FE(T9
HLEEFICZT—NRAELTESEAICHRESNE T,

WENTT T — A v— V1L 2 O RING S A 7T,

. —RIVATAEEDTT— . FRROXTERINTWET, Znb0o=T—X@E, 77V
r—va rCRALEEEARER= T —BNRKTT, 2607 —[FEREFITTH/MELE LTH
HTHZENHY ET,

2. AV FREEDOZT— MBENDLZA Yy KIZEBEAOT 7Y r—3 gy =25 —T7,

VAT LBEROT T —FME—DISEE L TEART T —ONAZIRLET,

<?xml version="1.0" encoding="UTF-8"?>
<ns1:baseError xmins:ns1="csm">
<code>1</code>
<description>General Failure</description>
</ns1:baseError>

AV FRAEDOET = IEEA TV =7 FPADERT T —ORNE2fF5LES, LIFE, nraqr
FRE FATT DBRCRAEST D=7 —DfFITT,

<?xml version="1.0" encoding="UTF-8"?>
<ns1:loginResponse xmIns:ns1="csm">
<protVersion>1.0</protVersion>
<error>
<code>7</code>
<description> Authentication Failure: Invalid username and/or password specified.</description>
</error>
<serviceVersion>1.0</serviceVersion>
<sessionTimeoutInMins>15</sessionTimeoutInMins>
</ns1:loginResponse>
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22 AV R
2.2.1 HLBOER L IRE

ZD APL DT RTDOAY » Rid, AV y REREIGEDSIEE LT, XML A7 =7 ha LD ET,
FERO—FELTEEIND (FIEETma—END) XMLA T Y27 M, ROBEEEZ STk
TFAMBERENE T,

protVersion double PEAR S AU E O R ISE B T 1 b 3D —Y 3 v
HRELET,

reqld pe]] P RSPEHHE ST HINETE2a—F5HRTT T4 T K
WCEoTHESN—FEN R b—27 U EFREL LT,

startIndex Unsigned Long | [R—U % fHF 6727 T4 T b BRIZE > THRES

Ni=A 7y arOfithA T v 7 A, Tt BEITO
TR KT RREME RN H D T A T T —L L—LD X
ARV —IZ@EHEINEST, 794 T7 > MI, T—FD
WDOR—=TVERTET B2, BIOISEDKRTA T v
A & [A] U startindex i ET DLENH Y F7°,

endIndex Unsigned Long | [—¥#DF — & | 2RI o851 [H—) TiEE
LA 7T varO&TAVT v A,

totalCount Unsigned Long | T— ] S04 T a v ORET, ZOKR) —TD
AEHMTHERLET,

Error BaseError Y= NZEORPVEE SN DRHTRAET D ARt H 5 =

77—l LET,

%% 10 : BaseReqResp 7 7 A Bk

<xs:complexType name="BaseReqResp" >
<xs:sequence>
<xs:element name="protVersion" type="xs:double" minOccurs="0" maxOccurs="1"/>
<xs:element name="reqld" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="startIndex" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="endIndex" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="totalCount" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="error" type="BaseError" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

X] 9 : BaseReqResp XML R ¥ —~
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2.2.1.1 N—UAHF

P—ER a =D~ (T 7EANVL—LDOYANDT = yF) L, KT —% &> N2 KT AHE
MRHYET, ZOXIBRKBULR T = v FRYP—_"BIRI T4 T hDONRT 3 —~ U AZET D
MEZ S X oT 22T, ZNODFRERIC [N—V 21T %) Lol LET, =TI,
GetPolicyConfigByName # ~ v R &N GetPolicyConfigByDeviceGID A~ RIZFIZHHA S ET,
N=UfF AT =3, ROLEBVIZEMEL ET,

) 727472 "B EETDHERNDOERT, /X7 A—4% startindex, endIndex DWT 4L H
BEINEFHA, THUTHLWVWERTHLZ 2T — TR LTWVET,
2) Y= I ZOERIZR—VEMMTILERSDZ L E2HRITLE EREY b
BHENRR—=TH A XL KRENWTD) | XA=IfHF SR E2R L, kO 2 HOEE
ERELET,
a. endIndex : HIEDHEE Y » M D endlndex ISFREINE T, =& X HyIOHE
KT 1000 TR END %G, endlndex 1% 1000 (2720 F9,
b. totalCount : 7 =V —HEDORE N EENE T, 72 & XA FHERD 10,000 17127
AL, FEFED totalCount X 10,000 IZFRE I NFE T,
3) %D ERTIX, 7 T4 7> hidBaseReqResp 47~ = 7 kO startindex % 7% 7E L.
R ) —EREFERETIVNERDYET, TG/, 7747 FERD
startindex 135218 L 72 % DJSE @ endindex &R U T9,
4) BRAICETT7 =y FT57 2N ERWEEIE, ¥ —/3F endIndex 35 L}
totalCount 7 — ¥ R E L ¥ A,

77472 MR 3600 DI— L EFFOTNA A TAl OT7 7 AT Ux—/L b—)VERETHHEE 2
THET, VAT AIREINTZ—T P4 X2 1000 T, UTFIZFFRHE LD —4 2T,

. IIAT N DTNRARTNAl DT 7 AT T4 =N L—LEZRELET,

. H—sX > 1000 /L—/b & endIndex=1000 35 X O totalCount=3600 D J5& %K L £,

. TIFGATY R DTFNLRTA] DT 57 AT W +—/L L— L& startindex=1000 % Hf5
LET,

o H—3 > 1000 /L— L & endIndex=2000 5 & OF totalCount=3600 DJHE 2K L £9,

. IIATY N DTNARATA] DT 7 AT Ut —/L b—/L L startindex=2000 % Hf5
LT,

. B —3 > 1000 /L—/L & endIndex=3000 I3 & OF totalCount=3600 DA %K L F 97,

. JGATY R DTFNAALRTA] DT 74T 7 H—)L Lb—/L & startindex=3000 % Ff5%
LET,

. H— 3 > 600 /L—/L & endIndex=<not-set> 33 JX TN total Count=<not-set> D~ E % iR L
£,

—WRBY 2 r— AL LT, 7 T4 7T FM endlndex F 7213 totalCount MR E IV TUVWRW T & 23Rk
HEL TRTOITNIRENTWHWDE LD EBELET,
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22l A AV R

07 A4y Ay FIZCM B — N Lo TSN —ERIIT7EALELIETHCSM 7 T4
Ty MEFEIELET, TDOXA Yy NiE, o — 2 THREOHIT/MO X Y v KLY & RN 35
ERHD ET,

2.2.2.1 Bk

R7ACERAY y FOFIEKIRLET, ZODAyE—VDT 4 — )V RERORITRLET,

URL:

https://hostname/nbi/login

XML Argument:

<?xml version 1.0 encoding="UTF-8"7?>

<loginRequest>
<protVersion>1.0</protVersion>
<reqld>123</reqId>
<username>allan</username>
<password>myPasswordl23</password>
<heartbeatRequested>true</heartbeatRequested>

</loginRequest>
10 : v A SEROH
11 : vl A EROER L BHEOHH
XML 5%k EH
loginRequest 0y A CERII— NI LT TA T MERGEL, DBEOZERT
fEH X415 Cookie #iK L F 7,
username Ty va BT AN CSM Y T4 T v hOa—F 4
password Yo ia CEEMTONIZCSM 7 T A T hDRAT — R
heartbeatRequested ZORMIHMERICERTHZENTEET, BMEEL true IZTRET D
L. CSM 7 A7 MICSM r—r3pnbon— kK B — hDa—/b
Ny 2 &ZfGLES, Y—NX, GFE7ors 75 14A70F) /2
INNZITVBEE T, 7 I9A4 7 FDping ZHAITLEST, 7947
F23/ =k B = MISE LW E | APLIZIRD A > & — L DHIC
N b= EFHRITLET, N E—MREIITHEEY U
VOFRTIT 4T XALT U IRy FERET,
callbackUrl CSM H— PR a— Ry 7 2324 % URL, Z T
heartbeatRequested 73 true DIGAIIRET 2L E N H Y £9°, HTTPS
NR—=APDaA—/LNy 7 URL 2 RFF S ET
HTTP A Y v K POST
R Y fE 200 OK + XML
401 Unauthorized
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https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue
https://hostname/nbi/login%20XML%20Argument:%3c?xml%20version%201.0%20encoding=”UTF-8”?%3e%3cloginRequest%3e%3cprotVersion%3e1.0%3c/protVersion%3e%20%3creqId%3e123%3c/reqId%3e%3cusername%3eallan%3c/username%3e%3cpassword%3emyPassword123%3c/password%3e%3cheartbeatRequested%3etrue

<xs:element name="loginRequest" type="LoginRequest"/>
<xs:complexType name="LoginRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="username" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="password" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="heartbeatRequested" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
<xs:element name="callbackUrl" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

X] 11 : LoginRequest XML R ¥ —-=

2.2.2.2 IR

Login API Tix, = —%# 7 L7 U v L &RAI L, K27 Cookie & LTy gy h—7 &KL
F9, By a i TasCookie] F—IZfisnET, Zoty v aidid, 155DT 74/ RO
vy arIET I T 4T EALT U RRHY ET, HTTP ~v X —B LU XML 27 Y DIRED
Bz, UTFTORIZRLET, TNHDRAyE—VDT 4 — )V RERORITRLET,

HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Content:

<?xml version="1.0" encoding="UTF-8"7>
<loginResponse>
<protVersion>1l.0</protVersion>
<serviceVersion>1.0.1</serviceVersion>
<sessionTimeoutInMins>15<sessionTimeoutInMins>
</loginResponse>

serviceVersion (X, ROV —EZADOHEIT 1.1 L7220 £,
- HERY— B A

-AR N =X

La—F YT R

12: v 74 VIREDF
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F12: vnlAVEEDERLEBIEOMHA

HTTP/XML 5% EH

HTTP ~» % — : asCookie B DA Y RO L CIETHEDO H B FFECTH], AR, /3
A, RAA U %&EFT D Cookie,

) Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010
23:59:59 GMT; path=/; domain=.hostdomain.com

XML %3 : loginResponse Ty g UERELIIRREZIET XML 27

serviceVersion EfTHoary 7 4 Xal—r gy P—ERDOYP—ERA X—=T g
IR, 22— PR EFICGEREEES NSRS IcoLEENE T,
sessionTimeoutInMins tovar XALTU N (43) L. CSIM Y —R_"Ntw g a7V

T AT TIERL polc & LTHEEET DRI, 7 T7A4A T MZEoTT
IT 4T AR LEETVERS LT, By a0 LT
T REDCSM 7 TA T MCEBT 7B AT TNTHES S, CSM
74T MM CSM H—3 iﬁ“é?&tx%ﬁau\um‘éz\%zﬁ%
Di?— UDETii :'-v—"j‘i) IEr% \—n»uuﬁéz/bf; @%‘Eiﬂi
T, TN RMIISHSTT,

<xs:element name="loginResponse" type="LoginResponse"/>
<xs:complexType name="LoginResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="serviceVersion" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="sessionTimeoutInMins" type="xs:positivelnteger" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexTvoe>

X 13 : LoginResponse XML X% —< X Y » K@ heartbeatCallback

A > v K heartbeatCallback D& RKIZ R LET, ZNHDA =D T (—/V REROEFIIRLE
7,
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URL:
https://csm-clienthost/heartbeatCallback
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242;
domain=.hostdomain.com

expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;

XML Argument:

<?xml version="1.0" encoding="UTF-8"7>

<heartbeatCallbackRequest>
<protVersion>1.0</protVersion>

</heartbeatCallbackRequest>

X 14 : XY v F® heartbeatCallback D

# 13 : XY v K heartbeatCallback DER I X NEH DA

HTTP Header/XML 3| % EE

heartbeatCallbackRequest CSM 7 7 A 7 > | T heatbeatCallback A~/ v R CSM H— 2L »

TR 4L, CSM 7 FA T MIRBIERIET VT4 7 ThDHZ L

DR S IET,

HTTP XY v R POST

HTTP ~ v % — : asCookie Cookie I&, Wittty a vy Z@ilTsu 74 AV vy RIZL > TR
SIET,

RYE 200 OK

401 Unauthorized

AV REFEOZT —

a—FK Bk
7 SHARCRI L E L7  lRE SN2 — P LR AT — RRER) T,
8 SRR LE L vl Ay By iaroxns—, BERIZEENS
asCookie ZARIETT, ZOxTT—(L, By a BRI LTNWD (ML) H
ALT N GEICHETAARERHY £, By aidping T2
N— = R LTT 54 TR T £,
9 B LB RT 77407 vyvarv#, ZhllbovyyadidFadsh
F¥A, APIFHEHA TS a0 a3 110523 LTLLEEN)
10 =N U Y =R Il T =D RAELE L, (FiEn 77U R A
Yy FiZ#E )
1HBLIO12 22— AN OFRFET T —, ROFHFEONT NN TREIINET,
o TT—|X, =V ANEMTPICEELE LT,
e N—hbE—hKXITDORK
o IHEXIN/I-z=—N 3y 7 URL N#ER), F/2id=—3y 7 URL
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RELTWET,

TR INT=/v— FE— k2 false TH D LB AIHRESIND a—)L
N+ 27 URL

14 vy a rOERIZKKRLE L

16 T —/L/3y 7 URLZFFR] &7 HTTPS 7’1 k2 /LD Fx

XWM4: 0l Ay FOF— a—FK

22307 AY R

2Z7 YN AYy Rk, LT

HAFENTZCSM 7 FA T2 FBRCSM — " ~Dt v g T/ ER

AICMA

ZERLTWRWI 252 CSM p—NC@a LET, CSM 27 547> ME, By ar 7782 %
A LT 7 MABINICCSM B —_RTOT 7 A AV v REERLARWESIE, CSM — b s/

TUNTOBEND Y ET,

2.2.3.1 Bk

a7 7y NERAY y ROFZROKIZRLET, TNHDAYE—TDT 4 — /)L REROFIIRL

£,

URL:

HTTP Header:

domain=.hostdomain.com

XML Argument:

<logoutRequest>

</logoutRequest>

https://hostname/nbi/logout

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;

<?xml version="”1.0" encoding="UTF-8"7?>

<protVersion>1.0</protVersion>
<reqld>123</regId>

B 15: 277 v FERDOH]

£15: 0770 MEROER L BHEDFHHA

HTTP/XML 3| %t

T

logoutRequest

CSM H— 35 CSM 7 FA4 7> a2 77 425 XML 313k

HTTP A Y v K

POST

HTTP -~ % — : asCookie

Cookie 1%, ittty v a v &ZilBlTs0 74 AV vy FIZk-o T
SNFET,
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HTTP/XML 3|%& EE

RByE 200 OK + XML

401 Unauthorized

<xs:element name="logoutRequest" type="LogoutRequest"/>
<xs:complexType name="LogoutRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>

[X] 16 : LogoutRequest XML & % —~

2.2.3.2 &
o 7Y MNSEOHERDOKNIRLET, ZNHDA =207 4 — /L REROFRIZRLET,

<?xml version="1.0" encoding="UTF-8"7?7>
<logoutResponse>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
</logoutResponse>

17 : v 77U FnEDH]

£16: v 77U MNRBEDER L BEDHA

XML Ji%& R
logoutResponse oy va UEREITRRERL ET

<xs:element name="logoutResponse" type="LogoutResponse"/>
<xs:complexType name="logoutResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>

[X] 18 : LogoutResponse XML R ¥ —=<

224 ping XY v K
ping A Y v NliE, FALT U NERITIV—NZKDEENST 7T 4 TGt vy > a v &ffEFF L E
T, CSM 7 7 A4 7 > b, sessionTimeoutInMins DEIIZ ping A v REFEOH LT, CSM H—/ 3
MAEESNT By v a VEBRELZVWE VST OIMERNDH D £7, . P—NIE2— 2 (kT 3750
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ICFRAEE > >3 P S TS EE, fRaE Szt yra DI T T 7 X g LT 0 MNEF
Bz Ut FESRFET,

2.2.4.1 ER

ping EROFIZKDOEITE LET, THHDA vE—I D7 4—L FERORIELET,

URL:
https://hostname/nbi/ping
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="1.0" encoding="UTF-8"7?>

<pingRequest>
<protVersion>1.0</protVersion>
<reqld>123</reqld>
</pingRequest>
19 : ping ER DA
# 17 : ping EROER L BHEOHLHA
HTTP/XML 3% EE
pingRequest CSM H—/ 3% ping 9% XML 5%t
HTTP A Y v K PUT
HTTP ~» % — : asCookie Cookie 1F. Firt v a v &2ild+ru s 4 AV vy RIZk-> TR
SNET,
RYE 200 OK + XML
401 Unauthorized

<xs:element name="pingRequest" type="PingRequest"/>
<xs:complexType name="PingRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>

20 : PingRequest XML R % ——~

2.2.4.2 &
ping ISEDHZ R DN LET, ZNHDA Y E—TDT 4 — /L RERORITRLET,
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<?xml version="”1.0" encoding="UTF-8"72>
<pingResponse>
<protVersion>1.0</protVersion>
<reqld>123</reqId>
</pingResponse>

21 : ping J5Z& DH

7 18 : ping JGEDESR L BIHEDOTHHA

XML &

R

pingResponse

ping DIEHZIRK L £7,

<xs:element name="pingResponse" type="PingResponse"/>
<xs:complexType name="PingResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>

[X] 22 : PingResponse XML A ¥ —=
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3 CSMay74Falb—v gy P —EXAPI

aAr74F¥al—varyh—bERE Xy FU—T L CSMARY v— AT V=7 b OREEGHAL
TeODT 7 AR LET, N —0REBIX, 2y NEREITRAFEAOLERH Y 7,
Ay hINTERY =L, TS ACELERHINTOWRNWRY O —ThLAREMERH Y £3, =
V74X 2al—Yar P —ERAPIRY >V — AV FFaly hERERY —7FIF 2K L £7,
TNRA AZHKFT DRI —0a Iy FBXOEICIE, 2EEOBIERSHY 9, T XTORY >—
BREDOELNIEFIZE SN D £ T, BUEETHOT NA AR EICE LD ZF TV ATREMED
B0 FEF, REOREZIIET D HEOFEMIZ OV TiE, BasePolicy 35 & 0¥ BasePolicyObject 7 7 A
EREZRLTIIEEN,

BasePolicy 5 &L U8 BasePolicyObject Z3& (£7 v 2 > 3.1.1 88X 3.1.2) D configState BE:IL. Z D

KA RLET, RERER T2y MNER] OBEAE. ZOREDT = v FINTZT A AZE R
BRATKRLE O =2 Iy MELEENH Y £, RERED [BEAFR] O%LA1E. aIy hEhied
RCOEEBERESTHEZ L, 2FEV CSMRY V=L T AL ABRFEHLTNDZ LA ERLE
P

BRI AR Y O —EHIL, CSM OFBEDNBIRIIZ CSM A Y > — %2 EH 325 CSM e T3, &4
(ZITA 20 5 2R ) =R T 2T — XX, CSM AR Y ¥ — T —F _R—R RSN EH A, F
DX AR —FT—=2IZDO APl TIRENEHA, O XD 2HEFITBVT, Utility
Service APl 2952 L #EBE L T IZ&EV,

31 37TV b =TI

IITH.CSM Iy 74X a2l — gy —ERTEAINDIF TV b BT OWTEB L

o

3.1.1 EARY o—

CSM AT V=7 b EFTIVE, 2200T T4~V 7 TANLERINET, | DIXFEORY v —%
T WYL —] VF5RAT, AABARYVV—, A B —Tx2A ARV —, T3 AT U+—LT 7%
A= NI ERHVFET, RV — 7 FRFEIBHIZ, Ay hY—27 T RLA, —E A, F—hF
A N EOBFHARERA T V27 MERTERICERTS RV —F72=7 b (BT 4 v
7Ty EBENET) AT AZENTEET, FIELT, (77 AT 04— R
V= WX T RXy b= R —FT V2V b ELTY—ABIOSET FLRAEZERTHI L
MNTEFET, EBFALARNI)—FT7 V=7 MIFFHARET, BE0oFR) —CHEHATE £,

TRTCORY v— 7 7 A% [BasePolicy) 7 7 ANBILESI, T_CTH KR — 4T V=7 )
I% [BasePolicyObject] &MEHINDIEEART T ANBILRINE T, ROV 7 AL Z OREFRERL T
WET,
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BaseObject

B

BasePolicy

JL

AAAPolicy

InterfacePolicy

«bind»

BasePolicyObject

AN

NetworkObject

X 23 : BasePolicy 7 T A kA&

ServiceObject
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BasePolicy 7 7 A%, T X TOEM:% 51 BaseObject 7 7 AN B L £ 77,

B 247 axyh

type SCFH policyExample @ =1 7 > [AAAPolicy| % itibd 27K
Vo —DWZARMETT,

isMandatoryAggregation boolean onion FEXHIZIZTEE L ET, AU —0N0ENE D
NERLET, AR =3B OLIHMEh, 7
TANEN RY —=BMESNET,

orderld Int OXR—ADEXLID AR — La—RiZHirRY —0D
AT I AERLET,

description &=l R —ofH (LR

configState Enumeration | { committed, deployed } 7> 5 HfS L72AR U > —DELIR,

% 19 : BasePolicy 7 T 2 @it

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

<xs:complexType name="BasePolicy">
<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence minOccurs="1" maxOccurs="1">

<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="orderld" type="xs:unsignedInt" minOccurs="1"

<xs:element name="isMandatoryAggregation" type="xs:boolean" minOccurs="1"

<xs:element name="description" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="configState" type="ConfigurationState" minOccurs="0"

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[ 24 : BasePolicy XML A ¥ —~
I, BEARI—BIORYI S —F T2 N XA TOTFT—INFEERLET,

Cisco Security Manager 4.4 APl &t# (/S—2 3> 1.1)

OL-29074-01-J




3.1.2 BasePolicyObject

ZHUIHAIHFRER A7 V2V NERTHLTRXTORI > —F 7T/ NOEKRT 7 ATT,
AAATRY v —, T7AT AN R —72EOR) v —FT—%F, RV —FT V=7 b~D
SREMRELET, RV —FT7 V=7 bOBE (A7) BHVET, Flo, RV —DFT
T/ MT 7m—rv) F3 Te—2v) ZHRETCEEY, Fun— VW RY—FT7 V=7 |
WIA T2l FIMEEDT NA ZADRY =L > TEREINTNWE T e —LERETHD I LR
LET, RVv—FT7 V=7 b [F—=R_"=F 4 N &, FHEOT A AT TH—"—=F 4 R&Eh
721 Za— VR —F TV NERLET,

—@HDORY) = ATV M, B~ AT O1ODORY) —FT V=7 M 17—k
SNDEERHVFET, AL TUE, RV —FT V27 MIFSTEL BB 24 TDRY
V—F TVl bESRITABEELHVET (ZIUIRLXA TOR) O —FT V=7 b T —
T D (7 —FbENnT-] RV —FT7 V=7 FEFRARDE9) .

BasePolicyObject 7 7 A%, X TD @M% 5 Tp BaseObject 7> Hifffrk L 97,

B 2AT axy b

type X5 RY o= ATVl NOIA T HFTRY v— AT V=2 b
OVAEBETT, #il: Ry hU—27) F70% [H—t 2],

comment | 4 ZORY = ATV b (AT vay) HlEOa AL FET
EGEER

nodeGID | A7 =7 b ID TR (A—R—F A K| RUv— A7 V=7 FOBBETA

A ZID, Za—LOBEEIE-1ICRELET,

isProperty 7— ) fili True X702 — VRV —FT V27 bO [FH—=R—F 4
R BFAENTWDH I EE/RLET, False DA, 207
=D [ F—"—=F 4 ] PEFAJINTHRNI EERL
7,

subType | L5 Ry bU—27) R =R R ¥— 4TV =757
YT7HA T, L xE, TRA N L 7 FLRHEH] 3
[y hU—2] R o= FT V=7 MKT 247 2 A 7T
TO

isGroup 7= True DFE. ZORY —FT7 V=7 "REICH A TDHID
RV —FT V=l v [ TN—T | DEIDERLET,

refGIDs ObjectldentifierList lisGroup] 73 true DA TEAHINE T, U A MIFE, &
s RV v—F7T=7 NIDBHY ET,

configState | Enumeration { committed, deployed } 7> HHEGF LAY o — A7V =2 D

% 20 : BasePolicyObject 7 5 A EH

BEIDOF—_"—F 4 ROEME (DF V., 7V =2 MIBHEMTONEAFTITT, 4N (¢9) T
HOGEE, WA = AT V= bERLET, TRTO2—FEROKY ¥ — 4T V=7 b
. LRI RTHIERY EH A, RERY) S — 437V =7 MIBAICE > TIT AT AL > TH
BIICERR S NE T, 722X, 2—HFBAL— DU FIFLIPT RLR RV —F TV v
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RoVID) 2T 2546, A0y R v—FT7 V=7 ME, A—/VIZHBIRICER S
£

parentld= ZDORY > —FT V=27 bR [F—NR"—F 4 K] THEHIE T ue— VAR —FT V=
7 NID, A—_—F 4 RUANOEE, o -1 IZRESNET,

<xs:complexType name="BasePolicyObject" >
<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="comment" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="nodeGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
<xs:element name="isProperty" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
<xs:element name="subType" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="isGroup" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="refGIDs" type="ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="configState" type="ConfigurationState" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 25 : BasePolicyObject XML R ¥ —-=
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313 R —D2—T 4 VT4 7T R
RO2—T 4 VT 4 77 A%, EEORN) —CHATHDITERSNTVET,
-NetworkInterfaceObjectsRefs
o *v hU—7_ interfaceRoles B X Wipvd 7—H A MV 7 DY A 2R ET,
-NetworkObjectsRefs
o Fvy hU—IBIWRipvd T —% ANV IOV A NeBRLET,
-IdentityUserGrpObjectsRefs

o Z—HF FN—F F 7=/ KGID, 2—H4, BLOa2—HF FL—TDI 2 eH
RLUET,

-SecurityGrpObjectsRef

o EX2UT a4, X2 VT4 X7 ERLITEXF2VT 0 ATV FGID ZSWL
£

-SecurityGrpObjectsRefs

o SecurityGrpObjectsRef D U A2 k&= &M L £,
-NetworkObjectRefs

o Xy hT—7_ ipvd T—EXFHNEBLOASN X —T 2 A XA F—U— KSR LET,
-NetworkOrIPRef

o KA, Xy NU—27FiXipvd T—4% ANV T HBRLE9,
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<xs:complexType name="NetworkInterfaceObjectsRefs">
<xs:sequence>
<xs:element name="networkObjectGIDs" type="ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="interfaceRoleObjectGIDs" type="ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="NetworkObjectsRefs">
<xs:sequence>
<xs:element name="networkObjectGIDs" type="ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="SecurityGrpObjectsRef">
<xs:sequence>
<xs:choice>
<xs:element name="securityGrpObjectGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
<xs:element name="secName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="secTag" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
<xs:complexType name="SecurityGrpObjectsRefs">
<xs:sequence>
<xs:element name="securityTag" type="SecurityGrpObjectsRef" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="IdentityUserGrpObjectsRefs">
<xs:sequence>
<xs:element name="identityUserGrpObjectGIDs" type="ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="userNameData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="userGroupData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="NetworkObjectRefs">
<xs:sequence>
<xs:element name="networkObjectGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceKeyword" type="xs:string" fixed="interface" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="NetworkOrIPRef">
<xs:choice>
<xs:element name="hostOrNetworkObjectGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="ipv4Data" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:complexTvoe>

X26: RV —Dx—T 4 VT4 7 TAXML AF—=
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3.1.4 PolicyObject JRAE 7 T &
eI varBIOYTEZ v arid, TOAPITYHR—FSND RV —FT V=T F 7T A
EEFRLET,

3.1.4.1 NetworkPolicyObject

NetworkPolicyObject X BasePolicyObject 7 7 A BILiR S v, JBMEE T X THEA L £,
NetworkPolicyObject [Z IPv4 7 RL A, v NU— 7 £ 3H#HZER L T,

WY 2 —EFIT gid f T NetworkPolicyObject Z#Z M L ¥, fkk iz 7 F2A7) BHEICED S
IPvd 7 —HX DX A 7% EFLET, NetworkPolicyObject %7 % A F\ZxF9 DN MEIE TARA R |
(xy hU—2)  [7RUVA&M] . [FQDNJ 3L [Z7v—7) T3, NetworkPolicyObject
WAL, 7K S 472 isGroup BYED true ICREIND5E (BLOH 7 XA 71X 70— ) |
(72| 127252 ERHY E3, DX 7%EE . NetworkPolicyObject H &KX, DDy U —
7 RV —F TV b ~OBREEHRET,

Z ® X 9 7% PolicyObject @ GID fli> U A b X, refs (IZHE SN2 BIEAOEGSNES, [ r—
7] NetworkPolicyObject &, U7 Z/LIPv4 7 KL A R hU—7 E 71382 FoRT 5850
IPv4Data DEFEE2ZHHZ ENTEET, refs BIES I LN IPvdData DEEN S OT — X OFLAE
ik, V=477 "3BT L7 RLADFERRIN—T %R LET,

HR A7 aRAb

ipv4Data Pl 7 RU A #iH, E£72iERy N2 I EOKFED 1Pv4
TAEEFRLET,

ipData previ] T RUVA, #iH, 3Ry NV R EDRKED P T —
BEEFRLET, ZOFT a0, IPva & IPV6 Ol 7 %
fRETEET,

fqdnData Complex Z #U73 Fully Qualified Domain Name (FQDN) # A 7™
NetworkPolicyObjects D354, FQDN 23 & £i1E T,

fgdnData.value previ] FQDN 355

fqdnData.isIPv4Only boolean true DEFE . FREN., TS RIZEEEND =~ R
V4] RIA—=EZPREENET,

# 21 : NetworkPolicyObject 7 7 A TEZR

F : APL3— 3 > 1.1 BURE, <ipData> EFEIZNLOHI LWE IRy NT—7 A7 =7 MERITE
& #vE L7z, DeviceAccessRuleFirewallPolicy 72 KD L — R v —THERINLH 1y hU—7
FTV 27 NI, ZRHDORY =N IPv4d T RL AT 2 BRT 5 & X2 <ipvdData> % 5| & it & i
HALET, 7272 L. DeviceAccessRuleUnifiedFirewallPolicy 72 EDHFH LAY 2 —|FAR Y 2 —T
<ipData> % 7 Z il L £9, Ziud <ipData> ¥ 73 IPv4 7 R LA L IPv6 7 R L ADW & &6
NHDHTDTT,
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<xs:complexType name="NetworkPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:choice>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="ipData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>
<xs:element name="fqdnData" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="value" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="isIPv40nly" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

[X] 27 : NetworkPolicyObject XML R % —~

3.1.4.2 IdentityUserGroupPolicyObject

IdentityUserGroupPolicyObject (% BasePolicyObject 7 7 A2 HRiE & dv, JBMEEA T X THK L £,
IdentityUserGroupPolicyObject |L2—H & 2 —H /L —T 2 EHR L £T, RN T —EHRIL gid AT
IdentityUserGroupPolicyObject & 2 L £,

R A SP VAN
userNameData e ITN—T F T2l hOa—FDY A,
userGroupData S| DIN—=T F T2l hDa—Y TN—TESD Y A b,

3 22 : IdentityUserGroupPolicyObject 7 7 A EF
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<xs:complexType name="IdentityUserGroupPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:element name="userNameData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="userGroupData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

28 : IdentityUserGroupPolicyObject XML A % —=<
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3.1.4.3 PortListPolicyObject

PortListPolicyObject |% BasePolicyObject 7 7 A btk S, J@MELZ T~ THA L 7
PortListPolicyObject |3l # DR — FE /2 idR— DI V-T2 ER L ET, AU —EFIT gid AT
PortListPolicyObject 2 L 9, PortListPolicyObject D NZIE, k& X7~ isGroup JEVED true (2
REINDEE, T2 R ERNHV ET, 20X 5 7E4E, PortListPolicyObject H &1L, %
DODHDHR—KF VAN RY) > —FT7 =7 b ~OBREGHET, Z DK D72 PolicyObject ® GID
EDY Z M, refs ITHAS LD BHENOIGESNET,

Y512 X o Tl PortListPolicyObject (213 refs JEMED GID fED 7 V—T7 03BV | X 5/ZH—DHR— K
YA FTV 2 FOEREZODLZENTEET, ZOLED GG, S L PortListPolicyObject
HRENOEZMAEGDLE T, EXRTHREINTER— MDD I NV—T 2R LET,

WDFEIZ, ServicePolicyObject DINEZ EFR L 77,

ER A7 =5 IV
startPort Portldentifier | BliGR— M2 EZTE L 97,
endPort Portldentifier | & TR — h 2 EFZ L ET, BMBA— FOHKTAR—MIZO

PolicyObject THE SNz — FO#HZEE L £9, Bth
A= hEETHR— FDRELWGEEIX, EFRDY TH—] K—Fh
2720 £97,

3 23 : PortListPolicyObject 7 7 A TEEE&

<xs:complexType name="PortListPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:element name="startPort" type="Portldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="endPort" type="Portldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

29 : PortListPolicyObject XML R ¥ —=
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3.1.4.4 ServicePolicyObject

ServicePolicyObject |3 BasePolicyObject 27 7 A/ bALiR S 4L, BEEZ T X THEK L £77,
ServicePolicyObject IE tep, udp 72 EDH—E A ZERK L ET, AU P —EHKIT gid AT
ServicePolicyObject & 2 L &9, ServicePolicyObject DNZ X, 7K 7= isGroup B true 1 Z5%
EINDEE. 125 kb2 EnHY £3, 2D L9 7254 ServicePolicyObject HIRIZ,  [Z D1
DP—ERA R —FTTxV b ~OBREEHET, T L7 PolicyObject O GID fED U A
M, refs ICHEAR SN D BENDESGSNET,

Y512 £ o Tl ServicePolicyObject (21X refs JE14:D GIDfED 7 V—T 03BV | I 5/IZH—DH—E R
DERREZODZENTEET, ZOXIREGH. B L ServicePolicyObject ZHRN DE A /A5 1
T, ERTHEINIZA— MO NV—T %R LET,

WDFIZ, ServicePolicyObject DN % EF L £,

R ZAT axy b
protocol LTS tep. udp 72 ED T 1 kAN EIEFET D LTS
sourcePort Complex EETLR— NOT —F 2 RETA2EZDa T,

T, BIRA A TOBEERTHDH D, YTE
EDOH 1 DOREZEINET,

sourcePort.port Unsigned Int EREEOR— ME,
sourcePort.portRef Objectldentifier | PortListPolicyObject ~® Gid D%,
DestinationPort Complex iR — hOF =S ERFFTDER O TS, 2

T, IR A TOEGERTHDHT-O, T ER
DHIBH 1 ODIHREHRINET,

destinationPort.port Unsigned Int EEEDOR— MHE,

destinationPort.portRef | Objectldentifier | PortListPolicyObject ~® Gid D%,

icmpMessage Pl ICMP #* v ¥&—YDRNE,

3 24 : ServicePolicyObject 7 7 A TE&
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<xs:complexType name="ServiceParameters">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="protocol" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="sourcePort" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="port" type="xs:unsignedInt"/>
<xs:element name="portRefGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="destinationPort" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="port" type="xs:unsignedIint"/>
<xs:element name="portRefGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="icmpMessage" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="ServicePolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="0" maxOccurs="1">
<xs:element name="serviceParameters" type="ServiceParameters" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexTvoe>

X 30 : ServicePolicyObject XML R ¥ —~
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3.1.4.5 InterfaceRolePolicyObject

InterfaceRolePolicyObject (% BasePolicyObject 7 7 A GLLiE S v, JBMEAZ T X THK L 7,

InterfaceRolePolicyObject I, FastEthernet0, W#[, SR EDA X —T 2 A AFiFA v F—T =
AR TN—=T %R T o2 —r2ERLET, MKI N7 gid BYET InterfaceRole PolicyObject O
(o AZ A IZEAID Z#EELET, AU —EFIT gid fH T InterfaceRolePolicyObject % 2 L
£7,

W DFKIZ, InterfaceRolePolicyObject DNEZ EFH L £,

B3R ZA7 =S

pattern T 1 OULEDA 2 —T A 2 T —)LOD regex /N¥ — & iEF
LET, [ X, ¥_CoAM =T oA A—HLET,

% 25 : InterfaceRolePolicyObject 7 7 A EH

<xs:complexType name="InterfaceRolePolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="pattern" type="xs:string" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 31 : InterfaceRolePolicyObject XML A ¥ —~
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3.1.4.6 TimeRangePolicyObject

TimeRangePolicyObject X BasePolicyObject 7 7 A/ HLEE S 4v, JBMEZ T TR L £,
TimeRangePolicyObject |XHFHHIPH & B OM Y R L 2 E&R LT, RV > —E&RIL gid AT
TimeRangePolicyObject 2 2 L 9", TimeRangePolicyObject DN IXZEIZT 25 Z L IXTE XA,
F 72, TimeRangePolicyObject ® [ 7 /L—7fk| NP KR —FENTWHERFA

W DFIZ, TimeRangePolicyObject DINE % EFH L £77,

ER AL | axr b
startTime dateTime | BAUARFZI AR E L £ T, BIBRREZINIEE SN T
WRWEA, T OfBIC K o THRIE S - ERRE
HPHIL T3 ClThith) SRTWDZ L ZEKRL
*9,
endTime dateTime | # THAZIEE L £9, K TEZNEEINT
WRWIEA. T ORI X - THRE S vz FEE
FPEIL T LRV ZEEZEBHRLET,
recurrence HEH HFEREIH L, FRFEEEPI s LT iR L 28 @
A7 TH5ERUEOBRYIK LFAEFHETHZ LN TE
T, THTEBIRY A TOEEERERTHY
(BEH) N—RA@D L RZ—rF2id T
NR—=2HB YR L RF = G REERH D £
_a_o
recurrence.dayOfWeekInterval Boex MER ] N—2EVIRLEZTERLET,
A7
recurrence.dayOfWeekInterval.dayOfWeek | U551 | dayOfWeek J@1E1X, ¥ — L & H T~ H
rERLET, £, ROAN) U TEDS B
Mo LB tnTcaEd,
e Everyday : B H# D KT (£7213)
e Weekday : ZHI|ZH: VKT (F7213)
e  Weekends : HRIZHY KT (F7=1d)
o MEDEBOHL~EEIN U XL (H
BEH, KIERZRY) O
recurrence.dayOfWeekInterval.startTime Time BHLEREA 238 L £ 7,
recurrence.dayOfWeeklInterval.endTime Time BTHRZZEELE T,
recurrence.weeklylnterval HE ¥ M| XR—2D# D IRLAZEFLET,
A7
recurrence.weekInterval.startDay XA | Bt REERLEST (THRER) . TKBEH ]
nE) .
recurrence.weeklyInterval.startTime Time BRARIRFZA 25 E L £ 4
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recurrence.weeklylnterval.endDay

P2l

“TREEFRLET (THMEHR) . TkKBEH)
®nE)

recurrence.weeklylnterval.endTime

Time

TR 2R E LR

3 26 : TimeRangePolicyObject 7 7 A B

<xs:complexContent>

maxOccurs="1"/>

maxOccurs="1"/>

minOccurs="1" maxOccurs="1"/>
minOccurs="1" maxOccurs="1"/>

minOccurs="1" maxOccurs="1"/>

minOccurs="1" maxOccurs="1"/>
minOccurs="1" maxOccurs="1"/>
minOccurs="1" maxOccurs="1"/>

minOccurs="1" maxOccurs="1"/>

</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="TimeRangePolicyObject">

<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="startTime" type="xs:dateTime" minOccurs="0"

<xs:element name="endTime" type="xs:dateTime" minOccurs="0"
<xs:element name="recurrence" minOccurs="0" maxOccurs="unbounded">

<xs:complexType>
<xs:choice>

<xs:element name="dayOfWeeklInterval">
<xs:complexType>

<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="dayOfWeek" type="xs:string

<xs:element name="startTime" type="xs:time"
<xs:element name="endTime" type="xs:time"

</xs:sequence>

</xs:complexType>
</xs:element>
<xs:element name="weeklyInterval">
<xs:complexType>

<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="startDay" type="xs:string"

<xs:element name="startTime" type="xs:time"
<xs:element name="endDay" type="xs:string"

<xs:element name="endTime" type="xs:time"

</xs:sequence>

</xs:complexType>
</xs:element>

</xs:choice>
</xs:complexType>

[X] 32 : TimeRangePolicyObject XML A ¥ —~
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3147 SLAE=F RY ¥ —FT7 V= |
SLAMonitorPolicyObject |% BasePolicyObject 77 7 ALy X, BIEEZ TGl L £,
SLAMonitorPolicyObject (% SLA DAY > —ZEXR LT, AU U —E&KIL gid AT
SLAMonitorPolicyObject & 2/ L £ 9,

W DFIZ, SLAMonitorPolicyObject DINEZ EF L £9°,

SHEE TR B AT a Xk

slald int SLA #1ED 1D &5,

interface Objectldentifier | AJfAMEZ T A T A72DICE=F Y VT HEDOT RLA
WXL TEFEESND, T3CTO ICMP = a2 —FROE(F
TAE—T A A, AV F—T oA AR, L H—T =
A A v —)VDAFTEANTIT D FT2iE [Select] & 7
Vo Z LTY A RDDARTIZERT D08 LA & —
TxA A D~}V%1/Fﬁibiﬁ‘o

monitoredAddress string SLA B EIZ Lo CH A E=X Y 7 ENBIPT R
A

dataSizeInBytes int ICMP R X7 b A m— RDH A X (/A R

i) .

thresholdInMilliSeconds

int

FERLEWVERESINAETIZ, ICMP =a2—3RDH
LIRS A MNEDH DR (I UREALD |

timeoutInMilliSeconds

int

SLA #EDY ICMP = 21— BRSO 2 158 2 I
(R UBHAD .

frequencyInSeconds int ICMP = = —EZLROEEHE (BHAD) .

toS int ICMP BR X RO TP~y X —HNIZERINTX AT
A7 H—r A (ToS) ., EOFFHIL0~ 255 TT, T
74V X0 T,

numberOfPackets int EEEN Ay oS, EOPEIX 1 ~ 100 TT, &

T xR 1Ay T,

3 27 . SLAMonitorPolicyObject 7 7 R E&
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<xs:complexType name="SLAMonitorPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">

<xs:element name="slald" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>

<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>

<xs:element name="monitoredAddress" type="xs:string" minOccurs="1"
maxOccurs="1"/>

<xs:element name="dataSizelnBytes" type="xs:unsignedint" minOccurs="0"
maxOccurs="1"/>

<xs:element name="thresholdInMilliSeconds" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>

<xs:element name="timeoutInMilliSeconds" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>

<xs:element name="frequencyInSeconds" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>

<xs:element name="toS" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>

<xs:element name="numberOfPackets" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexTvpe>

X 33 : SLAMonitorPolicyObject XML & % —~
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3148 B ACE RV —F T V=2 b

Standard ACEPolicyObject (% BasePolicyObject 7 7 A/ HILAE S v, JBIMEZ T X TR L £,
Standard ACEPolicyObject (JIE#ED IP 77 A av hu—)L = MY ZERLET, RY v —ERIL
gid i C Standard ACEPolicyObject % 2 L £,

networkGID Objectldentifier | ~T 7 ¢ v 7 OE(E T E 7213565,

doLogging boolean N7 74w R NYEEEW L EXIZe s = b
VEVERRT 52008 9 D,

permit boolean HDET B ETT AT /v a v AR LET,

%% 28 : StandardACEPolicyObject 7 T A EZ

<xs:complexType name="StandardACEPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="networkGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="doLogging" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
<xs:element name="permit" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 34 : Standard ACEPolicyObject XML A ¥ —~

3149 HEBEACE RV ¥ —F 7 V=7 b

Extended ACEPolicyObject | % BasePolicyObject 77 7 AN SHHEE S, BEEZ T X CHEEK L 97,
Extended ACEPolicyObject [3¥E55ET 72X 2 bu— L = MU AERLET, AU U —EFIT gid
fi ¢ Extended ACEPolicyObject 22 L 9,

sourceGID Objectldentifier NI T 4y T DFEETT,
destinationGID Objectldentifier AP A S
serviceGID Objectldentifier | ¥R L4 A T 7 4 v I DEA TEHEFKTHY—ER
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doLogging

pa2dl

0¥ > 7 PIX, ASA, FWSM 7 /34 ZZx L TA F—7
NDOEGETE Ttrue) HZEE A, £ 9 TROWGEIT Malse] %
G FET, loginterval 35 & U logLevel EEEE S LTV
WA, [T oRF T ) BA =T L THD
ZEEE%RLET,

loglnterval

padl

nX /MR EREMNTRELET, IR EEIRTWY
5. TACEDuXo 7 licAx—7) #EWRLE
7,

logLevel

padl

B LV EEELEYT, TB&) . [77—h) TH
gy, =9—) &y o Tasy . ER £
TRy 7] OWTNNTT, THUBEESNTND &,
[ACEOu X7 Tt % —T )] ZEWRLET,

logOption

P2l

0S e/ A U ARBETHEDIHEHEINET, 10SrX 7
DA F—=TNDOEE Togl WEENET, 10S B X 73
A X =T IO AT T HI0S T3 AWK LTA F—7
NOEETE, Tog-input)] BNEFENE T,

permit

boolean

ZIEER] ACE OBATT true, FEE DA false & 720 £
£

3 29 : ExtendedACEPolicyObject 7 7 A E#

maxOccurs="1"/>
maxOccurs="1"/>

maxOccurs="1"/>

<xs:complexType name="ExtendedACEPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>

<xs:element name="sourceGID" type="Objectldentifier" minOccurs="1"

<xs:element name="destinationGID" type=" Objectldentifier" minOccurs="1"

<xs:element name="serviceGID" type=" Objectldentifier" minOccurs="1"

<xs:element name="doLogging" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="loglnterval" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="logLevel" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="logOption" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="permit" type="xs:boolean" minOccurs="1" maxOccurs="1"/>

</xs:complexType>

</xs:sequence>
</xs:extension>
</xs:complexContent>

X 35 : ExtendedACEPolicyObject XML R ¥ —=
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3.1.4.10 ACLRY VU —FT7¥=x7 b

BRIV TER ZAT I A B

references wEHAT ACE ~OZD U X |k

references .sequenceNumber Unsigned Int DO N DY —lr v A

references .aclObjectReferenceGID Objectldentifier ACERV o —FT V=7 b~DHMR

References.aceReference GID Objectldentifier EYEATE ACERY > — 4727 h~D
Z M

% 30 : ACLPolicyObject 7 5 X E#H

<xs:complexType name="ACLPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="references" minOccurs="1" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="sequenceNumber" type="xs:unsignedint"
minOccurs="1" maxOccurs="1"/>
<xs:choice>
<xs:element name="aclObjectReferenceGID"
type="Objectldentifier"/>
<xs:element name="aceReferenceGID"
type="Objectldentifier"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

36 : ACLPolicyObject XML A ¥ —~

3.14.11 SecurityGroupPolicyObject

SecurityGroupPolicyObject (% BasePolicyObject 27 7 A HYLEE XL, BIEZ T X THK L £97,
SecurityGroupPolicyObject IXE ¥ = U 7 1 ¥ V£ I3A4RTZER L E T,

U —EFKIX gid T SecurityGroupPolicyObject # 2 L &3, SecurityGroupPolicyObject DN X,
fR7K S AL72 isGroup JBYED true ICFXE SNAHLEIT 28] 2D ENHV ET, 2D XD RGA.
SecurityGroupPolicyObject HIKIZ Mot F 2 U7 4 JNV—TF KR o—FT V=7 | ~OZHNE
FNET,

Z ® X 9 72 PolicyObject ® GID HD U A N refs (ZikA S D BEIENLERETEET, [FA—7)
SecurityGroupPolicyObject &, V7 7/ X2 VT 4 X J/A4FIEZITEENTHNDHRY — 47
Tl NeRRTHED secuTag BEEEZHHZENTEET, EX=2V T4 RV —FT7 V=
7 N DSEEITNIL, securityTag BHRNHLREG TE 97,
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ZOF TV MEAPL A= g 2 11 LI CEHAIRE T,

R 247 a2Avk
securityTag e BREOR) v~ AT V=7 hD
(SecurityGrpObjectsRef) X2 VT X TARTETILGID

EEFRLET,

securityTag .securityGrpObjectGID | Objectldentifier sREOEX2 VT 4 T—T R
Vo — A7 V=7 hOGID % EH
LET,

securityTag .secName =l X2 VT X T EERLET,

securityTag .secTag Pyl X2 VT 4 T EITAREE
#LET,

% 31 : SecurityGroupPolicyObject () 7 7 A EZ

<xs:complexType name="SecurityGroupPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:element name="securityTag" type="SecurityGrpObjectsRef" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexTvne>

X 37 : SecurityGroupObject XML R ¥ —~

<xs:complexType name="SecurityGrpObjectsRef">
<xs:sequence>
<xs:choice>
<xs:element name="securityGrpObjectGID" type="Objectldentifier" minOccurs="0" maxOccurs="1"/>
<xs:element name="secName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="secTag" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:choice>
</xs:sequence>
</xs:complexType>

38 : SecurityGrpObjectsRef XML X ¥ ——~
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35 RV —IRES T X
OB arBIOROY T B a LTI, ZTOAPI THR—FENBERY — 7T A5 ERE
L‘i?—o

3.1.5.1 DeviceAccessRuleFirewallPolicy

DeviceAccessRuleFirewallPolicy (3554 BasePolicy 7 7 AN HLiE X i, BIEAZ T X TR L 77,
DeviceAccessRuleFirewallPolicy f & A% VA TlX, H—DT7 /7R arte—L = M) 2R RL
F 9, BasePolicy 7 7 A5 D orderld B, 26—V DIEFEZERLET,

DeviceAccessRuleFirewallPolicy I NetworkPolicyObject, ServicePolicyObject,
IdentityUserGroupPolicyObject & 7= (% InterfaceRolePolicyObject 47V =7 NA&ZMT 52 0™ H Y F
R

V—RAB L USEEEZ IR O N TN OMBEDLREEDH LN TEET,

e networkObjectGIDs : ZiUiZlE, *v hT—27 KU —FT =V h~D 1 DL ED GID D
ZRPTENET,

e interfaceRoleObjectGIDs : Z4LIZIL, A > X —T A A a— /L R —FT V=l h~D ]
SLLLED GID DBEBAEENET,

e ipvdData: 1 DLl DY T T /L 1Pv4 7 R LA

200Fy NT—7 RV v—FT V2l "L 11113272500 T I T KL RAEED DH5E5
T A NERET DI ENAEETT,

V= A B L O%E S 7 EHE D A FF TR E & 72 interfaceRoleObjectID (X, ACL 235 ST\ b A
VHE—=T A AERELET,

W DFIZ, DeviceAccessRuleFirewallPolicy DN % EF L £,

PG 2AT TR

isEnabled 7= = VIRA =T VDL true, £ D TRWIGEI
false T,

direction peil In % 7213 Out,

permit boolean true |7 A, fale IIFERZ R L ET,

interfaceRoleObjectIDs | ObjectldentifierList | —J# InterfaceRole N U o — 47 Y =7 M &M T 5
Objectldentifier ID ® U A h&ZXE L £ 7, *d 5
InterfaceRole 472 =7 ~® GID @YD ID OV 7 %
EELET,

users BeErAT A—LAREHENL2—F I L—TBLRa—F525
BET (ASA T NA ADNAN—T 3 1384 (2) ) L
DA D I H ATEE)

users. ObjectldentifierList | IdentityUserGroupPolicyObject 7<=~ K GID ® U X
identityUserGrpObject ~NEBRRLET,

GIDs

users. userNameData LFF a—HFDY Ak,

users. userGroupData paE=] a—% F—TFDY Rk,
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CEES ZAT A b

sources BaExAT EELRY N —T A =T 2 f A m— DA
77

sources.networkObject | ObjectldentifierList | —#HD Xy N U —27 R — 4T V=7 2R+ S

GIDs Objectldentifier ID ® Y A b, ID 1%, ¥ d 5% > b
J—7 F7 V=7 hOGIDJEMEIZY 7 LET,

sources.interfaceRoleO | ObjectldentifierList | —3# D InterfaceRole ;R Y > — 47 V=7 F &1 2

bjectGIDs Objectldentifier ID ® U A k&5 L £, ®IET 5
InterfaceRole 7= 7 b @ GID @D ID DU > 7 %
EELET,

sources.ipv4Data el IPv4 7R A b, Ry NU—7  FIFEHE S OEED
IPv4Data %135,

destination wqELAT Ry NU—D A X —Txf A B—)LODA LT
ﬂ—‘O

destination.networkObj | ObjectldentifierList | —#HDO Xy T —2 K — ATV =V NELRT 5

ectGIDs Objectldentifier ID ® Y A b, ID 1%, T 2% > b
J—J F7Y=2 hOGIDJEMEICY 7 LET,

destination.interfaceObj | ObjectldentifierList | —J# ¢ InterfaceRole RV o — 47V =7 2B+ 5

ectGIDs Objectldentifier ID Y A b & #E L ET, ®sT 5D
InterfaceRole 72 =2 +® GID @D ID DY 7,

destination.ipv4Data el IPvd R A N, Xy NU—7 £ 8EHEE2ESTHERD
IPv4Data %135,

serviceObjectIDs ObjectldentifierList | —#HDOP—E R K)o — 4T V=7 NEBRT5H
Objectldentifier ID ® U & b, xtJnT 2 —E R 47
Yx=7 bOGID EE~DID U 7,

serviceParameters ServiceParameters 7o harBlOR— NOFEME S —E R T —X
ERETEDLEBRDOY—E R 7 —HEHK,

serviceParameters.proto | 525 tep, udp R EDT T kAL EEFT D LT,

col

serviceParameters.sourc | &% A 7 FEIXR— NOT—=F 2RI 2HEFEDOa T, i

ePort X, BRI A TOEBERTHLT2D, YTHEHEOI D
1 ODHEFZRINET,

serviceParameters.sourc | 375 EEEDOR— M, <BItEHR— b>-<&THR— b>DFEAT

ePort.port fRE SN D (B 1-65535) ICH TEET,

serviceParameters.sourc | Objectldentifier PortListPolicyObject ~® Gid D 2P,

ePort.portRef

serviceParameters.desti | A& X A 7 SESeAR— FNOTF— 2 AT AEFZEO LTI, Th

nationPort I, BRI TOBREERCHDD, VPTEEDI L
1 ODHEFZRINET,

serviceParameters.desti | L4 EEOR— ME, <BlEAR— F><&THR— b> DT

nationPort.port

TBESNAEME (B : 1-65535) 1T TE X,
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G 2AT = SV

serviceParameters.desti | Objectldentifier PortListPolicyObject ~® Gid D%,

nationPort.portRef

serviceParameters.icmp | T4 ICMP X v E—YDONE,

Message

logOptions waesA47 N— VBT HrX 7 AT a VERGET DL —
v Ak,

logOptions.isFirewallLo | 7 —/ 1 17X 7N PIX, ASA. FWSM /L—/LCA X —T /LnE

ggingEnabled IMmERLET,

logOptions.isDefaultLo | 77—/ TN DOOX U TINA =T NN E DD, T

gging isFirewallLoggingEnabled 73 true D355 DA, PIX,
ASA, BELOFWSM 7 /31 A (i AIRE T,

logOptions.logginglnter | Int X R EREMNTREELET, T

val isDefaultLogging 73 false & 72 1XF5E STV R WS
(2, PIX, FWSM, BJILNASA [Z#EHFEETY, (ACE
DXz A)

logOptions.loggingLeve | SC524] oy LeyLr (TB&), 79— b) ., &3]

1 (=Z—) , & DEmy . MR . 723y
71 ) EfEELET, T isDefaultLogging 73 false &
TIIRE SN TV ARNWESIZ, PIX, FWSM, BX W
ASA IZHEMAFRETY, (ACEDm ¥ 7/ Z &)

logOptions 7= I0S 7/3 ZAD 0 F 2 TR A R—=T VDA true (T3

islOSLoggingEnabled ELET, 10S O b

logOptions.isLoglnput | 77— 1 T DANIINA X —T NV OEETT true, ZHE
islOSLoggingEnabled 73 true D355 D F, 10S 7 731 AT
A FTHE T,

iosOptions el I0S 47" a AZEF &N TWAEIL.  none] |
Fragment| . [Established] T,

timeRangeObjectld Objectldentifier BRSNS Z DL — VI E SN TV A A,

TimeRangePolicyObject & &M L £,

3 32 : DeviceAccessRuleFirewallPolicy 7 7 XA EZ

DI TFTAD XML AF—<IZOWVWTIE, ZOV=a2 T VOEHED XML AX—<v 4 BB LT EE

Wy,
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3.1.5.1.1 RV I—BRET A ZADREH]

<?xml version="1.0" encoding="utf-8"?>

<n:policyConfigDeviceResponse xmins:n="csm" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-

instance" >
<policy>
<deviceAccessRuleFirewallPolicy>
<gid>00000000-0000-0000-0000-000000000889</gid>
<name>string</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<updatedByUser>admin</updatedByUser>

<lastCommitTime>2012-12-05T09:18:39.371Z </lastCommitTime>
<activityName>admin_05.Dec.2012_01.17.10</activityName>

<type>Access Rule</type>
<orderld>0</orderld>
<isMandatoryAggregation>false</isMandatoryAggregation>
<description/>
<isEnabled>true</isEnabled>
<direction>In</direction>
<permit>true</permit>
<interfaceRoleObjectGIDs>00000000-0000-0000-0000-
000000000123</interfaceRoleObjectGIDs>
<sources>
<networkObjectGIDs>00000000-0000-0000-0000-
000000000124</networkObjectGIDs>
<interfaceRoleObjectGIDs>00000000-0000-0000-0000-
000000000123</interfaceRoleObjectGIDs>
<ipv4Data>1.1.1.1/32</ipv4Data>
</sources>
<destinations>
<networkObjectGIDs>00000000-0000-0000-0000-
000000000125</networkObjectGIDs>
<interfaceRoleObjectGIDs>00000000-0000-0000-0000-
000000000123</interfaceRoleObjectGIDs>
<ipv4Data>2.2.2.2</ipv4Data>
</destinations>
<services>
<serviceObjectGIDs>00000000-0000-0000-0000-
000000000126</serviceObjectGIDs>
<serviceParameters>
<protocol>tcp</protocol>
<sourcePort>
<port>80</port>
</sourcePort>
<destinationPort>
<port>80</port>
</destinationPort>
</serviceParameters>
</services>
<logOptions>

<isFirewallLoggingEnabled>false</isFirewallLoggingEnabled>

</logOptions>
<iosOptions>None</iosOptions>
<timeRangeObjectGID>00000000-0000-0000-0000-
000000000127</timeRangeObjectGID>
</deviceAccessRuleFirewallPolicy>
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</policy>

<policyObject>
<networkPolicyObject>

<gid>00000000-0000-0000-0000-000000000124</gid>
<name>mySource</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<type>Network</type>

<comment/>

<isProperty>false</isProperty>

<subType>Host</subType>

<isGroup>false</isGroup>

<refGIDs/>

<ipv4Data>1.1.2.2</ipv4Data>

</networkPolicyObject>
<networkPolicyObject>

<gid>00000000-0000-0000-0000-000000000125</gid>
<name>myDest</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<type>Network</type>

<comment/>

<isProperty>false</isProperty>

<subType>Host</subType>

<isGroup>false</isGroup>

<refGIDs/>

<ipv4Data>1.1.3.3</ipv4Data>

</networkPolicyObject>
<portListPolicyObject>

<gid>00000000-0000-0000-0000-000000002782</gid>
<name>MyPortList</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<type>PortList</type>

<comment/>

<isProperty>false</isProperty>
<subType>Host</subType>

<isGroup>false</isGroup>

<refGIDs/>

<startPort>514</startPort>

<endPort>514</endPort>

</portListPolicyObject>
<servicePolicyObject>

<gid>00000000-0000-0000-0000-000000000126</gid>
<name>string</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<type>Service</type>
<comment/>
<isProperty>false</isProperty>
<subType/>
<isGroup>false</isGroup>
<refGIDs/>
<serviceParameters>
<protocol>udp</protocol>
<sourcePort>
<portRefGID>00000000-0000-0000-0000-000000002782</portRefGID>
</sourcePort>
<destinationPort>
<port>514</port>
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</destinationPort>
<icmpMessage>string</icmpMessage>

</serviceParameters>

</servicePolicyObject>

<interfaceRolePolicyObject>

<gid>00000000-0000-0000-0000-000000000123</gid>
<name>FA1</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<type>InterfaceRole</type>

<comment/>

<isProperty>false</isProperty>

<subType/>

<isGroup>false</isGroup>

<refGIDs/>

<pattern>FastEthernet0/0</pattern>

</interfaceRolePolicyObject>
<timeRangePolicyObject>

<gid>00000000-0000-0000-0000-000000000127</gid>
<name>string</name>
<lastUpdateTime>1697-02-01T00:00:00Z</lastUpdate Time>
<type>TimeRange</type>
<comment/>
<isProperty>false</isProperty>
<subType/>
<isGroup>false</isGroup>
<refGIDs/>
<startTime>1697-02-01T00:00:00Z</startTime>
<endTime>1697-02-01T00:00:00Z</endTime>
<recurrence>
<weeklylnterval>
<startDay>Monday</startDay>
<startTime>13:20:00-05:00</startTime>
<endDay>Friday</endDay>
<endTime>13:20:00-05:00</endTime>
</weeklylnterval>
</recurrence>

</timeRangePolicyObject>
</policyObject>
</n:policyConfigDeviceResponse>
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3.1.5.2 DeviceAccessRuleUnifiedFirewallPolicy

DeviceAccessRuleUnifiedFirewallPolicy |%5:4% DeviceAccessRuleFirewallPolicy 7 7 A/ GBILE S v, &
P& 9 _CHEK L 97, DeviceAccessRuleUnifiedFirewallPolicy DA > A % v AN H—DEERIT 7 &
A arvhue—)L T Y EFRLET, BasePolicy 7 7 A5 D orderld g, 2 H D/ —LD
e 2 E#% LET,

DeviceAccessRuleUnifiedFirewallPolicy % & 5(Z SecurityGroupPolicyObject H 45 Z L n3b 0 97,

SecurityGrpObjectsRef D U A |k T&H % SecurityGrpObjectsRefs @ sourceSG 35 L N destinationSG 3%,
SecurityGrpObjectsRef D& 7 > 2 > 3.1.4.11 5L T 72 &0,

XML 2> 72, aX o7 777 A b, I EDI0S A7 v a U ERERE, EADT T
DRYEREENET,

ZORY—IE, APIL A= g U1 U Tl TXET,

G 247 2 Ak

sourceSG oA BEAT Y FOEELTO®X2 VT 4 X7 FE20134T
(SecurityGrpObjectsRefs) V7 heERELET,

destinationSG | # ERANry hogidee LTeXa VT 0 X 7 ERIEA
(SecurityGrpObjectsRefs) TV MeERLET,

% 33 : DeviceAccessRuleUnifiedFirewallPolicy 7 7 X %

<xs:complexType name="DeviceAccessRuleUnifiedFirewallPolicy">
<xs:complexContent>
<xs:extension base="DeviceAccessRuleFirewallPolicy">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="sourceSG" type="SecurityGrpObjectsRefs" minOccurs="0" maxOccurs="1"/>
<xs:element name="destinationSG" type="SecurityGrpObjectsRefs" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 37 : DeviceAccessRuleUnifiedFirewallPolicy XML R % ——~
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3.1.5.3 DeviceStaticRoutingFirewallPolicy

PR YT ER 247 SPIAN

FwsStaticRoutePolicy wEexAT

interfaceGID Objectldentifier TDRET 47 — MR EAESNAA L E—
Tz A A,

networks BeEIA7 iRy hU—2, 1 DU EDOIPT FL2/
Xy bvA7 2 b 1OUEDFRY U —
JIRA N ATV =l b ETTE T OMBE
PEZEETCEET, = M EIA L~ TRY)
DET,
T 74Nk — b ERRET HITIE, 0.0.0.0 ZfE
ALET, 0000DIPT RLAIFK, 0 LEHKET
TET,

networks.networkObjectldent | ObjectldentifierList RV —FT V=7 b~DBRE L TOME

ifierGIDs

networks.ipv4Data string raw L4 & L CHE

gateway HEXAT TDONV—F DRI AR KT T RLATHD
F—=hyxzA N—4H,

gateway.hostObjectldentifier | Objectldentifier RY—FT =7 F~DHH

GID

gateway.ipv4Data string F—hT7=AIP 7T KL AD raw LTFIfE

metric unsignedInt SESC Ry N — 7 ~DF v T, AMEOEF
X 1~255T, 774/L MEIX 1 TY,

tunnelled boolean TN R RLDIL— IINE S ERLET,

slaMonitorGID Objectldentifier ET=H V7RI —%FEFKT 5 Service Level

Agreement (SLA) A7 =7 KD,

% 34 : DeviceStaticRoutingFirewallPolicy

Cisco Security Manager 4.4 APl &t# (/S—2 3> 1.1)

OL-29074-01-J




<xs:complexType name="DeviceStaticRoutingFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="networks" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="networkObjectldentifierGIDs"
type="0ObjectldentifierList" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipv4Data" type="xs:string" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="gateway" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="hostObjectldentifierGID"
type="0Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipv4Data" type="xs:string" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="metric" type="xs:unsignedInt" minOccurs="1"
maxOccurs="1"/>
<xs:element name="tunnelled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="slaMonitorGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

38 : DeviceStaticRoutingFirewallPolicy
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3.1.5.4 DeviceStaticRoutingRouterPolicy

RS TER ZAT IR

destinationNetwork HExAT SRy NV — U REDERO AT,

destinationNetwork.useAs | boolean ABT 4T N— "B DON—H L > THEEIND

DefaultRoute R "OF T ANV A— I E I A2 RLE
R

destinationNetwork.prefix | &% A 7 ART 47— NDSEHIP T KL A,

destinationNetwork.prefix. | Objectldentifier | 47 V=27 FBRRELTDOAXT (v 7 — FDFESL

networkObjectReferenceG IPT FLA,

ID

destinationNetwork.prefix. | string LFHRRDAEZT v 7 — NS IP T KL A,

ipV4Data

fowarding WqEXAT

fowarding.forwardingInter | Objectldentifier | Z DNV —X DI I A KN Ky 7T RLATHDH 7 — |

faceGID VA —ZIZBEEMTONDA U H—T = A,

fowarding.forwardinglPA | &% A 7 TDON—BDRIARNKY T RLATHAF—

ddress v x A M= BB SN TP T R LR,

fowarding.forwardingIPA | Objectldentifier | 7Y =27 FEBRELTHOIP T LA,

ddress.hostObjectReferenc

eGID

fowarding.forwardingIPA | string TFAEE LTOIP T RL A,

ddress.ipv4HostAddress

distanceMetric unsignedInt =R A IPOIBIREA~DKR T, A MY 7T
FoT, ZONV—= DT TAF VT 4PN RED £,
Wy TPLIRNELE, AR RS D), v— RZ
HOLBTHEND T TAF VT 41 TEm< 20 £,
20ODN—TFT 47 = FYTHRLR Y FT—7 BHEE
SNTWDLEHA, A M)y 7D/ (DFED, 774
FVT 4@ = U BNERESNET,

isPermanentRoute boolean ABT 47— "DKEEHI RV — e LTERI N

HZMNEIDERLET, KR — R EE, A X —
T2 A AN ¥ v hEDT U ENDD, —EDBRDIL—
HEBETERWEETH, HIBRENARAWZ EE2EKL
3

3% 35 : DeviceStaticRoutingRouterPolicy
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<xs:complexType name="DeviceStaticRoutingRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="destinationNetwork" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="useAsDefaultRoute" type="xs:boolean"
minOccurs="1" maxOccurs="1"/>
<xs:element name="prefix" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="networkObjectReferenceGID"
type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipV4Data" type="xs:string"
minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="fowarding" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="forwardinglnterfaceGID"
type="0Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="forwardinglPAddress" minOccurs="1"
maxOccurs="1">
<xs:complexType>
<xs:choice>

<xs:element name="hostObjectReferenceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="ipv4HostAddress"
type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="distanceMetric" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="isPermanentRoute" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 39 : DeviceStaticRoutingRouterPolicy
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3.1.5.5 DeviceBGPRouterPolicy

RS TER ZAT =V

asNumber unsignedLong JIL— AN E SN TWAIEEV AT LAOH, B
RIREDOFPAIL 1 ~ 65535 TF, ZDOFFIZ
LoT, BGP V—TFT 4 7 TrEARA 2—T
MY ET,

networks BarA~7 BGP /L — MIBHEAH T b D Ry FU—7,

networks.networkObjectldentifier | ObjectldentifierList | 78 U 3 — F 7Y =7 h~DBME L TOfHE

GIDs

networks.ipv4Data string AL LU CofE

neighbors HExAT =5 D PEERA 73— L—& E[RIT AS NI
BliE) F6 K OKFBxR A ~— (e AS NI
) .

neighbors.ipAddress BwaexAT FAN— T KL &

neighbors.ipAddress.networkObj | ObjectldentifierList | ;KU 3 — F 7= 7 F YA RA~DOBBELE LTD

ectGIDs 7T R A

neighbors.ipAddress.ipv4Data string LEIMELE LTOT R &

neighbors.asNumber unsignedLong I A N—D AS T FH

autoSummary boolean HEENZ A 2 —TLICLE T, 7%y bR
IGP (RIP, OSPF, EIGRP 72 &) 75 BGP (2
fAfi s o & EIZ, 20 BGP A= 3 3HKHRE
Lo TRy hU—7 )b— FZIFH BGP 7 —
TVCHEASNE T, BEP~ T X2 Lo
T, W—F TR TDONEN D DN —T 4 T
T—=TNDY A X LIS MR L £,

synchronization boolean FEiZ A x—T7 VI LET, EBIRTH L, FH

DA =T NI 7, ZOMREEHEAL
T, T RANE A XTH0—MIELTRY b
T — I NOFTXTDN—FD—EMENFESR SN
HEHCLET, Flick->T, BGP X, IGP
BI—T 4 T IERE AS 2IRIEHETDHET
L £,

BIREMERT D &0 AR T 4 B—7 12720
T, ZOL—FBBHDASNED NT T 4w
T HEFEZDASIZES2NVEA, FRITZASKHOD
TRTONL—ZNBGP #FE(T LTV DHES. [
WMET 4 2—TNITHZENTEET, 20
BREZ T 1 E—T7 T 5 & IGP BMEiET D
MEN B H/— FOENRD L, ar =T x
VAR BT E WO FEAH Y £, Z
LT 7 v T,
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logNeighbor boolean BT HE, BGP XA N—D VY b, v b
U — 7 ~OHE, £ ITOIWIRHZ AR S D
AyE—=VDORX TPAX—T VTR E
D
redistributionEntry HEXAT Ffid A 2 BGP Autonomous System (AS) (21T
T 5L EOMEAMRE, EHIZTEET,
redistributionEntry.protocol BEeExAT HEAF SN TWA 7 e han,
redistributionEntry.protocol.static | 5%l 7' b a)LOER, FRETE S EIE TP £/
1T TOSI) <7,
redistributionEntry.protocol.conn | SC54| A= = p% = N
ected
redistributionEntry.protocol.rip LT 7a b3 )L OER,
redistributionEntry.protocol.eigrp | 55 % A 7 7a k3 )L OEIR,
redistributionEntry.protocol.eigrp | unsignedInt EIGRP 23R I LTV D551 AS F 7,
.asNumber
redistributionEntry.protocol.ospf | &% A 7 a3 )LOFER
redistributionEntry.protocol.ospf. | UnsignedInt EIGRP MBI I TV D LAIT T 0t 2K,
processld
redistributionEntry.protocol.ospf. | SCF%] BB, & BEEOTFRMEDOHI B 1D
match ZHY £,
e Internal : Hffv 27 A (AS) OWNHEI~
D— bR S ET
e Externall : AS OANIZNL— B XA
TR SNET,
e External2 : AS OFNHKIZN— hT DX A
T2 ERAM SN ET,
e NSSAExternall : Not-So-Stubby Area
(NSSA) DHERICN— b D5 A7 1
DFRAT S E T,
e NSSAExternal2 : NSSA OAMHIZ/L— K
TOHHA T2 R SN E T
redistributionEntry.metric unsignedLong HEASINAIN— b DT TAF )T 4 B IRET

% fiE,

# 36 : DeviceBGPRouterPolicy 7 7 A €%
TV TAD XML AF—<IZONWTIE, ZOY=aT VOREED XML AF—~ %2R LT EE

Wy,
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3.1.5.6 InterfaceNATRouterPolicy

InterfaceNATRouterPolicy |% BasePolicy 7 7 A/ BRI S 4v, JBMEZ T TR L £,
InterfaceNATRouterPolicy DA > A& L A%, A Z—T = A4 ZAOWHIB LUVIMNBIT 1 D NAT 24 E
LET,

InterfaceNATRouterPolicy | InterfaceRole PolicyObject & &M T& 97,
W DFKIZ, InterfaceNATRouterPolicy DINE % EFH L £,

o A HAT =i SN

interfaceGID Objectldentifier WA v B —T =2 A ZAFETZINEA B —T = A A%
9" InterfaceRole ;R Y > — 47 V=7 NESRT 5
Objectldentifier ID, Z @ ID 1%, %fi&3 % InterfaceRole A4
7V hOGID EHEIZY Y LET,

isNatInside boolean THMRNAT ONEA v X —7 =4 A (True) 2INERA
YH—=T = A A (false) HMERTT /K

3 37 : InterfaceNATRouterPolicy 7 7 A EH

<xs:complexType name="InterfaceNATRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="isNatInside" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

39 : InterfaceNATRouterPolicy XML X ¥ —~
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3.1.5.7 InterfaceNATStaticRulesRouterPolicy

InterfaceNATStaticRulesRouterPolicy XA BasePolicy 7 7 A BLLiE & 4v, @A T X CTHEA L £,
InterfaceNATStaticRulesRouterPolicy f * A% > A TlX, AX 7T 4 v 7 NAT V— L %EFRLET,

InterfaceNATStaticRulesRouterPolicy | Network AN U &— A7 2 = 7 ;3 LN InterfaceRole N Y &— 4
TV MSRTEET, EXRorderld BHEIIAZT 4 v 7 V—LVDIEFEZERZLE T,

W DFKIZ, InterfaceNATStaticRulesRouterPolicy DINE % €7 L £ 77,
BR VTR ZA7 =PIV
staticRuleType Enumeration CDAET 47 —VTEBRINDIa—H)L T K
VADZA T,
e [StaticHost] : B—FRA N CTAXT 47 T K
l/x%jﬁzﬁ‘\ ‘giﬁi};—_f{a\o
e [Static Network] : 47 %> N TAXT 4 v/
T R U AP VIS,
e [StaticPort] : H—KR—"TAXT 4 v 7 T K
VAN MBI G, ZOF TV a v ER
R U7=5E 1%, [Port Redirection] /X7 A — X %
ERTDODMLENRDY £7,
original BEEAT | IPT FLRZMBT D8G5 A TEE, 738+
57 RVAEZRT Ay NT—T/[RARNFT Vs
}\ o
original.ipv4Data Pl U7I/WVIP T RLXA,
original.networkObjectGID ATV N | Xy NT—7 RV —FT V27 N a2BRT 5
ID Objectldentifier ID,
translated BasA7 | EOT RLARERSNDT RV AZGUERES AT
BR, U, FFEOIPT KL AL Ry NU—7 F
TV NEEOD, FIFA E—T oA ADFRE
CHEHTEET, A X =T =AM ZAERELILE
3, A F =T =2 AZHID L THNRIZIP T FLA
T, BHEART RLAE L THERASET,
translated.originallP HWEEAT IP7T—4%y NU—2 K)o — 4T V=7 Naii
ETHHEEIA T,
translated.originallP.ipv4Data | SC=¢%| U7I/WVIPT RL A,
translated.originalIP FTT2 M| Xy NV RV = F TV =T BRI D
networkObjectGID ID Objectldentifier ID,
translated.interfaceGID 47V =7 K | InterfaceRole RV > — 477/ hESHT S
ID ObjectIdentifier ID,
portRedirection BEEAT 7 RV AEHOR— MEREEET 286417, =

NHEDOR— ME, V—vDH A7 & LT [Static Port] %
BIRL TV RBAICETEATEET,
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R TERE 24T aA R

portRedirection.protocol pel INHOR—FTHEAT28ET2 =L (TCP £/
I3 UDP) .
portRedirection.localPort unsignedInt EETXY NT—7 EOR— &5, A7 fEO#H

£ 1~ 65535 T,

portRedirection.globalPort. unsignedInt JL—EZ N OEBITHEHEND Z A2, sahe Ry
NI —2 EOR— FEZ, AREOFMIT 1 ~

65535 T3,
settings BWEXAT | FHEMA T a v mEhA Ty a OB E XA TER,
settings.noAlias boolean true DAL, Z o — UL IP T KL ALEHO HEjT A
YT AT 42— M LET,
settings.noPayload boolean true DIGEIL. XA B — FOHDIALT FL AL 1T
RN— N DOEWPEEIE I E T,
settings.createExtTransEntry | boolean true DI, JREEAH = Y (7 RLAB LW

R— 1) BWERT —TVMER SN E TS

7% 38 : InterfaceNATStaticRulesRouterPolicy 7 7 X E#
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maxOccurs=

maxOccurs=

<xs:complexType name="InterfaceNAT StaticRulesRouterPolicy">
<xs:complexContent>

<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="staticRuleType" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Static Host"/>
<xs:enumeration value="Static Network"/>
<xs:enumeration value="Static Port"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="original" type="NetworkOrIPRef" minOccurs="1"

maxOccurs="1"/>

<xs:element name="translated" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="originallP" type="NetworkOrIPRef"

minOccurs="1" maxOccurs="1"/>

<xs:element name="interfaceGID" type="Objectldentifier"

minOccurs="1" maxOccurs="1"/>

</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="portRedirection" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="protocol" type="xs:string" minOccurs="1"

maxOccurs="1"/>

<xs:element name="localPort" type="xs:unsignedint"

minOccurs="1" maxOccurs="1"/>

<xs:element name="globalPort" type="xs:unsignedint"

minOccurs="1" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="settings" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="noAlias" type="xs:boolean" minOccurs="1"
"1"/>
<xs:element name="noPayload" type="xs:boolean" minOccurs="1"
"1"/>
<xs:element name="createExtTransEntry" type="xs:boolean"

minOccurs="1" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>

</xs:complexContent>
</xs:complexType>

X 40 : InterfaceNATStaticRulesRouterPolicy XML &%=
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3.1.5.8 InterfaceNATDynamicRulesRouterPolicy

InterfaceNATDynamicRulesRouterPolicy |54 BasePolicy 27 7 A HLRBE S 4v, BMHEZ T Tk L £
9, InterfaceNATDynamicRulesRouterPolicy f > A X > AN NAT DX A F v 7 72—V EZFRE L £

‘@40

InterfaceNATDynamicRulesRouterPolicy /& ACL PolicyObject 33 & O InterfaceRole ARV > — A7 = 7
FEZMTE £, A orderld BIEIZZ AT v 7 V—ADIEFZERZ L ET,

W DFIZ, InterfaceNATDynamicRulesRouterPolicy DINE % EFe L 7,

LY TR

B AT

IA b

trafficFlowAclObjectGID

Objectldentifier

T RNUBEATI v I ERENELETAHT R A
% EFT BH. Access Control Lists (ACL) RV —
*7V=7 FGID %5 L E7,

translatedAddress

BwEr AT

TAFI v I EBIERT LAY v RBLOT Kb
ARIEETIDEELA TEZ, A F—T oA A

0= A7Vl FERIZT FLAR =V EE
nNE+F, A —T7x(f A a—)LR)—FF

VxJ MRREINb L FEDA U H—T A R
WZEID B TOHONTBEREF AP T R RIL, A
HT RLAE L THERENET,

translated Address.interface GID

F7V=7 b
ID

InterfaceRole RV > — 47 V=7 "N eBBI 5
Objectldentifier ID,

translatedAddress.addressPool

pas2 ]l

LT 4w I RAEEDT 1 OFERITEROT LA
#iPH, E2UX minl-max1/prefix (CIDR #3it) Zf#
AL, Tprefix) ZH2Fy b~A7 &R LE
9, =& ziE, 172.16.0.0-172.31.0.223/12
I ETT,

settings

BqeEr AT

T a VREEGUDEAE YA TERE,

settings.enablePortTrans

7 —)L

true DY, T RL A =D a— L 7 KL
ZDMENPEB L CND &L —FIIKR—F TR
Ly (PAT) AL ET, false DHEIT
PAT iIEH SN EHF A,

settings.noTransVPN

77—

True DA, 7 RVAEBII VPN N7 7 4 v 7 |C
STLTHEITEINFET A, false DBH. L—HF I,

NATACL &7 U7 M ACLRETY RLADNEMBEL
TWBHEHAIZ, VPN FT7 7 4 v 72K LTT KL
ABHEFAT L ET,

Z 39 : InterfaceNATDynamicRulesRouterPolicy 27 7 X &
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<xs:complexType name="InterfaceNATDynamicRulesRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="trafficFlowAclObjectGID" type="Objectldentifier"
minOccurs="1" maxOccurs="1"/>
<xs:element name="translated" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="interfaceGID" type="Objectldentifier"
minOccurs="1" maxOccurs="1"/>
<xs:element name="addressPool" type="xs:string" minOccurs="1"
maxOccurs="unbounded"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="settings" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="enablePortTrans" type="xs:boolean"
minOccurs="1" maxOccurs="1"/>
<xs:element name="noTransVPN" type="xs:boolean"
minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X| 41 : InterfaceNATDynamicRulesRouterPolicy XML R ¥——<
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3.1.5.9 DeviceNATTimeoutsRouterPolicy

DeviceNATTimeoutsRouterPolicy (354 BasePolicy 7 7 A byLE S v, BIEZ T Tl L £,
DeviceNATTimeoutsRouterPolicy 1 > A% AL, A— kK 7 RV A (F—/—m—R) EHHIZ NAT
ZA LT D MEEZFRELET,

W DFIZ, DeviceNATTimeoutsRouterPolicy DINE % EF+ L £7,

WY T EFAR

A7

T A b

maxEntries

unsignedLong

XA FI v NAT T — 7T TX A U D
R, 1~2147483647 DEICXIE LET, FEE LA
WS, T—7 N0 MY OBNERIRTHD Z
LEIRLET,

timeoutInSecs

unsignedLong

A AF 2w 7 BEBPHIREINIZ /2 5 F TORE, PAT
(A—"—m—F) ZHRITEASNEEA, T 74
Jb NIE 86400 > (24 FFfE]) T,

udpTimeoutInSecs

unsignedLong

2—W F—x 7S5 A 7a ha (UDP) R— Mo
SN2 A4 L5770 ME, 7744 MNE300F (5
) T,

dnsTimeoutInSecs

unsignedLong

Domain Naming System (DNS; KA A > X —I 7 v
AT L) = ERICEAIND XA LT U ME, T
7 %V ME 60 B TT,

tcpTimeoutInSecs

unsignedLong

fRIEHRIE 7 e ka2 (TCP) A— MI@EAIND ¥ A1
AT M, T 74/ ME 86400 F (24 BERE) T,

finRstTimeoutInSecs

unsignedLong

BT (FIN) X7y bE7ZixVEy b (RST) 7w b
(EHLbEpERTSED) BZTCP A MU —ANT
BHEINTGAICERIND XA LT 7 M, 774
b ME 60 BT,

icmpTimeoutInSecs

unsignedLong

A B —Fy NI A v E—Y 7 2L (ICMP)
Ju—|{lEAINDEFA LT T M, T 744 M 60
WTd,

pptpTimeoutInSecs

unsignedLong

NAT Point-to-Point Tunneling Protocol (PPTP; A8 > K
V=AYb hrRYyr T a han) 7u—|HE
HENDZA LT T Ml, 7744 H ik 86400 £ (24
KFff) T,

synTimeoutInSecs

unsignedLong

FIHHEEE (SYN) Avb— (FfehravFx o 7z
) »mEhizhbe. TCP 7 — |l Ens#
A LT 7 Ml, T 74V ME60FTI,

# 40 : DeviceNATTimeoutsRouterPolicy 7 7 A EZ

Cisco Security Manager 4.4 APl &t# (/S—2 3> 1.1)

OL-29074-01-J




maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

<xs:complexType name="DeviceNAT TimeoutsRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">

<xs:sequence>
<xs:element name="maxEntriesInSecs" type="xs:unsignedLong" minOccurs="0"

<xs:element name="timeoutIinSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="udpTimeoutIinSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="dnsTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="tcpTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="finRstTimeoutInSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="icmpTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="pptpTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
<xs:element name="synTimeoutInSecs" type="xs:unsignedLong" minOccurs="0"

</xs:sequence>

</xs:extension>

[X] 42 : DeviceNATTimeoutsRouterPolicy
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3.1.5.10 InterfaceNATAddressPoolFirewallPolicy

InterfaceNATAddressPoolFirewallPolicy |3554 BasePolicy 27 7 A HyLE S 4v, BIEZ T Tk L E
97, InterfaceNATAddressPoolFirewallPolicy A > A ¥ > A (XX A F I v 7 72 NAT L— /L CER S5
Ja—sL T RUA =L LES, ZORY —E, PIX, FWSM, 35 KT ASA 8.3 LARiIZ#
M7,

W DFIZ, InterfaceNATAddressPoolFirewallPolicy DINAF &= EFHR L £7,

R TER A7 TA R

interfaceGID Objectldentifier vy TENTEIP T RUARER IS
InterfaceRole R > — 47 =7 h GID DA » H —
TxA AEBZRLET,

poolld unisignedInt ZOT RLVA TS —=NO—EOHES (1~
2147483647 DFEH) . XA F I v 7 72 NAT b—)b
ERETDHHAIR, BHRIERAINDT KL A 7—
NERRET DI, = ID AMERENET,

ipAddressRange HoxAT ZOT RVAT—UZEHD Y THNDT KL A%EE
DEOFATEZ, TRLRAZ, Xy hT—27 KU
V= ATV h~D VT T VIPvE T KL AL IR
ZROMABEDEEEGDDL I ENTEETS,

ipAddressRange.ipv4Data | Sz 41 UV7FZ/NVIPT FL X,

ipAddressRange 7V FNID | Xy NIT—2 RV o—FT7 V=7 NaeBRT5
networkObjectGIDs Objectldentifier ID,

interfaceKeyword A (f =T 2 A A] F—U—RFEZEEL-HA.

W=t T FUVREBPRESNIA V F—T =A
TAXR—TNTHHILERLET,

% 41 : InterfaceNATAddressPoolFirewallPolicy 7 5 X &2

<xs:complexType name="InterfaceNATAddressPoolFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="poolld" type="xs:unsignedInt" minOccurs="1"
maxOccurs="1"/>
<xs:element name="ipAddressRange" type="NetworkObjectsRefs" minOccurs="0"
maxOccurs="1"/>
<xs:element name="interfaceKeyword" type="xs:string" fixed="interface"
minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 43 : InterfaceNATAddressPoolFirewallPolicy XML R % —=
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3.1.5.11 DeviceNATTransOptionsFirewallPolicy

DeviceNATTransOptionsFirewallPolicy 1Z#:4 BasePolicy 7 7 A2 LILIE & dv, JBMEZ T TR L &
9, DeviceNATTransOptionsFirewallPolicy 1 > A% AT, @R L7k X=2VT 4 TTIF3A4 T AD
T NT—2 T RUAEBICEET 547 a VEFHRLET, ZRLOOREE, 75 2 LT

RTCDA v H—T oA A THHAINET,

ZORY —iF, PIX, FWSM, BLASA (2 H SvET,
WK DFKIZ, DeviceNATTransOptionsFirewallPolicy DINAF % EFH L £ 7,

PRV T ER 2AT aX b
isEnableTrafficWithout | boolean true DESIE, T RLVALERAR LTI 7 4 v IR E
Trans «*\’:L)T% TITIAT AEBBTEEST, 2047

g VS false DA . BHL—LIC—EH LW
T4 T TRT Ry 7ENET,

(F) —oF7Ta0%, PIX7.x. FWSM 3.x,
BLOASA T A A TOBFEAAEETT,

isXlateByPass boolean true DA%, imtranslated T 7 4 v 7 D NAT & v
TaixT 4 —T N TT,

(FE) ZoFT7T a0, FWSM 3.2 LI TR A
ARET,

3% 42 : DeviceNATTransOptionsFirewallPolicy 7 7 X %

<xs:complexType name="DeviceNATTransOptionsFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isEnableTrafficWithoutTrans" type="xs:boolean"
minOccurs="0" maxOccurs="1"/>
<xs:element name="isXlateByPass" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

[X| 44 : DeviceNATTransOptionsFirewallPolicy XML X ¥ —<
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3.1.5.12

InterfaceNATTransExemptionsFirewallPolicy

InterfaceNATTransExemptionsFirewallPolicy (355K BasePolicy 7 7 A /B LiE XL, JEMEE T CilkK
L £79, InterfaceNATTransExemptionsFirewallPolicy - ~ A%  AX, 7 RVAEWWNG VT T 4 v 7
EHRERT DNV NVERELET, L—id U R FHNOIEFICHE > TRHi S E 7,

ZOARY —IiF, PIX, FWSM, B X ONASAR3 LIHMNC#EM S E T,

WDFKIZ, InterfaceNATTransExemptionsFirewallPolicy DINAF % EFHE L £7,

BR Y TEE AT a A b

isRuleEnabled boolean true DG IL—UTA R — T2, false DIHH/LV—ILIT
TAE—T NI RD T ERLET,

isExempt boolean true DHE ., L—/VIEINAT PO RRESND VT 74 v T %
WAL ET, false DA, L—LiX, NAT LGRS
RWET T4y 7 W LET,

reallnterfaceGID Objectldentifier IL— A BNEEENADTIAL AL BE—T A A,

original BEXAT = REHINDRIETCARANBIORY NT—F AT
V=V MDIPT FLRAZELEGIA T, BEDOVTZ
NVIPT RLARR Y NT—7 R v— 4TV b~
SRE G Z LB A[RETT,

original.ipv4Data pe U7Z/WVIPT RL XA,

original.
interfaceRoleObjectGIDs

A7 =7 hID

A B =T z2AAa—=VDOR)—AT =7 kGIDD
U Ak,

original. A7 FNID | Xy NT—27 RV — ATV xr NSRRI 5

networkObjectGIDs Objectldentifier 1D,

outsideNAT boolean true |ZL— AN ERDOF—T — RBR NAT L— L TCERIND
ZEHERLET,

destinations BErAT N— A BEHAENDHHEHRA MBI ONRy hU—7 £ 7
T NDOIPT RLREBLHEEX AT, EEOVT T
JWIPT RLARE Y hU—7 RV —FT V=7 h~D
WA ETZ EMAHETT,

destinations.ipv4Data SCEEH| V77 /VIPT LA,

destinations.
interfaceRoleObjectGIDs

F7Y =7 NID

A HE—=TxzA A0 —=VDOR)—AT =7 kGIDD
UX]\O

destinations. F 7TVl NID | Xy hT—T R —F 7V N+ 5
networkObjectGIDs Objectldentifier ID,

fwsmAdvancedOptions HERAT FWSM O¥E DOBZEMA 7 a v

fwsmAdvancedOptions.is | boolean true [T D &, SMBY T A 7 FINER DNS H— /3% 1]

TransDNSReplies

L CHNEAR A NOLRTE R CTE D L OI2, 220N
TE5XE9L, BX=2 VT 4 77747 AL DNS JHE
AEIMZFET,
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PRV TERE HAT a Xk

fwsmAdvancedOptions.m | UnsignedInt HRIND TCP B D K, B 72 fHIX 0~ 65,535 T

axTCPConnPerRule T, ZOMEE0ICRET D &, HHEEITERIRICARY £
TO

fwsmAdvancedOptions.m | UnsignedInt HFREND UDP B O K, A&7l 0 ~ 65,535 T

axUDPConnPerRule T, ZOEE 0ICRET D &, BRI EmHIRRIC /2D F
—a_o

fwsmAdvancedOptions.m | UnsignedInt Y X2 VT 4 TTIAT ARG 2R LIED 5 £

axEmbConnections TIZHENLDSFF P S D I e O fe K8, B 2h7eflid 0 ~
65,535 C9, ZOfE%E 0 IR ET D &, B L I fRIC
EE

fwsmAdvancedOptions.ra | boolean true lI2956¢, BXx2U T4 77747 R TL-TTCP

ndomizeSeqNum Ny "= ARENT U E MESLE T,

Z 43 : InterfaceNATTransExemptionsFirewallPolicy 27 7 A &

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

<xs:complexType name="InterfaceNAT TransExemptionsFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">

<xs:sequence>

<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1"

<xs:element name="isExempt" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1"

<xs:element name="original" type="NetworkObjectsRefs" minOccurs="1"

<xs:element name="outsideNAT" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="destinations" type="NetworkObjectsRefs" minOccurs="1"

<xs:element name="fwsmAdvancedOptions" type="FirewallNATAdvancedOptions"

minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>

45 : InterfaceNATTransExemptionsFirewallPolicy XML A ¥ —<
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3.1.5.13 InterfaceNATDynamicRulesFirewallPolicy

InterfaceNATDynamicRulesFirewallPolicy (3354 BasePolicy 7 7 A bAEIR S 4L, BMEZE T THEK L
%9, InterfaceNATDynamicRulesFirewallPolicyspecifies D% A 7~ v 7 72 NAT 5 L U PAT /L — /L DA
VAL A, b= ViE U A MADIEFFICHE - TRHMIl S L E 9,

ZORY =i, PIX, FWSM, XU ASA 83 LIANZHEH S E 7,
WDFEIZ, InterfaceNATDynamicRulesFirewallPolicy DINE % £ L £ 7,

ER Y TER BAT = G N

isRuleEnabled boolean true DG IL—U T A R —T7IUIZ, false DIFH L —IL
T4 e—T bt ERLET,

reallnterfaceGID Objectldentifier IN— IV EEHTAHAT A AL E—T A A B —)L
RV —FT V27 Mvwy 7T LET,

poolld Unsigned Int BHIZHERENDT KL A 77— LD IDFHE, ik

TA T T 4T 4 NAT b—/L & LTHRET 5 12iE,
0 Z AN LET,

original HEXAT =V REHZINDRETHRA NBIORY hT—7
F T2 FOIPT RLAZEOLBEEX A 7, HEOD
UTZINVIPT RLARRy NT—F R —F7
TVl h~OBWEETZ ENARETT,

original.ipv4Data pasdl UTIVIPT RLA,

original. FT7 2V FID | Xy M= RV —F 7V NaT5

networkObjectGIDs ObjectIdentifier ID,

outsideNAT 7= true DG, AN F—T— K320 NAT L—/LiC
FETDHEERLET,

advancedOptions a2 A7 FEA T g T,

advancedOptions.isTrans | boolean true |29 B L AT 47 FBNE DNS — 3%

DNSReplies B L CNER A ROARITZRRTX 5 X912, £z
ZOWNTEDLEIZ, BX2 VT4 TTIAT A
IEDNS B xHEXMAET,

advancedOptions.maxTCP | UnsignedInt AR SN D TCP B D K, BRI 72fHIX 0 ~ 65,535

ConnPerRule TY, ZOMl%E 0ICRET D &, BT EHIRIC 72
EXD

advancedOptions.maxUD | UnsignedInt RIS UDP ki DR R, Azh7efEiX 0 ~

PConnPerRule 65,535 TF, Tl 0 ICRRET D & BE BT IR
FRIZZ2 0 F9,

advancedOptions.maxEm | UnsignedInt X2 T 4 T T TAT AR WE G 2 S Ligs

bConnections % F CITHENLDNFF ] S D I EE O e REL, A 5072

fEI% 0~ 65,535 T9, ZDfEZ 0IZRET D L&, Bk
BUTEHIRIC /20 £,

advancedOptions.randomi | boolean true lZT25&, BX2 VT4 777347 ATLST
zeSeqNum TCP X7 v FDY—H LV AFRBNRT X AMEEISNE
TO

3 44 : InterfaceNATDynamicRulesFirewallPolicy 7 7 X E %%
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<xs:complexType name="InterfaceNATDynamicRulesFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>

<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>

<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>

<xs:element name="poolld" type="xs:unsignedInt" minOccurs="1"
maxOccurs="1"/>

<xs:element name="original" type="NetworkObjectsRefs" minOccurs="1"
maxOccurs="1"/>

<xs:element name="outsideNAT" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>

<xs:element name="advancedOptions" type="FirewalINATAdvancedOptions"
minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 46 : InterfaceNATDynamicRulesFirewallPolicy XML X &% ——~
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3.1.5.14

InterfaceNATPolicyDynamicRulesFirewallPolicy

InterfaceNATPolicyDynamicRulesFirewallPolicy |3 554 BasePolicy 27 7 A7 HLGR S 4v, J@MEEZ X T
fkA L E 9, InterfaceNATPolicyDynamicRulesFirewallPolicy 1 > A % > A ILiE(FILT R LA L5567
FLABL O =B RSN A Ty T B — V2 fRELET, —id, U A MDA

(> TRt S L E

ZORY —iE, PIX. FWSM, XN ASA 83 LIAMCEH S E T,

W DFKIZ, InterfaceNATPolicyDynamicRulesFirewallPolicy DINAE % EFH L £ 7,

PRV T ER 2AT a Ak

isRuleEnabled boolean true DEE L —IVITA X —TIVIZ, false DS —
MEIF 4 E—TNichb L E R LET,

reallnterfaceGID Objectldentifier IW—IVZHHAT AT AN A AL B —T A A B—)L
RV —FT Vel Mvwv 7 LET,

poolld Unsigned Int EHWIHHINDT RLA 77— 1D IDEFS, 2
ETAT T 4T 4 NAT b—/L & LTHRET A1
I, oz AN LET,

original HEX AT =N REASINDRIETLHRA PBLIOR Y FT—
0 F T2 FDOIPT RLAREREESA T, B
BoOVTINVIPT RLABIWERITIXY hU—72
I f oA =Tz A= )LR) S —F TV xT h~
DR EETeZ LA ARETT,

original.ipv4Data peE2l| UTFZ)VIPT KL A,

original. ObjectldentifierList | f > % —T7 2 f A B — )L RY > —F 7=V FD

interfaceRoleObjectGIDs

U X I\ o

original. A7/ FNID | Xy NI RV —FT7 V=7 NEZRTH

networkObjectGIDs Objectldentifier ID,

outsideNAT 7= true DY, M) F—U— R Z D NAT L—/L
WCHFETDHZ EE2RLET,

destinations waEsA~7 N—ADPEA SND5RBA FPBL Oy hU—7
FTVx NOIPT RLAEZEULHEEGYA T,
DIVTFZNVIPT RLABIWELITRY U —7/
AHE =Tz A A=V KR —FT Py b
DLW EETZ ERNARETT,

destinations.ipv4Data paa=il USSP T KL A,

destinations. ObjectldentifierList | f > Z—T7 2 Af 2 v — )L R > —F T =7 FD

interfaceRoleObjectGIDs

U A b,

destinations. AT/ FID | Ry NT—T RV —FT V=0 "SRRI S
networkObjectGID Objectldentifier ID,
services HEXAT N—BEHEIND P —EREF0EEX AT, =

E., 7u b araEEmAR— e — MY —1
ARY—F T F~DBR, O T, F—
EREROMMAEDRICTEZENTEET,
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L= A E S

Z2A T

TRk

services.serviceData

Pl

P —ERAEHOHIRDO EBY T,

{tcp | udp | tcp&udp}/{source_port_number |
port_list object}/ {destination_port_number |
port_list_object}

R—k RFRA—=ZRN 1 O TFOEAE. sieR—
EZBLET FETR— MIER) . L2
tep/4443 [ X tep, EfF7EAR— b any, FESCAHR— K 4443
ZEM L. tep/4443/Default Range |3 tcp, 5{57T
A— |k 4443, %5557 — b Default Range (EFE ., 1~
65535) ZEWRL £,

services. 7Vl FNID | =R KR —FT V=T NS RTD

serviceObjectGID Objectldentifier ID,

advancedOptions BEXAT AT Y g T,

advancedOptions.isTrans | boolean true I35 &, A7 T A T > NHHES DNS H—N

DNSReplies L THEIAR A FOARTZ R TE D & D12,
FLZOWNRTELLOE, EFXF=20T 40 7774
7 AIIDNS K2 EERAET,

advancedOptions.maxTCP | UnsignedInt TR I D TCP Bt D Ex K, BRI/ fEIX 0 ~

ConnPerRule 65,535 T4, ZOfE%Z 0ICHRET D L. ke
HlRRIZ 2 D £19,

advancedOptions.maxUD | UnsignedInt TR EIND UDP Bk ORI, Ah7fEiX o0 ~

PConnPerRule 65,535 TF, ZOfEZ 0ICERET D &, Hefidd
HIFRIZ 72 0 F94,

advancedOptions.maxEm | UnsignedInt X2 VT 4 TTI7A4 7T v ADRYIMEER S Ltk

bConnections D % F TITRENLASTF A S 4D PR D e K I, A
721X 0~ 65,535 TF, ZOfEZ 0 ICHRET D
& HEREUTERIRIZZR Y 9,

advancedOptions.randomi | boolean true lZ9 58, BEXa VT4 77 IA4T L RITE-

zeSeqNum

CTTCP Xy hDY—r AR ENT o MMEEN
E
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<xs:complexType name="InterfaceNATPolicyDynamicRulesFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>

<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>

<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>

<xs:element name="poolld" type="xs:unsignedint" minOccurs="1"
maxOccurs="1"/>

<xs:element name="original" type="NetworkInterfaceObjectsRefs" minOccurs="1"
maxOccurs="1"/>

<xs:element name="outsideNAT" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>

<xs:element name="destinations" type="NetworkInterfaceObjectsRefs"
minOccurs="1" maxOccurs="1"/>

<xs:element name="services" minOccurs="1" maxOccurs="1">

<xs:complexType>
<xs:sequence>
<xs:element name="serviceData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="serviceObjectGID" type="Objectldentifier"
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

</xs:element>

<xs:element name="advancedOptions" type="FirewallNATAdvancedOptions"
minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 47 : InterfaceNATPolicyDynamicRulesFirewallPolicy XML R % —=<
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3.1.5.15

InterfaceNATStaticRulesFirewallPolicy

InterfaceNATStaticRulesFirewallPolicy (3354 BasePolicy 7 7 A bR S 4v, BMEZ T Tl L £
9, InterfaceNATStaticRulesFirewallPolicy f > A X VAL, X2 VT 4 T 74T AKX L TR
BT 4y IR —LERELET, L—mE, U R NADIEFEICHE > TR S E 7,

ZORY —IE, PIX, FWSM, F LN ASA 83 LARNZE#EH S E 7,
DT, InterfaceNATStaticRulesFirewallPolicy DN % E# L £,

R TER ZAT SPIEN

isRuleEnabled boolean true DGEN—IVIEA X —T WIZ, false DIGEL—/L
T 4= MR L ERLET,

translationType Enumeration = DEWE A7 ( INAT) £721% TPAT) ) .

realInterfaceGID Objectldentifier | L — L ZWHT AT NA A AL X —T 2 A @—)b
RV —FT V2l My T LET,

mappedInterfaceGID FTVxr b | BRHEOT RUAMEH IS =T 2 A A B—

ID NWRV = FT V=2 N A H =T 2 ADT Y

v,

original HEXAT N—NREHAEINLZRETLTFA MBIy hU—7
FTV27 bDIPT FLAZELEAZA T, B
UFZINVIPT RLARE Y hU—2 K v—F7
V= hOBRETT Z LN ARETT,

original.ipv4Data el U7 /WVIPT R XA,

original. FT2 N | Ay NI RV —F TV NESRT D

networkObjectGIDs ID Objectldentifier ID,

translated HEXAT BHIL DT RL ARG EAE X A TR,

translated.ipv4Data el U7ZI/WVIP T RLXA,

translated. FTVx2 N | Ry MU= RV o—FT V=27 NEBRTD

networkObjectGID ID Objectldentifier ID,

translated.interfaceKeyword | SC52%1] linterface] DfEILX, Z DF—T— K23 NAT /L—/LIZ
FETHZEERELET,

policyNAT wqELAT AU —=NAT B ZDIL—/LTA RX—T L5 TV
DEEICIRY . R Y — NAT Ot & E A 2 A
7,

policyNAT.destAddress HEXAT SSCT RLAZREDHEEZA T,

policyNAT.destAddress.ipv | 3054 U7ZI/WVIP T RLXA,

4Data

policyNAT.destAddress. FTV=2 N | Ay NI KV —FT V= VBB T 5D

networkObjectGIDs ID Objectldentifier ID,
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ER Y TEE 2L a2 A2 b
policyNAT services \qE2A =R SN —ERAEZRET HEE XA T,
ZhiE, e b A VakEEAR— MR — b=
ARV —F TV b~OZH OFRAT, —
EAEROMABDEICTHZ ENTEET,
policyNAT.services.service | 354 P —ERAEHOEITR DO EBY T,
Data
{tcp | udp | tcp&udp}/{source_port_number |
port_list_object}/ {destination_port_number |
port_list object}
A= R RTA—=2N 1 OEFOEEIL, shEFR— b
S LET (FEETR— MNIMEER) . &2,
tep/4443 % tep. E(FTTAR— b any, sEJEAR— b 4443
B L. tcp/4443/Default Range |3 tcp, 5570 —
k4443, %8457 — b Default Range (E#H ., 1 ~
65535) ZEWLET,
policyNAT services. 3TVl N | ARV = F TV NI D
serviceObjectGID ID Objectldentifier ID,
protocol Enumeration J— VO % b7 ha) TUDP) .
'TCP) . TIPJ .
originalPort Unsigned Int [Translation Type] C [PAT] Z3#R L7541,
L EMEND R MEREIELET
translatedPort Unsigned Int [Translation Type] C [PAT] Z#{R L7255 13X, 2D
A= NEEPEBRINDLF— NEFERELET,
advancedOptions BEXAT FEA T Y 3 T,
advancedOptions.isTransDN | boolean true lI29 5L A7 547 v NN DNS — 3%
SReplies ER L CTHNEA R NOARTIERRETE D LT, £
FOMNTEH LI, ¥F2V T4 TTIAT A
[XDNS LB L HEHZ EJ,
advancedOptions.maxTCPC | UnsignedInt AR S D TCP B D K, AR 72l 0 ~ 65,535
onnPerRule T, ZOMEZ 0ICFRET D & Heoe i msi| Rz 72
EXD
advancedOptions.maxUDPC | UnsignedInt RIS UDP O K, A7 fElX 0~
onnPerRule 65,535 T¥, ZOfEE 0IZRRET D &, LM
FRICZ2 D F94,
advancedOptions.maxEmbC | UnsignedInt Y X2 VT 4 TT A4 T ARG 2 8 LA
onnections % ¥ TITHESLSFF AT S 2 WIIHE e D Fe R, A %078
B 0 ~ 65,535 T¥, ZOEZ 0ITRET D &, He
BUFERIBRIZ 2 0 F97,
advancedOptions.randomize | boolean true li295¢, BX2UT 4 TTFI7A4T7 R IZL-T

SeqNum

TCP 47> N — LV AFK BN T A LMEENE
KR

3 46 : InterfaceNATStaticRulesFirewallPolicy 7 7 X B
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<xs:complexType name="InterfaceNAT StaticRulesFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type=xs:boolean” minOccurs="1"
maxOccurs="1"/>
<xs:element name="translationType" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="NAT"/>
<xs:enumeration value="PAT"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="mappedinterfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="original" type="NetworkOrIPRef" minOccurs="1"
maxOccurs="1"/>
<xs:element name="translated" type="NetworkObjectRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="policyNAT" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="destAddress" type="NetworkObjectsRefs"
minOccurs="1" maxOccurs="1"/>
<xs:element name="services" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="serviceData" type="xs:string"
minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="serviceObjectGID"
type="0Objectldentifier" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="protocol" type="IPTransportProtocol" minOccurs="1"
maxOccurs="1"/>
<xs:element name="originalPort" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="translatedPort" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="advancedOptions" type="FirewalINATAdvancedOptions"
minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>

“hranrnarmmnlAav/ AntAnES

[X] 48 : InterfaceNATStaticRulesFirewallPolicy XML & % —~
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3.1.5.16

InterfaceNATManualFirewallPolicy

ZORY —lE, T AASAN—TV 3 83 LRRICOLE N S ET, ASA 83 LIRRIE, e/
NAT OFERIF, 2HEEOEERY — ¥ A TOMAEDLETT, LTFIRTLIIC, ZIETE)

NAT FHRijV— NV EFEHEL—L (B a1 &3) BXOAT7 Y227 FNATAV—V (B v a v
2) DO EIET,

B Cisco Security Manager - Configuration Manager - admin Connected to ijaragh-w2ke' - Activity: admin_06.Dec.2010_13.53.06 H=1E
Fle Edt Mew Polcy Mip Morage Took Acvities Launch Hep Sl
[Eioevice] smep Droiey Bl 5= EW 2 B OSSR RE @ KE|? cisco
Cevices | | S [mevice: 10.104.52.31 Folicy: Translation Rules
[ Policy Assignad: - local — Assigred To: local davice
Figr: |—nore-—- =
= = Fiker: {-- none -
< 1500001, clsca,com ; | | | =I§ i || cer |
9 FWES-6000_L.ceo.com Match: Criginal Fackat Irarfaces #ction; Tramslated Packet
I FIES-5000_10.clscn.cnm L e P et D D e k]
‘@FM"H'“FMD"‘ = (3] HaT Rulas Befare (2 Russ)
19 Fw2S-6000_12. cisto.com . .
3 Fis25-5000_13.checocom 1 Bhac s Whabc . Brolsl Sleside  Wloutside paverd.. o aterd.. Fnls2 DNSHake N
% FINES-6000_14.cion.com = BB attend... B aterd... BHnisz Woutsida ®lnsds Babc h.. Babc 3 BBnis MANUAL NAT SECTION 1
4] k 2 o abe_h., Benlzl ®@ieside  @outside Bhostt., ahabc b, Bnisz ONSifake o
- B I et L R L bl O ool R S i b AU
- = E1 || hetwark Object MaT Rules {1 Aulkes)
Eobs| 1 B Bay gy 444 ChSifske OBIECT MAT SECTION 2
E-Frewall - -
£] Aha Ruies p Bt Ei.:-rr Ei.:-rr 5] 4444
_-a.fm:ne-es Pl T HAT Rules after {1 Rukes) n
L) TP hocess Rlies 1 B atterd... B attend... Fnlsl ®nsde ®@lootside BB AWl Bcalimg. Bnls  OhStabe  MANUAL MAT SECTION 3
L] Inspection Rulas
T Bamat Traffc Fiter Ful
(3 Setkirgs b,
1T wist Fitler Rules
£ HAT
] Tranzlation otiors
0
] Sibe o Site WP
E Remahe Aocess WP
1 El nterfsoes
F-Platform
T FlexConfigs
| ﬂ
J| | B o

ZOIETIL, FH) NAT (InterfaceNATManualFirewallPolicy) Z it L £9, E7-kDE 7 >3 > T,
47 V=7 K NAT (InterfaceNATObjectFirewallPolicy) # &t L £,

InterfaceNATManualFirewallPolicy X &4 BasePolicy 7 7 A BALEE S 1L, BIEZ T X CTHEA L 97,
InterfaceNATManualFirewallPolicy f > A % > ALT /34 A B2 [FEIT) EF2 SN2 NAT Lb—/L %
FRELET, AR =Bl L 725K orderld EMEIL, R O —HNTOL—LDIERFZRE L
F9, KU — F—HX D section TH(L, 1 NAT OFRIL— AP FHEL—ANERELET,

W DFIZ, InterfaceNATManualFirewallPolicy DINEZ E# L £ 77,

P TR 2 A7 a Xk

isRuleEnabled boolean true DIFEN— VT A F—T VT, false DGHIL—V 1T
TAE—T MR DHZEERLET,

section Enumeration =t 7 varERELET, B2ME M) .
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PRV TR 2 AT A b
2) . 3] T, LRI TI,
M) > FAINAT L— /L DOFE VY L—/LEINAT 245 L &
j‘o
] 2477 NAT V— L& LET,
3] > #H% NAT L—/LoF Y /L—/L#% NAT Z$5 L £
7
ZORY = HATE M1 & 13 OAHRAFETT,
BasePolicy @ orderld & (X, ZD&7 T a v HND/NL—
o EF] ZHELET,
realInterface HEXAT A B =T A= )L R —FT V=7 MEIT
A B —T 2 AG~DSE
reallnterface.reallnterface | &7 =27 k f B =Tz A= )L R)—FT ) h~DS
GID ID i
reallnterface.reallnterface | SC74 EEEDA B —T = f A
Name
mappedInterface wWEHA T AHE =Tz A=)V KR —FT V=7 NERIF
AT ~DZ R
(I BBEOA v H—T oA ABL PN~ BT A
=T 2 A ADRNVTIHIESN T RWGS, 774
NVNE MEE) RSN ET, )
mappedInterface.mappedl | =7 =7 B =Tz A B =)L R)—FT T h~DH
nterfaceGID 1D HR
mappedInterface.mappedl | L4 VBT ENTA U E—T = A A4,
nterfaceName
source wWEHA T FVOFNEERINT-EE L E0EA AT
source.natType Enumeration BEWN—NDEA T TAZT v 7] FT20F X4 A4F
v 7 EHRELET,
source.originalObjectGID | 47 2= 7 b | NAT L— /L CEBEINDEE LT RLAZRELE
ID T 7 R RHEPHEZITR Y MU —27 OEIT, @ E
723y NU—=7NOTRXTOT RUAPEHR I E
T, TOEREIZIT, xRy T RV —FT Vs
k&2 %3 5 Objectldentifier ID 285 £ E T,
source.translated HBEXAT Xy hT—2 7 RLAOF— LV FEI3EREINT- %G
TLERTA VA =T oA AF TV h~DEROWN
ThhrzEOEGX A7,
source.translated. F7To e b S "= RV —FT =7 b GID ~DEME, U
ObjectGID ID T IV IPv4 7 RV RIX, FE) NAT ORECIIFEHATE

T¥A,
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PRV TERE BAT = IV

source.translated.interface | SC%| lnterface] DfEIX, A > X —T =A ADF—T— KN

Keyword NAT V— VZEHEAH TH D Z L ZHELET,

source.translated.patPool | & ¥ A 7 PAT DA 7Y a v &2E0EEXZAT

source.translated.patPool. | &% A 7 PAT 7 RLAD T — N a2EateEE5EXZ AT

patAddressPool

source.translated.patPool. | 7Y = k Xy hIT—=7 RV —FT V=T h~DEHR

patAddressPool. D

patPoolAddressGID

source.translated.patPool. | SC54) [ E LT Tinterface] N DHEZEDOE L L FEHA S

patAddressPool. %354 1%, Fallthrough Interface Zf&fit 3514 % —7 =

interfaceKeyword 4xim%4y&~7i4x&ﬁunﬁ@i#0

source.translated.patPool. | boolean True D356, FEHAIRER IP 7 RL A LR — &S24

isPatAllocatedInRoundRo ALz v Ruvey) 470 EKRLET, =

bin DAYy KT, =L TENENERT 5T FL A%
EHLT, 7 RLVA/R— NOMAEDLEEZEIY Y TE
o TD%, BAOT R AZEIR D AR— N CHERMH
L, WIZ2FEOT RUAZMEHL, Lk, FERICEME
LET,

destination wExAT ST RVADRAET v I B EEGTEEX AT

destination.natType Enumeration BN~ NDEA T [AET 47| F20% XA
Iy EHRELET,

destination.originalObject | &% A 7 FTDF TV =7 h~DH M

destination. Object Fy NT—7 RV —FT7Vx7 FNGID DY A F~D

originalObject.networkOb | IdentifierList SR,

jectGIDs

destination. LA 5645 IPv4 7 R LA,

originalObject.ipV4Data

destination.translatedObje | Objectldentifier | B I N/=% Y hU—27 GID A7V =7 h~DHM],

ctGID

service wHEx AT A=K7 RUVAEMEITRET HDEE XA T,

service.originalObjectGID | A7 ¥ =7 b B INDHY—EREZERTHT—ERA R —F7

ID Yzl h~DZM,
service.transObjectGID FTV =l | BRUEH SN R ERT O —E A KR
1D = ATV b ~DB,

isTransDNSReplies boolean true DGFE. T DO/L—VIZ—E T 5 DNS BT DIA
FNT RUARFEEMAONET,

Direction Enumeration H—HmETdOAZT v 7 NAT L—/L ( [HJ5F

M) o EEmE A (B E SR 21T
TaT = (DR ) ZHEELET,
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TR Y TR 2 AT = SN

isNoProxyARP boolean True DA, ZIUIBELSEEA VX —T = A AT
¥V ARP &ZT 4 E—TMTLET,

F7 4L b TliE, T_THONAT V—uiL, A v
H—T 24 ATTaFL ARP BNE ENE T, NAT %k
N—VIZH A v 2 —T = AT 5 & EiTL— |k
OB AR T DA T 74w 7 NN T T 4 w0
DM FIZX LT NAT 23 RRATHOIEHA I E
T, L7zdio> T, 7r% T ARP L. NAT #fR/L—L %
N TD2MERH Y £, (NAT SR — L2 HEIC
B L. [Translation Rules] 7 — 7 /L DD F TP
NAT L— /LD FIcFRENET, )

isRouteLookUp boolean ZOF T arBue DEE. A —T 4R
. BE LS, v —T7 oA R BT 500 I
N—bt Ny 2T T AL TIRELET, T,
NAT bR/ —/L D5E 1T true ICT 2 HERH Y 77,

Z 47 : InterfaceNATManualFirewallPolicy 7 7 X FE#%
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<xs:complexType name="PatOptions">
<xs:sequence>
<xs:element name="patAddressPool" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="patPoolAddressGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
<xs:element name="interfaceKeyword" type="xs:string" fixed="interface" minOccurs="0"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="isPatAllocatedlnRoundRobin" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="InterfaceNATManualFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="section" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:unsignedInt">
<xs:enumeration value="1"/>
<xs:enumeration value="2"/>
<xs:enumeration value="3"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="reallnterface" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="reallnterfaceGID" type="Objectldentifier"
minOccurs="0" maxOccurs="1"/>
<xs:element name="reallnterfaceName" type="xs:string" minOccurs="0"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="mappedInterface" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="mappedInterfaceGID" type="Objectldentifier"
minOccurs="0" maxOccurs="1"/>
<xs:element name="mappedInterfaceName" type="xs:string"
minOccurs="0" maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="source" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="natType" type="NATType" minOccurs="1"
maxOccurs="1"/>
<xs:element name="originalObjectGID" type="Objectldentifier"
minOccurs="1" maxOccurs="1"/>
<xs:element name="translated" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="objectGID"
tvpe="NetworkObiectRefs" minOccurs="0" maxOccurs="1"/>

49 : InterfaceNATManualFirewallPolicy
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3.1.5.17

InterfaceNAT64ManualFirewallPolicy

InterfaceNAT64ManualFirewallPolicy (3 Unified (IPv6/IPv4) F#) NAT L —/L & &K L E£7, ASA9.0 >
5 Unified NAT b—/L i3 ¥ A — b & Ed, IRV AR —-bEnoxy hU—7 & TY,

IPv4 -> IPv6
IPv6 -> IPv4
IPv6 -> IPv6
IPv4 -> IPv4

InterfaceNAT64ManualFirewallPolicy (%% 4 InterfaceNATManualFirewallPolicy 7 7 A7) LILIE 4.,
InterfaceNAT64ManualFirewallPolicy - > A % > A% 1 2@ Unified NAT L — V&R LET,

ZORY—F, APIA—T v LI UBETERATEET,

B 2AT a X b
isInterfacelPv6 boolean A B =T A ADIPv6 7 RLAZHH L £,
isNetToNet boolean IPv4 — X~DHE—~IPv6 7 KL ZAD 1 X1 D~ v B

VITDE T g

7% 48 : InterfaceNAT64ManualFirewallPolicy 27 7 X &

<xs:complexType name="InterfaceNAT64ManualFirewallPolicy">
<xs:complexContent>

<xs:extension base=" InterfaceNATManualFirewallPolicy ">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="isInterfacelPv6" type="boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isNetToNet" type="boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:extension>
</xs:complexContent>
</xs:complexType>

50 : InterfaceNAT64ManualFirewallPolicy XML A &% ——~
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3.1.5.18

InterfaceNATODbjectFirewallPolicy

InterfaceNATObjectFirewallPolicy |54 BasePolicy 27 7 A HLE S 4L, BMHEZ T Xl L £,
InterfaceNATObjectFirewallPolicy DA A% L AL, T /3 A TAHT V=7 O NAT L—/LEZFRE L
F9, EARY = OHoK LI AR ID B, AU v —HNTINbLDL—VDIEFZHEE L

£,

ZORY—IF, TAAL ZAASAN—T g v 83 PREICOLEH S ET,

WDFIZ, InterfaceNATObjectFirewallPolicy DINAF = EFH L £,

LRV THHR ZAT aAr b

section Enumeration =7 varERELET, 27X M) .
20 . 13) TF, LUFIEMRTT,
1) > FH1INAT L—/LDF Y L—/Lili NAT 245 L £ 7,
2] > A7 =7 NNAT V=V EHELET,
3] > FHENAT L—ADOFE D L—L% NAT ZH L E£7,
ZORY = ZA72E, 2] OBPEHELET,
BasePolicy @ orderld ##£1X, D& 7 v a VNO/L—LD
MErFs) ZHELET,

reallnterface el A B —T = A AILFF|

mappedInterface ST A B —T = A ZALTH

natType Enumeration BN —NDEA T o [AXT 7] Fi20% 15445
Ty s EHEELET,

originalObjectGID pe2]l NAT L— /L CEHB SN DEETT RLA,

translated BaIA7 LR T RUAEITA U F =7 = A ADWVFTHITIES
TWONERET 2BEX AT,

translated.objectGID wBEeEr2AT T RVAEREZEGTLHEELZAT

translated.objectGID.ip | SC=£%| U7 /VIPT RL XA,

v4Data

translated.objectGID. FT7Vx2 b | Xy NI—= R = FT7 V=7 FEBRTD

networkObjectGID ID Objectldentifier ID,

translated.objectGID.int | 3C541| linterface] DfEIX, A L F—T = A A F—U— KNI D

erfaceKeyword NAT L—/MZEFRSNTVDZ EERLET,

translated.patPool BaEsAT ASA/N— 3 842 LIBETIZ, #4753 v 772 NAT Of
B PAT 7' —)L & PAT — /L& EHRTE 7, PAT 7/'—
V7 KU AL, 2D [PAT Pool Address Translation] 7 - —
N REMEHLTRESNET, ZHiZiE, PAT V=L 7
varngEnET,

translated.patPool.patA | A& % A 7 T RUAEBRNRTEH I TWET,

ddressPool
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R YT ERE ZA7 IR b

translated.patPool.patA | 7Y =7 b | PAT 7/—LD%xy hU—27 KU o —FT7 V=7 hasR

ddressPool. ID 9% Objectldentifier ID,

patPoolAddressGID

translated.patPool.patA | 5% linterface] DfEIL, A >V F—T =24 A F—TU— KNI D

ddressPool.interfaceKey NAT L— VI EFRINTWAZ L a R LET,

word

translated.patPool . boolean 3N true DA, ASA TN AL PAT 7 —MZT T v

isPatAllocatedInRound Fevrf9ypYcafALET,

Robin

isTransDNSReplies boolean true DS, ZON—LIZ—FT 5 DNS InZIZHDIAT
77 RLAREEZMZ ONET,

isNoProxyARP boolean true DA, SiEA v F—T A ATARP T/ X T L7
NWTLEEN,

isRouteLookUp boolean true DA, kA v 2 —T oA ZADN— NEREITNE
j—o

service HEXAT REDAAT 47 IR— T RLALHE EFRT HES
ATy ABT 49T V= VDORIKNT DT TV r—a

service.protocol Enumeration N— VORISR E D7 k= TUDP) . [TCP) |
E720X P) .

service.originalPort Unsigned Int NS 7 4w I RTF NS, RZEETBHER— I,

service.transPort Unsigned Int TLDOR— "NEFERZWT DR — M5,

3 49 : InterfaceNATODbjectFirewallPolicy 7 7 A FE#&
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maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>

maxOccurs="1"/>
maxOccurs="1"/>

maxOccurs="1"/>

<xs:complexType name="InterfaceNATObjectFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>

<xs:element name="section" fixed="2" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:unsignedInt">
<xs:enumeration value="1"/>
<xs:enumeration value="2"/>
<xs:enumeration value="3"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="reallnterface" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="mappedInterface" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="natType" type="NATType" minOccurs="1" maxOccurs="1"/>
<xs:element name="originalObjectGID" type="Objectldentifier" minOccurs="1"

<xs:element name="translated" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="objectGID" type="NetworkObjectRefs" minOccurs="0"

<xs:element name="patPool" type="PatOptions" minOccurs="0"

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="isTransDNSReplies" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="isNoProxyARP" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isRouteLookUp" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="service" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="protocol" type="IPTransportProtocol" minOccurs="1"

<xs:element name="originalPort" type="xs:unsignedInt" minOccurs="0"
<xs:element name="transPort" type="xs:unsignedInt" minOccurs="0"
</xs:sequence>

</xs:complexType>
</xs:element>

</xs:sequence>

[X] 51 : InterfaceNATODbjectFirewallPolicy XML R ¥ —=
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3.1.5.19 InterfaceNAT640DbjectFirewallPolicy

InterfaceNAT640bjectFirewallPolicy I% Unified (IPv6/IPv4) #+ 72 =2 h NAT L—/La2RKLET,
ASA 9.0 7»5 Unified NAT /L—/VEY A —F&uEd, BFEVHR—bshdxy bV —7 BT,

e [Pv4->1Pv6
e [Pv6->1Pv4
e [Pv6->1Pv6
e [Pv4 ->1Pv4

InterfaceNAT640bjectFirewallPolicy I XA InterfaceNATObjectFirewallPolicy 7 7 A HLILER S U E T,
InterfaceNAT640bjectFirewallPolicy A A & AN HL—@ Unified 47 ¥ = 7 k@ NAT b— /L & F£IR
LET,

ZORY—F, APIN—Va v LI UK CHEATEET,

G 2AT Xk

isInterfacelPv6 boolean A HE—=T A ADIPv6 7 RLAZHH L £,

isNetToNet boolean IPv4 — X~DHE—~IPv6 7 KL ZAD 1 X1 D~ v B
IO T g

%% 50 : InterfaceNAT640bjectFirewallPolicy 7 5 A €%

<xs:complexType name=" InterfaceNAT64ObjectFirewallPolicy ">
<xs:complexContent>
<xs:extension base=" InterfaceNATObjectFirewallPolicy ">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="isInterfacelPv6" type="boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isNetToNet" type="boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 52 : InterfaceNAT64ObjectFirewallPolicy XML R ¥ —~
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32 AY v K
RET—ERTRDOAY v FEEZRLET,
1. GetServicelnfo
a. b—e2x4, N=Var BREEELY —ERAEROEFREZIELET,

b. :0)% Vo Rk, BREENERN e v 3 > Cookie IR L=, oA Y v REV &R
WREO T HERH Y, 7747 2 MRBEFITHFO—E R =T g L HHMER
HHEEMERTHLENDY FT,

2.  GetGroupList
a. VAT LATERSNET AR ZNV—TDY A bziRLET,
3. GetDeviceListByCapability

a. VAT LAOMEETIZITVANLRI—FRD 1 DL EIC—FHT5FT_XRTOF /N, 2DV A
FEIRLET,

4. GetDeviceListByGroup

a. VAT LDEEINIZ I N—THNOTRTOTNA ADY X MEIRLET,
5. GetDeviceConfigByGID

a. AV RBIETHE LA T V=7 MDD THBISNDT A AREZKLET,
6. GetDeviceConfigByName

a. AV v REITIRE LT A R4 THBI SNDT A ARELZIRLET,
7. GetPolicyConfigByName

a. ZAIREND Y TONTEEDT A ZZEY Y TONTERY —REZRLET,
8. GetPolicyConfigByDeviceGID

a. AV REIBICHESNTBEDLZA T BT HTF A, ZADF T2/ FIDICET
HARY—EEEELET,

9. GetPolicyListByDeviceGID

a. AY v RBIBICIEEESNTEZT AL AL TV 27 NIDIZETAHRY S —ZEHXATD
YA MEIRLET,

10. GetSharedPolicyListByType

a. BEDRY 2 — XA 7D CM CEXEINTZTRTCOEFRI—DIY A MERLE
j—o
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3.2.1 A Y v F GetServicelnfo

GetServicelnfo A Y v KiL, YV —ERAZEET Y —EADFHHA, N—T 3 VIEFR, BLOGEYT5
B AR L ET,

3.2.1.1 Ek

A v K GetServicelnfo ZR DO Z R ORI R LET, TNHDAvE—TUDT 4 —)L REROEIZ
%bi‘a—o

URL:
https://hostname/nbi/configservice/GetServiceInfo
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="”1.0" encoding="UTF-8"7?7>
<getServiceInfoRequest>
<protVersion>1.0</protVersion>
<reqld>123</reqld>
</getServiceInfoRequest>

X 53 : A Y v K GetServiceInfo ZsR D4

#51: A Y v K GetServicelnfo E3R D URL 5| # D3

HTTP/XML DANE EH

getServiceInfoRequest RO H A EeA T2V b,

HTTP XYV v R PUT

HTTP ~ v % — : asCookie Cookie X, #FEE v v a &l T o074 Ay RITk-> Tk
SNET,

V& 200 OK + XML
401 Unauthorized

<xs:element name="getServicelnfoRequest" type="GetServicelnfoRequest"/>
<xs:complexType name="GetServicelnfoRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>

54 : GetServiceRequest XML X ¥ ——~
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3.2.1.2 B
GetServicelnfo JEEDHIZRDOKNIRLET, ZNHDA v E—VDT7 4 — )L REROFIZRLET,

<?xml version="1.0" encoding="UTF-8"7?7>
<nsl:getServiceInfoResponse xmlns:nsl="csm">
<protVersion>1.0</protVersion>
<reqld>123</reqId>
<serviceVersion>1.0</serviceVersion>
<serviceName>CSM Configuration Service</serviceName>
<serviceDesc>A configuration service that enables network services configuration to be
retrieved</serviceDesc>
</nsl:getServiceInfoResponse>

55 : GetServicelnfo i D Fi

& 52 : GetServicelnfo JGEDER & BHDOHHA

XML 3% & Bk T

getServiceInfoResponse a7 4 Xal—vary - RO —EREREELET
serviceVersion a7 4 FXal—Tary b RETOY—E R NRX—T g
serviceName H—r 24
serviceDescr P— A DR DM 22 5 I — X DR

<xs:element name="getServicelnfoResponse" type="GetServicelnfoResponse"/>
<xs:complexType name="GetServicelnfoResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="serviceVersion" type="xs:string" minOccurs="1"
maxOccurs="1"/>
<xs:element name="serviceName" type="xs:string" minOccurs="1"
maxOccurs="1"/>
<xs:element name="serviceDesc" type="xs:string" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 56 : GetServiceInfoResponse XML A ¥——<
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3.2.2 XY v F GetGroupList

TA N R — ROFH %R U784, GetGroupList £ Y v RiX, FFED X A T ORY > —IZ—BF
DT NA ZAETNTT RTOT A A% LET,

3.2.2.1 Ek

A Y R GetGroupList ZESRDOFI Z R DKNRLE T, ZHHDA Y=V DT 4 —/L REIROERITR

L/i—a‘o

URL:
https://hostname/nbi/configservice/getGrouplist
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="”1.0" encoding="UTF-8"7>
<groupListRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<includeEmptyGroups>false</includeEmptyGroups>
</groupListRequest>

X 57 : £Y > K GetGroupList Z3R D

# 53 : 2 Y v F GetGroupList 3R URL 3| D&

HTTP/XML D%

T

GroupListRequest BROF | EEGTe 7N —7 ) A R OER
A WEIZ T S ABTFE LTR NI N —T BISEICELRENE I 1 atE
includeEmptyGroups ET 5,

HTTP XYV v K

POST

HTTP -~ # — : asCookie

Cookie 1%, ittty v a vy &ZilBlTs0 4 AV vy FIZL-o T
SNFET,

RY1E

200 OK + XML

401 Unauthorized
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<xs:element name="groupListRequest" type="GroupListRequest"/>
<xs:complexType name="GroupListRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="includeEmptyGroups" type="xs:boolean"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 58 : GroupListRequest XML X &% —~

3.2.2.2 N
GroupListRequest [t DFZ R DI R LET, ZIUHDAvE—TDT7 4 — /)L RERDFIIILE
7, GetGroupListResponse TlX, 7 /3 ADEERFREILETTINFEA, i
GetDeviceConfigByName ¥ 7= % GetDeviceConfigByGID A ¥ » RO S 472 & IO BRGKIE S 4L

=7,
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<?xml version="1.0" encoding="UTF-8"7>

<groupListResponse>
<protVersion>1.0</protVersion>
<reqld>123</reqId>
<deviceGroup>
<gid>00000000-0000-0000-0000-000000000001</gid>
<name>San Jose</name>
<lastUpdateTime>2011-05-22T07:07:29.1292</lastUpdateTime>
<path>/VmsVirtualRoot/San Jose</path>
<deviceGroup>
<gid>00000000-0000-0000-0000-000000000002</gid>
<name>Building 13</name>
<lastUpdateTime>2011-05-22T07:07:29.1292</lastUpdateTime>
<path>/VmsVirtualRoot/San Jose/Building 13</path>
<device>
<gid>00000000-0000-0000-0000-214748364932</gid>
<name>10.77.208.138</name>
<lastUpdateTime>2011-05-26T00:11:532</lastUpdateTime>
<osType>asa</osType>
<osVersion>8.4 (1) </osVersion>
<imageName>disk0:/asa831-k8.bin</imageName>
<sysObjectID>1.3.6.1.4.1.9.1.670</sysObjectID>
<fullConfig/>
<mgmtInterface>
<type>Management</type>
<identifier>mgmt</identifier>
<ipInterface>
<ipAddress>10.77.208.138/255.255.255.0</ipAddress>
</ipInterface>
</mgmtInterface>
<interfaceList>
<interface>
<type>GigabitEthernet</type>
<identifier>outside</identifier>
<ipInterface>
<ipAddress>20.10.30.42/255.255.255.0</ipAddress>
</ipInterface>
</interface>
<interface>
<type>FastEthernet</type>
<identifier>FastEthernet5/1</identifier>

<ipInterface>
<ipAddress>20.10.30.45/255.255.255.0</ipAddress>
</ipInterface>
</interface>
</interfacelList>
<configState>committed</configState>
</device>
</deviceGroup>
</deviceGroup>
X| 59 : GetGroupList > D H
F 54 : GetGroupList J5&EDESR & BIEDFHA

XML EX L B EHR
groupListResponse O0fEHLA EDFNRA A TN—T DY A REIRLET,

FEFRDOY A I : DeviceGroup | Z/V—TEFRDY X K
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<xs:element name="groupListResponse" type="GroupListResponse"/>
<xs:complexType name="GroupListResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">

<xs:element name="deviceGroup" type="DeviceGroup"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

X 60 : GetGroupList Ji& XML X ¥ —=

AV REEEOZT —

a— R B!

2000 ZOTT—F, APINRn A 22—V DT A v AFLT /A ADY A N EEL
/BCERWGEARICESNET,

2001 DT T —X. API BUBEDOMIRD 7212 CSM P — " A FH AT RE 72 7 L —
TEZITERN A WBERIGRENE T,

2002 ZDOxTT—X, API N CSM B — BT, ZZFUS TE R WEAIGRE
F9,

2003 DT —X, API T NA AOREREEZRH TR VWEAICRESNET,

2004 ZOTT—E, API VBT NA AT DDA v F—T oA ADFFEME TG TE 72
WIGAIZIKSNET,

2005. 2006 IHBHDOTT =L, TNA AMEAOT —F OLFRERZ API ANET T — & K

L7eailRsnE 7,

#* 55 : GetGroupList X Y v FOx=F— a— K
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3.2.3 XV v F GetDeviceListByCapability

T AV RA— ROF$ %8R L7254, GetDeviceListByCapability £ ¥~ Kix, 1 2L Eoh 7 3
E—ETDHTNNARAELEITRTOT NS ADY A R ERKLET,

3.2.3.1 B3k
A R GetDeviceListByType ZROF|Z R OMIIR LET, ZNHDA v E—IDT 41—/ REK
DRI LET,

URL:
https://hostname/nbi/configservice/getDeviceListByType
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="”1.0" encoding="UTF-8"7>

<deviceListByCapabilityRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<deviceCapability>firewall</deviceCapability>

</devicelistBvCavabilitvRecuest>

X 61 : A v K GetDeviceListByCapability Z:3R D4

# 56 : A v K GetDeviceListByCapability Z>k? URL 5| ¥ DA

HTTP/XML DRNE ER
getDeviceListByCapabilityRequest | EsR D 5| $ &G deT /3 A V) A F DR
T3 : deviceCapability FORINTWDET NS ZDOMRe T 5 EFED 1 DL DA

AL R, FFREIIRO LY T

e firewal : T _XTD ASA, PIX. BLUFWSM T34 A%
BLET,

e ids: T XTDOIPS /31 A& LET,
e router : L—HI|ZED F1,
e switch : A1 v FHZIKL FT,

U A )V K71 — R <csm:deviceCapability>*</csm:deviceCapability> &
BETHENTEET,

HTTP A Y v K POST

HTTP -~ > # — : asCookie Cookie (%, Bty a vy &Z#plTsunr 4 AV vy FliZLoT
RINET,

R0 200 OK + XML

401 Unauthorized
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<xs:element name="deviceListByCapabilityRequest" type="DeviceListByCapabilityRequest"/>
<xs:complexType name="DeviceListByCapabilityRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceCapability" type="DeviceCapability" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexTvoe>

62 : DeviceListByCapabilityRequest XML A ¥ ——

3.2.3.2 &
GetDeviceListByCapability J&Z DF|Z IR DKNIRLET, ZNHDRA =V DT 4 —)L REROE

IR LET,

<?xml version="”1.0"” encoding="UTF-8"7?>

<deviceListResponse>
<protVersion>1.0</protVersion>
<reqld>123</reqId>

<deviceId>
<gid>00000000-0000-0000-0000-12211312321</gid>

<deviceCapability>firewall</deviceCapability>
<ipv4Address>12.1.1.1</ipv4Address>
</deviceId>
</devicelListResponse>

X 63 : GetDeviceListByCapability i D%

# 57 : GetDeviceListByCapability n& DESR & B DR

XML E3R & B ER
deviceListResponse ZDAY Yy RTEISND T ANVE NTA—=ZIZ—8T 25 0fHL LD
THRAZADY XA MEIRLET,
HHED Y Ak : Deviceld TNAZID DEFEDOY A K
B - Gid T /3 A0 GID JE& M
3% deviceCapability TNA AD 1 DL EokRE (22H)
F3% : deviceName TS ZADLRT (WZH)
B : ipv4Address (EE) XA ADIPv4 7 KL &
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<xs:element name="deviceListResponse" type="DevicelListResponse"/>
<xs:complexType name="DeviceListResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceld" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceCapability" type="DeviceCapability"
minOccurs="1" maxOccurs="1"/>
<xs:element name="deviceName" type="xs:string" minOccurs="0"
maxOccurs="1"/>
<xs:element name="ipv4Address" type="xs:string" minOccurs="0"
maxOccurs="1"/>
<xs:element name="gid" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

64 : DeviceListResponse XML X ¥ ——~
GetGroupList A Y » NIZFL#Ei SN T — a— RBRZOA Y v RIZb#EH S ET,
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3.2.4 XY v K GetDeviceListByGroup

T A v R — ROBIEMRIN STV D55, GetDeviceListByGroup A Y v Rid, BED 7 N—7Z
BENTVDT AL AETFT R TOT AL ADY A MR LET, FV—THDO/RRTY 7 TRk
RT ANED D RAREROHEA OMABEDLETIERSNE T, 734 2 U X MINRIEROMEAE
bENbR0 x4, =& 20, X RHEAD San Jose HAl & U TR STV T CSM 3 —/378 San
Jose D FIZH T I N—T%EOEE. APLIX San Jose 7 /v — 71 J. O San Jose D N2 5 F D
TIN—=TIC—HT 2T RXTCDOT A AZIELET,

7o & ZIX/XATEA D San Jose & Buildingl4 DY5E, 7 V—"7 /XA //San Jose/Building 14 & % DY
TN—"7 AT DH5E) BT DT A ABRSNET,

3.2.4.1 ER

A v K GetDeviceListByGroup Z RO Z IRDOKINR LE T, ZAHDA vy E—=IDT 4 —)L RER
DRITRLET,

URL:

https://hostname/nbi/configservice/getDeviceListByGroup

HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="1.0" encoding="UTF-8"7?>
<devicelistByGroupRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<deviceGroupPath>
<pathItem>buildinglO</pathItem>
<pathItem>4™ floor</pathItem>
</deviceGroupPath>
</deviceListByGroupRequest>

X 65 : XY v K GetDeviceListByGroup Z3R D

# 58 : A v K GetDeviceListByGroup Z3R D URL 3D

HTTP/XML DA% EH

getDeviceListByGroupRequest | 7 /L —FICEENDTANA ADY A M ZIKTTF A A Y A FBEER,
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HTTP/XML DRZE EH

3% . deviceGroupPath FORSNTWDETNA R T N—T %8BT 8%, 1 2L LD
pathltem =2~ U & HE T, e ST < TO pathltems £ (A
Fyva [/ TREID) | 1207 V—T74 L LTI NET,
GetGroupList A V> ROIREND O/SAIEHRN Z Z CHEMTEE T,
GetGroupList D% 7 /L—FIZE RIS AL ARl T 2 XA @R & 0
F3, NZARNDOKFEHE (/] LoTREB) 1Z32HEE & LTHS
ILENET, L 2IETN—TDF A ZAZEMN
[/VmsVirtualRoot/San Jose/Building 13] 72 £/ A (getGroupList API
INENSEE) #E&ied . SATEAX [VmsVirtualRoot] . [San
Jose] . [Building 13] &72 ¥ £9, [VmsVirtualRoot] 1%, &7/ —
TORME — K J—F] TT,

HTTP XYV v K POST

HTTP ~ > % — : asCookie Cookie |3, FiEY v ¥ a raiild o s A XYy RIZk->Tik
ShEd,

R0 & 200 OK + XML

401 Unauthorized

<xs:element name="deviceListByGroupRequest" type="DeviceListByGroupRequest"/>
<xs:complexType name="DeviceListByGroupRequest">
<xs:complexContent>
<xs:extension base="BaseRegResp">
<xs:sequence>
<xs:element name="deviceGroupPath" type="DeviceGroupPath"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

X 66 : DeviceListByGroupRequest XML R ¥ —=

3.2.4.2 JBE&
GetDeviceListByGroup v & & =7 — =2— Ri&, A Y v K GetDeviceListByCapability It 2 & [ U T,
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3.2.5 X YV v F GetDeviceConfigByGID

GetDeviceConfigByGID A ¥ v K, AV v RIZEINDT A A IDIZHESWT, FFEDT /A A A
TVl FNEBEETOREZIRLET, T ARELZERL TWLH2—HE, RELZERLTWD
TA 20D Tview_device] X lview_cli) MEROM G R2TIUTRY T, ZDAY v FHRIK
9~ lfullConfig| HHEDT —H %, T /3 A TEITEIND f&7/2 2~ K [show running-config| 7>
HOT—HIZHE LRV ET, ZOTXTOREIX, CSM @ Configuration Archive (CA) ® = K—
I MMBIRENET, CA L, T80 AP E IR ICE RSN E T, & 2D fullConfig /4,
CSM Z /6T IZ 7N X CHBEETTSINS 707 47N F (O0B) &7 > 77— F&545F
A,

I aaBINEZ T a USHEBR LTSN,

3.2.5.1 Ek

A Y R GetDeviceConfigByGID ZRDF| Z RO R LET, ZNHDA Yy E—IDT 4 —)L Rz
ROFRIRLET,

URL:
https://hostname/nbi/configservice/getDeviceConfigByGID
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="1.0" encoding="UTF-8"7?>
<deviceConfigByGIDRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<gid>00000000-0000-0000-0000-051539607555</gid>
</deviceConfigByGIDRequest>

X 67 : £ v K GetDeviceConfigByGID Z R D4

# 59 : AY v K GetDeviceConfigByGID Z3R URL B DA

URL B4 ek
deviceConfigByGIDRequest 71— D OFK
gid BT ZEHHERINTWELT A AT a— L 47 V=7 b ID,

& . 7341 A GID I getDeviceListByCapability
getDeviceListByGroup, GetGroupList D\ T 3D APIL % f L CHfS

TAHRZENTEET,

HTTP AV v K POST

HTTP ~ > # — : asCookie Cookie I%, Pt vy v a v &# BT u A4 AV v FIZL > T
SHnET,
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URL B4 EE

RByE 200 OK + XML

401 Unauthorized

<xs:element name="deviceConfigByGIDRequest" type="DeviceConfigByGIDRequest"/>
<xs:complexType name="DeviceConfigByGIDRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="gid" type="Objectldentifier"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

X 68 : DeviceConfigByGIDRequest XML R ¥ —~

3.2.52 )&

GetDeviceConfigByGID & Dl Z IR DENZAR LE T, TNHDA vE—TDT 4 —/)L REIROFRIT

ALET,
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<?xml version="”1.0" encoding="UTF-8"72>
<deviceConfigResponse>
<protVersion>1l.0</protVersion>
<reqld>123</reqld>
<device>

<gid>00000000-0000-0000-0000-214748364932</gid>
<name>10.77.208.138</name>
<lastUpdateTime>2011-05-26T00:11:537Z</lastUpdateTime>
<osType>asa</osType>
<osVersion>8.4 (1)</osVersion>
<imageName>disk0:/asa831-k8.bin</imageName>
<fullConfig>
<!— will contain the full config of the device -->
</fullConfig>
<mgmtInterface>
<type>Management</type>
<identifier>mgmt</identifier>
<ipInterface>
<ipAddress>10.77.208.138/255.255.255.0</ipAddress>
</ipInterface>
</mgmtInterface>
<interfacelList>
<interface>
<type>GigabitEthernet</type>
<identifier>outside</identifier>
<ipInterface>
<ipAddress>20.10.30.42/255.255.255.0</ipAddress>
</ipInterface>
</interface>
<interface>
<type>FastEthernet</type>
<identifier>FastEthernet5/1</identifier>
<ipInterface>
<ipAddress>20.10.30.45/255.255.255.0</ipAddress>
</ipInterface>
</interface>

</interfaceList>
<configState>committed</configState>
</device>
</deviceConfigResponse>

69 : GetDeviceConfigByGID iz D il

% 60 : GetDeviceConfigByld JGENDER L BHEDHH

HR. B B
deviceConfigResponse FT7V 27 FIDIZ—ET DT A ARELZIRLET,
FONA R 213 THHASNTNDT NS R 7T A,
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<xs:element name="deviceConfigResponse" type="DeviceConfigResponse"/>
<xs:complexType name="DeviceConfigResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="device" type="Device"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 70 : DeviceConfigResponse XML R % —~<

Ay FREDO=T— (£72, GetGroupList # V » RTERINTNDHTT— a— Rk LET) o

a— R B

2007 ZOTT—it, BERENTZT N, A GID A CSM P —NITARWEAITIERE N
F7,

2008 Z D= F—(X, API 7S Configuration Archive & = —/L & {5 TE 2 WA
EEnET,

2009 Z®»xTF—X, API 7’ Configuration Archive & ¥ = — /L2 B % E &2 BUH B 720
LAIOGRENE T,

2011 ZOTT—F, 2—FRBREOEREFAIN T 2WEEITRENET,

# 61 : GetDeviceConfigByGID X YV v RO=5— a— R

3.2.6 XY v F GetDeviceConfigByName

GetDeviceConfigByName A ¥V > RiZ, 2V v RIZEINDHT NA ZALIZHESNT, FFEDT A A 4
TVl NEBHEETOREZIRLET, T ARELZERL TWL2—HE, RELZERLTWD
TA 2D Tview_device] X lview_cli) MEROM G R2TIUTRD T, ZDOAY v FHRIK
7 [fullConfig) EHRDOT —XIL, T/ ATETIND XAV =~ F [show running-config) 7>
LOT—HIZHELL 2D ET, TOTRTOHEIX., CSM @ Configuration Archive (CA) D =2 2R —
2 MPBIRENET, CAIL, T30 AP EIIBREFFICE T SNET, B 2D fullConfig /4,
CSM ZE/ETIZ 7 NA X THEETTSNS 70 47N F (O0B) &7 > 77— F & 545 %F
A,

v ardaBLOEZ a5 BB LTLIER N,

3.2.6.1 ER

A K GetDeviceConfigByName ZR DB ZIROKIR LE T, ZNHDRA Yy E—=V DT 4 —)L %
ROFIRLET,
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URL:
https://hostname/nbi/configservice/getDeviceConfigByName
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="1.0" encoding="UTF-8"7>

<deviceConfigByNameRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<name>rtr-1.cisco.com</name>

</deviceConfigByNameRequest>

X 71 : A v K GetDeviceConfigByName Z R D i

# 62 : A v K GetDeviceConfigByName Z>K URL B D7

URL B4 T
deviceConfigByNameRequest F N AL R
name WP ZEEBFRINTNDT A R4

HTTP A Y v K POST

HTTP ~» % — : asCookie Cookie |&, #iEt v a @il onr A XYy FIZL-> TR
SNET,

RV fE 200 OK + XML
401 Unauthorized

<xs:element name="deviceConfigByNameRequest" type="DeviceConfigByNameRequest"/>
<xs:complexType name="DeviceConfigByNameRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="name" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexTvoe>

72 : DeviceConfigByNameRequest XML R % ——~
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3.2.6.2 In&
It 1T GetDeviceConfigByGID £ ¥ v K LR U T,

AV RO T — (£72. GetGroupList # Y >~ K& GetDeviceConfigByGID A Y v R TiEF I 41T
WHT7— a— b LET) .

2010 ZOTT—%, ERENTZT A AL CSM P — N2 WA IR ENE T,
2012 TDOZT—F, FNRAL ALNERTXAVFLIZT T 07 OBEEITORENFT,

# 63 : GetDeviceConfigByName X Vv RO J— a— K
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3.2.7 XV v F GetPolicyListByDeviceGID

GetPolicyListByDeviceGID A ¥ v Ri%, $¥EDT XA A GID ODHRV =4 XA TDY A M2 LE
T, WENDH U A ML, APLOBHED A= gV THR— FENDIRY — A FOHEEGEDET,
RY — Z AT, FHETHRY —PREINTWRWGEAICHIRINEE A, 2O API ZfEH
T HIZIE, —WE view device RBAC HE[RZFf> TV D MENRH YD 77,

PIFIEZoN—Ya 10 THER—FENTWARY —D U X NTH, API GetPolicyConfigByName
¥ X O GetPolicyConfigyByDeviceGID A Y v ROER TN ENDMERH LR 2— Z A T OH|D

N A

RY—FA47

Bl

DeviceAccessRuleFirewallPolicy

ACL OFREIHH SN FE T,

DeviceAccessRuleUnifiedFirewallPolicy

Unified ACL O EIHEH SN E T,

DeviceBGPRouterPolicy

N—T 47 7u kaji,

DeviceNATTimeoutsRouterPolicy

J—HF NAT R ET HT-DIFEHEINET,

DeviceNATTransOptionsFirewallPolicy

T7 AT U=/ NAT ZRET DHT=OIHEH I
F7,

DeviceStaticRoutingFirewallPolicy

T AT U=V NAT 2R ETH-DIFEH I
F7,

DeviceStaticRoutingRouterPolicy

NW—HDAXT 47 N—FORTEIMEHINE
T,

InterfaceNAT64ManualFirewallPolicy

NAT64 R Y V— %R ET HDIFEHINET,

InterfaceNATAddressPoolFirewallPolicy

77 AT U=V NAT 2R ET HT-DIEH SN
F7,

InterfaceNATDynamicRulesFirewallPolicy

T7 AT U4 — IV NAT ZEET DHT-DIZFEH I
F7,

InterfaceNATDynamicRulesRouterPolicy

J—H% NAT R ETHT-DIEHEINET,

InterfaceNATManualFirewallPolicy

77 AT U=V NAT 2R ET HT-DIEH SN
F7,

InterfaceNATObjectFirewallPolicy

T7 AT U=V NAT ZRET DHT=OIHEH I
F7,

InterfaceNATPolicyDynamicRulesFirewallPolicy

T AT U=V NAT 2R ETH-DIFEH I
F7,

InterfaceNATRouterPolicy

J—HF NAT R ET HT-DIFEHEINET,

InterfaceNATStaticRulesFirewallPolicy

T7 AT U —/VNAT ZRET DHT=OIHEH I
F7,

InterfaceNATStaticRulesRouterPolicy

N—% NAT R ET DO SN ET,

InterfaceNATTransExemptionsFirewallPolicy

T7 AT U4 — IV NAT X ET DHT-DIZFEH I
F7,
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3.2.7.1 Esf

A R GetPolicyListByDeviceGID Z RO R DRI R LET, ZHHDA v E—VDT 4 —/L KR
EROFIRLET,

URL:
https://hostname/nbi/configservice/getPolicyListByDeviceGID
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="1.0" encoding="UTF-8"7?>

<policyListByDeviceGIDRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<gid>00000000-0000-0000-0000-000023456781</gid>

</policyListByDeviceGIDRequest>

X 73 : 2 v K GetPolicyListByDeviceGID ZE3R D4l

# 64 : A v K GetPolicyListByDeviceGID E3k? URL 5| ¥ D 3FHH

HTTP/XML DRNE E#
getPolicyListByDeviceGID FOROBIEEGLAR Y >— U A MOEK
F3% . GID RY—DREINDT A AL 5K,

HTTP XYV v R POST

HTTP ~~ v % — : asCookie Cookie 1%, At vy a v &Z@BT o074 AV vy RIZL - TR
SINET,

R0 200 OK + XML
401 Unauthorized

<xs:element name="policyListByDevice GIDRequest" type="PolicyListByDeviceGIDRequest"/>
<xs:complexType name="PolicyListByDeviceGIDRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="gid" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

74 : PolicyListByDeviceGIDRequest XML A ¥ ——~
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3.2.7.2 B

GetPolicyListByDeviceGID L& DB ZRDOENRLET, ZNHDA vyE—TYD7 4 — )L REROFK

WRLET,

<?xml version="1.0" encoding="UTF-8"7>
<policyListDeviceResponse>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<policyList>
<policyDesc>
<name>— local --</name>
<type>DeviceOSPFPolicy</type>
</policyDesc>
<policyDesc>
<name>MySharedPolicy</name>

</policyDesc>
</policyList>
</policyListDeviceResponse>

<type> DeviceAccessRuleFirewallPolicy </type>

X 75 : GetPolicyListByDeviceGID Ji2Z D4l

# 65 : GetPolicyListByDeviceGID J&&E DEFR L B DL

XML EFR L Bt

EH

policyListResponse

FrE SNTeT NA ZATRE SN 0 HEL EORY > —oFtil1 U A R
2L ET,

PHED U A I policyList

AR LGk RO Y A T

3 : policyDesc

LAt 2 A T HEFLRY) —ikF, ZATNE BEAXT—DED
RN —IZERBINTEAT V=7 M ERILARMITT, 2E2E7 7
AT VA== VDFE, ZA T
DeviceAccessRuleFirewallPolicy] T9, U L —MNZDF /A AT
B—H T FTANR=DGFE R v—2Fr—02 T, £,
BAFORY =38 T4 R v— (L ziF

[SharedAccessRule] ) DA, ARNE2—VRERY > —4 (m—7
WLISN) BEHET,

LEHRY —DBEEDOTNA ATEREINTWDLRY —TF, &FH
WY —DAHNI T AT LRRICDT > THRHEDRY v— 4 A 7T
—FRMITT, =& L. DeviceAccessRuleFirewallPolicy D X 9 1
SharedAccessRule & U T4 SNDHHRY —iZ 1 2T TT, £z
@ SharedAccessRule 1Z. Z DRV > —% P R— MT2EEDT /A R
WX ET,
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<xs:element name="policyListDeviceResponse" type="PolicyListDeviceResponse"/>
<xs:complexType name="PolicyListDeviceResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policyList" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="policyDesc" type="EntityDescriptor"
minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 76 : PolicyListDeviceResponse XML & ¥ ——=

AV REFEOxXT —

a—F B!

1001 ZOTT—X, BERINET AL AR R—=FENEZRY —DTF Ly
RS PFICRESNESEEICORENE T,

2013 DT —%, API S CSM — "M NEAR Y > —D U A~ & EHE 7
WA IR SN E T,

% 66 : GetPolicyListByDeviceGID A Y v RO 7 — a— K

3.2.8 XV v F GetPolicyConfigByName
GetPolicyConfigByName £ ¥ » RiX, AV v RIZEINLILARY O —AIZHESNT, FFEDORY
VATVl EBEETLIREZELET, TOAPI~DOT 7 ERIZIE, BEINTWDHARY
> —O view_policy #ERNLETT, ZDORA Yy NiE, RV >— (2—2aPSNDOKRY >—) O
T2 ERYHT DR TIHERTLILERS Y T, 734 AO@EGZLEFRY o—i%
GetPolicyListByDeviceGID A Y > RCAFLTLEI,

3.2.8.1 Ek

A Y F GetPolicyConfigByName 2R D ZROBMIRLET, ZNHDA Yy E—PDT 4 —/L K%
ROFIRLET,
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URL:
https://hostname/nbi/configservice/getPolicyConfigByName
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="”1.0" encoding="UTF-8"7?>
<policyConfigByNameRequest>

<protVersion>1.0</protVersion>

<reqId>123</reqld>

<name>global FW policy-1</name>

<policyType>DeviceAccessRuleFirewallPolicy</policyType>
</policyConfigByNameRequest>

X 77 : AY 2 K GetPolicyConfigByName ZR D

# 67 : 2 v K GetPolicyConfigByName ZE>R URL B D7

Ay ROEH EE

policyConfigByNameRequest | £ FiDE R, F X O GetPolicyListByDeviceGID D = — /L2 & - TLLR]
ICERIIVRS N B D & [F UEME,

3% : policyType GetPolicyListByDeviceGID = —/L CIRENDH X A T LR UARY o — 4
A7, BEhIe 2 A7 DY A NI GetPolicyListByDeviceGID £ /> K
DErvarTHAHENTHET,

HTTP A Y v K POST

HTTP ~ v # — : asCookie Cookie 1%, #Biftt vy v a v Z#BlTs0 74 AV v FIZL-> Tl
SNFET,

R0 200 OK + XML

401 Unauthorized

<xs:element name="policyConfigByNameRequest" type="PolicyConfigByNameRequest"/>
<xs:complexType name="PolicyConfigByNameRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="name" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="policyType" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 78 : PolicyConfigByName E>Rk XML R % —~
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3.2.8.2 IR

GetPolicyConfigByName ZRIZK T 5 I0EOFIZ, IROKIZRLET, TNHDRA vy E—V D7 £ —
WRERORIRLET, IBECERY v— BLORY v—I2EENBREORY v— A7
VN TENEENET, E: ZIORA Yy ROREIZIIRN=VEMTONET, EOMOFEM
WZOWNWTIE 2211 22 LT EE0,
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<?xml version="1.0" encoding="UTF-8"7?7>
<nsl:policyConfigDeviceResponse xmlns:nsl="csm">
<protVersion>1.0</protVersion>
<policy>
<deviceAccessRuleFirewallPolicy>
<gid>00000000-0000-0000-0000-004294967927</gid>
<name/>
<lastUpdateTime>2011-08-05T05:04:49.9267</lastUpdateTime>
<type>FirewallRule</type>
<orderId>1000</orderId>
<isMandatoryAggregation>true</isMandatoryAggregation>
<configState>deployed</configState>
<isEnabled>true</isEnabled>
<direction>In</direction>
<permit>true</permit>
<interfaceRoleObjectGIDs>
<gid>00000000-0000-0000-0000-004294967559</gid>
</interfaceRoleObjectGIDs>
<sources>
<networkObjectGIDs>
<gid>00000000-0000-0000-0000-000000000100</gid>
</networkObjectGIDs>
<interfaceRoleObjectGIDs/>
</sources>
<destinations>
<networkObjectGIDs>
<gid>00000000-0000-0000-0000-000000000100</gid>
</networkObjectGIDs>
<interfaceRoleObjectGIDs/>
</destinations>
<services>
<serviceObjectGIDs>
<gid>00000000-0000-0000-0000-000000001041</gid>
</serviceObjectGIDs>
</services>
<logOptions>
</logOptions>
<iosOptions>None</iosOptions>
</deviceAccessRuleFirewallPolicy>
</policy>
<policyObject>
<networkPolicyObject>
<gid>00000000-0000-0000-0000-000000000100</gid>
<name>any</name>
<lastUpdateTime>2011-08-04T18:58:22.8162z</lastUpdateTime>
<parentGID>00000000-0000-0000-0000-000000000000</parentGID>
<type>Network</type>
<comment>Predefined any network</comment>
<nodeGID>00000000-0000-0000-0000-000000000001</nodeGID>
<isProperty>false</isProperty>
<subType/>
<isGroup>false</isGroup>
<ipv4Data>0.0.0.0/0.0.0.0</ipv4Data>
</networkPolicyObject>

</policyObject>
</nsl:policyConfigDeviceResponse>

X] 79 : GetPolicyConfigByName /2 Dl
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BR.EMEA E#

policyConfigResponse FT7T 2l FIDIZ—HTHRY —REZIKLET,

U — (Policy) BLLICHAESNTWAERY v— 7 T &,

% 68 : GetPolicyConfigByName & DER L BHEDRHA

<xs:element name="policyConfigResponse" type="PolicyConfigResponse"/>
<xs:complexType name="PolicyConfigResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="policy" type="BasePolicy"/>
<xs:element name="policyObject" type="BasePolicyObject"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

80 : PolicyConfigResponse XML X ¥ ——~

WiE, ZOAY y RILBADT T — a—FTY, =7 —DH[ICIDAY v FORRTIEIMOIR
M T —BFET DI ENRHY £,

a—F Bzl
18 ROE & BAFHICNE T 7 — R RAE L TV D EHITRI £,
19 WBLIR NT)/NT A =B INERIPBRE L TWDLGHEICRSVET,
20 FREINTEAR) o= ZATHELL WG RICREINET,
22 I—PFNRZORY = T —HOERREFAI SN TORWIGHIZIRINET,
23 RET —HZINBRENTCATINTG A =2 LTHEHTERWSESITRENAET,
24 =N Lo THE =7 = SN G ARSI ET (AR — F SRR
Vo— 2 A4 TN TH5E) .

# 69 : GetPolicyConfigByName # Y v RO~ 55— a— |
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3.2.9 X YV v K GetPolicyConfigByDeviceGID
GetPolicyConfigByDeviceGID A ¥ > RiZ, AV v RIZEINDLIT A AID BRI — Z A7
HEASNT, HEOKRY v—BLOMEETIHEY v — 47 V= &R LET, 2O API~DT 7t
ZZiE, BESNTWDARY v —0 view_policy HifR, BLOZ ORI > —RNT7 2w FINTNDHT
XA AD view_device HEFRN M HE T,

DAYy RIZT AL AW 2R Y v— (z—wb, HHIZEFLS) ZRLUET, 0D, %
SOEE, ZHWIT A ADYHR— N ENDHRY —KEEmAAL R bR A Y v R TT,

3.2.9.1 Ek

A Y F GetPolicyConfigByDeviceGID 2K DB 2 IR DEIRLE T, THHDA vy E—VDT —)b
RERDOFIRLET,

URL:

https://hostname/nbi/configservice/getPolicyConfigById

HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="1.0" encoding="UTF-8"7?7>
<policyConfigByDeviceGIDRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqlId>
<gid>00000000-0000-0000-0000-004294967927</gid>
<policyType>DeviceAccessRuleFirewallPolicy</policyType>
</policyConfigByDeviceGIDRequest>

81 : A Y v K GetPolicyConfigByDeviceGID Z3R 7D

# 70 : Y v K GetPolicyConfigByDeviceGID 3R URL B DA

A Yy ROFM EE

policyConfigByDeviceByGIDRequest | 7' 2 —/ 3L [D DERB LT TICERZINLTWAHDLREIUE
P

HTTP AV v K POST

HTTP ~ » % — : asCookie Cookie IZ, it vy a v &lpldsrur 4 2V vy Rick-
TRSNET,

REYiE 200 OK + XML
401 Unauthorized
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<xs:complexType name="PolicyConfigByDeviceGIDRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="gid" type="Objectldentifier"/>
<xs:element name="policyType" type="string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="policyConfigByDeviceGIDRequest" type="PolicyConfigByDeviceGIDRequest"/>

[X] 82 : PolicyConfigByDeviceGIDRequest XML R ¥ —=

3.2.9.2 R

AF—vbxT—a—REFLIDAY v FOIEL, LAENCFLE S 4172 GetPolicyConfigByName A

Yy KERLTT,

3.210 A Y v F GetSharedPolicyNamesByType

TDOAY Y RiE BEDORY — F A FIZONWT CSM AR Y o — B o —IZFEET HTRTOLERY

DY AR MERLET,

3.2.10.1 REST ER :

URL:

http://hostname/configservice/getSharedPolicyListByType
HTTP Header:
path=/; domain=.hostdomain.com

XML Argument:

<?xml version="”1.0"” encoding="UTF-8"7?>

< policyNamesByTypeRequest>
<protVersion>1.0</protVersion>
<reqId>123</reqld>

<policyType>DeviceAccessRuleFirewallPolicy</policyType>
</ policyNamesByTypeRequest >

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT;

83 : getSharedPolicyNamesByType 3R D
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# 71 : 2 Y v K getSharedPolicyNamesByType 23R URL B DA

Ay RO

A T

policyNamesByTypeRequest HBEDORY L — Z A IOV TCSM TEZR SN TRTOMLERY

=D YA M HIFT HHEK,

HTTP A Y v K POST

HTTP ~ v % — : asCookie Cookie (%, ity a v &Zi#BlTsn 74 AV v FIZL->TE
SNET,

A 200 OK + XML
401 Unauthorized

32102 REZTV=T b

<?xml version="”1.0"” encoding="UTF-8"7?>
<policyNamesResponse>
<protVersion>1.0</protVersion>
<reqld>123</reqld>
<policyType>DeviceAccessRuleFirewallPolicy</policyType>
<policy>
<name>policy-1</name>
<deviceAssignments>
<device>
<deviceGID>00000000-0000-0000-0000-004294967308</deviceGID>
<deviceName>1.1.1.1</deviceName>
</device>
</deviceAssignments>
</policy>
<policy>
<name>policy-2</name>
<deviceAssignments>
<device>
<deviceGID>00000000-0000-0000-0000-004294967309</deviceGID>
<deviceName>1.1.1.2</deviceName>
</device>
</deviceAssignments>

</policy>

[X| 84 : GetSharedPolicyNamesByType i~ D i
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BER.EMA

E#

policyNamesResponse

FORCEINTZRI — ZATORY —Z LT AR
Y TERLET,

policyNamesResponse.policyType

BORTESNIAR Y — Z A T,

policyNamesResponse.policy

FORENTZRY o— Z A7 TLIT, CSM TER SN
ﬂ_\gu ‘:/_O

policyNamesResponse.policy.name

HHRY —DA i,

policyNamesResponse.policy.deviceAssignm
ents

HHERY —nREHTENDT NS ADY AR,

policyNamesResponse.policy.deviceAssignm
ents.deviceGID

AT Y L —ED BT HRDF AL ADF A X
GID,

policyNamesResponse.policy.deviceAssignm
ents.deviceName

HHRY =0 E B TOENDT A ADT /A 24,

%% 72 : GetSharedPolicyNamesByType [a & DESR L BHE DA

<xs:complexContent>

<xs:element name="policyNamesResponse" type="PolicyNamesResponse"/>
<xs:complexType name="PolicyNamesResponse">

<xs:extension base="BaseReqResp">

<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policyTYpe" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="policy" minOccurs="1" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>

<xs:element name="policyName" type="xs:string" minOccurs="1"
maxOccurs="1"/>

<xs:element name="deviceAssignments" minOccurs="0"
maxOccurs="1">

<xs:complexType>
<xs:sequence>
<xs:element name="device" type="xs:string"
minOccurs="1" maxOccurs="unbounded”>
<xs:complexType>
<xs:sequence>
<xs:element name="deviceGID"
type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="deviceName"
type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

%] 85 : PolicyNamesResponse XML A ¥ —<
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4 CSM Events Service API

AR M —E R APLIX, CSM TEITESNTBIEIZIEKESNT 7747 2 R CSM H— 05 A
v MNBHEZETEDLHICT DAL £9,

ARy NEAIE., EHERT AL ZAD CSMIC L > TR ISNEREDOEFICHOWTEHALET, &
BXRT NSA ADT 7 hAT7 /3 K (O0B) BREEE (X, CSM DNV AB LU T 4 —< U A E=
X U7 (HPM) BEEENA R —T N7 > TW DA, ASA (=T 3 > 72 LIFE) CTHAR— b
ENET,

ARy MR, THAAAARAT—HADEFEA R MZOWTHALET, T4 A AT —XZAD
BEHA Ry MEMZEESED720121F, 7/34 A2 CSM & HPM 21U L - TEEEB LU
=2V T ENDHBERHY £,

41 AV v K
AR DY —ERTRDORAY v REERLETS
1. GetServicelnfo
a. P—ER4, N—=Var, HEAREZEDV—EAEAFOBEREIELET,
2. EventSubscription

a. 7 AT MIA Ry MNEMEBREETEET,

4.1.1 XY v K GetServicelnfo

GetServicelnfo # V' v KiZ, —ERICEET L2 —EZADOMHA, X—T 3 UIEFHR. BLOGE4T 5
AR LET, TR, INE, BLXOA T V=27 =TT, BV a0 321 TERHELEZBD EHE
L9,

4.1.2 XY > K EventSubcription

eventSubscription A Y v RIZX VD, CSM 7 T A > ME, ERTCSM 7 74 7 ML THRESN
TSN T T AN BV T T HA R NEMEY T AT TATTEET, AR KT R7
U7y ay APLIIREEZA HIEEN D Syslog A X2 hEB LT /A R A7 — & AZEFEHD Syslog A -~
Y hOHREYR— N LET,

4.1.2.1 ER

A K eventSubscription ZRDOF| ZIROKINIRLET, ZNHDRA Yy E—=IDT 4 —)L RIZONT
F 73 THALET,
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URL:
https://hostname/nbi/eventservice/eventSubscription
XML Argument:

<?xml version="”1.0"” encoding="UTF-8"7?>
<eventSubRequest>
<op>add</op>
<subscriptionId>123454</subscriptionId>
<eventFilterItem>
<filterEventType>syslog</filterEventType>
<filterEventFormat>xml</filterEventFormat>
<filterEventCategory>configChange</filterEventCategory>
</eventFilterItem>
<syslogServer>
<port>514</port>
<destAddress>12.1.1.1</destAddress>
</syslogServer>
</eventSubRequest>

86 : eventSubscription ConfigChange XML D4

FROERIZ, AR MEBET DD TAT Y ML THEEFEENET, APLIX, syslog 7'
FanvzflH LA Xy MBOAZRTR— K LET (syslog TOA X2 b F—FZOEAIT, ZHBLW
DY 7 > a Tl 5 XML £7-1% syslog 7'L—> 7F X p 720 7))

TRTCDAR N YT 2RIV T a7 o747 huars74rvyaryic)rrsansgd,
T2 Y Sy a vEREABGT D) Eyvarpna Ty VEREEIRENICAR S By a sl
ST DT RTOY T A7V Ty a FfllREnEd, 207D, A XY MBMEZETH2HLERH
D86, VAT Mty v a v EARIRIREBICHERFT S 2 EREETT,

WDA X IR R— b SHET,
1. RELHEA N b

a. AN ME, BEPEHE SN TA N FTEBIS IRy P U =7 T3, AR &
NDTRTEEINET (CSM £721E7 7 A7 80 FiRH)

2. FNRA R AT —HZEA R B

a. ZODA N I, CSM BT A ZEERRRIEO T (B % 7213/ 00 2t o7
[ONNS=S ERaT %= Sr i

% 73 : eventSubscription EXR D ER L BiED#A

ER.BMHA EE

eventSubRequest eventSubscription ZRIZX VW, 7 T4 7 MI 1
DETNTEED 7 T AZA X N KT &
gRCEET,
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BER.EMA

E#E

eventSubRequest.op

FIZED X RO 1 2THDETHOME GBI, H
IS/%}O

BAER I A R N RTOEHY 7T 227U
Tva v ERELET,

BB 27 ) 7o g V&AL, CSM
PIAT LV MIEOYT A7) T a2 ID DA
Ry MEZE LR R E1,

eventSubRequest.subscriptionld

CSM 7 A4 T MZEoTREINDSZDOY T
A7) Fa vk —BICHENT AT A YT
variID, ERTHEEINZT 4 VX IZ—8T
HEAN NBATYH T 27 U7 g 1D MK
INET,

eventSubRequest.eventFilterltem

F 7Y =7 b EventFilterltem X, CSM 7 74 7
VNDNIEIMEERT DA N N XA TR
D7 AN ERELET,

eventSubRequest.eventFilter[tem.filterEventType

1.0 Tix, [syslogl & LTEFRSNET, ko
2 AT 1O0LBETYHR—FEINET,

eventSubRequest .eventFilterItem.filterEventCategory

IIAT Y EORMBERDAN N AT H) %
FBELET, #HEO filterEvent [THEE D ¥ A 7 D
ANV Y v AT LEIITHETEET,
configChange 35 X UF deviceStatus 23 78— bk 41
7,

eventSubRequest.eventFilterItem. filterEventFormat

WHIA Yy =V I XU MER, Zh
WAL Y 2 F T, U A ME{xml, 71—
Y TRAPMHIRY ET,

eventSubRequest.SyslogServer

7 IAT v FDRFEDSSER LR — RS T
syslog 70 F A /LIZ K> TA XY b a2fEd 58
B VTRV T alEENET, AK
syslog B TIX AW A XU B3 T vUbEE
R

eventSubRequest.syslogServer.port

syslog U L —73A X | ZH#rEd %5 UDP A~ — b
iy

eventSubRequest.syslogServer.destAddress

Hrk A7z syslog £ X b EZ(ET 5 IPv4 7 K
LA

HTTP AV v K POST

HTTP ~ > # — : asCookie Cookie 1%, it v a v &#MT 5714
AV RIZEo GRENFET,

R0 200 OK + XML

401 Unauthorized
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<xs:simpleType name="EventType">
<xs:restriction base="xs:token">
<xs:enumeration value="syslog"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="EventFormat">
<xs:restriction base="xs:token">
<xs:enumeration value="xml"/>
<xs:enumeration value="plainText"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="EventCategory">
<xs:restriction base="xs:token">
<xs:enumeration value="configChange"/>
<xs:enumeration value="deviceStatus"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="EventFilterltem">
<xs:sequence>
<xs:element name="filterEventType" type="EventType" minOccurs="1" maxOccurs="1"/>
<xs:element name="filterEventFormat" type="EventFormat" minOccurs="1" maxOccurs="1"/>
<xs:element name="filterEventCategory" type="EventCategory" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:element name="eventSubRequest" type="EventSubRequest"/>
<xs:complexType name="EventSubRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="op" type="SubscriptionOperation" minOccurs="1" maxOccurs="1"/>
<xs:element name="subscriptionld" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="eventFilterltem" type="EventFilterltem" minOccurs="0" maxOccurs="1"/>
<xs:element name="syslogServer" type="SyslogServer" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 87 : EventSubRequest XML R ¥ —~

4.1.2.2 B

eventSubscription JEZEDFIZRDKNIRLE T, ZNOLDA Yy E—=VDT 4 — )L RERORITRLE
D

<?xml version="1.0" encoding="UTF-8"7>
<eventSubResponse>
<protVersion>1.0</protVersion>
<reqId>123</reqld>
<subscriptionId>12345</subscriptionId>
</eventSubResponse>

IX| 88 : eventSubscription iz D]
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%z 74 : eventSubscription J5EDER & BHEDHHA

BER.E M4 T

eventSubResponse VTRV T a BB LinE I 0nERLET, K3 LEEA.
IIAT Y IO EFEENTY T A VT a s IDEERET,

<xs:element name="eventSubResponse" type="EventSubResponse"/>
<xs:complexType name="EventSubResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="subscriptionld" type="xs:string" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 89 : EventSubResponse XML A ¥ —~

PUF X syslog @A B3 55 ¢,

o syslog lZEIE, CSMIZL - CHIEEB SN TWDT NA ATZFICEEFEEINET, 2F0, 7
NAAZTNRAZ A X P UIBIMES, CSMITE->T M8 720N £,

e CSMIZT /A ZAD CSM TOEHITIEICIESN T, 473 2 T Auto Update Server (AUS) 35
X Y Cisco Networking Service (CNS) Configuration Engine ~ %8 ¥ % JEBH T& £9, AUS/CNS
HRIFBIED TN EERDOT A 2R SNDHENS, FHD [(RTF—V 07 AT L &
et UE7, FEMIC OV T,
http://www.cisco.com/en/US/docs/security/security _management/cisco_security manager/security ma
nager/4.4/user/guide/dpman.html#wp938164 # 2 L T 723\, CNS E 721 AUS IZIEFICE
BASheGt, A X0 FodMm NI EERBREERDOEHFEZEELET (ZDTdA X
NOEFERFC, RELEENFEEOTL R TNRARATT 77 4 7 TIEROWABRERSH Y £7)

o UFIET Y hAT /N K (OOB) AR % [EA DE L TY,

o TU MAT N RETHRMIL, BUAEASA T3 ATOHRA X—T N TT (N—V 3
72x LAKE) o E72. ASA T /3A ZD O0B #iHiE ASA 7 /3A ZHY CSM @ Health and
Performance Monitoring (HPM) FEEIZ L » TER SN TV DEETET A 2 —T W7
nET,

o OOB Di@%IL, el &b T DOEFRA N N BT A7) T a rOFETHE] I
D, OOB AL O Z Bt L ET, Z OBELIATO O0B A X2 MIAHT, =
ZINFER A,

o HPM a2 AR—3 > NI, TA ANRT 77 4 TIZEHINTWDL0IET 77 4 7128
HERTVDENITESNT, TS RAZ S ET 05T LICERLET, LER-T,
OO0B A X MEIHPM DF=LZ Y 7 YA VK=V o ZPET LI E TR S
NWET, DEV, OOBEHNRT /A A THEITENTH%T <ITIE 00B A~ MIAR
SNV &I T,

o ANV M H—ERE, CSMICE - TEAINTWRWARENH DER I L
CLVconfig 7 1 > & & Te 3~ TD O0OB i EAE A L CilE L ET, MRHICITE®E
SNV ELSINARBEOH L CLLEEENE T, DFEVD, VAT AET A AD
RECEEINT AR FETXTHRIBLET,
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o ENr—AL LT, CSMIZX 2R O0B ZFDEH% (HPM £ ¥ 2 —/LINEE %
BT 200 ICEITEND L. 00B DA Xy hBNERSNARWEAERH Y £9, kO
BlaBRE L T EEN,

= R 10:00 12 —H1E 10 SR TE =% STV 5 ASAL IZ O0B Z % % i
ZET RoOT=FY o ZIEFE710:09) .
= FET10:03 IC 22— WX ASAl OEE A FEXT 5 CSM B AZEIT L, JEBH
IIEFIZE T LET,
» FRET10:03 ICETE N CSM EBRIC L > T EEX NS 7=, HPM R—/L
YA 7 VIR 10:09 (2 O0B 28 5 % 5858 L £ A,
e LLUTFIZ deviceStatus IRANI A DTS T,

o 1#ANE., CSM @ Health and Performance Monitoring (HPM) B&REDFLIE Device
Polling] & T X TOT 7— MIx L TEEFEINET, TXTOHEEN CSM H—
NHEEB SN -NCEEEINET, T/ A AT —X ZAQEERAMIZTZDO%EE
SET,

o #EDFIRY [Device Polling: Connection Timedout] M54 1%, DEVICE DOWN i
HPREEENET,

o ¥FEEDFLIRA Device Polling: Connected ] D354 1%, DEVICE UP #1723 15(F SvE
7T

o HPM a2 U AR—% > M, TRAART 77 4 ZTIZER ST 0IET 77 4 71
HENTOEINIESINT, AL RE S FRF 10T L ICERLES, Lo T,
FNRARARTF—BAARY MIHPM OF=Z U 7 A TR — o TRFET L
AT ERENE T, DFV T A ARL T LCRENIT 5 aREME2H D . HPM
DINERHEL2WED, ZOHETNA A AT —Z AQERBMILEE I NEE A,

WKiX, ZTOAYy RIZFFEODTT— a— RTY, TT—DFEIZIDAY v RETBINON
AT =N FETDIZENHY £,

a—FK B!

4001 CHUEEHET AV T A7 VT a VERBA RN TR T a0
FUHERR SN L ZRLET, 2200V T A7 )T g U NEICH T A
sV 7varyiDaEFEALT (Ata— vy iay) fElkansd e, =
DT —PEINET,

4002 ZOTT—X, FBE SN Syslog DFELIP 7 KL AN THDH Z & &
RLET, IPT7T FL R, v A7 7 FLAZEEETIC abed ERITT
HUERHY E (B : 192.168.10.10)

4003 ZOTT—F, 2—REFEELEWF TR ) P arEHIBLES &
HliRsnET,

4004 ZOTT—X, FBEINT syslog R— FREHTH-7=Z EERLET,
FHh7e R — b OFPHIX 1~65535 T,

4005 ZOTT—X, BT AT TANID BDERESNTZZ EERLET,
EHETEDDYVT AT T4 NIDITHFSNEEA,

4006 ZOxT—(%, [Syslog Server] Y 7213 [Event Filter] BENFEE S
NTWARWNWZ EERLET, ZNOOEHE L, BINERTOREET S5
EHRH ET,
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4007 ZDOxF—X, [Syslog Server] #F E721L [EventFilter] ERDW\TH
PORHIRBEIZIE SN2 s AR LET, RO OERITW G & HHIER
ZORICHE LN T IZ &Y,

Z% 75 : EventSubscription X Vv RO 77— a— |

WD2HoD®7avit, YT AZY Py a BT L= TR R MERICE S XML A8 E
AT INZEEDN T, syslog BHIONEZFE L < L £ 7
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4.1.2.3 Syslog XML A X ~@H

7 T AT 2 NI Syslog r— 3 A7 3 AR LT Syslog A X2 MZEXRIZEERTH L, TXTOA
NU MR, BERSNTSEE P AR — FNESICERIEISNE T, syslog A v E—VONEILZ, 7747
VY MIRE SN B NNT A —FIZL->T, XML 72137 Lb—2 7% 2 N CTEEIND ATRERNH
DET, XMLEXEZEIRT D LA R AvE—UF, RICFT LI ICAF—< IV ET,

LUFIE, BREAF @M T,

<srclP>12.1.1.1</srclP>

</n:configChangeEvent>

<n:configChangeEvent xmIns:n="csm" xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal.ocation="events.xsd">
<eventType>syslog</eventType>
<eventCategory>configChange</eventCategory>
<time>1697-02-01T00:00:00Z</time>
<content>this is a syslog event</content>

<srcGID>00000000-0000-0000-0000-000000000890</srcGID>
<srcDns>cisco.com</srcDns>

<srcOSType>asa</srcOSType>
<deploymentType>Device</deploymentType>
<updateType>NO_OOB</updateType>

X 90 : REZEFE & DH

LEOA Ry MBI — T L > TREES AL Syslog U A —IZEIE SAL, WOBEH LRI I

SNTWET,
% 76 : ConfigChangeEvent D7 — % B3 DFHEA
BRA EFE
configChangeEvent CSM FrH DR ELEEA R MfaZ R~ d /0— B,

configChangeEvent.eventType

DA yE—UWsyslog A v E—VTHHILERLET,

configChangeEvent.eventCategory

A~ BT TV configChange 2/~ L £ 77,

configChangeEvent.subscriptionld

HAEL Ilma—] Xl &3NnNd773A47 2 ML THERAS
N5, O T A7 Y7 91D,

configChangeEvent.time

TDA Ry SR E T,

configChangeEvent.content

RELEICHET DIBMDOA v =,

configChangeEvent.srcIP

THEEINEZTNANAADIPT RLX

configChangeEvent.srcGID

EHEINTZT A 2D GID

configChangeEvent.srcDns

EHENTZT /S ZAD DNS 4 (FIETHEE)

configChangeEvent.srcOSType

TN, A X A7 FWSM. ASA. I0S. PIX /R L E7,
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H5k4

FEFE

configChangeEvent.deploymentType

BRADZA Ta2m LES (R ICREShET D P47
N PREEDZITEHA ) o LTRSS ETT,

e Device > 7/ A AR
e File > 7 7 A /L ~J&BH
e AUS - Auto Update Server ~ /&

e CNS - Cisco Networking Services, Configuration
Engine ~Ji&[#

e TMS > Token Management Server -~ /&

configChangeEvent.updateType

NO OOB > Z OB EEENT U bF 7N F (00B) AH
TERNWZLZRLET, DFEYD, T/0 ZA~ORELFIX
Cisco Security Manager |2 X > T{Thoilc Z L ZRLET,

OO0B > =~ OFEZ ) Cisco Security Manager @ [44 | T
FATENTZO00BEHTHD Z LaE/RLET, CSMIZ ASA
(N=Varv120k) TALREMD O0BEEZKRHT
BREER DY 9,

ROBIL, A X MEMDOAF—~2RLET,
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<xs:simpleType name="OSType">
<xs:restriction base="xs:token">
<xs:enumeration value="ios"/>
<xs:enumeration value="fwsm"/>
<xs:enumeration value="asa"/>
<xs:enumeration value="ips"/>
<xs:enumeration value="pix"/>
</xs:restriction>
</xs:simpleType>
<xs:element name="event" type="Event"/>
<xs:complexType name="Event">
<xs:choice>
<xs:element name="configChange" type="ConfigChangeEvent"/>
</xs:choice>
</xs:complexType>
<xs:simpleType name="UpdateType">
<xs:restriction base="xs:token">
<xs:enumeration value="NO_OOB"/>
<xs:enumeration value="OOB"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="DeploymentType">
<xs:restriction base="xs:token">
<xs:enumeration value="Device"/>
<xs:enumeration value="File"/>
<xs:enumeration value="AUS"/>
<xs:enumeration value="CNS"/>
<xs:enumeration value="TMS"/>
<xs:enumeration value="Unknown"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="BaseEventDetails">
<xs:sequence>
<xs:element name="eventType" type="EventType" minOccurs="1" maxOccurs="1"/>

<xs:element name="time" type="xs:dateTime" minOccurs="1" maxOccurs="1"/>
<xs:element name="content" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="DeviceSpecificEvent">
<xs:complexContent>
<xs:extension base="BaseEventDetails">
<xs:sequence>
<xs:element name="srclP" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l-- Config Change Event -->
<xs:element name="configChangeEvent" type="ConfigChangeEvent"/>
<xs:complexType name="ConfigChangeEvent">
<xs:complexContent>
<xs:extension base="DeviceSpecificEvent">
<xs:sequence>

maxOccurs="1"/>

</xs:sequence>

<xs:element name="eventCategory" type="EventCategory" minOccurs="1" maxOccurs="1"/>

<xs:element name="srcGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="srcDns" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="srcOSType" type="OSType" minOccurs="1" maxOccurs="1"/>

<xs:element name="deploymentType" type="DeploymentType" minOccurs="1"

<xs:element name="updateType" type="UpdateType" minOccurs="1" maxOccurs="1"/>

X 91: A~k XML AF—=
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LTI, 1A A AT —F ZDEFEREN OB T,

xsi:schemalocation="events.xsd">
< subscriptionld >100</ subscriptionld >
<eventType>syslog</eventType>

<time>2013-01-25T04:47:59.082Z</time>
<content>Connection Error</content>
<srclP>12.1.1.1</srclP>

<srcDns>cisco.com</srcDns>
<srcOSType>asa</srcOSType>

</n: deviceStatusEvent>

<updateType>DEVICE_DOWN </updateType>

<n: deviceStatusEvent xmIns:n="csm" xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

<eventCategory>deviceStatus</eventCategory>

<srcGID>00000000-0000-0000-0000-000000000890</srcGID>

92 : TNA R RT—F ZBHDH
EROA R MBEILT— N Lo TEERS U7 Syslog U AT —IZ8F S, IROBSE & JRMEICL

SN TWET,
# 77 : DeviceStatusEvent D5 — & B3R DHHH
ERA4 EE
deviceStatusEvent FORA A AT —H A ARy MEHERTIL— N

deviceStatusEvent.eventType

DA yE—TUWsyslog A vE—VThHHTI L%
RLET,

deviceStatusEvent.eventCategory

A Xy~ BT 3V deviceStatus 2R LE T,

deviceStatusEvent.subscriptionld

WAL lma—] R &Nnb774T7 2 MZko
THEHIND, O T A7 V731D,

deviceStatusEvent.time

TDA R SRR S TR,

deviceStatusEvent.content

RERFIZEST 2BMDA v E—,

deviceStatusEvent.srcIP

BEEEINEZTANAADIPT RLA

deviceStatusEvent.srcGID

EEREINZT /A ZAD GID,

deviceStatusEvent.srcDns

EHEINETNA ADDNS & (FETAEES) |

deviceStatusEvent.srcOSType

FTINA A X AT FWSM, ASA. IOS. PIX /R~ L F
T,

deviceStatusEvent.updateType

DEVICE_DOWN = 7 /34 2% CSM H— 37 5 H|
EARETIEH D TH A,

DEVICE _UP = 7 /31 AN EHE) L CSM H— 3005
B|EA[RE T,

WORIE, A Xy MEHDAX—<E R LET,
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<xs:simpleType name="OSType">
<xs:restriction base="xs:token">
<xs:enumeration value="ios"/>
<xs:enumeration value="fwsm"/>
<xs:enumeration value="asa"/>
<xs:enumeration value="ips"/>
<xs:enumeration value="pix"/>
</xs:restriction>
</xs:simpleType>
<xs:element name="event" type="Event"/>
<xs:complexType name="Event">
<xs:choice>
<xs:element name="configChange" type="ConfigChangeEvent"/>
</xs:choice>
</xs:complexType>
<xs:simpleType name="UpdateType">
<xs:restriction base="xs:token">
<xs:enumeration value="NO_OOB"/>
<xs:enumeration value="OOB"/>
<xs:enumeration value="DEVICE_DOWN"/>
<xs:enumeration value="DEVICE_UP"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="DeploymentType">
<xs:restriction base="xs:token">
<xs:enumeration value="Device"/>
<xs:enumeration value="File"/>
<xs:enumeration value="AUS"/>
<xs:enumeration value="CNS"/>
<xs:enumeration value="TMS"/>
<xs:enumeration value="Unknown"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="BaseEventDetails">
<xs:sequence>
<xs:element name="eventType" type="EventType" minOccurs="1" maxOccurs="1"/>

<xs:element name="time" type="xs:dateTime" minOccurs="1" maxOccurs="1"/>
<xs:element name="content" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="DeviceSpecificEvent">
<xs:complexContent>
<xs:extension base="BaseEventDetails">
<xs:sequence>
<xs:element name="srclP" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l—Device Status Event -->
<xs:element name=" deviceStatusEvent " type=" DeviceStatusEvent "/>
<xs:complexType name=" DeviceStatusEvent ">
<xs:complexContent>
<xs:extension base="DeviceSpecificEvent">
<xs:sequence>

</xs:sequence>
</xs:extension>
</xs:complexContent>

clvenramnlavTunas

<xs:element name="eventCategory" type="EventCategory" minOccurs="1" maxOccurs="1"/>

<xs:element name="srcGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="srcDns" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="srcOSType" type="OSType" minOccurs="1" maxOccurs="1"/>

<xs:element name="updateType" type="UpdateType" minOccurs="1" maxOccurs="1"/>

X 93: A~k XML AF—=
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4.1.2.4 Syslog PlainText - X2 M @A

gk S 7z filterEventFormat 2314 X N T A7 o a ORI L—r FHRRARLE LTHEES
noE&, 247 4 7HEAOBEAIL syslog 71 b EFHL TCEEINET,

IR EEFRAMOF 2R L TWET,

[Mon Aug 29 08:30:21 IST 201l]syslog-configChange-101:10.104.52.71 SUCCEEDED in job
admin_ job 2011-08-29 08:30:12.148,10.104.52.71,00000000-0000-0000-0000-017179869189,NO DOMAIN
NAME DEFINED, ios,Device,NO_OOB.

WIXT /R, A AT —HZ ZADOZE T BEOHF T,

[Thu Jan 24 20:47:59 PST 2013]syslog-deviceStatus-102:,10.104.52.71,00000000-0000-0000-0000-
042949673287 ,default.domain.invalid,asa,DEVICE_DOWN

DA vE—VOEEERIIUT ERY 7,

[time-stamp]<eventType>-<eventCategory>-<subscriptionId>: {Comma separated list of event
details - <content>,<srcIp>,<srcGID>,<srcDNS>,<srcOSType>,<deploymentType>,<updateType>}

arv<RKE0D Y X NHNOEHIL, XML AXF—< TEZINTHEDA R N A T OHEZODNEIAH
ATWET, T/AL RIZIP T RLARRWEEIL., XF4] INOIP DEFINED]  (srcIP) 28 A v & —
VIZEENET, Y —ADNS (stecDNS) 2372054 1L,  TNO DOMAIN NAME DEFINED | 23ME ] &
nEJ,
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S CSM Utility Service API

2—=T 4 VT 4 P—EATIE, Ry FT =27 T, ZADEREE~DT 7 £ AT LTI —T 1 Y
7T 4 WHE S TWET, Utility Service APLIZEIZT SA ADBTNA ARET — X ZHERY H L
%9, —J. Configuration Service API (&7 3 3 > 3% %) [LHIZCSM T —H R—ZA)NL T —H %
BoHLET,

Utility Service API & ¥ % Configuration Service AP Z i L721% 9 23, INEREHIZ/2 0 | Zh3) )
EUEJ, Z4ud, Utility Service API (X A Y » RERHFIUZT NA R EBFEL, CSM T 7Y r— =
YEXRY BU—=2 TFAL ARITEMOBEA— =~y Fb DO TT, ZOZ LT, F*v FU—
J TRA ATAME S DIZHMEE DA REMERH D 77,

FDI=HRD X 9 724 TF T Utility Service API 21425 Z L ZH#HER L £7,
o KT HERET —H A Configuration ServiceAPI (2 K - CTH AR — F I TV WA,

o MIGTIOIRET —H D CSM TEHEINTWARWEE, 7 740 b TR, T T rlhE
7R Y —73 CSM TEELESLE T ([Policy Management CSM Administration] [ jfij 2 28 L
TLIEEWYY)

o TUNFITNRUREENTL R TFNRAATIEITENTWEHEES (ZOBEE. CSMIZT5F—#
NR—ATEFINTZRENZ2WGERNHY £T)

50 F7V=s b ETH
WDA 7Y =7 Mg Utility Service TEFR SN E T,
- DeviceReadOnlyCLICmds
0T A ABIOEDT NA Rt L TIITENIZ CLL 2~ RERLET,
- DeviceCmdResults
0o —HDTNA A a~vy ROFERERLET,
- DeviceCmdResult
OH—TFT NS ABIPNa~vr FOFREERLET,

<xs:simpleType name="Result">
<xs:restriction base="xs:token">
<xs:enumeration value="ok"/>
<xs:enumeration value="timeout"/>
<xs:enumeration value="failed"/>
</xs:restriction>
</xs:simpleTvpe>

X 94 : fEFE XML XA ¥ —=
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52 AY v K
Utility Service [ZIKD A Y v REEFR L ET,
1. GetServicelnfo
a. Y—E R4 N—=var, AfREEZEL—EREFOEREZIKLET,
2. execDeviceReadOnlyCLICmd
a. AV v REITHEINTET A ZAT#BI S CLl 2~ REFEITLET,

5.2.1 XY 2 K GetServicelnfo

GetServicelnfo A V> RiX, H—ERZBEET L —E RO, N—T a3 VEHR, BLO%YET D
BEEIERLET, ZTOENRD URL (X, hitps://hostname/nbi/utilservice/GetServicelnfo T9, B3R, &,
BEOAT Pz b EFME, B v a v 321 CHALEZ O LR TT,

Cisco Security Manager 4.4 APl &t# (/S—2 3> 1.1)

OL-29074-01-J

R—% 148



5.2.2 XY v K execDeviceReadOnlyCLICmds

execDeviceReadOnlyCLICmds A ¥V v NI U X M DFFEINTZT AA R L T—#HD a v REFET
L. CSM 7 747 v MZFa~<wy ROMREEZRELET, Z0OAY v Rid, CSM J— 3 E i)
VEMAZ LF vy VEBRILET, 20D, FAL AR LTHARY SR B2 527 V7
VX NBRRERaw L ROFATICHEHAT 2 Z I3 TEEEA, ZTORXY v R, IPS/ADS IZF73A A
WXL TEITSRER A

ZDAYy RTETTEDHa~v Ly ROty ME, HEHER, FEDOT A ZOEIEIZEET 2 8N1E#
iRt 2E5=4 ) 7 av U FREDFHEAIMVEHa~v > T, exiX, 7794777
Urr—vaid, Z0oavy Rk TTF AL ANSHEHERZINET S CLI =2~ > K& O3 7]
REMEDN BV £, CSM D view cli 3 X T view device HEIRIZZ DA Y v REEHTHLE R H Y £,
ZDAY Y RiE, 1 BEOT A AR EFRE — IS LET,

1 ¢ show @~ FHIJIZ W3C XML #U& THRIGL 5030 2 %6, APLIGZ X, World Wide Web
Consortium (W3C) FEHEIZ &L D RS BRLF a2/ b LE T, e 2E, ~AvF arTHX b 72
A AMBHTIE 35 Tshow version] |2 <context> & W9 1235 5 &, &I <context> & U D £ il
P& XFZBEFR R LET, dHMIZOWTIE, http//www.w3.org/TR/REC-xml/#syntax =2 LT 72
S0,

5.2.2.1 B3R

A Y R execDeviceReadOnlyCLICmds 2R DB Z R DBIRLE T, THHDA vy =V DT (—
WV RERORITRLET,

URL:
https://hostname/nbi/utilservice/execDeviceReadOnlyCLICmds
HTTP Header:

Set-Cookie: asCookie=732423sdfs73242; expires=Fri, 31-Dec-2010 23:59:59 GMT; path=/;
domain=.hostdomain.com

XML Argument:

<?xml version="”1.0" encoding="UTF-8"7?>
<execDeviceReadOnlyCLICmdsRequest>
<protVersion>1.0</protVersion>
<reqld>123</reqld>
<deviceReadOnlyCLICmd>
<deviceIP>12.1.1.1</deviceIP>
<cmd>show</cmd>
<argument>run all</argument>
<execTimeout>5</execTimeout>
</deviceReadOnlyCLICmd>
</execDeviceReadOnlyCLICmdsRequest>

95 : XY v K execDeviceReadOnlyCLICmds ZE3R D4
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http://www.w3.org/TR/REC-xml/#syntax

# 78 : 2V v F execDeviceReadOnlyCLICmds E:R DER & BHEDOHH

BER.E M4

T

execDeviceReadOnlyCLICmdsRequest

execDeviceReadOnlyCLICmds E R, #FE I N72T /XA AD
oy hDavr FEFEITLET,

deviceReadOnlyCLICmd

FITT DTN, A a~ > ROFEM, devicelP. deviceName, F
7213 deviceGID Z3#IR L, o~ RRFEITEINDT A A&l
BILET, TR VLT Uy v VORBERET D201,
deviceName 1 X U deviceGID I devicelP L ¥ Zh=RANIZESIT L F
R

devicelP

vy RINFATSNBF A ADIP T KL A,

deviceName

AV RBRFETESNDT A ZADAHT,

deviceGID

av Y RREITENDIT NN, ADAET V=7 ~ID,

cmd

[EE 2~ K [show| , regex 1Z [sS] T[hH) [oOJ [wW]
O)J: 5 zzjt/J\jC?@\/ﬁié\ZﬁmﬁET‘a‘o

argument

show 2~ RO, T4 AOFEITHRELEFRTH [FE
171 0, 77 8AV R MOFEMAEFR T D 772U X b
AN

execTimeout

execTimeout BIEITERITBIRINEH THX A LT 7 MMZ72 Y

*9, execTimeout BT, B e LT, T 74/ Mk
180 FhlciE SN E T,

CSM (X 15 P DRZET, 3[HD EXEC 2~ RERAALE T, £
NZENDOFRITIL execTimeout BIEIIESINETH A LT U
FLET,

reqld

CSM 27 AT v h& CM P —NBOERISE T o7
vay X7 BT 5 EK ID,

HTTP A Y v R

POST

HTTP ~» # — : asCookie

Cookie (%, FBiLE vy a @Bl To50 74 AV v RIZ
Lo TRENET,

RYE

200 OK + XML

401 Unauthorized
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<xs:complexType name="DeviceReadOnlyCLICmd">
<xs:sequence>
<xs:choice minOccurs="1" maxOccurs="1">
<xs:element name="devicelP" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="deviceName" type="xs:string" minOccurs="1" maxOccurs="1" />
<xs:element name="deviceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:choice>
<xs:element name="cmd" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[sS][hH][oO][wW]"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="argument" type="xs:string" minOccurs="1" maxOccurs="1">
<xs:element name="execTimeout" type="xs: unsignedint" minOccurs="0" maxOccurs="1">
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:element name="execDeviceReadOnlyCLICmdsRequest"
type="ExecDeviceReadOnlyCLICmdsRequest"/>
<xs:complexType name="ExecDeviceReadOnlyCLICmdsRequest">
<xs:complexContent>
<xs:extension base="BaseRegResp">
<xs:sequence>
<xs:element name="DeviceReadOnlyCLICmd" type="DeviceReadOnlyCLICmd"
minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

[X] 96 : ExecDeviceReadOnlyCLICmdsRequest XML R &% —=

5.2.2.2 B

execDeviceReadOnlyCLICmds I B DB R DI R LE T, THLHDAvE—TD7 4 — /L RERD
FIORLET,
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<?xml version="”1.0" encoding="UTF-8"72>
<execDeviceReadOnlyCLICmdsResponse>

<protVersion>1l.0</protVersion>

<reqld>123</reqld>

<deviceCmdResult>
<deviceIP>12.1.1.1</deviceIP>
<deviceName>rtr.cisco.com</deviceName>
<deviceGID>00000000-0000-0000-0000-261993005068</deviceGID>
<result>ok</result>

<resultContent>

FWSM Firewall Version 3.1(16) &lt;context>
Device Manager Version 5.1(1)

Compiled on Wed 29-Jul-09 02:10 by fwsmbld
U27-FWSM up 5 days 3 hours

Hardware: WS-SVC-FWM-1, 1024 MB RAM, CPU Pentium III 1000 MHz
Flash STI Flash 8.0.0 @ 0xc321, 20MB

0: Int: Not licensed : irg 5

1: Int: Not licensed : irg 7

2: Int: Not licensed : irg 11
Licensed features for this platform:
Maximum Interfaces : 100

Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Cut-through Proxy : Enabled
Guards : Enabled
URL Filtering : Enabled
Security Contexts : 250
GTP/GPRS : Disabled
VPN Peers : Unlimited

Serial Number: SAD11420A0N
Running Activation Key: Oxe3bbe77c 0x0b82b2ba 0x4014b998 Ox6bef38ad
Configuration has not been modified since last system restart.

<resultContent>
</deviceCmdResult>
</execDeviceReadOnlyCLICmdsResponse>

97 : execDeviceReadOnlyCLICmds Ji~& D

# 79 : execDeviceReadOnlyCLICmds J&EDESR & BIEDFHHA

ER. B4 ER
execDeviceReadOnlyCLICmdsResponse a~v FOREREZIRLET,
serviceVersion a7 4 Fal—a Ly P—ERE[TOY—ER NR—Tg
Ve
deviceCmdResult BEEDT A AD a2 ROFEFROTEM
devicelP FRLADIP T FLA (FIATE 258)

deviceName FEEA B LUT-T N ZADT A AL,

deviceGID MREBRLIZT A, A AT V=7 M ID

result a< 2 ROFEROFIZE { success, generalFailure, timeout }
resultContent gy ROERENEIT la~y RBIEFICKT] &0 %

—a—o
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<xs:complexType name="DeviceCmdResult">
<xs:sequence>
<xs:element name="devicelP" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="deviceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="deviceName" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="result" type="Result" minOccurs="1" maxOccurs="1"/>
<xs:element name="resultContent" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

<xs:element name="execDeviceReadOnlyCLICmdsResponse"
type="ExecDeviceReadOnlyCLICmdsResponse"/>

<xs:complexType name="ExecDeviceReadOnlyCLICmdsResponse">
<xs:complexContent>
<xs:extension base="BaseRegResp">
<xs:sequence>
<xs:element name="deviceCmdResult" type="DeviceCmdResult" minOccurs="1"

maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

98 : ExecDeviceReadOnlyCLICmdsRequest XML R ¥ —=

WiE, ZOAY y RIZBADT T — a—RFTY, =7 —DHA[ICIDOAY v FINRTIEIMOR
MF—DBFETLZERHY £,

a— K A

3000 O T—%, API2’Xy hU—72 T34 A Tshow 2~ REEITTX
BRWEAICIRENE T,

3001 ZOTT—F, CSM B —_TEREINTZIP T KL RAEFEOT /A AN
WIEAICIRENET,

3002 ZOTT—X, BERENTET A AN IPS T A, ZADBPWH IR ENE T,

3003 ZOTT L. FTNANA ANDT I AT APLIZA SO RIENFAE L
7356, T2 2T VT o X L TT NS RZEREEET D56
R EIIRENET,

27 Exectimeout Failure : Z A 57 7 FNIZT XA ZAMEDISERTL N,

% 80 : ExecDeviceReadOnlyCLICmdsRequest A v RO 57— a—F
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6 API RAF—VY 7
APT T, SEXEREEHZYVFR—FLET, RKOFA KT A S BERH Y £97,

1) APLIZE > THAR—FENDT A ZAOHUZHIRIZH Y £ A, BIED CSM OHELEHTH L,
AR NEHB L OZ OMOEE T — BT 0K 500 T34 A A F—T M THZET
ﬁ—o
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7 CSM Client Protocol State Machine
7.1.1 2

CSM 7 A7 2 D3 CSM =R EDOH—EREHHT HHIIC, 2 DORHERERH Y 7,

1 BZBHORHESRMEIZ, 7947 R CSM B — NZFRFEEND Z & T, 2 FHOFHRSIFIL., &4
Y —EZANT R TCCM P —NR_TT 7T 4TI >TNT, ZNHDY—EADNN—T g VRN Y
TAT P TTYHENEZ A=V a VICHIETHI 27 IA TV "R THZETH, Zo7atk
2E, ITAT U RIIA B —T 2 A AT HHEHED 2 — L TR 5 MED B HIGE Cookie %
RBRLET, 2o7a—iE, ROKIIRLET,

Admin enters IP
address of CSM
server and credentials

A

Call Login
Request Method
with credentials

Receive a valid AS
cookie, Login
Response + Matching

Report connection

No problem to admin

rYes Yesﬂ

Store AS Cookie Setup heartbeat
for use with other URL listener for
session access session

:444J

For each service
used by client, call
GetServicelnfo
method

service active and
version matches

expected version on

client

Report missing capability
problem to admin, do not
use inactive or incompatible
service

No——p

Yes

Continue use
of other
services

XK99: 7547 v by a Ot T7a— F¥—Fh

T a U PHRESNTWAEEASIE, 72947 MI, FRE ANV, a—FT 45T 4 —E R
X459 —E R XYy NIZT 78 2T HA[EEMERH D £17,
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N= b BN I ANy TIIREEHRD T TAT 2 MIUTICERINZ 7 B —ITHE O LERH Y
E3

Client receives a
heartbeat message at
the defined URL

Does the IP address
match a server
authenticated to with an
active session?

No—>» Drop the packet

Yes

Drop the active

No—» session and
reauthenticate

Does the AS cookie match from
the login request for the CSM
server

Yes

Respond to the
heartbeat
message

Continue use
of other
services

K100: 7547 —h E—hk Fokrx 7n—Fx—|

74T RB A= R B =k 2=y 7 OBEIITET LTWRWB CSM Y —N"TOT 7T 47
Yy v v EMERT AT, ping A Y v REEHICEOHTLERS Y 9,

Client reads the
session timeout
returned in the login
response

Setup a timer based
on the session timeout
and wait for it to fire

l

Send ping request

Receive a ping
response

Terminate
session

X101: 7547 b@ping 7R 7n—F%—F
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TI2REE AR b P—ERDfEH
CSM 7 5472 MECSM P —R_THR—FEZINDET A ADRE & FHAIATLT2DD APLIZT 7 & A
THZENTEET, T T79A4T7 0 MI, RENEEIND NI EF BN EBGETHIENTE
FT, WOT7u—F v —NIZ T4 T DO ERLET,

Client has list of
devices it manages,
Authenticates to CSM
server

Authenticated session
[

Call Get Device
List method

For each device in .| Call Get Device Call Policy config
the list Config by GID i per device
Completed
Call Event
Subscription
chanae Call Get Device | Call Policy config
1ange Config by GID per device
notification

K102: 7547 b av74¥al—varD7u—Fx—F
RUBEATCRY o — F—F 2T 5 iR 7 a— % PR LET,

a. BI7AY (BLXUORY I T7I7 R ALy RERIITrERA%2Ey F7 v 7 LT ping £721%
=k E= R TEy v a DT T4 T R

b. VAT LADTNA A YA NERSGT 57T GetGroupList (F721%)
GetDeviceListByCapability (F£7-1%) GetDeviceListByGroup ® 1 D& L £,

c. UARMADTNAALZRAZALNUICTHE

i. RAWRTET —# %57 5 121% GetDeviceConfigByGID (& 721%)
GetDeviceConfigByName % FFOVH L %97,
d. Logout

RENHEFINTEAIL I TA TV IDBREZY 7L o> aTEDE), 7947 MIBIMTA R
VENEYT AT TATETAEMLERNDHYET (ZORF2 AL FDAXR N P —EZAPIZBM LT
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<72&\VY) , GetDeviceConfigByGID F & T GetDeviceConfigByName (X, CSM 7 — % ~X—AN|ZT —
NA T INTZT =2 DHERLET, CSM ODINET SA ZA~OEH (77 AT R) [ 3EAT
X FH A, Utility Service APl i L TOALBBTE £ 7,

UTERY) = A7V =7 | ET7VOBERFEN TR > — F—F 2 0H 5 xR 7 o — T,

a BI7AY (BLXUORNY I 7Ty R ALy RERIITrEX%®y N7 v 7 LT ping £721%
Nk E= R TRy Y3 DT TA T ERFR)
b. VAT ADTNA A YR NELIFST 57291 GetGroupList (F721%) GetDeviceListBy it
(¥ 7213) GetDeviceListByGroup @ 1 D& L £ 7,
c. UARNADTNARAZNEIUICIOE
i. GetPolicyListByDeviceGID Z#F-OMH LT, T34 ATREEZIEYAR—hSh T3
RV =247 ZHHLET,
ii. Zhoo R — X A7) Z LT GetPolicyConfigByDeviceGID % 72 1%
GetPolicyConfigByName ZFFONH L £ (AATEZIZHARY o—D55) .
d. Logout

WENEFTINTIGAIZ I TA TV IRREE) 7Ly aTEDLEI, 77472 MTBMNTA N
VNEYTAITATTHMERDYET (ZORF2 AL PO PP —ERAPIEZSBHR LT
<7ZE\) , GetDeviceConfigByGID 35 & O GetDeviceConfigByName [Z, CSM 7 —# _X—ANIZT —
DA T ENTT —H DHERLET, CSM DHERT SA A~OEF (77 hA T3 F) 3T
X FH A, Utility Service API Z#fiH L TOABBTE £,
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8 YV UTNVAPIZFAT LV F Tl T A

o073 arO3_RTOV I Ful I BT Etrs A — gy
DETREINE T, v/ I LIEBERED AT ATOHERICE LILESE
TPIXMEERKEREENRDD £,

LITIZREH T D Java DY T 70 7T AOFATIIZU T 22y b7 v FTLUERH Y 7,

1. Apache 353/ http://hc.apache.org 7> 5 @ http-clien jar 33 J2 TN http-core jar |3 Java 7 7 A /XX (T
BOLLERDHY T,

2. Apache i http://commons.apache.org/logging/index.html 7> & Hif 7 % > 7 jar % Java 77 7 AR
AN @O BHILENDH Y £77,

3. MBS U T, BHjar TRTEZOMD T 4V F & Eiea~ 2 B ¥z /LiZ CLASSPATH 5
BEEBEERLET,

4. client.properties 7 7 A /LI Java 7' 0 7T LDGIEERIEDNT A—2 L LTERS N, ES
NOEVERHYET, 2077 AV, ROXHIT2D FT,

USER=admin

PASSWORD=admin

HOST=localhost

XML _REQUEST=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\

<csm:pingRequest xmlns:csm=\"csm\">\
<protVersion>1.0</protVersion>\
<reqld>3</reqld>\

</csm:pingRequest>

# Set LOGIN_REQUIRED to true if the URI supplied
# requires login to be done as a prerequisite.
LOGIN_REQUIRED=true
URI=https://localhost/nbi/ping

TuaRT L ERITROLEEBY TT,

USER : =2—H v/ A4 VHO2—VFL4E2ERLET,

PASSWORD : = —H% /XA T — |

HOST : #f SN H AR A b h—

XML_REQUEST : X3 2 0EDH 5 XML ER (2 O%E 1 ping)
LOGIN_REQUIRED : true D354, 7 7 A > X XML _REQUEST % %/ 3 5 R T
EhET,

o URI: WO ENAZMENH LV —EREZRTA T a D URIARNT A=, Zhn
TanRT 4 T ANVTHEREINNTWRWEGAIL, Java 7177 AO515E LTHET
VERHY FT,

client.properties 7 7 £ VD71 /%7 4 f (HOST, USER, PASSWORD 72 &) |

XML REQUEST 33 XU URI HEDZDOMOHEIZ, BEB LI OCETHOY I EOETER
TEANERDIEERDD I LIZEBELTLLESIY, UTREHLE v/ 200 TANLEE
T3 5E0C, ZO7 7 AN EHINIREELET,
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http://hc.apache.org/
http://commons.apache.org/logging/index.html

8.1 CSM API EHHijREDHER

Java TEITENDR DY 7V a7 T AL, CSM APL 2MEHFTREIZ 72 > TW D E ) AR
LREST V7 7AT N 7a T 5% Rl TCWET, R TERSIN TS client.properties 7 7 A /b
PR L £,

AUNANDE, TaT T L EETTHITE, ROoa<wr R LET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]

7 5 A RestClient.java

/**
* Sample Program to test if CSM server is correctly configured for API
*/

import java.io.ByteArrayInputStream;

import java.io.IOException;

import java.net.URI;

import java.security.KeyManagementException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.CookieStore;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
import org.apache.http.params.BasicHttpParams;

import org.apache.http.params.HttpParams;

import org.apache.http.util.EntityUtils;

import org.w3c.dom.Document;

import org.w3c.dom.Element;

import org.w3c.dom.NodeList;

import org.xml.sax.SAXException;

import java.io.FileInputStream;
import java.util.Properties;

public class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{

initSSL();
}
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private static void initSSL() {
SSLContext sslContext = null;
try {
sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager () {
public X509Certificate[] getAcceptedIssuers() {
System.out.println ("getAcceptedIssuers =============");
return null;
}
public void checkClientTrusted (X509Certificate[] certs, String authType) {
System.out.println ("checkClientTrusted =============");
}
public void checkServerTrusted (X509Certificate[] certs, String authType) {
System.out.println ("checkServerTrusted =============");
}

}}, new SecureRandom());

SSLSocketFactory sf = new SSLSocketFactory(sslContext) ;

Scheme httpsScheme = new Scheme ("https", 443, sf);
SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;

HttpParams params = new BasicHttpParams () ;
ClientConnectionManager cm = new ThreadSafeClientConnManager (params,
schemeRegistry) ;

httpclient = new DefaultHttpClient (cm, params);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
} catch (KeyManagementException e) {
e.printStackTrace();

—-

This method will send the XML payload and return the XML response as a string.
@param uri
@param host
@param isCookieNeeded
Qreturn
@throws IOException

* @throws ClientProtocolException

*/

public void doPost (URI uri, String payload, String host, boolean isCookieNeeded) throws

Exception {

LR S S

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity(strEntity);
System.out.println("Calling : "+uri.toString());
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

}

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,
SAXException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);
DocumentBuilder domp = DocumentBuilderFactory.newInstance () .newDocumentBuilder () ;
Document doc = domp.parse (new ByteArrayInputStream(response.getBytes()));

NodeList errorNodes = doc.getDocumentElement () .getElementsByTagName ("code") ;

& >
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for

}

(int 1 = 0; i < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
if (element.getTextContent () != null && 'element.getTextContent().equals("")) {
NodeList nodes = doc.getDocumentElement () .getElementsByTagName ("description");
for (int j = 0; j < nodes.getLength(); j++) {
Element element2 = (Element) nodes.item(J);
throw new Exception(element2.getTextContent());

}

if (response != null && response.trim().length() != 0){

StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) ({

if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {
System.out.println("Hit Authorization exception");
System.out.println (response);

//Do something. ..

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println("The request is a success...");
System.out.println (response);

//Do something. ..

lelse(

System.out.println("Some issue, Obtained HTTP status

code :"+sl.getStatusCode());

}
/*‘k

* Main

System.out.println (response);
//Do something...

method processing the request/response

* @param args

*/

public static void main(String[] args) {

try{

//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args[0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST");

String username = prop.getProperty ("USER");

String password = prop.getProperty ("PASSWORD") ;

String path = prop.getProperty ("URI");

//If URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);

String temp = prop.getProperty ("LOGIN REQUIRED");

boolean autoLogin = false;

if (null != temp && temp.trim().length() != 0){
autolLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient () ;
if (uri.toString() .endsWith ("login")) {
client.doPost (uri, payload, host, false);
lelse({
//Step 1
if (autoLogin) {
String login payload = "<?xml version=\"1.0\" encoding=\"UTF-

8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1l.0</protVersion><reqld>123</reqld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

false);

client.doPost (new URI ("https://"+host+"/nbi/login”), login payload, host,

}
//Step 2:
client.doPost (uri, payload, host, true);

&
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}catch (Exception ex) {
System.out.println (ex.getMessage()); usage();}

}
public static void usage() {
System.out.println("Please check the data entered in the properties file");

System.out.println ("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

8.2 174 ¥ X ping 72 h

Java CIEAT SN D RO HER Y TN T 77 A%, CSMAPL ZfEH LT CSM — iz 74 L,
lping] ZZRTHRESTZ 747 hamrLET, LG TER LI LB client.properties 7 7 A /L
EEHALET,

AL NDE%, T T T AEFTTHICE, kOoavr REERALET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]

2 7 X RestClient.java

/‘k‘k
* Sample Program to login to the CSM Server and send a ping request
*/

import java.io.IOException;

import java.net.URI;

import java.security.KeyManagementException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;
import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.ParseException;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.CookieStore;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
import org.apache.http.params.BasicHttpParams;

import org.apache.http.params.HttpParams;

import org.apache.http.util.EntityUtils;

import java.io.FileInputStream;
import java.util.Properties;
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public class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{
initSSL();
}

private static void initSSL() {
SSLContext sslContext = null;
try {
sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager () {
public X509Certificate([] getAcceptedIssuers () {
System.out.println ("getAcceptedIssuers =============");
return null;
}
public void checkClientTrusted(X509Certificate[] certs, String authType) {
System.out.println("checkClientTrusted =============");
}
public void checkServerTrusted (X509Certificate[] certs, String authType) {
System.out.println ("checkServerTrusted =============");
}

}}, new SecureRandom());

SSLSocketFactory sf = new SSLSocketFactory(sslContext) ;

Scheme httpsScheme = new Scheme ("https", 443, sf);
SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;
HttpParams params = new BasicHttpParams();
ClientConnectionManager cm = new ThreadSafeClientConnManager (params,
schemeRegistry) ;

httpclient = new DefaultHttpClient (cm, params);

} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;

} catch (KeyManagementException e) {
e.printStackTrace();

}

*

This method will send the XML payload and return the XML response as a string.
@param uri

@param PayLoad

@param host

@param isCookieNeeded

@return

@throws IOException

@throws ClientProtocolException

X% ok ok ok ok % %

*

*/
public void doPost (URI uri, String payload, String host, boolean isCookieNeeded) throws
ClientProtocolException, IOException {

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie);
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity(strEntity);
System.out.println("Calling : "+uri.toString()):;
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

&
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}

public void processResponse (HttpResponse httpresponse) throws ParseException,
IOException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println ("Hit Authorization exception");
System.out.println (response);
//Do something. ..

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println ("The request is a success...");
System.out.println (response);

//Do something...

lelse(

System.out.println("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());

System.out.println (response);

//Do something...

}

/**
* Main method processing the request/response
* @param args
*/
public static void main(String[] args) {
try{
//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args[0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST");

String username = prop.getProperty ("USER") ;

String password = prop.getProperty ("PASSWORD") ;

String path = prop.getProperty ("URI");

//I1f URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);

String temp = prop.getProperty ("LOGIN REQUIRED") ;

boolean autologin = false;

if (null != temp && temp.trim().length() != 0){
autolLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient();
if (uri.toString() .endsWith ("login™)) {
client.doPost (uri, payload, host, false);
lelse{
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-
8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1.0</protVersion><reqld>123</reqgld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

client.doPost (new URI ("https://"+host+"/nbi/login"), login payload,
host, false);

}
//Step 2:
client.doPost (uri, payload, host, true);

}

}catch (Exception ex) {ex.printStackTrace (); usage();}

&
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public static void usage () {
System.out.println("Please check the data entered in the properties file");
System.out.println("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

83 775 AT UF—NDT7xvF CLIZRE

Java CTEITEINAROfHE Y 7N a7 I hF, CM T —HRXR—=ANSLT7 7 AT U4 —LDR
WFRD CLI 5% E & f A IA BRI CSM APL i3T5 REST 7 A4 7 b a7 7 5% R LET, A
77& LTIRD client.properties ZfEH L ET (=N A XU NU DT AL ZALIC—HTH LT
NWNAAKEETT D)

USER=admin

PASSWORD=admin

HOST=localhost

XML _REQUEST=<?xml version=\"1.0\" encoding=\"utf-8\"?>\

<n:deviceConfigByNameRequest xmlns:n=\"csm\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\">\
<protVersion>1.0</protVersion>\
<reqld>123</reqld>\
<name>firewall device</name>\

</n:deviceConfigByNameRequest>

# Set LOGIN_REQUIRED to true if the URI supplied
# requires login to be done as a prerequisite.

LOGIN_REQUIRED=true
URI= https://localhost/nbi/configservice/getDeviceConfigByName

I RANDH%, T T T AEFTTHITNE, kOoa<y RefFERLET,

Command Prompt> java RestClient <path to_client.properties> [<uri>]

7 5 A RestClient.java

/‘k‘k
* Sample Program to get entire CLI of a firewall
*/
import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.net.URI;
import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
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import org.apache.http.client.CookieStore;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
import org.apache.http.params.BasicHttpParams;

import org.apache.http.params.HttpParams;

import org.apache.http.util.EntityUtils;

import org.w3c.dom.Document;

import org.w3c.dom.Element;

import org.w3c.dom.NodeList;

import org.xml.sax.SAXException;

import java.io.FileInputStream;
import java.util.Properties;

public class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{
1initSSL() ;
}

private static void initSSL() {
SSLContext sslContext = null;
try {
sslContext = SSLContext.getInstance("SSL");

sslContext.init (null, new TrustManager[] { new X509TrustManager () {

public X509Certificate[] getAcceptedIssuers() {

System.out.println("getAcceptedIssuers ===========

return null;

}

public void checkClientTrusted (X509Certificate[] certs,
System.out.println("checkClientTrusted ===========

}

public void checkServerTrusted (X509Certificate[] certs,
System.out.println ("checkServerTrusted ===========

}

}}, new SecureRandom()) ;

SSLSocketFactory sf = new SSLSocketFactory(sslContext);

Scheme httpsScheme = new Scheme ("https", 443, sf);
SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;

HttpParams params = new BasicHttpParams();

String authType) {

String authType) {

ClientConnectionManager cm = new ThreadSafeClientConnManager (params,

schemeRegistry) ;
httpclient = new DefaultHttpClient (cm, params);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
} catch (KeyManagementException e) {
e.printStackTrace();

}

—-—

*

@param uri

@param host

@param isCookieNeeded

@return

@throws IOException

@throws ClientProtocolException

* % o o ok ok X %

This method will send the XML payload and return the XML response as a string.
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public void doPost (URI uri, String payload, String host, boolean isCookieNeeded)
Exception {

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity (strEntity);
System.out.println("Calling : "+uri.toString());
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

throws

}

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,
SAXException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);
DocumentBuilder domp = DocumentBuilderFactory.newInstance () .newDocumentBuilder () ;

Document doc = domp.parse (new ByteArrayInputStream(response.getBytes()));
NodeList errorNodes = doc.getDocumentElement () .getElementsByTagName ("code") ;
for (int i = 0; 1 < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
if (element.getTextContent () != null && !element.getTextContent () .equals(""))
NodeList nodes = doc.getDocumentElement () .getElementsByTagName ("description");
for (int j = 0; j < nodes.getLength(); j++) {
Element element2 = (Element) nodes.item(J);
throw new Exception(element2.getTextContent());
}
}
}
if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println("Hit Authorization exception");
System.out.println (response);
//Do something...

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println("The request is a success...");
System.out.println (response);

//Do something...

}else(

System.out.println("Some issue, Obtained HTTP status

code :"+sl.getStatusCode());

}
/**

* Main

System.out.println (response);
//Do something...

method processing the request/response

* @param args

*/

public static void main (String[] args) {

try({

//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args[0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

&
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String payload = prop.getProperty ("XML REQUEST");
String username = prop.getProperty ("USER");
String password = prop.getProperty ("PASSWORD") ;
String path = prop.getProperty ("URI");
//I1f URI is not passed on commandline see if its defined in properties file
URI uri = new URI((args.length == 2)?args[l] : path);
String temp = prop.getProperty ("LOGIN REQUIRED");
boolean autoLogin = false;
if (null != temp && temp.trim().length() != 0){
autoLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient();
if (uri.toString() .endsWith("login")) {
client.doPost (uri, payload, host, false);
}else(
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-
8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1l.0</protVersion><reqld>123</reqld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

client.doPost (new URI ("https://"+host+"/nbi/login”), login payload, host,
false);

}
//Step 2:
client.doPost (uri, payload, host, true);
}
}catch (Exception ex) {
System.out.println(ex.getMessage()); usage();}

}

public static void usage () {
System.out.println ("Please check the data entered in the properties file");
System.out.println("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

84 77 AT T F—I)V FTINA ZXTO show access-list DE
1T

Java CEITESNARDEHELY TV 7a 7T Kt 774 T 74—V F /31 AT show access-list
a~vy REFITTHEEICCSMAPL #fHT D REST 7 94 7 hamLET, AL LTRD
client.properties &/ L £ 7 (devicelP Z#ZH L TH—3 A X MU DOHERRT /SA AD P I
SHFET)

USER=admin
PASSWORD=admin
HOST=localhost
XML _REQUEST=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\
<csm:execDeviceReadOnlyCLICmdsRequest xmlns:csm=\"csm\">\
<protVersion>1.0</protVersion>\
<reqld>123</reqld>\
<deviceReadOnlyCLICmd>\
<devicelP>192.168.1.1</devicel P>\
<cmd>show</cmd>\
<argument>access-list</argument>\
</deviceReadOnlyCLICmd>\
</csm:execDeviceReadOnlyCLICmdsRequest>

# Set LOGIN_REQUIRED to true if the URI supplied
# requires login to be done as a prerequisite.

&
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LOGIN_REQUIRED=true
URI=https://localhost/nbi/utilservice/execDeviceReadOnlyCLICmds

AUNANDI, TuT T KhEFATT DI, ROav s RefHLET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]

2 7 X RestClient.java

/**
* Sample program to execute a show access-list command on a firewall
*/

import java.io.ByteArrayInputStream;

import java.io.IOException;

import java.net.URI;

import java.security.KeyManagementException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.CookieStore;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
import org.apache.http.params.BasicHttpParams;

import org.apache.http.params.HttpParams;

import org.apache.http.util.EntityUtils;

import org.w3c.dom.Document;

import org.w3c.dom.Element;

import org.w3c.dom.NodeList;

import org.xml.sax.InputSource;

import org.xml.sax.SAXException;

import java.io.FileInputStream;
import java.util.Properties;

public class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{
1initSSL() ;

private static void initSSL() {
SSLContext sslContext = null;

try {
sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager () {
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public X509Certificate[] getAcceptedIssuers() {
System.out.println ("getAcceptedIssuers =============");
return null;

}

public void checkClientTrusted (X509Certificate[] certs, String authType) {
System.out.println("checkClientTrusted =============");

}

public void checkServerTrusted (X509Certificate[] certs, String authType) {
System.out.println ("checkServerTrusted =============");

}

}}, new SecureRandom()) ;

SSLSocketFactory sf = new SSLSocketFactory(sslContext) ;

Scheme httpsScheme = new Scheme ("https", 443, sf);
SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;
HttpParams params = new BasicHttpParams() ;
ClientConnectionManager cm = new ThreadSafeClientConnManager (params,
schemeRegistry) ;

httpclient = new DefaultHttpClient (cm, params);

} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;

} catch (KeyManagementException e) {
e.printStackTrace();

}

*

This method will send the XML payload and return the XML response as a string.
@param uri

@param host

@param isCookieNeeded

@return

@throws IOException

@throws ClientProtocolException

* % ok ok o ok ok X %

~

public void doPost (URI uri, String payload, String host, boolean isCookieNeeded) throws
Exception {

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity (strEntity);
System.out.println("Calling : "+uri.toString()):;
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

}

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,
SAXException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);
DocumentBuilder domp = DocumentBuilderFactory.newlInstance () .newDocumentBuilder () ;

Document doc = domp.parse (new ByteArraylInputStream(response.getBytes()));
NodeList errorNodes = doc.getDocumentElement () .getElementsByTagName ("code") ;
for (int i = 0; i < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
if (element.getTextContent () != null && !element.getTextContent().equals("")) {
NodeList nodes = doc.getDocumentElement () .getElementsByTagName ("description");
for (int j = 0; j < nodes.getLength(); j++) {
Element element2 = (Element) nodes.item(J);
throw new Exception(element2.getTextContent());
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}
}

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {

if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {
System.out.println ("Hit Authorization exception");
System.out.println (response) ;

//Do something...

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println("The request is a success...");
System.out.println (response) ;

//Do something...

lelse(

System.out.println("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());

System.out.println (response) ;

//Do something...

}
VAR

* Main method processing the request/response

* @param args

*/

public static void main(String[] args) {
try{

//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args([0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST") ;

String username = prop.getProperty ("USER");

String password = prop.getProperty ("PASSWORD") ;

String path = prop.getProperty ("URI");

//If URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);

String temp = prop.getProperty ("LOGIN REQUIRED");

boolean autoLogin = false;

if (null != temp && temp.trim().length() != 0){
autoLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient();
if (uri.toString() .endsWith("login")) {
client.doPost (uri, payload, host, false);
lelse(
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-
8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1.0</protVersion><reqld>123</reqgld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

client.doPost (new URI ("https://"+host+"/nbi/login"), login payload, host,
false) ;

}
//Step 2:
client.doPost (uri, payload, host, true);
}
}catch (Exception ex) {
System.out.println(ex.getMessage()); usage();}

}

public static void usage () {
System.out.println("Please check the data entered in the properties file");
System.out.println ("Usage : ");

&
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System.out.println("java RestClient <path to client.properties> [<uri>]");

85 7 F CM ICE o TCEEBINTWA 77 AT
A —IVRY —

Java TEITENARDEE Y )V 7T a5 A, CSMUI TEHREINHEY ., CSM DT 7 AT
VA=V R —% T2y FTHRESTZ 747 bamRmLET, KO client.properties 7 7 A /L %
FERALET (=N A X FIDFARAL ZAD GID IC—FHTH LT GID EEALEHE L TLEEW)

USER=admin

PASSWORD=admin

HOST=localhost

XML _REQUEST=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\

<csm:policyConfigByDeviceGIDRequest xmlns:csm=\"csm\">\
<protVersion>1.0</protVersion>\
<reqld>123</reqld>\
<gid>00000000-0000-0000-0000-004294967307</gid>\
<policyType>DeviceAccessRuleFirewallPolicy</policy Type>\

</esm:policyConfigByDeviceGIDRequest>

# Set LOGIN_REQUIRED to true if the URI supplied
# requires login to be done as a prerequisite.

LOGIN_REQUIRED=true
URI=https://localhost/nbi/configservice/getPolicyConfigByld

AUNRANDG, TaT T LEFATTHIIE, ROa~y R LET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]

7 7 X RestClient.java

/‘k‘k
* Sample Program to get access rules defined on a firewall as it appears in the
* CSM UI.
*/
import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.net.URI;
import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

public

org.apache.http.client.CookieStore;
org.apache.http.client.methods.HttpPost;
org.apache.http.conn.ClientConnectionManager;
org.apache.http.conn.scheme.Scheme;
org.apache.http.conn.scheme.SchemeRegistry;
org.apache.http.conn.ssl.SSLSocketFactory;
org.apache.http.entity.StringEntity;
org.apache.http.impl.client.DefaultHttpClient;
org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
org.apache.http.params.BasicHttpParams;
org.apache.http.params.HttpParams;
org.apache.http.util.EntityUtils;
org.w3c.dom.Document;

org.w3c.dom.Element;

org.w3c.dom.NodelList;

org.xml.sax.InputSource;
org.xml.sax.SAXException;

java.ilo.FileInputStream;
java.util.Properties;

class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{

}

initSSL();

private static void initSSL() {

SSLContext sslContext = null;
try {
sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager () {
public X509Certificate[] getAcceptedIssuers() {
System.out.println ("getAcceptedIssuers =============");
return null;
}
public void checkClientTrusted (X509Certificate[] certs, String authType)
System.out.println ("checkClientTrusted =============");
}
public void checkServerTrusted (X509Certificate[] certs, String authType)
System.out.println ("checkServerTrusted =============");
}

}}, new SecureRandom());

SSLSocketFactory sf = new SSLSocketFactory(sslContext) ;

Scheme httpsScheme = new Scheme ("https", 443, sf);

SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;

HttpParams params = new BasicHttpParams();

ClientConnectionManager cm = new ThreadSafeClientConnManager (params,

schemeRegistry) ;

-

* % o o ok X X

httpclient = new DefaultHttpClient (cm, params);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
} catch (KeyManagementException e) {
e.printStackTrace () ;

}

This method will send the XML payload and return the XML response as a string.
@param uri

@param host

@param isCookieNeeded

Qreturn

@throws IOException

{

{
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* @throws ClientProtocolException
*/
public void doPost (URI uri, String payload, String host, boolean isCookieNeeded) throws
Exception {

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity (strEntity);
System.out.println("Calling : "+uri.toString());
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

}

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,
SAXException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);
DocumentBuilder domp = DocumentBuilderFactory.newInstance () .newDocumentBuilder () ;
Document doc = domp.parse (new ByteArraylInputStream(response.getBytes()));

NodeList errorNodes = doc.getDocumentElement () .getElementsByTagName ("code") ;
for (int i = 0; i < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
if (element.getTextContent () != null && 'element.getTextContent().equals("")) {
NodeList nodes = doc.getDocumentElement () .getElementsByTagName ("description");
for (int j = 0; j < nodes.getLength(); j++) {
Element element2 = (Element) nodes.item(j);
throw new Exception(element2.getTextContent());

}
}

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println ("Hit Authorization exception");
System.out.println (response);
//Do something...

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println ("The request is a success...");
System.out.println (response);

//Do something. ..

lelse{

System.out.println("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());

System.out.println (response);

//Do something. ..

}
/**

* Main method processing the request/response
* @param args

*/
public static void main(String[] args) {
try(
//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args[0]);
prop.load(fis);
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String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST") ;

String username = prop.getProperty ("USER");

String password = prop.getProperty ("PASSWORD") ;

String path = prop.getProperty ("URI");

//If URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);

String temp = prop.getProperty ("LOGIN REQUIRED") ;

boolean autoLogin = false;

if (null != temp && temp.trim().length() != 0){
autolLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient();
if (uri.toString() .endsWith ("login")) {
client.doPost (uri, payload, host, false);
lelse(
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-
8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1.0</protVersion><reqId>123</reqld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

client.doPost (new URI ("https://"+host+"/nbi/login"), login payload, host,
false) ;

}
//Step 2:
client.doPost (uri, payload, host, true);
}
}catch (Exception ex) {
System.out.println(ex.getMessage()); usage();}

}

public static void usage() {
System.out.println("Please check the data entered in the properties file");
System.out.println("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

8.6 TRTDTNARIZHFNV U THNTWABIEFRY
—DY R

Java CIAT SN DD Y TN T 77 5, CSM DT AL A A X M) iR,
RTOTNA R ZEHEF VB TONTWAIEARY >—%2 U A 35 REST 7 747 e LET,
R ® client.properties 7 7 A V2 LTI 72 &0,

USER=admin
PASSWORD=admin
HOST=localhost
XML_REQUEST=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\
<csm:deviceListByCapabilityRequest xmlns:csm=\"csm\">\
<protVersion>1.0</protVersion>\
<reqld>123</reqld>\
<deviceCapability>*</deviceCapability>\
</csm:deviceListByCapabilityRequest>
XML _REQUEST1=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\
<csm:policyListByDeviceGIDRequest xmlns:csm=\"csm\">\
<protVersion>1.0</protVersion>\
<reqld>123</reqld>\
<gid>DEVICE_ID</gid>\
</csm:policyListByDeviceGIDRequest>

>
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# Set LOGIN_REQUIRED to true if the URI supplied

# requires login to be done as a prerequisite.
LOGIN_REQUIRED=true
URI=https://localhost/nbi/configservice/getDeviceListByType
URI1=https://localhost/nbi/configservice/getPolicyListByDeviceGID

AUNAND, TuT T KhEFITT DI, ROav s RefHLET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]

2 7 A RestClient.java

/**
* Sample program to collect the Shared Access Rules applied to Devices in CSM.
*/

import java.io.*;

import java.net.URI;

import java.security.KeyManagementException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;
import javax.xml.parsers.ParserConfigurationException;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.CookieStore;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
import org.apache.http.params.BasicHttpParams;

import org.apache.http.params.HttpParams;

import org.apache.http.util.EntityUtils;

import org.w3c.dom.Document;

import org.w3c.dom.Element;

import org.w3c.dom.NodeList;

import org.xml.sax.InputSource;

import org.xml.sax.SAXException;

import java.util.ArrayList;
import java.util.Properties;

public class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{
initSSL() ;
}

private static void initSSL() {
SSLContext sslContext = null;
try {
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sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager () {
public X509Certificate[] getAcceptedIssuers() {
System.out.println ("getAcceptedIssuers =============");
return null;

}

public void checkClientTrusted(X509Certificate[] certs, String authType) {

System.out.println ("checkClientTrusted =============");
}

public void checkServerTrusted (X509Certificate[] certs, String authType) {

System.out.println ("checkServerTrusted =============");
}

}}, new SecureRandom()) ;

SSLSocketFactory sf = new SSLSocketFactory(sslContext);

Scheme httpsScheme = new Scheme ("https", 443, sf);

SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;

HttpParams params = new BasicHttpParams () ;

ClientConnectionManager cm = new ThreadSafeClientConnManager (params,

schemeRegistry) ;

httpclient = new DefaultHttpClient (cm, params);

} catch (NoSuchAlgorithmException e) {

e.printStackTrace () ;

} catch (KeyManagementException e) {

}

*

This

EE S I

~

e.printStackTrace();

method will send the XML payload and return the XML response as a string.

@param uri

@param host

@param isCookieNeeded

Qreturn

@throws IOException

@throws ClientProtocolException

public void doPost (URI uri, String payload, String host, boolean isCookieNeeded)

Exception {

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if

}

(isCookieNeeded) {

httpclient.setCookieStore (ascookie) ;

httppost.addHeader ("Content-Type", "text/xml");

StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity(strEntity);

System.out.println("Calling : "+uri.toString());

httpresponse = httpclient.execute (httppost);

ascookie = httpclient.getCookieStore();

processResponse (httpresponse) ;

}

throws

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,
SAXException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println ("Hit Authorization exception");
System.out.println (response);
//Do something. ..

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println("The request is a success...");

&
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lelse(
System.out.println("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());
System.out.println (response) ;
//Do something...

}
/‘k‘k

* Main method processing the request/response

* @param args

*/

public static void main(String[] args) {
try{

//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args([0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST");
String username = prop.getProperty ("USER");
String password = prop.getProperty ("PASSWORD") ;
String path = prop.getProperty ("URI");

//If URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);
String temp = prop.getProperty ("LOGIN REQUIRED");
String policy reqg = prop.getProperty ("XML REQUEST1");
String policy req path = prop.getProperty ("URIL");

boolean autoLogin = false;
if (null != temp && temp.trim().length() != 0){
autoLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient () ;
if (uri.toString() .endsWith ("login")) {
client.doPost (uri, payload, host, false);
lelse(
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-

8\"?><csm:loginRequest

xmlns:csm=\"csm\"><protVersion>1.0</protVersion><reqId>123</reqld><username>"+username+"</user

name><password>"+password+"</password></csm:loginRequest>";
client.doPost (new URI ("https://"+host+"/nbi/login"),
false);
}
//Step 2: Get All Devices

ArrayList devices = client.getDevicelist (uri, payload, host,

//Step3: Get Shared Policies on Devices.

ArrayList sharedAccessRules = new ArrayList();

for (int i = 0; i < devices.size(); i++) {
String device = (String) devices.get (i) ;

login payload, host,

true) ;

String policy request = policy req.replace("DEVICE ID", device);
ArrayList policies = client.getPolicyList (new URI (policy req path),

policy request, host, true);
if (policies!= null) {
sharedAccessRules.addAll (policies);
}
System.out.println (sharedAccessRules);
}
}
}catch (Exception ex) {
System.out.println(ex.getMessage()); usage();}
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private ArraylList getPolicyList (URI uri, String payload, String host, boolean
isCookieNeeded) throws Exception {
HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie);

}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTE-8");
httppost.setEntity (strEntity);
System.out.println("Calling : "+uri.toString()):;
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
//processResponse (httpresponse) ;
return getPolicyList (httpresponse);

}

private ArrayList getPolicylList (HttpResponse httpresponse) throws IOException,
SAXException, ParserConfigurationException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);
System.out.println (response);
ArrayList<String> retArr = new ArrayList();

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println ("Hit Authorization exception");

System.out.println (response) ;

//Do something...

}else if (sl.getStatusCode() == HttpStatus.SC OK) {

System.out.println("The request is a success...");

DocumentBuilder domp =
DocumentBuilderFactory.newInstance () .newDocumentBuilder () ;

Document doc = domp.parse (new

ByteArrayInputStream(response.getBytes()));

NodeList errorNodes =
doc.getDocumentElement () .getElementsByTagName ("policyDesc") ;

for (int i = 0; i < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
String text = element.getTextContent () ;
if (text != null && !text.equals("")&&
text.indexOf ("DeviceAccessRuleFirewallPolicy")>=0) {
text = text.replaceAll ("DeviceAccessRuleFirewallPolicy", "");
if (!text.equals("-- local --"))// Filter out Local rules.

retArr.add (text) ;

}

lelse{
System.out.println ("Some issue, Obtained HTTP status
code :"t+sl.getStatusCode())
System.out.println (response) ;
//Do something. ..

}
}

return retArr;

}

private ArrayList getDevicelist (URI uri, String payload, String host, boolean
isCookieNeeded) throws Exception {
HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;

}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
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httppost.setEntity (strEntity);
System.out.println("Calling : "+uri.toString());
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
//processResponse (httpresponse) ;

return getDevicelist (httpresponse) ;

}

private ArraylList getDevicelist (HttpResponse httpresponse) throws IOException,
SAXException, ParserConfigurationException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);
ArrayList<String> retArr = new ArrayList();

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) ({
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println ("Hit Authorization exception");

System.out.println (response);

//Do something. ..

}else if (sl.getStatusCode() == HttpStatus.SC OK) {

System.out.println ("The request is a success...");

DocumentBuilder domp =
DocumentBuilderFactory.newInstance () .newDocumentBuilder () ;

Document doc = domp.parse (new

ByteArrayInputStream(response.getBytes()));

NodelList errorNodes =
doc.getDocumentElement () .getElementsByTagName ("gid") ;

for (int i = 0; 1 < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
if (element.getTextContent () != null

&& 'element.getTextContent () .equals("")) {
retArr.add (element.getTextContent ());

}
}

lelse{
System.out.println ("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());
System.out.println (response) ;
//Do something. ..

}
}

return retArr;

}

public static void usage () {
System.out.println ("Please check the data entered in the properties file");
System.out.println("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

8.7 HENIEXAERY —D U X FORAE

Java CEATSINDROFEE YTV a7 F MF, RESTZ 9A TV "B 77 AT O —V T 7
T A NN—NHEHERY) O —DLFIEBE L TCEONEE Y A T 5 HEEZRLET, RIRT LI
client.properties 7 7 A VA L ET (e T 4 77 AV THENICERSINICEROILAERY 2 —
DATT)

USER=admin
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PASSWORD=admin
HOST=localhost
XML _REQUEST=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\
<csm:policyConfigByNameRequest xmlns:csm=\"csm\">\
<protVersion>1.0</protVersion>\
<reqld>123</reqld>\
<name>ACL1</name>\
<policyType>DeviceAccessRuleFirewallPolicy</policy Type>\
</csm:policyConfigByNameRequest>
# Set LOGIN_REQUIRED to true if the URI supplied
# requires login to be done as a prerequisite.
LOGIN_REQUIRED=true
URI=https://localhost/nbi/configservice/getPolicyConfigByName

AUNRANDG, T T NEFATTHIIE, ROa~y R LET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]

2 7 X RestClient.java

/**
* Sample program to get the contents of a shared policy given the shared policy name.
*/

import java.io.ByteArrayInputStream;

import java.io.IOException;

import java.net.URI;

import java.security.KeyManagementException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.cert.X509Certificate;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.StatusLine;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.CookieStore;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.conn.ClientConnectionManager;
import org.apache.http.conn.scheme.Scheme;

import org.apache.http.conn.scheme.SchemeRegistry;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.impl.conn.tsccm.ThreadSafeClientConnManager;
import org.apache.http.params.BasicHttpParams;

import org.apache.http.params.HttpParams;

import org.apache.http.util.EntityUtils;

import org.w3c.dom.Document;

import org.w3c.dom.Element;

import org.w3c.dom.NodeList;

import org.xml.sax.InputSource;

import org.xml.sax.SAXException;

import java.io.FileInputStream;
import java.util.Properties;

public class RestClient {

public static CookieStore ascookie = null;
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public static DefaultHttpClient httpclient;

static{

}

initSSL();

private static void initSSL() {

SSLContext sslContext = null;
try {
sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager () {
public X509Certificate[] getAcceptedIssuers() {
System.out.println ("getAcceptedIssuers =============");
return null;

}

public void checkClientTrusted (X509Certificate[] certs, String authType) {

System.out.println("checkClientTrusted =============");
}

public void checkServerTrusted (X509Certificate[] certs, String authType) {

System.out.println ("checkServerTrusted =============");

}

}}, new SecureRandom()) ;

SSLSocketFactory sf = new SSLSocketFactory(sslContext) ;

Scheme httpsScheme = new Scheme ("https", 443, sf);

SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;

HttpParams params = new BasicHttpParams();

ClientConnectionManager cm = new ThreadSafeClientConnManager (params,

schemeRegistry) ;

—-—

LR S S

*

*/

httpclient = new DefaultHttpClient (cm, params);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
} catch (KeyManagementException e) {
e.printStackTrace () ;

}

This method will send the XML payload and return the XML response as a string.
@param uri

@param host

@param isCookieNeeded

Qreturn

@throws IOException

@throws ClientProtocolException

public void doPost (URI uri, String payload, String host, boolean isCookieNeeded)
Exception {

}

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity (strEntity);
System.out.println("Calling : "+uri.toString());
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

throws

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,
SAXException {

HttpEntity ent = httpresponse.getEntity();

&
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String response = EntityUtils.toString(ent);
DocumentBuilder domp = DocumentBuilderFactory.newInstance().newDocumentBuilder () ;

Document doc = domp.parse (new ByteArrayInputStream(response.getBytes()));
NodeList errorNodes = doc.getDocumentElement () .getElementsByTagName ("code") ;
for (int i = 0; i < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);
if (element.getTextContent () != null && !element.getTextContent().equals("")) {
NodeList nodes = doc.getDocumentElement () .getElementsByTagName ("description");
for (int j = 0; j < nodes.getLength(); j++) {
Element element2 = (Element) nodes.item(J);
throw new Exception (element2.getTextContent());
}
}
}
if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) {
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println("Hit Authorization exception");
System.out.println (response) ;
//Do something...

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
System.out.println("The request is a success...");
System.out.println (response);

//Do something. ..

lelse(

System.out.println("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());

System.out.println (response) ;

//Do something. ..

}
VA

* Main method processing the request/response

* @param args

*/

public static void main(Stringl[] args) {
try{

//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args([0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST");

String username = prop.getProperty ("USER");

String password = prop.getProperty ("PASSWORD") ;

String path = prop.getProperty ("URI");

//If URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);

String temp = prop.getProperty ("LOGIN REQUIRED");

boolean autoLogin = false;

if (null != temp && temp.trim().length() != 0){
autolLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient () ;
if (uri.toString() .endsWith ("login")) {
client.doPost (uri, payload, host, false);
lelse{
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-
8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1l.0</protVersion><reqld>123</reqld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

&
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client.doPost (new URI ("https://"+host+"/nbi/login"), login payload, host,

false) ;
}
//Step 2:
client.doPost (uri, payload, host, true);
}
}catch (Exception ex) {
System.out.println (ex.getMessage ()); usage();}

}

public static void usage () {
System.out.println("Please check the data entered in the properties file");
System.out.println ("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

8.8 ZHBHDY T AT 547 : EBB. OOB

Java CHEATENDROEHERY T 7 a7 ML, RESTZ 74 7 2 RS CSM 75 OZEH @A %
BEkL., BB L Outof Band (OOB) A X h&Z TS Hikarm LET, BEBAEZZETSH
Wi, 7747 > ML, CSM 28 TERH ] BamEEE T DRED syslog —E R (IP BLUOF—
R 8T 52 LICERE LTSI, EBEOWMAZHERT 521X, A—7 v V—AD Syslog
Y= NEMHHT D, FILEE S IP/Port TS UDP U A —%2RfT L CGEMONEE U A ML

F 7 (RD SyslogServer RS L T &)

WD X 9T client.properties 7 7 A L& H L T 72 S0,

USER=admin
PASSWORD=admin
HOST=localhost
XML _REQUEST=<?xml version=\"1.0\" encoding=\"UTF-8\"?>\
<csm:eventSubRequest xmlns:csm=\"csm\">\
<op>add</op>\
<subscriptionld>123454</subscriptionld>\
<eventFilterltem>\
<filterEventType>syslog</filterEventType>\
<filterEventFormat>xml</filterEventFormat>\
<filterEventCategory>configChange</filterEventCategory>\
</eventFilterltem>\
<syslogServer>\
<port>514</port>\
<destAddress>10.10.10.10</destAddress>\
</syslogServer>\
</csm:eventSubRequest>

# Set LOGIN_REQUIRED to true if the URI supplied

# requires login to be done as a prerequisite.
LOGIN_REQUIRED=true
URI=https://localhost/nbi/eventservice/eventSubscription

AUNRANDG, T T NEFATTHIIE, ROa~y R LET,

Command Prompt> java RestClient <path_to_client.properties> [<uri>]
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2 7 X RestClient.java

/‘k‘k

* Sample program to subscribe to change events and get more details on latest change.

*/
import
import
import
import
import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

java.lo.ByteArrayInputStream;
java.io.FileInputStream;
java.io.IOException;

java.net.U

RI;

java.security.KeyManagementException;
java.security.NoSuchAlgorithmException;
java.security.SecureRandom;
java.security.cert.X509Certificate;
java.util.Properties;

javax.net.
javax.net.
javax.net.
Javax.xml.
javax.xml.

org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.

org.apache

org.apache.

ssl.SSLContext;
ssl.TrustManager;
ss1.X509TrustManager;
parsers.DocumentBuilder;
parsers.DocumentBuilderFactory;

http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
.http.
http.

HttpEntity;

HttpResponse;

HttpStatus;

StatusLine;
client.ClientProtocolException;
client.CookieStore;
client.methods.HttpPost;
conn.ClientConnectionManager;
conn.scheme.Scheme;
conn.scheme.SchemeRegistry;
conn.ssl.SSLSocketFactory;
entity.StringEntity;
impl.client.DefaultHttpClient;

impl.conn.tsccm.ThreadSafeClientConnManager;

params.BasicHttpParams;
params.HttpParams;
util.EntityUtils;

org.w3c.dom.Document;
org.w3c.dom.Element;
m.NodeList;
x.SAXException;

org.w3c.do
org.xml.sa

public class RestClient {

public static CookieStore ascookie = null;
public static DefaultHttpClient httpclient;

static{

initSSL()

’

private static void initSSL() {
SSLContext sslContext = null;

try {
sslContext = SSLContext.getInstance("SSL");
sslContext.init (null, new TrustManager[] { new X509TrustManager ()

public X509Certificate([] getAcceptedIssuers()

}

public void checkClientTrusted (X509Certificatel]
System.out.println ("checkClientTrusted

}

public void checkServerTrusted (X509Certificatel]
System.out.println ("checkServerTrusted

}

System.out.println ("getAcceptedIssuers

return null;

}}, new SecureRandom());
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SSLSocketFactory sf = new SSLSocketFactory(sslContext);

Scheme httpsScheme = new Scheme ("https", 443, sf);
SchemeRegistry schemeRegistry = new SchemeRegistry();
schemeRegistry.register (httpsScheme) ;
HttpParams params = new BasicHttpParams();
ClientConnectionManager cm = new ThreadSafeClientConnManager (params,
schemeRegistry) ;

httpclient = new DefaultHttpClient (cm, params);

} catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;

} catch (KeyManagementException e) {
e.printStackTrace () ;

}

-

*

@param uri

@param host

@param isCookieNeeded

Qreturn

@throws IOException

@throws ClientProtocolException

* 0% % X % %k X X

~

public void doPost (URI uri, String payload, String host, boolean isCookieNeeded)
Exception {

HttpResponse httpresponse = null;
HttpPost httppost = new HttpPost (uri);

if (isCookieNeeded) {
httpclient.setCookieStore (ascookie) ;
}
httppost.addHeader ("Content-Type", "text/xml");
StringEntity strEntity = new StringEntity (payload, "UTF-8");
httppost.setEntity(strEntity);
System.out.println("Calling : "+uri.toString());
httpresponse = httpclient.execute (httppost);
ascookie = httpclient.getCookieStore();
processResponse (httpresponse) ;

}

This method will send the XML payload and return the XML response as a string.

throws

public void processResponse (HttpResponse httpresponse) throws Exception, IOException,

SAXException {
HttpEntity ent = httpresponse.getEntity();
String response = EntityUtils.toString(ent);

DocumentBuilder domp = DocumentBuilderFactory.newlInstance ().newDocumentBuilder () ;

Document doc = domp.parse (new ByteArrayInputStream(response.getBytes()));

NodeList errorNodes = doc.getDocumentElement () .getElementsByTagName ("code") ;
for (int 1 = 0; i < errorNodes.getLength(); i++) {
Element element = (Element) errorNodes.item(i);

if (element.getTextContent () != null && !element.getTextContent().equals("")) {
NodeList nodes = doc.getDocumentElement () .getElementsByTagName ("description™);

for (int j = 0; J < nodes.getLength(); Jj++) {
Element element2 = (Element) nodes.item(j);
throw new Exception(element2.getTextContent());

}
}

if (response != null && response.trim().length() != 0){
StatusLine sl;
if ((sl = httpresponse.getStatusLine()) != null) ({
if (sl.getStatusCode() == HttpStatus.SC UNAUTHORIZED) {

System.out.println("Hit Authorization exception");
System.out.println (response);
//Do something. ..

}else if (sl.getStatusCode() == HttpStatus.SC OK) {
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System.out.println ("The request is a success...");

System.out.println (response) ;

//Do something...

}else(

System.out.println("Some issue, Obtained HTTP status
code :"+sl.getStatusCode());

System.out.println (response);

//Do something. ..

}
/**

* Main method processing the request/response

* @Qparam args

*/

public static void main (String[] args) {
try{

//Load the basic properties
FileInputStream fis = null;
Properties prop = new Properties();
fis = new FileInputStream(args[0]);
prop.load(fis);

String host = prop.getProperty ("HOST") ;

String payload = prop.getProperty ("XML REQUEST") ;

String username = prop.getProperty ("USER");

String password = prop.getProperty ("PASSWORD") ;

String path = prop.getProperty ("URI");

//If URI is not passed on commandline see if its defined in properties file

URI uri = new URI((args.length == 2)?args[l] : path);

String temp = prop.getProperty ("LOGIN REQUIRED");

boolean autolLogin = false;

if (null != temp && temp.trim().length() != 0){
autolLogin = Boolean.valueOf (temp) ;

}

RestClient client = new RestClient();
if (uri.toString() .endsWith ("login")) {
client.doPost (uri, payload, host, false);
lelse({
//Step 1
if (autoLogin) {

String login payload = "<?xml version=\"1.0\" encoding=\"UTF-
8\"?><csm:loginRequest
xmlns:csm=\"csm\"><protVersion>1.0</protVersion><reqld>123</reqld><username>"+username+"</user
name><password>"+password+"</password></csm:loginRequest>";

client.doPost (new URI ("https://"+host+"/nbi/login"), login payload, host,
false);

}
//Step 2:
client.doPost (uri, payload, host, true);
}
}catch (Exception ex) {
System.out.println(ex.getMessage ()); usage();}

}

public static wvoid usage () {
System.out.println("Please check the data entered in the properties file");
System.out.println("Usage : ");
System.out.println("java RestClient <path to client.properties> [<uri>]");

&
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10.1 Common XSD

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins="csm" targetNamespace="csm">
<xs:simpleType name="Objectldentifier">
<xs:restriction base="xs:string">

<xs:pattern value="[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9){4}-[a-f0-9]{12}"/>

</xs:restriction>

</xs:simpleType>

<xs:complexType name="ObjectldentifierList">
<xs:sequence>

<xs:element name="gid" type="0bjectldentifier" minOccurs="1" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
<xs:complexType name="BaseObject">
<xs:sequence>

<xs:element name="gid" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="name" type="xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="lastUpdateTime" type="xs:dateTime" minOccurs="1" maxOccurs="1"/>
<xs:element name="parentGID" type="Objectldentifier" minOccurs="0" maxOccurs="1"/>
<xs:element name="updatedByUser" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="lastCommitTime" type="xs:dateTime" minOccurs="0" maxOccurs="1"/>
<xs:element name="ticketld" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="activityName" type="xs:string" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>
<xs:complexType name="BaseError">
<xs:sequence>

<xs:element name="code" type="xs:unsignedLong" maxOccurs="1"/>
<xs:element name="description" type="xs:string" maxOccurs="1"/>

</xs:sequence>

</xs:complexType>

<xs:complexType name="BaseReqResp">
<xs:sequence>

<xs:element name="protVersion" type="xs:double" minOccurs="0" maxOccurs="1"/>
<xs:element name="reqld" type="xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="startindex" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="endIndex" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="totalCount" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="error" type="BaseError" minOccurs="0" maxOccurs="1"/>

</xs:sequence>

</xs:complexType>

<xs:complexType name="EntityDescriptor">
<xs:sequence>

<xs:element name="name" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>
<xs:element name="device" type="Device"/>
<xs:complexType name="Device">
<xs:complexContent>

<xs:extension base="BaseObject">
<xs:sequence>

<xs:element name="osType" type="OSType" minOccurs="1" maxOccurs="1"/>
<xs:element name="osVersion" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="imageName" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="sysObject|D" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="fullConfig" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="mgmtInterface" type="Interface" minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceList" type="InterfaceList" minOccurs="0" maxOccurs="1"/>
<xs:element name="virtualContextList" type="Device" minOccurs="0"

maxOccurs="unbounded"/>
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<xs:element name="configState" type="ConfigurationState" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="Portldentifier">
<xs:sequence>
<l-- for non-modular chassis or chassis with a continuous port numbering scheme slot/module are not
included -->
<xs:element name="slotNum" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="moduleNum" type="xs:unsignedint" minOccurs="0" maxOccurs="1"/>
<xs:element name="portNum" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:simpleType name="ProtocolPort">
<xs:restriction base="xs:string"/>
</xs:simpleType>
<xs:complexType name="InterfaceList">
<xs:sequence>
<xs:element name="interface" type="Interface" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="Interface">
<xs:sequence>
<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="identifier" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipInterface" type="IPInterfaceAttrs" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="maclnterface" type="MACInterfaceAttrs" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="MACInterfaceAttrs">
<xs:sequence>
<xs:element name="macAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="|PInterfaceAttrs">
<xs:sequence>
<xs:element name="domainName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="ipAddress" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="isNatAddress" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="reallpAddress" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:simpleType name="OSType">
<xs:restriction base="xs:token">
<xs:enumeration value="ios"/>
<xs:enumeration value="fwsm"/>
<xs:enumeration value="asa"/>
<xs:enumeration value="ips"/>
<xs:enumeration value="pix"/>
<xs:enumeration value="undefined"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="IPTransportProtocol">
<xs:restriction base="xs:token">
<xs:enumeration value="TCP"/>
<xs:enumeration value="UDP"/>
<xs:enumeration value="IP"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="ConfigurationState">
<xs:restriction base="xs:token">
<xs:enumeration value="undefined"/>
<xs:enumeration value="committed"/>
<xs:enumeration value="deployed"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="DeviceCapability">
<xs:restriction base="xs:token">
<xs:enumeration value="firewall"/>
<xs:enumeration value="ids"/>
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<xs:enumeration value="router"/>
<xs:enumeration value="switch"/>
<xs:enumeration value="*"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="DeviceGroup">
<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence>
<xs:element name="path" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="device" type="Device" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceGroup" type="DeviceGroup" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceGroupPath">
<xs:sequence>
<xs:element name="pathltem" type="xs:string" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:simpleType name="SubscriptionOperation">
<xs:restriction base="xs:string">
<xs:enumeration value="add"/>
<xs:enumeration value="delete"/>
</xs:restriction>
</xs:simpleType>
<l-- Common Service Methods
>
<l-- Generic error -->
<xs:element name="baseError" type="BaseError"/>
<xs:element name="loginRequest" type="LoginRequest"/>
<xs:complexType name="LoginRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="username" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="password" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="heartbeatRequested" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="callbackUrl" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="loginResponse" type="LoginResponse"/>
<xs:complexType name="LoginResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="serviceVersion" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="sessionTimeoutinMins" type="xs:positivelnteger" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="heartbeatCallbackRequest" type="HeartbeatCallbackRequest"/>
<xs:complexType name="HeartbeatCallbackRequest">
<xs:complexContent>
<xs:extension base="BaseRegResp"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="logoutRequest" type="LogoutRequest"/>
<xs:complexType name="LogoutRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="logoutResponse" type="LogoutResponse"/>
<xs:complexType name="LogoutResponse">
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<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="pingRequest" type="PingRequest"/>
<xs:complexType name="PingRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="pingResponse" type="PingResponse"/>
<xs:complexType name="PingResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="getServicelnfoRequest" type="GetServicelnfoRequest"/>
<xs:complexType name="GetServicelnfoRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="getServicelnfoResponse" type="GetServicelnfoResponse"/>
<xs:complexType name="GetServicelnfoResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="serviceVersion" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="serviceName" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="serviceDesc" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:schema>
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10.2 Config XSD

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins="csm" targetNamespace="csm">
<xs:include schemalocation="common.xsd"/>
<xs:complexType name="BasePolicy" >
<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="orderld" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="isMandatoryAggregation" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
<xs:element name="description" type="xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="configState" type="ConfigurationState" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="BasePolicyObject">
<xs:complexContent>
<xs:extension base="BaseObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="type" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="comment" type="xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="nodeGID" type="Objectldentifier" minOccurs="0" maxOccurs="1"/>

<xs:element name="isProperty" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="subType" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="isGroup" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

<xs:element name="refGIDs" type="ObjectldentifierList" minOccurs="0" maxOccurs="1"/>
<xs:element name="configState" type="ConfigurationState" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="NetworkInterfaceObjectsRefs">
<xs:sequence>

<xs:element name="networkObjectGIDs" type="ObjectldentifierList" minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceRoleObjectGIDs" type="ObjectldentifierList" minOccurs="0" maxOccurs="1"/>

<xs:choice>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="ipData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
<xs:complexType name="NetworkObjectsRefs">
<xs:sequence>

<xs:element name="networkObjectGIDs" type="ObjectldentifierList" minOccurs="0" maxOccurs="1"/>

<xs:choice>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="ipData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
<xs:complexType name="SecurityGrpObjectsRef">
<xs:sequence>
<xs:choice>

<xs:element name="securityGrpObjectGID" type="Objectldentifier" minOccurs="0" maxOccurs="1"/>

<xs:element name="secName" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="secTag" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
<xs:complexType name="SecurityGrpObjectsRefs">
<xs:sequence>

<xs:element name="securityTag" type="SecurityGrpObjectsRef" minOccurs="1" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
<xs:complexType name="IdentityUserGrpObjectsRefs">

&
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<xs:sequence>
<xs:element name="identityUserGrpObjectGIDs" type="0ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="userNameData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="userGroupData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="NetworkObjectRefs">
<xs:sequence>
<xs:element name="networkObjectGID" type="Objectldentifier" minOccurs="0" maxOccurs="1"/>
<xs:choice>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="ipData" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:choice>
<xs:element name="interfaceKeyword" type="xs:string" fixed="interface" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="NetworkOrIPRef">
<xs:choice>
<xs:element name="hostOrNetworkObjectGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:choice>
<xs:element name="ipv4Data" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipData" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:choice>
</xs:complexType>
<xs:complexType name="NetworkPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:choice>
<xs:element name="ipv4Data" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="ipData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
</xs:choice> <xs:element name="fqdnData" minOccurs="0"
maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="value" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="is|IPv4Only" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="ldentityUserGroupPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:element name="userNameData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="userGroupData" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="SecurityGroupPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:element name="securityTag" type="SecurityGrpObjectsRef" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="PortListPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
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<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:element name="startPort" type="Portldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="endPort" type="Portldentifier" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="ServiceParameters">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="protocol" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="sourcePort" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="port" type="ProtocolPort"/>
<xs:element name="portRefGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="destinationPort" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="port" type="ProtocolPort"/>
<xs:element name="portRefGID" type="0Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="icmpMessage" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="ServicePolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="0" maxOccurs="1">
<xs:element name="serviceParameters" type="ServiceParameters" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceRolePolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="pattern" type="xs:string" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="TimeRangePolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="startTime" type="xs:dateTime" minOccurs="0" maxOccurs="1"/>
<xs:element name="endTime" type="xs:dateTime" minOccurs="0" maxOccurs="1"/>
<xs:element name="recurrence" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:choice>
<xs:element name="dayOfWeekInterval">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="dayOfWeek" type="xs:string"
minOccurs="1" maxOccurs="1"/>
<xs:element name="startTime" type="xs:time"
minOccurs="1" maxOccurs="1"/>
<xs:element name="endTime" type="xs:time"
minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="weeklylnterval">
<xs:complexType>
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<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="startDay" type="xs:string"
minOccurs="1" maxOccurs="1"/>
<xs:element name="startTime" type="xs:time"
minOccurs="1" maxOccurs="1"/>
<xs:element name="endDay" type="xs:string"
minOccurs="1" maxOccurs="1"/>
<xs:element name="endTime" type="xs:time"
minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="SLAMonitorPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="slald" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="monitoredAddress" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="dataSizelnBytes" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="thresholdInMilliSeconds" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="timeoutInMilliSeconds" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="frequencylnSeconds" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="toS" type="xs:unsignedIint" minOccurs="0" maxOccurs="1"/>
<xs:element name="numberOfPackets" type="xs:unsignedint" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="StandardACEPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="networkGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="doLogging" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="permit" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="ExtendedACEPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence>
<xs:element name="sourceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="destinationGID" type="0Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="serviceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="doLogging" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="logInterval" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="logLevel" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="logOption" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="permit" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="ACLPolicyObject">
<xs:complexContent>
<xs:extension base="BasePolicyObject">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="references" minOccurs="1" maxOccurs="unbounded">
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<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="sequenceNumber" type="xs:unsignedInt" minOccurs="1"
maxOccurs="1"/>
<xs:choice>
<xs:element name="aclObjectReferenceGID" type="Objectldentifier"/>
<xs:element name="aceReferenceGID" type="Objectldentifier"/>
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceAccessRuleFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="isEnabled" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="direction" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="In"/>
<xs:enumeration value="Out"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="permit" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceRoleObjectGIDs" type="ObjectldentifierList" minOccurs="0"
maxOccurs="1"/>
<xs:element name="users" type="IdentityUserGrpObjectsRefs" minOccurs="0" maxOccurs="1"/>
<xs:element name="sources" type="NetworklInterfaceObjectsRefs" minOccurs="0"
maxOccurs="1"/>
<xs:element name="destinations" type="NetworkInterfaceObjectsRefs" minOccurs="0"
maxOccurs="1"/>
<xs:element name="services">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="serviceObjectGIDs" type="ObjectldentifierList"
minOccurs="0" maxOccurs="1"/>
<xs:element name="serviceParameters" type="ServiceParameters"
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="logOptions" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="isFirewallLoggingEnabled" type="xs:boolean"
minOccurs="0" maxOccurs="1"/>
<xs:choice>
<xs:element name="isDefaultLogging" type="xs:boolean"
minOccurs="0" maxOccurs="1"/>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="logginglInterval" type="xs:unsignedint"
minOccurs="0" maxOccurs="1"/>
<xs:element name="loggingLevel" type="xs:string" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:choice>
<xs:element name="islOSLoggingEnabled" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
<xs:element name="isLoglnput" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="iosOptions" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
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<xs:enumeration value="None"/>
<xs:enumeration value="Established"/>
<xs:enumeration value="Fragment"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="timeRangeObjectGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceAccessRuleUnifiedFirewallPolicy">
<xs:complexContent>
<xs:extension base="DeviceAccessRuleFirewallPolicy">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="sourceSG" type="SecurityGrpObjectsRefs" minOccurs="0" maxOccurs="1"/>
<xs:element name="destinationSG" type="SecurityGrpObjectsRefs" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceStaticRoutingFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="networks" type="NetworkObjectsRefs" minOccurs="1" maxOccurs="1"/>
<xs:element name="gateway" type="NetworkObjectRefs" minOccurs="0" maxOccurs="1"/>
<xs:element name="metric" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="tunnelled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="slaMonitorGID" type="Objectldentifier" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceStaticRoutingRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="destinationNetwork" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="useAsDefaultRoute" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
<xs:element name="prefix" type="NetworkOr|PRef" minOccurs="1"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="fowarding" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="forwardinglnterfaceGID" type="Objectldentifier"
minOccurs="1" maxOccurs="1"/>
<xs:element name="forwardinglPAddress" type="NetworkOrIPRef"
minOccurs="1" maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="distanceMetric" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="isPermanentRoute" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceBGPRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="asNumber" type="xs:unsignedLong" minOccurs="1" maxOccurs="1"/>
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<xs:element name="networks" type="NetworkObjectsRefs" minOccurs="0" maxOccurs="1"/>
<xs:element name="neighbors" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="unbounded">
<xs:element name="ipAddress" type="NetworkObjectsRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="asNumber" type="xs:unsignedLong" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="autoSummary" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="synchronization" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="logNeighbor" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="redistributionEntry" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="protocol" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="static" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="IP"/>
<xs:enumeration value="0SI"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="connected" type="xs:string"
minOccurs="1" maxOccurs="1"/>
<xs:element name="rip" type="xs:string" minOccurs="1"
maxOccurs="1"/>
<xs:element name="eigrp" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="asNumber"
type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ospf" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="processl|d"
type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="match"
minOccurs="0" maxOccurs="unbounded">
<xs:simpleType>
<xs:restriction
base="xs:string">
<xs:enumeration
value="Internal"/>
<xs:enumeration
value="External1"/>
<xs:enumeration
value="External2"/>
<xs:enumeration
value="NSSAExternal1"/>
<xs:enumeration
value="NSSAExternal2"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="metric" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
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</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNATRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="isNatInside" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNAT StaticRulesRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="staticRuleType" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Static Host"/>
<xs:enumeration value="Static Network"/>
<xs:enumeration value="Static Port"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="original" type="NetworkOrIPRef" minOccurs="1" maxOccurs="1"/>
<xs:element name="translated" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="originallP" type="NetworkOrIPRef" minOccurs="1"
maxOccurs="1"/>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="portRedirection" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="protocol" type="xs:string" minOccurs="1"
maxOccurs="1"/>
<xs:element name="localPort" type="xs:unsignedInt" minOccurs="1"
maxOccurs="1"/>
<xs:element name="globalPort" type="xs:unsignedint" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="settings" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="noAlias" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
<xs:element name="noPayload" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>

<xs:element name="createExtTransEntry" type="xs:boolean" minOccurs="1"

maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNATDynamicRulesRouterPolicy">
<xs:complexContent>
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<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="trafficFlowAclObjectGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="translated" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="interfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="addressPool" type="xs:string" minOccurs="1"
maxOccurs="unbounded"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="settings" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="enablePortTrans" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
<xs:element name="noTransVPN" type="xs:boolean" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceNAT TimeoutsRouterPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="maxEntriesInSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="timeoutInSecs" type="xs:unsignedLong" minOccurs="0" maxOccurs="1"/>
<xs:element name="udpTimeoutlnSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="dnsTimeoutInSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="tcpTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="finRstTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="icmpTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="pptpTimeoutinSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
<xs:element name="synTimeoutlnSecs" type="xs:unsignedLong" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l--
Firewall NAT
-
<l-- Reusable Firewall advanced options -->
<xs:complexType name="FirewallNATAdvancedOptions">
<xs:sequence>
<xs:element name="isTransDNSReplies" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="maxTCPConnPerRule" type="xs:unsignedint" minOccurs="0" maxOccurs="1"/>
<xs:element name="maxUDPConnPerRule" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="maxEmbConnections" type="xs:unsignedint" minOccurs="0" maxOccurs="1"/>
<xs:element name="randomizeSegNum" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<l-- Reusable NAT Type -->
<xs:simpleType name="NATType">
<xs:restriction base="xs:string">
<xs:enumeration value="Static"/>
<xs:enumeration value="Dynamic"/>
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</xs:restriction>
</xs:simpleType>
<!I-- Reusable Protocol Type -->
<xs:complexType name="InterfaceNATAddressPoolFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="interfaceGID" type="0Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="poolld" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="ipAddressRange" type="NetworkObjectsRefs" minOccurs="0"
maxOccurs="1"/>
<xs:element name="interfaceKeyword" type="xs:string" fixed="interface" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="DeviceNAT TransOptionsFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isEnableTrafficWithoutTrans" type="xs:boolean" minOccurs="0"
maxOccurs="1"/>
<xs:element name="isXlateByPass" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNAT TransExemptionsFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="isExempt" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="original" type="NetworkInterfaceObjectsRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="outsideNAT" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="destinations" type="NetworkInterfaceObjectsRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="fwsmAdvancedOptions" type="FirewalINATAdvancedOptions"
minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNATDynamicRulesFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="poolld" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="original" type="NetworkObjectsRefs" minOccurs="1" maxOccurs="1"/>
<xs:element name="outsideNAT" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="advancedOptions" type="FirewalINATAdvancedOptions" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNATPolicyDynamicRulesFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="poolld" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/>
<xs:element name="original" type="NetworkInterfaceObjectsRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="outsideNAT" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
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<xs:element name="destinations" type="NetworkInterfaceObjectsRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="services" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="serviceData" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="serviceObjectGID" type="Objectldentifier" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="advancedOptions" type="FirewalINATAdvancedOptions" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNATStaticRulesFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="translationType" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="NAT"/>
<xs:enumeration value="PAT"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="mappedInterfaceGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="original" type="NetworkOrIPRef" minOccurs="1" maxOccurs="1"/>
<xs:element name="translated" type="NetworkObjectRefs" minOccurs="1" maxOccurs="1"/>
<xs:element name="policyNAT" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="destAddress" type="NetworkObjectsRefs" minOccurs="1"
maxOccurs="1"/>
<xs:element name="services" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="serviceData" type="xs:string"
minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="serviceObjectGID"
type="Objectldentifier" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="protocol" type="IPTransportProtocol" minOccurs="1" maxOccurs="1"/>
<xs:element name="originalPort" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="translatedPort" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/>
<xs:element name="advancedOptions" type="FirewalINATAdvancedOptions" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="PatOptions">
<xs:sequence>
<xs:element name="patAddressPool" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="patPoolAddressGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
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<xs:element name="interfaceKeyword" type="xs:string" fixed="interface" minOccurs="0"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="isPatAllocatedInRoundRobin" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="InterfaceNATManualFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="isRuleEnabled" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="section" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:unsignedInt">
<xs:enumeration value="1"/>
<xs:enumeration value="2"/>
<xs:enumeration value="3"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="reallnterface" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="reallnterfaceGID" type="Objectldentifier" minOccurs="0"
maxOccurs="1"/>
<xs:element name="reallnterfaceName" type="xs:string" minOccurs="0"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="mappedInterface" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:choice>
<xs:element name="mappedInterfaceGID" type="Objectldentifier"
minOccurs="0" maxOccurs="1"/>
<xs:element name="mappedInterfaceName" type="xs:string" minOccurs="0"
maxOccurs="1"/>
</xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="source" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="natType" type="NATType" minOccurs="1"
maxOccurs="1"/>
<xs:element name="originalObjectGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="translated" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="objectGID" type="NetworkObjectRefs"
minOccurs="0" maxOccurs="1"/>
<xs:element name="patPool" type="PatOptions"
minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="destination" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="natType" type="NATType" fixed="Static" minOccurs="1"
maxOccurs="1"/>
<xs:element name="originalObject" type="NetworkObjectRefs" minOccurs="0"
maxOccurs="1"/>
<xs:element name="translatedObjectGID" type="Objectldentifier"
minOccurs="1" maxOccurs="1"/>
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</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="service" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="originalObjectGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
<xs:element name="transObjectGID" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="isTransDNSReplies" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="direction" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Unidirectional"/>
<xs:enumeration value="Bidirectional"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="isNoProxyARP" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isRouteLookUp" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNATObjectFirewallPolicy">
<xs:complexContent>
<xs:extension base="BasePolicy">
<xs:sequence>
<xs:element name="section" fixed="2" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:unsignedInt">
<xs:enumeration value="1"/>
<xs:enumeration value="2"/>
<xs:enumeration value="3"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="reallnterface" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="mappedInterface" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="natType" type="NATType" minOccurs="1" maxOccurs="1"/>
<xs:element name="originalObjectGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="translated" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="objectGID" type="NetworkObjectRefs" minOccurs="0"
maxOccurs="1"/>
<xs:element name="patPool" type="PatOptions" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="isTransDNSReplies" type="xs:boolean" minOccurs="1" maxOccurs="1"/>
<xs:element name="isNoProxyARP" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isRouteLookUp" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="service" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="protocol" type="IPTransportProtocol" minOccurs="1"
maxOccurs="1"/>
<xs:element name="originalPort" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
<xs:element name="transPort" type="xs:unsignedInt" minOccurs="0"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
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</xs:extension>
</xs:complexContent>
</xs:complexType>
<!l-- Config Service Methods
-—>
<xs:element name="groupListRequest" type="GroupListRequest"/>
<xs:complexType name="GroupListRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="includeEmptyGroups" type="xs:boolean"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNAT64ManualFirewallPolicy">
<xs:complexContent>
<xs:extension base="InterfaceNATManualFirewallPolicy">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="isInterfacelpv6" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isNetToNet" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="groupListResponse" type="GroupListResponse"/>
<xs:complexType name="GroupListResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceGroup" type="DeviceGroup"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceListByCapabilityRequest" type="DeviceListByCapabilityRequest"/>
<xs:complexType name="DeviceListByCapabilityRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceCapability" type="DeviceCapability" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceListResponse" type="DeviceListResponse"/>
<xs:complexType name="DeviceListResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceld" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceCapability" type="DeviceCapability" minOccurs="1"
maxOccurs="1"/>
<xs:element name="deviceName" type="xs:string" minOccurs="1"
maxOccurs="1"/>
<xs:element name="ipv4Address" type="xs:string" minOccurs="0"
maxOccurs="1"/>
<xs:element name="gid" type="Objectldentifier" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="InterfaceNAT640bjectFirewallPolicy">
<xs:complexContent>
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<xs:extension base="InterfaceNATObjectFirewallPolicy">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="isInterfacelpv6" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
<xs:element name="isNetToNet" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceListByGroupRequest" type="DeviceListByGroupRequest"/>
<xs:complexType name="DeviceListByGroupRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="deviceGroupPath" type="DeviceGroupPath"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceConfigByGIDRequest" type="DeviceConfigByGIDRequest"/>
<xs:complexType name="DeviceConfigByGIDRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="gid" type="0Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceConfigByNameRequest" type="DeviceConfigByNameRequest"/>
<xs:complexType name="DeviceConfigByNameRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="name" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceConfigResponse" type="DeviceConfigResponse"/>
<xs:complexType name="DeviceConfigResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="device" type="Device" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyConfigByNameRequest" type="PolicyConfigByNameRequest"/>
<xs:complexType name="PolicyConfigByNameRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="name" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="policyType" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyConfigResponse" type="PolicyConfigResponse"/>
<xs:complexType name="PolicyConfigResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policy" type="BasePolicy" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyListByDeviceGIDRequest" type="PolicyListByDeviceGIDRequest"/>
<xs:complexType name="PolicyListByDeviceGIDRequest">
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<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="gid" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyListDeviceResponse" type="PolicyListDeviceResponse"/>
<xs:complexType name="PolicyListDeviceResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policyList" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="policyDesc" type="EntityDescriptor" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyNamesByTypeRequest" type="policyNamesByTypeRequest"/>
<xs:complexType name="policyNamesByTypeRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policyType" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyConfigByDeviceGIDRequest" type="PolicyConfigByDevice GIDRequest"/>
<xs:complexType name="PolicyConfigByDeviceGIDRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="gid" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="policyType" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyNamesResponse" type="PolicyNamesResponse"/>
<xs:complexType name="PolicyNamesResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policyType" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="policy" minOccurs="1" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="policyName" type="xs:string" minOccurs="1"
maxOccurs="1"/>
<xs:element name="deviceAssignments" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="device" minOccurs="0"
maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="deviceGID"
type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="deviceName"
type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
</xs:element>

>
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</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="policyConfigDeviceResponse" type="PolicyConfigDeviceResponse"/>
<xs:complexType name="PolicyConfigDeviceResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence minOccurs="1" maxOccurs="1">
<xs:element name="policy" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<l-- ALL DEFINED POLICY TYPES -->
<xs:element name="deviceAccessRuleFirewallPolicy"
type="DeviceAccessRuleFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceStaticRoutingRouterPolicy"
type="DeviceStaticRoutingRouterPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceStaticRoutingFirewallPolicy"
type="DeviceStaticRoutingFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceAccessRuleUnifiedFirewallPolicy"
type="DeviceAccessRuleUnifiedFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceBgpRouterPolicy" type="DeviceBGPRouterPolicy"
minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceNATRouterPolicy"
type="InterfaceNATRouterPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNAT StaticRulesRouterPolicy"
type="InterfaceNAT StaticRulesRouterPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNATDynamicRulesRouterPolicy"
type="InterfaceNATDynamicRulesRouterPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceNAT TimeoutsRouterPolicy"
type="DeviceNAT TimeoutsRouterPolicy" minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceNATAddressPoolFirewallPolicy"
type="InterfaceNATAddressPoolFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="deviceNATTransOptionsFirewallPolicy"
type="DeviceNAT TransOptionsFirewallPolicy" minOccurs="0" maxOccurs="1"/>
<xs:element name="interfaceNAT TransExemptionsFirewallPolicy"
type="InterfaceNAT TransExemptionsFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNATDynamicRulesFirewallPolicy"
type="InterfaceNATDynamicRulesFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNATPolicyDynamicRulesFirewallPolicy"
type="InterfaceNATPolicyDynamicRulesFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNAT StaticRulesFirewallPolicy"
type="InterfaceNAT StaticRulesFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNATManualFirewallPolicy"
type="InterfaceNATManualFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNATObjectFirewallPolicy"
type="InterfaceNATObjectFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNAT64ManualFirewallPolicy"
type="InterfaceNAT64ManualFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="interfaceNAT640ObjectFirewallPolicy"
type="InterfaceNAT64ObjectFirewallPolicy" minOccurs="0" maxOccurs="unbounded"/>

<l- ... all other policies .. -->
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="policyObject" minOccurs="1" maxOccurs="1">
<xs:complexType>
<xs:sequence minOccurs="1" maxOccurs="1">
<l-- ALL DEFINED POLICY OBJECT TYPES -->
<xs:element name="networkPolicyObject" type="NetworkPolicyObject"
minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="portListPolicyObject" type="PortListPolicyObject"
minOccurs="0" maxOccurs="unbounded"/>
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<xs:element name="servicePolicyObject" type="ServicePolicyObject"
minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="interfaceRolePolicyObject"
type="InterfaceRolePolicyObject" minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="timeRangePolicyObject" type="TimeRangePolicyObject"
minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="slaMonitorPolicyObject" type="SLAMonitorPolicyObject"
minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="aclPolicyObject" type="ACLPolicyObject" minOccurs="0"
maxOccurs="unbounded"/>

<xs:element name="stdAcePolicyObject" type="StandardACEPolicyObject"
minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="extendedACEPolicyObject"
type="ExtendedACEPolicyObject" minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="identityUserGroupPolicyObject"
type="IdentityUserGroupPolicyObject" minOccurs="0" maxOccurs="unbounded"/>

<xs:element name="securityGroupPolicyObject"
type="SecurityGroupPolicyObject" minOccurs="0" maxOccurs="unbounded"/>

<l .. all other policy objects .. -->

</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

</xs:schema>
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10.3 Event XSD

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmins="csm" targetNamespace="csm">
<xs:include schemalocation="common.xsd"/>
<xs:simpleType name="EventType">
<xs:restriction base="xs:token">
<xs:enumeration value="syslog"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="EventFormat">
<xs:restriction base="xs:token">
<xs:enumeration value="xml"/>
<xs:enumeration value="plainText"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="EventCategory">
<xs:restriction base="xs:token">
<xs:enumeration value="configChange"/>
<xs:enumeration value="deviceStatus"/>
</xs:restriction>
</xs:simpleType>
<xs:element name="event" type="Event"/>
<xs:complexType name="Event">
<xs:choice>
<xs:element name="configChange" type="ConfigChangeEvent"/>
</xs:choice>
</xs:complexType>
<xs:simpleType name="UpdateType">
<xs:restriction base="xs:token">
<xs:enumeration value="NO_OOB"/>
<xs:enumeration value="OOB"/>
<xs:enumeration value="DEVICE_DOWN"/>
<xs:enumeration value="DEVICE_UP"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="DeploymentType">
<xs:restriction base="xs:token">
<xs:enumeration value="Device"/>
<xs:enumeration value="File"/>
<xs:enumeration value="AUS"/>
<xs:enumeration value="CNS"/>
<xs:enumeration value="TMS"/>
<xs:enumeration value="Unknown"/>
<xs:enumeration value="NOT_APPLICABLE"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="BaseEventDetails">
<xs:sequence>
<xs:element name="subscriptionld" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="eventType" type="EventType" minOccurs="1" maxOccurs="1"/>
<xs:element name="eventCategory" type="EventCategory" minOccurs="1" maxOccurs="1"/>
<xs:element name="time" type="xs:dateTime" minOccurs="1" maxOccurs="1"/>
<xs:element name="content" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="DeviceSpecificEvent">
<xs:complexContent>
<xs:extension base="BaseEventDetails">
<xs:sequence>
<xs:element name="srclP" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="srcGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="srcDns" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="srcOSType" type="OSType" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l-- Config Change Event -->
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<xs:element name="configChangeEvent" type="ConfigChangeEvent"/>
<xs:complexType name="ConfigChangeEvent">
<xs:complexContent>
<xs:extension base="DeviceSpecificEvent">
<xs:sequence>
<xs:element name="deploymentType" type="DeploymentType" minOccurs="1" maxOccurs="1"/>
<xs:element name="updateType" type="UpdateType" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="deviceStatusEvent" type="DeviceStatusEvent"/>
<xs:complexType name="DeviceStatusEvent">
<xs:complexContent>
<xs:extension base="DeviceSpecificEvent">
<xs:sequence>
<xs:element name="updateType" type="UpdateType" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="EventFilterltem">
<xs:sequence>
<xs:element name="filterEventType" type="EventType" minOccurs="1" maxOccurs="1"/>
<xs:element name="filterEventFormat" type="EventFormat" minOccurs="1" maxOccurs="1"/>
<xs:element name="filterEventCategory" type="EventCategory" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="SyslogServer">
<xs:sequence>
<xs:element name="port" type="xs:positivelnteger" default="514" minOccurs="0" maxOccurs="1"/>
<xs:element name="destAddress" type="xs:string" minOccurs="1" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:element name="eventSubRequest" type="EventSubRequest"/>
<xs:complexType name="EventSubRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="op" type="SubscriptionOperation" minOccurs="1" maxOccurs="1"/>
<xs:element name="subscriptionld" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="eventFilterltem" type="EventFilterltem" minOccurs="0" maxOccurs="1"/>
<xs:element name="syslogServer" type="SyslogServer" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="eventSubResponse" type="EventSubResponse"/>
<xs:complexType name="EventSubResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="subscriptionld" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:schema>

10.4 Utility XSD

<?xml version="1.0" encoding="UTF-8"?>
<l-- edited with XMLSpy v2011 (http://www.altova.com) by BRIAN MCMAHON (CISCO) -->
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmIns="csm" targetNamespace="csm">
<xs:include schemalocation="common.xsd"/>
<xs:simpleType name="Result">
<xs:restriction base="xs:token">
<xs:enumeration value="ok"/>
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<xs:enumeration value="timeout"/>
<xs:enumeration value="failed"/>
</xs:restriction>
</xs:simpleType>
<xs:complexType name="DeviceReadOnlyCLICmd">
<xs:sequence>
<xs:choice minOccurs="1" maxOccurs="1">
<xs:element name="devicelP" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="deviceName" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="deviceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
</xs:choice>
<xs:element name="cmd" minOccurs="1" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[sS][hH][0O][wW]"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="argument" type="xs:string" minOccurs="1" maxOccurs="1">
<xs:element name="execTimeout" type="xs:unsignedInt" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:unsignedInt">
<xs:minlinclusive value="1"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="DeviceCmdResult">
<xs:sequence>
<xs:element name="devicelP" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="deviceGID" type="Objectldentifier" minOccurs="1" maxOccurs="1"/>
<xs:element name="deviceName" type="xs:string" minOccurs="1" maxOccurs="1"/>
<xs:element name="result" type="Result" minOccurs="1" maxOccurs="1"/>
<xs:element name="resultContent" type="xs:string" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>
<xs:element name="execDeviceReadOnlyCLICmdsRequest" type="ExecDeviceReadOnlyCLICmdsRequest"/>
<xs:complexType name="ExecDeviceReadOnlyCLICmdsRequest">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="deviceReadOnlyCLICmd" type="DeviceReadOnlyCLICmd" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="execDeviceReadOnlyCLICmdsResponse" type="ExecDeviceReadOnlyCLICmdsResponse"/>
<xs:complexType name="ExecDeviceReadOnlyCLICmdsResponse">
<xs:complexContent>
<xs:extension base="BaseReqResp">
<xs:sequence>
<xs:element name="deviceCmdResult" type="DeviceCmdResult" minOccurs="1"
maxOccurs="1"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:schema>
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