st]ran
CISCO.
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J—RX/\)> K API

WIZASAIZT 78 AT 57200 XML OFlZRL ET, /LT3 7% AN ASA DIGE,
vnsLDevVip B FIiZH DT 7 £ AEFHIZ ASA OFHa > TXF A MDOT 7B AFRTHY |
vnsCDev 7 # /L Z NDOFEHRIIN R 22— a0 TFANDOT 7B AFERTT, ZO0HEL BFH
AVTFXFAN AR a TR R ELTHATE E4,

ZIZTEEDYALT AV THXARNASANDLD 1 DD THF AN EMHHTE £7,
<polUni>
<fvTenant
dn="uni/tn-tenantl"
name="tenantl">
<vnsLDevVip name="Firewall" devtype="PHYSICAL">
<vnsRsMDevAtt tDn="uni/infra/mDev-CISCO-ASA-1.2"/>
<l---FHaLTFXAL TI7EAER ---/>
<vnsCMgmt name="devMgmt" host="172.23.204.205" port="443"/>
<vnsCCred name="username" value="admin"/>
<vnsCCredSecret name="password" value="somepassword"/>

<vnsCDev name="ASA">
<l--——a—H arFX2L T EAEFR ---/>
<vnsCMgmt name="devMgmt" host="172.23.204.123" port="443" />
<vnsCCred name="username" value="admin" />
<vnsCCredSecret name="password" value="otherpassword" />
</vnsCDhev>
</vnsLDevVip>

</fvTenant>
</polUni>

A3 —TAR

WHE AT 2 A AF VR T T T7EMEHT D APIC A7 T AT 7T v BKO—
ELTEY Ty T ENET, 26D 7 7138, BEKN e T A 2 GRhT N4 A BLW
ML =T oA AZEEMN TN ET, VT 7 EEMS T T Mo T I
FCICERESIN TV DU RHHANDO AL X —T 2 A AP TRV ALMETYT, /77Dy
NP7 TR SESERA L H—T 2 A A B AT BRREINET, ASAV (ZOWTIE R A
VEA—T 2 A AEFHLTA LV E—T7 2 A AN ASA BERTERZSINET . N—F U =7 ASA T
DOWTIXVLAN L TA v A —T 2 A ANEBRBENET, /(L F—T =2 A AZEHTD
XML 7 7 A /VIEFRIL CTo D728 T3 A A Ry r— X devtype] 7 4 —/L K (PHYSICAL %72
I3 VIRTUAL) Z i Hl L T ASA (23X (E 9 238072 CLI 24 E L X E &2 1TV £ 3, [funcType]

7 4 —/V R (GoTo £721% GoThrough) IC X > T A X =T = A AWK T U ART LU N T 7 A
TOA—NVHPNV—T YR 77 AT+ —NVHAPBRFEESNET,
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XML 41

interface GigabitEthernet0/0
no nameif
no security-level

interface GigabitEthernet0/0.987
vlan 987

nameif externalIf

bridge-group 1

security-level 50

interface GigabitEthernet0/1
no nameif
no security-level

interface GigabitEthernet0/1.986
vlan 986

nameif internalIf

bridge-group 1

security-level 100

interface BVI1
ip address 10.10.10.2 255.255.255.0

TI77EAE =T 2 A REERL . ENDHET T MG L £,

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsTermNodeCon name = "Inputl">
<vnsAbsTermConn name = "Cl"/>

tDn="uni/tn-

/>

</vnsAbsTermNodeCon>

<l-- FWl IZ&oT Fw WRENBEESNET -->

<vnsAbsNode name = "FWl" funcType="GoThrough">
<vnsRsDefaultScopeToTerm

tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl" />

<vnsAbsFuncConn name = "external" attNotify="vyes">
<vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-external"

</vnsAbsFuncConn>

<vnsAbsFuncConn name = "internal" attNotify="yes">
<vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-internal"

</vnsAbsFuncConn>

<vnsAbsDevCfg>

<vnsAbsFolder key="BridgeGroupIntf" name="1">
<vnsAbsFolder key="IPv4Address" name="internalIfIP">
<vnsAbsParam key="ipv4_address" name="ipv4" value="10.10.10.2/255.255.255.0"/>
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<vnsAbsParam key="ipv4_standby_ address" name="ipv4s" value="10.10.10.3"/>
</vnsAbsFolder>
</vnsAbsFolder>

<vnsAbsFolder key="Interface" name="internalIf">

<vnsAbsFolder key="InterfaceConfig" name="internalIfCfg">
<vnsAbsCfgRel key="bridge_group" name="intbridge" targetName="1"/>
<vnsAbsParam key="security_level" name="internal_security_level" value="100"/>

</vnsAbsFolder>

</vnsAbsFolder>

<vnsAbsFolder key="Interface" name="externalIf">

<vnsAbsFolder key="InterfaceConfig" name="externalIfCfg">
<vnsAbsCfgRel key="bridge_group" name="extbridge" targetName="1"/>
<vnsAbsParam key="security_level" name="external_security_level" value="50"/>

</vnsAbsFolder>

</vnsAbsFolder>

</vnsAbsDevCifg>

<vnsAbsFuncCfg>
<vnsAbsFolder key="ExIntfConfigRelFolder" name="ExtConfigA">
<vnsAbsCfgRel key="ExIntfConfigRel" name="ExtConfigrel" targetName="externalIf"/>
<vnsRsScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsRsCfgToConn tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-external" />
</vnsAbsFolder>

<vnsAbsFolder key="InIntfConfigRelFolder" name="IntConfigA">
<vnsAbsCfgRel key="InIntfConfigRel" name="InConfigrel" targetName="internalIf"/>
<vnsRsScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsRsCfgToConn tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-internal" />
</vnsAbsFolder>
</vnsAbsFuncCfg>

<vnsRsNodeToMFunc tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall"/>

</vnsAbsNode>
<vnsAbsTermNodeProv name = "Outputl">
<vnsAbsTermConn name = "C6"/>

</vnsAbsTermNodeProv>

<vnsAbsConnection name = "CON1">
<vnsRsAbsConnectionConns

tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeCon-Inputl/AbsTConn" />

<vnsRsAbsConnectionConns

tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-external" />

</vnsAbsConnection>

<vnsAbsConnection name = "CON2" unicastRoute="no">
<vnsRsAbsConnectionConns

tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-internal" />

<vnsRsAbsConnectionConns

tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/AbsTConn" />

</vnsAbsConnection>
</vnsAbsGraph>

</fvTenant>

</polUni>
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interface GigabitEthernet0/0.655

vlan 655

mac-address 00aa.00bb.00cc standby O00ff.00ff.ffff

nameif externalIf

security-level 50

ip address 20.20.20.20 255.255.255.0 standby 20.20.20.21

interface GigabitEthernet0/1.968

vlan 968

nameif internalIf

security-level 100

ip address 10.10.10.10 255.255.255.0 standby 10.10.10.11

XML o451
TIITEERL FDOT T T7E2TF 2 MIfTEL 7,

polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsTermNodeCon name = "Inputl">
<vnsAbsTermConn name = "Cl">

</vnsAbsTermConn>
</vnsAbsTermNodeCon>

<l-- FWl &> T Fuw HWENEEINET -->
<vnsAbsNode name = "FWl">
<vnsRsDefaultScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>

<vnsAbsFuncConn name = "external" attNotify="yes">
<vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-external" />
</vnsAbsFuncConn>

<vnsAbsFuncConn name = "internal" attNotify="yes">
<vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-internal" />
</vnsAbsFuncConn>

<vnsAbsDevCfg>
<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="InterfaceConfig" name="internalIfCfg">
<vnsAbsFolder key="IPv4Address" name="internalIfIP">
<vnsAbsParam key="ipv4_address" name="ipv4_internal" value="10.10.10.10/255.255.255.0"/>
<vnsAbsParam key="ipv4_standby_address" name="ipv4_internals" value="10.10.10.11"/>
</vnsAbsFolder>
<vnsAbsParam key="security_level" name="internal_security_ level" value="100"/>
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="Interface" name="externalIf">
<vnsAbsFolder key="InterfaceConfig" name="externalIfCfg">
<vnsAbsFolder key="IPv4Address" name="externalIfIP">
<vnsAbsParam key="ipv4_address" name="ipv4_external" value="20.20.20.20/255.255.255.0"/>
<vnsAbsParam key="ipv4_standby_address" name="ipv4_externals" value="20.20.20.21"/>
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</vnsAbsFolder>
<vnsAbsParam key="security_level" name="external_security_level" value="50"/>
<vnsAbsFolder key="mac_address" name="mac">
<vnsAbsParam key="active_mac" name="activemac" value="aa.bb.cc"/>
<vnsAbsParam key="standby_mac" name="stbymac" value="ff.ff.ffff"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCig>

<vnsAbsFuncCfg>
<vnsAbsFolder key="ExIntfConfigRelFolder" name="ExtConfig">
<vnsAbsCfgRel key="ExIntfConfigRel" name="ExtConfigrel" targetName="externalIf"/>
<vnsRsScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsRsCfgToConn tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FW1l/AbsFConn-external" />
</vnsAbsFolder>

<vnsAbsFolder key="InIntfConfigRelFolder" name="IntConfig">
<vnsAbsCfgRel key="InIntfConfigRel" name="InConfigrel" targetName="internalIf"/>
<vnsRsScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsRsCfgToConn tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-internal" />
</vnsAbsFolder>

</vnsAbsFuncCfg>

<vnsRsNodeToMFunc tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall"/>

</vnsAbsNode>
<vnsAbsTermNodeProv name = "Outputl">
<vnsAbsTermConn name = "C6">

</vnsAbsTermConn>
</vnsAbsTermNodeProv>

<vnsAbsConnection name = "CON1">
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeCon-Inputl/AbsTConn" />
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-external" />
</vnsAbsConnection>

<vnsAbsConnection name = "CON2">
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-internal" />
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/AbsTConn" />
</vnsAbsConnection>

</vnsAbsGraph>

<vzBrCP name="webCtrct">
<vzSubj name="http">
<vzRsSubjGraphAtt tnVnsAbsGraphName="WebGraph"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>
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interface GigabitEthernet0/0
channel-group 2 mode active?
no nameif

no security-level

no ip address

interface GigabitEthernet0/1
channel-group 1 mode active?
no nameif

no security-level

no ip address

interface Port-channell.100

vlan 100

nameif externalIf

security-level 50

ip address 20.20.20.20 255.255.255.0 standby 20.20.20.21

interface Port-channel2.200

vlan 200

nameif internalIf

ip address 10.10.10.10 255.255.255.0 standby 10.10.10.11

XML 41
Kb Fr b AN T TTRERL ZNEET TV MG LET,

<polUni>
<fvTenant dn="uni/tn-tenantl" name="tenantl">
<vnsLDevVip name="Firewall" funcType="GoTo" devtype="PHYSICAL">
<vnsRsMDevAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}"/>
<vnsRsALDevToPhysDomP tDn="uni/phys-phys"/>
<vnsCMgmt name="devMgmt" host="10.122.202.33" port="443" />
<vnsCCred name="username" value="management-user"/>
<vnsCCredSecret name="password" value="cisco"/>
<vnsDevFolder key="PortChannelMember" name="PCla">
<vnsDevParam key="port_channel_id" name="PCla" value="1"/>
<vnsDevParam key="interface" name="PCla" value="Gig0/1"/>
</vnsDevFolder>
<vnsDevFolder key="PortChannelMember" name="PC2a">
<vnsDevParam key="port_channel_id" name="PC2a" value="2"/>
<vnsDevParam key="interface" name="PC2a" value="Gig0/0"/>
</vnsDevFolder>
</vnsLDevVip>
<vnsLDevCtx ctrctNameOrLbl="webCtrct" graphNameOrLbl="WebGraph" nodeNameOrLbl="FW1l">
<vnsRsLDevCtxToLDev tDn="uni/tn-tenantl/lDevVip-Firewall"/>
<vnsLIfCtx connNameOrLbl="internal">
<vnsRsLIfCtxToBD tDn= "uni/tn-tenantl/BD-tenantlBD1"/>
<vnsRsLIfCtxToLIf tDn="uni/tn-tenantl/lDevVip-Firewall/lIf-internalPC"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl="external">
<vnsRsLIfCtxToLIf tDn="uni/tn-tenantl/lDevVip-Firewall/lIf-externalPC"/>
<vnsRsLIfCtxToBD tDn= "uni/tn-tenantl/BD-tenantlBD2"/>

Cisco Application Centric Infrastructure Security Device Package, Version 1.2(3) ® XML Ol |l



W (os—9z42

</vnsLIfCtx>
</vnsLDevCtx>
</fvTenant>
</polUni>

<polUni>
<fvTenant name="tenantl">

<vnsAbsGraph name = "WebGraph">
<vnsAbsTermNodeCon name = "Inputl">
<vnsAbsTermConn name = "Cl">

</vnsAbsTermConn>
</vnsAbsTermNodeCon>

<l-- FWl &> T Fuw HWENFEEINET -->
<vnsAbsNode name = "FWl">
<vnsRsDefaultScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>

<vnsAbsFuncConn name = "external" attNotify="yes">
<vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-external" />
</vnsAbsFuncConn>

<vnsAbsFuncConn name = "internal" attNotify="yes">
<vnsRsMConnAtt tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall/mConn-internal" />
</vnsAbsFuncConn>

<vnsAbsDevCfg>
<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="InterfaceConfig" name="internalIfCfg">
<vnsAbsFolder key="IPv4Address" name="internalIfIP">
<vnsAbsParam key="ipv4_address" name="ipv4_internal" value="10.10.10.10/255.255.255.0"/>
<vnsAbsParam key="ipv4_standby_address" name="ipv4_internals" value="10.10.10.11"/>
</vnsAbsFolder>
<vnsAbsParam key="security_level" name="internal_security_ level" value="100"/>
</vnsAbsFolder>

</vnsAbsFolder>
<vnsAbsFolder key="Interface" name="externalIf">
<vnsAbsFolder key="InterfaceConfig" name="externalIfCfg">
<vnsAbsFolder key="IPv4Address" name="externalIfIP">
<vnsAbsParam key="ipv4_address" name="ipv4_external" value="20.20.20.20/255.255.255.0"/>
<vnsAbsParam key="ipv4_standby_address" name="ipv4_externals" value="20.20.20.21"/>
</vnsAbsFolder>
<vnsAbsParam key="security_level" name="external_security_level" value="50"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>

<vnsAbsFuncCfg>
<vnsAbsFolder key="ExIntfConfigRelFolder" name="ExtConfig">
<vnsAbsCfgRel key="ExIntfConfigRel" name="ExtConfigrel" targetName="externalIf"/>
<vnsRsScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsRsCfgToConn tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-external" />
</vnsAbsFolder>

<vnsAbsFolder key="InIntfConfigRelFolder" name="IntConfig">
<vnsAbsCfgRel key="InIntfConfigRel" name="InConfigrel" targetName="internalIf"/>
<vnsRsScopeToTerm tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsRsCfgToConn tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-internal" />
</vnsAbsFolder>

</vnsAbsFuncCfg>
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<vnsRsNodeToMFunc tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mFunc-Firewall"/>

</vnsAbsNode>
<vnsAbsTermNodeProv name = "Outputl">
<vnsAbsTermConn name = "C6">

</vnsAbsTermConn>
</vnsAbsTermNodeProv>

<vnsAbsConnection name = "CON1">
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeCon-Inputl/AbsTConn" />
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-external" />
</vnsAbsConnection>

<vnsAbsConnection name = "CON2">
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsNode-FWl/AbsFConn-internal" />
<vnsRsAbsConnectionConns tDn="uni/tn-tenantl/AbsGraph-WebGraph/AbsTermNodeProv-Outputl/AbsTConn" />
</vnsAbsConnection>

</vnsAbsGraph>
</fvTenant>
</polUni>

<polUni>
<fvTenant name="tenantl">
<vzBrCP name="webCtrct">
<vzSubj name="http">
<vzRsSubjGraphAtt tnVnsAbsGraphName="WebGraph"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

FORVAVRANEBEETZ IR TIL—T

O XML OBITIZ. 7T 7EA YUANEEKRL. ZOY A NEBREGFEOA X —7 = A X LB
TENTET 7 A T L— 128D Y TES,

ASA DERE

access-list ACL2 extended deny ip any any

access-list ACL2 extended permit icmp any any
access-1list ACL]1 extended permit tcp any any eq ssh
access-list ACL1 extended permit tcp any any eq https

access-group ACL2 in interface externallIf
access-group ACL1 out interface internalIf

XML D1

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="AccessList" name="ACL1">
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<vnsAbsFolder key="AccessControlEntry" name="ACEl">
<vnsAbsParam key="action" name="actionl" value="permit"/>
<vnsAbsParam key="order" name="orderl" value="1"/>
<vnsAbsFolder key="protocol" name="protocoll">
<vnsAbsParam key="name_number" name="pNN1l" value="tcp"/>
</vnsAbsFolder>
<vnsAbsFolder key="destination_service" name="dl">
<vnsAbsParam key="operator" name="dopl" value="eq"/>
<vnsAbsParam key="low_port" name="dlpl" value="ssh"/>
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="AccessControlEntry" name="ACE2">
<vnsAbsParam key="action" name="action2" value="permit"/>
<vnsAbsParam key="order" name="order2" value="2"/>
<vnsAbsFolder key="protocol" name="protocol2">
<vnsAbsParam key="name_number" name="pNN2" value="tcp"/>
</vnsAbsFolder>
<vnsAbsFolder key="destination_service" name="d2">
<vnsAbsParam key="operator" name="dop2" value="eq"/>
<vnsAbsParam key="low_port" name="dlp2" value="https"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="AccessList" name="ACL2">
<vnsAbsFolder key="AccessControlEntry" name="ACEl">
<vnsAbsParam key="action" name="actionl" value="deny"/>
<vnsAbsParam key="order" name="orderl" value="1"/>
</vnsAbsFolder>
<vnsAbsFolder key="AccessControlEntry" name="ACE2">
<vnsAbsParam key="action" name="action2" value="permit"/>
<vnsAbsParam key="order" name="order2" value="2"/>
<vnsAbsFolder key="protocol" name="protocol2">
<vnsAbsParam key="name_number" name="pNN2" value="icmp"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder name="IntAccessGroup" key="AccessGroup">
<vnsAbsCfgRel key="outbound_access_list_name" name="iACG"
targetName="ACL1" />
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="Interface" name="externalIf">
<vnsAbsFolder name="ExtAccessGroup" key="AccessGroup">
<vnsAbsCfgRel key="inbound_access_list_name" name="oACG"
targetName="ACL2" />
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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access-list EPG_ACL extended permit ip object-group _ $EPGS_web object-group _ $SEPGS_app
access-group EPG_ACL in interface externalIf

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="AccessList" name="EPG_ACL">
<vnsAbsFolder key="AccessControlEntry" name="EPG_ACE">
<vnsAbsParam key="action" name="actionl" value="permit"/>
<vnsAbsParam key="order" name="orderl" value="1"/>
<vnsAbsFolder key="source_address" name="saddrl">
<vnsAbsParam key="epg_name" name="webEPG"
value="tenantname-profilename-web" />
</vnsAbsFolder>
<vnsAbsFolder key="destination_address" name="daddrl">
<vnsAbsParam key="epg_name" name="appEPG"
value="tenantname-profilename-app"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="Interface" name="externalIf">
<vnsAbsFolder name="access-group-EPG" key="AccessGroup">
<vnsAbsCfgRel name="name" key="inbound_access_list_name"
targetName="EPG_ACL" />
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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ip audit attack action drop

XML D1 (B )

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="IPAudit" name="A">
<vnsDevParam key="IPAuditAttack" name="IPattack" value="drop"/>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

XML DB (f&%R)
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ip audit attack action reset

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="IPAudit" name="A">
<vnsDevParam key="IPAuditInfo" name="IPinfo" value="reset"/>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

Aax>4g

ZOXML OB TIZ. X 7ORTEE2EY T v 7 LET,
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logging enable

logging buffer-size 8192
logging buffered critical
logging trap alerts
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<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="LoggingConfig" name="Log">
<vnsDevParam key="enable_logging" name="enlog" value="enable"/>
<vnsDevParam key="buffered_level" name="bufflev" value="critical"/>
<vnsDevParam key="buffer_size" name="buffsize" value="8192"/>
<vnsDevParam key="trap_level" name="trap" value="1"/>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

AREAT4v 9 IL—F
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route internalIf 10.100.0.0 255.255.0.0 10.6.55.1 1

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>
<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="StaticRoute" name="InsideRTEl">
<vnsAbsFolder key="route" name="RouteIN1l">
<vnsAbsParam key="network" name="networkl" value="10.100.0.0"/>
<vnsAbsParam key="netmask" name="netmaskl" value="255.255.0.0"/>
<vnsAbsParam key="gateway" name="gatewayl" value="10.6.55.1"/>
<vnsAbsParam key="metric" name="metricl" value="1"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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threat-detection rate acl-drop rate-interval 600 average-rate 0 burst-rate 0

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="BasicThreatDetection" name="BasicTD">
<vnsDevParam key="basic_threat" name="Basicl" value="enable"/>
<vnsDevFolder key="BasicThreatDetectionRateAclDrop" name="BasicTDACL">
<vnsDevParam key="rate_interval" name="ril" value="600"/>
<vnsDevParam key="average_rate" name="arl" value="0"/>
<vnsDevParam key="burst_rate" name="brl" value="0"/>
</vnsDevFolder>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>
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ASA DEETE

threat-detection rate scanning-threat rate-interval 600 average-rate 100 burst-rate 40
threat-detection scanning-threat shun

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="ScanningThreatDetection" name="ScanTDl">

<vnsDevParam key="scanning_threat" name="Scanl" value="enable"/>

<vnsDevParam key="shun_status" name="Shunl" value="enable"/>

<vnsDevFolder key="ScanningThreatRate" name="ScanTDrate">
<vnsDevParam key="average_rate" name="arl" value="100"/>
<vnsDevParam key="rate_interval" name="ril" value="600"/>
<vnsDevParam key="burst_rate" name="brl" value="40"/>

</vnsDevFolder>

<vnsDevFolder key="ScanningThreatRate" name="ScanTDratel2">
<vnsDevParam key="average_rate" name="ar2" value="10"/>
<vnsDevParam key="rate_interval" name="ri2" value="660"/>
<vnsDevParam key="burst_rate" name="br2" value="20"/>
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</vnsDevFolder>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

=R EERE

Z O XML OHFT

ASA DRE

threat-detection
threat-detection
threat-detection
threat-detection

XML D1

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">

=

statistics host

AR BB OREHEREZ Y T v L ET

statistics port number-of-rate 2
statistics protocol number-of-rate 3
statistics tcp-intercept rate-interval 50 burst-rate 200 average-rate 100

<vnsDevFolder key="AdvancedThreatDetection" name="AdvScan" >
<vnsDevParam key="access_list" name="status5" value="enable"/>

sEcgRsd B

<vnsDevFolder key="AdvancedThreatDetectionTcpIntercept" name="AdvScanTCPInt" >
key="status" name="AdvRateStatus" value="enable"/>

<vnsDevParam
<vnsDevParam
<vnsDevParam
<vnsDevParam
</vnsDevFolder>

<vnsDevFolder key="AdvancedThreatDetectionHost" name="AdvScanHost" >
key="status" name="HostStatus"
<vnsDevParam key="number_of_rate"

<vnsDevParam

</vnsDevFolder>

key="average_rate"

name="AdvRate" value="100"/>

key="rate_interval" name="AdvRI" value="50"/>

key="burst_rate"

name="AdvBR"

value="200"/>

value="enable" />

name="HostRate" value="1"/>

<vnsDevFolder key="AdvancedThreatDetectionPort" name="AdvScanPort"

<vnsDevParam

key="status" name="PortStatus"

value="enable" />

<vnsDevParam key="number_of_rate" name="PortRate" value="2"/>

</vnsDevFolder>

<vnsDevFolder key="AdvancedThreatDetectionProtocol" name="AdvScanProtocol"
<vnsDevParam key="status" name="ProtocolStatus" value="enable"/>
<vnsDevParam key="number_of_rate"

</vnsDevFolder>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

name="ProtocolRate"

value="3"/>

>
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timeout conn 2:00:59

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">

<vnsDevFolder key="Timeouts" name="TO">
<vnsDevParam key="Connection" name="connl" value="2:0:59"/>

</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

Network Time Protocol

Z O XML OFI T AEAT 59— 3% EF T 5 Network Time Protocol (NTP) #fE %A A 12 L £97,

ASA DEETE

ntp server 192.168.100.100 prefer

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">

<vnsDevFolder key="NTP" name="NTP">

<vnsDevFolder key="NTPServer"
<vnsDevParam key="server"
<vnsDevParam key="prefer" name="prefer"
</vnsDevFolder>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

name="NTPServer">
name="server" value="192.168.100.100"/>
value="enable" />
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call-home reporting anonymous

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="SmartCallHome" name="SmartCallHome">
<vnsDevParam key="anonymous_reporting" name="anonymous_reporting" value="enable"/>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>

RALY R—L L RT L
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ASA DEETE
N

AE  nameif management-utility = ~> K2 HL C.2—7 4 VT 4 A ¥ —T7 = A A% ASA LIZ
FHNCREL TR MLE DD £7,

dns domain-lookup management-utility
dns server-group DefaultDNS
name-server 1.1.1.1

domain-name testDomain

XML D41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="DNS" name="DNS">
<vnsDevParam key="domain_name" name="domain_name" value="testDomain"/>
<vnsDevParam key="name_server" name="name_server" value="1.1.1.1"/>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>
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class-map connlimits_internalIf
match any

policy-map internalIf
class connlimits_internalIf

set connection conn-max 654 embryonic-conn-max 456

service-policy internallf interface internalIf

XML D451

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="ServicePolicy" name="ConLim-Policy">
<vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
<vnsAbsFolder key="ConnectionLimits" name="ConnLim">
<vnsAbsFolder key="ConnectionSettings" name="ConnectionSettingsA">
<vnsAbsParam key="conn_max" name="conn_max" value="654"/>
<vnsAbsParam key="conn_max_embryonic" name="conn_max_embryonic"
value="456"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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class-map inspection_internalIf
match default-inspection-traffic

policy-map internalIf
class inspection_internalIf

inspect http

service-policy internallf interface internalIf

XML D1

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>
<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="ServicePolicy" name="Inspection-Policy">
<vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
<vnsAbsFolder key="ApplicationInspection" name="ApplicationInspection">
<vnsAbsFolder key="InspectionSettings" name="InspectionSettingsA">
<vnsAbsParam key="http" name="http" value="enable"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCig>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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class-map netflow_default
match any

flow-export destination management-utility 1.2.3.4 1024
flow-export template timeout-rate 120

flow-export delay flow-create 60

flow-export active refresh-interval 30

class netflow_default
flow-export event-type all destination 1.2.3.4

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsDevFolder key="NetFlowObjects" name="ObjectA">
<vnsDevFolder key="TemplateAndCollectors" name="TemplateA">
<vnsDevParam key="template_timeout_rate" name="timeout" value="120"/>
<vnsDevParam key="delay_ flow_create" name="delay" value="60"/>
<vnsDevParam key="active_refresh_interval" name="refresh" value="30"/>
<vnsDevFolder key="NetFlowCollectors" name="CollectorA">
<vnsDevParam key="status" name="status" value="enable"/>
<vnsDevParam key="host" name="host" value="1.2.3.4"/>
<vnsDevParam key="port" name="port" value="1024"/>
</vnsDevFolder>
</vnsDevFolder>
</vnsDevFolder>
<vnsDevFolder key="GlobalServicePolicy" name="GlobalPolicyA">
<vnsDevParam key="ServicePolicyState" name="PolicyState" value="enable"/>
<vnsDevFolder key="NetFlow" name="NetFlowPolicyA">
<vnsDevFolder key="NetFlowSettings" name="SettingA">
<vnsDevFolder key="ExportAllEvent" name="ExportAll">
<vnsDevParam key="status" name="status" value="enable"/>
<vnsDevParam key="event_destination" name="dest" value="1.2.3.4"/>
</vnsDevFolder>
</vnsDevFolder>
</vnsDevFolder>
</vnsDevFolder>
</vnsLDevVip>
</fvTenant>
</polUni>
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nat (externallf,internallIf) source static ilinuxl olinuxl

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>
<vnsAbsFolder key="NATList" name="ListA">
<vnsAbsFolder key="NATRule" name="RuleA">
<vnsAbsParam key="order" name="order" value="3"/>
<vnsAbsFolder key="source_translation" name="source_trans">
<vnsAbsFolder key="mapped_object" name="mapped_object">
<vnsAbsCfgRel key="object_name" name="map_name" targetName="olinuxl"/>
</vnsAbsFolder>
<vnsAbsFolder key="real_ object" name="real_ object">
<vnsAbsCfgRel key="object_name" name="real_name" targetName="ilinuxl"/>
</vnsAbsFolder>
<vnsAbsParam key="nat_type" name="nat_type" value="static"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCig>
<vnsAbsFuncCfg>
<vnsAbsFolder key="NATPolicy" name="PolicyA">
<vnsAbsCfgRel key="nat_list_name" name="nat_listA" targetName="ListA"/>
</vnsAbsFolder>
</vnsAbsFuncCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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class-map ips_internalIf
match access-1list ACL1

policy-map internalIf
class ips_internalIf

ips inline fail-open

service-policy internallIf interface internalIf

XML D1

<polUni>
<fvTenant name="tenantl">

<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="ServicePolicy" name="IPS-Policy">
<vnsAbsParam key="ServicePolicyState" name="PolicyState" value="enable"/>
<vnsAbsFolder key="IPS" name="IPS">
<vnsAbsCfgRel key="TrafficSelection" name="TrafficSelect" targetName="ACLl"/>
<vnsAbsFolder key="IPSSettings" name="IPSSettingsA">
<vnsAbsParam key="operate_mode" name="operate_mode" value="inline"/>
<vnsAbsParam key="fail mode" name="fail_mode" value="fail-open"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

SourceFire

ZO XML OB TIX,. 72— A —7 U RBLIOE=XEHHE— N TOEAKAZ SourceFire 3% E %
AL ET,
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access-list ACLl extended permit ip any any
class-map sfr_internalIf
match access-1list ACL1
policy-map internalIf
class sfr_internalIf
sfr fail-open monitor-only

XML D1

<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

xvb7—49 775z A

<vnsAbsFolder key="AccessList" name="ACL1">
<vnsAbsFolder key="AccessControlEntry" name="ACEl">
<vnsAbsParam key="action" name="actionl" value="permit"/>
<vnsAbsParam key="order" name="orderl" value="1"/>
</vnsAbsFolder>
</vnsAbsFolder>
<vnsAbsFolder key="Interface" name="internalIf">
<vnsAbsFolder key="ServicePolicy" name="SFR-Policy">
<vnsAbsParam key="ServicePolicyState" name="PolicyState"

value="enable"/>

<vnsAbsFolder key="SFR" name="SFR">
<vnsAbsCfgRel key="TrafficSelection" name="TrafficSelect"

targetName="ACL1" />

<vnsAbsFolder key="SFRSettings" name="SFRSettings">
<vnsAbsParam key="monitor_only" name="operate_mode"

value="enable"/>

<vnsAbsParam key="fail mode" name="fail_mode"

value="fail-open"/>

</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCig>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

XY EIT—=0ATOxHb
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ASA DEETE

object network ilinuxl
host 192.168.1.48
description Userl laptop
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<polUni>
<fvTenant name="tenantl">
<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="NetworkObject" name="ilinuxl">
<vnsAbsParam key="host_ip_address" name="host_ip_address" value="192.168.1.48"/>
<vnsAbsParam key="description" name="description" value="Userl laptop"/>

</vnsAbsFolder>

</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

2IRD—=DFTOHONTIL—T
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object-group network Cisco-Network-Object-GroupA
description Cisco inside network
network-object host 192.168.1.51

XML D451

<polUni>
<fvTenant name="tenantl">

<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="NetworkObjectGroup" name="Cisco-Network-Object-GroupA">
<vnsAbsParam key="description" name="description" value="Cisco inside network"/>
<vnsAbsParam key="host_ip_address" name="host_ip_address" value="192.168.1.51"/>

</vnsAbsFolder>

</vnsAbsDevCig>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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failover

failover lan unit primary

failover lan interface fover GigabitEthernet0/0

failover interface ip fover 192.168.17.1 255.255.255.0 standby 192.168.17.2

XML )41

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="Firewall">
<vnsLIf name="failover_lan">

<vnsRsMetaIf
tDn="uni/infra/mDev-CISCO-ASA-{dp_version}/mIfLbl-failover_lan"/>
<vnsRsCIfAtt
tDn="uni/tn-tenantl/1DevVip-Firewall/cDev-ASAP/cIf-[Gig0/0]1"/>
</vnsLIf>

<vnsCDev name="ASAP">
<vnsDevFolder key="FailoverConfig" name="failover_config">
<vnsDevParam key="failover" name="failover" value="enable"/>
<vnsDevParam key="lan unit" name="lan_unit" value="primary"/>
<vnsDevFolder key="failover_lan_interface" name="failover_lan">
<vnsDevParam key="interface_name" name="interface_name" value="fover"/>
</vnsDevFolder>
<vnsDevFolder key="failover_ip" name="failover_ip">
<vnsDevParam key="interface_name" name="interface_name" value="fover"/>
<vnsDevParam key="active_ip" name="primary_ip" value="192.168.17.1"/>
<vnsDevParam key="netmask" name="netmask" value="255.255.255.0"/>
<vnsDevParam key="standby_ip" name="secondary_ip" value="192.168.17.2"/>
</vnsDevFolder>
</vnsDevFolder>
</vnsCDhev>
</vnsLDevVip>
</fvTenant>
</polUni>
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service resetinbound | resetoutbount interface interface_name
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<fvTenant name="tenantl">

<vnsAbsGraph name = "WebGraph">
<vnsAbsNode name = "FWl">
<vnsAbsDevCfg>

<vnsAbsFolder key="Interface" name="externalIf">
<vnsAbsFolder name="TCPOpt" key="TCPOptions">"
<vnsAbsParam key="inbound_reset" name="reset" value="disable"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>
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