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Cisco IronPort Email Security Encryption Plug-in | 3 D=2 > 7 4 ¥ =

L—yay F—RFRCTHASNET . 774V bDary 7 4 Falb—vay
E— R | Decrypt Only T,
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o=z 7 4 ¥ alb—vay B—REHNCT DI BHFEAORR
T ANEERENOZITERY  ZNEMHEH L T Outlook & A—/V T H
VU NERELET EEEII. VR 2—FOEBF AN T HT U MIC
BCE_Config_signed.xml it 7 7 AV EZEEFELET ., = F 2—FF 20
7 7 A V% securedoc.html 7 7 ANV ELTZELET, T K 2—HMN
securedoc.html A7 7 ANE 7V v 745 L Ay EB—VIZRMASATY
BEENRE WD Outlook 77V r—3 g v iC ko THI S, BHE A O
EN#EHAINET,

GE) T 7NV boxrR_Ra—T7LX securedoc.himl T, A7 7 A V4 OfEIX
EHENEECTE BESNEHLWARINZ R —F I Ezd,

3o0ary 7 4 F¥alb—vary E—RFROLEEBYTT,
e DecryptOnly: Z{F5 L7 ZLBRE A —N Ay -V E2BEELTEET,

¢ Decryptand Flag: Z &0 E - A— /L Ay —TDOEFLET 7 7HE

%1?5 ERTEEST VIS AT v arvEEMATLE R 22—
AN BEIR B A ANV T T T R ECTEET B AL

CISCO IronPort B AL T 77 ATV AET-ITEFA—L X2 7‘4'
TTIAT VAL THESLENTHDL Ry MU — 7 OIERIZE
BENET . 77 7PRESNTAYy BV RHL TH—THES
ETEDLL IV —"DOREZATILENDH Y £7°,

e Decrypt and Encrypt: Z 27281 A —/L Ay - D5k EE 5k
EITH ZEMTEET,

KOFIF FKar 7 4Xalb—vary T—FNTHR—FENDHELZRL

/Cl/\i‘j‘o
Decrypt |Decrypt Decrypt and
Hre Only and Flag  |Encrypt
bl Ay =V %EE X
Ay —VICHEILT 77 & X
RIE
b S hi-E 1 A— &2 E X X X
'fl:l/—g«’\vc 'fm/ﬁlﬂ; X
B A—LORYy 7BL0a Yy X
7 fibR
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Decrypt |Decrypt Decrypt and

HeE Only and Flag Encrypt
BT A— N DB IR X
BT A—NDBW X X X

(LiR—b 7T 740 gk
TTT A THER)

B R X
T _Ro—7RE X
HE X X X

Cisco Registered Envelope Service (CRES) 3—
H—/\A® Cisco IronPort Email Security Plug-in
DEA

Cisco IronPort Email Security Plug-in % Cisco Registered Email Service

(CRES) ¥ — ¥ — R CHEHEMFHTE D LT DI KROFNEICHE - T
AL F9,

F 9" https://res.cisco.com/admin TCRES 7 4w v v s AL,
[Accounts] % 7 |Z#E) L %9, Email Security Plug-in Z 2T 5 7 h o v
k38R L £9°, RIZ.[BCE Config] # 7 I\ZBE L £7°,

AFvFT1 RET TV —FTHEHT B =27 28R L 7,
e [CRES]:¥%— ¥ —/ 323 CRES O¥AITEINL £4°,

- [SecureCompose]:CRES h—27 > & L CI DA T g v &@IRL 7
WTLZEN,

— [Token <Account number>]:CRES h—72 > L L CZDOA S a %
BIRL £,

AFwF2 [Download Template] 7 V v 7 L C.#ET D7 —h 77 AV EH
7rua—RLET, 77 AN4IX BCE_Config.xml T,
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ATvFS3

GE)

AFvT 4

ATvSH

G

a7 4 FXal—vary 77 ANVEREL £,

BCE_Config.xml 7 7 A /VIIE K EDREEICAEDE TRET HILERD D
T A= IV ROFEMPEENTNVNET  TXFAN 2T X TT 7 AV%EB
T A A MIRERHEEINTOD FIEICHKE > TREREEEZITVET,

n—HVE—Ta rNHNOGEIXBEFOAYyE—Y X2V T 4 T
JV (Low,Medium, High) Z & L 72\ TL 7 &0,

[Browse] & 7 Y v 7 L C. M L 7= BCE_Config.xml 7 7 A )VEEL .7 7
AN R D)5 725 [Upload and Sign] %7 U » 7 L £7°,

A7 4Xalb—vary T ANMIELTLLE EDEL LT AA—Va
2% BCE_Config_signed.xml L L CH¥ 7o ua—RKSNET , 2DO7 7 A )V %
a—hN v R EL ET

BRI O N a—HFlcar7 4 X¥al—ay 77 A LVERET
% 1214, [Distribute Signed Configuration to Bulk List] 47> a 2L
T IROFNEZFEITL £7°,

a. A7 v 4 THERK L 7= BCE_Config_signed.xml 7 7 A )V DG % 2 M
L/ \i—g—o

b =R 22— DEFA—NVTRLVAREENTWDE I~V EX
D7 7 AINVDEFTESRL £,

c. BEIIJELTEFA-NOHLEERL T,
d. [Distribute Config] 27 UV v 7 L £7,

XML 2> 7 4FXal—ay 77A4AL0MO > RN 22— | Tzt IhT-
LEIXERENOZT R T-56 3R Y  BEER TS EEE T, o
TF—NIREINFET,

A=Y 7 U A N5 TIZ BCE_Config_signed.xml 7 7 A V& EL RN T L
TZSW,CRES (I A=Y 7 URNMIXHGEL TWEEA,
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IronPort B

ST TS5A4 72 X(EA) T — Y —

INAD Clsco IronPort Email Security Plug-in @

BA

IEAX—H—/1Dr—o DFHoa—Fk

AFvFT1

AFvFS2

P &2

A}‘h,—'—»

REWCEBALTHTIOEATIHIEA b—27 AT ALERH D £4,=2
V74X a2l —vary Ty ANVICELTDHENC. R—H) T b —
oA yrua—KLET,

[EA ¥ — V=B =00 77 AV EF T a— R4 52 . KOFENE
FFEITL ET,

IEA FH o> YV —iza 2 A > L £7 :https://<IEA_hostname>/admin, & Z1
ayv Yy —AnEREINET,

[Accounts] # 7 IWCBEBNL £ . 777 A DAL A —)VIZHEHT BT H
7y MIBEL 9, ME . 2L Users 77 >k TY,

[Tokens] # 7IZ&EL £3, N —27  OEMIZH 5 [Save Token] 7 A =2 >
(FREIDSWEHEOT A2 )27 )y 7 L b= v Ea—0) <
ITRFEL £75

074X 2AL—23V ITFAINDIAREIIAXEESL

IEA h—27 v T ANV ER Yy yu—RThL a7 40 F¥al— gy

T 7 ANETNAZ A XL TELTED X DIT72 0 9, Cisco Registered
Envelope Service (CRES) (X, Cisco IronPort i 57 7 / v ¥ —% ¥R — h
TOHRAN P—EATT , FI77 M avrTd7 4 Fal—ar 771D
BX DRGEL CRES ¥ AT LML > TIThN D 7o F— F— L LT
IEA % 1 L TV % =— 73 Cisco IronPort Email Security Plug-in % & A
55513 . CRES OEHET 10 > b b BT, FHITIERK S 1172 CRES
BWHET T b BRREREETE RO Cisco IronPort 71 A # ~— H R — b
IZBHIWE D < 72 Z W hitp://www.cisco.com/web/ironport/index.html
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ATvF1

ATvF2

AFvS3

ATvT 4

& ]

G

AFv 76

[EA ¥ — = NTHHTLBLELH L T4 X¥alb—Vvar Ty A VE
TERRT 2121 RO FIEEFEITL £9°,

CRES 7w v MiZwu Z A > L 9 :https://res.cisco.com/admin, BB = >
Y )VIRRIRSIVET,

[Accounts] % 7 (2 ) L ,Email Security Plug-in # T2 7 W v %
BN L F9°, IZ.[BCE Config] # 7 IZ#E L £7°,

=22 247 &L TIIEA] Z&RL A IEABX 7 —R L7~
IEA h—2 %7 vy 7u—RKL %7,

[Download Template] 27 U v 7 L C.fwET D7 —h 77 AV EH
vrua—RLET, 7 7 AN4IX BCE_Config.xml T,

a7 4Falb—vary 7T ANVEREL E7,

BCE_Config.xml 7 7 A JVIZIZ FEEDRBEIZCEDOE TRET ILENH D
T A=V OFHEMPEZENTVEST  TFAL 2T 4 X TT 7 (V% B
E I A PMCRBEESNTWDFIEICHE > TRERELEZITVET,

0=V E—2a VAHNOEAEIT BFEO Ay =Y EX 2T 4 TN
)V (Low,Medium, High) # ZH L 72T 72 &0,

[Browse] & 7 Y v 7 L C.#w% L 7= BCE_Config.xml 7 7 A )VEEL .7 7
AN R D)5 725 [Upload and Sign] %7 U » 7 L £77,

AT 4K 2L =T ay T ANIEBLT DL EDEA LT NN—Va
2% BCE_Config_signed.xml L L CTH¥ 7o ua—RKSNET , ZDO7 7 A )V %
0=V e ARFEL £,

IEA %% — $— & L T 55613 BCE X E# 7 [Distribute Signed
Configuration File to Bulk List] (73 2 ) T AT v 7 5 E{TLARWTL
EEW,ZDOA T a VT CRES ICOREH SN A5H%DY U — 2 THIFRE
nNoHTETT,
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IR A—HADaA74FXaL—23> 774D
& B

I/Fﬁ%# a7 4Xalb—Yary 7 rANVERETHIZILIEA T
FILTEEBFA—NICL T B AT T 4 Falb—ary Tr A
/Wa‘:%:t/b 2—PIZEEFELET Ay E—UIEIEA & CRES TV
NCEHELL OREINDIEBBF AN TR ANLEETILELRHD

*9,
~
(&):m&ny74¥1V /5/774wﬁm®I/Fi—$Kﬁ%éhk
BlIL.EHENOZ TR -T2 TR BEERTOHREE T, o
7 NIKENE9,
~

G¥) A—VUr»7 U RN TIT BCE_Config_signed.xml 7 7 A V& 155 72T <
7ZEVW,CRES (Z A=Y 7 URMIXHEL TWEHA,

BCE_Config_signed.xml 7 7 A )V ZEH L CT—HEA L A M=V 2F(TT 5
{ZIX.BCE_Config.xml 7 7 A VEZFEA L 7264 > A b —/1(3-18 ~X—)
EZHL TSN,

Cisco IronPort Email Security Plug-in D&%

Cisco IronPort Email Security Plug-in % - > A b —/L9 % &  Outlook @
[Cisco Email Security] # 70O EX AR TXH L 510700 £,

¢ Outlook 2010 TiZ,[File] > [Options] > [Add-ins] > [Add-in Options] >
[Cisco Email Security] DJEIZBEE L 9,

¢ Outlook 2003/2007 Ti.[Tools] > [Options] > [Cisco Email Security] D JIA
WZBENL 9,
LIR—bh T340 DA A —VERIIREEACT T T A DA R
M= VIZEFTEMA D ENTEET ELRXTHTOT T T AL DA A
=BT DINHA T Y a v BEETX £9,72 & 21X, Cisco IronPort
Email Security Encryption Plug-in ® &2 ¥ > 7 2 0L 72138k L 7= v
BEOH BT ROF T a VA ERTLHZENTEET,
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B b T 28E 1 A— N D~ —F 7 FiEEETT 521X, BCE_Config.xml
Ty ANEELEL C AERELFEITTLHILERNDY T . X ELIBET D
WA F N6 O EIL Cisco IronPort B 2L T 7T A 7 o A L HHENR2 T
L7 v A,

Outlook TiXE %ETET 55413, % 4 EICisco IronPort Email Security
Plug-in for Outlook M7 HE%:TLFHJ 787%%7 LTL7IEEN,

Cisco IronPort Email Security Plug-in [ZIAE %}
TCP/IP Y —E

Cisco IronPort Email Security Plug-in Ci%, & ® TCP/IP H—t R & BER —
FNEfERATHIMLERHY £T, 25 DR — k(L. TCP/IP ¥—t A Tl f
TEHREOEFFIZL TBLMLENRNDH Y £9,
e DNS(KAAY X—Lh VAT h),
DNS —E R I . A X —Fv N RAA L LEFRANLEIP T KL A
\ZZEHE L £9.DNS 1 Web 7 7 U DT R L XA N—IZ A& N4
HiZ . TN oD0Y A FE2FRAR LTS Web 3 — D IPT KL X |ZH
BRI L £,
— % 5 :53(TCP/UDP)

HHZOWTE ROY A FEZHL TIIEE W,
http://en.wikipedia.org/wiki/Domain_Name_System

B2y .
LR

Wi : Z OV —8 AT TRTHOTU R 2—PFIZx L TT 7 B AAHEIC
TOMENDY £,

e SMTP (Simple Mail Transfer Protocol)
Simple Mail Transfer Protocol (SMTP) (%, A > ¥ —> v k 7ma k2L
(IP) Xy b =2 %N L CEF A—NV(E A—NV)BRETLHIZODA
A=y MEHETT,
R— b #I5:25,587,465,475,2525 (TCP)
FEICOW T KDY A F 2R TS0,
http://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol

2 JUN

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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WE: ZOY —E R X T _XTO N 2—FIZH L TT 7 & AA[REIC
TAHOLENH Y F9°,

DHCP(X A F Iy 7 RAF a7 4FX¥alb—ay Fuahkajl)

DHCP (. %> F U —2 (RA M ICEHET DT A ZAOREIHEH S
LRy NI —27 7 hal T, UL T T AL R T A & —
Fy b ZabhanrP)EFHL TRy hU—7 ETlBETEDLO1C
B FET,

AR— k%5 :67.68(TCP/UDP)

HANZOWTIIROY A F 2B L TSIZS W,
http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol

ALK

L Z DY —¥ AL DHCP ' — "B IP 7T R L A2 HEERSGT 5=
VR a—H¥ LB L TCT 7B RAARRIZTALERH D £9,

Net BIOS over TCP/IP

NetBIOS over TCP/IP (NBT F 7213 NetBT) 4. NetBIOS API Z# % H L T
WHLV A —arvta—4 77V r—ar TRPO TCP/IP * > b
=% HTEL LT DXy NY—7 T ha LT,

AN— F &5 :137(UDP) (r— 2L H—E R) 138 (UDP) (7 — % 7/ 7 A
P —1E A) 139(TCP) (v v a v —E R)

FEAZ OV T RO A h 2B L T EE W,
http://en.wikipedia.org/wiki/NetBIOS_over_TCP/IP

2 HN

Wi Z P —E AL, TRTOTZ R 2—HFIZx L TT7 7 B ARHEIC
TOMEND Y £7,

HTTP (Hypertext Transfer Protocol)

Hypertext Transfer Protocol (HTTP) (X, 2 7R L —3 3 > /A /38— X

T AT BIER AT LHOT T r—vary Frbhanrcy,

R — bk #F+5:80,8080 (TCP)

PRI OW T RDOY A F 2B RL TS0,
http://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol

B J8E .
A SN

AUE . 2 DY —E 2T, T _RTO N 2a—FIZkt L TF 7 B X/ REIC
THVENH Y £,
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e HTTPS (Hypertext Transfer Protocol Secure)

HTTPS iX. 2 ¥ a—&% Xy hU—27 L TCERICHET LD DHEE
IahalTthy AU —Fy hERIZblzo TR IS T
ij_o

A— b %5 :443 (TCP)

ROV TIE LR 22 L TSEE 0,
http://en.wikipedia.org/wiki/HTTP_Secure
-2 BUN

Mg Z O —E 23 TR TCO RN 22— L TT 7 B AHAFE
TAHAIMNERD Y F5,

e IMAP (Internet Message Access Protocol)

Internet Message Access Protocol IZL > T BT A—/V 7747 M
UE—bF A=V P —=NEDEFA—NVIIT 7 EATEET,

AR— b FE:143.993 (TCP)

FHANZOWTIIROY A F 2B L TSIES 0,
http://en.wikipedia.org/wiki/Internet_Message_Access_Protocol

- SN
M Z O —E 2 X TR TCO R 22— 2L TT 7 B AAFEI
TAHEMNERSD 7,

e POP3 (Post Office Protocol)

Post Office Protocol 1%, TCP/IP £t # /t L C U E— bk Y— "5 E
A= NV ERETDHEOICETA—N ITAT o ML THEAEN
i.ﬁ‘o

AN— b F=:110.995 (TCP)

FEAZ OV T RO S A F 2B T EE N,
http://en.wikipedia.org/wiki/Post_Office_Protocol

I
LR

i : Z oY —E 23, FRTOT U B 2—PTx LT 7 & X R
TOMERDY £,
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— AR M—=ILDEST

COETRHRBEBEOT AT by FI—FEA L AN —NVEETT D HIEIZD
WTHBAL 7. ARIIRDO LBV T,

o AUAN—ILDEF(B-1 =)

o HAXA AL T 4 FXal— gy 77 ANLDOMEH(3-15 2—)

LN 4=
A2 RXAF=ILDEST
AVARN—NLVEFETTHICIEROFIREZFZTL . Ry NY—Z7HEFT7 »
WE BRAGRy =2 LWy =00 4P —R FHLnra s 7 A
DU 4P —KEERL E7,
A A=)V EFTTHIIIROFNEEZ FZITL £,

b & AVAN—=N Ry lr—VhELFRy VU= HET7 3 VF B L, 22—
PNt L CIBF T A NE ~DT 72 AMEREF 5L 9,

AFvF2 SCCMEHY —VEBE £,

Cisco IronPort Email Security Plug-in 7.3 ®BEH 1 K
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ZAFvF3  HLWY T MY = TEAASy =Y EERL T,

|50 Fie action Vew  Window Holp

«|%m Blm

B o ot

5 ) Sk Database {001 - SC2007, Array) ———
= L Ste Managoment Loskfor: [ = n [ Cohemns

2L Cenlbctig Records [[asme. | [ Werson [ Language [ Package 1
=i i Software Distribution | EEH 0010000
= 3 . TR 00100006

2 vt ] N N 00100008
@ Software Upd  Dtstribute ¥ Package From Defirdtion 0100005
00100007
0010000
00100003

. pam Cisco T
Reporting B Emadsenurty Pugrin Cinen 7103

38~

5 [ SytemStstis | Properties

AFvFa RNy b—VDL4HIEATIL [Next] 27V v 7 LET,

New Package Wizard E3

gg General

e 4} |Cisco Email Security Plug-in

Data Access

Distribution Settings Name: |Cisco Email Security Plug-in]
Reparting

Security ersons [

Summary Mangfacturer l

Progress kanguage: [

Confirmation Comment:

_5 It is recommended that you Fill in all package properties for status i
Format (MIF) makching. IF the fields are empty, the source program For the su.us MIF
cannot be uniquely idantified, in which case the advertised program status might be
inaccurately reported,

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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RFyFE X hNT—IEFT N EA~DNRAEZANSILT AT v 1 TEKRL -
Py b= V=2 FT 4L 7 U ERELET, 74 NVE~DRNZE A
T2 74N E BB L FET, [Next] 227 U v 7 LFET,

New Package Wizard E I

g;g Data Source

covord Spcty whther hspcage connsc e, 1R s,y he ot ol

IGEEESEEMIN arc set cdtional source fileoptins.

Data Access

Distribution Settings IV This package contains source Files

Reporting SOUrCE VErsion;

Security —Source directory

Summary I 0 6t I

Progress
s ' Use a compressed

Confimztion Specify the location of the source files For the package. The source

(% flways obtain files  directory must be accessible to the site server computer account.

1 Update distribution L o e deectory location

% Network path (UNC name)

I perei " Local drive on site server
Persist content in

™ Enable binary diff
Source directory:
[sc2007\Shared\MSC. Install Browse... |
Example: ||servernamelsharename|path
| oK | Cancel | Help I
| —

& ] [New Package Wizard] TIRD AT v FIZEH [Next] 27 U > 7 L ET,

Cisco IronPort Email Security Plug-in 7.3 ®BEH 1 K
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AFwF 1  [New Package Wizard] WIEFIZE T L7722 E&2MERL T [Close] 7V v
7L E7,

New Package Wizard
gj Wizard Completed
General
Diata So :
STs @ The New Package Wizard completed successfully.
Diata Access
Distribution Settings Detais:
Reporting |9 success: Package Infarmation o
Security : ?giec‘:ni::ism Email Security Plug-in
Summary + Publisher:
+ Language:
Progress

m @ success: Data Source Information

+ Source Location: 1\sc2007\Shared|MSC. Instal
+ Update Schedule: Not configured

+ Cache Persistence: No

‘@ Success: Data Access Information:

Share Name:

Enable Automatic Disconnect: No
Disconnect Retries: Mot configured
Disconnect Grace Period: Mot configured

. =

To dlose this wizard, click Close,

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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ATFvT8  FHLWGER AV FZ{ER L [Welcome] X—Y D [Next] 27 U v 7 L £,

£ configuration Manager Console

) Fle  Action  View Window Help

® o | #m| @m

T oo i
= ) e Database (001 - SC2007, Amay)

% L) Site Management
= L& Computer Management

Look for: | =

There are no kems |
® &

@ % cms 2010,11.19

® O onew7.1.34

& testz

S imesil

[® 4 Cisco Cisco Emall Securiby 7.1,.34 7.1.34 &
% Cisco EmaiSecurity Plug-n 7.1,0.30 en

1 Cisco Email Security Phug-in

LB Access Accounts

W, Network Access Protection
@ [, System Status
& & Security Rights
# L} Tools

Cisco IronPort Email Security Plug-in 7.3 ®BEH 1 K
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RTFYT9  HLWAHBR A b EEIRL 9, [New Distribution Points Wizard] TLLE
DOR—=T %7 U7 LT, [Closel] 7 Vv 7L FET,
E3

New Distribution Points Wizard

gg Copy Package

‘Welcome:
DR ... e e dstrbuion ot tht you wanttocopy the package o.
Progress
Confirmation
Distribution points:
Name | site |_Type ]. | Select al

SC2007 001 - Array Server
Clear Al

To copy the package to the new distribution points, click Next,

<pravious || mNext> || Ee Cancel

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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AFvF10 FHLWIF s T AEERL T,

B8 configuration Manager Console

%) Fle  Action

View ‘Window Help

L ] sl

*

ol

EEE®E

m®

@

# & SoftwareUpdatd
B i Opersting

{5 System Center Configuration Manager
= 3 Sie Database (001 - SC2007, Array)
] ..Q Site Management
B .3 Computer Management
Collections
. Conflicbng Records
= 5§ Software Distribution
2 ) Packages

& 1

& oms 2010.11.19
B new 7134

B testz

B 1mes1l

4 Clsco Cisco Emall Security 7.1.34 7.1.34 &
% Cisco EmalSecurty Plug-in 7.1.0.30 en

% Cisco Emal Security Phugrin
.5\;\ Access Accounts
L _, Distribattion Points

Narne: I
LB, Access Accounts
“, Distribution Poirits
L3 Programs
(Y Package Status

:' Pac H r|||
_.jnch-er Give Feedback Program For Device

Nm\\!hdw from Here
LAl Asset Inteligency Mm

5 _g Sacurity
f Tools

W Metwork Access Protection
= [ System Status

Rights

[ oL-22158-03-J
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ARF9TIN awr R IAY T4 =NV RIZROIARREANNLES (HFDF > F
77— 2 >NXNCisco IronPort Email Security Plug-in.exe /exenoui /qn
5l :\sc200\Shared\Cisco IronPort Email Security Plug-in.exe /exenoui /qn

\sc200\Shared\Cisco IronPort Email Security Plug-in.exe &1 > kU — 7 3
BT ANEND exe 7 7 A ~DT )V T kT —27 NATT,

New Program Wizard x

I
gg General

Reguirements Mame: Installer

Enwironment

Advanced Your use of software deployed by ConfigMar may be subject to license terms, You should review any
applicable license kerms priar to deplaying software.
‘Windows Installer

MOM Maintenance

C k:

SUMMmary B ﬂ

Progress

Confirmation ﬂ
Command line: I"Cisco TronPort EmailSecurity Plug-in.exe” fexenaui /gl Browse... |
Start in: I
Run: INUrmaI j
After running: INU action required j
Category: I LI

= Previous | Mext = I Eimish | Cancel |

&) HIAEARENZar T4 Fal—vary Ty ANVEERTLEAIT.
NAZSARXRINTZT 7 AN AL AR =)L THATE 5 L9 1F 2%
R¥—HZIDATy T TEMTLILERD Y £T, IROMLEMHL T, =
YU RTAUDL (=R EFORICHVAZ L 2T 4 Falb—vary Ty A
NOEGFTEfREL O FleF—42BMmL £,

Cisco IronPort Email Security Plug-in.exe /exenoul /gn
UseCustomConfig="\\sc2007\Shared\config\"

LT 4 X2l —ary T ANDH AL A RXDOIEMIHON T B A
BAhary 7 4 FXalb—ay 77 ANLOMHB15 =) EHBHLTLE
éb\o

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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AFvF12 [Run] 7 4 —/L I T [Hidden] &R L . [Next] 27 U v 7 L E7,
ATFYT 13 FEHERX—T%E2 7V 7 LT [Next] 227Uy 7L ET,
ARTFVT 18 ROBRELTL 3 28R £,

e [Program canrun]: 2 —% D vl A URHIRY 9, FEITE— R ICEH
FHER D3GR E ST B 5614, [Program can run] % [Whenever the user
is logged on] IZRRETX £,

e [Run mode]: =—H DR TERITT 20, T2 —FRH LWV 7 K
VT DAY AL —IVITHERMERZ R > TOZRWIGEITEBMERT
FITLET,

AFwF 15 [New Program Wizard] 28 IEFIZ5E T L7722 L 2R L T [Close] &7 VU »
7L E7,

Mew Program Wizard E
ij)g ‘Wizard Completed
Genersl

Rzqui t 4 i
eflrziizriss |4 The Mew Program ‘Wizard completed successFully,

Environment

Advanced Diekails:
Windows Installsr b, new program will be created with the Following properties: -
MO Matonages 2 Surcess: Program information
Surnmary. + Mame: Installer
+  Comment:
Progress + Command line: "Cisco IronPort EmailSecurity Plug-in.exe” fexenoui /q
e + Startin:
(OIS Er + Run: Mormal
»  After running: Mo action required
* Category:

@ Success: Requirements
» Estimated Disk Space: Unknown KB
*  Maximum run time; 120
+ Program runs an: &ny
+ Additional Requirements: LI

Ta dose this wizard, dick Clase.

& Previous Tdek = Firish | Close: I

Cisco IronPort Email Security Plug-in 7.3 E3E&H A K
| oL-22158-03-J .m



®3F

—EAVRF—LDET |

HLWT RARZ A XA N E2ERL £7.

%) Fle  Acion View ‘Window Help

e z[m Em

54 System Center Configuration Manager
= 3 Ske Database (001 - SC2007, Array)
@ g Site Management

=
=

=

o 1mes11
# 4 Cisco EmalSecurity Phug-in 7.1.0.30 en
& 4 Cisco Emal Security Plug-in

5 & Software Ll
4 Operating }
LU Asset Intel
B s Software M
& (gl Reporting
= Desired Col
& [, Queries
% Mobie Dev
W Network A¢
(7, System Status
L Security Rights
&3 Tools

B @

®=

@ Cisco Cisco Emall Security 7.1.34 7.1.3¢ &1

Advertisements 3 ibems found

Lock for: | :I
Neme | Package | Program__
{Elnew 7.1.34 - Cisco to System : YM77730 new 7.1.34 Cisco.
Inew 7.1,34 - Recoed to System : YM77730 new 7.1.34 Record
lnew 7.1.34 - Satup to System : VM77730 rew 7.1.54 Setup

Il Cisco IronPort Email Security Plug-in 7.3 BE&H 1 ¥
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ATFYvFT 1 ZAHiIEANLAER LIz r— 7 a7 02BN ET, 777 4
BAVAN=NTEITAT U NDITN—TNEENDINEZEIRL T,
[Next] #27 Vw27 LE7,

New Advertisement Wizard

gg General

Schedule I hame: Tristall Cisco Security Plug-in
Distribution Points

Interaction
Security
Sumrmary
Progress

Confirmation

Program: Iinﬁalla ﬂ

=
=
Package: |Cisco Email Security Plug-in Browse... |

Collection: Isvslem : VM77FI0
¥ Include members of subcollections

Z Previous et > Einist Cancel

Cisco IronPort Email Security Plug-in 7.3 E3E&H A K
| oL-22158-03-J .m
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ATv7 18

New Advertisement Wizard

g}g Schedule

General
[schedie

Distribution Points

Interaction

Security

Sunmary

Frogress

Confirmation

Assignment Schedule [ x]

 Assign b the Following schaduls:
Oeeurs on 10/9/2012 4:11 PH

Schedule,,

% pssign immediately after this event:

45 soon as possible =l

ok | concel | mep |

HOYTEZMHEL TRELET, [Next] 27 U v 7 L ET,

Specify when the program wil be advertised to members of the targat callection, You can sk creats
an assignment. to make the program mandatory,

Advertisement start kime:

fioj sjzniz | [4:09pm =
™ Advertisement expires:
[4i srznis ] [4:0spm = Diurc

EEx

Mandatory assignments:

s 5000 & possible

I™ Enable Waks On LAN
I™ Ignore maintenance windows when running program

™ Allows system restart outside maintenance windows

[Medium =

[Rerun F Failed previous attempt =

Priority:

Pragram rerun behawior:

< Previous | Next = | Finisft | Cancel |

AFvFS19

I—PREIZESWTAASL v TFEBRLET, D7 Ed 1 DDOMEEY
VTERETHLENDY 9,

[Do Not Run Program] % %R 72 & #E

HENEBWIGEICT 07 T ARSI NTZD, ZERIRL 2V TL
7280, [Next] #27 U v 7 LET,

& ]|

[New Advertisement Wizard] 27 U v 7 L ([Next] 7 UV v 7 L £,

Il Cisco IronPort Email Security Plug-in 7.3 @EEH 4/ K
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AFvT1 [New Advertisement Wizard] S IEFIZE T L7122 LT HER A RN L T,
[Close] Z#27 Vv 27 L7,

New Advertisement Wizard

oy

35 ‘Wizard Completed

General

Schedule ¢
¥4 The MNew advertisement Wizard completed successfully,

Distribution Points

Interaction Details:

|»

Security S siccess: Advertissment Information
+ Mame: Instal Cisco Plug-in
HTS; « Parkage: Cisco Email Security Plugin 7.3 ENG - 00100046
Progress + Program: Installer

+ Collection: 225 Yista 64x - 00100024

+ sub-collection Members Included: Yes|

@ success: Schedule Information

+ Start Time: 10/9/2012 4:06:55 PM

+ Expiration Time: Mot configured

+  Assigned: Mo

+ Ignore Maintenance Windows: Mot configured =
+  Allow Restart: Mok configured
.
.

Priority: Medium
Rerun Behavior: Always rerun pragram

@ suceess: Distribution Paint Information LI

Ta close this wizard, click Close.

= Previous flext = Frimisty I Close I

Cisco IronPort Email Security Plug-in 7.3 E3E&H A K
| oL-22158-03-J .m
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RFwvF 2  [Advertisement Status] ¥V o > K 7 T [Advertisement Status] ## R~ L £97,

ockfor: | = n [a comrn =l n
™ I I T [Frogamtmas | v | o) [ Pucks
Tlivtal Cisce Securty Pag 1 L o o o O
S 7134 - Cacato Stam s W7 1 7 . 1 o o
o 7.1, 34 - Bacord b0 System | WOTTI0 1 i o 1 o L
= :““"‘-"-'“ T 7.0, Setup o Syabem | WOTT 1 2 2 ] 0 -
o & e
UR RLCST
) Cscs Onco sl Securty 1M T M e

AFYF3  TRAZAXA RN LAR— R ZERL GElIZ R R T2, 20 7% A
h A== —"C [Show message] > [All] ZT"INL 9, =T —BRKAEL ZHE
E VA= ERRT T —DBRAE L B e R TE 7,
8 o stion e il |

Gl e mon e wede ek

| s o B
St Corte St Moo

=5 £ sk Cutabase (001 - 502007, Ama)
vy | = o [[ c = i .

[ [ St [ s [ Sccess ate

e ot
) 1
.

ot Sratem
% ] ren 7.4 - Rrcard 15 Syt : WTTT)
% ] e 7.4 - St o Systemn - WMTTTID

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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ARRALAVI74F¥aL—3>y T74ILD

{5 FA

M=

ATy F1

GE)

V& ]

Cisco IronPort Email Security Plug-in TiX, £ & A b —/LIZH £ TV 5H —
DXML 7 7 ANERETDHZET. T I ANV ERELZERTXE, Jo
a7 4 ¥ 2l — /3/774w%ﬁﬁbf4/xb%w® NEREE
THIELTEET, FEREKEbary7 4 F¥ab—vary 77 AL
T774»K7?7%HH%%E%EET%iﬁﬁ@ﬁﬁmﬁﬁﬁmﬁf
TATVATH ZOHEEERTELEAICRVITOVET), o LFR—
harvr74Xalb—vary 77 ANLVT HEHDORRKA =L A4 X HE
BT 7 AND A =2 T HNE IR EDT I3V AT a v

D—EEERTCEET, RY VA EIALSTARTHZ L 5, 22—
A =T 2 AATHHEINTWATFANEOT— D TAXTHZLELT
xET,

HALZL AT 4 F¥alb—ay 77 A NVEERBIORERTAITIH K
DFNEZFETLET,

\\% allusersprofile % \Cisco\Cisco IronPort Email Security Plug-In\ 7 .t L- 7
MU Oavr—%/EmRL £7, Common 7 VX = EDHLENRH Y 7,

ESMEHERFT 2720007 7 ANVDT 4L 7 b UMEEERERF T2 08
2% Y £, Cisco IronPort Email Security 77 7 A4 > ®7 4 v 7 h U Tht &
DAL DL ar 7 Falb—vay 7y AT
NTOT7 7 ANEGDIZZ EEERL £,

XML 27 4 FXa2lb—ay 77 ANVERELET, HILWT 7 AL %
ERRT ROV AV AN =V T 7 ANVIZEENTZ XML 7 7 AV EE
FTH52L2BEDLET, 2NHDOT7 7 ANEETT L HECONT
XML 2> 7 4 Xal—vay 77 ALVOFEBR-16 X—) 5L
TL7EE0,

[ oL-22158-03-J
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ATFYF3 AR DIATB- 1 R=)ITHAS TV D HIET A A h—b
EEITLHAL L av T 4 Fal—vay 77 ALVORERH(G3-19 <—)
RSN TWDHIETH AL v A RENTZXML 7 7 A L& RBL £,

XMLO>Z74Falb—>ay 7271ILOHRE

Cisco IronPort Email Security Plug-in % A > A b —/L 9% & HpKT — % ME
RENT XML 7 7 A /VICRAFS L E T, XFFNROEEZREL TN T
A—BEE AL ARTHZENTEET, 2L BEHIRTLHZ &
R T ANVDOEEEELT LI LITBBOL A,

FITF N TIE. T T 7 A2 XY Outlook DR DIEFTIZH 5
%AllUsersProfile% = 4L 7 hVicary 74X a2l — gy 77 A4
VAN —=ENET,

$allusersprofile®\Cisco\Cisco IronPort Email Security Plug In

XML 7 7 A /VEIRDT 7 )V b OBGEETICRE S ET,

¢ \\%allusersprofile % \Cisco\Cisco IronPort Email Security
Plug-In\Common\CommonEncryptionConfig.xml: Desktop Encryption 7
T A NEET MR T — 2 B EENET,

¢ \\%allusersprofile % \Cisco\Cisco IronPort Email Security
Plug-In\Common\config_1.xml, config_{N}.xml: = OF Z (X1 —H% 7 &
T hOBIZE S TR 9,

¢ \\%allusersprofile %\Cisco\Cisco IronPort Email Security
Plug-In\Common\CommonConfig.xml: 7 7 7 7 A /L DG, 0 —7h
VEB—=vary 77 ANVDAFI(T 74NV DR — ) E—vay 77
AMT en-USxm) RE VR— K FTZ T A LWEBALT T 7 A D
FICHET DR T — 2 B EENET, EF ANV T T T
LDOREHHREHEML T s 77 ANVORFHEERL,—fFA R
= T ur T nE I OREFRERBETE £, A ATRER
H—=h ) EB—vary 7y ANVEFRRLIEHETR—A I E—2a s
T ANEERT 5T T LW XML 7 7 A LD4ETAZZ ZTH
W 20ERH Y 7,

¢ \\%allusersprofile %\Cisco\Cisco IronPort Email Security
Plug-In\Common\Reporting.xml: # %5 A[ G272 g K A — /L $ A X7p & |
Reporting Plug-in {ZB#ET 2R ET —F HWMRFESNET, ZOT7 7 AL
EEWESTDHZ LIEIBEIDL EEA,

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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]

\% allusersprofile % \Cisco\Cisco IronPort Email Security
Plug-In\Common\Localization\en-US.xml: = — % /L S B#E T 5
T—ANEENET, T 74NN DOSFFEIXIEGETT, 7272 L de.xml,
es.xml, fr.xml, it.xml,zh-CN.xml Z & W< Dnpa—h JE— 3 v
77 ANHPERARE T, 2SO xml 7 7 AL OHR TR EEE
EHEPTDHEIL A AT L xml 7 7 ANVEERL . ZDT 7 AV
CommonConfig.xml 7 7 A /L OHFTHMTE 7,

L <FEE-ESORAICHIEDXFIID LEEBELLZLNTLES

WEETDHE . TSTAUMNEL KHBBELAGLKRYFET,

WOBL. en-US.xml 7 7 A WVIZEFEEZMZ DB %~ L TWET,

LAR—bF V= LR—NDOTHF AN ZEET AL en-US.xml LD
xml 7 7 ANDRDE 7Y a2 BR L AFETERLEINTNETH R
N ERREL £,

<group name="Mso.Report.Button.Cations">
<string id="blockSender">Block Sender</string>
<string id="spam">Spam</string>

<string id="ham">Not Spam</string>

<string id="virus">Virus</string>

<string id="phish">Phish</string>

</group>

A MVICHAZ BT 2583 A ROEIICTHFANEL
BTEET,

<group name="Mso.Report.Button.Cations">
<string id="blockSender">Outlook ZHL THEEHFLX T 1y F</string>
<string id="spam">A/ XA ¢ LTV AR—b</string>
<string id="ham">A/ALTRWVWELVR—b</string>
<string id="virus">U AN RELTUVHR—b</string>
<string id="phish">7 4y 7 KEL L TV AR —b</string>
</group>

[ oL-22158-03-J
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BCE_Configxml 7 7 /1 LZERALf-—8HA2V A =L

AFvFS2
AFvS3

ATvF 4

G

BCE_Config.xml 7 7 A WV ZEH L T—4H A4 > A F =L Z21T 5 ITIL RO F
IEZ 34T L £,

\% allusersprofile % \Cisco\Cisco IronPort Email Security Plug-In\Common

T4V 7 NVICBEIL £,
config_l.xml file &IV, ZNEHIFRL £,
BCE_Config_signed.xml 7 7 A )V Z DT 4L 7 M J{IZat—LT. 774
V4 % config_l.axml \CEFEL £,
\% allusersprofile %\Cisco\Cisco IronPort Email Security
Plug-In\CommonEncryptionConfig.xml 7 7 A /VIZEE#H L £7,
CommonEncryptionConfig.xml 7 7 A WVIZIRD X T NG ENTND Z L &
AL ET,

<accountFileNames>
<accountFileName filePath="config_1.xml" emailAddress="*" />
</accountFileNames>

FEDR AL NOBRIRS N2 —FETERET DT EZDOR AL
BEL A= TR RXELTHEEL T, CommonEncryptionConfig.xml 7 7
ANEERTHLEND Y £7,

22X v RARaDa—Y R FICBCEa Ly 7 4 Xal—Yay 77y A)VE
WHATAHITII KOLSICEFEL £7,

<accountFileName filePath="config_1.xml" emailAddress="*" />

DRDOLIIEDLY £,

<accountFileName filePath="config_1l.xml" emailAddress="@cisco.com" />

accountFileName ¥ 7 ZHBHIEET 255 13, £ilepath & config_2.xml,
config_3.xml 72 & & L ET,

wIZhlZ R~ L £,

<accountFileName filePath="config 2.xml" emailAddress="@cisco.com" />

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
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ATv76

()

AL A=V DFET BN R_R=D)THA SN TV D HET /A A —L
EEITLHAL L av T 4 Fal—vay 77 ALVORERH(G3-19 <—)
WCHHA SN TWAFETCH AL~ A RSN XML 7 7 A VA BB L £9,

\% allusersprofile %\Cisco\Cisco IronPort Email Security Plug-In\Common
7 4L 27~ U DONE%Z {SHARED_DIR}NCONFIG_FOLDER} (2= &' —
T HMENH Y £9, {CONFIG_FOLDER} IZ Common 7 # /W& N F(EL
TWADMENRDH Y £97, UseCustomConfig 2~ K RT A—H|ZL ) AHE
LA L a7 4Falb—vay 77AVEAL L ARN—/LTHEHT
ETHEITHRY £,

ARAL AV IT4F¥aL—aay 7274 IILDER

a7 44X alb—vay Ty ANDORENTET L% BRI 72
F—ZEML EEEOIAF L AL T X2l —valy Ty AR AY
AN—=FIZL>oTHEHEIND LI ICTIHILERSY £,
UseCustomConfig = v K 74 NI A—FE2MHHTHE A AR —
THAZ L A7 4Xalb—vary 77 AVEHHL, A AN —/LVEEIC
BRIV EDOH LA 7 4Falb—ay 77 A0VERHL TND

T FNE DN ALRETE ET,

—HEA AN =VDAT T 11 TROWELEMHEHL Ca~vr N 740
725 UseCustomConfig ¥ —Z B (1 X b —/LDFEIT(3-1 X—=V) &%
)L E£9,

Cisco IronPort Email Security Plugin.exe /exenoui /gn
UseCustomConfigs="\\{SHARED_DIR}\{CONFIG_FOLDER}

=DRIC AR ARENT-ary T 4Falb—ay 77 AL~DIA
FREELEI,

[ oL-22158-03-J
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0D TUF
UseCustomConfig IAMHZ KD 2~ F A2 TE £,
e AppDir="C:\CustomInstallDir": # A ¥ L ¥ —4 v b 7 4L 7 8V %f5

ELET,

o SkipReporting="TRUE":?/RD A > A b —/L DL R—hk 7577 A % &
L £,

o SkipEncryption="TRUE": XD A > A b — )V DiF AL T T 7 A > % 5
[ D=

Cisco IronPort Email Security Plug-in 7.3 EEH 1 K
m. 0L-22158-03-J |



ﬂ( B CHAPTER 4

Cisco IronPort Email Security Plug-in

for Outlook M EXE &R

Z ME T, Cisco IronPort Email Security Plug-in for Outlook T F 7] #E 72 £
REIZ DWW TR L £ 97, Cisco IronPort Email Security Plug-in {21, Outlook
BFA—N 70l T AEEHBHTLIEEAO X 2T 4 T 7 A0
BEINTWET, ZOBONRIZ KD LEBY T,

Cisco IronPort Email Security Plug-in For Outlook @ 2% )72 5% &
(42 X—V)

Outlook 77 7' A D HEARHE (4-3 ~2—3)

RERBEAA—IVICEDARA TANVA BLORT 4 v THED
R (4-4 =)

A A=V DO (4-10 ~—)

Flag B L O T A7 b v THESAL DX IE (4-12 _X—2)

Flag 1551k (4-14 ~X—2)

TAZ v T (421 R—=)

WafbESnltx a7 Ay e—U%00 THET 56 (4-45 ~—7)
B RE DT (4-50 ~—3)

TT—BIRN T TNV a—T T (4-52 X—)

BWY —VEERLIE N 77 Ay 2a—T 47 (4-58 X—)

Cisco IronPort Email Security Plug-in @7 > A > A k — /L (4-61 ~X—3)

[ oL-22158-03-J
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Cisco IronPort Email Security Plug-in For Outlook @
ST TE

Cisco IronPort Email Security Plug-in (XM 577 7 ARV KR— K 77
TAIRE D Cisco 7T ALY R—bFT27 Ty b7 4—AT
Ty

9", Cisco IronPort Email Security Plug-in @ %723 €I [Options] ~2—
MBATH ZENTEET,

Enable E& 7=(Z Disable

7 7 4V | Tl&,Cisco IronPort Email Security Plug-in |31 > A kb — /LERFIZH
ZhiZ 72 v %97, Cisco IronPort Email Security Plug-in X% D 5T ) & HE40{L T
xFET,

e Outlook 2010 Tl [File] > [Options] I[ZBEH L EflOFEF— 9 v
/N—71 5 [Add-ins] ZIBIRL F9, RIS, N—T O FEIZH D [Manage]
Ray 7 Xy A=a—5 [COM Add-ins] ##R L [Go...] & 7
Uy 7 LET,

¢ Outlook 2003/2007 Ti, [Tools] > [Options] > [Cisco Email Security] ®JIH
WZREIL 1,

COM Add-Ins 2=l
01 valal
Cancel |

[ Microsoft Access Outlook Add-in For Data Collection and Publishing

[V Microsoft Exchange Unified Messaging add

[V Microsoft Office Groove Proxy For Qutlook Add-in —I—
[V Microsoft Office SharePoint Server Colleague Import Add-in

v Microsaft Qutlook Mobile Service (B |
[V Microsoft vBA For Outlook Addin LI

Location: C:\Program Files\CiscolCisco Security For Outlook)CiscoSecurityShim. dil

Load Behavior: Load at Startup

[COM Add-Ins] 7 -t > R 7 T, Cisco IronPort Email Security Plug-in O =
IRy J A%AZ7ICLTIOK] 227 Y v 7 LET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Outlook 7545 4 > DELREKTE

T K =—H X [Cisco Email Security] % 7 TR EHE 2% ETX
7,

¢ Qutlook 2010 T{Z,[File] > [Options] > [Add-ins] > [Add-in Options] >
[Cisco Email Security] ONEIZBEE L 7,

¢ Outlook 2003/2007 Ti, [Tools] > [Options] > [Cisco Email Security] ®JIH
WBEIL £7,

[Cisco Email Security] # 7

Add-in Options ==
Cisco Email Security
NI
CIsSCcO

Encryption
Encryption allows youto send encrypted email using the Cisco IronPort
J‘J encryptiontechnology
[¥] Enable [ Encryption Options... ]

Reporting
- Reporting allows you to submitfeedback to Cisco Systems about

f i unsolicited orthreatening messages
Enable [ Reporting Options... ]

Logging
A logfile writes and lists all actions that have occured

/ [ Logging Options... ]
Diagnostic
The Diagnostictool collects all plug-in related information
s
|
= [ Run Diagnostic ]
en-US - [ About ] [ Help ]

[ OK ][ Cancel ][ Apply ]

TR =P ZDOF 7T [Enable] F =y IV Ry 7 A% F T HT L
XY BB VA= v X AR TEET SHICRELTTOIC
/&, [Encryption Options...], [Reporting Options...], £ 721 [Logging Options...]

RE a7y 7 LET, 2R o—3 % MRS Y — L&l
ﬁH L . Cisco IronPort Email Security Plug-in CL AR — k ZFfTL T AapH
R—MIHEETLHIELTEET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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FEGEFA—INICKDARNRL IR,
BEUT 1y THEORS

ViR—h 779742 ATH L. 2 F 2—W i, anLt B A—Jb
MARKNT 4 THRE FTITTANVATHSTGEEICY A ITHE
TEET,E B TANRLEHHENT A %/I/_Ob\f?b%l%ifé‘i’&
(TN EINET),

Cisco IronPort Email Security Reporting Plug-in for Outlook {3, Outlook ®
[Options] =V EHHL TRETEET LA —FEFADTTHITIT KD
FNEZEFITL 97

¢ Outlook 2010 TiZ,[File] > [Options] > [Add-ins] > [Add-in Options] >
[Cisco Email Security] DJAIZFE) L F 9, [Cisco Email Security] % 7 C,
[Reporting] 7 « —/V K @ [Enable] = v 7Ry 7 A&4 2L 7,

e Outlook 2003/2007 Tl [Tools] > [Options] > [Cisco Email Security] % 7
DNEZFEB) L £, [Cisco Email Security] % 7 C.[Reporting] 7 - —/V
K@ [Enable] F=v 7Ry 7 A% AL £9,

LR—k T3y
L AR — bk OFEIX [Cisco Email Security] X—ZH Y £3,LF— K D
TErEERT DT RO FIAEFITL E9,

¢ Qutlook 2010 T{Z,[File] > [Options] > [Add-ins] > [Add-in Options] >

[Cisco Email Security] DJIEIZF#) L | [Reporting Options] R ¥ > % 7 U >
7L ET,

e Outlook 2003/2007 Tl [Tools] > [Options] > [Cisco Email Security] % 7
DNEZFE L | [Reporting Options] R ¥ %7V v 7 L E7,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K

0L-22158-03-J |
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[Reporting Options] ~~—3:

T Re porting Options

Spam and Threat Reporting
(= [] Keep a copy of sent repart

Dizplay notification when an email iz successfully reported

Dizplay notification when multiple emails are successfully reported
Add security toolbar to main window

Add message reporting options to right-click menu

Add security toolbar to message window

(] 8 ] [ Cancel

*AFoay

ST,V R =P RRETEAHLAR—K A7 a3 2O TiAL

i‘j‘o
e BIL
Keep a copy of sent report T IV TIE ARNLERITTA

WADEF A= AvtE—2 5D
WMEFR S TANRLFEIT T AV A
ThdLENEINEEF AL
AyvE—IIconT . = R o2—#
DY ATHRE L TZGE.ZDRE
SN WEE T A—VITHIBRS R
T, 2047 g VERIRT D
LB ANITHIBRESNEE A,

Display notification when an email |1 kDO EF XA — /L3 AN LR 17 4’ Ju
is successfully reported AL L CTEFICHE SN GEIC,
N~ Ay =T % Outlook D
AT TRy 7 AR RTEE
T ZOF T arEFTICT D
ELZDEATRT Ry 7 ATFER
SNEEA,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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AT ay

aEA

Display notification when multiple
emails are successfully reported

—HEDOEA ANV NARLRLT A
VAL L TEBICHRE I NS
W B E R T Ay =%
Outlook DX AT a iRy 7 ATF
RTCEET, ZOF S v arut7
T BE. 20X AT TRy 7R
IFRRINETA,

Add security toolbar to main
window

T AN TIE 2R 2—FR
Cisco IronPort Email Security Plug-in
A A —/L3 % & Outlook D
A DAV RTICT T T
V=R —=BIENET, ZOF
TvarkA 7T E DY —
L3 —1% Outlook D A A2 7 4>
oz EEi,

Add message reporting options to
right-click menu

5 7 # L b TlX.Cisco IronPort
Email Security Plug-in % A > A |k —
V9% L& Outlook DAV Y v 7 =
VTHXFAN A=a— VAR —F T
FTA DA = 2 —THH BN X
nNEd.2ofr7varEF7IicT
HEZDOA=a—THAIFAZ Y v
7 ary7H AN A= —TBEIE
NEHEA,

Add security toolbar to message
window

T7 AN TIH 2R 2—FR
Cisco IronPort Email Security Plug-in
EAVAN=LT oL B AL
AvE—=T U4 RVICTTTA
YR =RNEMESNET, 20
FTSarvEATICTHE YV
N TEF AV Ay E—T Uy
YR UIZEBMSLEE A,

Il Cisco IronPort Email Security Plug-in 7.3 E38& 4 K
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Reporting Plug-in for Outlook O A /5%

HME

RANDT 4

Cisco IronPort Email Security Plug-in for Outlook Ci%, =¥ K = —# |3 %[5
MATZELIEARATANA T 4 TDA—)VICDNTI A
W7 A= NNy V2R ETEET L EAFBOBINTGEOLANRL L
LTI REGAI.ENDDE S A= Ay E—VIZON Ty R TH
HTCEET v AATIHR.ZOT7 4 —F Ay ZEFENL T AERA Y E—
UNEERy 7 AREENRNE T AV ERHL £,

IDTTTAEA AR —I)LT B E Outlook D A= a— N—LFH7
Vo2 Ayvt—U A=a—lflfligA o Z—T = A APBMESET, Z
DALVE—T oA RZAREHL T ANNA TANA T 4 T DETF
A—)LR FRST Eézh?i %%w/lx%:ﬁiiﬁ‘é ENRTEFET BT AL
EHRETHE VAR IR EREINEILERT Ay E—UREREINE
T, TR —FRHEL 72 2 ‘yt~““&i CAADEBTA—I T 4NH
DL SN ET, ZNICE > T ZEN L AIZ—FIIZEY S 6
D A= )VOREENHD L ET,

—knRv Y

ZOFTTAEA LA =T D & Outlook ([ZH 7212 — /L — 3B
SNET, Z DY — L N—|ZiL, [Spam]. [Not Spam], [Virus], [Phish], [Block
Sender] A~ Z v 3G £ TV E 9 ([Block Sender] (= K 22— Dk
A=V Ry JRABLBFA—NET oy 7 LEEA),

File Edit View Go Tools Acions Help Adobe PDF

& snaght [ | wWindow -

41

L@ Spam [ jMNotSpam Lg Virus Lg Phish £ Block Sender =

[ oL-22158-03-J
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INBEDORZ L EHHEHAL T ANRATANVA T 4T DA—)VER
HELET (T 4y TR X ARIER (B3 Web A Mz 27 LT
WABEFA—NEIEDDITAHBETT , 2D Web A NI . 7L
h H—REE OQEOLBAL ERAT — R HDREREE2E MADE
A RAEZEEICRESELZEZHBME L TOWET 2 & XT EADER
1T BT %2 RIEICE R T 5 81 A — VD infos@paypals.com 7> 5 2515 &
NTLDHZERHY £9), 512, = F =—H% [Block Sender] 78 # >
IV T HIELTEET, ZORZ L Z2 Y v 735 & Outlook D
KA — VKT 7o a v Thad TEEEEZFEELS Y A NMIENT5
FEREDMEBN L £ 97, Z OMEREDZEAIZ DV Tl Microsoft D K % = Ak
EHRL TLLEE0,
F A7y aryTX AN Ama—%HHL T AL EBYHEESNE
A=V TDANVA T 4o T hERETHILELTEET,

Open
&% Print

4 Reply
=@ Replyto All
=

Forward
Mark as... » [ a Spam
Follow Up » |L-] Mot Spam
Categorize b |Lg Virus

¥ Markas Unread Lg Phish
Find All »

[ Create Rule...
Junk E-mail »

>( Delete

[y Move to Folder...

2] Message Options...

SHIC Ay E—Y U4V RUDRE U HBEHL TLANA T AR,
TA T BOEINTE ANV ERETCEETESEINE AL E
Z RS TANRATANAR FEZ T 4T L Tw—27 3N A—
T,

R | * ¥ |5 Re: We have toffee.. - Message (HTML) - B X

®

a2l
—
Message Developer Adobe PDF

3 Move to Folder ~ A = » = L= Not Spam
_é _ék] _E& x L‘j Create Rule % Q/SEfE = ‘JE v J 9’3 r_a (g Virus

Reply Reply Forward | Delete 3 Block | Mot Junk Categorize Follow Mark as Find Spam
ta All 2] Other Actions ~ || sender — - Up~ Unread - (L@ Phish
Respond Actions Junk E-mail (F Options (Fi Cisco Email Security

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
m. 0L-22158-03-J |
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AL IANR . T4 9V TELTRESNEEFA-ILDAVvE—CUREBOFN

AND GBS TANA T 4o T ELTEFA—I Ay B—U 00
HEENEEE . FOA Yy E—TFRO LI ENET,
ZREMNAD Ay =

ANRD TANA FRE T 47 L THRESNEZERN L AD
Ayt —13 [Junk Email] 7 # VA IZBEI SNV ET,

o [FEANRLIEHMESNEZENADAYE—VIH[ZEN A7+

NEIERSIET,

KXy E—:

o ANRATUANA FHIETT 4T L THESNTZERERA Y —
Ui [Junk Email] 7 # VZ IZEESN £,

[FEANRL | EHMESINTZEKE A B—VIE [ZERN VA 7+ VZ TR
BanEd,

ZELEEFA—ADRARLLEBSBEINTEGG(DEV 7oV F2 T
S 4, [Junk Email] 7 4 V& (226 5746 ) 13 [Not Spam] R ¥ & 7 V) v
JLCBEFA—APESEESN-Z L ERETEET. 2NICEY 5%
CDOERFBENLDA—VFANRLE L THEEINRNE DI £97,

4G KD Gewm Bl ¥ B

2y Related -
Reply Reply Forward || Delete Moveto Create Other

Block [ Mot Junk Categorize Follow Mark as
to All Folder~ Rule Actions~ || Sender - Up~ Unread || Wi Select~
Respond Actions Junk E-mail {F]

Options (F] Find Cisco Email Security

TUR 2= PRI v s AL TFRAL A= — AL T ESES
N A—MZ~v— 2 2T 5 L b TE ET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Open

&% Print

& PReply

4 Replyto All

% Forward
Mark as... 3 Q! Spam
Follow Up » |L-] Mot Spam
Categorize b |Lg Virus

j Mark as Unread @ Phish
Find All »

%% Create Rule...
Junk E-mail »

Delete
3 Move to Folder...

2] Message Options...

BEFA—ILDOESIE

BBt A 2T HE . 0 R a—WF ¥Ry MU — 27 O

B A=V EZRETHHNC T AZ by T b A= L EREE b L7200 B

BNV BEREBEBLFA—NICT T T ERETHIENTEET KON TL

MO LA 7Y a BRI £,

o Flag BBt Flag Bs 5{bA 7> a v &M+ 5 & WS LA BERE
A=W T T T ERETEET, 2 DFEF A—/ViL, Cisco IronPort 551k,
TTTAT VAL S THEBILESNTHE, Ry b T — 7 OIERIZEE
S E T Flag K5 ki, =2 . = —WFEMIMNEE T 5 A — L A1
FAET HMERDH D BN TERFT D A= VO S bELE L Ly
AN TE 4,0 & IR BB OERIEEZ T > TV DT,
BEICEET HANCEND OXLEELR ST HILERDH Y £,

o TR KNy THEEAL. T A7 v 7K S Tld. Cisco IronPort 5517
7 JaY—%MH L T Outlook N HEF A — L2k T& £4, %
D% EBFLENTZEFA—NARBT AT by ThLREINET . T A
7k TEEEIE. = R 22— BB A TRIET D A— L 2K Bk
THUEND DGEITHEATE £, 72 & 203 RN &R o 5
DEFIZBNWT TR TOREMET — 2 25T 2 0ENH LY
HRETT,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
m. 0L-22158-03-J |
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& 4-1 Flag BEEEETR O v THEEEDT—2o 70—

Flag
=214 @ — [ ——> = > — >
Cisco IronPort Email W 5{bxfg & LT Exchange W=7 77 A
Security Plug-in 2 7 77 B"@ESH Server TR nx—H
HA+2EFA—N 7 TAvE—Y K& kE
FALTV b LT T
ckyF r— — — 7
met {00 — =
’ . . BEkshi Exchange Wb 7 7747
Cisoonpon B ey FEEELE G S ien s
ug-in NS =V ERET

I TAT NP —BRERE

GRS

SEEEEE HIEELRVEA D B Y
_______ 7.

5k J7 T, Outlook B+ A—/L T H T > b D
BCE_Config_signed.xml 87 7 ANV Z2E 5t TH 2 LIZX o TRED £
9,7 7 4V b Tid.Decrypt Only E— K BREMIZHY 5, = K 2—F
ELVE LA D S HHIE 2D BCE_Config_signed.xml 7 7 A V%55 L THH 5
kT2 LIl THEILARAEHECTCELLIIC AV A= NVEER
T& %7,

[ oL-22158-03-J
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Flag 8 LUTRI by TEEEIEDERTE

TR 2—H% D Outlook EF A—/V THU L NDT 74NV hDaAL7 4
Fal— a3y F—NRE DecryptOnly TH, 7 7 7 E/lIhi5{LHREZ B XD
T DI BB DR 7 7 A NV EEHRENLZITIRY T EHL
TV R 2—YOBBF AN THUV UV FERELET. FH. 77 7BIW
B LMSBE X —FE A v A b — ko THIMETE 4, 4EA 2 A —L
T, —#HOI T 4 Fal—vay Ty ANRI—FORET +VFITH
iAW ET H L L 72 A v &—1Z BCE_Config_signed.xml s 7 7 A
AREENTODLEAIL. K 2a—FRZz0ar 7 4 ¥al—vay

7 7 A )V EHLE)T 5 & Encryption Plug-in for Outlook 73 H BIAYIZEEE XL E
9, Cisco IronPort 55117 7" Z A 7 > A £ 7=1% Cisco Registered Envelope
Service (CRES) I%, ¥ — Hh— "t L THEHENET, = F 2—FRT ¥
Y EEFFO T RWERIR REE RO DT n T N RFRIRSNET,

WKD3IHO>Day7 4 Fal—rary F—RE2HHETXEST,
e Decrypt Only: (5 L 72l BALE T A — L Z2E L TEET,

e Decrypt and Flag: Z 272 E+F A —/V Ay EB—YDEG{LET T THE
FITHZENTEET, 797 A7 a2+ ae . n R 2—F
IR AL E A A— NI T T T R ETEET, ZDE T A—
VX Cisco EF A= X2V T4 TTI7A4T7 AL > THE=1L
SINTHL Ry NT =T DOHAEIZEESINET . 7 77 BPREINT
Ay =V EBRHL TH—A"TEZIHTEDL LIV —"ORELXIT
MERH Y 97,

¢ Decrypt and Encrypt: Z &7 A —/V A vEv—T DKk L H 51k
EITHZ ENTEET,

Email Security Plug-in D> 27 4 Fal—ar 7740
D EN

TR 2—%E Outlook EF A=V T AT ENHD
BCE_Config_signed.xml #i5f+ 7 7 A W 2185135 Z & 1T & - T, Outlook
EWFA—IN T AT OIS LEFEIMELTEVRET DI ENTEET,
T R 2—HFDOZE N AR T 7 A NATE OB A — LR 720 IGH
L ANRL A=V ETTREA— VDT F NV E TR TLIEE N,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
0L-22158-03-J |
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AFvF1

a7 4 FXalb—vary 7y ANERET S EBCE_Config_signed.xml s
77 ANATEDEMA Yy =V EZELIEEF AN T HU L MY
TITAVBRESNET,

WHEIX. ST A DA A —/LIRFIZ Jave Runtime Environment (JRE) 8
HEIICA VAN — v ENFET, A AN — VIR G EIE KFHO
N~Va/L6%4/%%~»LT7774/T@%LT<téwO

Outlook B AN THT L MIH L T2 T 4 T 740280
RETHICIZ.ROFNEEFEITL £,

BCE_Config_signed.xml 7 7 A JVDNISAT S AT lFN A — v A v — % B
TET REDHEHHICOWTHREZ RO D Ay BV NRRINET,

=" R~ BCE - Message (HTML) =l i
T [ message | NewTab @
A Meetin !
o B B3 Becting |
Reply Reply Forward &, Mo
All
Respond
From ‘accounti@cisco.cont Sent: Thud/16/2012 11:10 AM
To: ‘account1@disco. com! ]
Cec
Subject:  BCE
I Message | || BCE_Config signed.xm (15 K]
iz}
TEST
Cisco IronPort Email Security Plug-In e
'9 TH mes g cure attachment with settings for

Bo 0 you wan u pplym e settings?

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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AFvF2 [Yes] %27 U 7 L C,CiscoIronPort Email Security Plug-in Z 7% & L £, 7%
ENEFICHEAEND & Ay E—URRRINET,

=1 R+ BCE - Message (HTML) = 8 ®
sage | NewTab > @
Meztin: .
Lo L £ Bmeans =
Reply Reply Forward B wo Manage Secure
Al Message
Respond Cisco Email Security|
From: “account t1@dsco. com' g Sent: Mon 5/20/2012 3:44 AM
3 ‘account 1t @cisco. com §
Ca
subject  BCE
I Message | | BCE_Config_signedxmi {15 k)
=]
Cisco IronPort Email Security Plug-In == -
\0\ New changes have been successfuly applied for account! @cisco.com
-

Flag B551t

Flag W5 b A7 > a v AT 5 L =0 F 2 —F IR S LR LR E T
A=W T T T HRETCEET, ZDEF A —/LiX. Cisco IronPort 5 =1L T
TIATVAERTBF AN X2 VT 4 T T ITAT AL - THE
FEENTHL . 2y hT =7 OAEBICERFE S NET AN F Y N T —T 0
HAERIZRIZEEND A=K L TANRART AV AD AF v o BNLTER
LA X Flag B b FXEEHT 0 BN’ H 0 £,

Flag K5k D% TE 1 [Cisco Email Security] ~X— 128 ¥ £ 97, Flag 5 51k
REAZEET DX RO FIREZFATL 7,
¢ Qutlook 2010 T{Z,[File] > [Options] > [Add-ins] > [Add-in Options] >
[Cisco Email Security] > [Encryption Options] DNEIZBEE L £,

¢ Outlook 2003/2007 T, [Tools] > [Options] > [Cisco Email Security] >
[Encryption Options] DNEIZFEE L £7°,

G5t T 7 A v B F XSk 3 5 121X, [Cisco Email Security] %
7 C [Encryption] 7 4 —/V K @ [Enable] = > 7R v 7 A&t i
ZiZLET,

[Enable] 4 L IZT A E B AN Tl T L5hbE2FaT 2o Xo—
T T A— NV ERETEET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Cisco Email Security @ [Add-in Options] ~<—73:

f ~
Add-in Options ==
Mail Anti-Virus | Anti-5pam | Cisco Email Security

i
cisco

Encryption
Encryption allows youto send encrypted email using the Cisco IronPort

¥ encryptiontechnology

Enable [ Encryption Options... ]
Reporting
_ Reporting allows you to submitfeedback to Cisco Systems about
i unsolicited orthreatening messages
Enable [ Reporting Options... ]
Logging

A logfile writes and lists all actions that have occured

[ Logging Options... ]

Z m

Diagnostic
The Diagnostictool collects all plug-in related information

[ Run Diagnostic ]

en-US - [ About ] [ Help ]

‘ o) (e ) oo

Flag g SLDA TS a >

EEEE7HhO 2 b

[Encryption Accounts] ~—3 21X Flag B 5L 7 7 7 A4 > Oxt& L 72 53X
TOEFA=N 2= TAT L M PRFERENET BT OOT AT~
MIXIEL TR THT Y NOEF A= T RLRALRES{LY AT 033K
IRENFET,[Options] 27 Vv 7T BINT TN TRLVRAEXT LY
U v 79 % & [Encryption Options] ~X— 23 & £ 77,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Encryption Accounts] ~<—73:

<<<<< . Encryption Options - - EI_I&J

= Encryption Accounts
" | . . .
Your Outlook accounts are listed. For each of these accounts, you can apply different encryption
settings.

(oo

Accourt Address Type

account 1 @cisco.com

account 2@cisco.com Flag

0K | [ Cancel

~
¥ Outlook ®HF M T H77 > i [Encryption Accounts] U A k{2 B EAYIZEMN

SNET,Outlook 7 AWV FRHIBRESND & EDT D X
[Encryption Accounts] U A k75 BEIAIZHIBR S L E T,

FlagiE Bt Sh-BEF A—ILDEEAF T3y

TR :L~47“‘755%F — LD bELEE L TWAHSRE EHEITFD
BT AN~ —7 (7537 )R TETHILENHY 9,21
WX EBENERLIZ T 4 VX B flio TR AERLER Ay B—T%
AT EET,

S

F 0 R E LM ERE %fww TS5 EBRETAHIOREEALFRTIZLIEL
SHERET DL IICEF AN T ANEEETTIHIVLERHY TR, 20
ERITEREZ T NEITTEET,

[Encrypt Message] 7~ & 21 i aﬁ?X—ﬂ/@{’FE}ZHﬂ% EHTEET ROV
NWNDFETE LS A= VI SO~ — 7 ZRETEET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[General] 27

K DX 1%, [Flag Encryption Options] @ [General] % 7 %/~ L TWE T,

w4 Encryption Options - accountl@cisco.com l = LX)
{General | Connection | Remember password|
@ Flag Subject Text [SECURE]S{subject}
() Flag ¥-header
Flag ¥-header namelvalue:
() Flag messages using Sensitivity header
[ ok |[ Cancel

& D [General] DF 7 3 U HIBIRTE £,

[Generall DF T 3>

]

Flag Subject Text

E{F A—/L D [Subject] 7 4 —/L N IZT %
A NZBEML T EFA—ICEEko >
Z 7 T B 2 LT & £9, [Subject]

T 4=V RITBMTHTHRARNEATL
T B A—NERFETOINERD D Z
LERLET (T 7 4V MEIZ [SEND
SECURE]).

[ oL-22158-03-J
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[Generall DA F< 3> {E

Flag X-header name/value FEEA—MIT x Ny X —5BIL T &
A= )VZHE AL D 7 T 7 21T % 2 &R
TEET A 2DDT7 4 —/LRITx~v
H—% ANDLET (T 7+ Mal
x-ironport-encrypt T9),2 DD T 4 —)b
RIZ true F7213 false = N1 L F7°, l'true)
EANNTHEFRELLE x ~y X =10
Ay =V RS bINET (T 7 41

}\ fﬁ@i (truej ) o
Flag messages using Sensitivity |Qutlook T/, WMEEICRT A~y X —%B
header ML CEFA—NLDO a2t 757 %

Ay—VIfHF B ENTEET, 2O
J5iE %3RS 5 & Outlook DR E TR
By X — AL TEF A— VRS
D~—JEfTDZ ENTEET,

[Connection] 2 7

K DX 1%, [Flag Encryption Options] @ [Connection] ¥ 7 &/~ L T\ E T,

f ~
w4 Encryption Options - accountl@cisco.com l = e

@ Flag Subject Text [SECURE]S{subject}

() Flag ¥-header
Flag ¥-header namelvalue:

() Flag messages using Sensitivity header

0K | [ Cancel

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
m. 0L-22158-03-J |
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R @ [Connection] DA 7> g VINBHIEIRTE £,

[Connection] DA TS 3> |fE
No proxy TaX R L WG EIZEIRL £97,

Use system proxy settings FTITFIVINDU AT L T axREEH
AT B2LEEITEIRL £,

Manual proxy configuration BEOTaX v OBREEANTIHHEIC

EIRL £9,
Protocol T 7 4N OEFRHREEMALRNI &

IR L 7255 1L, [HTTP]. [SOCKS4],
[SOCKS4a].[SOCKS5] D\ o~ 1
I EBIRL 9,

Host VAT AERITI T eX —RDOEKR R
LETIZIP TR ZAEEEL T,

Port VAT AELIZTaX T RO FE— K
ZHREL 7,

Username P — N TCa—P LN NLERIFEIC 2—
4w NI FET,

Password VAT LELET RF Y F— TR LT
AN LTz —HFH4ICEET LA —R
AL ET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Remember Password] & 7

K DX 1%, [Flag Encryption Options] @ [Remember password] % 7 %7~ L TV
i ‘3‘0

-
<<<<< % Encryption Options - accountl@cisco.com = e 23|
Remember password | Advanced

() Mever

) Always
@ 1440 |2 minutes

[ ok |[ Cancel

X @ [Remember Password] DA 7" a 6N L £97,

NRAD)—RDAFTL a3y |E

Never IDF TV arEERTLLE EF AL
BEEALE IR T B L X FICHE
FAL/SN AT — R BYBE|C fx@i?‘

Always DX Ty a v EEIRT D L RKAICE
A—NEE B L E IR BT D & &I
DI WAL/ R A T — R DB Y £
FTNRAT—=REF vy rashEd,
Minutes B b AT —R2B3F vy a23NbH L9
T 52T, 20F S arad L E
T, NAT— RN EHWHTETOHEE A
T KAEERL CTofEERL £
= EELU#F'?# R4 s R
—E, %ﬂ:ént B A= B
BT BB BAL R A T — R OFA NS
272D F£9,7 7 A0 M id 1440 53 TT,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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TR by TS

F27 ~y FREBbA T 3 > T, Outlook N6 ETF A —/LZIEEAL
L. ENET AT by ThEEETEET,

T AT K v TEESAL O E L [Cisco Email Security] <X—JZH Y £3,7

27 by TR GALOREEZELET DT ROFIEEFETL £7,

¢ Outlook 2010 T{Z,[File] > [Options] > [Add-ins] > [Add-in Options] >
[Cisco Email Security] > [Encryption Options] DNEIZFEEI L £7°,

¢ Outlook 2003/2007 T, [Tools] > [Options] > [Cisco Email Security] >
[Encryption Options] ONEIZEE) L £7°,

T K =—H%, [Cisco Email Security] % 7 C [Encryption] 7 4 —/L' K @
[Enable] = > /Ry J A% F 3 A 72T 52 LTSI 7
AV Z LRI ISNE T & £ [Enable] A4 2D L B AL
TaTTAnbEF 2T TR —T THE ALV ERETEET,

T K =—HZ [Cisco Email Security] X—Y LW EALT 77 4 2 B H%)
b/ TE TN ST — NI T 2L F |3 EHEN
BCE_config.xml 7 7 A V&> TITHO MWENRH Y £7°,

[ oL-22158-03-J
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Cisco Email Security @ [Add-in Options] ~<—73:

f ~
Add-in Options ==
Mail Anti-Virus | Anti-5pam | Cisco Email Security

i
cisco
Encryption
Encryption allows youto send encrypted email using the Cisco IronPort
¥ encryptiontechnology
. Enable [ Encryption Options... ]
Reporting
_ Reporting allows you to submitfeedback to Cisco Systems about
i unsolicited orthreatening messages
Enable [ Reporting Options... ]

Logging
A logfile writes and lists all actions that have occured

[ Logging Options... ]

Z m

Diagnostic
The Diagnostictool collects all plug-in related information

[ Run Diagnostic ]

en-US - [ About ] [ Help ]

‘ o) (e ) oo

TR MY TREIEDA T a Yy

EEEE7HhO 2 b

[Encryption Accounts] ~— X T AT by FWE LT T 7 A DOXxfR &
BROTRTDESF AN Z—=F TAT L MPRFRSINET HTIT 12D
T MZHIGELTEBY T FOEF A= TR REREZ{LZ
AT NEREZIINET,[Options] 7 UV VTN T AT N TRV A%

X7 N7V v 7925 & [Encryption Options] ~— 3 NP & F9°,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Encryption Accounts] ~<—73:

-
W Encryption Options - - == —

Encryption Accounis

Your Outlook accounts are listed. For each of these accounts, you can apply different encryption
settings.

Accourt Address Type

4

account 1 @cisco.com

account 2@cisco.com Encrypt

[ ok |[ Cancel

¥ Outlook ®HF M T H77 > i [Encryption Accounts] U A k{2 B EAYIZEMN
SHET,Outlook 7 H 7 > FBHIRESIND & EDT AT M
[Encryption Accounts] U A k75 BEIAIZHIBR S L E T,

[General] # 7

K DK%, [Desktop Encryption Options] @ [General] # 7 &/~ L TWET,

. O RZ7U—ria v b ERITHE [General) Z 7 O FEESR A T > a v
RTREINTWET R RARINDA TV 3 1% BCE_config.xml 7 7 AV
DOFRTEITINC THRZR Y F4,

[ oL-22158-03-J
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rE'.'}'!'o' Encryption Options - accountl @cisco.com EI_Iér
General | Connection | Remember password I Ad\ranced|
Server URL https://res cisco.com
Token file name data@id=1736%4a|d=57584name=SecureComposedde
Default expiration (days) 1 =
Default read-by (days) 1 =
Show dizlog during message encryption [ Encrypt by default
Attachment name securedoc_S{date} TS{time}html
Message security
[ Send return receipt Eﬂm
High

[ ok |[ Cancel
& D [General]l DA T a BB L £,
[Generall DA F< 3> {E
Server URL W5t — 3 URL Z A1 L £,
Token File Name = NI ETA—IN T TAT R LR

A=A TT =2 5T D720
WEH SN I AL ~—[HAGDF—TT,
B, 2B A Y ~v— FHR—FTD
S ERTE XA,

Default Expiration (days) R b S NT-ET A — A DEL 7 B %

BELET. AHE O RN RET D &
Ay —UFHEBEOINE R LI G

FHXEDORA =V EAS Z ENRTER

<V ET,

Default read-by (days) ZEENPEFLENTZ Ay -V gt &
TRINLIHMZ A THEEL 9. /68
L7ZHINIZ Ay B— UG ENRro T2
GEIX B EHFICEMNELINLET,

Show dialog during message ElbTH Ay —T 7 Lokt
encryption varv EATar Ry 7 AEFERTHIC
. ZoFFrarEr LT,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Generall DA F< 3> {E

Encrypt by default ZOF T arEERIRT L E EETLHT
RTCOBFA—I Ay EB—U0F 7 40
kRS ET,

Attachment name FI N NDOT R —41T
securedoc.html T, A7 7 A V4 OEIX
EHETE HELIZHLWARINZ N
— IR E R E T,
Message Security Faey7XZo JRRNE B %ﬂg@“éfﬁ
FA—NDOEXF 2T A EHTELET. T
7 4V M#IZ.BCE_Config.xml 7 7 A /LT
BREINTZETT,
~
b IITEELIEAyE—Y X
U7 AL AERH D A > B—T1T%F
LCOARBEHINET,

e [Highl: A vt —VICHEEDOEF =Y
T4 EEETD &K ﬂ:éht)‘ >
?—V%ﬁﬁ%flﬁﬁ_ék unuuﬁﬂz"@/\
AU —RPERENET,

e [Medium]: A v B—JIZHREREDO®
Xa VT 4 BETDHE ZEHDON
AT =R NPFyr v 23N THEHHEE
. FO Ay -V EEFLT L E
WCNAT —RZERENFEE A,

e [Low]: Ay E—VIZBWEX=2V T 4
EHRE LG GERIIREIITDR
ETMN B SlEshic Ay -V 2l
AT D & FITSAT =R RERE N
£HA,

Send return receipt X{m%ﬁ;ﬂéréﬂf_ EA A— LB

(CRARMERR 2 BOR T 51X, 204

/a/%@ﬁbi?

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Connection] & 7'

K DX 1%, [Flag Encryption Options] @ [Connection] ¥ 7 &/~ L T\ E T,

f ~
atls Encryption Options - accountl@cisco.com = e 23|

General | Connection | Remember password I Advanced

() No proxy
@ Use system proxy settings

() Manual proxy configuration:

Protocol @ HTTP SOCKS4 SOCKS4a SOCKS5
Host Port |1
Username

Password

[ ok |[ Cancel

YR @ [Connection] DA 7 T a N HEIRL £,

[Connection] DA T 3> |{E

No proxy Tax A MH LR VEASITERL £,

Use system proxy settings FITHIV DU AT A X HEH
AT 2EEIBIRL £9,

Manual proxy configuration BED aX T OREEZANNTAHIEEIC
BIRL £97,

Protocol T 7NV OEGRRTEER LW L

&R L 725813 [HTTP]. [SOCKS4].
[SOCKS4a].[SOCKS5] DWW~ 1
kL AL £9,

Host VATAERIT T e XY = RDE A R
LEIZIP T RL AEEELET,

Port VAT LAEREI T ey =D KR— b
EFEEL T,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Connection] DA T 3> |{E

User Name PN Ca—FLRNNERELSIC 22—
L NTLET,

Password VAT AFEREF T XY NI L T
AN LT —FLAICEET 5 /AT — R
EANNLET,

[Remember Password] & 7

W DX 1%, [Flag Encryption Options] @ [Remember password] % 7 %7~k L TV
\i TO

f ~
Wl Encryption Options - accountl@cisco.com l = e
Remember password | Advanced

() Mever

) Always
@ 1440 |2 minutes

[ ok |[ Cancel

X @ [Remember Password] DA 7" a 6N L £97,

NRRAT—RDAFLay (&

Never IOX TV a v EENTLE B AL
EEAACEIIRE ST 5 & Z T FICHE
AR AT — R BNREIZR D £97,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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NRAT—RDAFLay &

Always COX TV a v EERNT L L KYICE
A= N EBEALEZIIRE LT D & EIC
DI B EAL R AT — R NGB ZR ) £
FTNRAT—=REF vy rashEd,
Minutes WEAELNAT =R Ry aILd L
AT AT oA T a vt L
FI. RNy T orhs Fyyial
TR (%) 28R T . BELE
FEfI NI 2 & = F 2—H3 &

A =)L Z2 M EAL L 72 0 B kT B BT
FACNNAT =R OFANBLIEIZ/2 Y F
T,7 7 4V X 1440 43 T3,

[Advanced] %7
K DX 1%, [Flag Encryption Options] @ [Advanced] ¥ 7 &/~ L T\ E T,

¥ ORZU—ria v b EFRITHEK [General] Z 7 O EESR AT S a v
RTREINTWET R RRINDA T 3 1% BCE_config.xml 7 7 AV
DOFRTEITIC THRR Y F4,

r'('.';'('l; Encryption Options - accountl@cisco.com E'_Iér
J General I Connection I Remember p j || Advanced }

Unsecure server URL http://res.cisco.com

Connection timeout (ms) 20000 =

Socket timeout (ms) 30000 =

[] Display ‘Remember user key’ [] Display "Open offline’ checkbox

Display ‘Remember me’ [] Display ‘Remember envelope key’

[] Display "Auto open’ Display ‘Enable personal security phrase’

Add message bar Show ‘Reply” button in the message bar

Show "Reply to all’ button in the message bar Show ‘Forward' button in the message bar

Open in the same window [] Suppress applet from opening

[ oK ][ cancsl

S

& [Advanced] DA 7> 3 U HIEIRL £9°,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Advancedl DA T 3 >

&

Unsecure server URL

A=Y R=D~ VT THHATHIEER
X =27 X—=RAURL, ZDOA T a v &Em
L7 BIE MO ¥ 27 URL
(http://res.cisco.com) 23MiEH S AL E T,

Connection timeout

F— Y= "~ DOEHENMELS D ETIC
kT oIFHOR &,

Socket timeout

F— YD DT — X BT B R
DR E,

Display "Open offline" check
box

ZOFTvark@RT oL nrn—
7’12 [Open offline] = v 7 7R v 7 ANRFK
RENET,

Display "Remember envelope
key"

OF T are@ERTL L mNm—
7°1Z [Remember envelope key] F = v 7
RNy 7 ANRFRREINET,

Display "Enable personal
security phrase”

ZOAT v arvEERT L L 2 Nm—
7°IZ [Enable personal security phrase] & = v
IRy I APNERINET,

Show "Reply" button in the
message bar

A= N=PHENIR > TNDGEE,
A — /N—|Z [Reply] BEREINET,

Show "Forward" button in the
message bar

A=Y N=PHMIR> TN DY
B A= /N—|Z [Forward] NFE R X
ET,

Suppress applet for open

Ty h T R — RN
LT BHEITERNL £7,

Display "Remember me"

IOFTvarE@IRTLE e —
7°1Z [Remember me] = v 7R v 7 ANEK
rENET,

Display "Auto open”

OFTFaraE@RTLE 2o m—
712 [Auto open] F = v VR v 7 ANFKIR
INnET,

Add message bar

THXa2T A=l A=Y N—%
BT 25AI8RL £7,

[ oL-22158-03-J
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[Advanced] DA T a3 >

&

Show "Reply to All" button in the
message bar

Ay =T N=DNENR > TN DA,
A= /N—[Z [Reply to All] AFE/R S
niﬁo

Open in the same window

T Ra—7 LRIV 4R TEXx =
T AvbE—UERIGEICRIRL £7,

FEIESNI=BF A —ILDEE

~
*

TAETORBILEF A —NLDTF 7 4L FORERRY A XIZTTMBTT RN, 20
EIXE B S BCE_Config.xml 7 7 A )V aflio TELTX £,

T K 2 —HFEE T A —/VOVERLFEIZ [Encrypt Message] R X > & 7 U v
JFHIET BT A—NERRIEET L ENTEET X 2T
A —T % EET HETIC, [Encrypt Message] 78 % idA (272> T D
L EMERL TLIEE N,

[Encrypt Message] AN & NI 1 A — /L OERRFRFICEH T £,

R DX, [Mail Compose] ~X— @D [Encrypt Message] 7~ & > 5 L
[Encryption Mail Options] ~ 7 /L AR ¥ &R L TWET,

-
) = I=
Message Insert Options Format Text Review
% | Encrypt Message J
Paste B 7 U |%®
Cisco Email Security Clipboard | Basic ™

To...

=1 He
Send
Bec...

Subject:

Il Cisco IronPort Email Security Plug-in 7.3 E38& 4 K
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[Encryption Mail Options] ~— & &/~ 9 5 121X A FHEIZ & 5 [Cisco Email
Security] 7> F ¥ &7 Vv 7 LET,

[Encryption Mail Options] ~X—37:

¥ OAZVU—ria v b EFEITIE [Encryption Mail Options] O F [ EE 72 4~
AP TRNTOURINTWET RN RREINLA TV 3 UiT
BCE_config.xml 7 7 A VO EITIG L THRZR D £77,

W Encryption Mail Options &J

Reply Options
‘y. Allow Reply

Allow Reply All

Allow Forward
e st
Expiration 81472012 [+ 537PM |2
Read By 8/14/2012 [E~ 537FM %

[ ok | [ Cancel

¥  [Encryption Mail Options] #Z % L 72856 € DEFII/ERF DOEF A —/v
Ay e—VICOREHSNET,

WD A=)V F T a UnHEIRL 77,

[Encryption Mail Options]

%II‘:

BR

Allow Reply IOFx T arvE®ERTL L ZE
FIIHRE BALE T A — VIR T&
éiﬁﬁﬁ@:@h@*%%%w
Ay =Y PNEBNICK S LS
A

Allow Reply All _®ﬁ7/a/%ﬁmﬁékqﬁﬁ
FIIE LB ANV EZE LT
i/g\v’i{mf%éij 7 RfE
DEF A= Ay tE— RN HEI
IS b vET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Encryption Mail Options] Ho1:):|

Allow Forward DX T arEBERRT S L %G
FIIREBALE T A — VB IRE T X
HEHITRY HRETHES AL
A=Y RNABICKE SIS
*7,

Message Security Koy FEy s JANNSL L
THEFA—NDEX2U T 4%
HELET, T 7 4V MEI,
BCE_Config.xml 7 7 A /L CRE S
i<y,

~
pc3 IZITERELE Ay =Y
X2 UT 41X AERF D
A=k L TO I
AEnEd,

e [Highl: A v E—YIZEEDE
X274 RET DLW
fbaniz Ay =V %EST
HICNZREREH DN AT — R
ZORENET,

e [Medium]: A v &— T FRRE
DX VT A ZHETD L
ZEHEDNNAT—RP¥X v v
Va2 ENTWAEAIL. ZD
A=V EES LT DL X
NRAT—RFEREINEFEA,

e [Low]: A v =Vl WEF =
VT 4 2 RELTHE EEEE
BIATONET N Kb
Ayb—VEETTLEEI
INAT =R PERINER A,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Encryption Mail Options] Ho1:):|

Expiration Krey ¥y JXNTKEEL

ToBT A=V OANHIR (A EF) &
EEL £ ARMIRO AR 208 &
L&Ay =V HIREINLE 22D
B ZEEIZED Ay =T %
KTENRTERLRY ET,

Read By Fey & JANT ZEEN

b SN Ay =V %Fte &
FRHEEINLHBO AREEZIEEL £
THEELZHMNICA vy EZ—Un
FEENIR Do TG AL IEEH 1Tl
HRESNET,

COF Ty a U BEYITI o TORWEEIT. = F 22— [Send] & 7
U v 79 % & [Secure Envelope Options] X— Y NFEREINFT, =T7—B X
WRT TNy a—T 47 (452 =) 2S5 TS0,

RIEFT S a2 DInHE

A v —UEE 5T 5 & [Replyl.[Reply All], % 7= (% [Forward] 4~

v a DT RNTOHKE E [Message Sensitivity] 7 3 O T X TORE
MIED Ay B—=VINHHMERINET, TNHIIAERETE EE A KITH &
~LET,

T 7 4V KT Ay B—VIERE F BRSBTS E
iﬁ_o

[Reply]. [Reply All], E£721% [Forward] 7> a > LD A v &=V M
MATERVEAITIREA Y E—URmEA Y E—V 2 RETES,
TR 2—%N[Send] 27 Vv /7 T5HLEZDOZ ENBMENET,
T2 R =—H7 [Replyl. [Reply All], £ 721% [Forward] 47> = > & 3
TLTVD EXIX DAY =G TN TV AZEAZHIB T
FH A,

T K =—H7 [Reply]. [Reply All], % 7=1% [Forward] 47> 3 > & 3
TLTWD EXEL ED Ay E—VICEEN TV RWZEZZIBIMT
TEHA,

[ oL-22158-03-J
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o T2 K z— 7 [Reply].[Reply All], £721% [Forward] 47> a > &%
fTL T3S & &1L, [Tol [Cel, F£721% [Bec] 7 4 — /L R TRZEHZIR
Y BHTLHZ LI TEEFA,

o T H K3 [Decrypt Only] F7-1% [Flag Encrypt] IZ5%E S IV TV 55
B EEA Yy E—VRBEA Yy -V EREFETET . R =N
[Send] #7 U 7T HLZDZ ER@EMINET,

o T 17 kD [Message Sensitivity] % [High] IZ5%E 7 % & . [Reply]. [Reply
All], £721% [Forward] O A v & — O [High] 12729 £37,

e T B kO [Message Sensitivity] Z [Medium] (Z5%E T 5 & | [Reply].
[Reply All], ¥ 721 [Forward] ® A v &— OEMED [Medium] (272 0
F9,

e T H UL kO [Message Sensitivity] % [Low] (ZF¢ET 5 & [Reply]. [Reply
Alll, £721% [Forward] D A v & —2 OfEEMEL [Low] 12720 £,

¢ [Reply].[Reply All], & 7= iZ [Forward] ® A v &—|% [Sent Items] 7 +
NEIVRTFES N B EFICL > TEF LT £7,

* BCE_Config_signed.xml 7 7 A VN EENTND Ay =T &M
K —WI\ZHEk 35 & VEFHENOZITRAEE E 3R BEHRTE
PR T =7 —DiRINET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Secure Envelope Options] ~X—3:

‘& Secure Envelope Options l&]

] Expire On sra202[Fx] [ 513PM |2

[ Request a decryption nl 4 August, 2012 v
The recipient of the Cisco l Sy Mon Tue Wed Thu Fri  Sat 3 message before opening

lEERrE 2 3 31 1 2 3 4

5 6 7 8 8 10 1
12 13 15 16 17 18
19 20 2 2 1B M B
% 27 ® 29 W A 1
2 3 4 5 & 71 8
You have re [ Today: 871472012

Read your secure message by opening the attachment,
securedoc_20120814T171354.html. You will be prompted to open
(view) the file or save (download) it to your computer. For best
results, save the file first, then open it in a Web browser. For access
from a mobile device, forward this message to
mobile@beta.res.cisco.com to receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - need to register after opening the attachment. For
more information, click the following Help link.

Help - https://beta.res.cisco.com/websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https://beta.res.cisco.com/websafe/about

[ Den't show this dialog next time

Send | [ Cancel

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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T K 22— XKD [Secure Envelope Options] 7> 5 R T X 97,

XaT7 IoRO—-TDFT
vay 5 EA

Expire on IOF T arEHENITIHEE
WL £9, 5{bE T A —ANn
WIRYIIC 25 B2 EL £77,
FTOHRFZRE D & Ay E—TF
HIREINL & 22 0 LA 2 EH 13T
DAy =TV ENTER
<7 9, BRFILEEE O —
LB ALY —NIEREINET,

Request a Decryption Notification PEEEFEN A E—DERLE fu
ZERTEDEDICRY £ .5
kéht%wt~9ﬁ%ﬁéﬂé
EEEEICEMPESNET,
Language WHT FANCTHAT 254
NLES FryTFy YR bd

SREIEINT S & %ODEE% %
FEHREMBARREND LD ITab
ESE

AN J—*f@?ﬁﬁ/l\ Flagﬁ AL RE SN TV DA IT MR
B IEESNDENTEF A VI %45@7777% XEShES, =
N J*%@Tﬁﬁ/}* 2T AT v 7Th 1[375‘ Hﬂ?éﬂ’(b\é%é\\%
A — V% Exchange Server [Z35{F SN DRNZ. T A2 b v /' THEAF(LI
ESu AN

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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X217 AvE—DEE

[Manage Secure Messages] ~~— 21T B G K A DI 5L A — /L BRI
ENFFT, 2R 2= EFIOFT v a v EFEAL T HEFRAOR S
BA A= L TROBMEE FITTE £,

o BFA—NOuy s, K a—WL LRNIERE LR S{LEF A —
NERy 7 TEET , F. 0y JOBEBAEZHRELEZD AvEB—UN
TTICR Yy 7 ENTWIERIEIey JOBBEZEHCE I . ZEHE
ey 23N ETFA—NVERSIENTE 22D £4,

o BEXA—NDuy JfEER, = F 22— LA E(E L2k 5L E
A=y JEMRETEFET, INILL 2 T REHIXZDET A—
NEEBLTELLIITRD £3,

o BHHMBOFEH, = F 22— X EE LR BB+ A —/LITK L T
AR 2R E T 7V T THZENTEET Ha{bEn/-&
A=V RHIBBOINIZ D & ZEFIXEDBE S A—NEEE L TER
<7 FET,

[Manage Secure Messages] ~— 27 7 & A9 HIZIL RO FNEZ FAT
ES AN

AF9F1 EETLIREHFHLONGLE S A —NVEZRIRL  ZOEFA—NVELY
Y > 2 L T [Manage Secure Messages] A =2 —% &K L £79,

Flo. U R a—FEsfbIncEF A -V E2EST 2 L&
[Manage Secure Messages] A== lT7 7 ATEET , 2 F aa—PRE
FXRDEF A —INVDEEH Th H5E1X. Y —/L/3—[T [Manage Secure
Messages] N ¥ ' WERINET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Manage Secure Messages] A = o — DA a3 .

Search Encrypted (Ctrl+E)

Arrange By: Date F
4 Yesterday
ﬂ_{ Encrypted -
L. MBKB s Lemy
& Quick Print
a  Reply
8 Reply All
g Forward
Mark as... 4

Manage Secure Message...

j Mark as Unread

E Categorize 4
Y Follow Up *
B Find Related 3
J DQuick Steps *
li} Rules *
3 Move »

_}E OneMote
Ignaore

]
& Junk 3
X

Delete

[Manage Secure Messages] Z 3R L £, = K 2 —HFD/RRAT — R )3
FrovdaINTORWERIZANSATY—=ROANEZRDD Ay E—UN
i@ﬂ?éﬂiﬁ‘o

ZEHZLICay FIREDHIROA TV a U ERET DI EFEAD

B fbE S A= Ay E—U %8 IRL CTHZ U > 7 L, [Manage Secure
Messages] Z R L £7°,

E s

EEHEHLOHEFLE S A=V Ay =V EEERIRL THZ Vv 7 L,
[Manage Secure Messages] 2 1E R L T Z IR L 72l 5 LB F A —L Ay E—
VEIA~Try 7 LET,

Y —/L/N—7) 5 [Manage Secure Messages] A == —IZ7 7 A L =5HAE1F
FIRFIZ 1 DDAy E—=DICOARAHIROBELZBHTE £,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[Manage Secure Messages] ~X—:

ik Manage Secure Messages [éj

To Subject Sent Expirss Locked
omizov@saftserveinc.com BCE_Config_Flag 8/15/2012 3.57 PM False
osudak @softserveine.com BCE_Config_Flag 8/15/2012 3.57 PM False
user2@anayironport.com BCE_Config_Flag 8/15/2012 3.57 PM 2/16/2012 5:55 PM False
user3cisco@mail projects.softserveco...  BCE_Config_Flag 8/15/2012 3.57 PM 2/15/2012 4:44 PM False
userdcisco@mail projects.softserveco...  BCE_Config_Flag 2/15/2012 357 PM Tue
userScisco@mail projects.softserveco...  BCE_Config_Flag 8/15/2012 3:57 PM Tue
Change Seftings

Lock This message is locked

7] Expire 8/15/2012 455 FM

T

RLHET A—LDORIE

TAT NIRRT T 7 A 32 E L A— e HEIMICHBEE L.,
Outlook N TZNHDEFbERAE T, = K 22— BB b Sz

Ao =T EZELERAIT BT . DR — T 2 EET A0 IR 2L
NAT—=REANTDHUERHD FT,8F =27 A v&—2iE, [High].
[Medium], £721Z [Low] D A vt —L ¥FX 2V F s AR ETXET,

RAT— KBS EF 2 V7 4 Ay e—VRERLESA T2 R
=PI ED Ay =T ZBET 5 72 IZ, Cisco Registered Envelope
Service (CRES) (Z—H 77 h 238k L TRIEL 2T UL R b vz
ERHYEFT V- RIREKTDE T AV b NRRATY =R 2L T,
ZETHTRTCOBREFE AT X —72RE T £, MoV T,
BafbshietX a7 Ay =V %200 CHRET 256 (4-45 X—) %
ZHL TLIZE 0,

[ oL-22158-03-J
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[Message Security High] ~—3:

r

Enter decryption password @

Message Security: High

You have received a secure i ge

Read your secure message by opening the attachment,
securedoc_20120815T115412.html. You will be prompted to open
(view) the file or save (download) it to your computer. For best results,
zave the file first, then open it in a Web browser. For access from a
mobile device, forward this message to mobile@beta.res.cisco.com to
receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - need to register after opening the attachment. For
more information, click the following Help link.

Help - https://beta.res.cisco.com/websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https://beta.res.cisco.com/websafe/about

Email Address® account 1 @cisco.com -

fal -
F

Due to the security level set for this message, a password is always required.

* - reguired 0K ] [ Cancel

Email Security Plug-in 7.3 #32& 5 1 K
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[Message Security Medium] ~X—:

Enter decryption password @

Message Security: Medium

You have received a secure i ge

Read your secure message by opening the attachment,
securedoc_20120815T171038.html. You will be prompted to open
(view) the file or save (download) it to your computer. For best results,
zave the file first, then open it in a Web browser. For access from a
mobile device, forward this message to mobile@beta.res.cisco.com to
receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - need to register after opening the attachment. For
more information, click the following Help link.

Help - https://beta.res.cisco.com/websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https://beta.res.cisco.com/websafe/about

Email Address® account 1 @cisco.com -

Password™ sessssss]

* - reguired 0K ] [ Cancel

[ oL-22158-03-J
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[Message Security Low] ~<—3:

Enter decryption password @

Message Security: Low

You have received a secure i ge

Read your secure message by opening the attachment,
securedoc_20120815T170111.html. You will be prompted to open
(view) the file or save (download) it to your computer. For best results,
zave the file first, then open it in a Web browser. For access from a
mobile device, forward this message to mobile@beta.res.cisco.com to
receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - need to register after opening the attachment. For
more information, click the following Help link.

Help - https://beta.res.cisco.com/websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https://beta.res.cisco.com/websafe/about

Email Address® account 1 @cisco.com -

The message was transmitted securely but does not require a password.

* - reguired [Acknawledge] [ Cancel ]

%

RORIZ Ay E—Y X2 T 4OF TV g ERLTVET,

Aye—S £X2UTAOAT
ay ELE

High Ay — ICEEOEX 2 T 4
EHRET DL BT lbahiz Ay
v — VB EBLT 5 - ONSERAEH
DRAT — R PNERENET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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||
I2yt—C Xxa)F4DFF
vay H:
Medium A=V ICHREOEX 2 T 4

ERETD L ZEHEDONART =R
MFY Yy 2INTVDLHET.E
DAy =V & BT % & &I
AT —FiFERSNEEA,

Low AyE—VIEVWEX 2V T 4 &
RELIZSE EEELEATbR
FTR B bShic Ay e—V%
EHbT 5 & AT — R P
RanFEH,

TR a—¥Ray 7 SN (EREHRYAD) X 2T Ay b—U%
ZETHEFDI EEBHIT D Ay BE—U M [Message Security] ~<— 3|
RDLFTRRINET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Enter decryption password @

Message Security: High

You have received a secure i ge

Read your secure message by opening the attachment,
securedoc_20120820T094329.html. You will be prompted to open
(view) the file or save (download) it to your computer. For best results,
zave the file first, then open it in a Web browser. For access from a
mobile device, forward this message to mobile@beta.res.cisco.com to
receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - need to register after opening the attachment. For
more information, click the following Help link.

Help - https://beta.res.cisco.com/websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https://beta.res.cisco.com/websafe/about

Email Address™  account1@cisco.com v

The message cannot be decrypted because it is locked.
Lock reason: A content of a message is outdated therefore it is locked.

e

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
m. 0L-22158-03-J |
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BFebesnlk=tXa7 Avte—T 28O TH
SR o)

ATvF1

AFvFS2

etz xa T4 Ave—YaZELEGE. o F =PI,
DAy v—T EBET 572912, Cisco Registered Envelope Service
(CRES)IZa—F T h D v F &g L TRELRITNLERER2VWI LD
DEFT - RREKTDHE TV b RATV—F 2L T 2ET
LT RCOBELENTZtXaT Ave—VEHETEET,

W bSNiZEF 27 Ay =Y 2000 THRET 5813 RO FIEEL 5
ITLET,

A=Ky I ANDRERBELA—I Ay E—VEHT N7 )y 7 LE
TOBERAR Z B WS b AT n S RERRENET,

[Register] & 7 1 v 2 L T, Cisco Registered Envelope Service (CRES) |2 % #i&
L/ ij‘o

[ oL-22158-03-J
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Enter decryption password @

Message Security: High

You have received a secure i ge

Read your secure message by opening the attachment,
securedoc_20120820T095001.html. You will be prompted to open
(view) the file or save (download) it to your computer. For best results,
zave the file first, then open it in a Web browser. For access from a
mobile device, forward this message to mobile@beta.res.cisco.com to
receive a mobile login URL.

If you have concerns about the validity of this message, contact the
sender directly.

First time users - need to register after opening the attachment. For
more information, click the following Help link.

Help - https://beta.res.cisco.com/websafe/help?topic=RegEnvelope
About Cisco Registered Envelope Service -
https://beta.res.cisco.com/websafe/about

Email Address® account 1 @cisco.com -

You have to register on server before opening this message

* - reguired [ Register ][ Cancel

]

%

AFvS3 CRES ® [New User Registration] ~<X—\ZEHRAE AT L T A>T A 8k

T —LEFETIHET,

Il Cisco IronPort Email Security Plug-in 7.3 E38& 4 K
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CRES @ [New User Registration] ~—3:

€& New User Registration - Windows Internet Explore:

€10k 1.2 seareh esuts 5~
= - — |7~ Sear

File Edit View Favorites Tools Help

i Favorites | New User Registration | |

vl
CISCO

I NEW USER REGISTRATION

To assure future messages from this service are not accidentslly filtered out of your email, please add
"enc_ga@cisco.com” to your Address Book ar Safe Sender List.
* = required field
Enter Personal Information

Email Address userbcisco@mail.projects.softservecom.com

m

The language setting will be stored for future login

Languags  English M and email notifications.

First Name®

Last Name®

Create a Password

i ————————————————  Enter a minimum of & characters or numbers.

Password™ Passwords are case-sensitive. Your password must
contain both letters and numbers.

Confirm Password®

Enter a short phrase that only you will know. This
phrase will appear on message envelopes when you
log in. When you see your phrase, you know you
are logging in to our secure site. More info

Enable my Personal Security Phrase.

Personal Security Phrase®

Select 3 Security Questions
You will be asked these guestions in the future if you forget your password.

X Select a question or enter your own question... -
Question 1%
Answer 1%
Confirm Answer 1
X Select a question or enter your own question... -
Question 2*
Done e'y Local intranet | Protected Mode: Off Fa v E®100%

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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[New User Registration] 47" 3 > :

24—ILF B

Language FFar Ry FHE T A= a—)
5.CRES 7 h U kN THAT 5 SiE %%
WL FET. 57740 b TR BEES—F
PRECTERINETN . = F 2—PIIH
ARFE FGE. T T AR R A VR AL
VBRIV TNGENLIRINT X £,

First Name WA TCTY,CRES =2 —H 7 Hh o D4 %E
AL ET,

Last Name WZETT,CRES =2 —H¥T7 v hoitk%
AL ET,

Password VAT T FDORAT—RK % AT)

LET AN RAT—RiZ 65U EE L T
LTINT 7Ry O TEED DB
HEI,

A
F O OANRU—REENGA =R
a—WFiEEX 2 ) F T AE
MICIELL<EZZXDZ LItL»T
AT —FR &V Ey b TEET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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74—ILF E L

Personal Security Phrase WAETT AN T 4 Z7L—X% A
HLET MAEXF=2UT 4 71—,
NAT—R 7 4 T OEBNL T
VR 2—YERET DL ETRYL ETOR
I, =N 22— E S Y —E A
TR TWHWAEWEAES 2T 4 7
L =X ETCEET, ZoAEF =2
T4 T —RE UK 2= RZELR
BogRFEH T X —T D/RAT — R
T4—=NVREI7 Dy 7T HERRINE
T BRI NV AR FEMEHRO U
IR 77Uy 7L THRELET,

>
£ T F =—¥2 [Remember me on

this computer] Z A4 > (2L TV 2
BaEANEX 2T 0 70—

FRINEHA,

Enable Personal Security FTFarv fAANtEXF2YT 4 7L —X%
Phrase BN T DI ZOF = IRy 7 A%
R el -

Security Questions VETT. = R 22— iE 350X =V

T AT 2 ERM A RN L B~ RZ
EANL CHERTILERDHY 3,20
LOERMT. = K 22—V R R2T—F %
SNSRI RA T =R A2 Uy hT5
TS ET,

AFvF a4 T —LDFEIIHD [Register] 7 Uy 7 L, 2—% 7o b EER
Lij‘o

O OBHEOA—NAT RV ATREEALAZ N —T 2257585, . 2K
=PI EEO 22— TH T U N ERETHILENHY T, 47 KL A
T EIERNO L T h T N BSTETT,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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$EA4FE  Cisco IronPort Email Security Plug-in for Outlook MERSE LA |

ATvTH

ATv76

AFyFS1

bz 3

BAA—N T AT NOREN VAT 2y I LT THT DT
TFANR—=T gy Ayve—VRANTWDZ LEERLET. T 7T 4 _X—
varHETF A= Ay E— WO [Click here to activate this account] U o
IV I LET AVE—URRRINTHIT L NDOT 7T 4 —
TarNEREINTZZ E BRUOBEEAE S A—L TR L RTEEFESN
B LE S A— N a2 R 2—PRERTED LIRS LR
ShET,

TEDFEA A —IVIZERE Y | securedoc_date_time.html A7 7 A NE TV v U
L%,

mmm%ﬁ)/ﬁbiﬁWﬁiﬁ B A—NAPESLIN.ZDOA Y =Y
MERINET,

TR a—PDar7 4 Xal—var 77y ANLVOFREITL - TUL,
OBENERTERNZERBY EF .22 F Ay -V OEG 28
WCRIG ETIFBENTERWEERH Y £,

XA T — R 3 Outlook v > = » HIITEFES N ET, 7277 L . Outlook % Hi2
Ll XIo. = N 22— RT—RE2FANTHALERH Y 97,

Enter decryption password &J

Email Address® account 1 @cisco.com

=
F

Remember Password

* - reguired 0K ] [ Cancel

OJSREDNERE

0y 7y ANE TR TORELZT 7y a rPiiEgEshl A Meash
‘(b\iﬁ_o

a X7 47 a3 0 [Cisco Email Security] X—JIZH D T, 0 X7
FTa rEERT LT ROFNAEETL 7,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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¢ Qutlook 2010 T{Z,[File] > [Options] > [Add-ins] > [Add-in Options] >
[Cisco Email Security] > [Logging Options] DNAIZZEN L £9°,

¢ Outlook 2003/2007 T, [Tools] > [Options] > [Cisco Email Security] >
[Logging Options] DNEIZHEE L 7,

Cisco Email Security ® [Add-in Options] ~X—:

i B
Add-in Options ==
Mail Anti-Virus | Anti-5pam | Cisco Email Security

i
cisco

Encryption
) Encryption allows youto send encrypted email using the Cisco IronPort
¥ encryptiontechnology
Enable [ Encryption Options... ]
Reporting
. Reporting allows you to submitfeedback to Cisco Systems about
i unsolicited orthreatening messages

Enable [ Reporting Options... ]
Logging
A logfile writes and lists all actions that have occured
j [ Logging Options... ]
Diagnostic

The Diagnostictool collects all plug-in related information

i [ Run Diagnostic ]

en-US - [ About ] [ Help ]

[ OK J[ Cancel ][ Apply ]

551k @ [Logging Options] ~—7:

F B
il Logging Options [E= e
Logging

Log file name: C:\ProgramData"Cisco Cisco IronPa E]

Log level: [Extended ~|
Nomal
Extended

[ ok ][ Cancel |

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
[ 0L-22158-03-J IIEI
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AX> T ATay
T K 22— [Logging] A==2—TCTROA > a v EHETEXET,
= e
Log file name TR a—PEus 7y AL

(% ALLUSERSPROFILE%\Cisco\Cisco IronPort Email
Security Plug-in\<username> (Zf#fF) D4 Al Z 5 E T &
FT. 07 T 7 AN DOREITIE, Jog ILIET 2T D
VERH Y F7,

Log level e [Normal], 77 #/V kT, 2 DA 7 a SITAHIC
725 CWEF,Normal 7 ¥ > 7|\ 2id, By =
7 — [FERE = T — G NI OMEHRGIE S
nE7,

e [Extended], Extended = ¥ 7 C{¥,Normal =7 7
Ay E—VIEMAT . TRy a0l Aytv—U%
EHTXET,

TR 2=V FFEORIIEC TN T TN a—T 4 T DL LT
HonWTues LV EERTEET 2L Zl 1Z . Cisco IronPort Email
Security Plug-in [ZB8 9 2 BN BAE L 256 . =0 F 22—/ L ~r
% [Extended] |ZfR T D L EHHE| %ﬁﬁﬁ%@fﬁ?&%fﬁ&f%é@fﬁﬁ%‘
FIXMEABHL T2 EIT7 T2 N TEET,

IS—EBELUVESTIL a—TFaVY

Z Z Tl%.Cisco IronPort Email Security Plug-in for Outlook M FEEIZ 3845
LAREMERH DN OO — R =T — BLORZENAL DT —DEIE
WCEND N T TN a—T 47D el ET,

AT — Ay b—Va@EBEZ TR . £OTT — G X > T Cisco
IronPort Email Security Plug-in 2382 L 72 < 72 o 72356 =0 K = — 3
87 vt A% F4TC & £9, Cisco Email Security Plug-in for Outlook 7 7 A
VDR (4-57 R—=V) 2B L TSRSV BEET v A2 FETL THR
LT —NRAETLHGILFIRICHES TREHY — &L v 23l
74— RNy 7 L TL &, Cisco IronPort Email Security 521> —/L D3
17(4-59 ~—=V) 2B ML TIEE,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Outlook DEBNFICHRLET ST T —

AV 74X —2ary 774 LN hIZRETHIITS—
Outlook DITENHFIZIRD A v E—U NERINDZ ERH Y 97,

e Anerror occurred during <file_name> configuration file initialization. Some
settings have been set to the default values.

e Config validation for account <account_address> has failed. Please set the
correct configuration values or contact your administrator.
INHDOTT— Ay b=V —EOREMP B RS E F2X
% ALLUSERSPROFILE%\Cisco\Cisco IronPort Email Security
Plug-In\<username> 7 + VX NO—fH{ D27 4 Falb—a 77 AL
DAL TW D HEICFERINET,

Vyiya—<ay

Cisco IronPort Email Security Plug-in [X i L 727 1 F a2l — 3 >
T 7 ANCEEN TN O SbA 7T a D7 74V MEZETTL
FHAMRDYIC, —HOS{b#EEZ S 7 ICLEST . =T — Ay E—UN
BOIRLEZRINDGHEFT BE e AE2FTL a7 ¥ 2 —
vary 77 ANEEEL TL S, Cisco Email Security Plug-in for
Outlook 7 7 A L DIER (4-57 R—V) HBRL TS0,

aAY74F%ab—23y 7274 RDIDHASEL
Outlook DEENFIZIKDO T T — A= NRNEREINDZZENH Y 9,

e <file_name> configuration file was not found. Settings have been set to the
default values.

Vi )a—ay

Cisco IronPort Email Security Plug-in (X L7227 4 F a2 b — a9
T7ANMIEENTOD O SA 7> a D7 74V MazETL
FHAMRDDICHESILE—FEZRELEFT . T — Ay -V K
LEBEREINDGEIZBEE mERAZFTLCary 7 Fal—Tay
77 ANEEEL T Z S, Cisco Email Security Plug-in for Outlook 7 7
ANDIEE (4-57 X—D) ML TIEE 0,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Iyt—

HETLS—

Outlook A1 DLL EDRARIZE R L 40y

Vyiya—<ay

T K =—H Outlook T [Spam]. [Virus], [Phish], & 7= X [Not Spam] 7~ %
YEIZVy LT EZIC RO Ay =V NERINDTERH Y £T,
o There was error during email reporting. Description: Outlook does not
recognize one or more names.

IOZT—FX . 2R 2—FRLR—hk TS A AL TEY EF

A=) A=V OREEZRALTVD & ZI(Z, Outlook BED Ay —

DOIXZRBTERVEAICRELEFT, =0 F o= AL

T AT A=V ERETEHLIICBLPIES R A— L ETIERN
LA ERETEDII) VER—K TIT3T A0 77 ANEEETLHHNIEN
b FET,

B 7 vt X %34T L £ 9, Cisco Email Security Plug-in for Outlook 7 7 -
IVOERR (4-57 X—V) BB L T &0,

Y—NIZEHRTEEL

Vi )a—ay

T2 K =—H% 2% Outlook C [Spam], [Virus]. [Phish], & 721% [Not Spam] 7" &
TAY REET Yy 7 L IMAP 7' 1 | 2L F 7 dTheaders only | Outlook
TanRT 4 BHEHTLERDODA Y E—UREREND I ENHY 77,
e FError: The connection to the server is unavailable. Outlook must be online or
connected to complete this action.

ZOZT—F . K =R (N X —DR) T ra—R LT
A=V OREERL, A—V =" ~OEEHRNUIW S NG5 I038E
LET VA=K 7774 TIE HSHIF Dy a— R LAy E—
ITMETCEEHABETIA v E—V2RRT T m—K &b £ T,
A=) =R~ OEFHRRAE LI ET,

Ny A= DORA y B—T B WHET B IZiE, FHIIZ Outlook % A —/L ¥ —
NIZEERE L TR MLERH Y 77,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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H—IN\ADEHPICT S —HRE

Outlook A > T A LIREED & & IT . A X —F% v MERALKDbNT-GE £
7T — "B TE R WESIT RO T —BRAEL £,

e An HTTP error occurred during connection to server.
YWa—vay

Ky MU =7 ORELMRT D0 v —HVERZITERKL TZEN,

4= = r =1 - —

BB LUBSEICEAT SIS —
FTa BB L TV WA [Send] 27 U v 735 & [Secure
Envelope Options] ~— Y NEREINET EF AN THU L FTRO X
VIRAT —HA Ay BV EZETHERDD £,

FHAOUEARAY I ESNTLDES

e Your account has been locked. Please contact your account administrator for
more information.

Vi )a—ay

VAT LEHEICEAF AN T AT MOy JEREEIHL T E W,

FHhHO T OY I EhTNSES

e Your account has been blocked and you must reset your password. Please use
the forgot password link to reactivate your account. Forgot password?

Vi )a—ay

NRAT—R Yo 2k 7y 7 LT NATV—R %205 ¢ OHERHOY
FICEL<EEL NNATV—=RFZ Y P LTLZEEN,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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N =
Thovbh—RKELESIhT-5E
e You have no attempts remaining. Your account is locked for the next 15 minutes.
YWa—vay
% C https://res.cisco.com/websafe (20 7 A > B RAH DD AR — b

(https://res.cisco.com/websafe/help?topic=ContactSupport) (2B & L TH R —
el FAZ ENTEET,

HORKE

EETOIEFANIZEENPEASHLTORWEE RO Ay =V %
ZTWDZ LDV ET,

e An error occurred during encryption: no recipients specified.

Z

[ll]

#EEIERIZTS—hHFHE

Ay =V OEGHFICTHL 20T =R AL £ LT, 72 L 213, SDK
WKLo TARRR T — a—RFRZiRSNZY [T T 7 A 2K - THIS D
HEIhET,

e An error occurred during decryption.
vyi)a—3ay
B — L& FTL T A K= b F— AICBBTL R — 2 EEL TR

v\, Cisco IronPort Email Security 2 Wi — /L D FAT(4-59 X—) S ML T
<TEE,

EEi{thizTS—IRRE
Ay =YD EPICFHL AN T —RNEAEL LT, 72 & 21E.SDK

WCEoTAHRT T — a—RFE2RINTY [T T 7 AN & THIS
HENET,

® An error occurred during encryption.

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
0L-22158-03-J |
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Vyiya—<ay

WY — NV EFTL T AR —h T2 A —FZ2%FEL TS
v\, Cisco IronPort Email Security 2 Wi — /L D FAT(4-59 X—) S ML T
<IZEW,

LR%=kEE

WA OEEBILBEFA—NDF 7+ NV N DRERYAXIZTTMBTT R, 2D
fEIZEBLE 28 BCE_Configxml 7 7 A )V EFE > TERTXET BKELE

A= NAVNEKEEZBEZ TODLEEIE IRONT LD Ay —T %52 T H
/=S

e This message exceeds the allowable limit and cannot be decrypted.

e This message exceeds the allowable limit and cannot be encrypted.

e An error occurred during encryption: an invalid attachment found.

e Failed to report this message. This message is too large.

e Failed to report {0} messages. {0} messages are too large.

F O OK%BDO2O0 Ay &— (Failed to report ... ) I3, BLRE A CILHFETOHAFR
SNET,

Cisco Email Security Plug-in for Outlook 7 7 1 JLD{EE

Cisco Email Security Plug-in Z & 3 2 121X RO FIHEE ETL £7,

AFy7 1 Outlook BZETLTNDZ EEMERL £,
AFwF2  [Control Panel] > [Add or Remove Programs] % &R L £,

AFvF3 T ms T L0~ 5 Cisco IronPort Email Security Plug In | % S8R L |
[Uninstall/Change] =27 U » 7 L £79,

AFvF 4  [Repair] 7 Vv 7 LET AVAN—TDEET AN FETINET,

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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F AR LOBRTIHBEILLEVEBELLEY TEERA B LORTIL, BHE
D HH BCE_Config.xml 7 7 A Vi o TEETE 7,

AFv75 I?w@ﬁﬁmﬁok77/a/%%ﬁbihﬁﬁfmtxwiﬁ%%
L7 =% AET 2561, FIEICHE > TZWY — L Z i H L, Cisco
IronPort IZ7 4 — R /Ny 7 L T < 72 &V, Cisco IronPort Email Security i2 7
V=)V DFELT(4-59 X—I) SR TS0,

ZHY—ILEFERLEFSTILY 21—
747

Cisco IronPort Email Security Plug- in X BEO N 7Ty a—T 4 VT HE
ZV AT DR — N EZET L22MY — VA HBEINE T 20y — L%
HoTTI7 A V—NADPOLEERT —FZEL ZNHEV AT W
R—RMZED & RBEOMRPIIEN S £7,

T T —REL LA VEE FIRT iﬁ&r@%f & 72> Cisco IronPort Email
Security Plug-in | FaeEJ‘TZD MENRRAEL -GG, = K 22— kY —
EEHACTX £, if_\%Lﬁ/‘—/I/%ﬂifﬁffé v ABSOWERIZY A2
DT Y=T EEEERELET LI TEET,

Cisco Email Security Plug-in for Outlook 7 7 A /L DA&HE (4-57 ~X—7) £7=1%
Cisco IronPort Email Security i2Wi>Y — /L D LT (4-59 X—) B L TL
72,

B T-BRAELEGAIEI. T —BIORN T T a—T 4T (4523—)
@F77»/1%74/7@t/b%ﬂﬁbf<téwo

Cisco IronPort Email Security Plug-in 7.3 E3E&H 1 K
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Cisco IronPort Email Security 32 ZEY—ILICKYIRESTND
T—4

2y — UL ZHEHOa B a— 2B IROEREZINEL £7,
o —HBD COM = R — x> MTBT 2 8ok

o ERETARK

¢ Cisco IronPort Email Security Plug-in ® )7 7 A /L

*  Windows 33 & O Outlook (2B % 1% #

o VAT AL —PH/BIVPCH

o ZDfid Outlook 7" 7 7 A BT 2 1H#

e Outlook (ZB#H 2 Windows /X F a7 D=z kY

Cisco IronPort Email Security 2BV —ILDETT

Cisco Email Security 2 — /LT KO WF OB b EITTE £,

e Cisco Email Security ® [Options] # 7> 5, i 7 (. Cisco Email Security
@ [Options] # 7 LWy — V&2 FITL £7,

e [Program Files\ Cisco IronPort Email Security Plug-in| 7 4 V% > 5
(3# % 1%, C:\Program Files\Cisco\Cisco IronPort Email Security Plug-in) , =
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e Cisco IronPort Systems, LLC Software License Agreement (A-1 ~X—737)

Cisco IronPort Systems, LLC Software License

Agreement

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT ("AGREEMENT") FOR THE LICENSE OF THE SOFTWARE
(AS DEFINED BELOW). BY CLICKING THE ACCEPT BUTTON OR
ENTERING "Y" WHEN PROMPTED, YOU (EITHER AN INDIVIDUAL OR A
SINGLE ENTITY, COLLECTIVELY, THE "COMPANY") CONSENT TO BE
BOUND BY AND BECOME A PARTY TO THE FOLLOWING AGREEMENT
BETWEEN CISCO IRONPORT SYSTEMS, LLC, A DELAWARE
CORPORATION ("IRONPORT") AND COMPANY (COLLECTIVELY, THE
"PARTIES"). BY CLICKING THE ACCEPT BUTTON OR ENTERING "Y"
WHEN PROMPTED, YOU REPRESENT THAT (A) YOU ARE DULY
AUTHORIZED TO REPRESENT YOUR COMPANY AND (B) YOU ACCEPT
THE TERMS AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF
YOUR COMPANY, AND AS SUCH, AN AGREEMENT IS THEN FORMED. IF
YOU OR THE COMPANY YOU REPRESENT (COLLECTIVELY,
"COMPANY") DO NOT AGREE TO THE TERMS AND CONDITIONS OF
THIS AGREEMENT, CLICK THE CANCEL BUTTON OR ENTER "N" WHEN
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PROMPTED AND PROMPTLY (BUT NO LATER THAT THIRTY (30) DAYS
OF THE DELIVERY DATE, AS DEFINED BELOW) NOTIFY IRONPORT, OR
THE RESELLER FROM WHOM YOU RECEIVED THE SOFTWARE, FOR A
FULL REFUND OF THE PRICE PAID FOR THE SOFTWARE.

1. DEFINITIONS

1.1 "Company Service" means the Company's email or internet services provided
to End Users for the purposes of conducting Company's internal business and
which are enabled via Company's products as described in the purchase
agreement, evaluation agreement, beta or pre-release agreement, purchase order,
sales quote or other similar agreement between the Company and IronPort or its
reseller ("Agreement") and the applicable user interface and IronPort's standard
system guide documentation that outlines the system architecture and its
interfaces (collectively, the "License Documentation").

1.2 "End User" means the employee, contractor or other agent authorized by
Company to access to the Internet or use email services via the Company Service.

1.3 "Service(s)" means (i) the provision of the Software functionality, including
Updates and Upgrades, and (ii) the provision of support by IronPort or its reseller,
as the case may be.

1.4 "Software" means: (i) IronPort's proprietary software licensed by IronPort to
Company along with IronPort's hardware products; (ii) any software provided by
IronPort's third-party licensors that is licensed to Company to be implemented for
use with IronPort's hardware products; (iii) any other IronPort software module(s)
licensed by IronPort to Company along with IronPort's hardware products; and
(iv) any and all Updates and Upgrades thereto.

1.5 "Updates" means minor updates, error corrections and bug fixes that do not
add significant new functions to the Software, and that are released by IronPort or
its third party licensors. Updates are designated by an increase to the Software's
release number to the right of the decimal point (e.g., Software 1.0 to Software
1.1). The term Updates specifically excludes Upgrades or new software versions
marketed and licensed by IronPort or its third party licensors as a separate
product.

1.6 "Upgrade(s)" means revisions to the Software, which add new enhancements
to existing functionality, if and when it is released by IronPort or its third party

licensors, in their sole discretion. Upgrades are designated by an increase in the
Software's release number, located to the left of the decimal point (e.g., Software
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1.x to Software 2.0). In no event shall Upgrades include any new versions of the
Software marketed and licensed by IronPort or its third party licensors as a
separate product.

2. LICENSE GRANTS AND CONSENT TO TERMS OF DATA COLLECTION

2.1 License of Software. By using the Software and the License Documentation,
Company agrees to be bound by the terms of this Agreement, and so long as
Company is in compliance with this Agreement, IronPort hereby grants to
Company a non-exclusive, non-sublicensable, non-transferable, worldwide
license during the Term to use the Software only on IronPort's hardware products,
solely in connection with the provision of the Company Service to End Users. The
duration and scope of this license(s) is further defined in the License
Documentation. Except as expressly provided herein, no right, title or interest in
any Software is granted to the Company by IronPort, IronPort's resellers or their
respective licensors. This license and any Services are co-terminus.

2.2 Consent and License to Use Data. Subject to Section 8 hereof, and subject to
the IronPort Privacy Statement at http://www.IronPort.com/privacy.html, as the
same may be amended from time to time by IronPort with notice to Company,
Company hereby consents and grants to IronPort a license to collect and use the
data from the Company as described in the License Documentation, as the same
may be updated from time to time by IronPort ("Data"). To the extent that reports
or statistics are generated using the Data, they shall be disclosed only in the
aggregate and no End User identifying information may be surmised from the
Data, including without limitation, user names, phone numbers, unobfuscated file
names, email addresses, physical addresses and file content. Notwithstanding the
foregoing, Company may terminate IronPort's right to collect and use Data at any
time upon prior written or electronic notification, provided that the Software or
components of the Software may not be available to Company if such right is
terminated.

3. CONFIDENTIALITY. Each Party agrees to hold in confidence all Confidential
Information of the other Party to the same extent that it protects its own similar
Confidential Information (and in no event using less than a reasonable degree of
care) and to use such Confidential Information only as permitted under this
Agreement. For purposes of this Agreement "Confidential Information" means
information of a party marked "Confidential" or information reasonably
considered by the disclosing Party to be of a proprietary or confidential nature;
provided that the Data, the Software, information disclosed in design reviews and
any pre-production releases of the Software provided by IronPort is expressly
designated Confidential Information whether or not marked as such.

[ oL-22158-03-J
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4. PROPRIETARY RIGHTS; OWNERSHIP. Title to and ownership of the
Software and other materials and all associated Intellectual Property Rights (as
defined below) related to the foregoing provided by IronPort or its reseller to
Company will remain the exclusive property of IronPort and/or its superior
licensors. Company and its employees and agents will not remove or alter any
trademarks, or other proprietary notices, legends, symbols, or labels appearing on
or in copies of the Software or other materials delivered to Company by IronPort
or its reseller. Company will not modify, transfer, resell for profit, distribute, copy,
enhance, adapt, translate, decompile, reverse engineer, disassemble, or otherwise
determine, or attempt to derive source code for any Software or any internal data
files generated by the Software or to create any derivative works based on the
Software or the License Documentation, and agrees not to permit or authorize
anyone else to do so. Unless otherwise agreed in writing, any programs,
inventions, concepts, documentation, specifications or other written or graphical
materials and media created or developed by IronPort or its superior licensors
during the course of its performance of this Agreement, or any related consulting
or professional service agreements, including all copyrights, database rights,
patents, trade secrets, trademark, moral rights, or other intellectual property rights
("Intellectual Property Right(s)") associated with the performance of such work
shall belong exclusively to IronPort or its superior licensors and shall, in no way
be considered a work made for hire for Company within the meaning of Title 17
of the United States Code (Copyright Act of 1976).

5. LIMITED WARRANTY AND WARRANTY DISCLAIMERS

5.1 Limited Warranty. IronPort warrants to Company that the Software, when
properly installed and properly used, will substantially conform to the
specifications in the License Documentation for a period of ninety (90) days from
the delivery date or the period set forth in the License Documentation, whichever
is longer ("Warranty Period"). FOR ANY BREACH OF THE WARRANTY
CONTAINED IN THIS SECTION, COMPANY'S EXCLUSIVE REMEDY AND
IRONPORT'S ENTIRE LIABILITY, WILL BE PROMPT CORRECTION OF
ANY ERROR OR NONCONFORMITY, PROVIDED THAT THE
NONCONFORMITY HAS BEEN REPORTED TO IRONPORT AND/OR ITS
RESELLER BY COMPANY WITHIN THE WARRANTY PERIOD. THIS
WARRANTY IS MADE SOLELY TO COMPANY AND IS NOT
TRANSFERABLE TO ANY END USER OR OTHER THIRD PARTY. IronPort
shall have no liability for breach of warranty under this Section or otherwise for
breach of this Agreement if such breach arises directly or indirectly out of or in
connection with the following: (i) any unauthorized, improper, incomplete or
inadequate maintenance or calibration of the Software by Company or any third
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party; (ii) any third party hardware software, services or system(s); (iii) any
unauthorized modification or alteration of the Software or Services; (iv) any
unauthorized or improper use or operation of the Software or Company's failure
to comply with any applicable environmental specification; or (v) a failure to
install and/or use Updates, Upgrades, fixes or revisions provided by IronPort or
its resellers from time to time.

5.2 WARRANTY DISCLAIMER. THE EXPRESS WARRANTIES SET FORTH
IN SECTION 5.1 OF THIS AGREEMENT CONSTITUTE THE ONLY
PERFORMANCE WARRANTIES WITH RESPECT TO THE SOFTWARE OR
SERVICES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, IRONPORT LICENSES THE SOFTWARE AND SERVICES
HEREUNDER ON AN "AS IS" BASIS. EXCEPT AS SPECIFICALLY SET
FORTH HEREIN, IRONPORT AND ITS SUPERIOR LICENSORS MAKE NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER
EXPRESS, IMPLIED, OR STATUTORY (EITHER IN FACT OR BY
OPERATION OF LAW), AND EXPRESSLY DISCLAIM ALL OTHER
WARRANTIES, INCLUDING WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. NEITHER IRONPORT NOR ITS THIRD PARTY LICENSORS
WARRANT THAT THE SOFTWARE OR SERVICES (1) IS FREE FROM
DEFECTS, ERRORS OR BUGS, (2) THAT OPERATION OF THE SOFTWARE
WILL BE UNINTERRUPTED, OR (3) THAT ANY RESULTS OR
INFORMATION THAT IS OR MAY BE DERIVED FROM THE USE OF THE
SOFTWARE WILL BE ACCURATE, COMPLETE, RELIABLE AND/OR
SECURE.

6. LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED
BY APPLICABLE LAW, IN NO EVENT WILL EITHER PARTY BE LIABLE
TO THE OTHER FOR ANY LOSS OF PROFITS, COSTS OF PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES, LOSS OF BUSINESS, LOSS OF
USE OR DATA, INTERRUPTION OF BUSINESS, OR FOR INDIRECT,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND,
EVEN IF SUCH PARTY RECEIVED ADVANCE NOTICE OF THE
POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL THE LIABILITY
OF EITHER PARTY ARISING UNDER ANY PROVISION OF THIS
AGREEMENT, REGARDLESS OF WHETHER THE CLAIM FOR SUCH
DAMAGES IS BASED IN CONTRACT, TORT, OR OTHER LEGAL THEORY,
EXCEED THE TOTAL AMOUNT PAID FOR THE SOFTWARE OR SERVICES
DURING THE TWELVE (12) MONTHS PRIOR TO THE EVENT GIVING
RISE TO SUCH LIABILITY.
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7. TERM AND TERMINATION. The term of this Agreement shall be as set forth
in the License Documentation (the "Term"). If IronPort defaults in the
performance of any material provision of this Agreement or the License
Documentation, then Company may terminate this Agreement upon thirty (30)
days written notice if the default is not cured during such thirty (30) day period.
If Company defaults in the performance of any material provision of this
Agreement or the License Documentation, IronPort may terminate this
Agreement upon thirty (30) days written notice if the default is not cured during
such thirty (30) day notice and without a refund. This Agreement may be
terminated by one Party immediately at any time, without notice, upon (i) the
institution by or against the other Party of insolvency, receivership or bankruptcy
proceedings or any other proceedings for the settlement of such Party's debts, (ii)
such other Party making a general assignment for the benefit of creditors, or (iii)
such other Party's dissolution. The license granted in Section 2 will immediately
terminate upon this Agreement's termination or expiration. Within thirty (30)
calendar days after termination or expiration of this Agreement, Company will
deliver to IronPort or its reseller or destroy all copies of the Software and any
other materials or documentation provided to Company by IronPort or its reseller
under this Agreement.

8. U.S. GOVERNMENT RESTRICTED RIGHTS; EXPORT CONTROL. The
Software and accompanying License Documentation are deemed to be
"commercial computer software" and "commercial computer software
documentation", respectively, pursuant to DFAR Section 227.7202 and FAR
Section 12.212, as applicable. Any use, modification, reproduction, release,
performance, display or disclosure of the Software and accompanying License
Documentation by the United States Government shall be governed solely by the
terms of this Agreement and shall be prohibited except to the extent expressly
permitted by the terms of this Agreement. Company acknowledges that the
Software and License Documentation must be exported in accordance with U.S.
Export Administration Regulations and diversion contrary to U.S. laws is
prohibited. Company represents that neither the United States Bureau of Export
Administration nor any other federal agency has suspended, revoked or denied
Company export privileges. Company represents that Company will not use or
transfer the Software for end use relating to any nuclear, chemical or biological
weapons, or missile technology unless authorized by the U.S. Government by
regulation or specific license. Company acknowledges it is Company's ultimate
responsibility to comply with any and all import and export restrictions, and other
applicable laws, in the U.S. or elsewhere, and that IronPort or its reseller has no
further responsibility after the initial sale to Company within the original country
of sale.
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9. MISCELLANEOUS. This Agreement is governed by the laws of the United
States and the State of California, without reference to conflict of laws principles.
The application of the United Nations Convention of Contracts for the
International Sale of Goods is expressly excluded. Nothing contained herein shall
be construed as creating any agency, partnership, or other form of joint enterprise
between the parties. Neither party shall be liable hereunder by reason of any
failure or delay in the performance of its obligations hereunder (except for the
payment of money) on account of (i) any provision of any present or future law or
regulation of the United States or any applicable law that applies to the subject
hereof, and (ii) interruptions in the electrical supply, failure of the Internet,
strikes, shortages, riots, insurrection, fires, flood, storm, explosions, acts of God,
war, terrorism, governmental action, labor conditions, earthquakes, or any other
cause which is beyond the reasonable control of such party. This Agreement and
the License Documentation set forth all rights for the user of the Software and is
the entire agreement between the parties and supersedes any other
communications with respect to the Software and License Documentation. The
terms and conditions of this Agreement will prevail, notwithstanding any variance
with the License Documentation or any purchase order or other written instrument
submitted by a party, whether formally rejected by the other party or not. This
Agreement may not be modified except by a written addendum issued by a duly
authorized representative of IronPort, except that [ronPort may modify the
IronPort Privacy Statement at any time, in its discretion, via notification to
Company of such modification that will be posted at
http://www.IronPort.com/privacy.html. No provision hereof shall be deemed
waived unless such waiver shall be in writing and signed by IronPort or a duly
authorized representative of IronPort. If any provision of this Agreement is held
invalid, the remainder of this Agreement shall continue in full force and effect.
The parties confirm that it is their wish that this Agreement has been written in
the English language only.

10. IRONPORT CONTACT INFORMATION. If Company wants to contact
IronPort for any reason, please write to IronPort Systems, Inc., 950 Elm Avenue,
San Bruno, California 94066, or call or fax us at tel: 650.989.6500 and fax:
650.989.6543.
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