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CISCO MASTER DATA PROTECTION AGREEMENT

This Master Data Protection Agreement (“MDPA”), effective as of the date of the final signature (“Effective
Date”), forms part of the Agreement (as defined below), entered into by and between [Add Customer Name
and Registered Address] (“Customer”) on behalf of itself and to the extent required under the Data Protection
Laws (as defined below), on behalf of its Affiliate(s) (as defined in the Agreement) and Cisco International
Limited ("Cisco™) and its Affiliates (as defined below) (each a “Party” and together the “Parties”) and applies
where, and to the extent that, Cisco processes Personal Data as a Processor for Customer when providing
Products and/or Services (as defined below) under the Agreement.

data protection related clauses or agreement previously entered into by Cisco and Cu
seded and replaced with this MDPA. In case of any conflict between this MDPA and the
shall supersede with regards to its subject matter.

1) DEFINITIONS

a. “Affiliates” means any corporation or company that directly or,

cantrols, or is controlled
means to: (a) own more
levant party through any
lawful means (e.g., a contract that allows control). Such AffiliateS"include Cisco Systems, Inc.,
., Cisco Systems Australia PTY Lim-
ited, Cisco Systems (ltaly) S.R.L. and
Cisco Systems International B.V. Unless otherwiseiexplicitly agreed by the Parties, Meraki LLC,
gal entity which became part of the Cisco
are not considered Affiliates for the purposes

group of companies through an acquisition @

of this MDPA.

b. "Agreement’ means the written or, greement between Customer and Cisco or the rel-
evant Cisco Affiliate for the provisio ices and/or Products to Customer.

c. “APEC” means the Asia Paci 0 Cooperation, a regional economic forum established in
1989 to leverage the growi rd€pendence of the Asia-Pacific. See www.apec.org for more
information.

d. “APEC Member Economy’ means the 21 members of APEC: Australia, Brunei Darussalam, Can-

g-China, Indonesia, Japan, Republic of Korea, Malaysia, Mexico,
uinea, Peru, Philippines, Russia, Singapore, Chinese Taipei, Thai-
ietnam.

onalbData.

“Data Breach™ means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to Personal Data.

h. “DataProtection Laws" means all mandatory laws applicable to the Processing of Personal Data,
including European Union and European Union member state law.

i. “Data Subject” means the individual to whom Personal Data relates.

j- “‘EEA” means those countries that are members of European Free Trade Association (“EFTA”),
and the then-current, post-accession member states of the European Union.

k. “GDPR” means Regulation 2016/679 of the European Parliament and of the Council on the pro-
tection of natural persons with regard to the processing of Personal Data and on the free move-
ment of such data (General Data Protection Regulation).
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2) SPECIFICATION OF THE PR SSI

3)

“Personal Data” means any information about, or related to, an identifiable individual. It includes
any information that can be linked to an individual or used to directly or indirectly identify an indi-
vidual, natural person.

“Privacy Data Sheet(s)” means the applicable document located on Cisco’s Trust Portal that
describes all the Processing activities in relation the respective Service(s).

“Processing” means any operation or set of operations that is performed upon Personal Data,
whether or not by automatic means, such as collection, recording, securing, organization, storage,
adaptation or alteration, access to, retrieval, consultation, use, disclosure by transmission, dis-
semination or otherwise making available, alignment or combination, blocking, erasure, or de-
struction. “Processes” and “Process” shall be construed accordingly.

"Processor" means an entity that processes Personal Data on behalf of a Controller,

“Product” means Cisco or its Affiliates’ branded hardware and software t
the Agreement.

“Special Categories of Personal Data” means data revealing racial o
ions, religious or philosophical beliefs, or trade union membershig
data, biometric data for the purpose of uniquely identifying ¢
health, data concerning a natural person’s sex life or sexual
mation when identified as such by mandatory applicable law, p
data related to offenses or criminal convictions.

person, data concerning
, certain financial infor-
gfgeolocation over time and

"Service" means Cisco or its Affiliates’ branded s ring that is purchased by Customer
under the Agreement.

“Standard Contractual Clauses” means thé’agree et out in Attachment C as approved by
the European Commission for the transferi@f Perspnal Data to processors established in third
countries which do not ensure an ade ata protection.

"Subprocessor" means another
cessing activities in respect of the P

J

gaged by Cisco or its Affiliates to carry out pro-
ta on behalf of the Customer.

“Supervisory Authority” mea depenrdent public authority as defined in the GDPR.

ACTIVITIES
der this MDPA as described in Attachment B (Purpose and Means

er shall:
i. use the Products and/or Services in compliance with Data Protection Laws

ii. ensure all instructions given by it to Cisco in respect of the Processing of Personal Data are
at all times in accordance with Data Protection Laws

iii. ensure all Personal Data provided to Cisco has been collected in accordance with Data Pro-
tection Laws and that Customer has all authorizations and/or consents necessary to provide
such Personal Data to Cisco; and

iv. keep the amount of Personal Data provided to Cisco to the minimum necessary for the pro-
vision of the Products and/or Services

Cisco shall

i. Process the Personal Data in accordance with Customer’'s documented instructions, the
Standard Contractual Clauses and this MDPA, but only to the extent that such instructions
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are consistent with Data Protection Laws. Cisco will promptly notify Customer if Cisco be-
lieves that Customer’s instructions are inconsistent with Data Protection Laws;

ii. if required by Data Protection Laws, court order, subpoena, or other legal or judicial process
to Process Personal Data other than in accordance with Customer’s instructions notify Cus-
tomer of any such requirement before Processing the Personal Data, unless mandatory ap-
plicable law prohibits such notification on important grounds of public interest;

iii. ensure its applicable Representatives who may Process Personal Data have written con-
tractual obligations in place with Cisco to keep the Personal Data confidential;

iv. appoint data protection lead(s). Upon request, Cisco will provide the contact details of the
appointed person(s);

v. assist Customer as needed to respond to requests from supervisory authoritieSj\Data Sub-
jects, customers, or others to provide information related to Cisco’s Processing &fPersonal
Data;

vi. only Process Personal Data on its systems or facilities to the extent nece to pegiorm its

obligations under the Agreement;

vii. where applicable, act as a Subprocessor of such Personal Data;

viii. maintain records of the Processing of any Personal Data fi Customer under the
Agreement;

ix. provide such assistance as Customer requests (either on behalf or on behalf of its
customers), and Cisco or a Representative is able to provide, with a view to meeting any
applicable filing, approval or similar requirem lation to Data Protection Laws;

x. provide such information and assistance as mer requires (taking into account the na-
ture of Processing and the information I iSCo) to enable compliance by Customer

with its obligations under Data Protection Lawghwith respect to:
A. security of Processing
data protection impact@ssess s (as such term is defined by the GDPR)

3 sUpervisory authority regarding high-risk Processing; and

B
C. prior consultation
D

notifications to i€able supervisory authority and/or communications to Data
Subjects b stemer in‘response to any Data Breach;

xi. on termination of DPA for whatever reason and end of provision of the Services, cease
lete any Personal Data received from Customer, or without undue

ed retention and Processing is in accordance with Data Protection Laws.
r's request, Cisco shall give Customer confirmation in writing that it has fully
this Section 2(c)(xii).

4) PERSONAL DATA

Transfers of Personal Data from EEA or Switzerland or the United Kingdom to third countries.
Where Cisco Processes Personal Data from the EEA, Switzerland or the United Kingdom on
behalf of Customer, in a country which is not an Approved Jurisdiction, Cisco shall perform such
Processing in accordance with the Standard Contractual Clauses set out in Attachment B to this
MDPA and in accordance with Articles 44 et seq. GDPR.

b. Transfers of Personal Data from jurisdictions other than the EEA or Switzerland or the United
Kingdom. For jurisdictions other than the EEA or Switzerland or the United Kingdom, Cisco shall
not transfer Personal Data outside of the jurisdiction where the Personal Data is obtained unless
permitted under Data Protection Laws.

Where Cisco Processes Personal Data from an APEC Member Economy on behalf of Customer,
Cisco shall perform such Processing in a manner consistent with the APEC Cross Border Privacy
Rules Systems requirements (“CBPRs”) (see www.cbprs.org) to the extent the requirements are
applicable to Cisco’s Processing of the Personal Data. If Cisco is unable to provide the same level
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5)

6)

7)

8)

9)

of protection as required by the CBPRs, Cisco shall promptly notify Customer and cease Pro-
cessing. In such event, Customer may terminate the applicable Agreement related to such Pro-
cessing by written notice within 30 days.

SUBPROCESSING

a. The Customer herby authorizes Cisco’s general use of Subprocessors and consents specifically
to the use of Subprocessors specified in Appendix 1 to Attachment B.

b. Cisco shall not subcontract its obligations under this MDPA to new Subprocessors, in whole or in
part, without providing Customer with prior notice (for example, by e-mail or in-application mes-
saging). If Customer does not agree to the proposed subcontracting on reasonable grounds re-
lated to the protection of the Personal Data and the Parties cannot resolve the disagféement, the
Customer may terminate the applicable part of the Agreement with respect only to those Products
and/or Services which cannot be provided by Cisco without the use of the S y giving
written notice to Cisco within 30 days following Cisco’s notice.

C. Where Cisco appoints a Subprocessor, Cisco will execute a written a t bpro-
cessor(s) containing terms same as this MDPA.

d. Cisco shall be liable for the acts or omissions of Subprocessors e extent it is liable for
its own actions or omissions under this MDPA.

e. For the purposes of Clause 11 of the Standard Contractual Cla tomer provides a general
consent to Cisco to engage Subprocessors. Such consent is co nal on Cisco’s compliance

with this Section 5 of the MDPA.

RIGHTS OF DATA SUBJECTS

Cisco shall, to the extent legally permitted, promptl
Subject for access to, rectification, portability, abjecti
sonal Data. Unless required by Data Prote
request without Customer’s prior written ¢
Cisco shall provide such information
relation to a Data Subject request.

stomer if it receives a request from a Data
ction or erasure of such Data Subject’s Per-
isco shall not respond to any such Data Subject
t to confirm that the request relates to Customer.
tion and take such action as the Customer requests in

SECURITY

Cisco shall implement taintappropriate technical and organizational measures designed to pro-
tect the Personal Data ordance with Art.32 GDPR at least those set forth in Attachment A. Cisco
regularly monitor p e wWith these measures.

AUDIT

isc ake available to the Customer such information as is necessary to required demon-
rate 0’s compliance with the obligations of this MDPA and with Data Protection Laws (in
to the Trust Portal and in the Data Privacy Sheets). Cisco shall allow and contribute to an
audit in accordance with Section 4(h)(ii) - Audits and Certifications of Attachment A of this MDPA.

ustomer acknowledges and agrees that any exercise of its audit rights under Clause 5(f) of the
Standard Contractual Clauses will be conducted in accordance with this MDPA.

NOTIFICATION AND COMMUNICATION

a. Notification. Cisco shall notify Customer without undue delay at: [Insert customer email contact
here] but not later than within 48 hours of confirmation of a Data Breach relating to Customer’s
Personal Data. Cisco shall provide all such timely information and cooperation as Customer may
require in order for Customer to fulfil its data breach reporting obligations under (and in accordance
with the timescales required by) Data Protection Law. Cisco shall further take such measures and
actions as it considers necessary to remedy or mitigate the effects of the Data Breach and shall
keep Customer informed in connection with the Data Breach.
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b. Information Security Communication. Except as required by mandatory applicable law, Cisco
agrees that it will not inform any third party of a Data Breach referencing or identifying the Cus-
tomer, without Customer’s prior written consent. Cisco shall cooperate with Customer and law
enforcement authorities concerning a Data Breach. Cisco shall retain, for an appropriate period of
time, all information and data within Cisco’s possession or control that is directly related to any
Data Breach. If disclosure of the Data Breach referencing or identifying the Customer is required
by mandatory applicable law, Cisco will work with Customer regarding the timing, content, and
recipients of such disclosure.

c. Post-incident. Cisco shall cooperate with Customer in any post-incident investigation, remedia-
tion, and communication efforts.

d. Changes to the Processing of Customer’s Personal Data according to the MDPA shall be com-
municated by Cisco towards the Customer in writing (letter) or in an electronic for (e-mail or
in-application messaging). Unsubstantial adjustments to the Service or Pro uct
grades and features shall be made available towards the Customer via the
or in-application messaging.

10) COMPLAINTS OR NOTICES RELATED TO PERSONAL DATA

If Cisco receives any official complaint, notice, or communication tha ates
Personal Data or either Party's compliance with Data Protection Laws

to the extent legally permitted, Cisco shall promptly notify Customer ane

shall provide Customer with cooperation and assistance in relation to any
munication.

isco's Processing of
tion with Personal Data,
extent applicable, Cisco
complaint, notice, or com-

11) LIABILITY

a. Nothing in this MDPA limits or excludes th
wilful intent; (ii) for bodily injury or de
and slight negligence acts of the oth r fraud or fraudulent misrepresentation; (iv) for
any liability that cannot be limited o der Data Protection Laws or any other mandatory
applicable law; or (v) towards j cts or applicable supervisory data protection authorities
which cannot be limited due

b. Subject to Section a. a e h y shall be liable towards the respective other Party in the
event of a slightly n of an essential contractual obligation (whereby the term
"essential contract i at|on refers abstractly to an obligation the fulfilment of which is

Agreeme nt of the typically foreseeable damage. The amount of all typically

foreseea accordlng to sentence 1 shall be limited to one million dollars
(] This limitation of liability is in the aggregate and not per incident.

b@tmn a. and Section b. in all other respects, each Party’s liability towards the respec-

- regardless of the legal grounds - is excluded. In particular, neither Party will be

for any: (i) special, incidental, indirect or consequential damages; (ii) loss of any of the fol-

7 profits, revenue, business, anticipated savings, use of any product or service, opportunity,

goodwill or reputation; (iii) lost or damaged data; or (iv) wasted expenditure (other than any ex-
enditure necessarily incurred to discharge the innocent Party’s duty or to mitigate its losses).

essential for th r ormance of this MDPA in regard to Personal Data and on the
observa other Party may regularly rely) for damages incurred under the

d. Where a Data Breach and/or breach of this MDPA is also a breach of any confidentiality or non-
disclosure obligations in the Agreement, the liability cap in Section b. will apply.

12) GENERAL

a. The validity, interpretation, and performance of this MDPA shall be governed by the laws of the
Federal Republic of Germany. The Parties accept the jurisdiction of the German courts. The UN
Convention on Contracts for the International Sale of Goods and it shall not apply.

b. No one other than a Party to this MDPA, their successors and permitted assignees shall have any
right to enforce any of its terms.
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c. This MDPA will become effective on the Effective Date and remain in force for the term of Agree-
ment or as long as Cisco processes the Customer’s Personal Data.

d. Customer shall provide its e-mail notifications to privacy@cisco.com and copy privacy-ger-
many@cisco.com. Cisco shall use the Customer e-mail address provided under section 9 a) for
its e-mail notifications. The Parties agree that a termination of this MDPA shall only be possible in
writing through an official letter. For written letter notifications the Parties’ addresses shown on the
first page of this MDPA shall be used, and always addressed to the attention of the Legal Depart-
ment.

IN WITNESS WHEREOF, the Parties have caused this MDPA to be executed by their authorized Representa-
tive:

(“Customer Kunde”) (“Cisco”)
Authorized Signature Authorized Signatu
Name Name

Date te

\
<&
2
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1)

2)

3)

ATTACHMENT A
INFORMATION SECURITY

Scope

This Attachment A outlines the information security requirements between Customer and Cisco and de-
scribes the technical and organizational security measures that shall be implemented by Cisco to secure
Personal Data prior to any Processing under the Agreement.

General Security Practices

cess, or unlawful destruction, including the policies, procedures, and internal contro
tachment A for its personnel, equipment, and facilities at Cisco’s locations involve
of its obligations under the Agreement.

General Compliance

a. Compliance. Cisco shall document and implement processes tQ & aches of legal, statutory,
regulatory, or contractual obligations related to information secur! er security requirements.
Such processes shall be designed to provide appropriate security to protect Personal Data given
the risk posed by the nature of the data Processed
information security in accordance with Cisco’s ow
information security requirements set forth in thi

ch to managing information security and its imple-
ervals or when significant changes occur by appropriate

c. Review of information security. Ci
mentation shall be reviewed at

the compliance of inforMmati sing and procedures with the appropriate applicable security
policies and standard

e. . Cisco shall regularly review information systems for compliance
urity policies and standards.
f. anagement (“IRM”). Cisco shall implement and utilize an appropriate infor-

ment process to frame, assess, respond and monitor risk, consistent with ap-
tual and legal obligations. Threat and vulnerability assessments must be periodically
and/prompt remediation actions taken where material weaknesses are found.

of Special Categories of Personal Data. To the extent that Cisco Processes Special
s of Personal Data and the security measures referred to in this Attachment A are deemed
to provide insufficient protection, Customer may request that Cisco implements additional security
easures.

4) Technical and Organizational Measures for Security
a. Organization of Information Security
i. Security Ownership. Cisco shall appoint one or more security officers responsible for coor-
dinating and monitoring the security requirements and procedures. Such officers shall have
the knowledge, experience, and authority to serve as the owner(s) of, with responsibility and
accountability for, information security within the organization.
ii. Security Roles and Responsibilities. Cisco shall define and allocate information security
responsibilities in accordance with Cisco’s approved policies for information security. Such
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policies (or summaries thereof) shall be published and communicated to employees and rele-
vant external parties required to comply with such policies.

Project Management. Cisco shall address information security in project management to
identify and appropriately address information security risks.

Risk Management. Cisco shall have a risk management framework and conduct periodic (i.e.,
at least annual) risk assessment of its environment and systems to understand its risks and
apply appropriate controls to manage and mitigate risks before Processing Personal Data.

b. Human Resources Security

General. Cisco shall ensure that its personnel are subject to confidentiality obligations and
shall provide adequate training about relevant privacy and security policies and procedures.
Cisco shall further inform its personnel of possible consequences of breaching Cisge’s security
policies and procedures, which must include disciplinary action, including possible termination
of employment for Cisco’s employees and termination of contract or ig
sentatives and temporary personnel.

Training. Cisco personnel with access to Personal Data shall recei
riodic education and training regarding privacy and security pro
the prevention of unauthorized use (or inadvertent disclosure) of
regarding how to effectively respond to security incidents.
Cisco personnel are granted access to Personal Data or
shall be regularly reinforced through refresher training cours
and other training and awareness materials.

ata and training
be provided before

Background Checks. Cisco shall conduct crimi other relevant background checks for
its personnel in compliance with mandatory ap and Cisco’s policies.

c. Personnel Access Controls

Access.

A. Limited Use. Cisco will not (i
other than as necessary t
system access information o
Data or Customer’s s o]

B. Authorization. Ci
times solely to these

stomer’s computer systems for any purpose
obligations under the Agreement; or (ii) use any
-in credentials to gain unauthorized access to Personal
xceed the scope of any authorized access.

resfrict access to Customer’s Personal Data and systems at all
tatives whose access is necessary to perform the Services

without undue delay suspend or terminate the access rights to Personal
g for any Cisco’s personnel or its Representatives reasonably suspected
ing“any of the provisions of this Attachment A; and Cisco shall remove access
employees and Representatives upon suspension or termination of their em-

dentify it and to allow for access and use to be appropriately restricted.

cess Policy. Cisco shall determine appropriate access control rules, rights, and restrictions
for each specific user’s roles towards their assets. Cisco shall maintain a record of security
privileges of its personnel that have access to Personal Data, networks, and network services.
Cisco shall restrict and tightly control the use of utility programs that might be capable of over-
riding system and application controls.

Access Authorization.

A. Cisco shall have user account creation and deletion procedures, with appropriate approv-
als, for granting and revoking access to Customer’s systems and networks. Cisco shall use
an enterprise access control system that requires revalidation of its personnel by managers
at regular intervals based on the principle of “least privilege” and need-to-know criteria
based on job role.

B. Cisco shall maintain and update a record of personnel authorized to access systems that
contain Personal Data and Cisco shall review users’ access rights at regular intervals.
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vi.

d. Physical an

C. For systems that process Personal Data, Cisco shall revalidate (or where appropriate, de-
activate) access of users who change reporting structure and deactivate authentication
credentials that have not been used for a period of time not to exceed six (6) months.

D. Cisco shall restrict access to program source code and associated items such as software
object code, designs, specifications, verification plans, and validation plans, in order to pre-
vent the introduction of unauthorized functionality and to avoid unintentional changes.

Network Design. For systems that process Personal Data, Cisco shall have controls to avoid
personnel assuming access rights beyond those that they have been assigned to gain unau-
thorized access to Personal Data.

Least Privilege. Cisco shall limit access to Personal Data to that personnel who need access
for the purpose of providing the Services and Products and, to the extent technigal support is
needed, its personnel performing such technical support.

Authentication

A. Cisco shall use industry standard practices to identify and authenti
to access information systems. Where authentication mechani
words/PINs, Cisco shall require that the passwords/PINs are
larly, at least every 180 days for user-level accounts and every

level accounts.

B. Where authentication mechanisms are based on pass @ o shall require the pass-
word to conform to strong password control parameters (€ gngth, character complexity,
and/or non-repeatability).

C. Cisco shall ensure that de-activated or exg
granted to other individuals.

entifiers and log-in credentials are not

D. Cisco shall monitor repeated failed a

F. Cisco shall use industry sta
designed to maintain the
assigned and distrib # d durifig storage (e.g., log-in credentials shall not be stored or
shared in plain te p

credentials.
G. Cisco shall t a multi-factor authentication solution to authenticate personnel ac-
cessing i systems.
Security
Physi o Facilities

halPlimit access to facilities where systems that Process Personal Data are located
authorized individuals.

ity perimeters shall be defined and used to protect areas that contain both sensitive
r critical information and information processing facilities.

C. Facilities shall be monitored and access-controlled at all times (24x7).

D. Access shall be controlled through key card and/or appropriate sign-in procedures for
facilities with systems Processing Personal Data. Cisco must register personnel and
require them to carry appropriate identification badges.

Physical Access to Equipment. Cisco equipment used to process or store Personal Data
shall be protected using industry standard processes to limit access to authorized individuals.

Protection from Disruptions. Cisco shall implement appropriate measures designed to
protect against loss of data due to power supply failure or line interference.

iv. Clear Desk. Cisco shall have policies requiring a “clean desk/clear screen” designed to
prevent inadvertent disclosure of Personal Data.
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e. Operations Security

Operational Policy. Cisco shall maintain written policies describing its security measures and
the relevant procedures and responsibilities of its personnel who have access to Personal
Data and to its systems and networks. Cisco shall communicate its policies and requirements
to all persons involved in the Processing of Personal Data. Cisco shall implement the
appropriate management structure and control designed to ensure compliance with such
policies and with mandatory applicable law concerning the protection and Processing of
Personal Data.

Security and Processing Controls.

A. Areas. Cisco shall maintain, document, and implement standards and procedures to
address the configuration, operation, and management of systems and ngtworks and
services that store or Process Personal Data.

B. Standards and Procedures. Such standards and procedures shall in
identification and patching of security vulnerabilities, change c
procedures, and incident prevention, detection, remediation, and

Logging and Monitoring. Cisco shall maintain logs of administr and ator activity and
data recovery events related to Personal Data.

f. Communications Security and Data Transfer

Networks. Cisco shall, at a minimum, use the following @ secure its networks that
access or Process Personal Data:

are monitored at all times. Cisco must
tfaffic flowing through the firewalls and

A. Network traffic shall pass through firewalls,
implement intrusion prevention systems th
LAN to be logged and protected at all {i

complexity guideline
upper case, lower ca
days for user-levéPac
other strong lo crede

ral, special character) and be changed at least every 180
d ever 90 days for administrator-level accounts; or utilize
(e.g., biometrics).

E. Initial use ords, are required to be changed at first log-on. Cisco shall have a policy
prahibiti ring of user IDs, passwords, or other log-in credentials.

lIs deployed to protect the perimeter of Cisco’s networks.

te Networks (“VPN”). When remote connectivity to the Customer’s or Cisco’s
ired for Processing of Personal Data:

tions must be encrypted using industry standard cryptography.
nnections shall only be established using VPN servers.
he use of multi-factor authentication is required.

Data Transfer. Cisco shall have formal transfer policies in place to protect the transfer of
information through the use of all types of communication facilities that adhere to the
requirements of this Attachment A. Such policies shall be designed to protect transferred
information from unauthorized interception, copying, modification, corruption, routing and
destruction.

dg. System Acquisition, Development, and Maintenance

Security Requirements. Cisco shall adopt security requirements for the purchase, use, or
development of information systems, including for application services delivered through public
networks.

Development Requirements. Cisco shall have policies for secure development, system
engineering, and support. Cisco shall conduct appropriate tests for system security as part of
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acceptance testing processes. Cisco shall supervise and monitor the activity of outsourced
system development.

h. Penetration Testing and Vulnerability Scanning & Audit Reports

i. Testing. Cisco will perform periodic vulnerability scans and penetration tests on its internet
perimeter network. These scans and tests will be conducted by highly qualified professionals,
including among other entities, Cisco’s compliance team, using industry standard tools and
methodologies.

ii. Audits and Certifications. Cisco shall cooperate with legitimate requests by Customer for
audits aiming at checking for compliance with Data Protection Laws (subject to mutual
agreement on the time, duration, place, scope and manner of the audit, unless an
Audit is necessary), and respond to reasonable requests for testing reports. Cisc
available to Customer, upon written request and without undue delay, cdpi
audit reports or certifications it maintains (such as SSAE 16 — SOC1, SO
or ISO 27001:2013 certifications (or their equivalent under any succes
to the Service provided to the Customer, to the extent that Cisco m
in its normal course of business. Customer shall treat the contents
to Cisco’s security and certifications as confidential information,
between the Parties or as required by Supervisory Authoritieg

(0]
E
&
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iii. Remedial Action. If any penetration test or vulnerability s
above reveals any deficiencies, weaknesses, or areas of non-C6

ed to in Section 4(h)(i),
pliance, Cisco shall promptly

take such steps as may be required, in Cisco’s nable discretion, to address material
deficiencies, weaknesses, and areas of non- as soon as may be practicable
considering Cisco’s prioritization of such, bas on jtheir criticality (e.g. nature, severity,
likelihood).

iv. Status of Remedial Action. Upon reque iscg'shall keep Customer reasonably informed of
the status of any remedial action r d to be carried out, including the estimated

timetable for completing the sa

i. Contractor Relationships

i Policies. Cisco shallgh nfofmation security policies or procedures for its use of
Representatives th po ements consistent with this Attachment A.

ii. Monitoring. Ci allimonitor and audit service delivery by its contractors and review its
contractors’ s ctiCes against the security requirements set forth in Cisco’s agreements
with s or isco shall manage changes in contractor services that may have an
impact cu

Data Breaches and Improvements

lities and Procedures. Cisco shall establish procedures to ensure a quick,
and orderly response to Data Breaches.

Reporting Data Breaches. Cisco shall implement procedures for Data Breaches to be reported
as appropriate. All employees and Representatives should be made aware of their responsibility
to report Data Breaches as quickly as reasonably possible.

iii. Reporting Information Security Weaknesses. Cisco, employees, and Representatives are
required to note and report any observed or suspected information security weaknesses in
systems or services.

iv. Assessment of and Decision on Information Security Events. Cisco shall have an incident
classification scale in place in order to decide whether a security event should be classified as
a Data Breach. The classification scale should be based on the impact and extent of an incident.

V. Response Process. Cisco shall maintain a record of Data Breaches with a description of the
incident, the effect of the incident, the name of the reporter and to whom the incident was
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reported, the procedure for rectifying the incident, and the remedial action taken to prevent future
security incidents.

k. Information Security Aspects of Business Continuity Management

i. Planning. Cisco shall maintain emergency and contingency plans for the facilities where Cisco
information systems that process Personal Data are located. Cisco shall verify the established
and implemented information security continuity controls at regular intervals.

ii. Data Recovery. Where and as applicable, Cisco shall design redundant storage and
procedures for recovering data in its possession or control in a manner sufficient to reconstruct
Personal Data in its original state as found on the last recorded backup provided by the
Customer or in a manner sufficient to resume the Service.

o
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ATTACHMENT B
SPECIFICATION OF THE PROCESSING ACTIVITIES

This Attachment B describes the purpose and means, as well as the categories of Personal Data Processed
and the Data Subjects affected by such Processing in accordance with Art. 28 GDPR.

The specification of the Processing activities per Product or Service are stated in Appendix 1 to Attachment B.

\
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APPENDIX 1 TO ATTACHMENT B

This Appendix 1 to Attachment B forms part of the specification of the Processing activities.

Processing activities

XXX

The following categories of Personal Data may be processed for the specified purpose of Processing:

Personal Data category | Types of Personal Data

Purpose of Processing

Data Subjects

The personal data processed may concern the following data subject categories:

XXX
Cross-Border Transfers

XXX

Third Party Service Providers

XXX

\
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2
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ATTACHMENT C
STANDARD CONTRACTUAL CLAUSES (PROCESSORS)

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors estab-
lished in third countries which do not ensure an adequate level of data protection.

For purposes of this Attachment C:

any reference to “data exporter” means Customer, acting as data exporter on behalf of its EEA or Swiss
customer(s) where applicable,

and

any reference to “data importer” means Cisco
each a “party”; together “the parties”.

The parties have agreed on the following Standard Contractual Clauses ses) in order to adduce
adequate safeguards with respect to the protection of privacy and fundamenta ts and freedoms of individ-

uals for the transfer by the data exporter to the data importer of onal data specified in Appendix 1.
Clausext
I
For the purposes of the Clauses:
(a) 'personal data', 'special categ ehprocess/processing ‘controller’, 'processor’, 'data sub-
Ject' and ‘supervisory authorit have the same meaning as in Directive 95/46/EC of the Euro-

pean Parliament and of th
the processing of person

(b) 'the data exporter'

(c) 'the data i
intended for
of the Clauses
the me A

ouncil of¢24 October 1995 on the protection of individuals with regard to
ta an the free movement of such data;

troller who transfers the personal data;

processor who agrees to receive from the data exporter personal data
is behalf after the transfer in accordance with his instructions and the terms
who Is not subject to a third country's system ensuring adequate protection within
25(1) of Directive 95/46/EC;

esSor' means any processor engaged by the data importer or by any other subprocessor
rter who agrees to receive from the data importer or from any other subprocessor of
data importer personal data exclusively intended for processing activities to be carried out on
S e data exporter after the transfer in accordance with his instructions, the terms of the
Clauses and the terms of the written subcontract;

> applicable data protection law' means the legislation protecting the fundamental rights and free-
doms of individuals and, in particular, their right to privacy with respect to the processing of personal
data applicable to a data controller in the Member State in which the data exporter is established;

(f) ‘technical and organisational security measures' means those measures aimed at protecting per-
sonal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclo-
sure or access, in particular where the processing involves the transmission of data over a network,
and against all other unlawful forms of processing.
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Clause 2
Details of the transfer
The details of the transfer and in particular the special categories of personal data where applicable are specified

in Appendix 1 which forms an integral part of the Clauses.

Clause 3

Third-party beneficiary clause

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a)
to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 &8 third-party
beneficiary.

2. The data subject can enforce against the data importer this Clause, Clause 5(a Clause

6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporte
peared or has ceased to exist in law unless any successor entity has assu
tions of the data exporter by contract or by operation of law, as a result g
inst such entity.

o (e)and (g), Clause

successor entity has assumed the entire legal obligations of the data experter by contract or by operation

of law as a result of which it takes on the rights and obli of the data exporter, in which case the
data subject can enforce them against such entity. Su -party liability of the subprocessor shall
be limited to its own processing operations under the se

4. The parties do not object to a data subject beifAg repr: d by an association or other body if the

data subject so expressly wishes and if permi by national law.

Clau

the data exporter

priate to protect personal data against accidental or unlawful destruction or accidental loss,
Iteration, unauthorised disclosure or access, in particular where the processing involves the transmis-
of data over a network, and against all other unlawful forms of processing, and that these measures
ensure a level of security appropriate to the risks presented by the processing and the nature of the
data to be protected having regard to the state of the art and the cost of their implementation;

(e) that it will ensure compliance with the security measures;

) that, if the transfer involves special categories of data, the data subject has been informed or will be
informed before, or as soon as possible after, the transfer that its data could be transmitted to a third
country not providing adequate protection within the meaning of Directive 95/46/EC;

(9) to forward any notification received from the data importer or any subprocessor pursuant to Clause
5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter decides to con-
tinue the transfer or to lift the suspension;
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(h) to make available to the data subjects upon request a copy of the Clauses, with the exception of
Appendix 2, and a summary description of the security measures, as well as a copy of any contract
for subprocessing services which has to be made in accordance with the Clauses, unless the
Clauses or the contract contain commercial information, in which case it may remove such commer-
cial information;

(i) that, in the event of subprocessing, the processing activity is carried out in accordance with Clause
11 by a subprocessor providing at least the same level of protection for the personal data and the
rights of data subject as the data importer under the Clauses; and

0 that it will ensure compliance with Clause 4(a) to (i).

Clause 5

Obligations of the data importer

The data importer agrees and warrants:

(a) to process the personal data only on behalf of the data exporter and in co h its instructions
and the Clauses; if it cannot provide such compliance for whate it agrees to inform
promptly the data exporter of its inability to comply, in which ca data exporter is entitled to

suspend the transfer of data and/or terminate the contract;

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instruc-
tions received from the data exporter and its obligatio
change in this legislation which is likely to have a su
obligations provided by the Clauses, it will promp
it is aware, in which case the data exporter is e
the contract;

dverse effect on the warranties and
ange to the data exporter as soon as

(c) that it has implemented the technical a ional security measures specified in Appendix 2
before processing the personal data \

(d) that it will promptly notify the dat

0] any legally binding requ losure of the personal data by a law enforcement authority
unless otherwise pr i s a prohibition under criminal law to preserve the confiden-
tiality of a law enf men igation,

(i)  any accident a rised access, and

eddirectly from the data subjects without responding to that request, unless
rwise authorised to do so;

d properly with all inquiries from the data exporter relating to its processing of the

posed of independent members and in possession of the required professional qualifications
bound by a duty of confidentiality, selected by the data exporter, where applicable, in agreement with
e supervisory authority;

(9) to make available to the data subject upon request a copy of the Clauses, or any existing contract for
subprocessing, unless the Clauses or contract contain commercial information, in which case it may
remove such commercial information, with the exception of Appendix 2 which shall be replaced by a
summary description of the security measures in those cases where the data subject is unable to
obtain a copy from the data exporter;

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior
written consent;

(i) that the processing services by the subprocessor will be carried out in accordance with Clause 11;

1) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data
exporter.
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Clause 6
Liability
1. The parties agree that any data subject, who has suffered damage as a result of any breach of the

obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive
compensation from the data exporter for the damage suffered.

2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against
the data exporter, arising out of a breach by the data importer or his subprocessor of any of their obli-
gations referred to in Clause 3 or in Clause 11, because the data exporter has factually disappeared
or ceased to exist in law or has become insolvent, the data importer agrees that the data subject may
issue a claim against the data importer as if it were the data exporter, unless any successor entity has
assumed the entire legal obligations of the data exporter by contract of by operation of {aw, in which
case the data subject can enforce its rights against such entity.

The data importer may not rely on a breach by a subprocessor of its obligati
own liabilities.

3. If a data subject is not able to bring a claim against the data exporter or the
paragraphs 1 and 2, arising out of a breach by the subprocessor of any
in Clause 3 or in Clause 11 because both the data exporter and the data
appeared or ceased to exist in law or have become insolvent, the
subject may issue a claim against the data subprocessor with regard
under the Clauses as if it were the data exporter or the data import
assumed the entire legal obligations of the data exporter or data importeFby contract or by operation of
law, in which case the data subject can enforce its rights imst such entity. The liability of the subpro-
cessor shall be limited to its own processing operatio rdhe Clauses.

rter have factually dis-
agrees that the data

Clau
Mediatio,

1. The data importer agrees that if th ta s ct invokes against it third-party beneficiary rights
and/or claims compensation for dama nder‘the Clauses, the data importer will accept the deci-
sion of the data subject:

(a) to refer the dispute ionyby an independent person or, where applicable, by the su-
pervisory authority;
(b) torefer the dis t courts in the Member State in which the data exporter is established.

2. The parties a@ree choice' made by the data subject will not prejudice its substantive or procedural
rights to se in @accordance with other provisions of national or international law.

Clause 8
Cooperation with supervisory authorities

rter agrees to deposit a copy of this contract with the supervisory authority if it so
if such deposit is required under the applicable data protection law.

The parties agree that the supervisory authority has the right to conduct an audit of the data importer,
d of any subprocessor, which has the same scope and is subject to the same conditions as would
ly to an audit of the data exporter under the applicable data protection law.

3. The data importer shall promptly inform the data exporter about the existence of legislation applicable
to it or any subprocessor preventing the conduct of an audit of the data importer, or any subproces-
sor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to take the measures
foreseen in Clause 5 (b).

Clause 9
Governing Law

The Clauses shall be governed by the law of the Member State in which the data controller is established.
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Clause 10
Variation of the contract

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding
clauses on business related issues where required as long as they do not contradict the Clause.

Clause 11
Subprocessing

1. The data importer shall not subcontract any of its processing operations performed on behalf of the
data exporter under the Clauses without the prior written consent of the data exporter, Where the
data importer subcontracts its obligations under the Clauses, with the consent of the data exporter,
it shall do so only by way of a written agreement with the subprocessor which i
obligations on the subprocessor as are imposed on the data importer under t
subprocessor fails to fulfil its data protection obligations under such written agr
porter shall remain fully liable to the data exporter for the performance of t
tions under such agreement.

third-party beneficiary clause as laid down in Clause 3 for cases
to bring the claim for compensation referred to in paragraph 1 of
or the data importer because they have factually disappeared or S
become insolvent and no successor entity has assumed the entire legalfebligations of the data exporter
or data importer by contract or by operation of law. Suc @ party liability of the subprocessor shall

be limited to its own processing operations under the

3. The provisions relating to data protection aspects Jrocessing of the contract referred to in para-
graph 1 shall be governed by the law of the Member St ich the data controller is established.
4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and
notified by the data importer pursuant to ich shall be updated at least once a year. The
list shall be available to the data expo dat tection supervisory authority.
lause 12

Obligation after theytermination of personal data processing services

1. The partie e n the termination of the provision of data processing services, the data im-
porter and {| ub r shall, at the choice of the data exporter, return all the personal data
transferred an copies thereof to the data exporter or shall destroy all the personal data and

certify ta'@xporter that it has done so, unless legislation imposed upon the data importer
eturning or destroying all or part of the personal data transferred. In that case, the
i er arrants that it will guarantee the confidentiality of the personal data transferred and
ota process the personal data transferred anymore.

porter and the subprocessor warrant that upon request of the data exporter and/or of the
supervisory authority, it will submit its data processing facilities for an audit of the measures referred
in paragraph 1.
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On behalf of the data exporter: [Please add company name]

Name (written out in full):
Position:

Address: [Please add company address], Germany

Other information necessary in order for the contract to be binding (if any):

Signature.........coooiiiiii
On behalf of the data importer: Cisco Systems, Inc.
Name (written out in full):
Position:
Address: 170 West Tasman Dr., S3 A 95134, USA
Other information necessary in order for the contract to be bindinggif,any): N/A

NALUTE. . ..o

On behalf of the data importer: iscojlnternational Limited
Name (written out in full):
Position:
Address: -11 New Square Park, Bedfont Lakes, Feltham, England

TW14 8HA, United Kingdom

Other information ne@or e contract to be binding (if any): N/A

Signature.........ooooiiiiii
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APPENDIX 1 TO ATTACHMENT C
THE STANDARD CONTRACTUAL CLAUSES

This Appendix 1 to Attachment C the Standard Contractual Clauses forms part of the Standard Contractual
Clauses.

Data exporter

The data exporter is Customer, acting as data exporter on behalf of itself or a user where applicable.
Activities relevant to the transfer include the performance of services for Customer and its user(s).

Data importer

The data importer is Cisco. Activities relevant to the transfer include the pe a
Customer and its customers.

Data subjects
The personal data transferred may concern the following categories of data Sub
As set out in Appendix 1 to Attachment B.

Categories of data
The personal data transferred may concern the féllowinggategories of data:
(1) xxx
(2) xxx
(3) xxx
(4) xxx
Details to (1) - (4) are li i X 1 to Attachment B.

Special categories at

The personal data tra redinay concern the following special categories of data:
N/A
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APPENDIX 2 TO ATTACHMENT C
THE STANDARD CONTRACTUAL CLAUSES

Appendix 2 to Attachment C, the Standard Contractual Clauses, is the Information Security measures as set
out in Attachment A.

\
“,
2

Controlled Doc Version: 1.1 — Germany — English version 22
Last Modified: 21 December 2020



