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Converged plant-wide Ethernet via Cisco Ruggedized Switches and Routers
(CGS-2520, IE 2000, CGR-2010) support SCADA communications through
hierarchical segmentation. This reduces cost and complexity with

increased efficiency, scale, resilience, policy enforcement and in-depth security.
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Wide Area Applications Services (WAAS) is a comprehensive WAN optimiza-
tion solution that accelerates applications over the WAN, delivers video to the
branch office, and provides local hosting of branch-office IT services. Cisco
WAAS allows IT departments to centralize applications and storage in the
Data Centre while maintaining LAN-like application performance.

(G000

Wireless LAN W AN Optimization ASR 1000 ASR 1000 WAN Optimization IP/MLPS in the WAN enables converged secure link virtualization. It reduces
Controller (WAAS) Router Router (WAAS) overall costs by supporting multiple logical networks across a single physical
infrastructure.
- = Ethernet
Primary Data Center
Catalyst 6500 VSS :::; — G Catalyst 6500 VSS it e cle e el )
Services Layer Firewall =1 =1 Services Layer Firewall : .
Server Load Balancing (ACE) @’ N A N 7 Server Load Balancing (ACE) Fiber Channel Storage Links
Network Application Monitoring (NAM) 208\ 20N\ Network Application Monitoring (NAM)
" = |
Nexus 7000 NexUs 7000 SAN
Voice Services Core/Aggregation Switch Core/Aggregation Switch F——
¥ &%
== MDS 9500 MDS 9500
Nexus 5000 Switch Nexus 5000 Switch SAN Switch SAN Switch
Unified Computing Unified Computing Unified Computing

System (UCS) Blade

System (UCS) Blade System (UCS) Blade

Desktop
Nexus 1000v Virtualization Software

Virtual Machines Virtual Machines

Digital Media

Manager (DMM)
App App App

Show and

Share Server
QUAD App App App

App App App

App App App

Nexus 2000 Switch

Unified Computing
System (UCS) Blade

IPICS Server
Physical Access
Manager (PAM)
Video Surveillance
Operations Manager

Video Surveillance
Media Server (VSMS)

Nexus 1000v

Virtual Machines

Communication
Manager (CUCM)

Unity Connection
(CUC)

Jabber (Presence)

Network
Management

Contact Center
(UCcCX)

TelePresence Citrl
Server (TCS)

TelePresence
Manager (TMS)

Meeting Place

Attendant Console

Delivery Sys (EDCS)

(0 (0 (@

=
b—]
=
-1
=
—]
-

(N0

((O (0 (0

Nexus 2000 Switch

—= =
ISR G2

Unified Computing PSTN Gatewa
System (UCS) Blade Voice/Video DS¥’

Mediator Manager
Mobility Services
Engine (MSE)
Media Exchange
Engine (MXE)

Video Comms
Server (VCS)

Tpresence Multipoint
Control Unit (MCU)

— 5 —
1
- <>
——
E———
- <>
= —]

((]

Storage Storage

PSTN

Cisco Unified Fabric Data Center provides flexible, agile, high-performance,
non-stop operations; self-integrating information technology, reduced staff
costs with increased uptime through automation, and more rapid return on
investment. It accelerates virtualization and enables automation to extend
the lifecycle of mission-critical resources to support evolving needs. Raill
companies can reduce their total cost of ownership (TCO) and increase
business agility—both critical to combating the server sprawl and
inefficiency inherent in many data centers today.

-

Video Surveillance

L IP Video Phone

Station

©)

23

Digital Signage TelePresence
WiFi Access Point 3750x

Door Access Control

ISR G2 Router J

Retail Comms

i
on Phone
Screens

L Telephony

Security Systems Internet Access

Video Surveillance J

Door Access
Control

Wi-Fi Access Point

ISR G2 Router

PSTN

819H
Router

Regional Control Center

©)

22

TelePresence

IP Phone Console

Unified Computing
System (UCS) Rack

L

117

Catalyst 6500 VSS
Core Switch

Rail Yard

Door Access
Control

Video Surveillance

IC3010 PoC

Digital Signage

Digital Signage Video Wall

Video Surveillance
Virtual Matrix

Am—
VXC/Tablet
(Virtual Desktop)

(G000

WiFi Access Point

VXC/Tablet
(Virtual Desktop)

J

Catalyst
6500 VSS
Core Switch

Catalyst 3750X
Switch Cluster
PoE Energywise

V-

Catalyst 3750X
Switch Cluster
PoE Energywise

I

Catalyst 3750X
Switch Cluster
PoE Energywise

Catalyst 3750X
Switch Cluster
PoE Energywise

HQ Campus

ISR G2
PSTN Gateway -
Voice/Video DSP

J

W iFi Access Point

Door
Access
Control

Video Surveillance

J

W iFi Access Point

Door

Access
Control

!

Video Survelllance

J
|

1000000
W iFi Access Point

Door

Access
Control

Vldeo Surveillance

) |

W iFi Access Point
Door —

Access : e

Control

Video Surveillance

-
;.':’ PSTN : Maiilglgt%gent :

| System (BMS) |

I |

HVAC/Lights

Network Building
Mediator

IP Video Phone

PCTablet
(Virtual Desktop)

IP Video Phone

-, O
.\
PCTablet
(Virtual Desktop)

IP Video Phone

PCTablet
(Virtual Desktop)

IP Video Phone

PCTablet
(Virtual Desktop)

Digital Signage

O,

TelePresence

Digital Signage

TelePresence

Digital Signage

(©)

TelePresence

Digital Signage



asco.  Enabling Rall Network Infrastructure

GSM-R S T T S Traffic Modular Interlocking Trackside and Train Wi-Fi
ositive Train Control System Management \ |
3 . . g . gl Train/Shore
—= — = :‘\.' '.,b‘
Mast e 5 - 5 Point Axel Site
ASR 901 Router J X ASR 901 Router < Machine Counter Connectivity ! !
3G Mast 220 MHz Mast I
Earth Protection Component 819h Router
Remote Interface Control | 3G/LTE
Mobile
M —_— E Worforce
Wayside .\
RTU RTU 220 MHz Messaging IE-3010 % % Rugged Mobile
Train Unit Server Rugged Switch Computer Connected

IE2000 IE2000

% IE2000 IE2000

CGS2520 CGS2520

=

IE2000

IE2000 Field Staff

Level Crossing Local Signal Box
4

Analog Video Video Surveillance Digital Signage

Camera Gateway !E
A
= ' VXC/Tablet Door Access
(Virtual Desktop) Control

Door Access

Control IP Camera
Pt =T
~B-"
I[E2000 819 Router

3750x ASR 901 Router

Converged plant-wide Ethernet via Cisco Ruggedized Switches and Routers
(CGS-2520, IE 2000, CGR-2010) support SCADA communications through
hierarchical segmentation. This reduces cost and complexity with

increased efficiency, scale, resilience, policy enforcement and in-depth security.
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work and more effectively controls and secures web usage.

Internet Edge
Prime
Cisco Security Data Center Network Network Control LAN Management
Manager (CSM) Manager (DCNM) Systems (NCS) System (LMS)
Energywise Identity Services Network Analysis Collaboration
Orchestrator Engine (ISE) Module (NAM) Manager (CM)

PE Router

Cisco physical Access Control is a
cost-effective |IP-based solution that
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Wide Area Applications Services (WAAS) is a comprehensive WAN optimiza-
tion solution that accelerates applications over the WAN, delivers video to the
branch office, and provides local hosting of branch-office IT services. Cisco
WAAS allows IT departments to centralize applications and storage in the
Data Centre while maintaining LAN-like application performance.
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Converged plant-wide Ethernet via Cisco Ruggedized Switches and Routers
(CGS-2520, IE 2000, CGR-2010) support SCADA communications through
hierarchical segmentation. This reduces cost and complexity with

increased efficiency, scale, resilience, policy enforcement and in-depth security.
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Wide Area Applications Services (WAAS) is a comprehensive WAN optimiza-
tion solution that accelerates applications over the WAN, delivers video to the
branch office, and provides local hosting of branch-office IT services. Cisco
WAAS allows IT departments to centralize applications and storage in the
Data Centre while maintaining LAN-like application performance.
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Converged plant-wide Ethernet via Cisco Ruggedized Switches and Routers
(CGS-2520, IE 2000, CGR-2010) support SCADA communications through
hierarchical segmentation. This reduces cost and complexity with

increased efficiency, scale, resilience, policy enforcement and in-depth security.
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