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Introduction

The purpose of this document is to go through capabilities that are created on the Cisco® Plug and Play (PnP)
portal to support the on-boarding of SD-WAN (formerly Viptela) products. This document will help Cisco SD-WAN
customers understand the different steps that are needed to either bring up or debug on-boarding of a Cisco vEdge
device or a vBond controller.

Cisco Smart Account and Virtual Account

Introduction to Cisco Smart Account and Virtual Account

After creating a Smart Account, customers can create Virtual Accounts that reflect their organizational
departments, then associate licenses and devices with those departments.

Customer
@ smart License Smart Account Virtual Accounts

- A customer defined construct to reflect
company organization, geography, budgeting,
: or other structure.

- Created and maintained by the customer on
the Cisco Smart Software Manager with full
visibility to company assets.

- Enable Delegated Authority and Differential
Access.
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How Smart and Virtual Accounts are used for on-boarding

- Flexible, allowing licenses and products to be
shared between products (without contacting
Cisco TAC!)

ept B
T
1 Licenses and devices are always explicitly
moved, enabled or disabled by the customer
administrator.

Smart Accounts and Virtual Accounts are essential in a successful on-boarding of a vEdge router to its
corresponding network.

While placing an order on Cisco Commerce Workspace, a customer can assign the same Smart Account and

Virtual Account to the order. They can log in to Cisco vManage (version 18.x and above) to find the Smart and
Virtual Accounts (Administer-> Setting—>Organization Name->View).

The devices manufactured as part of this order would flow into the Cisco Plug-and-Play (PnP) portal and would be
associated to the vBond controller that was pushed by Cisco SD-WAN CloudOps. Once the association is
successful, the data is pushed to zero-touch provisioning (ZTP).
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https://apps.cisco.com/Commerce/home

For on-premises deployment

The customer or sales engineer who is helping with the customer’s deployment would need to enter the vBond

profile information into the Plug-and-Play portal, so that the controller information can be passed to zProv. Steps

to set up a vBond controller and how to associate devices to it are demonstrated later in this document.

Figure 1. PnP workflow
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Note: A Smart Account and a Virtual Account are non-mandatory fields during ordering. If the values are left blank,

the customer would either be assigned system-generated Smart and Virtual Accounts or would be guided through

a claiming experience to select the right Smart and Virtual Accounts under his organization. This claiming

experience would occur after submitting an order.
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Cisco PnP terms

Network ID The equivalent of the overlay ID in Viptela. Auto-generated when a profile is
present in PnP. Can be edited only when no profiles exist in a Virtual Account. All
devices for a given organization name in ZTP should be associated to one network
ID.

Organization name An attribute that vManage used to tie all the controllers together. The organization
name is associated to a vBond controller in the PnP portal.

vBond controller Represents the vBond IP or domain name. Only IPv4 is supported today.
Base product ID (PID) Hardware product ID that is on the label.

Ordered PID An ordered SKU that was selected in CCW. In some cases, the ordered PID and
base PID can have the same value.

Secure device ID A secure board ID that is used to validate anti-tampered devices.

(SUDI)

International Mobile IMEI information for an LTE-enabled vEdge controller. Both of the values would be
station Equipment the same for vEdge devices.

Identity (IMEI) or

device IMEI
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On-boarding sequence flow using PnP

For on-premises equipment

1. Place an order in CCW
o Either the customer or the partner enters the end-customer’s email address (mandatory) or the customer’s

Smart Account and Virtual Account numbers (not mandatory).
e Serial number information with the Smart Account and Virtual Account is pushed to PnP.

‘ORDER NAME P Tost Ordr (weber) /-
PURCHASE ORDER#*  WEB ORDERID. starus. SMART ACCOUNT
Creatadin Procuremant 80248785 ONsUBMTTED Assgn Smar Account

Mems | Discounts ‘Shipping and Install
et protrences for tis order +
Find Products and Soluions | More Actions v

o)

Billng Roview and Submit

Fiter By Show Al hems.

(e s s (Vo) [ o)
PO. Line Reference "™, Lead Time O Unit List ay
e

[ @ Hardwar, Softwareand Sarvices
0 @ oo @ - ey 1300 | o
Cisco 890 Saris nogated Soices Routers 100 ©
Smart AccountRequired Ao fow
Econ e

s st 1000201 104
Assign Customer Smart Account

ot optors | St
lo Smart

y be assigned to Smart

Search for a Customer Smart Account @
‘pnp.test.com PnP Test Account DEFAULT OR [ Request New Customer Smart Account|
|

Set the Smart Account at Order Level

2. Customer on-premises controller
« Make note of the organization name used to bring up the setup and also the vBond controller IP address or

domain name.
¢ You will be required to enter this information in PnP.
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3. Define the vBond controller in Plug and Play
o Add the vBond controller profile into PnP under the same Smart and Virtual Accounts used in Step 1 (for on
premises).
e The steps to take to add a vBond controller profile are provided later in this document.

¢ Once the vBond Controller is added, manually associate the device to the controller.
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4. PnP data push to ZTP

o PnP will automatically send the data with the vBond controller information, the organization name, network
ID, and associated serial numbers to ZTP.
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5. Upload the provisioning file into vManage
e Download the serial number file, also known as the provisioning file on the PnP portal.

e Upload the file in vManage (version 18.x and above).

o Devices will then be available on vManage
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Device management

The Cisco PnP portal contains a list of devices that are associated to a given controller. For ease of issue

resolution, the PnP portal provides capabilities for device management to support personnel and customers.

Steps to add a replacement device to your Virtual Account

1. Loginin to PnP with the Smart and Virtual Accounts that the user needs to add to the device. Click “Add

Device”

| @ secure | http: pp: i pnp-devices

aliarlee
cisco

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices ~ Controller Profies | Configurations @3B Configuration Templates @B | Network

Workuide hange] Loga n | Account | LogOu | My oo

Products & Services Howto Buy Training & Events partners Y

English [ Change ] & Hello, Kavita Datia 88 PnP Test Account v Viptela_K =

Feedvack Support Help

+ Add Devices / Edit Selected i Dele C
[ Serial Number Base PID Product Group | Controller Configuration € Last Modified Status Actions
Ay ~ | [Any - £ selectRange  w | | Any ~ || ClearFiters

No Devices to display.

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

No Records to Display

2. Choose “Enter Device Info manually” and click “Next”

| & secure | pps-: isco.c sws/ws/platform/ onp-

[—

How to Buy Training & Events Partners

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices | Controller Profiles | Configurations €3 Configuration Templates €I | Network

Add Device(s)

STEP 1

Identify Source

STEP 3

Review & Submi

Identify Source
Selectone of the folowing two options o add devices:

Import using a CSV fle

© Enter Device info manually

) #iso ad Configaraton t he Device €

v

Cancel

Contacts | Feadback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

Engish [ Change] & Helo, Kavita Datia €8 Pn Test Account ~  Viptela_K

Feedback Support Help

STEP 4

Results

&, Download Sample CSV
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3. Click on “Identify Device”

& Secure | https// pp: cisco.com/software/csws/ws/platform/ £png

Werkluide ehange]  Logged i | Acocunt | Log Out | MyGisca

"
sty T o Training & Events o Y

cisco

Cisco Software Central > Plug and Play Connect English [ Change ] & Helo, Kavita Datla & PnP Test Account v Viptela_ K v

Plug and Play Connect

Feedback Support Help

Devices | Goniroller Profles | Configurations @B | Gonfiguration Templates €A | Network

Add Device(s)

STEP 1 v STEP 2

Identity Source Identify Device(s)

Identify Devices
Enter device details by clicking Identiy Device button and cick Next 10 proceed o the next step. QA @ vaid | @ Enors Existing

+ Identify Device.

Row Serial Number Base PID. Actions

Controller Description
No Devicas to display.

No Records to Display

Cancel Back Next

4. The “Identify Device” screen appears. Enter the device details and click “Save”, as shown in the following
screenshot. Choose the base PID in the case where a vEdge device is an orderable PID or label on the

hardware router called “Model Name”.

& Secure | https://webapps-stage.cisco.com/software/csws/ws/platform/home#png

My Cisco

Account | Log Out

Workdwide [change]

alraln
cisco

Products &

Identify Device

© Serial Number 1102180592115 Datia &3 PnP Test Account »  Viptela K =

Cisco Software Central > Plug and Play Connec

Plug and Play Connect

VEDGE-1000-AC Feedback Support Help

+ Base PID

VBOND_ONPREM_FROFILE

E

Controller Profile

hort optional descrition for this device.

Devices | Controller Profiles | Configurations

Description

Add Device(s)

Cancel Save

STEP 1 v

Identify Source. Identify Device(s) Review & Submit

Results

Identify Devices
Enter device details by clicking Identify Device bution and click Next o proceed to the next step. @Al @ vaid | @ Erors | () Existing

|+ Identify Device

Row ‘Serial Number Base PID Controller Description Actions

No Devices to display.
o Records fo Display

Cancel | | Back | Next
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Note: Cisco ISR 4000 Series routers use two separate serial numbers for the unique device identifier (UDI)
and secure unique device identifier (SUDI). For a device with two serial numbers, you must also provide the
second serial number in PnP. The device may encounter redirection problems if it is provisioned by PnP using
only one serial number. The following steps provide both serial numbers, enabling PnP to provision the device
correctly.

a. Onthe Cisco ISR 4000 Series router, display the two serial numbers (shown in bold in the output below).

ISR-4331#show pnp version

—————————————————— show pnp version ------------------

PnP Schema Version: 1.0, Baseline Tracking: rel29.1.20190116
Device UDI: PID:ISR4331/K9,VID:VO5,SN:FD02240A1RY

UDI Checking: Yes

SID: AuthOnly:No, MustValidate:No, MustRenew:No

Security Enforced: No, PostReloadPriv'd Profile: N/A

SUDI Certificate: CISCO_IDEVID_SUDI

Device SUDI: PID:ISR4331/K9,SN:FD022371AM5

b. In the "Identify Device" window, enter the PID of an ISR 4000 Series router in the “Base PID” field. When
you begin typing, the field provides options based on the typed characters. Select an ISR
4000 Series router. Once the PID is selected additional fields appear in the “Identify Device” window.

i Identify Device X I

* Serial Number FTX43323
ol I
* Base PID Choose Base PID b
- Controller Profile E
O, ISR4
Cf  Description
ISR4221-AX/K9
ISR4221-B/K9
Cancel ISR4221-SEC/K9
5 ISR4221/K9 -
m
ISR4221T-P/K9
{entify Device(s) ISR4221X/K9

ISR4321-AX/K9
ISR4321-AXV/K9

3 button and click Next to proceed ISR4321-SEC/K9 Al G
ISR4321-V/K9
ISR4321-VSEC/K9
ISR4321/K9

3 PID Certificatt  |SR4331-AX/K9 Desc

Clear Selection
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c. Inthe "SUDI Serial Number" field, enter the SUDI serial number that was displayed in a previous step and
click “Add.” The "ldentify Device" window now contains both serial numbers of the device.

Identify Device X

* Serial Number FTX43323

* Base PID ISR4331-DNA v
Certificate Serial ex. 01E9478D
Number
Controller Profile Choose Controller Profile v
Description Enter short optional description for this device.

Add Additional SUDI

SUDI SERIAL NUMBER Certificate Serial Number Add

SUDI Serial Number Certificate Serial Number Actions

No Devices to display.

© couble click to edit certificate serial number

No Records to Display

Cancel Save

d. Click Save.

5. Click “Next”

| @ secure | httpsy//webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-devices/add

Werduice change]  Looed i | Account | Log Out | MyGseo

c1sco Products & Services How fo Buy Training & Events. Partners [ 9]
Cisco Software Central = Plug and Play Connect English [ Change] & Hello, Kavita Datla €83 PnP Test Account v Viptela K w
P|ug and P|ay Connect Feedback Support Help

Devices | Controller Profiles |~ Configurations €= | Configuration Templates €22 | Network

Add Device(s)

sree 1 v stee D orer 3 sree 4

Identity Source Identify Device(s) Review & Submit Results

Identify Devices
Enter device details by clicking Identify Device button and click Next to proceed to the next step. Q@A @ vaic | @ Erors Existing

+ Identify Device.
Row Serial Number Base PID Controller Description Actions

1 110D2190502115 VEDGE-1000-AC VEOND_ONPREM_PROFILE - Ve

Showing 1 Record

Cancel Back =
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6. Click “Submit”

@ Secure | http: pp cisco.com/ /csws/ws/platform/

pp-devices/add

alaln

Products & Services
cisco

How to Buy

Training & Events

Workduida [change]

Loggedin | Acoount | LgOut

My Cisco
Partners

Gisco Software Gentral > Plug and Play Connect

Plug and Play Connect

Devices  Controller Profles | Configurations @B | Configuration Templates CED

Add Device(s)

STEP 1 v

Identity Source

5512\/ s;:3

Identity Device(z) Review & Submit

Review & Submit
‘Submit action will submit following 1 newly identified device(s).

Network

English [ Change] & Hello, Kavita Datla @8 PnP Test Account v Viptela_K v

Feedvack Support Help

Row Serial Number Base PID Controller Description
1 102190892115 VEDGE-1000-AC VEOND_ONPREM_PROFILE
Shouing 1 Record
Cancel Back B3
7. Click “Done”
@ Secure | https:// pps-stage.cisco.com/ Jcsws /ws/platform/ pnp-de:
Workuide changel Logged in | Account | LogOw. | My Giseo
N m
Products & Services
cisco

How to Buy

Training & Events

Partners.

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices | Controller Profiles | Configuations €8 | Gonfiguration Templates ‘@B | Network

Add Device(s)

STEP 1 v STi

Identify Source

2v

Idenify Device(s)

STE

3v

Review & Submit
Attempted to add 1 device(s)

Successfully added 1 device(s) !

English [ Change ] &

& Hello, Kavita Datla €3 PnP Test Account v Viptela_K

Feedback Support Help

4

Results

It may take 2 few minutes for the new devices to show up in the Devices table. Please wait a minute or two and refresh the page as needed.

8.

“Provisioned” once the data is sent to ZTP.

Devices will be provisioned automatically since the profile is already present. The status shows as

| @ Secure | https;/webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-devices

cisco Products & Services

How to Buy

Training & Events

[—

Loggedin | Account | Log out

My Gisco
Partners.

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices  Controller Profies | Configurations @& | Configuration Templates Networi
+ Add Devices / Edit Sele i Delete Selected (¢}
[J | Serial Number Base PID ProductGroup  Controller
Any v || Ay -

[ 110D2190592115 VEDGE-1000-AC Router VBOND_ONPREM_F.

English [ Change ] &

Configuration €&

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

& Hello, Kavita Datia & PnP Test Account v Viptela K +

Feedback Support Help

Last Modified Status. Actions

2 SelectRange v

Any -

Clear Filters

2018-Mar-06, 0122 Showlog.. w

‘Showing 1 Record
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Associate controllers to a device

1. Select the device under the “Devices” tab and Click “Edit Selected”

| @ sSecure | httpsy//webapps-stage cisco.com/software/csws/ws/platform/ pnp-devices

Worktwide [change]  Loggecin | Account | LogOu | My Ciseo
sl

cisco Products & Services How to Buy Training & Events Partners Y

Cisco Software Central > Plug and Play Connect English [ Change] & Hello, Kavita Datla EE3 Viptela E2E Test v  DEFAULT ~
Plug and Play Connect Feedoack Supporl Help

Devices | Controller Profies | Configurations €@ | configuration Templates €& | Network

+ Add Devices. 1 Delete Selected. C
[J | Serial Numper Base PID. Product Group  Controller Confiquration Last Modifisd Status Actions
Any v || any - £ selectRange  w | | Any w || ClearFiters
o 110D2157733666 VEDGE-1000-AC Router VIPTELA-CLOUD-HO...  — 2016-Feb-28, 18:05 ShowLog...| w
110D2191378801 VEDGE-1000-AC Router VIPTELA-TEST-PRO - 2018-Feb-24, 11:47 Showlog.. W
o 110D2124762606 VEDGE-1000-AC Router VIPTELA-TEST-PRO - 2016-Feb-21, 2318 ShowLog...| w
o 110D2178743356 VEDGE-1000-AC Router VIPTELA-TEST-PRO. - 2018-Feb-20, 00:18 Show Log... | w

Showing All 4 Resords

2. Select the profile that the user wants to change and click “Apply”

€ C | @ Secure | htps://webapps-stage.cisco.com/software/cs,

latform/home#pnp-devices/edit/Router *

Werkdwde [charge] Logged | Accoun | LogO | My Gieo

Products & Services How o Buy Traning & Events Partners Y

Cisco Software Central > Plug and Play Connect 2

Engish [Change] & Hello, Kavia Datla 61 Viptela E2E Test v DEFAULT ~

Plug and Play Connect Feedvack Support Help

Devices | Controler Profies ~ Configurations @B Configuration Templates @ZB | Network

Edit Devices
Select 1 provide the val 1o al selected devices he changes
‘Select Device Property Provide a value
Controer Profie ~ | choose Controller Profie - Resat
VIPTELA-GLOUD-HOSTED-PROFILE
Selected Devices VIPTELATESTPROFILE2
Product Group : Router
‘Serial Number Base PID Glear Selecton wration Description Actons
1002191378801 VEDGE-1000-AC VIPTELATESTPROFILE2 i)

Showing 1 Record

Cancel Submi

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Poiicy | Trademarks
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3. The new and old profiles are shown under the “Controller” label

| & Secure | https://webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-devicesfedit/Router

Workdwide lcnsnge]  Logg=d i | Account | LogOut | MyGseo

bl

Products & Services How to Buy Training & Events Partners [ Q]
cisco . o

Cisco Software Central > Plug and Play Connect English [ Change] & Hello, Kavita Datla €8 Viptela E2E Test v DEFAULT v

Plug and Play Connect Feedback Support Help

Devices | Controller Profiles | Configurations @3B | Configuration Templates @3B | Network

Edit Devices

‘Select the property of the device, provide the value and apply to all selected devices. Once done submit the changes.

Select Device Property Provide a value

Controller Profile ~ VIPTELA-CLOUD-HOSTED-PROFILE - P Reset

Selected Devices
Product Group - Router

Serial Number Base PID Controller Configuration Description Actions

New VIPTELA-CLOUDHOSTED-P =
110D2191372601 VEDGE-1000-AC Cumrent VIPTELA-TEST-PROFILEZ ~ - o

Showing 1 Record

4. Click the “Submit” button. The device is now associated with a new profile (cloud-hosted in this case) as
shown in the following screenshot.

| & secure | nttpsy//webapps-stage.cisco.comysoftware/csws /ws/platform/home#pnp-devices

Worde ohangel  Logged I | Acoount | Logut | My Gisco
bl

Products & Services How to Buy Training & Events Partners [ 9]
Cisco

Cisco Software Central > Plug and Play Connect English [ Change] & Hello, Kavita Datla &8 Viptela E2E Test w  DEFAULT w

Plug and Play Connect Feedback Support Help

Devices | Controller Profiles | Cenfigurations €= | Configuration Templates €ZBY | Network

| + AddDevices / EditSal [¢]
(=] Serial Number Base PID Froduct Group Controller Configuration CEY Last Modgified Status Actions.

Any ~ | [any - £ SelectRange v | | Any v || ClearFilters
O 10D2191378801 VEDGE-1000-AC Router VIPTELA-CLOUD-HO... — 2018-Mar-06, 05:45 Show Log... | W
(5] 110D2157739666 VEDGE-1000-AC Router VIPTELA-CLOUD-HO... — 2018-Feb-28, 18:05 show Log... | W
@ 110D2184762606 VEDGE-1000-AC Router VIPTELATEST-PRO...  — 2018-Feb-21, 2318 Show Log... | ¥
(=] 110D2178743356 VEDGE-1000-AC Router VIPTELA-TEST-PRO. = 2018-Feb-20, 0018 Show Log.. | v

Showing All 4 Records
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Un-configure a device (disassociate a device from the controller)

1. Click on the device that you want to un-configure and click “Edit Selected”

| & secure | nttpsy/webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-devices

Worldwide [change]
alnaln,

Logged n | Account | Logout | MyGisco
Products & Services
cisco

How o Buy Training & Events. Partners.

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

English [ Change ] & Hello, Kavita Datla €83 PnP TestAccount v Viptela_K

Feedback Support Help
Devices | Controller Profles | Configurations Gonfiguration Templates Network

+ Add Devices

1 Delete Selected. C
[J  Serial Number Base PID Product Group Controller Configuration Last Modified Status Actions
Any v || any - £3 SelectRange v | | Any v || ClearFilters
[=] 110D2130059141 VEDGE-1000-AC Router VBOND_ONPREM_P... - 2018-Mar-06, 01:26 Show Log.. | W
1100219059215 VEDGE-1000-AC Router VBOND_ONPREM_P.. -

2018-Mar-08, 01:22 Show Log... ¥

Showing All 2 Records

2. Click “Controller Profile” and click “Apply”

& Secure | https://webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-devices/edit/Router

Workiwide [change]  Lc in | Account | LogOut | My Ciseo

Products & Services

How to Buy Training & Events. Partners

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

English [ Change ] & Hello, Kavita Datla €8 PnP Test Account w  Viptela K v

Feedback Support Help

Devices | Controller Profiles | Configurations @3B | Configuration Templates €3ID | Network

Edit Devices

Select the property of the device, provide the value and apply to all selected devices. Once done submit the changes

Select Device Property Provide a value

Controller Profie Choose Controller Profile

- | Reset

Selected Devices
Product Group - Router

Serial Number Bace PID Controller Configuration Description Actions
1100219059215 VEDGE-1000-AC VBOND_ONPREM_PROFILE -

]

‘Shouing 1 Record
Cancel

Submit
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3. The new and old profile will be shown

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

English [ Ghange ] & Hello, Kavita Datla €83 PnP Test Account v Viptela K v

Feedback Support Help

Devices | Coniroller Profies | Configurations @3B | Configuration Templates €Y | Network

Edit Devices

Select the property of the device, provide the value and apply to all selected devices. Once done submit the changes.

‘Select Device Property Provide a value

Controller Profie ~ | choose Controller Frofile - Reset

Selected Devices
Product Group : Router

Serial Number Base FID Controller Configuration Description Actions
New — =
1002160592115 VEDGE-1000-AC Current VBOND_ONPREM_PROF ™ - m
Shouing 1 Record
Cancel

4. Click the “Submit” button. The device will be shown with an “unconfigured” status on the “Devices” tab as there

is no vBond controller associated with it

| @ Secure | https//webapps-stage.cisco.com/s

csws/ws/platform/home#pnp-devices

Workdwide [change]

n | Account | LogOut | MyGsea.
alaln,

Products & Services ‘Support How to Buy Training & Events
cisco PPo! g .

riners.

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Engiish [Change] & Hello, Kavita Datla €8 PP Test Account v  Viptela_K v

Fesdback Support Help

Devices | Confraller Profiles. @D Templates €D

Network
+ Add Devices. / Edit Selected. [¢]
[J | Serial Number Base PID Product Group | Controller Configuration CZB Last Modified Status Actions
Any v || Any - £ SelectRange v | | Any v || ClearFilters
O vopzsese2iis  VEDGE000-AC Router - - 2018-Mar-08,01:36 I:I;m g v
O 1002130059141 VEDGE-1000-AC Router VBOND_ONPREM P..

2018-Mar-06, 01:26 ShowLog...| W

Showing ANl2 Records

Moving devices from one Virtual Account to another Virtual Account

1. Delete the device from one Virtual Account

2. Add the device into another Virtual Account

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 18 of 25



Delete the device from one Virtual Account

1. On the Devices tab, select the devices that need to be deleted and click the “Delete Selected” button

& Secure | https://webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-devices

Woruits [change]  Lopgectin | Account | LogOut | My Ciseo
sl

Products & Services How to Bu) Training & Events Partners
cisco & a

Cieeo Software Central > Plug and Play Connect

Plug and Play Connect

Engish [ Change] & Hello, Kavita Datla €8 PnP Test Account v  Viptela_K w
Feedback Support Help

Devices | Gontroller Profiles | Configurations €& | Gonfiguration Templates €2

Nefwork
4 Add Devices. / Edit Selected, @ Delete Selected. (¢}
“l Serial Number Base PID Product Group Controlier Configuration EE2Y Last Modified Siatus Actions
Any w | |Any - 3 SelectRange v | | Any v Clear Filters

110D2190592115 VEDGE-1000-AC Router

= 2018-Mar-06, 01:36 Show Log.. W

Showing All 2 Records

2. The system prompts a message, illustrated in the following screenshot. Click “Delete Selected Devices”

& Secure | https://webapps-stage cisco.com/softw

/csws/ws/platform/home#pnp-devices

Wortite
"Ihlll o Products & Services
cisco =R

erange]

rs

Delete Selected Devices

Are you sure, you want to delete 1 selected device(s) ?
Cisco Softwars Central = Plug and Play Connect

Plug and Play Connect

Hello, Kavita Datla €83 PP TestAccount ~  Viptela_K ~

Feedback Support Help

Delete Selected Devices Dismiss.

Devices | Controlier Profiles ce

| + AddDevices . ||  EditSelected.. || @ DeleteSelected.. | | G
Serial Number Base PID Product Group Controller Configuration Last Modified Status Actions

[ =] XHA..y vHAny ~ * | [ & select Range vHAny ~ | | ClearFiters
1100219052115, VEDGE-1000-AC Router =

2018-Mar-06. 01:38 Show Log... w

‘Showing All 2 Resords

3. Devices will be deleted from the Virtual Account

| @ secure | cisco.c

sws/ws/platformy/ pnp-devices

*

Worduide crange] Loggeain | Account | LogOu | My Gisco

s
Products & Services How to Bu
cisco D

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

English [Change ] & Hello, Kavia Datia g Pn Test Account v Viptela_K =

Fesdback Support Help

Devices | Controller Pofies | Configurations @& | Configuration Templates €& | Network
+ Add Devices. [ (¢}
[ Serial Number Base PID Product Group | Controller Configuration €& Last Modiied Status Actions
Ay ~ | [y - £ selectRange  ~ | | Any ~ || ClearFilters

No Devices to display

No Records to Display

Delete Selected Devices !

‘Selected devices deleted successfully.

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 19 of 25



Add a device into another Virtual Account

1. Choose another Virtual Account where you want to add a device

| & Secure | htps//webapps-stage.cisco.com/software/csws,

s/platform/home#pnp-devices

Products & Services How to Buy
cisco &

Training & Events

Worduice lchange]  Logged n | Accoun | Log Out

My Gisco

Partners

Gisco Software Central > Plug and Play Connect

Plug and Play Connect

English [ Ghange ]

Devices Gonfigurations €2

Controller Profiles Configuration Templates € | Network
+ Add Devices / Edit Selected i Delete [¢]
[J  Serial Number Base PID Product Group | Controller
Any v || Ay -~

No Devices to display.

Gonfiguration €&

Hello, Kavita Datia €83 PnP Test Account v Viptela vEdge Testing - Anirudh v

Fesdback Support Help

Last Modified Status Actions
8 SelectRange v | | Any ~w || Clear Filters
No Records to Display

2. Make sure that there is a vBond profile in that account. If not, it needs to be created.

C | & Secure | hitps//webapps-stageci

Products & Services How to Buy

cisco

Training & Events

Werth el U | ot 1o O3

My Cisso.
Partners

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devices | Controller Profiles  Configurations CEE®

Configuration Tempiates @& | Network
+ Add Profile 7 Ed  Make Defau B Show Log
[ | Profile Name Default
Any -
@ PPP VEOND v

Description

(]

Engish [ Change] & Helo, Kavia Datla @B PP Test Account v Viptela vEdge Testing - Anirudh
2 ]

Feedoack Support Help

Used By Download

0 -

‘Showing 1 Record

3. Add the device to the Virtual Account (see steps for adding the device).

The device will be added to the new Virtual Account and be provisioned automatically as there is a vBond

profile associated to it.

| @ secure | httpey/webapps-stage cisco.com/zoftware/csws/ws/platform/home# pnp-devices

Products & Services How to Buy

bl
cisco

Training & Events

[ T —

My Cisco.

Partners

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Configurations €

English [ Change ]

Hello, Kavita Datla g PP Test Account v Viptela VEdge Testing - Anirudn

Feedback Support Help

Controlier Profiles Configuration Templates €3 | Network
<+ Add Devices. / Edit S¢ iil Delete S C
o Serial Number Base FID Product Group Controller Configuration G Last Modified Status Actions,
Any v || Ay - 3 SelectRange v | | Any ~ | | ClearFilters
(=] 110D2190592115 VEDGE-1000-AC Router PPP 2018-Mar-06, 0154 ShowLog...| w

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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Controller management

The PnP portal allows users with the right access levels to add and modify controllers to help manage their re-

direction service.

Note: There can be only one cloud-hosted and one on-premises controller in a given Virtual Account. Only one of

them can be active.

Add controller
1. On the Controller Profiles tab, click “Add Profile”

@ Secure | https:// Pp: cisco.ct ware/c vs/p pnp-

il
cisco

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices | Controller Profiles | Gonfigurations €33 | Gonfiguration Templates €& | Network

+ Add Profile. 7/ i + Make Defas B Show Log.
[ Profie Name Controller Type. Defautt Description
Any -

No items found.

Contacts | Feedback | Help | Site Map | Terms & Condtions | Privacy Statement | Cookie Policy | Trademarks

2. Enter the controller type as “vBond” and click “Next”

& Secure | https://webapps-stage cisco.com/softw

s/platform/home#pnp-controllerProfiles

Add Controller Profile

STEP 1

Profile Type

Choose the type of Profile to be created

+ Controller Type: VBOND ~

Products & Services How to Buy Training & Events Partners

Wordwids hange] Loggaain | Acoount | Log Ot | MyCeco

English [ Change] & Mello, Kavita Datia B8 PnP Test Account ~  Viptela K ~

Feedback Support Heip

C

Used By Download

No Records to Display

Cancel |[l'EY

No items found.
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3. Enter the data in “Add Controller Profile” and click “Next”. Enter the organization name used in vManage and
the domain/IP address of the vBond controller.

I Add Controller Profile X I

STEP 1 v STEP 2 STEP 3 STEP 4
Profile Type Profile Settings Revie Confirmation

Profile Settings

= Profile Name: VBOND_ONPREM_PROFILE
Description I This is vBond On-Prem Profile for Viptela devices| ]
Default Proile: Yes v

= Organization Name Orges

* Primary Controller:

Domain Name v [ omsy v | gapcom 12345
Server Root CA: Max file size up to 1 M8 or max characters ot to exceed 1048576

Cancel Back Next

4. The system displays all the vBond Information as in the following screenshot.

Add Controller Profile X l
STEP 1 Vv STEP 2 v STEP 3 STEP 4
Profile Type Profile Settings Review Confirmation

Review the following options to make sure they are correct before you Submit the changes

Profile Type:

Gontroller Type: VEOND

Profile Settings:

Profile Name: VBOND_ONPREM_PROFILE
Description: This is vBond On-Prem Profile for Viptela devices
Primary Domain Name: gap.com

Primary Protocol: dils

Primary Port 12346

Organization Name: Org6h

Cancel || Back

5. Click “Submit”

Add Controller Profile X I
STEP 1 v STEP 2 v STEP 3 v STEP 4
Profile Type Frofile Seftings Review Confirmation

The controller profile "VBOND_ONPREM_PROFILE" was successfully created

T p——— =1
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6. Click “Done”. The profile is created.

| @ secure | httpsy//webapps-stage.cisco.com/software/csws/ws/platform/home#pnp-controllerProfiles

Worldwide [change]
clsco Products & Services

Logged in | Account | Log Out | My Cisen

How to Buy Training & Events

ers

Cieco Software Central > Plug and Play Connect

Plug and Play Connect

English [ Change ] & Hello, Kavita Datla €83 PnP Test Account v Viptela_K v

Feedback Support Help

Devices | Controller Profiles | Configurations @3B | Configuration Templates € | Network

4+ Add Profile.

+ Make Defaul B Show Log @

[J  Profie Name Controller Type Default Description Used By Download
Any -

0 VBOND_ONPREM_PROFILE VBOND v

This is vBond Gn-Prem Profile for Viptela. &

Showing 1 Record

Edit controller

1. Select the controller under the Controller Profile tab and click “Edit Selected”

s Cico Softviare Central x

e © @ htps://webapps-

- O ol R ]

Worldvide [change] Logged n | Account | Log Ot

My Cisco

How to Buy Training & Events Partners

Gisco Software Central > Plug and Play Connect

Plug and Play Connect

Englsh [Change] & Hello, Airuch Das 683 PnP Test Account +  Vptela K
Feedback Support Help

Devices  Controller Profiles  Configurai

Configuration Templates Network

+ Add Profile

1 Delete Selected ' Mak B Show Log. C
7 Profie Name Gontraler Type Defauit Description Used By Downioad
Aoy -

Shoning 1 Record
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2. The existing value of the controller will be populated in editable format. Change the required value and click
“Next”. Rules around editing a controller profile are explained later in this document.

I Add Controller Profile X I

STEP 1 v STEP 2 STEP 3 STEP 4

Profile Type Profile Settings Review

Profile Settings

* Profile Name. 'VBOND_ONPREM_PROFILE
Description [ This is vBond On-Prem Profile for Viptela devices| I
Default Profile: Yes v

= Organization Name orges

* Primary Centroller:
Domain Name v DTLSY v | | gap.com 12346

Server Root A Max file size up to 1 MB or max characlers not to exceed 1048576 w

cancel | Back |[EEN

3. The system displays all the vBond information, as shown in the following screenshot.

Add Controller Profile X l

STEP '1 v STEP 2 v STEP 3 STEP 4

Profile Type Profile Settings Review Confirmation

Review the fallowing options to make sure they are comrect before you Submit the changes

Profile Type:

Controller Type: VBOND

Profile Settings:

Profile Name: VBOND_ONPREM_PROFILE

Description: This is vBond On-Prem Profile for Viptela devices
Primary Domain Name: gap com

Primary Protocol dis

Primary Port: 12346

Organization Name: Org66

Cancel || Back

4. Click “Submit”

Add Controller Profile X I

STEP 1 v STEP 2 v STEP 3 Vv STEP 4

Profile Type Profile Settings Review Confirmation

The controller profile "VBOND_ONPREM_PROFILE™ was successfully created

T T s o
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5. Click “Done”. The profile is edited.

@ Secure | hitpsy//webapps-stage.cisco.com/software/c

platform/ pnp-con

Worduide [ohange]  Logg=ciin | Account | Log Out | My Gisco.

Products & Services How to Bus Training & Events Partners [ 9]
cisco y -

Cisco Software Central > Plug and Play Connect Engiish[ Change] & Hello, Kavita Datla &8 PnP Test Account v Viptela K v
Plug and Play Connect Feedback Support Help

Devices | Controller Profiles | Configurations @3B | Configuration Tempiates @B | Network

+ Add Profile / Edit Selecte i Delete Selected + Make Defa B Show Log @
Profile Name: Controller Type Default Description Used By Download
Any -
VBOND_ONPREM_PROFILE VBOND v ‘This is vBond On-Prem Profile for Viptela. 8 0 -

Showing 1 Record

Rules around editing a vBond controller profile on PnP

Plug and Play enforces certain rules to ensure system integrity:

e The organization name is not editable if there are devices associated to a vBond on PnP
e The network ID is not editable when devices are present in a Virtual Account

¢ The default field in the vBond controller drives the active controller profile on the zProv tool. Only active
profile edits will reflect in zProv.
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