Quick Reference Guide
Security Self-Assessment Audit

SC Content & Audit Management System

Security Audit
Partner Roles and Responsibilities

This document contains the information for Cisco Partners to use the Supply Chain Content and Audit
Management System for Security Audit.

This system replaces previous methods for partners to acknowledge and complete security audits. If
you have questions not covered by this documentation, contact your Cisco Regional Security Lead.
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Introduction of SC Security Audit Process Roles (Cisco & External)

The SC Content and Audit tool replaces earlier systems used to distribute, receive and track audits. See below
to follow the process of an audit from creation to final approval across Cisco roles (blue rows) and Partner
ones (purple).
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The Different States of an Audit

These are the different states of an audit.

Draft -- when Cisco determines an audit of a partner company is needed, a Cisco auditor will begin the
creation of an audit survey. This is the Draft phase of the audit.

Scheduled — when the draft is complete, the auditor will schedule the audit to be published, and sent to
the partner company on a specific date. The status now becomes scheduled. The schedule acts as an
audit calendar for the audit owners.

Launched — for audits that are conducted on-site, they may be launched so that a Cisco auditor can
conduct the assessment at that time, or on a future date.

Published — when the publish date arrives, the audit owner will publish the audit. The system will then
send out notification emails to previously identified people at the partner company. If the audit is a self-
assessment, the partner company will begin work on the controls. If it is an on-site assessment,
conducted by Cisco, the published audit will include the input that Cisco has entered.

Acknowledged — those identified people receive an email notifying them of the audit, and they enter
the SC Content and Audit tool. One of those people will acknowledge the audit, becoming the Action
owner, and the audit status changes to Acknowledged.

In Progress — when that action owner starts working on the audit, its status is again changed, this time
to In Progress. The audit will remain in this In Progress state until the audit is completed.

Closed — when the Cisco audit owner sees that the partner company has completed the audit survey,
and all approvals are complete for the audit responses, the Cisco audit owner will close the audit.
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o Unpublished — after an audit is published, the Cisco auditor can un-publish an audit that is in the
published state. In other words, before the partner company acknowledges the audit. This may be
because a change needs to be made to the audit, or the auditor wants to cancel the audit. If making a
change, the auditor can re-schedule the audit so it can be published with the changes and then sent to
the partner company.

The states of an audit may be viewed on the main screen, color coded by the key at the bottom of the screen.

111+ Supply Chain Audit Management Secuty Akt Ovre - Logou

Manage Audit Plans Manage and Release Templates: Audit Planning and Scheduling

{ View All - Audits - e Refresh
v Audit # ¥ Audit Name ¥ Last Updats Date ¥ Audit Status > Audit Owner ¥ Supplier ' Supplier Location ¥ Audit Type ¥ Schedule Date ¥ Audit Date v =
(J( JI( ) ( Ji( JI( ) ( Ji( )i ( ) ( )
v MsS-247 | STD-MSS-4-FLEXTRONICS-FLEX - DOUMEN | 10/30/2018 08:55:28 | In Progress ashevde FLEXTRONIGS FLEX - DOUMEN SELF-ASSESSMENT 10/30/2018 103012018 08:55:28 | |
v mss-246 | STD-MSS-1-TRIPOD TECHNOLOGY CORPO... | 10/30/2018 08:51:13 | In Progress ashevde TRIPOD TECHNOLOGY... TRIPOD - WUXIPCE2  SELF-ASSESSMENT 10/30/2018 10/30/2018 08:51:13
| Mss-244 | STD-MSS-1-TRIPOD TECHNOLOGY CORPO... | 10/29/201821:00:20 | Published maitnguy TRIPOD TEGHNOLOGY... TRIPOD - WUXIPCB 4 SELF-ASSESSMENT 10/29/2018
v MsS-242 | STD-MSS-1-TRIPOD TECHNOLOGY CORPO... | 10/29/2018 17:44:56 | In Progress maitnguy TRIPOD TECHNOLOGY... | TRIPOD - WUXIPCB3 | SELF-ASSESSMENT 10/29/2018 10/29/2018 17:44:56
v Mss-243 | CST-SELF-34-FLEXTRONICS-FLEX - DOUM... | 10/29/2018 17:42:23 | In Progress ashevde FLEXTRONIGS FLEX - DOUMEN SELF-ASSESSMENT 10/29/2018 10/29/2018 17:42:23
v MsS-241 | STD-MSS-6-TRIPOD TECHNOLOGY CORPO... | 10/29/2018 16:50:08 | Published maitnguy TRIPOD TEGHNOLOGY.. TRIPOD - WUXIPCB2  SELF-ASSESSMENT 10/29/2018
v mss-240 | STD-MSS-1-TRIPOD TECHNOLOGY CORPO... | 10f29/2018 11:47:14 | In Progress maitnguy TRIPOD TECHNOLOGY... | TRIPOD - PINGJEN SELF-ASSESSMENT 10/29/2018 10/29/2018 11:47:14
v MssS-239 | STD-MSS-11-TRIPOD TECHNOLOGY CORP... | 10/29/2018 10:26:19 | In Progress maitnguy TRIPOD TEGHNOLOGY.. TRIPOD - PINGJEN SELF-ASSESSMENT 10/29/2018 10/29/2018 10:26:19
v MsS-238 | STD-MSS-5-TRIPOD TECHNOLOGY CORPO.. | 10/29/2018 09:46:30 | In Progress maitnguy TRIPOD TECHNOLOGY... | TRIPOD - WUXI PCB 4 | SELF-ASSESSMENT 10/29/2018 10/29/2018 09:46:30
v Mss-237 | EDCS-15684112-TRIPOD TECHNOLOGY CO... | 10/26/2018 15:13:06 | In Progress ashevde TRIPOD TECHNOLOGY... | TRIPOD - WUXIPCB3 | SELF-ASSESSMENT 10/26/2018 10/26/2018 15:13:06
v MsS-236 | CST-SELF-35-TRIPOD TECHNOLOGY CORP... | 10/26/2018 12:05:11 | In Progress ashevde TRIPOD TECHNOLOGY... | TRIPOD - WUXIPCB2 | SELF-ASSESSMENT 10/26/2018 10/26/2018 12:05:11
|4 <4 1 [2 P »| 20 v llems per page 1-200of 31 items
I Draft I Scheduled Published I UnPublished I Acknowledged I In Progress I Closed @ Action/s avallable Action/s unavallable

Partner Roles

Security Partner Doc Owner
e Can acknowledge Audit plan
e Can add exception to the Audit plan
e Can accept the Audit plan

Note: the Audit template is sent to the company, multiple people at your company might be receiving the same
notification. Any of the people receiving the notification can acknowledge that Audit template has been received.

Security Partner Audit Owner
e Can perform the Audit Plan
e Can submit Audit Results: Pass/ Fail / N/A
e Can submit Audit Result to Cisco for approval

Note: This can be the same person who has played the role of the Security Partner Doc Owner or not.
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Getting Access to the Tool
You will need to request access to the tool based on your current job role in your company. See the
attached document for instructions on getting access and logging in.

Training- Content Management - External User Onboarding.pdf

Logging in to the Tool
Note: You must have a CCO ID to access the tool. Clicking that link brings you to the Audit tool’s log in page.
Start by clicking in the username or email field.

United States - Engisn

almln
CIsCo

Log in to your account

Usernaf¥stex emalil |

Forgot usermame? | Click in the Username
all fiel

orem d.

Create & rew account

Tems & Condtions | Priacy | Coodes | Trademarks

Now enter your username or email address and click “Next”.

United States - English

aaln
Cisco

Log in to your account

Usemame or emal

Forgot username?

Create a new account

Terms & Conditons | Privacy | Cookies | Trademarks
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Enter your password in the password field and click “Sign In”.

wlnn
Clsco

\Welcome

« bep_partner_audit_owner@yopmail.com

Click the Sign in
Forgot Passw button.

Need help? Contact Support

NOTE - The tool may only be accessed by a Chrome or Firefox Browser.
It is NOT available via Internet Explorer.
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Acknowledging an Audit
Description Steps & Screenshot

The first step a partner takes in the audit process is to acknowledge receipt of the published audit.
When the audit is published, a notification will be sent to the partner that it is time to acknowledge the
audit. This notification is received via email and looks like this:

st sfe sfe sfe sfe sfe sk ske sk ske sk sk sk sk sk sk sk sk sk she sfe sk she sk ske sk sk sk sk sk sk sk sk ske sk sk sk skeosk sk skoskosk sk skosk sk

Title: ACTION REQUIRED - Cisco Security Self-Assessment Audit (AUTO FILL IN DOC # (Example STD-
MSS-1))

From: no-reply-sc-audit-notification(@cisco.com

Date: AUTO FILL IN

Hello:
A Cisco Security Self-Assessment Audit has been created for you NAME HERE

Please acknowledge receipt of the audit by clicking here and taking appropriate actions.

Your prompt action is appreciated.
Thank you.

st sfe sk s sfe she sk sk sk sk skosie sk st ste sk sk sk sk sk sk sk sk sk sk sl sk sk sk sk sk ste st sk sk sk sk skeoskoskoskoskokokokoskok kokosk

Follow the steps to acknowledge the audit. You will need to log in (steps above). The person who
acknowledges the audit will become the audit owner. The audit owner can easily be changed in the
system by selecting the audit and clicking the “Change Partner Owner” button.

Entry Screen

CheCK your r0|e Iclllsé‘(; Supply Chain Audit Management

Only the roles
you have access
to will show in
the drop-down
box.

~  Last Updated Date™  Action Status ¥ CiscoProcess ~ Partner > Partner Site ~  Notes For Partner ¥  Partner PO C ~ Morelnfo ¥ =

v Siu-maans W >tngaro rempiate for..

o M @ swncard Template for

Acknowledged raraghuw FLEXTRONICS FLEX - DOUMEN ded security_partner_doc@yopmail com s
. Accepted raraghuve FLEXTRONICS FLEX - DOUMEN Notes add security_partner_doc@yopmail com e
FLEXTRONICS FLEX - DOUMEN stes adeh secunity_partner_doc@yopmail com e
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Select the

document and "cll's'élc"' Supply Chain Audit Management Security Partner Doc Owner ~ LogOut

view the controls
if needed.

Acknowledge

(’ / > @ reren

Doc/Template Tile ¥ LastUpdated Date  ~  Action Sialus ¥ Cisco Process Owner§  Partner * Panner Siie ~  Notes For Pariner ~  Parner POC Y More info
( D ) ¢ ) ) ¢ ) ¢ ) ¢ ) )
v STD-MSS-1 © standard Template for.. 10/01/2018 08:20:46  Published To Partner raraghuw FLEXTRONICS FLEX - DOUMEN *** Notes added on 1.

v STD-MSS-2 @ standard Template for..  09/25/2018 12:09:03  Accepted raraghuw FLEX - DOUMEN “+* No ed on 0. security_partner_doc...

b STD-MSS-1 @ Sstendord Template for.. 09/24/2018 18:28:23  Accepted haogu FL riner_doc: ese

View the
controls and -

download the Digitized MSS Document : STD-MSS-1
document for
easier viewing if e Fxcepion

Mumber

needed. ) ) amD o ) ¢

Secuity Governance Governance and Information Securty .. 1.1.1 Supplier must develop and disseminate a security program th. Verity if there is program document

Expor all 0ata as csy

Export visible daj
Security Governance Governance and Information Security .. 1.1.2 Supplier murst review and update their information security pr. Perform inquiry about the informati

Securlty Governance nce and Information Security ... 1.1.3 Supplier must identify roles and responsibilities within the Su. « Perform inquiry or verify If a team /...
Security Governance 1 Supplier must develop policies, standards or procedures that ... 1. Verify if policies, standards|

View all controls. Use drop-down to

Security Governance 13; Supplier must prioritize and mitigate those risks which could i.. . Perform inguiry or verify if .
export for easier

review if desired.

Security Governance Security Risk Management Supplier must monitor changes to the threat landscape perio.. 1. Perform inguiry or verify if

Security Governance Security Risk Management Supplier must develop, document and follow a risk managem Perform inquiry or verify if

Security Governance Security Gompliance Management 3 Supplier must conduct self-assessments of their compliance ... 1. Perform inquiry or verify if a proces.
Security Governance Security Compliance Management Supplier must develop and implement a plan of action to corr.. 1. Verily if management action plan h
Securlty In Manufacturing and Oper...  Tracking and Accountability 211 Supplier must account for all items containing Cisca IP in any... | 1. Perform inguiry of verify If a proces..,

Security in Manufaciuring and Oper... ~ Security in Inventary Management 221 Supplier must conduct cycle counts as per the following sche... 1. Verify records of cycle counts as p.
M A e (7] || M 20 ¥ | items per page 1 - 20 of 128 items

Once you are l(I:'|lsI(I:I(; Supply Chain Audit Management Security Partner Doc Owner *  LogOut
ready, you can
return to the

main screen to ” ‘ ° B e
Z i 2 o]
13 ” /
Acknowledge - .. View document
publist Cknowledge Ex i) A .
the document. notes from Cisco.
( View All - Docs % @ Refresh
plate # X UEN plate Title *  LastUpdated Date  Acton Status. ¥ Cisco Process OwnerS  Pariner * Pariner Sie *  Notes For Pariner POC ¥ More info ¥
( ) ¢ D D ¢ ) @ ) ) ¢ ) )
" STD-MSS-1 . Standard Template for..  10/01/2018 08:20:46 Published To Partner raraghuw FLEXTRONICS FLEX - DOUMEN *** Notes added on 1. see
v STD-MSS-2 @ standard Template for.. 09/25/2018 12:09:03  Accepted raraghuw FLEXTRONICS FLEX - DOUMEN *** Notas adde 0.. security_partner_doc... P,
v STD-MSS-1 @ standarc Template for..  09/24/2018 18:28:23  Accepted haogu FLEXTRONICS FLEX - DOUMEN *++ Notes added on 0... | Security_partner_doc... P

The next step in the process will be to Accept the Audit or to Submit an Exception to it. If you
have no Exceptions to enter, skip that step and proceed to “Accepting the Self-Assessment”.
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Submitting An Exception
Description Steps & Screenshot

If you need an
exception to any
of the controls,
you can request
“Add Exception”.

CISCO Supply Chain Audit Management

Secunty Parner Doc Owner *  LogOul

Exception Acceplt

Shown here are
steps to submit

Doc/Template # ¥ DociTemplate Title ¥ Last Updated Date”  Action Status > CiscoProcess ¥  Pariner *  Partner Site *  Notes For Partner ™ Pariner PO C ¥  Morelnfo ¥ o
Owners 1
( ) ( i i I ) € I ) ¢ N )
v STD-MSS-1 . Standard Template for..  10/01/2018 08:23.. Acknowledged raraghuw FLEXTRONICS FLEX - DOUMEN *** Notes added o. security_partner_doc@yopmail com see

Enter the details
on the Control

number(s) you Exception Request Form
need Exceptions
for & provide the

Add Exception To Grid

reason(s) Why Domain Sub-Domain Control Number
l Security Governance - I Ifm;umy Policies. Standards and Procedures ‘lﬁﬂ-

A pOp-Up menu Requirement Partner Reason / Explanation

will confirm, Suppller must devekop polcies, standerds or proceures thet Qe Need waivgr due xy

once you submit. e R SRt 6 WA S e

a. security risk mai Jement
b. security compliance management

c. security manufacturing and service op

Save Exception God Submit Exception Grid
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a - A a -

Steps & Screenshot

Once Exception
submission has
been approved
by Cisco, you
will “Accept” the
assessment &
proceed with
performing the
Audit

A confirmation
message will
appear. Click
“OK"

alrale

cisco Supply Chain Audit Management

Workbench
o )

Accepl

~  Parin;

Secunty Partner Doc Owner *  Log Oul

Publish Acknowledge Exceplior

View All - Docs

~  Cisco Process ¥ Notes For Partner  Pariner PO C ¥ More Info ¥

Owners

Doc/Template § Action Status

D ) ¢

g ) I D |

© Standard Template for..  10/01/2018 08:26... Exception Complet... raraghuw *** Notes acded 0. Security_partner_doc@yopmall.cam sse

O Sstandard Template for..  08/25/2018 12:09... | Accepted raraghuw security_partner_doc@yopmall.com Y

O standard Template for . 09/24/2018 18:28... | Accepted haogu FLEX - DOUMEN security_partner_doc@yopmall.com P

Note: You can delegate to

another person within your
organization to perform the
audit

Completing and Submitting an Audit for Approval

Description

Steps & Screenshot

Entry Screen

The audit itself
will be
completed by
the Security
Partner Audit
Owner.

This can be the
same person as
the one who
acknowledged
and/ or accepted
the document if
they had
previously
requested the
Security Partner
Audit Owner
Role.

aifiat]n
Cisco

Supply Chain Audit Management

Security Partner Audit Ogmer - g Oul

In Progress

Note: This is done
from the Security
Partner Audit

My Audits - All Status - Audit Results/Actions. Change Partnes Owner

& @ - - Owner role.

3 Audit # ~ Audit Name *  Last Update Date ¥ Audit Staws ¥ Audit Owner ¥ Action Owner ¥ Suppher v Suppler Site: ~  Audit Type Y=
D ) ) ) G ¢ D G ) &

v MSS-395 STD-MSS-1-FLEXTRONICS-FLEX - DOUMEN 10/01/2018 08:28:05 Published haogu security_partner_doc@yop. FLEXTRONICS FLEX = DOUMEN SELF-ASSESSMENT

v MSS-397 STD-MSS-2-FLER RS FLEX - DOUMEN  09/25/2018 12:09:40 In Pragress raraghuw security_partner_doc@yop..  FLEXTRONICS FLEX - DOUMEN SELF-ASSESSMENT

v 1 Fl haogu security_partner_doc@yop.. FLEXTRONICS FLEX - DOUMEN SELF-ASSESSMENT
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Go through and
perform each
controls listed.

Hmin
cisco

Supply Chain Audit Management

+ Back

Fass_l
Fail - Create GAP
NIA

Sub Domain

Audit #: MSS-395 Audi

To take action, please select the question front

~  Domain .

( i

v | Security Govemance

Security Risk Manag
w | Security Goverance Security Risk Manag

Security Govermance Security Compliance Management

e o oo
<

v | Security Governance

Security Parner Audit Owner -~ LogOut

it Plan Name:  STD-MSS-1-FLEXTRONICS-FLEX - DOUMEN

¥ Audit
Result

¥ Resut ¥
Staws

Exception hA—

Note: For easier
viewing, you may
download the
information into Excel.

Supplier must conduct self-assess... 1. Perfarm inquiry or verify if a proc...
1. Verify if management action plan...

rtorm inquiry or verify it 8 proc...

rform inquiry or verlfy if a proc.
a random sampie set of Clov...

Suppller must account fer allitems. .. 1. Perform inquiry or verify if a proc..

ez s Note: To view the fll

w | 3rd Tier Partner Security

© v | 3rdTier Parner Security Security during

© v | 3rdTier Partner Securiy Cloud Security

© v  Securtyin Manufacturing and Oper.. | Tracking and Accountabilty 211
© v  Secuilyin Manufacturing and Oper.. Securty in lnventory Management  2.2.1
@  ~  Seculyin Manufacturing and Oper.. Security in Inventary 2ude
B  ~ | Securtyin Manufacturing and Oper... Security in Handiing Propriatary ltems  2.3.1

|« “4 7 » » 20 ~ | items per page

https://scaudit-sta.cloudapps.cisco.com

1e8 |/

description, hover over
the control number. 3

1-200f 128 items

Supplier must document the transfa... 1. Verify 1

Completing a “Fail” for a control

Include your
documentation
and comments
for each
question.

For a “Fail”
designation,

4 Back WHY - GAP  WHAT - RCA/Mitigation Plan  HOW - Upload Evidence

¥ WHY - GAP
Requirement Details

Domain Security Governance

Requrement  sypplier must prioritize and mitigate those risks

Sub-domain

Audit Guidelines

Security Risk Management ControlH 13

Exception

1. Parform inquiry or verify if a process exi

create a GAP as
Enter GAP Details
shown. ]
[GAP Title IFaiEed due to xyz alus Creation Date 10-01-2018
AP Description Comments for Approver
Failed due to xyz Need your approval on the GAP
1
v WHAT - RCA/Mitigation Plan
Enter RCA/Mitigation Plan/Remediation
Risk Root Cause
Complete the £3 Most Visted @ Getting Started @ Audit Management
details on WHAT Failed due to xyz Need your approval on the GAP
the GAP is.
¥ WHAT - RCA/Mitigation Plan
Enter RCA/Mitigation Plan/Remediation
(R‘\sx -~ \ ﬁ«ml Cause
no risk to Cisco ops internal flex network issue
. 2\
(M\[\Qa[lom Plan \ @qucﬂc& Remediation
T
L J .

» HOW - Upload Evidence
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In the HOW

section, upload
your evidence
and save your

work.

A pop-up
message will
confirm.

P WHAT

v HOW

RCA/Mitigation Plan

Upload Evidence

Upload Fvidence

e e

g Drop or click to upload

No files uploaded

L I T I T I |

« Compliance 0213.txt

(018 kB )

(

Save

b 3

Gancel )

Submitting to Cisco for Approval

Submit individual

items for

approval, once

they are

cisco

SUpPTy DTG T GG G ag oGt i

SECUTLY Par e Fuon Dwiier

= Lugwul

4 Back

Audit #

MS5-395

Submit To Cisco for Approval

To take action, please select the question frol

jame.

STD-MS5-1-FLEXTRONICS-FLEX - DOUMEN

v  Domain ¥ Audit Guidelines ¥ Audt ¥ Resul ¥ Exception voa
complete. Resut  Stas 1
( @ ) @ )
| Security Governance Security Risk Management 131 Supplier must prioritize and mitigat . 1. Perform inquiry or verify if a proc., il Created
w  Security Governance Governance and Information Securi..  1.1.3 Supplier must (dentify roles and res... 1. Perform inquiry or verify if a team... NJ/A Created
1] v  Security Governance Security Compliance Management. [ 4%} Supplier must conduct self-assess... 1. Perform inquiry or verify if a proc...  Pass Created
« | Security and Securi..  1.1.1 Supplier must develop and disseml.. 1. Verify if there is program docum...  Pass Approved
v | Security and Securi.. | 1.1.2 Supplier must review and update th... 1. Perform inquiry about the inform...  Fall Approved
+ | Security Governance Security Policies, Standards and Pr_. 1.2.1 Supplier must develop policies, sta.. 1. Verify if policies, standards and p...
v | Security Governance Security Risk Management 132 Supplier must monitor changes to 1. 1. Perform inquiry or verify if a proc...
v | Security Governance Security Risk Management. 133 Supplier must develop, document a_. 1. Perform inquiry or verify if a proc...
v | Security Governance Security Compliance Management  1.4.2 Supplier must develop and implem... 1. Veerlfy If management action pian.
@ v  3rdTier Partner Security Security during Contract Initiation 111 Supplier must ensure that their sup... 1. Perform inquiry or verify if a proc.
| 3rd Tier Partner Security Security during Contract Initiation 1.1.2 When procuring products of servic... 1. Perform inquiry or verify if @ proc...
il e[ 7] @ 20 | =|items per page 1 - 20 of 128 item:
Trademarks | Terms & Conclinons | Cootie Policy | Privacy Statement
CISCO “UPPY Si@ni Auui wiGnaysis e SECUTILY PEINET AUGK UWTHeT * Loy ot

A pop-up menu
will confirm your

submission.

+ Back

Audit #

v
v
v
e v
v
v
v
v
v
-] v
v
b4
I«

Audit Guidelines

1

%

1;

)-MSS-1-FLEXTRONICS-FLEX - DOUMEN

Perform inquiry or verify if a team.
Perform inquiry or verify if a proc.

Perform inquiry or verlfy if a

Note: The status will
change to “Submitted”

Audit
Result

N/A

¥ Result Staws

Submitted for CiscoApproval

bmitted for Cisco Approval

Submitted for Cisco Approval
Approved

Approved

MSS5-395 Audit Plan Name:
To take acton, please select the question frof A pop-up W|nd0W WI"
=y appear to confirm your | 3
submission.
S . 3
9 - y - J
Security Governance Governance and Information Securi..  1.1.3 Supplier must identify roles and res.
Security Govermance Security Risk Management 131 Supplier must prioritize and mitigat.
Security Governance Security Compliance Management  1.4.1 Supplier must conduct self-assess.
Security and Securi.. | 1.1.1 Supplier must develop and disf
Security Governance Governance and Information Securi..  1.1.2 Supplier must review and upd:
Security Governance Security Policies, Standards and Pr..  1.2.1 Supplier must develop policies)
Security Governance Security Risk Management 132 Supplier must monitor changes fo t...
Security Governance Security Risk Management 133 Supplier must develop, document 3.
Security Governance Security Compliance Management 142 Supplier must develop and implem..
rd Tier Partner Security Security during Contract Initiation 111 Supplier must ensure that their sup...
3rd Tier Partner Security Security during Contract Inftiation 112 When procuring progucts or Servic...
a4 Te ;7] B >l 20 v | itemns per page

Perform inquiry or verify if & proc..

. Perform inquiry or verlfy if 3 proc..,
- Verify if management action pian..
. Perform inquiry or verify if a proc...

. Perform inguiry or verify if a proc..

20 of 128 items
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Changing Partner Owner (optional step - only if needed)

Description Steps & Screenshot

Entry Screen

ara]n
cisco

Supply Chain Audit Management Security Parmer Audit Ogner = q Out

If you need to
pass
responsibility for
the audit to
another qualified

Workbench

Note: This is done
from the Security

person at your ® oy Partner Audit
My Audils - All Stalus - e Audit Results/Actions:

Company, you & Owner role.
can CI|Ck v Aucdit ¥ Audit Name ~  Last Update Date ¥ Audit Staus ¥ Audit Owner ~  Action Owner ~ Suppher ~  Supplier Site ¥ Audit Type vz
“Change Partner - w e w ) il N ¢

o A\ G, o AN A w 9 _ y: | A
Owner” and then v MSS-395  STD-MSS-1-FLEXTRONIOS-FLEX - DOUMEN  10/01/2018 08:28:05 Published haogu securty_partner_doc@yop.. FLEXTRONICS  FLEX - DOUMEN SELF-ASSESSMENT
Se|eCt and v NS SS-FLEX - DOUMEN | 09/25/2018 12:09:40 in Progress raraghuw security_partner_doc@yop.. FLEXTRONICS  FLEX - DOUMEN SELF-ASSESSMENT
transfer the - M haogu security_partner_doc@®yop.. FLEXTRONICS  FLEX - DOUMEN SELF-ASSESSMENT

Action Owner
status to another
person.
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SC Security ReellD CHIP Audit Process Roles (Cisco & External)

The ReellD CHIP Audit Process is different than other Security Audits. Its purpose is to reconcile ACT2Chip
usage at our Partner Sites. See the process flow below to see the steps in this process. (Cisco steps in Blue,
Partner steps in Green).

Open and
Respond to the
ReellD CHIP Audit

Upload the ReellD Publish the File to
CHIP Audit File the Partner

Submit the Accept or
Results to Cisco Reject the

Audit

s ¥
LSCE Partner Resubmits

| Accept
v

Reel ID CHIP Audit
Complete

Responding to a Reel ID CHIP Audit
Description Steps & Screenshot

The first step a partner takes in the Reel ID CHIP audit process is to respond to the Audit. The
Partner will be notified of the audit via an email that will look like this:

3he she sk sk sk sk sk sk sk sk sk sk sk sfe she sk she sk ske sk sk sk sk sk sk sk sk sk sk sk sk ske sk ske sk sk sk skosk sk sk skeskeskeskoskosk

Title: ACTION REQUIRED — Cisco Security Self-Assessment Audit (AUTO FILL IN DOC #
From: no-reply-sc-audit-notification@cisco.com
Date: AUTO FILL IN

Hello:
There is a REEL Tracking Action required of you by NAME HERE to reconcile the usage of ACT-2 chips at
your site. To take action, please click here .

Thank you.

3 sk st sk sk ok sk s sk st ok sfe sk sk s sk stk sk s sk st ke stk sk sk sk stk sk sk sk ksl stk stk stk stk ok skokok ok

The Partner will first need to log in (steps above). The audit owner can easily be changed in the
system by selecting the audit and clicking the “Change Partner Owner” button.
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Entry Screen

Check your role. il
Cis

Only the roles R e s

Security Partner ReellD/Chip Audit Owner
y0U have aCCG‘SS (_‘/ My Audis - All Status & @ ‘ MFG Ops Partner Owner
to will show in

MEG QC Partner Audit Owner (GMO)
the drop-down v Audit i~ Audt Name * lastUpdateDate  AudtStatus ¥ AudtOwner  ~  Action Owna

box. ) GEED GED GED

v MSS-75 EDCS- 15708252 -FOXCONN 11/04/2018 23:09.... ' In Progress nbodhani mig_gc_partner_audit@yo...

élc;. Supply Chain Audit Management Securiy Pariner Audt Owner ¥ | AaOu

Security PareggDoc C

FOXCONN
v | a MSS-74 CST-SELF~23-FOXCONN-FOXCO! 1/04/2018 21:29:... | Closed nbodhani mfg_qgc_partner_audit@yo..  FOXCONN FOXCONN CHINA SELF-ASSESSME

v MSS-72 FULL-MSS-00-FOXCONN-FO) ashevde mfg_qc_partner_audit@yo...  FOXCONN FOXCONN CHINA  SELF-ASSESSME

e || a1 T S | 20 v |itams per page 1-3o0f 3items
I Draft I Scheduled Published I UnPublished ' Acknowledged I In Progress I Closed
Select the
document and 11l Supply Chain Audit Management Securty Parner RoalD/CHp Aut Over T

ebiatiiadl - |
. My Workbench

if needed.

‘ My Work Requests - @ Qma(e\vu-kaeeuesD C tsco For Apg )C L i v Re Apor ;:) \rCI"ar::jer‘drtne:aner)

Work Request (W WRStatus ~ ClscoPOC ~  Cisco Comments Site Name/M F& ParnerPOC ~  Update/CO
R) Code Documents

aub o | ) D G G ¢

“* WR-9899593 Published trly FOC

« | WR-500110 Published ashevde ashevde 11/07/2018 14... 11/07/2018 14... |

« | WR-500210 Approved ashevde Appi updated by... ashevde 11/05/2018 23... | 11/05/2018 23... Download Atta. |
v | WR-46165020megPublished pritaut priraut 11/05/2018 23...  11/05/2018 23
| WR-5947555 Approved aghuw test raraghuw 10/30/2018 00... | 10/30/2018 00... Download Atta. |
v | WR-QMTFY_IC... Rejected mbhangar FJzZ ashevde | e Comments updated by...  ashevde 10/30/2018 00...  10/29/2018 23... | Download Atta..|
w | WR-QMTFW_| Published mbhangal mbhangal 10/30/2018 00... 10/30/2018 00...
w | WR-QNAJE_IC... Published mbhangal mbhangal 10/29/2018 06... 10/29/2018 06...
: Click on a link to view the _
« | WR-QNPBH-IC... Approved mbhangal Te . . omments updated by... mbhangal 10/25/2018 04... 10/29/2018 02... Download Atta..
controls if desired.
|4 < 1 i1 » >l 250 v |iter 1-12of 12 items

Enter comments

and upload

evidence before Update Work Request
Submitting back

tO CiSCO. If your Partner Update/Comments *
audit is accepted stsdiss

by Cisco, this
will be the final
step. Ifitis not
accepted, the
audit will be
returned to you
and you should
“re-submit” the
audit per the
instructions
below.

Upload Evidence *

ﬁ Drop or click o uptbad

r
1
1
1
i
1
i
1
1
1
1
]
1
i
1
i
=

[T T T Ty
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| Note — there are no exceptions to a ReellD CHIP Audit. |

Description Steps & Screenshot

If your Audit has
been rejected by
Cisco, you will

need to resubmit

i b G D
cisco

Security Partner ReellD/Chip Audit Owner - Log Out

gbmlme?’]?gvand I My Waork Red e 1 ) |‘\bum:n| To Cisca for Re f\:uroud\) (\C\'al'.:;b Partner -'Jwr\:er)
evldence. Work Request (W WRStatus ~ CiscoPOC > GiscoComments Site Name/MF & Parner POC ~  Update/Comments/Supporting ~ lestUpdated By LestUpdated “ CrestionDate ™ Attechment —
R) Code Documents Date
( ) ¢ ) ¢ ) ) ¢ ) ) ¢ ) ¢ ) ) ) )
~ |WR-9929998  Rejected uly Please give bet.. FOC mig_qc_partne.. ********=+ss Comments updated by... iy 11/07/201815... 11/07/2018 14... Dawniped ana.| |
v Published ashevde FOC ashevde 11/07/2018 14...  11/07/2018 14... ==
v Approved ashevde Approval com.. | FOC mig_qc_parine... ************ Comments updaled by... =ashevde 11/05/2018 23.. 11/05/2018 23... | Download Alta. |
v Published priraut FOC priraut 11/05/2018 23...  11/05/2018 23
v Approved raraghuw test FoC mig_qc_partne. raraghuw 10/30/2018 00... 10/30/2018 00... Dow
v . | Rejected mbhangal Test_Reject FJZ ashevde .. ashevde 10/30/2018 00... 10/29/2018 23... | Downl
v | WR-QMTFW Published mbhangal CTH mbhangal 10/30/2018 00... 10/30/2018 00...
v | WR-QNAJG_IC... | Published mbhangal (274 mbhangal 10/29/2018 06... 10/29/2018 06...
v | WR-QNPGH-IC... | Approved mbhangal Test Approve FOG mig_qc_parine,, ************ Commenis updaled by... mbhangal 10/29/2018 04... 10/29/201802... | Download Alla
‘ |« 4 1 > »| 250 v |items per page 1 -120f 12 items
javascriptvoid(O); BT = E = =

Enter your new
comments and
evidence. When
you click
“Submit”, your
document will be
re-submitted.

Submit to Cisco for Re-Approval

( Partner Update/Comments *

lease approve|

Page 15 of 15



	Acknowledging an Audit 
	Submitting An Exception    
	Accepting the Self-Assessment     
	Completing and Submitting an Audit for Approval      
	Changing Partner Owner (optional step - only if needed)        
	Responding to a Reel ID CHIP Audit 
	Resubmitting a Reel ID CHIP Audit after a Rejection     

