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Introduction

This document describes how to deploy a Cisco FlexConnect wireless branch solution on the Catalyst wireless platform. The Catalyst
wireless platform are available in two flavors, the virtual form factor and a hardware appliance

The Virtual form factor can be deployed on any x86 server that supports hypervisor such as - VMware ESXi, KVM etc. To get the
list of supported hypervisors and the versions, please refer the deployment guide of the catalyst wireless family. The Virtual form
factor can be deployed on prem with an enterprise or can be installed on cloud providers such as AWS.

The Catalyst 9800 Wireless Controller is the hardware appliance for the Catalyst wireless family. Catalyst 9800WC and virtual cloud
controller runs on the I0S-XE software base, utilizing the flexibility and modularity available with the platform.

Refer the following documentation on bring up of the catalyst 9800 and cloud based virtual wireless Lan controller.
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
8/b_c9800_wireless_controller_virtual_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
8/b_c9800_wireless_controller_series_web_dg.html The documents covers the features that is supported on the

following platforms and releases.

Supported Platforms

Catalyst wireless platforms
11lac Wave 1 and Wave 2 Access Points

AP18xx, 2802, 3802, 4800, 1540, 1560, 1700, 2700, 3700, 1570

Supported releases

I0S-XE -16.10


https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_virtual_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_virtual_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_series_web_dg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_series_web_dg.html
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FlexConnect is a wireless solution for branch office and remote office deployments.

== == Control Channel

w= == nternet Traffic

== == DataCenter Data Traffic
== == Branch Data[\'l’ramc

The FlexConnect solution enables the customer to:
« Centralize control and manage traffic of APs from the Data Center.

« Distribute the client data traffic at each Branch Office.

Advantages of Centralizing Access Point Control Traffic
« Single pane of monitoring and troubleshooting.

« Ease of management.

« Secured and seamless mobile access to Data Center resources.
* Reduction in branch footprint.

* Increase in operational savings.

Advantages of Distributing Client Data Traffic

« No operational downtime (survivability) against complete WAN link failures or controller unavailability.

» Mobility resiliency within branch during WAN link failures.

« Increase in branch scalability. Supports branch size that can scale up to 100 APs and 250,000 square feet (5000 sq. feet per AP).



The Cisco FlexConnect solution also supports Central Client Data Traffic, the table below defines the supported layer 2 and layer 3
security types only for central switched and local switched users.

Table 1: L2 Security Support for Centrally and Locally Switched Users

WLAN L2 Security Type Result
None N/A Allowed
WPA + WPA2 802.1x Allowed
CCKM Allowed
802.1x + CCKM Allowed
PSK Allowed
802.1x WEP Allowed
Static WEP WEP Allowed
WEP + 802.1x WEP Allowed

Table 2: L3 Security Support for Centrally and Locally Switched Users

WLAN L3 Security Type Result
Web Authentication Internal Allowed
External Allowed
Customized Allowed
Web Pass-Through Internal Allowed
External Allowed
Customized Allowed
Conditional Web Redirect WEP Allowed
Splash Page Web Redirect WEP Allowed

FlexConnect Modes of Operation

FlexConnect Mode Description

Connected A FlexConnect is said to be in Connected Mode when its
CAPWAP control plane back to the controller is up and
operational, meaning the WAN link is not down.




FlexConnect Mode

Description

Standalone

Standalone mode is specified as the operational state the
FlexConnect enters when it no longer has the connectivity back

to the controller.

FlexConnect APs in Standalone mode will continue to function
with last known configuration, even in the event of power failure

and WLC or WAN failure.

WAN Requirements

FlexConnect APs are deployed at the Branch site and managed from the Data Center over a WAN link. The maximum transmission
unit (MTU) must be at least 500 bytes.

Deployment Type WA Bandwidth (Min) | WAN RTT Latency Max APs per Branch | Max Clients per Branch
(Max)

Data 64 Kbps 300 ms 5 25

Data 640 Kbps 300 ms 50 1000

Data 1.44Mbps 1sec 50 1000

Data + Voice 128 Kbps 100 ms 5 25

Data + Voice 1.44Mbps 100 ms 50 1000

Monitor 64 Kbps 2 sec 5 N/A

Monitor 640 Kbps 2 sec 50 N/A

Y

Note Itis highly recommended that the minimum bandwidth restriction remains 12.8 Kbps per AP with the round trip latency no
greater than 300 ms for data deployments and 100 ms for data + voice deployments.

Feature Matrix

Refer the flexconnect matrix document on the below link to validate the list of supported feature.

Wireless Branch Network Design

The rest of this document highlights the guidelines and describes the best practices for implementing secured distributed branch
networks. FlexConnect architecture is recommended for wireless branch networks that meet the following design requirements.

Primary Design Requirements
« Branch size that can scale up to 100 APs and 250,000 square feet (5000 sq. feet per AP)

« Central management and troubleshooting



+ No operational downtime

« Client-based traffic segmentation

« Seamless and secured wireless connectivity to corporate resources
 PCI compliant

« Support for guests
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Overview

Branch customers find it increasingly difficult and expensive to deliver full-featured scalable and secure network services across
geographic locations. In order to support customers, Cisco is addressing these challenges by introducing the FlexConnect deployment
mode.

The FlexConnect solution virtualizes the complex security, management, configuration, and troubleshooting operations within the
data center and then transparently extends those services to each branch. Deployments using FlexConnect are easier for IT to set up,
manage and, most importantly, scale.

Advantages
* Increase scalability with 6000 AP support.

« Increased resiliency using FlexConnect Fault Tolerance



« Increase segmentation of traffic using FlexConnect (Central and Local Switching).

» Ease of management by replicating store designs using different policy profiles and site tags per store while maintaining the
same WLAN profile as seen in figure below:

Figure 1: Design replication across stores by mapping different site tags and policy tags
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Features Addressing Branch Network Design

The rest of the sections in the guide captures feature usage and recommendations to realize the typical branch network design.

Features Highlights

New config model on catalyst wireless family. Ability to decouple and modularize the configuration entities . This
enables to have the same configuration across different stores by
having the same profiles across stores and using a different tags
for each store.

Fault Tolerance Improves the wireless branch resiliency and provides no
operational downtime.

Client Limit per WLAN Limiting total guest clients on branch network.

Auto-convert APs in FlexConnect Assigning a Site tag which has a flex profile will autoconvert the
AP to flexconnect mode without user intervention.

Efficient AP image upgrade Reduces downtime when upgrading your branch and efficient AP
upgrade saves WAN bandwidth and enables a branch AP to
upgrade at a much faster pace.

Guest Access Continue existing Cisco’s Guest Access Architecture with
FlexConnect by having a central switched SSID which is tunnel
to a controller in the DMZ zone.




Features

Highlights

URL ACL

Ability to support use cases of BYOD at the branch

Back up radius server

Provides resiliency at the branch due to WAN outage

AAA override

Provides segmentation and polices per user

Cisco Catalyst Wireless Config Model

This section describes the new config model introduced in the Catalyst wireless platforms.

The new config model goes towards Modularized and Reusable model with Logical decoupling of configuration entities

The model introduces the uses of tags and profiles. The below tables gives an overview of the tags and profile used within the new

catalyst wireless products.

Table 3: Tags and Profiles

Tags and Profile

Highlights

WLAN profile Creation of WLAN with the corresponding security. Addition of
AAA entities and configuring the advanced capabilities of the
WLAN

Policy profile Defines the policy of the WLAN such as central /local switching,
ACL , VLAN mapping for the WLAN , QOS , AAA policy and
export anchor

Policy Tag Defines the mapping of the WLAN to the Policy profile.

Flex profile Flex profile defines the WLAN to VLAN mapping, for flex

deployment , ACL mapping and radius server configuration.

AP Join profile

Defines the CAPWAP and AP parameters related to join
procedures

RF profile /RF tag

RF characteristics of the site mapped to an RF tag

Site Tag

Site tags maps the flex profile and the AP join profile

AP tag

Maps the policy tag, site and RF tag on to the AP

The model follows the design and provision theme.

The design phase involves creating the elements necessary for the wireless networks such as wireless SSID, policy management, RF
tagging flex profile etc. The deployment phase is where the designed elements are provisioned on the AP.

Profiles and tags

Profiles represent a set of attributes that are applied to the clients associated to the APs .Profiles are reusable entities which can be
used across tags. Profiles (used by Tags) define the properties of the AP or associated clients.



There are different kinds of profiles depending on the characteristic of the entities they define. These profiles are in turn part of a
larger construct called a Tag.

A Tag’s property is defined by the property of the profiles associated to it. This property is in turn inherited by an associated client/AP.
There are various type of tags, each associated to different profiles.

No two types of Tags include profiles having common properties. This helps eliminate the precedence amongst the configuration
entities to a large extent. Every Tag has a default that is created when the system boots up.

WLAN Profile

WLAN profile defines the properties of a WLAN such as Profile Name, Status, WLAN ID, L2 and L3 Security parameters, AAA
Server associated with this SSID and other parameters that are specific to a particular WLAN.

Policy Profile

Policy profile is an entity that constitutes of the all network and switching polices for a client with the exception of QoS which
constitute the AP policies as well.

Policy profile is a reusable entity across tags. Anything that is a policy for the client applied on the AP/controller is moved to the
policy profile. For example, VLAN, ACL, QOS, Session timeout, Idle timeout, AVC profile, Bonjour profile, Local profiling, Device
classification etc.

The WLAN Profile and Policy Profile are both part a Policy Tag and define the characteristics and policy definitions of a set of
WLAN:S. The intent of decoupling the policies from the SSID even though it is a one-to-one mapping, is to give more flexibility to
the admin in configuring site based policies(local or remote) while keeping the WLAN definition common.

Policy Tag

Policy tag constitutes the mapping of WLAN Profiles to Policy profiles. The policy profile defines the network policies and the
switching policies for a client (with the exception of QoS which constitutes the AP Policy as well as client policy)

A default policy tag with WLAN Profiles with WLAN ID < 16 is mapped to a default policy profile.

NS

Components of Policy Tag

Components of WLAN Profile Components of Policy Profile
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Profile Name 1 !
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WLAN ID
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nd output) — default
ut/and output) — default
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AP Join Profile

Following parameters will be part of the AP join profile —- CAPWAP IPV4/IPV6 , UDP Lite, High availability, Retransmit config
parameters, global AP failover, Hyper location config parameters , Telnet/SSH, 11u parameters etc. For AP join profile changes, a
small subset requires CAPWAP connection to be reset since these parameters pertain to the characteristic of the AP.

Flex Profile

The flex profile contains the remote site specific parameters. For example, the master and slave AP list, the EAP profiles which can
be used for the case where AP acts as an authentication server, local radius server information, VLAN-ACL mapping etc. There is
no default flex profile, however a custom flex-profile can be added to the default Site Tag.

The AP Join Profile and Flex Profile are both part a Site Tag and define the characteristics of a local or remote site.

Site tag

Site tag constitutes of two profiles, the flex profile and the AP join profile. The site tag defines the properties of a site, both central
as well as remote (FlexConnect) site. The attributes of a site that are common across central and remote site are part of the AP Join
profile. The attributes that are specific to flex/remote site are part of the flex profile.

Default Site Tag constitutes of the default AP Join profile. There is no default flex profile. The default AP join profile values will be
same as that for the global AP parameters today plus few parameters from the AP group in today’s configuration like “preferred
mode”, 802.11u parameters, Location etc.

N

Tag

Components of Site

______ LED state — Enable
«20 e ! Heartbeat timer— 30 secs

Primary discovery timer — 120 sec
Primed join timeout — 0 seconds
Discovery timeout - 10 secs

Fast heart beat timer — 1 sec

Fast heart beat — disabled
TCP/MSS - enabled (set to 1250)
Retransmit count — 5 secs
Retransmit interval — 15 secs
Dot1x authentication — disabled
UDP lite — disabled

11u venue group — unspecified

Username/password — “current default
Preferred mode — IPV4

z 11u venue type — unspecified ™ ’/ \
2 Client QinQ — disabled & | Native VLAN ID ‘I
= 3] HTTP Proxy Port
) sabl & 1
= SRt QA disabiod % 1 HTTP Proxy IP Address '
@ Reset - Disable & | Fallback Radio Shut 1
| Static nameserver/domain name - current o) : ARP Caching 1
E default 2 | Efficient Image Upgrade :
H Local Authentication

Back mary/secondary — current default g ! !
£ i s I o £ | Local Auth Users 1
[ Core dump — “current default” ? I Policy ACL 1
A Syslog - “current default S ! VLAN Name and ID !
g (S| |

« Hyperlocation — disable \ F

RF Profile

By default, there exists two default RF Profiles (one for 802.11a and one for 802.11b). RF profiles constitute the RF specific
configurations such as Data rates, MCS settings, Power assignment, DCA parameters, CHDM variables and HDX features. One
802.11a RF profile and one 802.11b RF profile can be added to an RF Tag.

11



RF Tag

RF tag constitutes of the 11a and 11b RF profiles Default RF Tag constitutes of the default 802.11a RF profile and the default 802.11b
RF Profile.

The default 11a RF profile and 11b RF profile contains default values for global RF
Profiles for the respective radios.
B

~ Components of RF Tag

- ~

’
o . y
¥ 4 . N o e \\ - Components of RF Profile
b By T R e o ol

!
| Profile H »> .
\
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H \

,' \  24GHz [ o-==c_ \I o g
[N y 4 R 1 - ’ Data Rates 3
\ > P N ! '

\ ]

\ !

RF 1 MCS Settings

l’ 1
| Profile Y
A
\ \ 5GHz [ ¢
\ \ 4

Maximum and Minimum Power Level Assignment
Power Threshold v1/v2

DCA Channel Width

DCA Foreign AP Interference Avoid Enable

DCA Channel list

-

1

1

1

1

1

1

1

1

1

! Coverage Hole Detection Parameters (Data/Voice
: RSSI, Coverage Exception, Coverage Level)
1
1
1
1
1
1
1
1
!
\

Profile Threshold for Traps
(Interference/Clients/Noise/Utilization)

Maximum Clients

Muiticast Data Rates

Rx Sop Threshold

Load Balancing (window & denial)

Band Select Parameters (Applicable only for 1

‘. 802.11bg) /

AP Tag

Access Points are tagged based on the SSIDs and the associated policies it broadcasts by associating a policy with the AP, the site it
belongs to and the RF characteristics desired for that access point by mapping the respective tags. Once tagged, the AP gets a list of
WLAN:S to be broadcasted along with the properties of the respective SSIDs, properties of the local/remote site and the RF properties
of the network.
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There are three different options for an administrator to accomplish the flow of creating profiles and tags.
* Use of the Basic wireless setup wizard
* Use of advance wireless setup wizard

« Manual configuration

Please refer the controller deployment guide for controller bring up, SVI creation and management GUI access.
The following sections will cover the method and ways a profile and tags can be configured on the catalyst wireless platforms.
An example of a store which has the following deployment model will be used to show case the configuration model.

A store SSID which has a WPA-PSK security enabled, to connect the handhelds used in a store .The SSID would be locally switched
SSID

A guest SSID which is centrally switched

An enterprise SSID for employees which has got dotlx enabled and uses radius server for authentication.

SSID Security Switching
Store-SSID WPA-PSK Local
Guest SSID Web-auth Central
Enterprise SSID Whpa-2/dotlx Local

Basic wireless setupwizard

In the basic wireless setup wizard, we will cover the use of creating a store SSID with WP-PSK security.

Procedure

Stepl

Click on the wireless setup wizard .

13




Step2

14

51 CO800-CL Wireless Controller Welcome sand | ﬁ n% 4 e
Rasic Wirelass Setup
+ada Click on vreless setup wizard

Select the basic setup wizard from the drop down box and click on “Add”.

A

00-CL Wireless Controller ¢ L RS - A 2]

~

An Administrator can also start the wizard by navigating to Configuration7wireless setup 7basic

=
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Step3

Q) Search Menu Items

[Ell ‘@-aah hoard
Monitoring

Configuration

D

Administration

Troubleshooting

@ Interface
Logical

Ethernet

Wireless

VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM
Routing Protocols

OSPF

Advanced EAP

PKI Management
Local EAP

Local Policy
TrustSec

Threat Defense

URL Filters

Web Auth

Wireless AAA Policy

Wireless Protection Policies

Aire05 Config Translator
Application Visibility
Cloud Services
Custorn Application
10x
Multicast
NetFlow
Python Sandbox
QoS
RA Throttle Paolicy
T & Pro
AP Join
Flex
Policy
RF
Tags
WLANSs

ir
Access Points
Advanced
Alir Time Fairness
Fabric
Media Stream
Mesh
Mobility

Wir
Basic

Advanced

Select a name for the remote site, specify the location type as flex for branch deployments.

The native VLAN id refers to the Native vlan id pushed to the AP, the AAA server defines the radius server address
pushed to the AP in the branch for local authentication.

To add a new server click on “Add New server” and specify an IP address and a secret key

15



Step4

16

1P Address*

Key*

[ ocancel |

Click on the wireless network to create an SSID along with the policy.

To create a new WLAN click on “define new”.

Define the security for the WLAN, for reference an SSID with PSK is created here.

Security Advanced

Profile Name* ‘ store-ssid ‘ Radio Palicy | an v
ssiD [ storerssia Broadcast SSID
WLAN ID* ‘ 5

[smus enseteD [l I

= & Apply to Device



Step5

Add WLAN

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPAZ Palicy

WPAZ2 Encryption

Auth Key Mgt
PSK Format

Pre-Shared Key

Define the policy for the WLAN.

Disabled v

V4

AES(CCMP128) v

CCMP256
GCMP128
GCMP256
| psk v| —
| ascl v | fp—

The VLAN/VLAN group defines the VLAN used by the SSID.

General Advanced
Layer3 ARA
Layer 2 Security Mode { WPA + WPAZ v ] Batifransion
MAG Filtering Over the DS

Reassociation Timeout

[ Adaptive Enabled y

> & Apply to Device
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Basic Wireless Setup: storel

+ Back

General Wireless Networks AP Provisioning

WLANS on this Location

WLAN Name VLANMLAN Group
0 10
Wireless Network Details Policy Details
WLAN* store-ssid v || orDefine new VLAN/VLAN Group* 10 T+ Eg.1,25-7)
ACL " Search or Se || orpefinenew
QoS v|
7 ) Central Switching @Cen!ral Authentication
(@ oF ) cenual DHCP (@ OF ) cenral association

o3,

Step6 Click on the AP provisioning to provision the SSID and policy profile on the selected AP.
Once the AP is provisioned the AP gets converted to flex mode based on the site tag assigned to the AP .

If the AP is already in flex mode, there is no conversion. If the AP is in local mode, ap would reboot to boot in flex
connect mode.

Basic Wireless Setup: storel

+ Back
Apply
Genera Wireess Networks [ oo &

AddfSelect APs APs on this Location

AP MAC Address Associated AP list Q Search

Number of selected APs : O

Available AP list q Search AP MAC v AP Name v Status v
Nurnber of selected APs : 3 1 0 500 v | itéi e age
AP MAC v AP Name v
ce16.7e83.cdea ap-1-3800
B cc16.7e83.c508 ap-2-3800
§0e0.1070.d4f4 ap-1-3700
1 500 v

Step7 Click apply to complete the wizard.
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I
Basic Wireless Setup: storel

« Back
B Apply
General Wireless Networks AP Provisioning

Add/Select APs APs on this Location

AP MAG Address Associated AP list Q Search

Nunber of selected APs : O

Available AP list Q Sesrch AP MAC AP Name ~  Status
Number of selected APs : 0 80e0.10170.c4f4 ap-1-3700 Joined
£c16.7€83.c508 ap-2-3800 Joined
AP MAC v APName
ce16.7e83.c4e3 ap-1-3800 Joined
0 500 v -
1 500 v | re

Advanced wireless setup wizard

In this section, the advance config wizard is used to create a Guest SSID with web-authentication which would be central switched
through a WLC at the datacenter.

Procedure
Stepl Click on the wireless setup wizard.
—
‘thisds Oisco Catalyst C9800-CL Wireless Controller Welcome 53 «QGooeae c3

Basic Wireless Setup

skAdy Shok on ieises e wend
Step2 Select the advanced option.
B .l CiscoCatalyst C9800-CL Wireless Controller v nd | R B B

b3

Basic Wireless Setup

No locavons avallable

Administratior

An Administrator can also start the wizard by navigating to Conifguration > wireless setup > advanced.
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R se
AireOS Config Translator
LE:] Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitoring 1 = Gustom Application
= ; St 10x
Configuration oy Multicast
) vie NetFlow
dministration Radio Configurations Python Sandbox

CleanAir QoS

Troubleshooting High Throughput RA Throttle Policy

Media Parameters Tags & Profiles

Network .
AP Join
Parareters

RRA

Flex
Policy
Raouting Protocols

Advanced EAP Advanced
PKI Management Air Time Fairness
Local EAP Fabric
Local Palicy Media Stream
TrustSec Mesh
Threat Defense Mobility
URL Filters Wir
Web Auth '
Basic
Wireless AAA Policy

Advanced
Wireless Protection Policies

Step3 The Advanced config wizard gives an overview of the flow of tag and policies . Click on the “Start Now” button to
start the wizard.
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Step4

Step5

Advanced Wireless Setup

Wireles:

s Setup Flow Overview

DESIGN PHASE

Tags & Profiles
|

This screen allows you to design Wireless LAN Configuration. It involves
creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

r
WLAN Policy
(Mandatory)

I WLAN Profile

| Policy Profile

| PolieyTag @ |

TERMINOLOGY

Tag

WLAN Policy, Policy Profile

click on the “+” icon to start creating the WLAN.

[VAdvanced Wireless Setup

Wireless Setup Flow Overview

Tag

Go to List View

WLAN Policy, Policy Profile

Site Palicy - AP Profile, Site Profile
4 Create New
Raio Policy - Radio Characteristics

Define the SSID name and security type for the WLAN.

Site Palicy - AP Profile, Site Profile

t
Site Policy
(Optional)

AP Join Profile

Flex Profile

Site Tag ]

DEPLOY PHASE
Apply to APs

{Mandatory)

Tag APs

Radio Policy - Radio Characteristics

| Start )
This screen allows you to design Wireless LAN Configuration. It involves -
creating Policies and T: Once the design is completed, they can be
deployed to the Access Points right here.
DESIGN PHASE
(i ]
Tags & Profiles
!
T T 1
WLAN Palicy Site Palicy Radio Policy
(Mandatory) (Optional) (Optional)
(i ]
| WLAN Profile I AP Join Profile RF Profile
| Policy Profile I Flex Profile RF Tag &
(i ]
| Policy Tag @ | Site Tag ¢ Start Now —p
DEPLOY PHASE (i}
Apply to APs
(Mandatory) [}
Tag APs o
Select APs and push configuration to them
TERMINOLOGY ACTIONS
(i ]

1
Radio Policy
(Optional)

RF Profile

RF Tag ¢

Select APs and push configuration to them

ACTIONS

Go to List View

4 | Create New

Tags & Profiles

WLAN Profile

Policy Profile

Policy Tag @

| AP Join Profile

Flex Profile

Site Tag ¢

RF Profile

RF Tag ¢

Apply

Tag APs

S

click on the »+%icon
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Add WLAN x
Security Advanced

Profile Name* ‘ guest_ssid ‘ Radio Policy ‘ All - ‘
ssiD | guest_ssid | Broadcast SSID
WLAN ID* ‘ 1 ‘

Status enssLeD [

General Securit Advanced

Layer2 Layer3 AAA
- Fast Transition | Adaptive Enabled v
ILayer 2 Security Mode | None v ” e
Over the DS A
MAC Filtering

Reassociation Timeout ‘ 20 ‘

D Cancel J & Apply to



Add WLAN x
General Advanced

Layer2 AAA

Show Advanced Settings ===
Web Palicy v
Webauth Parameter Map \ global v ‘
Authentication List I Select a value v }

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network defauit jocal” exists on the device

'O Cancel Apply to Device

Step6 Create a policy profile for the SSID.

Define the policy profile to be central switched and central authentication.

¥ Advanced Wireless Setup

<

( stant ) +Add
>

Number of WLANS selected : 0
——— Tags & Profiles

Name ~ ID v 88D
o D
open_wlan 1 open_wlan
(i} - | Policy Profile = 4 1 » ‘ 10 v | items per page
(i g I Policy Tag & = 4
click on "+" icon
to add a policy
(i SR | AP Join Profile = 4
| Flex Profile = 4
| Site Tag ¢ E +
| RF Profile = e
| RF Tag ¢ E +

- Apply



Add Poli Cy Frofile

Access Policies QOS and AVC Mobility Advanced

£ Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | quest_ssid | WLAN Switching Policy

Description ‘ Enter Description ‘ Gentral Switching v

Status Central Authentication 4

Passive Client - DISABLED Gentral DHCP vi

Encrypted Traffic Analytics [. DISABLED J Central Association Y
Flex NAT/PAT

CTS Palicy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519 ‘

'O Cancel B Save & Apply to Device

Step7 Define a VLAN for the SSID under the access policies , in the example below the VLAN 10 is mapped on the policy
profile.

The Controller also needs a layer 2 VLAN or a layer 3 SVI to be created to centrally switch the traffic from the controller.
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AdkPolicy Profile

General [ Access Policies J QOS and AVC Mability Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL v
RADIUS Profiling IPve ACL %
DHCP TLY Caching
URL Filters
Local Subscriber Policy Narme v
' Pre Auth
VLAN " i
Post Auth v
VLAN/VLAN Group | 10 ‘ v
Multicast VLAN ' Enter Multicast VLAN
D Cancel Save & Apply to Device

In this example we create a layer 2 VLAN on the controller,
Navigate to Configuration > VLAN
alali - Giseo Catalyst C9800-CL Wireless Controllel
CisCo TEALZSIBIL2T
Interface

Logical

E& Dashboard Ethernet

Wireless

Monitoring T Laver?

oy ———— - VLAN
=\, Configuration sy

o

Administration Radio Gonfigurations

CleanAir

Troubleshooting High Throughput

Media Pararmeters
Network
Parameters

RRM

@ Routing Protocols
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VLAN ID* \ 10 % add the vian id

Narne ’ ‘
State scTvaeD [l
RA Throttle Policy ‘ Nane v ‘

IGMP Snaoping B DiseeLeD
ARP Broadcast . DISABLED

Port Members Q Search

Available (1} Associated (0}

Gil re
e/

clich to add the interface
et A et =

No Associated Members

& Apply to Device

Step 8 An optional attribute to set is the export anchor configuration, please refer the mobility deployment guide to set up
mobility peers.
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Add Policy Frofile

General Access Policies QOS and AVC Mability Advanced

Mobility Anchors

Export Anchor

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANS to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Dropfdouble click/click on the arrow to add/fremove Anchors

Available (1} Selected (0)

Anchar IP Anchar IP Anchar Priority

a 9.1.5.16 >

Anchors not assignhed

D Cancel ve & Apply to D

Step9 Create a policy tag which binds the SSID and policy profile together.
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Advanced Wireless Setup

&

% 7 e
=)

N A

Number of WLANS selected : 0
——— Tags & Profiles

0l s D «  SSID
o D
e 1 open_wlan
i B | Palicy Profile = 4 d 4 1 > > ‘ 10 » ‘w:em; per page
P R | Policy Tag ¢ = +\
i T I AP Jain Profile = 4
P S | Flex Profile = 4
(i S I Site Tag ¢ E +
P R | RF Profile = 4
[ R l RF Tag & MK J
—— Apply
('3 I Tag APs =

Step 10 Define a flex profile, the flex profile is used for configuring the VLANSs on the AP which is used for the local switched
SSID’s.

In this example the guest SSID is centrally switched , in cases where there is a mix of central switched and local switched
SSID’s , an administrator can create a flex profile and define the VLAN’s to be used by the local switched SSID’s.
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Step 11

Step12

¥ Advanced Wireless Setup

/’/-\»\‘\
| Start )
A 7
Tags & Profiles

' . WLAN Profile >

(i ] | Policy Profile

[ T | Palicy Tag &

(i ] I AP Join Profile

(i g I Flex Profile

(i ] I Site Tag &

[ S | RF Profile

(i ] | RF Tag V']
Apply

«
+ Add
Number of WLANSs selected : 0
Name v. ID
open_wlan 1
=\ & T ) 10 v |items per page
= 4
E 4+
= 4
click on "+" icon
to add a policy
= 4
= 4

Define the native VLAN for the flexconnect AP°s.

v, S8ID

open_wlan

Local Authentication

Policy ACL VLAN

SGACL Enforcement

CTS Profile Name

D Cancel

Define the VLANS to be used

Narme* ‘ branch_flex_profile ‘ Multicast Overridden Interface
Description ‘ Enter Description ‘ Fallback Radio Shut
Flex Resilient
| Native VLAN ID [ 2 [ I

. ARP Gaching

HTTP Proxy Part ‘ 0 \
i Efficient Image Upgrade Y

HTTP-Proxy IP ‘ 0.0.0.0 ‘
Address : Office Extend AP
CTS Policy Join Minimum Latency
Inline Tagging

‘. default—sxp—proﬁlexb v

for the local switched SSID.
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Step13

30

Aad Flex Profile

General Local Authentication Policy ACL VLAN
VLAN Na v D v ACLNeme -4
0 : Ti R VLAN Narme* : 10 7\
POt play VLAN Id* ‘10—‘
ACL Name [ tACL v

& Save & Apply to Device

Define a site tag which binds the Flex profile and a default AP join profile.

Toadd a flex profile on a site tag, uncheck the “enable local site” option.

¥ Advanced Wireless Setup
&

(‘ -~ \J + Add

Number of WLANSs selected : 0
Tags & Profiles

Name v D v 88D

o | |
open_wlan 1 open_wlan
o I Policy Profile = || T 10 v |Items per page
o I Policy Tag & = 4
o I AP Join Profile = 4
(i g I Flex Profile = a4
- | Site Tag & E +
o I RF Profile =N click on "+"icon
to add a policy
| RF Tag & E +
Apply



Step 14

Description ‘ Enter Description

AP Join Profile \ default-ap-profile | v

[Hexmums ‘ branch_flex_profile | v

Gontrol Plane Name

Enable Local Site O
[El Save & Apply to Device

The final stage is to provision the policy, site and RF tag on the AP.
Click on Tag APs to select the profiles and have it configured for the AP.
In this example the AP is tagged using a default RF tag.

Once the AP is provisioned with the site tag, the AP gets converted to flex mode based on the site tag assigned to the
AP.

If the AP is already in flex mode, there is no conversion. If the AP is in local mode, AP would reboot to boot in flex
connect mode.

The assigning of tag does the auto conversion of the AP mode based on properties of the tag.

I
| site_tag

RF | default-rf-tag|
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Manual Configuration

The manual configuration for creating the SSID /tags and profiles is done using the WLC GUI, in this section we will cover creating
an enterprise SSID with dotlx enabled.

The first step in creating an enterprise SSID with dot1x is to define the AAA server for authentication.

Procedure
Step1 Define an AAA server and method list for dot1x which is mappedto the WLAN. The AAA server is created by navigating
to the following:
Configuration > security > AAA
Q- Search Meny ltems @ Interface = vices
Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Wireless Cloud Services
Monitoring avaio Custom Application
10x
~ 3 VLAN ,
Configuration _ Multicas
VTP
NetFlow
Administration Radio Configurations Python Sandbox
CleanAir Qos
Troublesh CJDT_il']Q High Throughput RA Throttle Policy
Media Parameters T & Profiles
Network A
AP Jain
Parameters
Flex
RRM
Policy
Routing Protocoals RE
OSPF Tags
. WLANs
Lirity WLAN
Wir
AU
AGL Access Points
Advanced EAP Advanced
PKI Managernent Air Time Fairness
Local EAP Fabric
Step 2 Use the AAA wizard to create the server and server groups.
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i Cisco Catalyst C9800-CL Wireless Controller

4]

Authentication Authorization and Accounting

+ AAA Wizard
(.) Monit JvvaSiethod NS4 Servers f Groups AAA Advanced
<) Monitoring
\ Configuration s Local Authentication Default v
Authentication g
Administration Local Authorization Default v
Troubleshooting Atfiortten Radius Server Load Balance | ABLED |
Accomiing S| anced Settings >>>
Step3 Define a name for the server and specify the IP address and shared secret.

Add Wi x

® Basic (O Advanced

. ‘IA\

SERVER

RADIUS TACACS+ LDAP

RADIUS
Name* ISE ‘

IPvé { IPv6 Server 6.1.0.20 ‘
Address*

PAC Key

Key* | e

Confirm Key* | e 1

Step4 Create a server group and map the server in the group.




Add Wizard

® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION MAP AAA
RADIUS
Narne* ‘ ISE
Group Type ‘ RADIUS
MAG-Delimiter | none v |
MAG-Filtering | none v |
Dead-Time {mins) ‘ 1-1440 ‘
Available Servers Assigned Servers
freerad R o ES |
ISE-2 =]
ISE -
<

€ Previous

Step5 Enable dotlx system control and check mark the authentication and Authorization profile.

Add Wizard

® Basic () Advanced

SERVER SERVER GROUP ASSOCIATION MAP AAA
General Authentication Authorization Accounting
General
aaa_dot]x_systern_auth_control —
Local Authentication | Default v \7
Local Authorization ‘ Default v ‘
Radius Server Load Balance (I oseeceo
Show Advanced Settings »>>

€ Previous = e & Apply to Device

Step 6 Check mark the authentication list and define the method type as Dot1x and map the server group.
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Add Wizard

® Basic () Advanced

0" @ o

SERVER SERVER GROUP ASSOCIATION MAP AAA
General /| I Authentication I Authorization Accounting
General Authentication Authorization
Method List Name* ‘ dotTx ‘
tfype* { dotlx v u
Group Type ‘ group v ‘
Fallback to local
Available Server Groups Assigned Server Groups
Idap a = ISE P
tacacs+ 1 m
rad-group —
freerad ‘ m
radgrp_branch v | v

Step7 Check mark the authorization list and define the method type as network and map the server group.

Add Wizard

® Basic (O Advanced

o ——9 o

SERVER SERVER GROUP ASSOCIATION MAP AAA

General ¥/ Authentication /] Authorization v/ Accounting

General Authentication Autharization

Method List Name* ‘ authz ‘

Type* ‘ network v ‘

Group Type | aroup v |

Fallback to local

Available Server Groups Assigned Server Groups

Idap -
tacacs+

rad-group

freerad

radgrp_hbranch - | v

[18E =

v

a|
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Step 8

36

Create a Dot1x WLAN and map the method list on the WLAN.
Navigate to the ConfigurationTags & profiles > WLAN to create the SSID.

L. Sesrch Menu ltems

Dashboard

Monitoring

: ~ Configuration

Administration

Troubleshooting

Eﬁ Interface
Logical
Ethernet
Wireless
Layer2
VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

Security

Aire0S Config Tran
Application Yisibility
Cloud Services
Custormn Application
1Ox

Multicast

NetFlow

Python Sandbox
Qos

RA Throttle Policy

Tags & Profiles
AP Join

Flex

Palicy

RF

Tags

YWLANS




Step9

General Security
———

Profile Name* ‘ dot1x_wlan

SSID ‘ dot1x_wlan

WLAN ID* ‘ 2

Status enseleo [l

Advanced

Radio Policy

Broadcast SSID

| A v

& Apply to Device

Define the security for the WLAN.

Layer3

Layer 2 Security Mode | wPA+wWPRAZ v

MAG Filtering

Protected Management Frame

PMF Disabled v

WPA Parameters

WPA Pnliry

Advanced

AAA

Fast Transition

Over the DS

Reassociation Timeout

1 WLAN x

‘ Adaptive Enabled y

Apply to Dev
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Add WLAN 3 x

General Advanced
Layer2 Layer3

Authentication List dotly

Local EAP Authentication

D Cancel ,

Step 10 Create a policy profile which defines switching capability of the WLAN and the interface mapping to the WLAN.
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h henu Items @ [nter

Lagical AireOS Config Translator

Dashboard

@ Monitoring

94
D%

Configuration

Administration

Troubleshooting

Ethernet
Wireless
Layer2
VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

OSPF
urity

A

AGL
Advanced EAP
PKI Managernent

Local EAP

Application Visibility
Cloud Services
Custom Application
10x
Multicast
NetFlow
Python Sandbox
QoS
RA Throttle Policy
Tags & Profiles
AP Join
Flex
Palicy
RF
Tags
WLANS

i

Access Points
Advanced
Adir Time Fairness

Fabric
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Step11

40

Access Policies

Name* ‘ dot1x_wlan

Description ‘ Enter Description
Status enceleo [l

Passive Client

B oisseLeD
@ oseeLen

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Define the VLAN to be used by the SSID.

General

Access Policies

QOS and AVC

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling

DHCP TLV Caching

N\

Local Subscriber Policy Name v
VLAN
VLAN/VLAN Group

1 ‘.'

Multicast VLAN

ancel

Enter Muiticast VLAN

QOS and AVC

Mobility

Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

WLAN Switching Policy

Gentral Switching

Central Authentication v
Central DHGP

Central Association

Flex NAT/PAT

Apply to Dev

Advanced
WLAN ACL
IPvd AGL \ Sele v
PYBACL | Ses elect ;1
URL Filters
PreAuth | ect v
PostAuth [ Sesrchorselect |y

e & Apply to Device




Step12

Add Policy Profile

Genera Access Paolicies

WLAN Timeout

QOS and AVC

Session Timeout (sec) ‘ 1800 ‘
Idle Timeout (sec) ‘ 300 ‘
Idle Threshold (bytes) ‘ 0 ‘
Client Exclusion Timeout ‘ 60 ‘
sec
DHCP
DHCP Enable
DHGP Server IP Address 0.0.0.0

Show more =>>
AAA Policy
Allow AAA Override 4
NAG State v
Policy Name ‘mrv ‘

Accounting List

| Sepoenes i)

Mobity

Fabric Profile v

Urnbrella | Not Configured v

Parameter Map

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL : ete v

Air Time Faimess Policies

2.4 GHz Palicy ‘

<

5 GHz Policy

. Apply to Devic

Create a policy tag which bundles the policy profile and WLAN profile together.

Navigate to configuration > Tag and create a policy tag mapping the WLAN and policy profile.

e
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Step13
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VICES

Aire0S Config Translator

Dashboard Application Visibility

Cloud Services
Custom Application

10x
VLAN

VTP

Multicas
NetFlow
Administration tadio Configurations Python Sandbox
CleanAir QoS
Troubleshooting High Throughput RA Throttle Policy
Madiadks Tags & Pro
Network
AP Join
Parameters

RRM

Narne* ‘ branch_policy ‘

Description ‘ Enter Description ‘

WLAN Profile ~ Policy Profile v,

0 10 v |items per page No items to display

Map WLAN and Policy

WLAN Profile* | dotix_wian v| 9 Policy Profile* dot1x_wian v
n -
D Cancel ] ave & Apply to Devic 4

Create a flex profile that defines the flex AP properties.

To create a flex profile navigate to Configuration > Tags and Profile >flex.




E] Interface Services

Logical Aire0S Config T

L Search Menu ftems

Application Visibi

Dashboard Ethernet

Wireless Cloud Services

@ Monitoring Layer2

Custormn Applicati

1Ox
- ' VLAN .
w2l Configuration MdiHzest
N\ VTP e
etk low

Administration Radio Gonfigurations Python Sandbox

CleanAir QoS

Troubleshooting High Throughput RA Throttle Polic:

Media Parameters Tags & Profile:

Network '
AP Join
Parameters

RRM

Flex

Paolicy
Routing Protocols RE
OSPF Tags

1 A
Security WLANS

Step 14

Define the native VLAN for the Flexconnect AP.

AAA

ACL

Adwvanced EAP
PKI Management

Local EAP

Wire
Access Points
Advanced

Air Time Fairness

Fabric
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Step 15

Step 16

44

General Local Authentication VLAN

Palicy ACL

Name* | branch_flex_profile ‘ Multicast Overridden Interface
Deserigtion [ Enter Description l Fallback Radio Shut
r — Flex Resilient
Native VLAN ID |3 [
- - ARP Caching
HTTP Proxy Port | 0 |
) Efficient Image Upgrade |
HTTP-Proxy IP [ 0.0.00 |
Address 4 J Office Extend AP
CTS Policy Join Minimum Latency
Inline Tagging

SGAGL Enforcement

CTS Profile Name ‘ default-sxp-profilex v

=) e & Apply to Device

Define the VLANS to be used for local switched SSID, in this example we use VLAN 11 which is local switched
VLAN from the AP.

General Local Authentication Policy ACL VLAN

+ Add
VLAN Na% v ID ¥ ACL Name 53 ‘
4 4 E b ‘T" iterms s B LAN Name* m
_ No items to display \LAN 1d* ‘”—‘
AGL Nare | FeeeLAC v

D Cancel

e & Apply to Device

Create a site tag that maps the flex and RF profile.

To create a site tag navigate to Configuration > Tags and Profile > Tags.



| Interface

Logical Aire0S Canfig Translator

’%’ Dashboard Ethernet Application Visibility

Wireless Cloud Services

@ Monitoring By i Custom Application
= : 10x
VLAN

Configuration o Multicas
h VTP

NetFlow
¢ Administration Radio Configurations Python Sandbox

CleanAir QoS
Troubleshooting High Throughpt RA Thrattle Palicy

Media Parameters Tags & Profiles
Network .

AP Join
Parameters

RRM

Flex
Paolicy
RF
Tags
WLANSs

Step 17 Uncheck “enable local site” to map the flex profile on the site tag.

Name* site_tag
Description Enter Deseription

AP Join Profile default-ap-profile v

I Flex Profile a branch_flex_profile v

Control Plane Name v
I Enable Local Site é

\ 'O Cancel |

Step 18 Map the policy site tag and RF tag on the AP. Totag the AP an Administrator can use the following options.

« Use the advanced config wizard
« Use a Static mapping

« Use a filter
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Using the Advanced config wizard to tag the AP’s

Navigate to Configuration > wireless setup > Advanced

thetli Cisco Catalyst C9800-CL Wireless Controller
% 157 2L

ace

Logical onfig Tr Wireless Setup Flow Overview

Ethernet on Visibility This screen allows you to design Wireless LAN Configuration. It involves

Wirel Ci Services creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

Lay
= DESIGN PHASE
WLAR
L Tags & Profiles
VTP I I !
RadioCorn WLAN Policy Site Policy Radio Policy
el (Mandatory) (Optional) (Optional)
CleanAir
Troubleshootir High Throughput | WLAN Profile | AP Join Profile [ RF Profile
Media Paramete
| Policy Profile | Flex Profile [ RF Tag &
Network '
Parameters | Policy Tag ¢ | Site Tag &
RRM
Routing Protac DEPLOY PHASE
Apply to APs
(Mandatory)
Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag
Go to List View

‘WLAN Palicy, Policy Profile
Threat Defense Maobility Site Policy - AP Profile, Site Profile
4 Create New
URL Filters Wir Radio Policy - Radio Characteristics

Veb Auth

Wireless AAA Policy
eless Protection Policies . Start Now

Advanced Wireless Setup

Wireless Setup Flow Overview s

Wireless LAN Configuration. It invoives
Gesign is completed, they can be

e and Tags. Once.

deployed to e Access Points fignt here. Tags & P
DESIGN PHASE
| wean prome =+
Tags & Profiles
!
Radio Policy o | oy Fyonie "+
(Ogticnal)
|Pove o m +
| wear prame [ @ soin prome RF Protie
| Potcy mrome | Fexprome RFTag P u PR
Follcy T SteT Now
DEPLOY PHASE o SteTag . +
Apply to APs
{Mandatory) Py ¥ Pronie
RFTag ¢ = 4+
sonfiguration to them
Apply
TERMINOLOGY ACTONS
L1} =

Tag

Site Policy o, Site Profie Pl

Radio Policy - Radio C




wd A B B & B O C g

B 1l Cisco Cetalyst C9800-CL Wireless Controller

cisco

Advanced Wireless Setup Back
= «
= m\
Number of APs: 3
Tags & Profiles Selected Number of APs: 3
= — AP Adma v Opesten < Poly < Ste - Hyperiocation
° ! VRN DDA =+ )| Ao Name . AP Model « APMAC © Mode Status Statue Tag Tog RFTag - Llocation + Couwwry - Method
e - sanc-ewc-  AR-AP3B02-E- - y oo Oefaultt  defaut
o ' oiicy Profée =+ |2 - 00810406760 Fiex Disables Registerea sand-poly  swa-sze O pae Local
sanc-ewc-  AR-AP38021-B- > ez CefaU-  default
® [ o|[m+ [2fas - 0081.0620.7550 Fiex Dissoled Fegistered sand-polly  sanc-sce O it S Local
T AR-CAP37021- e 3 e OO defsult
7 | sano-3700 AR 8060.1076.8610  Flex Enabied Regiscered sand-policy  sand-ste o e s Local
o | Apsonpone | = 4 o b 10 . ¢
o | Flex Profie = 4+
o | steTag ¢ =+
o | rerome = 4
o [re  o]l= 4
Apply

e

| branch-policy

1 site_tag

RF 1 default-rf-tag B ‘

Changing AP Tag(s} will cause associated APi’é) fo reconnect

Using a static mapping to tag the AP’s.
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Manage Tags

Policy Site RF

@ Monitoring Static Filter
Configuration Priarity Tag Source Status
Administration 0 Static v
Trol ooting 1 Location /]

2 Filter L4
3 AP ¥

@ Drag and Drop Tag Sources to change priotities

Revalidate Tag Sources on APs

Apply

Static Mapping — In the static mapping, the administrator need to specify the mac address of the AP along with the site,
policy and RF tag.
Manage Tags

Palicy
ard L

© Monitoring Tag Source Filter

Configuration

AP MAE Address ¥ Policy Tag Name ~  Site Tag Name

0 10 v |ite

Associate Tags to

AP MAG Address* | 1122.3344.5566

add the mac address of

Palicy Tag Name | branch-policy ¥ | the AP
Site Tag Name site_tag -
RF Tag Name default-rf-tag v

‘ D Cancel save & Apply to Uevice
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Manage Tags

Paolicy Site RF
Tag Source Filter

+ Add

[y APMAC Address < Policy Tag Name < Site Tag Name ~  RF Tag Name
[ 1122.3344.5566 branch-policy site_tag default-rf-tag I
1 10 v |items per page
Using a Filter to tag the AP
Manage Tags
Pmm\ +  Rule Name < AP name regex v Policy Tag Nama +  Site Tag Name . BF Tag Name

Rule Name* rule_1 Policy Tag Name ‘ branch-palicy  x v ‘
| Y ~ 5 -
AP name regex ap* ‘ Site Tag Name ‘ site_tag x v ‘
Active YES =) RF TagName | default-rf-tag| x‘ v ‘
Priority* ‘ 0-127
‘D Cancel | B Save & Apply to Device
;\;IanageTags

Policy Site RF
Tag Source Static

Priority ~  Rule Name AP name regex <~ Policy Tag Name . Site Tag Name v RF Tag Name
| 1 rule_1 ap* branch-policy site_tag default-rf-tag
1 [10 v |ie

The Access point summary page show the source based on which the tags was assigned to an AP.



Access Points

V' All Access Points

Number of AP(s): 3

Admin
AP Name ¥ Total Slots ~. AP Model ~.  Base Radio MAC ¥ AP Mode v Status Operation Status Policy Tag v Site Tag ~. RFTag v Tag Source v Location
ap-1-3800 3 AIR-AP3802I-B-K9 0081.c4a0.6fe0 Flex Enabled Registered branch-policy site_tag default-rf-tag  Filter default location
ap-2-3800 3 AIR-AP3802I-B-K9 0081.c4a0.7550 Flex Disabled Registered branch-policy site_tag default-rf-tag  Filter
default-rf-tag  Filter

ap-1-3700 2 AIR-CAP3702I-A-K9 80e0.1d70.8610 Flex Disabled Registerer! branch-policy site_tag

1 10 -

Once the AP is provisioned with the site tag, the AP gets converted to flex mode based on the site tag assigned to the
AP.

If the AP is already in flex mode, there is no conversion. If the AP is in local mode, AP would reboot to boot in flex
connect mode.

The assigning of tag does the auto conversion of the AP mode based on properties of the tag.

Flexconnect VLAN override

AAA override of VLAN on individual WLAN is supported for local switching. In order to have dynamic VLAN assignment, AP
would have the VLAN pre-created based on a configuration using the flex profile mapped to the site tag. The VLAN’s used in the
flex profile is pushed to the AP and overriding of the WLAN is done using the VLAN the AP is programmed to.

Summary
» AAA VLAN override is supported on WLANSs configured for local switching in central and local authentication mode.

» AAA override should be enabled on the policy profile mapped to the WLAN.
* The FlexConnect AP should have VLAN pre-created from WLC, this is done in the flex profile mapped to the site tag.

* If VLANS returned by AAA override are not present on AP, client will be excluded and not allowed access to the network.

* Multicast traffic on a AAA overridden VLAN is not supported

Procedure to Enable VLAN

The procedure to enable VLAN override is outlined below along with the GUI configuration. The WLAN here is enabled for dotlx
based authentication.

Procedure
Step1 Define a AAA server and method list for dot1x which is mapped to the WLAN. The AAA server is created by navigating

to the following:

Configuration > security > AAA
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Q- Search Meny Items @ Interface

Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitoring L e Custom Application
o 10x
Configuration _ Multicas
VTP
NetFlow
Administration Radio Configurations Pythan Sandbax
CleanAir QoS
Troublesh CJDT_il']Q High Throughput RA Throttle Policy
Media Parameters
Network
AP Jain
Parameters
Flex
RRM
Policy
Routing Protocals RE
OSPF Tags
. WLANSs
Litity WLAN
Wire
A
AGCL
Advanced EAP Advanced
PKI Managernent Air Time Fairness
Local EAP Fabric
Step2 Use the AAA wizard to create the server and server groups.
N

sl Cisco Catalyst CO800-CL Wireless Controller

Authentication Authorization and Accounting

+ AAA Wizard

AAA VEHIETERL ist Servers [/ Groups AAA Advanced
Gereral
Local Authentication Default v
Authentication s —
Local Authorization Default v
Authorlzationy Radius Server Load Balance |im
Accouting Show Advanced Settings >>>
Step3 Define a name for the server and specify the IP address and shared secret.
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Add Wizard

® Basic (O Advanced

SERVER SERVER GROUP ASS

RADIUS TACACS+ LDAP

RADIUS
Narme* ISE ‘

IPvd f IPv6 Server } 8.1.0.20 ‘
Address* - |

PAC Key

Key* | — ‘

Confirm Key* ----- { \

=1

Step4 Create a server group and map the server in the group.

Add Wizard

® Basic () Advanced

o ol ®

SERVER SERVER GROUP ASSOCIATION MAP AAA
RADIUS
Narme* ‘ ISE ‘
Group Type ‘ RADIUS ‘
MAG-Delimiter | none v |
MAG-Filtering | nane v
Dead-Time (mins) ‘ 1-1440 ‘

Available Servers Assigned Servers
freerad - = ISE -
ISE-2 =]

ISE -
<

Step5 Enable dot1x system control and check mark the authentication and Authorization profile.
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Add Wizard

® Basic () Advanced

SERVER SERVER GROUP ASSOCIATION MAP AAA
General Y Authentication Autharization Accounting
General
aaa_dot]x_systern_auth_control \
Local Authentication irDefauIt v ‘7 V
| Default v_‘

Local Authorization

Radius Server Load Balance {. DISABLED

Show Advanced Settings »>>

€ Previous e % Apply to C

Step 6 Define the method type as Dot1x and map the server group.

Add Wizard

® Basic () Advanced

s
o & o

SERVER SERVER GROUP ASSOCIATION MAP AAA
General Y I Authentication I Authorization Accounting
General Authentication Authorization
Method List Narme* ‘ dot1x
IType* ( dotlx v WI
Group Type ‘ group v |
Fallback to local
Available Server Groups Assigned Server Groups
Idap a| = ISE a
tacacs+ ‘ lﬂ
rad-group o
freerad 5
radgrp_branch v | v
ave & Apply to De
Step7 Define the method type as network and map the server group.
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Step8
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Add Wizard

radgrp_branch -

| € Previous ‘

Create a Dot1x WLAN and map the method list on the WLAN.

® Basic () Advanced
SERVER h SERVER GROUP ASSOCIATION MAP AAA
General Authentication v Accounting
General Authentication Authorization
Method List Name* authz
Type* network -
Group Type group v
Fallback to local
Available Server Groups Assigned Server Groups
Idap = e ISE
tacacs+ ‘i
rad-group s
freerad ‘i

Navigate to the Configuration > Tags& profiles > WLAN to create the SSID.

¢ Administration

Troubleshooting

Ethernet

Wireless

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM

Routing Protocols

AireOS Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy
T Profi

AP Join

Flex

Paolicy

RF

Tags

WLANS



General Security Advanced

Profile Name* ‘ dot1x_wlan Radio Palicy ‘ All

v

35D ‘W Broadcast 551D eneele [

WLAN ID* ‘ 2

Status enseleo [l

AN
General t& i Security | Advanced =
Layer3 ADA
Layer 2 Security Mode WPA + WPAZ v Fast Transition lm
MAG Filtering J Over the DS v
Protected Management Frame Reassociation Timeout l 20 l

PMF Disabled v

WPA Parameters

WPRA Pnlirw
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Step9
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Add WLAN 3

General
Layer2 Layer3
Authentication List dotly v ‘

Local EAP Authentication

D Cancel ,

Advanced

2 & Apply to Dewvi

Create a flex profile, Create a Vlan on the Flex profile which is the VLAN returned by the AAA.




h Menu It

shboard
@ Monitoring
Configuration
Administration

Troubleshooting

Add Flex Profile

General

Local Authentication

Interface
Logical AireOS Config Translator
Ethernet Application Visibility
Wireless Cloud Services

Custom Application

10x

VLAN
VTP

Multicast

NetFlow

Radio Configurations Python Sandbox

CleanAir QoS
High Throughput RA Throttle Palicy
Media Parameters
Network '

AP Join
Parameters

RRM

Flex
Paolicy
RF
Tags
WLANS

; Points
Advanced EAP Advanced
PKI Management Alr Time Fairness

Local EAP Fabric

VLAN

Policy ACL

branch_flex_profile Multicast Overridden Interface

SGACL Enforcement

GTS Profile Narne

D Cancel

default-sxp-profilex v

Name*
Dassription Enter Description Fallback Radio Shut

- —————— Flex Resilient
Native VLAN ID 3

- ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade 4

HTTP-Proxy IP 0000
Address Office Extend AP
CTS Palicy Join Minimurm Latency
Inline Tagging
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Add Flex Profile

D Cancel ‘

Step 10

1 lterns

Dashboard
@ Monitoring
“-{ Configuration

Administration

Troubleshooting

58

Policy ACL VLAN

General Local Authentication

+ Add

VLAN Na& ~ ID +~ ACLName
0 10 v ‘w:'—v s per page

v 4

VLAN Name*

VLAN Id*

M

ACL Name

lEﬂ Interface
Lo g [=£:1
Ethernet
Wireless
La
VLAN
VTP
ladio Configurations
CleanAir
High Throughput
Media Parameters
Netwiork

Parameters

RRM

Routing Protoc

OSPF

ity

AR

AGL

Advanced EAP
PKI Management
Local EAP

& Apply to Device

Create a policy profile enable local switching and central authentication on the profile also map the default vlan for the
WLAN and enable AAA override .

Aire0S Config Translator
Application Visibility
Cloud Services

Custorm Application

10x

Multicast

NetFlow

Python Sandbox

RA Throttle Policy
T & Pro
AP Join

Flex

Policy

RF

Tags

WLANs

Wir

Access Points
Advanced

Air Time Fairness

Fabric



Narme*

Access Policies

‘ dot1x_wlan

‘ Enter Description

Description
Status enseleD [l

Passive Client

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

@ oiszeLED
B osceLep

QOS and AVC

Mobility

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

WLAN Switching Policy

Advanced

Central Switching

Central Authentication

Central DHCP

Central Association

Flex NAT/PAT

2-65518

General

Access Palicies

WLAN Local Profiling

HTTP TLY Caching

RADIUS Profiling

DHCP TLY Caching

Local Subscriber Policy Name

VLAN

QOS and AVC

VLANALAN Group

’10

M ’

Multicast VLAN

Cancel

’ Enter Multicast VLAN ’

Advanced
WLAN ACL
IPva ACL ‘ Search or S¢ 3 ‘
IPv& AGL ‘ "
URL Filters
Pre Auth ‘ = ‘
Post Auth ‘
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Step11
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Add Policy Profile

Genera

WLAN Timeout

Access Palicies

QOS and AVC

Session Timeout (sec) ‘ 1800
Idle Timeout (sec) ‘ 300 ‘
Idle Threshold (bytes) ‘ 0 ‘
Client Exclusion Timeout ¥/ ‘ 60
sec
DHCP
DHCP Enable
DHGP Server IP Address 0.0.0.0
Show more =>>
AAA Policy
Allow AAA Override v/
NAG State v
Policy Name ‘ default-aaa-policy v ‘

Accounting List

| Emmprenes i)

Map the WLAN to policy profile.

Mobility

Fabric Profile v

Urnbrella | Mot Configured v

Parameter Map

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL oea oeie v

Air Time Faimess Policies

2.4 GHz Policy ‘ € i Se ¥ ‘

5 GHz Policy

Navigate to configurationTag and create a policy tag mapping the WLAN and policy profile.




m Inter . : es

Logical Aire0S Config Translator
Dashboard Ethernet Application Visibility
Cloud Services

") Monito ring I ) Custom Application
. : . 10x
— , VLAN :
Configuration _ Multicas
VTP

NetFlow
Administration Radio Configurations Python Sandbox

CleanAir QoS
Troubleshooting High Throughput RA Thrattle Policy

Media Parameters Tags & Profiles
Network

AP Join
Parameters

RRM

Flex
Pali cy
Routing Protocals RE
Tags
WLANs

‘ branch_policy

Description ‘ Enter Description ‘
WLAN Profile ~  Policy Profile 2
0 10 v |items per page No items to display

Map WLAN and Policy

WLAN Profile* \ dot1x_wian v| o Palicy Profile* dot1x_wian v

e
D Cancel ‘ ve & Apply to Devic 4

Step 12 Create an Authorization profile on the ISE to override the VLAN from AAA.
Create the respective authorization rules to return the authorization profile as part of Access accept.

The screenshot below is for the authorization profile , the authorization rules should refer the profile created.



Step13

62

Policy Sets  Profiing ~ Posture

Dictionaries  » Conditions

» Authentication
~ Authorization

Authorization Profiles
Downloadable ACLs

» Profiling
» Posture

» Client Provisioning

Client Provisioning ~ ~Policy Elements

~ Results
oo

Authorization Profiles » sand-vlan
Authorization Profile

~ Palicy

*Name [ sand-vlanl

Description |

*Aecess Type [ACCESS_ACCEPT

Network Device Profile s Cisco | »

Service Template
Track Movement |

Passive ldentity Tracking

¥ Common Tasks

DACL Name
ACL (Fitter-ID)

Security Group

)

< WLAN

TaglD 1

[ Edit Tag | IDMName [ 11

w Advanced Attributes Settings

[Select anitem O =

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-I1D = 1:11
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

Riset

2
3

Create a site tag and map the flex profile on the site tag.




Step 14

| Interface
Logical Aire05 Config Translator
Ethernet Application Visibility
Wireless Cloud Services
stom Application
1Ox

_ Configuration o Multicast
- NetFlow
¢ Administration Radio Confi gura tions Python Sandbox

CleanAir QoS
Troubleshooting High Throughput RA Thrattle Palicy
Media Parameters Tacs % Profiles
Network :
AP Join
Pararneters

RRM

Flex

Policy
Routing P 0ls RF
OSPF Tags

WLANS

Vi

Name* [ site_tag

| Enter Description

Description

AP Join Profile default-ap-prafie v
lFlex Profile a [ branch_flex_profile v J

Control Plane Name ‘7 7v:
lEnab\e Local Site J

\ D Cancel ve & Apply to Dev 4 -

Map the policy site tag and RF tag on the AP using the advanced config wizard .

Navigate to Configuration wireless setup Advanced
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el Gisco Catalyst C9800-CL Wireless Controller
1} AEALZ: U

iﬁ\ Inter

Logical Aire0S Config Translator Wireless Setup Flow Overview
Ethernet Application bility This screen allows you to design Wireless LAN Configuration. It involves
Cloud Services creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

\pplication

e DESIGN PHASE
VLA
b Multicast Tags & Profiles
VTP |

L Wi AI\;P I S IP Rad IP
- i ira L olicy ite Policy adio Policy
Radio Con wthon S 7

Rython Ssndiox (Mandatary) (Optional) (Optional)
CleanAir .

Troubleshooti M RA Throttle Policy | WLAN Profile | AP Join Profile \ RF Profile
8 Profil | Policy Profile | Flex Profile [ RF Tag P

Network '

AP Join
Parameters Flex | Policy Tag Y] | Site Tag 4
RRM

Policy
Routing Protoca DEPLOY PHASE

Apply to APs
(Mandatory)
ess Points | Tag APs

Advaccad Select APs and push configuration to them

Air Time Fai
Fabric TERMINOLOGY ACTIONS
Media Stream Tag

Mesh Go to List View

‘WLAN Policy, Policy Profile

Threat Defer Malbility Site Palicy - AP Profile, Site Profile

4 Create New
URL Filte

Radio Policy - Radio Characteristics
Web Auth

Wireless Protection Policies - . Start Now

Advanced Wireless Setup

sign Wireless LAN Configuration. It invoives
o the design i leted, they can be

@ Access Points right here.
DESGN PHASE
o | WLAN Profie
Tags & Prof
T } 1
} Policy Erahi
Stte Palicy Radio Policy o | el
(Optional) (Optional)
o |Pocvroe o m +
I WLAN Profie [ P soin Promee RF Profie
] cy Profie | Fiexrome "FTa0 ¢ o prsEra [~ s
DEPLOY PHASE o ‘ SteTag ¢
Agply to APs
o o RF Profie
| Tag APS o | rFTag P
and push configuration to them
Al
TERMINOLOGY ACTONS
o | =

Tag

G0 to List View
WLAN Policy, Pollcy Profie - @ \

AP Profle, Site Profie
& + Create New

Radtio Po

- Radio Characteristics




m

L‘\"c‘,';;’;' Qisco Cetalyst C9800-CL Wireless Controller Welcome sa0d | M ® 2 & B @ 3

Advanced Wireless Setup Back
= «
- m\
Number of APs: 3
Tags & Profiles Selected Number of APs: 3
: - AP < Admn < Opewton v Poly < Ste - Hypariocation
2 me v v v v ag rag ag tion v Coutry
o [ wanprone =+ e AP Model AP NAC Moda Sta Statm L b T Locat Cor Method
- . sand-ewlc-  AR-AP38021-B- . . y xe et defautt
o | poey prone LHEIRE ] b 7y 008104306160  Fiex Disaslea Registered sand-polcy  sund-ste o e Local
sand-ewlc-  AIR-AP3BO21-B- = 5 defauit- defautt
o | PollcyTeg ¢ | = 4 4] s X9 0081.0420.7550  Flex Disabled Registered sand-pollcy  sand-sge ks us Local
AIR-CAP3702i- ) e COBUR-  defadlt
/)| sno-3700 AR £060.1d7b.8610  Flex Enabled Registered sand-policy sand-ste Flsbesd us Local
Py !nwcmo-cw:a =+ o al s 10 ; <
o [ Fiex Profie =+
o 'S(eTaq ¢ = o
o | remome -+
o | mre  o]m +
Apply

o B

‘ branch-policy

1 site_tag

RF 1 default-rf-tag B ‘

Changing AP Tag(s} will cause associated AP(s] to reconnect

D Cancel & Apply to Device

Step 15 Associate a client on the WLAN and authenticate using the user name configured in the AAA server in order to return
the AAA VLAN as the attribute.

Verify the client connectivity by navigating to monitoring wireless clients and verify the access vlan the client is mapped
to

Double click on the client mac to open up the details of the Client session
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Cisco Catalyst C9800-CL Wireless Controller

Clients

Total Clent(s) In the Network: 1

Clier MAG Address

Clients

Clients Sleeping Clients Excluded Clients

Total Client(s) in the Network: 1

Client MAC Address v IPvajlPvé Address

1c36.bbef.6492 9.1.11.252

PuafIPvE Address

9.1.01.2

AP Name

ap-1-3800

AP Name < WAN Sute

3p-1-3800 10

QOS Statistics

Client Properties | AP Properties

MAG Address
IPV4 Address

User Name

Policy Profile

Flex Profile

Wireless LAN d

Wireless LAN Name
BSSID

Uptime(sec)

CCX version

Power Save mode
Gurrent TxRateSet
Supported Rates

Policy Manager State
Last Policy Manager State

ATF Statistics

Security Information

Protocol User Narme

sanc-wireless

Mobility History

136.bbef.6492
9.1.11.252
sand-wireless
dot1x_wian
branch_flex_profile
10

dot1x_wlan
0081.c4a0.6fee
104 secands

No GCX support
OFF

m9 ss3
9.,18.0,36.0,48.0,54.0
Run

IP Learn Complete

Encrypted Traffic Analytics No
Multicast VLAN 0
Access VLAN n |
Anchor VLAN 0
Server IP 91.020
DNS Snooped IPv4 Addresses None
DNS Snooped IPv6 Addresses None
11v DMS Capable No
FlexConnect Data Switching Local I
FlexConnect DHGP Status Local
FlexConnect Authentication Central

Client Statistics

Device Type

Call Statistics

QOS Properties

iE]

Role

Local



General QOS Statistics

Client Properties AP Properties
Encryption Cipher

Authentication Key Management

EAP Type

Session Timeout

Session Manager

Interface

IIF ID

Authorized

Cormmon Session 1D
Acct Session ID

Auth Method Status List
Method

SM State

SM Bend State

Local Policies

Service Temnplate

ATF Statistics

Mobility History Call Statistics
Security Information Client Statistics QOS Properties
CCMP (AES) -
802.1x
PEAP
1800

capwap_90000007
0x80000007

TRUE

100401030000000F 03A55440
0x00000000

Dot1x

AUTHENTICATED
IDLE

wlan_svc_dot1x_wilan {priority 254)

Absolute Timer 1800
Sarver Policies
Output SGT 0010-35
[ VLAN 11 ]

Resultant Policies

Output SGT 0010-35
[ vian 1 |
Absolute Timer 1800

FlexConnect VLAN Based Central Switching

VLAN based central switching is a feature that will enable central or local switching based on the VLAN returned as part of the AAA
override. If the VLAN provided by the AAA is part of the VLAN present on the AP, the client would be locally switched and if the

VLAN returned by the AAA is not present in the AP and is available at the WLC, the client would be centrally switched.

Summary

Traffic flow on WLANSs configured for Local Switching when Flex APs are in Connected Mode.

« If the VLAN is returned as one of the AAA attributes and that VLAN is not present in the Flex AP database, traffic will switch
centrally and the client will be assigned this VLAN/Interface returned from the AAA server provided that the VLAN exists on

the WLC.
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- If the VLAN is returned as one of the AAA attributes and that VLAN is not present in the Flex AP database, traffic will switch
centrally. If that VLAN is also not present on the WLC, the client will be excluded with the reason VLAN failure.

« If the VLAN is returned as one of the AAA attributes and that VLAN is present in the Flex Connect AP database, traffic will
switch locally.

« If the VLAN is not returned from the AAA server, the client will be assigned a VLAN mapped on the policy profile thatis
attached to the policy tag on that FlexConnect AP and traffic will switch locally.

« If the VLAN returned as part of the AAA attribute is present on both the AP and WLC, the client will be locally switched. The
vlan on the AP takes precedence over the one on the WLC.
Traffic flow on WLANSs configured for Local Switching when Flex APs are in Standalone Mode:

« If the VLAN returned by an AAA server is not present in the Flex AP database, the client will be put to default VLAN (that is
the VLAN mapped on the policy profile which is linked to the WLAN). When the AP connects back, this client will be
de-authenticated and will switch traffic centrally.

« If the VLAN returned by an AAA server is present in the Flex AP database, the client will be put into a returned VLAN and
traffic will switch locally.

« If the VLAN is not returned from an AAA server, the client will be assigned a WLAN mapped VLAN on that FlexConnect AP
and traffic will switch locally.

Steps to configure FlexConnect VLAN Based Central Switching

Procedure

Step1 Define a AAA server and method list for dot1x which is mapped to the WLAN. The AAA server is created by navigating
to the following :

Configuration > security > AAA.
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Q- Search Meny Items @ Interface

Logical Aire0S Config Translator

Dashboard

@ Monitoring

Configuration

Administration

Troubleshooting

Ethernet

Wireless

Lay

VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocals

OSPF
urity
AGL
Advanced EAP

PKI Managerment

Local EAP

Application Visibility
Cloud Services
Custom Application
10x

Multicas

NetFlow

Python Sandbox
QoS

RA Throttle Policy

AP Jain
Flex
Policy
RF
Tags
WLANs

Wire

Advanced
Air Time Fairness

Fabric

Step2 Use the AAA wizard to create the server and server groups.
&
"theta  Cisco Catalyst C9800-CL Wireless Controller

Authentication Authorization and Accounting

+ AAA Wizard

AAA [WETGEERL st Servers { Groups AAA Advanced
Gereral
Local Authentication Default v
Authentication
Local Authorization Default v
Authorization

Radius Server Load Balance

Aocouniing Show Advanced Settings 555

Step3 Define a name for the server and specify the IP address and shared secret.



Add Wizard

® Basic () Advanced

(o] ® ®

SERVER
RADIUS TAGAGS + LDAP
RADIUS
Narne* ‘ ISE 1
IPvd / IPv& Server ‘ 9.1.0.20 ‘
Address* |
PAC Key
o |

Confirm Key*

Step4 Create a server group and map the server in the group.

Add Wizard

o ° e

SERVER SERVER GROUP ASSOCIATION MAP AAA
RADIUS
Name* ‘ ISE
Group Type ‘ RADIUS
MAG-Deliriter | none v
MAG-Filtering | none v |
Dead-Time {mins) ‘ 1-1440
Available Servers Assigned Servers
freerad - = ISE a|
ISE-2 \L‘
ISE s
L2

Step5 Enable dot1x system control and check mark the authentication and Authorization profile.
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Step6

Step7

® Basic () Advanced

SERVER SERVER GROUP ASSOCIATION

General ¥ Authentication Authaorization Accounting

General

aaa_dot1x_systern_auth_control

.

Local Authentication i Default v ‘

Local Authorization | Default v|

Radius Server Load Balance

Show Advanced Settings »>=

€ Previous

Define the method type as Dotl1x and map the server group.

Add Wizard

MAP AAA

& Apply to De

® Basic () Advanced

s
o 4

SERVER SERVER GROUP ASSOCIATION

General /| I Authentication ] Authorization Accounting

General Authentication Authorization

Method List Narme* ‘ dot1x

Type* { dotlx 'J

Group Type ‘ group 'v‘

Fallback to local

Available Server Groups Assigned Server Groups

Idap i‘ """"
tacacs+
\

2 B

rad-group
freerad
radgrp_branch v

€ Previous

Define the method type as network and map the server group .

MAP AAA

& Apply to C
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Add Wizard x
® Basic () Advanced

o —9 o

SERVER SERVER GROUP ASSOCIATION MAP AAA

General ¥/ Authentication /] Accounting
General Authentication Autharization

Method List Name* ‘ authz
Type* | network v |
Group Type | group v |
Fallback to local
Available Server Groups Assigned Server Groups
GE - o ISE |
tacacs+ |i}
rad-group —
freerad |i[
radgrp_hbranch ~| v|

€ Previous ave & Apply to Devic

Step 8 Create a Dotlx WLAN and map the method list on the WLAN.
To create an SSID navigate to Configuration > Tags & Profiles > WLANS.

S
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Interface [EI SEric
Logical Aire0S Config Translator
shboard Ethernet Application Visibility

Wireless Cloud Services

7/) Monitoring [t GCustormn Application

1Ox
\ = = . VLAN _
& Configuration Multicast
7 VTP
NetFlow
; Administration Radio Configurations Python Sandbox
CleanAir Qos
Troubleshootin d High Throughput RA Throttle Policy
Media Parameters
Netwiork
AP Join
Parameters

RRM

Flex

Policy
Routing Protoc RF
OSPF T

WLANS

General Security Advanced

Profile Nare* ‘ dot1x_wlan Radio Policy ‘ All v ‘

55D ‘ dot1x_wlan Broadcast 551D eneeLleD ()

WLAN ID* ‘ 2

Status encelen [l

{ 'O Cancel save & Apply to Device




Step9

74

Add WLAN x
General Ik Advanced =
Layer3 AAA

Layer 2 Security Mode | WPA+WPRAZ v | Fast Transition \ Adaptive Enabled ',‘
MAG Filtering Over the DS v
Protected Management Frame ‘

Reassociation Timeout ‘ 20

PMF Disabled v

WPA Parameters

WPRA Pnliry

'O Cancel 1

General Advanced
Layer2 Layer3
Authentication List dotly v ‘

Local EAP Authentication

D Cancel

Create a policy profile enable local switching and central authentication on the profile also map the default vlan for the
WLAN and enable AAA override .




u ltems

Dashboard

E] |nterface

Logical
Ethernet

Wireless
Laye

VLAN
VTP
adio Configurations
CleanAir
High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protac

OSPF
curity
ABA
AGCL
Advanced EAP

PKI Management
Local EAP

Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy
Tags & Profil

AP Jain

Flex

Policy

RF

Tags

WLANs

Wir

Access Points
Advanced

Air Time Fairness

Fabric
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General

Name*

Access Policies

QOS and AVC

‘ dot1x_wlan ‘

Enter Description ‘

Description ‘
Status enceten [l

Access Palicies

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

WLAN Local Profiling

HTTP TLVY Gaching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

QOS and AVC

@ oiseeLED
B oseeLen

2-65519

VLANALAN Group

Multicast VLAN

Cancel
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’ Enter Multicast VLAN ’

Mohility

Mobility

WLAN Switching Policy

Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Gentral Switching
Gentral Authentication
Central DHCP

Central Association

Flex NAT/PAT

Advanced
WLAN ACL
IPvd AGL ‘ Searchor € "
IPve AGL ‘ » ‘
URL Filters
Pre Auth ‘ Sele: = ‘

Post Auth ‘ Search or Select

& Apply to Devic




Step 10

Add Policy Profile

General Access Policies

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout
(sec)

DHCP

DHCP Enable

DHCP Server IP Address

Show more >>>

AAA Policy

0.0.0.0

Allow AAA Override

NAC State

Policy Name

Accounting List

default-aaa-policy v ‘

i ‘

Map the WLAN to policy profile.
Navigate to configuration > Tag and create a policy tag mapping the WLAN and policy profile.

QOS and AVC

Mahility Advanced
Fabric Profile v
Urnbrella | Mot Configuredt v

Parameter Map

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL

Air Time Faimess Policies

2.4 GHz Policy

5 GHz Palicy ‘ rch or Select v‘

B Save & Apply to Device
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Step11
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B Dashboard
@ Monitoring

Configuration

Administration

Troubleshooting

| Inter

Logical
Ethernet

Wireless

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM

Routing Protoc

VICES
Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
IOx
Multicast
NetFlow
Python Sandbox
QoS
RA Throttle Policy
Tags & Profiles
AP Join
Flex

Policy

Narme* ‘ branch_policy !
Description ‘ Enter Description ‘
WLAN Profile ~  Policy Profile v,
0 ‘L‘ items pe No items to display
Map WLAN and Policy
WLAN Profile* 7 dotTx_wilan [ ; | @ Paolicy Profile* 7d0t1x_wlan ~—'r

D Cancel \

E2E3

Save & Apply to Devic 4

Create a flex profile and defines a VLAN on the flex profile returned by the AAA radius server.




Monito

Configuration

Administration

2shootin

General

Local Authentication

Interface
Log
Ethernet

Wireless

Radio Config

High Throughput
Media Parameters

Netwi

AAA
ACL
Advanced EAP
PKI Management

Local EAP

Policy ACL

branch_flex_profile ‘

SGAGL Enforcernent

CTS Profile Narne

'O Cancel

Narne*

Description Enter Description

Native VLAN ID | 3 ‘
| T

HTTP Proxy Port ! 0 ‘

HTTP-Praoxy IP

Address ‘ 9:0:0:0 ‘

CTS Policy

Inline Tagging

default-sxp-profilex v

VLAN

Custom Application
10x
Multic
NetFlo
Python &
QoS
RA Throttle Po
Tags & Profil
AP Join
Flex
Po
RF
Tags
WLANS
Vi
Points
Advanced
Time Fairnes

Falr

Multicast Overridden Interface

Fallback Radio Shut
Flex Resilient

ARP Caching

Efficient Image Upgrade
Office Extend AP

Join Minimurm Latency

Apply to Device
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Add Flex Profite

a%, 10" & VLAN Name* n

[VLAN [a* n

ACL Name y

B Save & Apply to D¢

Create the respective authorization rules to return the authorization profile as part of Access accept.

Step 12 Create an Authorization profile on the ISE to override the VLAN.

In this example vlan 11 is a present on the AP and would make the client in local switched mode.

Home » Co

Administration

Policy Sets  Profiing ~ Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries  » Conditions  ~Results
cccaaam

o
Authorization Profiles = sand-vlan
» Authentication 3 3
Authorization Profile
~ Authorization *Name | sand-vlan|
Authorization Profiles Descrigion | 4
Downloadable ACLS *Access Type | ACCESS ACCEPT v
¥ Profiing Network Device Profile |4 Cisco | » | &
» Posture Service Template |~
» Client Provisioning Track Movement

Passive |dertity Tracking |

¥ Common Tasks

! DACL Name

! ACL (Fitter-ID)

Security Group

< WLAN TaglD 1 | Edit Tag |IDiName | 11

w Advanced Attributes Settings

|select an item O = C

v Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-1D = 1:11
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

Save | [ Reseb
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Step 13 Create a site tag and map the flex profile on the site tag.

Q
= hboard
@ Monitoring
Configuration
¢ Administration

Troubleshooting

Name*

Description

AP Join Profile

{ | Interface
Lljgll::al
Ethernet
Wireless

Layer2

VLAN

VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

OSPF

[ site_tag
Enter Description

default-ap-profile v

I Flex Profile

| branch_flex_profile |

Aire0S5 Config Translator
Application Visibility
Cloud Services

Custom Application

10x

Multicast

NetFlow

Python Sandbox

QoS

RA Throttle Policy

AP Join
Flex
Policy
RF
Tags

WLANs

Wir

Control Plane Name |

I Enable Local Site é
O Cancel & Apply to De1 4 :

Step 14 Map the policy site tag and RF tag on the AP using the advanced config wizard.
Assigning a site tag on a AP would result in AP reboot due to conversion to flexconnect mode.
The reboot is avoided if the AP is already in flexconnect mode,

Navigate to Configuration > wireless setup > Advanced
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1} AEALZ: U

iﬁ\ Inter

Logical Aire0S Config Translator Wireless Setup Flow Overview
Ethernet Application bility This screen allows you to design Wireless LAN Configuration. It involves
Cloud Services creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

\pplication
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Radio Policy - Radio Characteristics
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o the design i leted, they can be

@ Access Points right here.
DESGN PHASE
o | WLAN Profie
Tags & Prof
T } 1
} Policy Erahi
Stte Palicy Radio Policy o | el
(Optional) (Optional)
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Agply to APs
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Step 15

B sty Cisco Cetalyst 09800-CL Wireless Controller Wekane e B0 S E OO0 L&

Advanced Wireless Setup Back
= «
Number of APs: 3
Tags & Profiles ‘Selectad Number of APs: 3
|wuwr-!uma e AP < Admn v Opemton < Poky v Ste v e =
! /)| AoName  © APMode < APMAC  « Moda Stats Sans Tag Tog RFTag + Locaton v Coutry - Method
— sand-ewc  AR-APIB02-E- . - ’ g OSfaUIT-  defaut
|muvuns = 4+ 7] houd o 0081.c430.6%€0  Fiex Dissbled Registered sand-policy  snc-se o vk us Local
sang-ewc-  AIR-AP3B02I-B- . 7 e ol defaut
[romm o=+ [2]23 o 0081.040.7550 Flex Disaoled Registered sand-polcy  sand-sse ot st T Local
g AR-CAP3702i- < 3 ixe CSfaURT- defsult
/! | sana-3700 SO £060.1970.8610  Flex Enabled Registered sand-policy  sand-ste U {oondch us Local
| apsonpone | = 4 ailiet il L o
| Fex prome =+
[sere o) = +
| reprome L HES
[ e ¢ =4

‘ branch-policy

‘ site_tag

RF ‘ default-rf-tag v ‘

Changing AP Tag(s) will cause associated AP{s) fo reconnect

'O Cancel & Apply to Device

Associate a client on the WLAN and authenticate using the user name configured in the AAA server in order to return
the AAA VLAN as an attribute.

Verify the client connectivity by navigating to monitoring > wireless > clients and verify the access vlan the client is
mapped.

In this step the AAA returns vlan 11 which is present in the AP database results in local switched WLAN.

Double click on the client mac to open up the details of the Client session
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thatlts  Cisco Catalyst C9800-CL Wireless Controller loeysant AU E 206

cisco

Clients

Total Clent(s) In the Network: 1

Client MAC Address v PvaliPve Aadress < AP Name v WUAN State Protocol User Narne < Device Type < Role
1252 sp-1-3800 10 I PR

1 10 v

QOS Statistics ATF Statistics Call Statistics

L,
Client Properties

Mobility History

AP Properties Security Information Client Statistics QOS Properties
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Current TxRateSet
Supported Rates

Policy Manager State
Last Policy Manager State

m8 ss3
9.0,18.0,36.0,48.0,54.0
Run

IP Learn Complete

Encrypted Traffic Analytics No
Multicast VLAN 0
| Access VLAN |
Anchor VLAN 0
Server IP 9.1.0.20
DNS Snooped IPvd Addresses None
DNS Snooped IPve Addresses None
11v DMS Capable No
':lexConnect Data Switching Local I
FlexConnect DHCP Status Local
FlexConnect Authentication Central
FlexConnect Central Association Yes
antenna O 1sago
antenna 1 1sago
Eogre Client False
Eogre Match Status no tunnel profile or aaa data
Maobility
Move Count 0
Rale Local
Roam Type None

Complete Timestarmp

Fabric

10/24/2018 02:23:04 UTC



Client

General

Client Properties

QOS Statistics

AP Properties
Encryption Cipher

Authentication Key Managerent

EAP Type

Session Timeout

Session Manager

Interface

IIF ID

Authorized

Cormmaon Session 1D
Acct Session ID

Auth Method Status List
Method

SM State

SM Bend State

Local Policies

Service Ternplate

ATF Statistics

Call Statistics

Mobility History

Security Information

Client Statistics QOS Properties

CCMP (AES) -
802.1x

PEAP

1800

capwap_90000007
0x90000007

TRUE

100401090000000F 03A55440
0x00000000

Dot1x

AUTHENTICATED
IDLE

wilan_svc_dot1x_wlan (priority 254)

Absolute Timer 1800
Server Policies
Output SGT 0010-35
I VLAN 11 ]

Resultant Policies

Output SGT 0010-35
[ vian 1 |
Absolute Timer 1800

Step 16

Create an Authorization profile to return a VLAN which is not present on the AP database but on the WLC.

In this example VLAN 5 is present on the WLC and not on the AP database which results in WLAN being central

switched.
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Policy Sets  Profiling  Posture

Client Provisioning

~ Policy Elements
Dictionaries  » Conditions  ~Results
r—

o
} Authentication

Authorization Profiles » vlan-wlc

Authorization Profile
~ Authorization * Name |v|an-wlc |
Authorization Profiles Description | Z
Downloadable ACLs *Access Type [ACCESS ACCEPT -
» Profiling Network Device Profile 4% Cisco | » |
Jekostute Service Template
» Client Provisioning Track Movement || ;
Passive Idertity Tracking ‘i
¥ Common Tasks
! DACL Name
ACL (Fitter-ID)
Security Group
@ vLaN TaglD 1 [ Edit Tag | IDMame [ 5]
w Advanced Attributes Settings

 [select an item

Q- 9

> Attribhutes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:5
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

&5 (Re=
Step 17 Validation on the presence of VLAN 5 on the WLC .
Navigate to Configuration >VIan.




| Interface

Logical AireOS Config Translator
[;]; Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitoring Tb Therae Gustom Application
B = 10x
Configuration Multicast
VTP
NetFlow
1 Administration Radio Configurations Python Sandbox
CleanAir QoS
Eipleleldigle High Throughput RA Throttle Policy
Media Parameters Tags % Profiles
Network
AP Join
Parameters

RRM

Flex

Policy

VLAN ID*

Narme

RA Throttle Policy ‘7None77'
IGMP Snooping
ARP Broadcast @
Port Members Q Search
Available (1) Associated (0}
Gil =

No Associated Members

[ O Cancel

Step 18 Associate a client on the WLAN and authenticate using the user name configured in the AAA server in order to return
the AAA VLAN(VLANS) as the return attribute.

Verify the client connectivity by navigating to monitoring > wireless > clients and verify the access vlan the client is
mapped and switching properties for the client.

Double click on the client mac to open up the details of the Client session.
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il Cisco Catalyst C9800-CL Wireless Controller

Clients

Clients Sleeping Clients

Total Client(s) in the Network: 1

Client MAC Address

@ QOS Statistics

MAC Address
IPV4 Address

User Name

Policy Profile

Flex Profile

Wireless LAN Id

Wireless LAN Nare
BSSID

Uptime(sec)

CCX version

Power Save mode
Current TxRateSet
Supported Rates

Policy Manager State
Last Policy Manager State
Encrypted Traffic Analytics

ATF Statistics

Excluded Clients

v IPvafIPv6é Address

9.1.5.200

Security Information

1c36.bhef.6492
9.1.5.200
sand-wireless
dot1x_wlan
branch_flex_profile
10

dot1x_wlan
0081.c4a0.6fee
162 seconds

No GCX support
OFF

m9 ss3

9.0,18.0,36.0,48.0,54.0

Run

IP Learn Complete

Multicast VLAN s}

IAccess VLAN 5 ]
Anchor VLAN 0
Server IP 9.1.0.20
DNS Snooped IPvd Addresses None
DNS Snooped IPve Addresses None
11v DMS Capable No

I FlexConnect Data Switching Central I

FlexConnect DHCP Status Local
FlexConnect Authentication Central
FlexConnect Central Association No

Mobility History

Welcome sand a

< APName v OWLAN v Stte ~ Protocol < User Name < DeviceTy
ap-1-3800 10 113c sand-wireless

Call Statistics

Client Statistics QOS Properties



Client x
QOS Statistics ATF Statistics Mobhility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties

Encryption Gipher CCMP (AES) -
Authentication Key Managerent 802.1x

EAP Type PEAP

Session Timeout 1800

Session Manager

Interface capwap_80000007

IIF ID 0x930000007

Authorized TRUE

Common Session ID 100401030000001303BC4500
Acct Session ID 0x00000000

Auth Method Status List

Method Dot1x

SM State AUTHENTICATED

SM Bend State IDLE

Local Policies

Service Ternplate wlan_svc_dot1x_wlan (priority 254)
Absolute Timer 1800

Server Policies

Qutout SGT 0010-3
VLAN 2}

Resultant Policies

Output SGT 0010-35
l VLAN 5
Absolute Timer 1800

Local Authentication and Backup Radius server

In most typical branch deployments, it is easy to foresee that client 802.1X authentication takes place centrally at the WLC located
at the Data center .However there arises certain concerns with central authentication at the WLC.

How can wireless clients perform 802.1X authentication and access Data Center services if WLC fails?

How can wireless clients perform 802.1X authentication if WAN link between Branch and Data Center fails?
Is there any impact on branch mobility during WAN failures?

Does the Flex Connect Solution provide no operational branch downtime?

Flexconnect Local authentication and Backup/Local Radius can address the above concerns by enabling branch to operated
independently in case of WAN outage or connectivity issue with the controller.
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Summary

« The use of local authentication in branch enables resiliency at the branch location by providing wireless access in scenarios
where the WAN connectivity is lost with the Data center. The AP moves to standalone mode and provides wireless access with
authentication for dot1x directed to a radius server available at the branch side.

» The AP can act as a radius server and this feature is only supported on the Wavel AP’s.

 This feature can be used with central authentication or local authentication .In Central authentication case the WLC will

authenticate the wireless clients as long as the AP is in connected mode.

» Once the AP loses connectivity with the WLC the AP will move to standalone and authenticate the client locally.

« This feature can be used with local authentication and local switching, in cases where there is a local radius server at the branch,
the AP can forward the radius request to the radius server at the branch thereby avoiding the latency variation caused by the

WAN links.

* EAP-LEAP is the only method supported for AP as radius Server.

Local Authentication with External radius server

Data center

ISE

Branch

Data center

WAN

ISE

ISE

=
WLC

Steps for Local Authentication and Backup Radius server

Procedure

Stepl Define an AAA server, For Branch deployment specify the AAA server used at the branch side.

Navigate to Configuration > Security > AAA and start the AAA wizard

The wizard helps in creating the following flow.

« Create a radius server.
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« Create a server group and map the radius server on the server group.

» Map the server for dotlx authentication .

Authentication Authorization and Accounting

{ i 1

S 5 AAA Method List Servers / Groups AAA Advanced
@ Monitoring
Configuration enc g
SRR EHER Local Authentication Default v
o > Authentication
Admir ion Local Authorization Default v
Authorization — T
Tro hooting et Radius Server Load Balance [. DISABLED
Aceoutig Show Advanced Settings >

Add Wizard x

Basic () Advanced

SERVER

RADIUS TACACS+ LDAP

RADIUS

Narne* freerad

IPva / IPv6 Server | 9.1.0.21
Address* L

PAG Key

Key* [

Confirm Key* | e




92

SERVER SERVER GROUP ASSOCIATION

LS e

Narme* [ freerad ’

Group Type | RADIUS \

MAC-Delimiter | none v |

MAG-Filtering | none v

Dead-Time (mins) } 1-1440 ‘
Available Servers Assigned Servers
| 18E N | freerad

freerad

¢ B

Previous

® Basic (O Advanced

® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION

General Y Authentication Authorization /] Accounting

Authentication Authorization

aaa_dot]x_systern_auth_control ENABLED .

Local Authentication [ Default v ‘
Local Authorization | Default v |
Radius Server Load Balance [. DISABLED

Show Advanced Settings >>>

€ Previous

MAP AAA

& Apply to Device




AddrVizard

® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION

General Y/ Authentication Authorization Accounting

General Authentication Authorization

Method List Narme* ‘ dot1x

Type* ’ dotlx v ‘

Group Type l group 77‘

Fallback to local

Available Server Groups Assigned Server Groups

radius - —— freerad a
Idap LiJ
tacacs+ —
rad-group LiJ
radgrp_branch v

[ € Previous \

Wizard

MAP AAA

re & Apply to Device

® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION
General Authentication ¥ Authorization Accounting
General Authentication Autharization
Method List Narme* | authz
Type* | netwark v
"—\
Group Type | group |
Fallback to local
Available Server Groups Assigned Server Groups
radius - — freerad -
Idap t}
tacacs+ -
rad-group t}
radgrp_hranch - v

revious

Step2 Create an SSID on the controller for dot1x authentication.
To create an SSID navigate to Configuration >Tags& profiles >WLANS.

MAP AAA

= & Apply to Device




Defines the method list created for dot1x on the WLAN AAA settings.

ch Menu ltems

board

Monitoring

- Configuration
Administration

Troubleshooting

Add WLAN

Ethernet
Wireless
Lay
VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing

Aire0OS Config Translator
Application Visibility
Cloud Services

Custom Application

10x

Multicast

NetFlow

Python Sandbox

RA Throttle Policy
Tags & Profiles
AP Join

Flex

Palicy

RF

Tags

YWLANS

General Advanced
Layer2 Layer3

Authentication List ‘ dot1x] v

Local EAP Authentication

'O Cancel ave & Apply to D




Add WLAN x

Layer3

General % Security
B —

Layer 2 Security Mode | WPA+WPAZ v

MAG Filtering ]

Protected Management Frame

WPA Parameters

WPRA Pnlir

D Cancel

General

Profile Name*

SSID

WLAN ID*

PMF Disabled v

Security

l dot1x_wlan
| dot1x_wilan

| 2

Status

Advanced =
AAA

Fast Transition | Adaptive Enabled y

Over the DS \/

Reassociation Timeout ' 20 '

Advanced

Radio Policy ‘b,\

Broadcast SSID encelen [l

& Apply to Device

Step3 Create a policy profile enable local switching and central authentication on the profile.
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ch Menu ltems

Dashboard

Administration

Troubleshooting

/@ Interface

Logical
Ethernet

Wireless
Layer2

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM

Routing Protocols

ACL
Advanced EAP
PKI Management

Local EAP

AireOS Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlowe

Python Sandbox
QoS

RA Throttle Policy
Tags & Profi

AP Join

Flex

Policy

RF

Tags

WLANSs

Wi

Access Points
Advanced

Air Time Fairness

Fabric




Step4

Step5

Narme*

Access Policies

QOS and AVC

‘ dot1x_wlan ‘

‘ Enter Description ‘

Description
Status enseleD [

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

Map the Default VLAN for the WLAN.

General

RADIUS Profiling

Access Palicies

WLAN Local Profiling

HTTP TLV Caching

DHCP TLY Caching

QOS and AVC

B oiszeLeD

2-655189

Local Subscriber Policy Name ‘ v ‘
VLAN

VLAN/VLAN Group | 10 v ’
'Multicast\lLAN ‘ Enter Multicast VLAN ‘

Map the WLAN to policy profile.

Mobility

Mobility

Advanced

A Configuring in enabled state will result in loss of cannectivity for clients associated with this profile.

WLAN Switching Policy

Central Switching

Central Authentication

Central DHGP

Central Association

Flex NAT/PAT

& Apply t

Advanced
WLAN ACL
IPvé AGL | Search or Sele V)
IPvE ACL ] Search or Select | v |
URL Filters
Pre Auth ‘ Search or Se = |
Post Auth | Search or Select | v |

Apply to

Navigate to configuration > Tag and create a policy tag mapping the WLAN and policy profile
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m Interface

Logical

[;:ﬂ Dashboard Ethernet Application Visibility
Wireless Cloud Services
@ Monitorin (9] L Layer? Custom Application
. > 10x

- ‘ VLAN :
. Configuration Multicast

VTP
NetFlow

' Administration Radio Configurations Python Sandbax

CleanAir QoS
Troubleshooting High Throughput RA Throttle Policy
Media Parameters Tags 2 Profi
Network
AP Join
Parameters

RRM

Flex

Policy
Routing Protocals RFE
OSPF Tags

WLANS
cLrity WLANS

Narme*

branch_policy

Description Enter Description |

WLAN Profile ~  Policy Profile v
0 ‘ 10 v |items per page No items to display

Map WLAN and Policy

WLAN Profile* dotlx_wilan v | e Paolicy Profile* dotlx_wilan v

EBED
D Cancel ’ & Apply to Devic 4

Step6 Create a flex profile to create the VLAN on the profile to be used by the SSID.
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¢ Administration

Troubleshooting

Ethernet
Wireless
Lay
VLAN
VTP

ladio Configurations
CleanAir
High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

ACL

Advanced EAP
PKI Management
Local EAP

AireOS Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Palicy
T . Profi

AP Join

Flex

Palicy

RF

Tags

WLANS

Wir

Access Points
Advanced

Air Time Fairness

Fabric

99



100

General Local Authentication

Policy ACL

Narne* ‘ branch_flex_profile ‘
Description ‘ Enter Description ‘
Native VLAN ID ‘ 3

HTTP Proxy Port ] 0 ]
HTTP-Proxy IP ‘ 0.0 ;‘
Address b
CTS Policy

Inline Tagging )

SGACL Enforcement

GTS Profile Name \ default-sxp-profiley| v

General I"LocalAut'henticati'on l Policy ACL

Radius Server Group ( freerad v

EAP Fast Profile I v
Username
« 4« 0 » » ‘ 10 ’ items per page

No items to dis

VLAN

Multicast Overridden Interface
Fallback Radio Shut

Flex Resilient

ARP Caching

Efficient Image Upgrade
Office Extend AP

Join Minimurm Latency

N 8§ 8 &

VLAN
LEAP
PEAP
LS
RADIUS




Add Flex Profile

Policy ACL VLAN

General Local Authentication

+ Add

VLAN v D v ACLName -4
0 [ 10 '— | items per page LAN Name* ‘ 19 ‘

|‘ D Cancel J

Step7

LAN Id* |9

ACL Name [

Create a site tag and map the flex profile on the site tag.

Uncheck the “Enable local site “ to add the flex profile on the site tag .

ch Nenu ltems

board

@ Monitoring
Configuration

Administration

Troubleshooting

Inte
Logical
Ethernet
Wireless
Lay
VLAN
VTP
Radio Configurations
CleanAir
High Throughput
Media Parameters
Network
Pararneters
RRM
Routing Pr
OSPF
curity

ABA

J

e & Apply to Device

AireOS5 Config Translator

Application Visibility

Cloud Services

Custom Application

10x

Multicast

NetFlow

Python Sandbox

QoS

RA Throttle Policy
Profiles

AP Join

Flex

Policy

RF

Tags

WLANs

Wir
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Step8

102

Name* ’ site_tag ‘

Description \W!
AP Join Profile \@‘
| Flex Profile a ’ branch_flex_profile v ’ |
V Control Plane Name ‘%\

I Enable Local Site é |
=] Save & Apply to De 4 -

Map the policy profile and site tag on the AP. To tag the AP open the advanced config wizard and tag the AP with
corresponding tags.

The mapping can be provisioned by creating a filter list based on the AP name.
Assigning a site tag on a AP might result in AP reboot due to conversion to flexconnect mode.
The reboot is avoided if the AP is already in flexconnect mode.

Navigate to Configuration > wireless setup > Advanced



)¢ Administ

l}m s C}isco Catalyst C9800-CL Wireless Controller

Logical AireO nfig Translator

Ethernet Application

istarn Application
10x
VLAN

Configuration
VTP

Radio Gonfiguration
CleanAir

Tre eshooti High Throughput
Media Parameters

Network

RRM

Routing Protocols

nced EAP
PKI Managerment Air Time.
Local EAP Fabric
Media Stream

Mesh

Mability

Threat Defense
URL Filters

Web Auth

Wirel AAA Pal

Wireless Protection Paolicies

Advanced Wireless Setup

Tag
010 List View
WLAN Policy, Pollc B

Site Palicy - AP Profle, Site Profie

4+ Creste New

Radio Policy - Racio erts

reen allows you to design Wireless LAN Configuration. It invoives
0 Policies and Tags. Once the design is completed, they can be
deployed (o 0 ®
Tags & Profiles
|
r i
WLAN Poficy Site Policy Radio Policy
(Mandstary) (Options Ogtional)
| Porey prome | Fexvome R Tag ¢
|Poicyrse @[S o
DEPLOY PHASE
Apply ta APs
{Mandatory)
[ a0 ans
Select APs and push configuration to them
TERMINOLOGY ACTIONS

Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves
creating Policies and Tags. Once the design is completed, they can be
deployed to the Access Points right here.

DESIGN PHASE

Tags & Profiles
]

WLANI Palicy Sltelpuhcy Radiulpullcy
(Mandatary) (Optional) (Optional)
| WLAN Profile ] AP Join Profile [ RF Profile
| Policy Profile I Flex Profile ‘ RF Tag &
| Policy Tag rd I Site Tag 4
DEPLOY PHASE
Apply to APs
(Mandatory)
Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View

‘WLAN Paolicy, Policy Profile

Site Policy - AP Profile, Site Profile
4 Create New

Radio Policy - Radio Characteristics

\

o ' =+
| posey eratie =+
o | poser ¢ = 4+
‘ AP Join Profile = +
STEHNOW «mp o | Fex promie =+
| swerag ¢ =+
o RF Profie =+
[} RFTag ¢ E 4
Apply
o | Tog APs =
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B ity Cisco Catalyst 9800-CL Wireless Controller Wecomesand | # ® B & @ @ | @

Advanced Wireless Setup Back
= «
(s m\
Number of APs: 3
Tags & Profiles Selectad Number of APs: 3
- AP o Admn < Opemton < Poly v Ste - Hyperiocaton
L4 |W“““P'°’"° B+ | omme - ApMode - APmAC  Mode Status St Tag Tog RFTag - locaton v Coutry + Method
w— sanc-etc-  AIR-AP3802I-E- . . eze  OEaUt-  defaut
|D.,\cyDv e = ] Joud . 008104306160 Flex Dissbled Registered sand-policy sand-se oo Fovkso us Locsl
sanc-owc-  AR-AP3B021-B- : e GO defauk
[Fomm o=+ (223 o 0081.0620.7550 Flex Dissoled Registered sond-palicy sand-ste O dx s Local
AR-CAP3702- cefaur-t-  defauic
/)| sno-3700 AR 8000.1470.6610  Flex Enabled Registered sand-policy sand-see O et us Local
| apsonpiene | =+ 45| 0 . 2
| e Prome =+
[sere o =+
| rervome =+
| e ¢ =4
Apply

’ hbranch-paolicy

’ site_tag

RF ' default-rf-tag - }

Changing AP Tag(s] will cause associated AP(s] to reconnect

= & Apply to Device

AP as Radius Server

FlexConnect AP can be configured as a RADIUS server for LEAP client authentication. In standalone mode and also when local
authentication feature is enabled on the WLANSs, FlexConnect AP will do dot1x authentication on the AP itself using the local radius
facility.
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Procedure

To have the flexconnect AP configured as the radius server repeat the steps 2,3 ,4 ,5,7 and 8 in the procedure section of Local

Authentication with External radius server 1.

The flex profile needs to be reconfigured to enable local radius server functionality.

Procedure

Stepl Create a flex profile, Navigate to Configuration > Flex.

@ Interf
Logical
Ethernet
Wireless
Monitoring

- Configuration

9

Administration

CleanAir

Troubleshooting High Throughput

Media Parameters
Netwiork
Parameters

RRM

Routing Protocols

Advanced EAP
PKI Management

Local EAP

AireOS Config Translator
Application Visibility
Cloud Services

Custom Application

10x

Multicast

NetFlow

Python Sandbox

QoS

RA Throttle Policy

AP Join

Flex

Palicy

RF

Tags

WLANS
Wireless
Access Points
Advanced

Air Time Fairness

Fabric

Step2 Specify the native VLAN ID for the AP, on the local authentication specify the EAP methods to be used.

Add local users for authentication on the AP, the local users resides on the AP .
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Local Authentication Policy ACL VLAN

Narme* ‘ branch_flex_profile ‘ Multicast Overridden Interface
Descrition ‘ Enter Description Fallback Radio Shut
Flex Resilient
I Native VLAN 1D { 2 ] I
= ARP Caching
HTTP Proxy Port \ 0 \
Efficient Image Upgrade 4
HTTP-Proxy IP ‘ 0.0.0.0 ‘
Address Office Extend AP
CTS Policy Join Minirmurn Latency
Inline Tagging

SGACL Enforcernent

CTS Profile Name | Oefauli-sxp-profiley v

'O Cancel

General I Lacal Authentication I Policy ACL VLAN

Radius Server Group ‘ BG: el up (v ‘ LEAP Y

EAP Fast Profile | SelecePranie v PEAP ¥
s Y
RADIUS Y

Users
Userfigme v, ‘
« 4« 0 » 10 ',i items per page Username * }Ll
Hotrens Password Type | UNENCRYPTED v

Password * \ \
GConfirm * \—i
Password L

D Cancel & Apply to C
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Add Flex Profile x
General Local Authentication Palicy ACL VLAN

+ Add

VLAN . D v ACLName |
0 10 v — LAN Narme* 10

LAN Id* 19

ACL Name ¥

.

| D Cancel 1 ave & Apply to Device

CCKM/OKC and PMK Caching

CCKM /OKC and PMK caching enables fast roaming for wireless clients .Fast roaming is achieved by caching a derivative of the
master key from a full EAP authentication so that a simple and secure key exchange can occur when a wireless client roams to a
different access point. This feature prevents the need to perform a full RADIUS EAP authentication as the client roams from one
access point to another.

The controller supports CCKM/OKC and PMK caching, the controller takes care of distributing the master key to the AP’s. The
controller distributes the master key to all the Ap’s whose site tag and policy tag are the same, this results in ability to do fast roaming
across the AP within the same site. The distribution of the master key is done based on the site tag of the AP site the client initially
associates, the controller now find’s all the AP’s which has a similar site tag and policy tag and pushes the master key on those AP’
and thus enabling fast roaming among the AP’s.

Limitation

 The AP in standalone mode can support a maximum of two radius servers, the first server added in the server group acts as the
primary. The second radius server acts as a backup for the primary.

 The AP as radius server is supported only on Wave 1 AP‘s . On 16.10 the EAP method supported for AP as radius server is
EAP-LEAP.

« Fast roaming is not supported with default site-tag, if the AP’s are mapped to a default site tag then the master key for caching
is not shared among those APs.

Peer to PeerBlocking

The Controller supports peer to peer blocking in local switching mode, the configuration for the peer to peer blocking is available
while creating the WLAN.
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Peer to peer blocking can be configured with any of the following three actions.

« Disabled — Disables peer-to-peer blocking and bridged traffic locally within the controller for clients in the same subnet. This
is the default value.

« Drop — Causes the controller to discard packets for clients in the same subnet.
« Forward Up-Stream — Causes the packet to be forwarded on the upstream VLAN. The devices above the controller decide what
action to take regarding the packet.
Summary

« Peer-to-peer Blocking is configured per WLAN
* Per WLAN, peer-to-peer blocking configuration is pushed by WLC to FlexConnect APs.

« Peer-to-peer blocking action configured as drop or upstream-forward on WLAN is treated as peer-to-peer blocking enabled on
FlexConnect AP.

Steps

Procedure

Refer the steps defined in the advanced config wizard of this document to create an SSID , policies and tags on the
controller.

Advanced wireless setup wizard

Select the peer to peer blocking action in the advanced tab of the WLAN creation to have the feature configured.

Add WLAN x

General Security Advanced
Coverage Hole Detectiork Y Universal Admin
Aironet IE Y Load Balance
Diagnostic Channel Band Select Y
P2P Blocking Action | Disahled v IP Source Guard
Disabled ‘
Multicast Buffer WMM Policy Allowed v

Drop

Media Stream Multicast- VFDrward-UpStream

direct

Off Channel Scanning Defer

Max Client Connections 5 %
Defer Priority 0 1 2

Per WLAN 0

D Cancel Save & Apply to Device

Once the P2P Blocking action is configured on the WLAN configured it is pushed from the WLC to the FlexConnect
APs. The config will be retained by the AP when it moves from connected mode to standalone mode.
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FlexConnect ACL

ACL usage on FlexConnect deployment provides a way to cater the need to provide access control at the FlexConnect AP for protection
and integrity of locally switched data traffic from the AP. FlexConnect ACLs are created on the WLC and should then be configured
with the VLAN on a flex profile which is mapped to a site tag. The site tag gets assigned to an AP. The ACL name can also be returned
as part of an attribute from AAA.

Summary

The ACL implementation for branch deployments can be done through the following methods:
* WLAN ACL - The ACL applied on the WLAN dot11 interface and is enforced to all the client connecting on that SSID

* WLAN ACL - The ACL applied on the WLAN dot11 interface and is enforced to all the client connecting on that SSID
* Client ACL- The ACL returned as part of the AAA attribute and is enforced for the specific client

The ACL for the enforcement needs to be created on the WLC and also needs to be pushed to the Flex AP, the way to push the ACL
to the flex AP is using the flex profiles. An administrator can create policy ACL on the flex profile to push the ACL on the AP or
use adummy VLAN to ACL mapping on the flex profile. When a wireless client joins an SSID and an ACL is enforced either through
WLAN/VLAN or AAA, the WLC checks if the ACL is also pushed to the AP .If the ACL is not present on the AP the client is moved
to exclusion list .

Procedure for WLAN ACL
Procedure for WLAN ACL

+ Create an ACL on the controller.

» Apply the ACL on the respective policy profile for the WLAN

» Now create a flex profile and add a policy ACL and map the corresponding ACL on the flex profile.
« Also add the ACL as part of the policy profile

» Connect the client and validate the ACL works.
Procedure

Stepl Create an ACL on the WLC by navigating to Configuration7 Security 7 ACL.
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Step2
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Search Menu ften

@ Dashboard
@ Monitoring

Configuration
Administration

Troubleshooting

Perform the following steps:

E\ ]rlt'-:—"l'f

Logical
Ethernet

Wireless

VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM
Routing Protoc

OSPF

Security

AAA

ACL

Advanced EAP
PKI Management
Local EAP

Local Policy
TrustSec

Threat Defense

« Click on Add to create an ACL, define an ACL name.

« Specify the type of ACL-Standard or Extended

« Define the rules for the ACL

« Specify the action as permit or deny

» Add the ACL rules and save the ACL

Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy
Ta Profiles
AP Join

Flex

Policy

RF

Tags

WLANSs

Wir

Access Points
Advanced

Air Time Fairness
Fabric

Media Stream
Mesh

Mokbility




L Add ACL Setup

ACL Name* ‘ flex_acl_11 ‘ | AGL Type 1Pv4 Extended N |
Rules e

Sequence” [ | Action deny
Source Type e | any v | e
Destination Type | any X |
Protocal ahp [+]
Log OJ DSGP Nane
equenoe v Source v Source ~ Destination - Destination - Source . Destination
a Action P Wildcard P Wildcard Protocol v Port Port DSCP v log +
0 10 v |items per page
|’ ' Cancel ‘ B Save & Ap 6 o Device

Step 3 Refer the steps in the procedure of advanced configuration wizard for the following :
* Create a WLAN

« Creation of policy profile (refer the screenshot below to add the ACL)
« Policy tag mapping
* Flex profile (refer the screenshot below to map the ACL using the Policy ACL )
« Creation of Site Tag
* Tagging the AP
Advanced wireless setup wizard.
The ACL is attached to the WLAN through the policy profile.
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Add Policy Profile
Access Palicies QOS and AVC Mobility Advanced

£ Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narne* | open_wian ] WLAN Switching Policy

Description ’ Enter Description ‘ Central Switching

Status ENABLED . Central Authentication Y

Central DHCP

Passive Client

Central Association

Encrypted Traffic Analytics |. DISABLED

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65518

Au:‘ﬁi Policy Profile

General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPva ACL ‘ flex_acl_11 ;i ‘
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ Search ¢ v ‘
Pre Auth ‘ r S v ‘
VLAN i .
Post Auth ‘ 2lect v ‘
VLANVLAN Group ‘ 10 ¥ ‘
Multicast VLAN ‘ Enter Multicast VLAN ‘

'O Cancel re & Apply to Device

Step4 Assign the ACL on the Flex profile , by mapping the VLAN and ACL.
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Step5

Step6

Define the native VLAN for the flexconnect AP‘s.

Local Authentication Policy ACL VLAN

Narme* ‘ branch_flex_profile ‘ Multicast Overridden Interface
Description ‘ Enter Description ‘ Fallback Radio Shut
Flex Resilient
I Native VLAN ID [ 2| X l
- ARP Caching
HTTP Proxy Part ‘ 0 ‘
Efficient Image Upgrade v
HTTP-Praxy IP ‘ 0.0.0.0 ‘
Address Office Extend AP
CTS Policy Join Minirmum Latency
Inline Tagging

SGACL Enforcemnent

CTS Prafile Name | ‘default-sxp-profiley| v

D Cancel

Push the ACL to AP by using the Policy ACL configuration on the flex profile .

General Local Authentication Policy ACL VLAN

Central ~  Pre Auth v ‘
CL Name v Webauth URL Filter
ACL Name* ‘ flex-aci11 v |

o » 10 v |items per page

. Central Webauth
No items to

Pre Auth URL Filter

Verification on the controller.

Navigate to Monitoring > Wireless > Clients
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Clients

General QOS Statistics ATF Statistics Mobility History Call Statistics
Clients Sleeping Clients Excluded Clients T —
e —— Client Properties AP Properties Security Information Client Statistics QOS Properties
Auth Method Status List
Method Dot1x
SM State AUTHENTIGATED
Total Client(s} in the Network: 1
SM Bend State IDLE
Client MAC Address < IPva/IPv6 Address < APName v o
Local Policies
1c:36:bh:ef:64:92 9.1.11.252 sand-ewlc-ap-1
: T o Service Ternplate wian_sve_sand-ewlc-dot1x (priority 254)
L Absolute Timer 1800
3 VLAN "
click on Mac address

Service Template wlan_sve_sand-ewle-dot1x (priority 254)
Absolute Timer

1800
VLAN n
Saerver Policies
I Filter-1D flex_acl_12 I
Output SGT 0011-34
Filter-1D flex_acl_12
Output SGT 0011-34
Resultant Policies
Filter-ID flex_acl_12 ]
Output SGT 0011-34
VLAN n
Absolute Timer 1800
Filter-ID flex_acl_12

Procedure for VLAN ACL

« Create an ACL on the controller.

* Create a flex profile and add a VLAN mapped to the WLAN.
» Map the ACL on the VLAN interface.

» Connect the client and validate the ACL works.

Procedure

Stepl Create an ACL on the WLC by navigating to Configuration > Security > ACL.
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Step2

Search Menu ften

@ Dashboard
@ Monitoring

Configuration
Administration

Troubleshooting

Perform the steps below:

| Inte

Logical
Ethernet

Wireless

= L

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Pararmeters

RRM

Routing Proto

Advanced EAP
PKI Management
Local EAP

Local Policy
TrustSec

Threat Defense

« Click on Add to create an ACL, define an ACL name.

« Specify the type of ACL — Standard or Extended

* Define the rules for the ACL

« Specify the action as permit or deny

» Add the ACL rules and save the ACL

Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
10x

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy
Te Profiles
AP Join

Flex

Policy

RF

Tags

WLANSs

Wir

Access Points
Advanced

Air Time Fairness
Fabric

Media Stream
Mesh

Mokbility
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IPv4 Extended

ACL Name* flex_acl_11

Rules

Sequence* [ | Action deny 5 |

s T e [“any = 0

Destination Type | any v |

Protocol ahp v ‘

Log O DSGP None

=

equeme - Source v Souce ~ Destination - Destination - Source . Destination

A Acion v IP Wildcard P Wildcard Protocol v Port Port DScP v log -
o 10 v | items per page

" 'O Cancel l B Save & Ap. 6 0 Device

Step 3 Refer the steps in the procedure of advanced configuration wizard for the following:
* Create a WLAN

« Creation of policy profile
» Policy tag mapping
* Flex profile creation
« Creation of Site Tag
» Tagging the AP
Advanced wireless setup wizard
The ACL is attached to the WLAN through the policy profile.
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Add Policy Profi

General Access Policies

£ Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

QOS and AVC Mobility Advanced

| WLAN Switching Policy

} Central Switching

Narne* l open_wlan
Description ’ Enter Description
Status enseleD [

Passive Glient
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

i oszeLeD
B oseeLeD

il

Central Authentication

Central DHCP

Central Association

Flex NAT/PAT

2-65518

pply to Device
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Step4

Step5
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olicy Profile

General Access Policies

WLAN Local Profiling

HTTP TLV Gaching
RADIUS Profiling

DHGP TLV Caching

QOS and AVC

Local Subscriber Policy Name v
VLAN
VLANALAN Group

110 vi

Multicast VLAN

! Enter Multicast VLAN 1

Advanced
WLAN ACL
IPv4 ACL | Selec v ‘
PvBACL | Searc : v ‘
URL Filters
PreAuth [ Sesrchior Select [y |
Post Auth v ‘

ve & Apply to Device

Assign the ACL on the Flex profile, by mapping the VLAN and ACL.

Define the native VLAN for the flexconnect AP°s.

AdX Flex Profile

Local Authentication

SGACGL Enforcement

default-sxp-profiley v

CTS Profile Narme

D Cancel |

Description m
Native VLAN 1D ] 2 W l
HTTP Proxy Port ‘0—‘
epewe  [ooo0 |
CTS Policy

Inline Tagging

Policy ACL VLAN

Multicast Overridden Interface
Fallback Radio Shut

Flex Resilient

ARP Caching

Efficient Image Upgrade
Office Extend AP

Join Minirmum Latency

Define the VLAN and ACL mapping on the flex profile.

ave & Apply to Device




Afgd Flex Profile x

General Local Authentication Policy ACL VLAN 1

+ Add

VLAN Ngme v ID v ACLName - 4
10 v | er pag WLAN Narme* Q 10

VLAN ld* | to 4086
ACL Narme flex_acl 11 s
S Bl Save & Apply to Dey 5.

Client ACL overview
* This feature allows application of Per-Client ACL for locally switching WLANS.
+ Client ACL is returned from the AAA server on successful Client authentication.
* The AP needs to be provisioned with the ACL by using the policy ACL or dummy vlan acl mapping on the flex profile.
» The ACL will be pushed to all the AP’s that has the same site tag and policy tag mapped.

« In the case of central authentication, when the controller receives the ACL from the AAA server, it will send the ACL name to
the AP for the client. For locally authenticated clients, the ACL name will be sent from the AP to the controller as part of
CCKM/PMK cache, which will then be distributed to all APs belonging to the same site tag and policy tag.

Procedure for Client ACL

+ Create an ACL on the controller

* Create a Dotlx based SSID

« Enable AAA override on the policy profile

* Return the ACL name as part of the AAA access-accept from AAA

For the creation of ACL refer the steps in the WLAN ACL use case .Refer the step5 in the WLAN ACL section to push the ACL on
to the AP.

Procedure for WLAN ACL
For creating a dotlx WLAN and enabling AAA override, refer the procedure section of the VLAN override Use case

Flexconnect VLAN override

Procedure

Step 1l Authorization profile on ISE for returning ACL as a AAA attribute.
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Authorization Profiles = sand-acl

Authorization Profile

* Name I sand-acl I

Description |

*Access Type [ACCESS_ACCEPT |

MNetwork Device Profile & Cisco | v | B

Service Template |
Track Movemert |- ;

Passive Identity Tracking [ ;

v Common Tasks

- DACL MName

4 ACL (Fiter-D) [ Flex_acl_12] in
- Security Group

1 WLAN

v Advanced Attributes Settings

- [select an item 9] = =l

v Attributes Details

! ccess Type = ACCESS_ACCEPT
‘ Filter-1D = flex_acl_12.in

LU | Reset |

Step2 verification of ACL getting enforced on the AP and WLC .
Navigate to Monitor > wireless >Clients
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. Client
lents L ——

QOS Statistics ATF S Call Statistics
Clients Sleeping Clients Excluded Clients
Client Properties AP Properties Client Statistics QOS Properties
Auth Method Status List
Method Dot1x
SM State AUTHENTICATED
Total Client(s) in the Network: 1
SM Bend State IDLE
Client MAG Address < IPvafIPv6 Address < AP Name o
Local Policies
1c:36:bb:ef:64:92 9.1.11.252 sand-ewlc-ap-1
F \ T Service Template wlan_svc_sand-ewlc-dot1x (priority 254)
Absolute Timer 1800
3 VLAN 11
click on Mac address
St —— et Service Ternplate wian_sve_sand-ewlc-dot1x (priority 254)
Absolute Timer 1800
VLAN "

Sarver Palicies

Filter-1D flex_acl_12 l
Output SGT 0011-34

Filter-1D flex_acl_12

Output SGT 0011-34

Resultant Policies

IF!lter—lD flex_acl_12
Output SGT 0011-34
VLAN 11
Absolute Timer 1800
Filter-1D flex_acl_12

Limitations

« The use of downloadable ACL is not supported on flex connect local switching , downloadable ACL are only supported for
central switching.

« In case of central authentication if an ACL is returned from the AAA server but the corresponding ACL is not present on the
AP, the client will be excluded with the reason as ACL failure.

« In case of the Local authentication the client will be Deauthenticated continuously

AP Pre-Image Download

This feature allows the AP to download code while it is operational. The AP pre-image download is extremely useful in reducing the
network downtime during software maintenance or upgrades. For the AP preimage download to work the controller should be install

mode of operation. If the controller is running in bundle mode, first have it converted to install mode before proceeding to AP
pre-image download.

Summary
* Ease of software management

« Schedule per branch updates: NCS or Cisco Prime is needed to accomplish this.

» Reduces downtime
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Procedure

Procedure

Step1 Copy the image on the controller flash and the add the file using the install command.

wlc-2#install add file bootflash:wlc9500C-universalk9.BLD V1610 THROTTLE 010435.SSA.bin

The install file command runs base compatibility checks on a file to ensure that the package is supported on the platform.
It also adds an entry in the package, so that its status can be monitored and maintained.

sta summary
] Installed Package(s) Information:
State (S5t): - Inactive, U - Activated & Uncommitted,
Activated & Committed, D Deactivated & Uncommitted

16.10.1.0. 1026
16.18.1.0.41

Auto abort timer: inactive

Step 2 Once the file is added, the image can be pushed to the Ap using the following CLI :

“ap image predownload”

im
image p
xm:ge predownload
ap
#sh ap 1mage
Total number of APs: 3

Number QF APs
Initiated
Predownloadi
Completed predcwnloadlng
Not Supporte:
Failed to Predownload

Predownloading
Predownloading
Predownloading

Once the download is completed on the AP, issue the following CLI to swap the image and reset the AP.
* ap image swap
* ap image reset

wlc-2#sh a
Total number oF APs 3

Number of APs

ng
Completed predownloadxng
Not Supported

Failed to Predownload 2

Primary Image Backup Image Predownload Status Predownload Version Next Retry T

Complete
Complete
Complete

wlc-2#ap image swap
wlc-2#sh ap image
Total number of APs: 3

Number of APs
Initiated
Predownloading
Completed predownloadxns
Not Supporte
Failed to Predownload
Backup Image Predownload Predownload Version Next Retry T

Complete
Complete
Complete

wlc-2#ap image reset

Step 3 After the AP has been reset, using the following CLI to activate the image on the controller.
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“Install Activate*

The Install activate runs compatibility checks, installs the package, and updates the package status details. For a
non-restartable packages it triggers a reload. The systems will prompt for saving the config and a reboot during the process
. Please input the response to save the config and reboot the WLC.

c-Z#¥sh insta summary
Chassis 1 ] Installed Package(s) Information:
Btate (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

active on install_activate, time before rollback - 85:57:89

Step 4 Once the systems is rebooted ,use the following CLI to have the changes persist across reboot.
“Install Commit*

Commits the activation changes to be persistent across reloads The commit can be done after activation while the system
is up, or after the first reload. If a package is activated but not committed, it remains active after the first reload, but not
after the second reload.

wlc-2#insta commit
install_commit: START Mon Oct 29 16:34:38 UTC 2018
inédtall _commit: Committing PACKAGE

-—= Startins Commit ---
Performing Commit on all members
Commit package(s) on chassis 1
[1] Finished Commit on chassis
Checking status of Commit on
Commit: Passed on
Finished Commit

SUCCESS: install_commit Mon Oct 29 16:34:42 UTC 2018
wlc-2#sh install summary
[ Chassis 1 ] Installed Package(s) Information:
): - Inactive, U - Activated & Uncommitted,
Activated & Committed, D - Deactivated & Uncommitted

Limitation

The Controller needs to be install mode for the AP pre-image to work, if a controller works in bundle mode it needs to be converted
to install mode. Please refer cisco.com for the conversion for bundle mode to install mode.

FlexConnect Smart AP Image Upgrade

The pre-image download feature reduces the downtime duration to a certain extent, but still all the FlexConnect APs have to
pre-download the respective AP images over the WAN link with higher latency.

Efficient AP Image Upgrade will reduce the downtime for each FlexConnect AP. The basic idea is only one AP of each AP model
will download the image from the controller and will act as Master/Server, and the rest of the APs of the same model will work as
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Slave/Client and will pre-download the AP image from the master. The distribution of AP image from the server to the client will be
on a local network and will not experience the latency of the WAN link. As a result, the process will be faster.

Summary
« Master and Slave APs are selected for each AP Model per site tag
* Master downloads image from WLC
« Slave downloads image from Master AP using tftp
+ Reduces downtime and saves WAN bandwidth

 The master is choosen by the system , the AP with the lowest mac among the same type and model is to become a master

Procedure

Procedure

Stepl For steps to create a flex profile and to have it applied on the AP, refer the steps in the Advanced config wizard of the
document at Advanced wireless setup wizard
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Step 2

Step 3

Enable smart AP image upgrade on the flex profile.

General Local Authentication Policy ACL VLAN

Narne* branch_flex_profile Multicast Overridden Interface
Beaserition Eriter Daserition Fallback Radio Shut
Flex Resilient
Native VLAN ID 3
ARP Caching
HTTP Proxy Port 0
|thment Image Upgrade Y I
HTTP-Proxy IP 0.0.0.0
Address Office Extend AP
CTS Policy Join Minimurn Latency
Inline Tagging
SGACL Enforcement
GTS Profile Name default-sxp-profilex v
‘ O Cancel ‘ Save & Apply to Device

Download the image on the controller as outlined in stepl of the AP image pre-download process. Issue the CLI below
to initiate the smart ap image upgrade and also to see the master AP elected for a given type of AP and the also master
downloading image from the controller.

AP Pre-Image Download

ap image predownload site-tag <site name> start

It is important to give the site tag and start the pre-image download process as this would initiate the smart AP image
upgrade process, if the site tag is not specified the download falls back to the normal pre-image download process.

0081.c4a0.7550  AIR-AP3802I-B-K9 site_tag

lc-2#sh ap im
lc-2#sh ap image
otal number of APs: 2

H %)
ing 1
Completed predownloading Q
Not Supporte

Failed to Predownload

rimary Image Backup Image Predownload Status Predownload Version Next Retry Tim|

None
Predownloading

After the image predownload on the AP is completed , follow the sequence below:
» Swap the AP image and reset the AP using the CLI “ap image swap” and “ap image reset”

* Activate the image using the “Install activate” CLI

+ During the activation the WLC will go for a reboot , use the CLI install Commit to persist the changes across reboot
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wlc-2#sh
Total number of APs 3

Number of APs
Initiated
Predownloadin
Completed predownloadxng
Not Supported
Failed to Predownload +
Primary Image Backup Image Predownload Status Predownload Version Next Retry Time

X % .1.37 Complete 16.10.1.37 Q
.10. Complete 16.10.1.37 Q
16 19:1.33 .0.0.0° None 0.0.0.0 N/A

wic-2#ap im

wlc-2#ap image swap
wlc-25 ap ima
wlc-2#sh ap image
Total number of APs: 3

di
Completed predownloadxng
Not Supporte
Failed to Predownload
m Pr'x ry Image Backup Image Predownload Status Predownload Version Next Retry Time

Complete 16.10.1.37 Q
Complete 16.10.1.37 Q
None 0.0.0.0 N/A

Limitation

The system decides on the election of a master AP and the decision on who the master is decided when the smart AP image download
process is initiated. Once the decision is made any AP that joins after and which has a lower mac will not alter or change the master
AP already elected.

Flexconnect Pre-auth ACL and URL filtering

The URL filtering is an extension to the ACL deployments current in place, with the addition of URL filtering the ACL can accept
internet domain names in addition to the existing IP address rules. The Flexconnect deployments supports the LWA, CWAand BYOD
flow. The LWA refers to the local web authentication done on the WLC while the CWA refers to the guest authentication done on
the identity service engine. The BYOD flow requires access to the play store for downloading the supplicant for which URL filters
can be used. The use for URL filter can also be extended to CMX connect social login where the authentication happens on the social
network site.

Summary

Pre-auth ACL refers to a state when a wireless client would require access to resources prior to getting authenticated. In case of the
LWAJ/CWA or BYOD the client might require access to resources before getting full access into the network. The URL filtering for
flex is supported only on the Wave 2 platforms. The url filtering follows a whitelist and black list model of working, the administrator
can specify up to 20 URLS within a URL filter. The URL filter supports wild card matching to support sub URL matching.

Fore.g.:

URL type Definition

cisco* match any URL that starts with Cisco
*cisco.com match any URL that ends in cisco.com
WWW.CIiSCo.com match the exact string

The URL filtering ACL works along with a regular ACL, to have the URL ACL pushed to a flex AP it needs to be linked with a
regular ACL in the flex profile .The URL ACL works by snooping the DNS transaction between the DNS client and a DNS server,
for flex deployment the DNS snooping is performed on the AP for each client. With snooping in place, AP learns the IP address of
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the resolved domain name in the DNS response. If the domain name matches the configured URL, then the DNS response is parsed
for the IP address, and the IP address is mapped in the ACL for locally switched traffic. The rules created from DNS parsing has a
permit or deny based on the URL filtering rules which is either white listing or blacklisting. When a packet from or to a client traverses

through the AP, the DNS rules are processed first before proceeding with the regular ACL processing. The URL filtering is optional
configuration on the LWAand CWA flow.

Packet to/from
Wireless clients

URL filter
configured

Regular ACL

Forward for whitelist
Drop for Blacklist
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LWA flow with URL filter

This section describes the steps to set up LWAwith pre-auth ACL and URL filter, for the local web authentication the pre-auth ACL
and URL filtering is optional.

Procedure

Step1 Tocreate a URL filter navigate to Configuration > security and URL filters.

rch Menu ftems A_ I Interface ViCes

Step2
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E} Dashboard

Monitorir

Administration

Troubleshooting

Create a URL filter.

Logical
Ethernet

Wireless

- Layer2

STP

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM
Routing Protocals

OSPF

Advanced EAP
PKI Management
Local EAP

Local Policy
TrustSec

Threat Defense
URL Filters

Web Auth

Aire03 Gonfig Translator
Application Visibility
Cloud Services

Custom Application

10x

Multicast

NetFlow

Python Sandbox

QoS

RA Throttle Palicy

Air Time Fairness
AP Join
Flex

Policy

Acce
Advanced
Fabric
Media Stream
Mesh
Mobility

WLANS




List Name* url=pre-auth Redirect Servers

LType [ PRE-AUTH v ‘J IPvd XK KKK KKK KKK

Action [PERMIT i] \ s

URLs

O Cancel

Step3 Create an ACL on the WLC to link with the URL ACL.

1P¢2 Sendard v

AC. Name*

Rules

Seuerce’ Acbor perilt v

Soue Type =W v

Seqrve Surce ¢ Sowce ¢ Destnhn ¢ Deshwkn Sorce ¢ Desiin
. Mo P Wideard ® Wik Polool 4 Pot Port WP v log -
0 [y "
| 0 Cane: ‘

Step4 Create an Authentication list on the WLC to be used on the LWAWLAN. The authentication list can point to a Radius
server or can do a local lookup.

Navigate to Configuration > Security > AAA
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Name*

freerad ‘

9.1.0.21 “_ﬂ

Key* ‘ ...... ‘

IPv4 f IPv6 Server Address®

PAG Key

GConfirm Key*

Auth Port ‘1312—‘
Acct Port R
Server Timeout (seconds) ‘ 1-1000 ‘
Retry Count ‘T‘

Support for CoA ENABLED

Authentication Authorization and Accounting

+ AAA Wizard

AAA Method List Servers / Groups AAA Advanced

AADIUS

Servers
TACACS+
LDAP Name ¥ Server 1 Server 2 Server 3
ise ise N/A NiA
4« 41 > » [ 10 v |items per page
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er Group

l rad-group ’

Group Type | RADIUS h

MAG-Delimiter [none ]
MAC-Filtering lb‘

Dead-Time (mins) \ 1=1440 \

Available Servers Assigned Servers

ise freerad

73
g | N

tup: AAA Authentication

Method List Narne*

Type*

Group Type

Fallback to local

Available Server Groups Assigned Server Groups

radius - rad-group
Idap

tacacs+
freerad
radgrp_branch

'O Cancel & Apply to L 4 ce

Step5 Create a WLAN to local web-authentication flow.
Navigate to Configuration > Tags& profiles > WLAN.
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General Security Advanced

Profile Name* ’ wic-lwa , Radio Policy ‘ All v ‘
SsiD | wewa | Broadcast SSID
WLAN ID* ’ 2 ’

Status enseleD [l

D Cancel

General Advanced
Layer3 AAA

" Fast Transition ‘ Adaptive Enabled v ‘
Layer 2 Security Mode | None v T
Over the DS «
MAC Filtering
Reassociation Timeout ‘ 20 ’
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Add WLAN 4
Genehl Advanced
Layer2 A

Show Advanced Settings »>>

\Web Palicy Y] \

Webauth Parameter Map ! global v \ click orll;\dvanced
Settings
( Y Nt
Authentication List i hwe] v

)
| Select a value ’
For Local Login Method List to Li_’
make sure the configuration ‘aa: |

network default local” exists on the device

Apply to
Add WLAN x

P
. -

<< Hide

Web Palicy 4
On Mac Filter Failure

Webauth Parameter ‘ global v ‘ o —
Map Conditional Web I ois4BLED

Redirect

Authentication List ‘ N _' ‘ Splash Web Redirect i oisssLeD

For Local Login Method List to work, please Preauthentication ACL

make sure the configuration 'aaa authorization

network default local” exists on the device
IPvd flex_acl_11 v \
IPv6 | none v |

& Apply ta Device

Step 6 Create a policy profile.
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General Access Policies

4 Configuring in enabled state will result in loss of cannectivity for clients associated with this profile.

Narne*

Description

‘ Enter Description

l Status

["ENAéLED [ ] I

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

Policy P

Mohility

Advanced

WLAN Switching Policy

Central Switching
Central Authentication
Central DHCP

Central Association

Flex NAT/PAT

e & Apply to Device

General v Access Policies QOS and AVC

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling

DHCP TLV Caching

Local Subscriber Policy Name | Search or Select

VLAN
VLANALAN Group [ 10
Multicast VLAN ‘ Enter Multicast VLAN

Create a flex profile.

Navigate to Configuration > Tags & Profiles > Flex

Advanced

WLAN ACL

IPvd AGL ‘ v‘
IPv AGL ‘ .‘
URL Filters

Pre Auth ‘ Searc! v|
PostAuth | v ‘

8 Apply to Device




Local Authentication Palicy ACL VLAN

Name* ‘ branch_flex-profile Multicast Overridden Interface Add Flex Pro
Bescifin ‘ Enter Description ‘ Fallback Radio Shut
T 1 Flex Resilient
Native VLAN ID | 3 |
— ARP Caching
HTTP Proxy Port ‘ 0 ‘ =
Efficient Image Upgrade vl
HTTP-Proxy IP ‘ 0.0.0.0 1
Address Office Extend AP
CTS Policy Join Minimurm Latency
Inline Tagging

SGACL Enforcement

GTS Profile Name | default-sxp-profilek v

'O Cancel

D Cancel

Step 8 Create a Site tag mapping the policy tag and flex profile.

Navigate to Configuration > Tags & Profiles > Tags

Narme* ‘ branch_policy

Description ‘ Enter Description ‘

WLAN Profile v, Policy Profile 3
4 0 y

L ‘ 10 v ’ items per page No jtems to d

Map WLAN and Policy

WLAN Profile* | wic-lwa v| e Palicy Profile* ‘ wic-hwa v

& Apply ta D
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Step9

136

Name* [ site_tag

Dasiiiptics \ Enter Description

AP Join Profile

|F|ex Profile a [ branch_flex_profile v |

Control Plane Name [ ¥

I Enable Local Site é |
= Save & Apply to De 4.

Map the tags on the AP, Once the AP’s are tagged with a policy profile the AP ‘s will reboot due to conversion from
local mode to flex-connect mode.

If the AP’s are already in flex mode , the reboot wouldn’t be triggered .

Navigate to Configuration > Wireless Setup > Advanced



Advanced Wireless Setup

Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves
creating Policies and Tags. Once the design is completed, they can be

deployed to the Access Points right here.

DESIGN PHASE

Tags & Profiles
|

WLAr\: Policy Sltelpohcy RadiolPolicy
(Mandatory) {Optional) (Optional)
| WLAN Profile | AP Join Profile i RF Profile
| Palicy Profile I Flex Profile l RF Tag &
| Policy Tag & | Site Tag &

DEPLOY PHASE

Apply to APs

(Mandatory)

Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
4 Create New
Radio Policy - Radio Characteristics

click to tag the, ce—
i ey

A5

Advanced Wireless Sefl

137



| hranch-policy

| site_tag

RF I default-rf-tag - ;

Changing AP Tagis) will cause associated AP{é} fo reconnect

CWA flow on Flex
This section describes the steps to set up CWA with URL filter , for CWA flow the URL filter is optional.

« Create a server and server group for mac auth and AAA attributes
» Create an authorization list on the controller

« Create a MAB SSID and map the authorization list on the SSID

* Create a redirect ACL and a URL filter(optional) on the controller
« Bind the URL filter and ACL on the flex profile

« Create an Authorization profile on ISE to return Cisco AV pair of url-redirect and url-redirect-acl .

Procedure

Step1 Create an Authentication and Authorization list on the WLC.
Navigate to Configuration > Security > AAA.

Use the AAA wizard to create the server and server groups.
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Step 2

Step3

n lialn C}ig;:p'@gtalyst C9800-CL Wireless Controller

cisco

+ AAA Wizard

AAA [VETETRL ist

Servers / Groups

@ Monitoring
Configuration

Administration

’ Troubleshooting

General

Authenticati

ion

Authorization

Accounting

Authentication Authorization and Accounting

ALA Advanced

Local Authentication Default
Local Autharization Default
Radius Server Load Balance |. DISABLED

Show Advanced Settings >>>

Define a name for the server and specify the IP address and shared secret.

Add Wi x

(® Basic

SERVER

RADIUS TACACS+

RADIUS
Name* ISE

IPvd { IPvE Server
Address*

PAC Key

Key* | e

Confirm Key* | e 1

’. D Cancel

LDAP

Create a server group and map the server in the group .

() Advanced
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Add Wizard

SERVER SERVER GROUP ASSOCIATION
RADIUS
Narme* s ‘
Group Type ‘ RADIUS
MAG-Delimiter | colon v
MAG-Filtering | none v |
Dead-Time (mins) ‘ 1-1440 ‘
Available Servers Assigned Servers
[ freerad A = [TsE
[ >
[=]
Step4 Enable dot1x system control and check mark the authentication and Authorization profile.

Add Wizard

® Basic () Advanced

SERVER SERVER GROUP ASSOCIATION
General Authentication Authorization Accounting
General
aaa_dot1x_systern_auth_control
Local Authentication \ Default v —}
Local Authorization ‘ Default v ‘
Radius Server Load Balance |. DISABLED
Show Advanced Settings »>>
€ Previous
Step5 Define the method type as Dot1x and map the server group.

140

® Basic () Advanced

MAP AAA




Add Wizard

® Basic () Advanced

0" @ o

SERVER SERVER GROUP ASSOCIATION MAP AAA
General /| I Authentication I Authorization Accounting
General Authentication Authorization
Method List Name* ‘ dotTx ‘
IType* { dotlx v u
Group Type ‘ group v ‘
Fallback to local
Available Server Groups Assigned Server Groups
Idap - = ISE “
tacacs+ m
rad-group —
freerad m
radgrp_branch v v

=i & Apply to Device

Step6 Define the method type as network and map the server group.

Add Wizard

® Basic () Advanced

o —a o

SERVER SERVER GROUP ASSOCIATION MAP AAA

General Y/ Authentication /] Authorization Accounting

General Authentication Authorization

Method List Narme* ‘ authz ‘

" network. v ‘

Type*

Group Type | group v |

Fallback to local

Available Server Groups Assigned Server Groups

Idap a ISE a |
tacacs+

rad-group

freerad

radgrp_hbranch =

€ Previous ly to

a] B
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Step7 Create a MAB SSID and map the authorization method list.

Navigate to Configuration > Tags & Profiles > WLAN.

General

Security Advanced
Profile Name* ‘ wic-mab ‘ Radio Policy ‘ All
SSID | wic-mab ' Broadcast SSID

WLAN ID* ‘773 |

Status enceLen (i)

General Advanced
Layer3 ARA

Fast Transition

Layer 2 Security Mode | None v |
- Over the DS
MAC Filtering /4= Enable mac
filtering Reassociation Timeout
Authorization List* \ defaulf v ‘
Default
authz

Define the Authorization List

Step8 Enable the following on the policy profile.

« Local VLAN present on the AP (mapped in the flex profile)
* AAA override
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v

ve & Apply to Device

| Adaptive Enabled v |

8 Apply to De




* NAC

Navigate to Configuration > Tags & Profiles > policy.

d Policy Profile

General

Narme*

Description

Access Policies

QOS and AVC

wic-mab

Enter Description ‘

| Status e

enceteD [ |

Passive Client

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

B oseeLeD

2-65518

Mobility

WLAN Switching Policy

Advanced

£ Configuring in enabled state will result in I0ss of connectivity for clients associated with this profile.

Central Switching
Central Authentication
Central DHGP

Central Association

Flex NAT/PAT

& Apply ta D
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Add Policy Pro

General lAccess Palicies ]

WLAN Local Profiling

HTTP TLVY Caching
RADIUS Profiling
DHGP TLV Gaching

Local Subscriber Policy Name

VLAN

QOS and AVC

VLANALAN Group

‘ 10|

b ‘

Multicast VLAN

‘ Enter Multicast VLAN ‘

Advanced
WLAN ACL
IPvd ACL ‘ sh ar Select ,‘
IPvé ACL ‘ earch or Sele |
URL Filters
Pre Auth ‘ sarch or Select ,‘
Post Auth ‘ earch or Select ,‘

& Apply to Device




Step9

Add Policy Profile

General Access Paolicies

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout

(sec)

DHCP

DHCP Enable

DHGP Server IP Address

Show more »>>

AAA Policy

QOS and AVC

1800

‘ 200

w/‘so

0.0.0.0

Allow AAA Override

NAC State

7
v

Policy Narme

Accounting List

Map the policy profile to the WLAN in the policy tag .

Navigate to configuration > tags and profiles > tags

‘ default-aaa-policy

Mobility

Fabric Profile

Urnbrella
Parameter Map

WLAN Flex Policy

Advanced

‘ Not Configured v

VLAN Central Switching

Split MAC ACL

Air Time Faimess Policies

2.4 GHz Policy

5 GHz Policy
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Step 10
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Name* branch_policy

Description Enter Description
WLAN Profile v, Policy Profile v
0 10 "‘ terns per page
Map WLAN and Policy
WLAN Profile* wic-rab v e’olicy Profile*
]—weo
’ O Cancel ‘ = Save & Apply toC 5 ze

Create a redirect ACL and an optional URL filter.The option to create a URL filter depends on access to resources
during the pre-auth phase.

To create a redirect ACL use the CLI on the controller. Have the rules created as shown below:

nded ACL-REDIRECT

ip access-list

exte
remark adding "DNS ACCESS

remark adding "DHCP ACCESS"

remark adding "ISE ACCESS"

deny ip any host 9.1.0.20

deny ip host 9.1.0.20 any

remark adding "rules for redlrectlon
permit tcp any any eq www

permit tcp any any eq 443

To create a URL filter navigate to Configuration > security and URL filters.



Step11

Step 12

B Dashboard
Monitoring

&, Configuration

Administration

Troubleshooting

Create a URL filter.

Enable the following on the flex profile.

+ Local VLAN need to be configured

Logical

Ethernet

Wireless

I8 ay

STP

VLAN

VTP

Radio Configurations
CleanAir

High Throughput
Media Parameters
Network

Parameters

RRM

Routing Pro

Security
AAA

ACL

Advanced EAP
PKI Management
Local EAP
Local Palicy
TrustSec
Threat Defense
URL Filters
Web Auth

Permit action creates a whitelist while the deny action creates a blacklist.

Navigate to configuration > tags and profiles > flex.

» ACL and URL filter needs to be mapped

Aire03 Config Translator

Application Visibility

Cloud Services

Custom Apgplication

10x

Multicast

NetFloma

Python Sandbox

QoS

RA Throttle Policy
& Prof

Air Time Fairness

AP Join

Flex

Policy

RF

Tags

Vi

Access Points
Advanced
Fabric

Media Stream
Mesh

Mobility
WLANS

Vir

Basic
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List Narne* ‘ url-pre-auth

[ Type | PRE-AUTH v ”

Action [PERMIT .]

URLs Enter a URL every new line

Redirect Servers

IPvd ‘ KKK XXX KK XXX

IPve ‘ XIXIXIXEX

[ins.cisco.com y
playstore.google.com

Local Authentication

General

SGACL Enforcement

GTS Profile Name default-sxp-profiley | v

Policy ACL

Description ‘ Enter Description
Native VLAN ID [o ]
HTTP ProxyPort | ©

Ay | 0000

CTS Policy

Inline Tagging )

VLAN

Multicast Overridden Interface
Fallback Radio Shut

Flex Resilient

ARP Gaching

Efficient Image Upgrade ¥
Office Extend AP

Join Minimurn Latency




dd Flex Profile

General Local Authentication Policy ACL VLAN

Central v PreAuhURL ~ 4 @
A me v Webauth Filter ACE Na* [ ACL-REDIRECT | “"—
0 B [ 10 v ‘werm per page
Gentral Webauth Y *——o Enable for CWA

No items to display
‘ sand-url-pre-auth|

S| -

9 Cancel

Pre Auth URL Filter

- 6
ave & Apply to Devicc

'O Cancel J

Add Flex Profile

General Local Authentication Palicy ACL VLAN

+ Add
ﬁAN Name v ID v ACLName « 4
. VLAN Narne* ‘ 10 “_.—9

o 0 [ 10 ‘vTS‘*’:’:‘T per p
VLAN Id* \ 10 w

N ‘

'O Cancel ave & Apply to Devic

For assigning the flex profile on the site tag and mapping it on the AP, refer the steps in the advanced configuration

wizard of this document.
Step 14 Create an Authorization profile and rule on ISE to return the CWA attributes.

ACL Name

Step 13

For more details on ISE rules and configuration, please refer the deployment guide.

149



Authorization Profiles = sand-cwa-ewlc

Authorization Profile

*Name | sand-cwa-ewld] |

Description I 4

*Access Type [ACCESS_ACCEPT |

Network Device Profile &% Cisco | »| &

Service Template
Track Movement 5

Passive ldertity Tracking [ ;

v Common Tasks

Yoice Domain Permission

¥ Weh Redirection (CYWA, MDM, NSP, CPP)

Centralized Web Auth . ACL ACL-REDIRECT Value [ sand-cwa v

Display Certificates Renewal Message

¥ Static IPHost name/FQDN 9.1.0.20

w Advanced Attributes Settings

[select an item O] = [~]

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect-acl=ACL-REDIRECT
cisco-av-pair = url-redirect=https://9.1.0.20:port/portal/gateway?sessionld=Sessionldyaluefportal=9c1edbc2-631e-11e8-9498-3e482c4f 1 9balaction=cwa

=

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html#anc6

Limitation
» The URL filter is only supported on wave2 AP‘s and is not supported on wave 1 APs.

« Post Auth support for URL filter is not supported for local switched clients.
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Client Association Limit per WLAN/AP

The Client limit per WLAN features address the requirement when an administrator would want to restrict the number of the clients
accessing the wireless service For example, limiting total Guest Clients from branch tunneling back to the Data Center.

Summary

The controller supports limiting the number of client associations in the following ways .
Per WLAN basis—here the client association are limited on a per WLAN basis

Per AP Per WLAN-here the client Association are limited on a per WLAN per AP basis
Per AP radio per WLAN-Client association limited on a per radio per WLAN basis

Procedure

To enable a WLAN please refer the section of setting up the WLAN in the advanced config wizard of this document.

Advanced wireless setup wizard

Procedure
During the WLAN configuration phase enable the feature,

General Security

Coverage Hole Detection Universal Admin
Aironet IE ) Load Balance

Diagnostic Channel Band Select

P2P Blocking Action ‘ Disabled | IP Source Guard

Multicast Buffer W oseeie | WM Policy Allowed

gﬂedlf Strearn Multicast- Off Channel Scanning Defer
irect

Max Client Connections
Defer

Priority

Per WLAN [0

'O Cancel E & Apply to Device
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Add WLAN x

Ly

Multicast Buffer WMM Policy Allowed v

Bfledi? Stream Multicast- Off Channel Scanning Defer

Irec

Max Client Connections
Defer 0 1 2
Priority

Per WLAN 50 3 4 s

Per AP Per 100 e J

WLAN
Scan Defer 100

: Time

Per AP Radio 150

Per WLAN
Assisted Roaming (11k)

11v BSS Transition Support

| D Cancel ’ B Save & Apply to Device

Limitations

This feature does not enforce client limit when the Flex Connect is in Standalone state of operation.

Fault Tolerance

FlexConnect Fault Tolerance allows wireless access and services to branch clients when:
« FlexConnect Branch APs lose connectivity with the primary controller.
« FlexConnect Branch APs are switching to the secondary controller.

« FlexConnect Branch APs are re-establishing connection to the primary controller.

FlexConnect Fault Tolerance, along with Local authentication on Flex Connect AP provide zero branch downtime during a network
outage. This feature is enabled by default and cannot be disabled. It requires no configuration on the controller or AP. To ensure Fault
Tolerance to works smoothly both the controller needs to have identical config such as:

» Wlan config and policy profile
« AP join profile/ flex profile

* RF profile and RF tag

« Site tag

The management IP address of the controller can be different, an administrator can take a backup config of the primary controller
and have it installed on the secondary controller to maintain config consistency.
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Summary

« FlexConnect will not disconnect clients when the AP is connecting back to the same controller provided there is no change in
configuration on the controller.

* FlexConnect will not disconnect clients when connecting to the backup controller provided there is no change in configuration
and the backup controller is identical to the primary controller.

* FlexConnect will not reset its radios on connecting back to the primary controller provided there is no change in configuration
on the controller.

« Supported on both Wavel and Wave 2 AP’s.

Limitations
« Supported only for FlexConnect with Central/Local Authentication with Local Switching.

« Centrally authenticated clients require full re-authentication if the client session timer expires before the FlexConnect AP switches
from Standalone to Connected mode.

* FlexConnect primary and backup controllers must be in the same mobility domain.

VideoStream for FlexConnect Local Switching

Introduction

This feature enables the wireless architecture to deploy multicast video streaming across the branches, just like it is currently possible
for enterprise deployments. This feature recompenses the drawbacks that degrade the video delivery as the video streams and clients
scale ina branch network. VideoStream makes video multicast to wireless clients more reliable and facilitates better usage of wireless
bandwidth in the branch.

On a traditional WLAN networks multicast and broadcast is send out over the wireless medium at the lowest data rate with no
acknowledgement and the packet delivery for such streams are on a best effort basis .This makes the usage of multicast unreliable
on a WLAN network . The usage of multicast for delivering critical application has become a demand and need of the hour. There
is also a need to differentiate multiple streams and assign priority and weightage based on the applications supported. With the
adoption of 802.11ac and the data rates supported it is possible to deliver multicast streams using the data rates available on 11ac
with reliability and priority built in.

Summary

* VideoStream provides efficient bandwidth utilization by removing the need to broadcast multicast packets to all WLANSs on the
AP

« Supported on Wave 1 and Wave 2 AP’s

« Supported for flexconnect local switching and Central authentication

 With video stream in flex connect local switching the multicast to unicast conversion happens on the AP
+ The branch infrastructure should have multicast enabled

« Admission control is currently not supported
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« IPv6 support for media stream is not supported
The section below details the procedure for configuring media stream from the controller.lt is expected the branch network is enabled
for multicast. Please refer the cisco.com on enabling multicast on the switching platforms.
Please ensure the following multicast features are enabled on the network.

« Multicast routing protocol — PIM sparse/dense mode

* IGMP version 2 or 3

* IGMP snooping

This section doesn’t cover enabling multicast on the infrastructure rather on the wireless controller.

Procedure for enabling Video Stream
: The steps here includes only the changes to enable video stream

The advanced configuration section can be used to set up the SSID, profiles and tags. The section below details the configuration of
media stream on the 5Ghz radio.

Procedure

Stepl Enable multicast globally on the controller.

Navigate to configuration > services > Multicast

@ Interface @| Servic

Logical Aire0S Config Translator
Ethernet Application Visibility

Wireless Cloud Services

Monitoring [ Layer?

. _ VLAN :
Configuration : Multicast
% = VTP

Custorn Application

1Ox

NetFlow
Radio Configurations
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Administratior

Troubleshooting

CleanAir

High Throughput
Media Parameters
Netwaork
Parameters

RRM

Routing Protocols

Python Sandbox
QoS

RA Throttle Policy
Tat

AP Join

Flex

Paolicy




Step2

Multicast

Global Wireless Multicast Mode

Wireless mDNS Bridging

Wireless Non-IP Multicast

Wireless Broadcast

AP Capwap Multicast

IGMP Snooping
Disabled
Status VLAN ID

No Vian available

[. ED | IGMP Snooping Querier ensBLeD [l
[. DISABLED ‘ IGMP Snooping enseLeD [l
| D's4BLED Last Merber Querier 1000
— Interval (milliseconds)
Unicast v
v Apply to Device
S o
Enabled
Name Status VLAN ID Name

(2] 1 default

[+ 4 VLANOOO4

[+] 15 VLANOO15

Enable media stream on the Dot11 interface.

Disable All

Disable the appropriate radio interface before enabling the media stream

Navigate to Configuration > Radio Configurations > Network.

Disable 5ghz or 2.4 ghz radio, in this example we are enabling media stream on 5ghz radio.

k Q Search Menu ltems

Dashboard

@ Monitoring

.. Configuration

Administration

Troubleshooting

@ Interface
Logical
Ethernet
Wireless
Lay
VLAN
VTP

Radio Configurations

CleanAir

High Throughput

Media Parameters

Network
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s
Network

5 GHz Band
General \

die e b
gisanie

8 GHz Network Status

Beacon Interval*

Fragmentation Threshold(bytes)*

DTPC Support

CCX Location Measurement

Mode

Data Rates
& Mbps ; Mandatory
18 Mbps Supported
48 Mbps Supported

Step3

Q Search Menu ltems

|3
\D} Dashboard

Monitoring
YL Configuration

Administration

Troubleshooting
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2.4 GHz Band

v

100

23486

9 Mbps Supported v | 12 Mbps
24 Mbps Mandatory v 36 Mbps
54 Mbps Supported v |

Navigate to Configuration > Radio Configurations > Media Parameters

Logical
Ethernet

Wireless
Lay

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters

RRM

[ Mandatory

Supported

v

v



Step4

Step5

Media Parameters

5 GHz Band

Media

2.4 GHz Band

General

Unicast Video Redirect 4

Multicast Direct Admission Control

Media Stream Admission Gontrol (AGM)

Maximurn Media Stream RF bandwidth (%)* E
Maximum Media Bandwidth (%)* | 8
Client Minimurn Phy Rate (kbps) | 8000
Maximum Retry Percent (%)* | 80

Media Stream - Multicast Direct Parameters

Multicast Direct Enable 1"
Max streams per Radio \f 3
Max streams per Glient [ 3

Inactivity Timeout

Voice

Call Admission Control (CAC)

Adrmission Gontrol (ACM)

Traffic Stream Metrics

Metrics Collection

Stream Size*

Max Streams*

Inactivity Timeout

v Apply

| saooo

‘ 2

Enable media stream on the WLAN creation page on the advanced TAB, Refer the advanced configuration wizard section

for WLAN creation.

Add WLAN X

General
Coverage Hole Detection Y
Aironet IE

Diagnostic Channel
P2P Blocking Action

Multicast Buffer

Media Stream Multicast-

| Disabled
|. DISABLED |

 —

direct
Max Client Connections
Per WLAN | o

Security

Advanced

Universal Admin

Load Balance

Band Select v
IP Source Guard

WM Palicy | Allowed

Off Channel Scanning Defer

Defer Priority 0 1

v

-

Define the media stream multicast address configuration.

Navigate to wirless > Mediastream
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ch Menu items @3 Interface

Logical Aire0S5 Config Translator

hboard Ethernet Application Visibility

@ Monitoring
VLAN

» ‘J\\\- Confi gur ation o Multicast

Wireless Cloud Services
Custorn Application

1Ox

NetFlow
Administration Radio Configurations Pythan Sandbox

CleanAir QoS

Troubleshooting High Throughput RA Throttle Policy

Media Parameters Ta
Network ’

AP Join
Parameters

RRM

Flex

Policy
Routing Protocols
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Advanced EAP
PKI Management
Local EAP

Local Palicy

Advanced
Alr Time Fairness
Fabric

Media Stream




Media Stream

General Streams

Multicast Direct Enable

Sesszion Message Config

Session Announcement State

Session Announcement URL

Session Announcement Email

Session Announcement Phone

Session Announcement Note

I v Apply |
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General

Stream Name* l check_1

Multicast Destination Start IPv4/IPvé [ 239.1.1.1
Address*

Multicast Destination End IPv4/IPv6 ‘ 238.1.1.10
Address*
TateR £

Maxirmum Expected Bandwidth* ‘ 1000
Resource Reservation Control (RRC) Parametars
Average Packet Size* ‘ 1200

Paolicy ‘ admit

Priarity ‘ 4

Qos ’ Video

Violation ‘ Drop

Step 6 Enable the dot11 interface on which media stream was enabled.
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Network

General

2.4 GHz Band

5 GHz Network Status

£ Please disahle 5 GHz Network Statu

Beacon Interval*

Fragmentation Threshold(bytes)*

DTPC Support

CCX Location Measurement

s to configure Beacon Interval, Fragmentation Threshold, DTPC Support.

100

2346

A Please disable 5 GHz Network Status to configure Data Rates

Mode

Data Rates
6 Mbps Mandatory v
18 Mbps Supported v
48 Mbps Supported =

Supported v 12 Mbps Mandatory <
Mandatory v 36 Mbps Supported v

Supported v

I ¥ Apply |

Connect wireless client and subscribe to the respective multicast video stream

Issue the CLI “ show flexconnect media client summary “ to see the multicast transmission being classified as multicast

direct /video stream.

flexconnect media-stream client summary

tream Name
1c36.bbef . 6492

1c36.bbef . 6492
1c36.bbef . 6492
1c36.bbef . 6492

Multicast IP AP-Name

224.0.9.251
224.0.0.252

239.1:1.:1
239.255.255.250

Multicast-Only
Multicast-Only
Multicast-Direct
Multicast-Only

Glossary
* VLAN—Virtual LAN
« RF-Radio frequency

» FT-Fault Tolerance

* WAVEL AP-AIl AP which supports WAVE1 802.11ac (Cisco -3700AP)

* WAVE2 AP — AP which supports WAVE2 802.11ac (Cisco 1800/2800/3800/4800)
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« WLC- Wireless LAN controller
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