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Conventions

This document usesthe following conventions.

Convention Indication

bold font Commands and keywords and user-entered text appear in bold font.

italic font Document titles, new or emphasized terms, and arguments for which you supply values are in italic font.
[1] Elementsin square brackets are optional.

x|y|z} Required alternative keywords are grouped in braces and separated by vertical bars.

[x|y]z] Optional alternative keywords are grouped in brackets and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or the string will include the

quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.

< > Nonprinting characters such as passwords are in angle brackets.

[1] Default responses to system prompts are in square brackets.

| # An exclamation point (!) or a pound sign (#) at the beginning of aline of code indicatesacomment line.

Note: Means reader take note. Notes contain helpful suggestions or referencesto material not covered in the manual.

Caution: Means reader be careful. In this situation, you might perform an action that could resultin equipment damage or loss of
data.

Warning: IMPORTANT SAFETY INSTRUCTIONS

Means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be aware of the hazards
involved with electrical circuitry and be familiar with standard practices for preventing accidents. Use the statement number
provided at the end of each warning to locate its translation in the translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

Regulatory: Provided for additional information and to comply with regulatory and customer requirements.

Obtaining Documentationand Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting aservice request, and gathering
additional information, see What’s New in Cisco Product Documentation at:
http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html .

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical documentation, asan RSS feed
and deliver content directly to your desktop using a reader application. The RSS feeds are afree service.


http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html

NIl
CISCO.

Ultra Services Platform (USP) Introduction

Ultra Automation Services (UAS) implement Tail-F ConfD based API to provide consistency across the modules. REST/INETCONF APIs
are provided for each functional block. The UAS also provides CLI to configure the descriptors.

As an UEM component, the Life Cycle Manager (LCM) includes middleware APIsthat support the interface with Service Level Agreement
Manager (SLA-M). The APIs are used to monitor KPIs pertaining to VNFC health and VM resource usage (for example, CPU, memory,
etc.). APIs that support VNFC configuration establish interfaces to the CF via both the Management and High -availability buses to:

m  Provision VMs based on information contained in virtualization descriptor units (VDUs) within the VNFD and associate the VMs to
the internal network

m  Addand initialize VMs as needed

m  Request VNF infrastructure characteristics (for example, topology, deployment policies, etc.)

m  Request VNF termination, migration, or destruction

m  Request Day-N configuration for a specific VNFC

m  Create and associate network ports to VDUs

m  Provision networking configurations

m  Provide life-cycle event notifications such as service status, configuration status, and HA events

m  Provide an interface for determining NFVlinformation associated with the VDUs

API Functions

The UAS providesa set of API servicesto automate the workflow. The UAS modules are built using Cisco Tail-F technologies and the
descriptor/records are modeled using YANG semantics.

The following table provides a high-level summary of the automation workflow items. For more details, see the deployment guide.

Cisco Systems, Inc.  www.cisco.com
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NFVI Automation

VIM Automation

Software Manage-
ment Automation

Network Service | VNF
Automation

Fault Management

o UCS Server
Manage-
ment

e Inventory
Manage-
ment

e Undercloud
Orchestra-
tion

Overcloud Bring-up (RH
OSP)

Automation of VIM Pro-
visioning (Networking,
storage and security,
etc.)

e VNF Package
Manage-
ment

e  Automated
Software
Patching.

e  Automated
Software Up-
grade

e  NetworkSer-
vice based de-
ployment work-
flow automa-
tion to manage
Ultra gateway
and Policy Ser-
vices.

e  Workflow auto-
mation for Ultra
Service Frame-
work (USF).

e Ultra VNF Boot-
strapping to
pass VNF spe-
cific day-zero
configurations.

e  VNF Cluster
management,
setup, monitor-
ing, healing and
failovers.

e APl endpoint
management
for VNFs

e  VNF External
and Internal
networking

e Service and
configuration
templating

Health monitoring for:

NFVI (under-
cloud, UCS
servers)

VIM (Open-
Stack)

VNF

Logs Manage-
ment

SNMP /
NETCONF
based notifica-
tions.

KPIs to monitor
resources
Service level in-
ventory to track
faultsand
events

Depending on the deployment model, UAS provides one or more sets of APls. For example, UAS functions on Ultra-M based deployment
will differ from non-Ultra-M based deployments. Irrespective of the deployment model, the UAS provides the same
descriptors/records/notificationsand acommon set of APIs via NETCONF/RESTCONF/REST.

UASRoles

The UAS is acommon software image to provide automation services. Depending on the day-zero configuration, UAS acts as one of the

following roles:
m  AutolT
m  AutoVNF

m  AutoDeploy

AutolT

Inthisrole, UAS providesaset of APIs to automate the workflow to manage NFVI resources, undercloud and overcloud (OpenStack). The
set of functionsinclude day-zero deployment orchestration, health monitoring and automated sof tware management for these modules.

10
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AutoVNF
AutoVNF provides Network Service based deployment workflow automation for Cisco Ultra Gateway and CPS platforms. This include s
onboarding of VNF resources, generation of VNFD and monitoring of VNF/VNFM.

AutoDeploy

AutoDeploy provides workflow consolidation and resource [KPIs aggregation to manage multiple sites, where each site can be visualized
as one VIM. But in terms of implementation, it is defined as nested NSDs. AutoDeploy allows you to orchestrate, monitor several VNFs
using single pane of glass. Ultra-Web Services (UWS) integrates with AutoDeploy and provides Ul driven workflow automation for

multiple sites.

The following propertiesare applicable to these UAS roles:

m  AutoDeployonlyacts on nested NSDs. It doesnot activate a NSD which is not nested. None of the other modules will act on nested
NSD. In other words, you cannot activate nested NSD on AutoVNF or AutolT node.

m  AutolTis the only node, which allows activation of Fault Management, VIM-ORCH and VIM deployments. It also supports
instantiating of VNFDs.

UAS Architecture

The following figure depicts the high-level architecture of UAS and some of its components. The UAS backend is based on ConfD that
implementsall APl endpointsincluding REST/NETCONF/SNMP. The UAS isa multiprocessing system where some jobs are short lived
(NSD/Deployment worker) and others are permanent.

UAS has internal process level heartbeat where each process punchesthe heartbeat every 30 seconds. UAS operational data includes
information about running processes and last heartbeat timestamp.

[ : ViM NFVI
VNF Monitor Monitoring Monitoring

UAS Master

Health Monitor Workers
API | CU Engine

UAS Worker [
ape configuration =L 1
i Database Health Monitoring Deployment Worker
Handler cos| scheduler NSD Worker l P

d [
Workflow Pipelines 2 \’:‘GF :Ni |
Dispatcher pipeline Scheduler ackage || Rac

Deployment Worker

VIM-ORCH VIM
Cluster Manzgement [

Reconciliations I
Depleyment Scheduler

Deployment Worker

=

Confo | Multiprecessing IPC

Transaction Management Logging Notification Stream Operational Records
Deployment fault KPls
Deployment Persistent | Transaction Events s N rea NSR VNFR FMR

Life-Cycle Events

service Daemon Syslog Cluster Status

SNMP | NETCONF

UAS Workflow

The following figure shows atypical workflow of UAS.

11
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Ultra Automation Services (UAS) workflow

API-Agent/User UAS

Create Configuration Descriptor >

Validate Configuration

RPC reply (success/error
< ply ( )

Instantiate configured descriptor

»
Start descriptor instantantion if resources available

Create transaction for this specific instantiation |

ul 0

< RPC reply (success/error/transaction-id/descriptor-id)

< Deployment Events (requested/in-progress)

Lifecycle Events (transaction-id/descriptor-id)

-
Create descriptor instance :
Finish the instantantion :
< Deployment event (error/success)
API-Agent/User
www.websequencediagrams.com
UAS Deployment Options

The UAS in AutoDeploy is used to manage multiple siteswhere each site ismapped to VIM. The UAS can be deployed in different modes
at site level. The “site” here isreferred to single “VIM".

UAS Cluster

The UAS runs in cluster mode to provide redundancy using VRRP as protocol. There are two VMs of UAS for each cluster.

All-in-One Mode (Single NSD)

This isuseful when the UAS isused to manage a complete site for smaller deployment. One UAS cluster is provided for full automation
and orchestration.

One set of infrastructure descriptor is available to orchestrate VIM, VIM-Orchestrator, Fault Management, and an array of VNFDs.

12
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External Connection Points (VIP/Floating-IP)

Array of Array of

VNF-RACKD | UNF-Packagep =AY ©f VLDs

Array of VNFDs

VNFD VNFD
- (Ultra VNF) | (Ultra VNF)
VNFD (VNFM)
VNFD VNFD
(Ultra VNF) (Ultra VNF)

VIM -OrchD

NFVI-POPD

In thismode, the same UAS deploysboth VIM and VIM orchestrator and the vim-identity descriptor isnot required asit is within the
operational record of VIM. In this mode, one VNFM can be used to deploy multiple VNFs.

Itispossible to have N:M combination in Ultra VNFsto VNFMs and not only 1:N. So, you can have two ESCs managing different sets of
VNFs, similar to the depiction in the following figure:

External Connection Points (VIP/Floating-IP)

Array of Array of
VNF-RACKD VNF-PackageD AT B LS

Array of VNFDs

VNFD (VNFM) VNFD (VNFM)
VIM -OrchD
VNFD VNFD VNFD VNFD
(Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF)

NFVI-POPD

UAS in Cluster Mode (Multiple NSDs)

Another deployment option isto run UAS in cluster mode to achieve better resiliency. In thismode, one UAS cluster failure doesnot
impact the other UAS.

13
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External Connection Points (VIP/Floating-IP)

Array of VLDs Array of VLDs

VNFD (VNFM)
VNFD VNFD VNFD VNFD VNFD VNFD
(Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF)
NSD-5 NSD-4

Array of VLDs Array of VLDs

Array of VNFDs Array of VNFDs

N INEY)

VNFD (VNFM)

VNFD (VNFM)

Array of VNFDs Array of VNFDs

VNFD (VNFM) VNFD (VNFM) VNED (VNFM) VNFD (VNFM)
VNFD VNFD VNFD VNFD VNFD VNFD
(Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF) (Ultra VNF)

NSD-3 NSD-2

Array of VNFD (UAS)

UAS1 (NSD2) UAS2 (NSD3) UAS3 (NSD4) UAS4 (NSD5)
Array of
NFVI-POPD VIM -OrchD VIMD VNE-PACKAGED Array of VNF-RACKD

NSD1

VNF-EM Deployment via UAS

The UAS allows VNF-EM to be deployed in two ways and hence there are two classes of Ultra VNFsdefined.

VNF-EM as VNFC:

14
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> VNFM <_|—>
VIM

VNF-1 VNF-2

Inthismode, VNF-EM is deployed as VNFC and part of VNF where other VNFC for VNF is defined. Thisisthe case of UGP and UCPS type
of VNF.

VNF-EM as VNF:

In thismode, the VNF-EM works as a separate VNF, that is, you can use the same VNF-EM to deploy multiple VNFs. Thisisthe case for
UGP-standalone and UCPS-standalone types of VNF.

VNF-EM S s VNFM
L VIM
VNF-1 VNF-2

Configuration Descriptors and Operational Records

The descriptorsand recordsterminologies are from ETSI but the UAS does not implement all required interfacesfor ageneric NFVO.
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Ultra Services Platform (USP) Introduction

Descriptors Vs Instances for VIM Resources
The UAS works in two modes:
®m  [tcan communicate to VIM and allocate and provision required resourcesto on board network services.
m  You can provision and allocate resourceson VIM out-of-band and create resource “instance” on UAS.

When you need aresource from VIM such as network, image, volume, flavor, tenant, you can either define adescriptorin use in
NSD/VLD/VNFD or refer resource instance. The UAS either creates resources based on descriptor or uses pre-created resource.

With pre-created resources, the UAS performs validations for some of the resources before instantiating actual deployment. Thisis
applicable only when the UAS has access to VIM. For VNFM-based deployment, the UAS initially checksthe required resourcesfrom

VNFM and allocatesthem if needed.
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Transaction Management

This section providesinformation on how to get the transaction status and clear aspecific or all transaction(s).

When an RPC is invoked to instantiate a configuration descriptor, unique transaction IDis allocated to the request and the same isused to
track the progressor status. The UAS logsinformation messages to these transactions and the same can be fetched using the transaction
ID. These transaction data is persistent hence can be fetched anytime, for example, even after the transaction iscompleted. APIsand

commands are provided to clear the transactions on need basis.

Operations

Viewing Transaction Status

Operation: get

Namespace: transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction"

Parameters:
Parameter Name Required | Type Description
tx-id M string Unique transaction ID assigned to specific request.
tx-type M choice string Transaction type. See the Transaction Types for more details.
deployment-id M string Deployment descriptor ID or configuration descriptor ID, provided as
part of RPC input.
timestamp M yang:date-and-time Date and time thistransaction was executed.
status M choice string Current status of the transaction (start, in-progress, error, or success).
status-detail (] string Additional log when available.

Transaction Types:

Transaction Type

Description

activate-vim-orch-deployment

Activate VIM orchestrator Deployment

deactivate-vim-orch-deployment

Deactivate VIM Orchestrator Deployment

activate-vim-deployment

Activate VIM deployment

deactivate-vim-deployment

Deactivate VIM deployment

activate-tenant-deployment

Set tenant parameters

deactivate-tenant-deployment

Remove tenant

activate-vnf-rack

Activate VNF rack

Cisco Systems, Inc.  www.cisco.com
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Transaction Type Description

deactivate-vnf-rack Deactivate VNF rack
activate-vnf-package Onboard VNF Package
deactivate-vnf-package Destroy VNF Package
activate-router-deployment Create Routeron VIM
deactivate-router-deployment Remove Router from VIM
activate-vnf-deployment Activate VNF Deployment
deactivate-vnf-deployment Deactivate VNF Deployment
activate-ns-deployment Activate Network Service Deployment
deactivate-ns-deployment Deactivate Network Service Deployment
activate-fmd Activate Fault Management
deactivate-fmd Deactivate Fault Management

Specific Transaction Status

Example RPC
<nc:rpc message-id="urn:uuid:eaaadl03-789c-4763-b740-016d3efcef28"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:get>
<nc:filter type="subtree">
<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1509753321-443353</tx-id>
</transaction>
</nc:filter>
</nc:get>
</nc:rpc>

Example Qutput
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:eaaadl03-789c-
4763-b740-016d3efcef28" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-id xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">1509753321-443353</tx-1id>
<tx-type>activate-ns-deployment</tx-type>
<deployment-id>sjc-autoit</deployment-id>
<timestamp>2017-11-03T23:55:21.443375-00:00</timestamp>
<status>success</status>
</transaction>
</data>
</rpc-reply>

Clearing Transactions

Clear operation cleans up log and associated transactional status and not the actual deployment.
Operation: uspt:clear
Namespace: uspt:clear xmins:uspt="http://www.cisco.com/usp/nfv/usp-transaction"

Parameters:

18



Transaction Management

Parameter Name

Required

Type

Description

transaction-id

M

choice string

For aspecific transaction, this isa unique transaction ID assigned to
specific request.

Use “all” for all transactions.

Specific Transaction

Example RPC

<nc:rpc message-id="urn:uuid:784c3bd7-449d-46b3-aded-d49ce2dbddfd"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<uspt:clear xmlns:uspt="http://www.cisco.com/usp/nfv/usp-transaction">
<uspt:transaction-id>1509753321-443353</uspt:transaction-id>

</uspt:clear>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:784c3bd7-449d-
46b3-ad4ed-d49ce2dbddfd" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<status xmlns="http://www.cisco.com/usp/nfv/usp-transaction">SUCCESS</status>

</rpc-reply>

Clear All Transactions

Example RPC

<nc:rpc message-id="urn:uuid:0e3bb29f-b87f-482b-8377-0616918e4adb"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<uspt:clear xmlns:uspt="http://www.cisco.com/usp/nfv/usp-transaction">
<uspt:transaction-id>all</uspt:transaction-id>

</uspt:clear>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:0e3bb29f-b87f-
482b-8377-0616918e4adb" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<status xmlns="http://www.cisco.com/usp/nfv/usp-transaction">SUCCESS</status>

</rpc-reply>
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Transaction Logs

The UAS maintains logs for each transaction that helpsin getting details about the progressand errors, if any. These logsare associated
with the transactions so you can easily filter the logs for a specific transaction. Further, these logs are stored on HA enabled persistent
storage. Hence, you can pull these logs anytime.

Operations

Viewing Transaction Logs
Operation: get

Namespace: transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction"

Parameters:
Parameter Name Required | Type Description
tx-id M string Unique transaction ID assigned to specific request.

Specific Transaction Log

Example RPC
<nc:rpc message-id="urn:uuid:ab3eabl9-5d26-4565-bc03-6effbiddb7fd4"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:get>
<nc:filter type="subtree">
<log xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1509753321-443353</tx-id>
</log>
</nc:filter>
</nc:get>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:ab3eabl9-5d26-
4565-bc03-6effbd4db7fd4" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<log xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-id xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">1509753321-443353</tx-1id>
<log>
2017-11-03 23:55:21,527 - Send Deployment notification for: sjc-autoit
2017-11-03 23:55:21,531 - Deployment activate-ns-deployment: sjc-autoit started
2017-11-03 23:55:21,535 - Adding NSR: sjc-autoit-instance
2017-11-03 23:55:21,541 - Package Activation started for usp 5 7
2017-11-03 23:55:21,545 - ISO Download started http://10.23.252.162/firmwares/usp-5_7_M0-2045.iso0
2017-11-03 23:56:07,461 - ISO Downloaded Successfully
2017-11-03 23:56:07,521 - Verifying checksum of the package
2017-11-03 23:56:29,314 - Checksum validation passed
2017-11-03 23:56:29,324 - Mounting ISO to /opt/cisco/usp/uas-staging/1509753321-443353/iso_mnt
2017-11-03 23:56:29,442 - ISO Version: 5.7.M0-2045
2017-11-03 23:56:29,448 - Installing GPG key '/opt/cisco/usp/uas-staging/1509753321-
443353/iso mnt/repo/dev.gpg’
2017-11-03 23:56:29,563 - Installing ISO
2017-11-03 23:58:36,316 - ISO Installed successfully
2017-11-03 23:58:36,336 - Images info retrieved successfully.

Cisco Systems, Inc.  www.cisco.com
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2017-11-03 23:58:36,790 - Uploading Image: /opt/cisco/usp/bundles/em-bundle/em-5 7 0 1481.qcow2 to
VIM as viml-5.7.M0-2045-em
2017-11-03 23:58:50,601 - Uploading Image: /opt/cisco/usp/bundles/ugp-bundle/qgvpc-di-xf.qcow2 to VIM
as viml-5.7.M0-2045-staros
2017-11-03 23:58:54,762 - Uploading Image: /opt/cisco/usp/bundles/uas-bundle/usp-uas-5.7.0-1607.gcow2
to VIM as viml-5.7.M0-2045-uas
2017-11-03 23:59:05,499 - Uploading Image: /opt/cisco/usp/bundles/vnfm-bundle/ESC-3 0 1 9.gcow2 to
VIM as viml-5.7.M0-2045-esc
2017-11-03 23:59:25,196 - Uploading Image: /opt/cisco/usp/bundles/ugp-bundle/qvpc-di-cf.qgcow2 to VIM
as viml-5.7.M0-2045-staros
2017-11-03 23:59:29,586 - All Images uploaded successfully
2017-11-03 23:59:29,630 - Package Activation completed successfully for usp 5 7
2017-11-03 23:59:29,634 - Uninstalling ISO
2017-11-03 23:59:43,138 - Uninstalling GPG key '/opt/cisco/usp/uas-staging/1509753321-
443353/iso_mnt/repo/dev.gpg'
2017-11-03 23:59:43,212 - Unmounting the ISO
2017-11-03 23:59:43,250 - Deployment activate-ns-deployment: sjc-autoit succeeded
2017-11-03 23:59:43,260 - Send Deployment notification for: sjc-autoit</log>
</log>

</data>

</rpc-reply>

Clearing Transaction Logs

Clear operation cleans up log and the associated transaction.

Specific Transaction

Example RPC
<nc:rpc message-id="urn:uuid:0e56c9a9-dff0-4d1b-84a3-faa8d39efcal3"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<uspt:clear xmlns:uspt="http://www.cisco.com/usp/nfv/usp-transaction">
<uspt:transaction-id>1516898683-491288/1516898683-911676</uspt:transaction-id>
</uspt:clear>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:0e56c9%a9-dff0-
4d1b-84a3-faa8d39%efcal3" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<status xmlns="http://www.cisco.com/usp/nfv/usp-transaction">SUCCESS</status>
</rpc-reply>

Clear All Transaction Logs

Example RPC
<nc:rpc message-id="urn:uuid:6d22ef07-39%ee-4191-bd27-c94bdeacc4c3"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<uspt:clear xmlns:uspt="http://www.cisco.com/usp/nfv/usp-transaction">
<uspt:transaction-id>1516898683-491288/1516898683-911676</uspt:transaction-id>
</uspt:clear>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:6d22ef07-39%ee-
4191-bd27-c94bdeacc4c3" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<status xmlns="http://www.cisco.com/usp/nfv/usp-transaction">SUCCESS</status>
</rpc-reply>

Viewing Transaction Hierarchy

Anetworkservice-level transaction can spawn in several other transactions as the case for AutoDeploy. Transaction IDs are created in
hierarchical manner separated by “/” hence the top-most ID representsthe service-level transaction ID.
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When you fetch the logs or clear the transaction logs, it acts on the complete tree starting the transaction ID as root.

Example Configuration

<config xmlns="http://tail-f.com/ns/config/1.0">

<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1511907644-746851</tx-1d>
<tx-type>activate-ns-deployment</tx-type>
<deployment-id>fremont</deployment-id>
<timestamp>2017-11-28T22:20:44.74687-00:00</timestamp>
<status>in-progress</status>

</transaction>

<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1511907644-746851/1511907644-977631</tx-1id>
<tx-type>activate-vnf-rack</tx-type>
<deployment-id>vnf-rackl</deployment-id>
<timestamp>2017-11-28T22:20:44.977656-00:00</timestamp>
<status>success</status>

</transaction>

<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1511907644-746851/1511907645-034804</tx-id>
<tx-type>activate-vnf-package</tx-type>
<deployment-id>usp 5 7</deployment-id>
<timestamp>2017-11-28T22:20:45.034814-00:00</timestamp>
<status>in-progress</status>

</transaction>

<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1511907644-746851/1511907645-067965</tx-1d>
<tx-type>activate-vnf-deployment</tx-type>
<deployment-id>esc</deployment-id>
<timestamp>2017-11-28T22:20:45.067985-00:00</timestamp>
<status>requested</status>

</transaction>

<transaction xmlns="http://www.cisco.com/usp/nfv/usp-transaction">
<tx-1d>1511907644-746851/1511907645-112822</tx-1d>
<tx-type>activate-vnf-deployment</tx-type>
<deployment-id>vpc</deployment-id>
<timestamp>2017-11-28T22:20:45.112833-00:00</timestamp>
<status>requested</status>

</transaction>

</config>
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The UAS module supports NETCONF-based notifications that provide an API agent to be notified about an eventin real time. For
information on the different eventssent to the UAS notification stream, see the UAS Notification Events.

Operations

Subscribing to UAS Notification Stream

Operation: ncn:create-subscription

Namespace: xmlns:ncn="urn:ietf:params:xml:ns:netconf:notification:1.0"

Parameters:
Parameter Name Required | Type Description
ncn:stream M string UAS notification stream
Example RPC

<nc:rpc message-id="urn:uuid:0cdelae8-c496-4224-be94-d8a4470918c7"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ncn:create-subscription xmlns:ncn="urn:ietf:params:xml:ns:netconf:notification:1.0">
<ncn:stream>uas_notify</ncn:stream>
</ncn:create-subscription>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:0cdelae8-c496-
4224-be94-dB8ad447p918c7" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
Obtaining Notification Events
Operation: get

Namespace: event xmlns="http://www.cisco.com/usp/nfv/usp-transaction"

Parameters:
Parameter Name Required | Type Description
timestamp M yang:date-and- Date and time this notification event was triggered.
time
deployment-id M reference Deployment descriptor ID.
tx-type M choice string Transaction type string. See the Transaction Types for more
details.

Cisco Systems, Inc.  www.cisco.com
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Parameter Name Required | Type Description
status M choice string Operational status associated with thisevent.
Example RPC

<nc:rpc message-id="urn:uuid:d441e816-2dbf-424f-8fae-263616912483"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:get>
<nc:filter type="subtree">
<event xmlns="http://www.cisco.com/usp/nfv/usp-transaction"/>
</nc:filter>
</nc:get>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:d441e816-2dbf-
424f-8fae-263616912483" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<event xmlns="http://www.cisco.com/usp/nfv/usp-transaction">

<tx-1d>1511907644-746851</tx-id>

<timestamp>
<timestamp>2017-11-28T22:20:44.774036-00:00</timestamp>
<deployment-id>fremont</deployment-id>
<tx-type>activate-ns-deployment</tx-type>
<status>requested</status>

</timestamp>

<timestamp>
<timestamp>2017-11-28T22:20:44.996907-00:00</timestamp>
<deployment-id>vnf-rackl</deployment-id>
<tx-type>activate-vnf-rack</tx-type>
<status>requested</status>

</timestamp>

<timestamp>
<timestamp>2017-11-28T22:20:45.026768-00:00</timestamp>
<deployment-id>vnf-rackl</deployment-id>
<tx-type>activate-vnf-rack</tx-type>
<status>success</status>

</timestamp>

<timestamp>
<timestamp>2017-11-28T22:20:45.053651-00:00</timestamp>
<deployment-id>usp 5 7</deployment-id>
<tx-type>activate-vnf-package</tx-type>
<status>requested</status>

</timestamp>

<timestamp>
<timestamp>2017-11-28T22:20:45.087105-00:00</timestamp>
<deployment-id>esc</deployment-id>
<tx-type>activate-vnf-deployment</tx-type>
<status>requested</status>

</timestamp>

<timestamp>
<timestamp>2017-11-28T22:20:45.132284-00:00</timestamp>
<deployment-id>vpc</deployment-id>
<tx-type>activate-vnf-deployment</tx-type>
<status>requested</status>

</timestamp>

<timestamp>
<timestamp>2017-11-28T22:20:45.177959-00:00</timestamp>
<deployment-id>fremont</deployment-id>
<tx-type>activate-ns-deployment</tx-type>
<status>in-progress</status>

</timestamp>

<timestamp>
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<timestamp>2017-11-28T22:20:45.227132-00:00</timestamp>
<deployment-id>usp 5 7</deployment-id>
<tx-type>activate-vnf-package</tx-type>
<status>in-progress</status>
</timestamp>
</event>
</data>
</rpc-reply>
UAS Notification Events
The UAS module supports NETCONF-based notificationsthat provide an APl agent to be notified about an eventin real time.
There are two types of eventssent to the UAS notification stream:

m  Deployment Events

m Lifecycle Events

Deployment Events

Deployment events are the NETCONF notificationsthe UAS generates as it progresses through the different stages of deployment.
m  Request: Thiseventisgenerated when the APl backend isscheduled to handle the RPC request.

m  In-progress: Thisevent isgenerated when the APl backend starts processing the RPC requested.

m  Success: Request hasbeen processed successfully

m  Error: An error occurred while processing the request. You can pull the transaction log for additional details. Now the deployment is
in error state and you must deactivate before activating it again.

The deployment eventincludesthe following parameters. Mandatory parameters are always present and optional only when available.

Parameter Required | Type Description

Name

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create operational
record for thisinstance. Hence, you can pull operational record for thisinstance at agiven
time.

descriptor-id | M string Configuration descriptor ID. Thisis the descriptor ID, UAS is acting on and thisis being pro-

vided as part of the request. Thisdescriptor ID has the associated configuration.

transaction- M string Unique transaction ID assigned to thisinstantiation job. You can use this transaction ID to
id pull details about thisrequest.
operation- M choice Type of operation (same as type of transaction)
type string
status M choice Current deployment status (start, in-progress, error, or success).
string
steps-total O vint16 Total number of stepsrequired to be performed.
steps-com- 0 uint16 Total number of steps completed.
pleted
version 0] string Deployment version.
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Deployment Event Notifications:

Notification ID Description
vnf-package-deployment-event VNF package deployment.
ns-deployment-event Network service deployment.
vnf-deployment-event VNF deployment event.
vim-deployment-event VIM deployment event.
vim-orchestrator-deployment-event VIM orchestrator deployment event.
fmd-deployment-event Fault management deployment event.

All these types of deployments have “request”, “in-progress”, “error”, and “success” eventsas discussed in the previous section.

Lifecycle Events

These events are generated to notify a change in the operational state of running instance. The following parametersare incl uded:

Parameter Name Required Type Description

instance-id M reference Aunique ID assigned to this descriptor instance. The same ID isused to
create operational record for thisinstance. Hence, you can pull opera-
tional record for thisinstance at a given time.

vnfd-id M reference Reference to VNF Descriptor.

vnfc-instance-id 0 reference Reference to VNFC Instance ID. This is available onlyif thislifecycle event
belongsto a VNFC Instance instead of VNF.

event M choice string | Type of change as defined in the following list:

e starting - VNF/VNFC Instance isbooting.

e started - VNF/VNFC Instance hasbeen deployed.

e online - VNF/VNFC Instance isalive as defined by health moni-
toring.

e offline - VNF/VNFC instance has been undeployed.

e failed- VNF/VNFC instance failed to come alive.

e  shuting-down - VNF/VNFC Instance is shutting down.

e restarting - VNF/VNFCinstance isrestarting, mostly during are-
coveryevent.

This lifecycle eventissent to notify VNF level changesand VNFC level changes. For example, VNF might completely fail, come onlineasa
service, or aspecific VNFC within VNF might trigger a lifecycle event such as one of the VMs within the cluster failed.

Following are the lifecycle events defined for differentdomains.
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Notification ID

Description

vas-lifecycle-event

UAS lifecycle event

vnf-em-lifecycle-event

VNF-EM lifecycle event

vnfm-lifecycle-event

VNFM lifecycle event

ugp-lifecycle-event

Ultra Gateway Platform event

vim-lifecycle-event

Lifecycle event at VIM level

vim-orchestrator-lifecycle-event

Lifecycle event at VIM-orchestrator level

Event History

The UAS maintains a list of events on the basis of transactions.

Parameter Name Required Type Description
tx-id M string Transaction ID these notification eventsare generated
timestamp M array of One or more events. See the following section for more details.
event-
timestamp

Event Timestamp

This isthe actual eventidentified uniquely by timestamp. Following are the other parameters defined as part of this event.

Parameter Name | Required Type Description

timestamp M yang:date- Date and time this notification event wastriggered.
and-time

deployment-id M reference Deployment descriptor ID.

tx-type M choice Transaction type string. See the Transaction typesfor more details.
string

status M choice Operational status associated with thisevent.
string
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NSD isthe highest level container to group the configuration descriptors. Nested NSD isamechanism used to group the NSDs. NSD
attributesare descriptors which are grouped to logically create aservice model. The UAS acts on the descriptorsin the order you have
defined within the NSD.

Depending on the use case, you should provide input for different parameters. For example, one NSD might be used to deploy
undercloud (VIM-ORCH)/ overcloud VIM and the other NSD might be used to deploy gateway service. In later case, the NSD will not have
VIM or VIM-ORCH.

For example, to manage multiple sites (as the case of AutoDeploy) as a single logical entity, you should define an NSD at regional level
which will internally have multiple NSDs to define services at each site level. If we map each site to a VIM or NFVI-PoP, each NSD at site
level hasone VIM/VIM-ORCH/FMD and so on.

Operations

Configuring NSD
Operation: edit-config

Namespace: nsd xmlIns="http://www.cisco.com/usp/nfv/usp-nsds

Parameters:
Parameter Required [ Type Description
Name
nsd-id M string (2-16) NSD identifier
version @) string NSD version
vim-orch 0] reference Reference to VIM ORCH descriptor.
vim-orch- ) reference Reference to VIM descriptor used to provide vim-orchestrator identity for deployment.
identity
vim 0] reference Reference to VIM descriptor.
fmd o) reference Reference to Fault Management Descriptor.
vim-artifact o) reference Reference to VIM artifact descriptor used to provision the set of parameterson VIM to
on board VNFs.
vim-identity O* reference Reference to VIM identity used to manage VIM resources. It is mandatory to deploy
VNFs.
vnf-package ) array of This isthe list of referencesto VNF Package descriptors. These VNF packages are
references referred under VDU for software images and day-zero/day-n configuration files.
vid 0] array of List of Virtual Link Descriptors (VLD) to be used to connect different VNFs within
references Network Service domain.

Cisco Systems, Inc.  www.cisco.com
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Parameter Required | Type Description
Name
vnfd (0] array of List of referencesto VNFDs used to build this NSD.
references
nested-nsd 0O array of List of referencesto nested NSDs.
references
require O array of List of referencesto NSDs
references
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Example RPC

<nc:rpc message-id="urn:uuid:b0923afe-b32a-4531-9%9add-7fe32db40c81"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd-id>sjc-autoit</nsd-id>
<vim-identity>viml</vim-identity>
<vnf-package>usp 5 7</vnf-package>
<vld>
<vld-id>mgmt</v1ld-id>
<vl-type>management</vl-type>
<network-instance>akshay-management</network-instance>
</v1ld>
<vld>
<vld-id>orch</vld-id>
<vl-type>orchestration</vl-type>
<network>orchestration</network>
</v1ld>
<vnf-rack>vnf-rackl</vnf-rack>
<vnfd>
<vnfd-id>autovnf</vnfd-id>
<vnf-type>usp-uas</vnf-type>
<external-connection-point>
<vnfc>avf</vnfc>
<aggregate-connection-point>eth0</aggregate-connection-point>
</external-connection-point>
<vnfc>
<vnfc-id>avf</vnfc-id>
<vdu>
<vdu-id>autovnf</vdu-id>
</vdu>
<aggregate-connection-point>
<connection-point-id>eth0</connection-point-id>
<virtual-link>
<service-vl>orch</service-vl>
</virtual-link>
</aggregate-connection-point>
<aggregate-connection-point>
<connection-point-id>ethl</connection-point-id>
<virtual-link>
<service-vl>mgmt</service-v1>
</virtual-link>
</aggregate-connection-point>
</vnfc>
</vnfd>
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</nsd>
</config>
</nc:edit-config>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:b0923afe-b32a-
4531-9add-7fe32db40c81" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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This section describesthe parameters used to activate and deactivate the NSD. This section also describesthe parameters related to
Network Service Record (NSR), Virtual Link and VNF records.

Operations

Activating NSD

Operation: nsd:activate

Namespace: nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name | Required | Type Description
nsd (0] array of references | List of referencesto nested NSDs.
Example RPC

<nc:rpc message-id="urn:uuid:d7b503c2-48f3-4be5-8ae0-73aal00a3e0a"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc-autoit</nsd:nsd>
</nsd:activate>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:2c88b3c2-e8ca-
4eal-afcf-3aal36992427" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1516895453-047925</transaction-id>
</rpc-reply>

Deactivating NSD

Operation: nsd:deactivate

Namespace: nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name | Required | Type Description
nsd (0] array of references | List of referencesto nested NSDs.
Example RPC

<nc:rpc message-id="urn:uuid:2b9f45b7-bb77-4dfd-9450-f5bald5acfie"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd-id>fremont-autovnf</nsd:nsd-id>
</nsd:deactivate>
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</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:2b9£f45b7-bb77-
4dfd-9450-f5bald5acfde" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1516898683-491288</transaction-id>

</rpc-reply>

Uploading NSD

Operation: nsd:upload-file

Namespace: xmlns:nsd=http://www.cisco.com/usp/nfv/usp-nsds

Parameters:
Parameter Name Required Type Description
nsd-id M string NSD name
source M boolean SRC path and file name
destination M string Destination path
vnfd (o) string VNFD name
NOTES:

m  upload-file can be invoked from AutoDeploy or AutoVNF, but nsd-id must be AutoVNF name only.

m  GenericFile Transferissupported for all components except the vnfds with the following vnf-types—UEM, USP-UAS, ESC.

m  Ensure that the specified vnfd(s) are valid so that file orimage istransferred successfully.

m  RPCcan have multiple combination of vnfd parameter

m  Withvalid vnfd(s)
m  Combination of valid and invalid vnfd(s)
m  Withinvalid vnfd(s)
m  Without the vnfd(s)
Example RPC

<ns0:vnf-put-file xmlns:nsO0="http://www.cisco.com/usp/scm/vnf-utils">

<file xmlns="http://www.cisco.com/usp/scm/vnf-utils">/tmp/staging/ugp.cfg</file>
<vnfs xmlns="http://www.cisco.com/usp/scm/vnf-utils">

<vnfd xmlns="http://www.cisco.com/usp/scm/vnf-utils">suneduvv-autovnf-cups-c-suneduvv</vnfd>
</vnfs>
<vnfs xmlns="http://www.cisco.com/usp/scm/vnf-utils">

<vnfd xmlns="http://www.cisco.com/usp/scm/vnf-utils">suneduvv-autovnf-cups-ul-suneduvv</vnfd>
</vnfs>
<vnfs xmlns="http://www.cisco.com/usp/scm/vnf-utils">

<vnfd xmlns="http://www.cisco.com/usp/scm/vnf-utils">suneduvv-autovnf-cups-u2-suneduvv</vnfd>
</vnfs>
<destination-path xmlns="http://www.cisco.com/usp/scm/vnf-utils">/sftp</destination-path>
</ns0:vnf-put-file>
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Example Output

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:1d5d23ed-db22-4f57-
a786-a027195a53e7" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"><transaction-id
xmlns="http://www.cisco.com/usp/nfv/usp-nsds'>1542201953-371860</transaction-id></rpc-reply>

Updating NSD

Operation: nsd:update

Namespace: nsd:aupdate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
nsd M string NSD name
rolling M boolean Specifiesif the rolling isenabled (true) / disabled (false).
vnfd M string VNFD name, mandatory in case of rolling upgrade
package M string Package descriptor name that should be used to update the vnfd
instance mentioned by “vnfd".
NOTES:

m  Iftherolling false operator isused, the upgrade terminatesthe entire deployment. In thisscenario, the vnfd <vnfd_name> operator
should not be included in the command. If itisincluded, atransaction ID for the upgrade isgenerated and failed. The Aut oVNF
upstart log reflects this status.

m  Ensure that the upgrade package isdefined asa VNF package descriptor within the NSD and that it is specified asthe primary
package inthe VNFM VDU configuration.

m  Ensure that the current (pre-upgrade) package is specified asthe secondary package in the VNFM VDU configuration in order to
provide rollback support in the event of errors.

Example RPC

<nc:rpc message-id="urn:uuid:bac690a2-08af-4c9f-8765-3c907d6el2ba"

xmlns="http://www.cisco.com/usp/nfv/usp-nsds">

<nsd-id>fremont-autovnf</nsd-id>
<vim-identity>viml</vim-identity>
<vnfd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">

<vnfd-id>esc</vnfd-id>
<vnf-type>esc</vnf-type>
<version>6.0</version>
<configuration>

<pboot-time>1800</boot-time>

<set-vim-instance-name>true</set-vim-instance-name>
</configuration>
<external-connection-point>

<vnfc>esc</vnfc>

<connection-point>eth0</connection-point>
</external-connection-point>
<high-availability>true</high-availability>
<vnfc>

<vnfc-id>esc</vnfc-id>

<health-check>

<enabled>false</enabled>
</health-check>
<vdu>
<vdu-id>esc</vdu-id>
</vdu>
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<connection-point>
<connection-point-id>eth0</connection-point-id>
<virtual-link>
<service-vl>mgmt</service-vl>
</virtual-link>
</connection-point>
<connection-point>
<connection-point-id>ethl</connection-point-id>
<virtual-link>
<service-vl>orch</service-vl>
</virtual-link>
</connection-point>
</vnfc>
</vnfd>
</nsd>
<vim xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vim-id>viml</vim-id>
<api-version>v2</api-version>
<auth-url>http://172.21.201.218:5000/v2.0</auth-url>
<user>vim-admin-creds</user>
<tenant>abcxyz</tenant>
</vim>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>vim-admin-creds</secure-id>
<user>abcxyz</user>
<password>******</password>
</secure-token>
<vdu xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vdu-id>esc</vdu-id>
<vdu-type>cisco-esc</vdu-type>
<flavor>
<vcpus>2</vcpus>
<ram>4096</ram>
<root-disk>40</root-disk>
<ephemeral-disk>0</ephemeral-disk>
<swap-disk>0</swap-disk>
</flavor>
<login-credential>esc login</login-credential>
<netconf-credential>esc netconf</netconf-credential>
<image>
<vnf-package>usp throttle</vnf-package>
</image>
<vnf-rack>abcxyz-vnf-rack</vnf-rack>
<vnf-package>
<primary>usp 6 2t</primary>
<secondary>usp throttle</secondary>
</vnf-package>
<volume/>
</vdu>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>esc login</secure-id>
<user>admin</user>
<password>******</password>
</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>esc_netconf</secure-id>
<user>admin</user>
<password>******</password>
</secure-token>
<vnf-packaged xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vnf-package-id>usp throttle</vnf-package-id>
<location>http://192.168.200.61:5000/isos/fremont-autovnf usp_throttle</location>
<validate-signature>false</validate-signature>
<configuration>
<name>staros</name>
<external-url>http://192.168.200.61:5000/isos/fremont-autovnf usp_throttle staros</external-
url>
</configuration>
</vnf-packaged>
</config>

34



NSD Deployment

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:89ea8939-aefb-
4928-8d10-babc2labeeeb" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
Obtaining Deployment Notification During NSD Activation
Operation: get

Namespace: ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper'

Parameters:

Parameter Required | Type Description

Name

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create operational
record for thisinstance. Hence, you can pull operational record for thisinstance atagiven
time.

descriptor-id | M string Configuration descriptor ID. Thisis the descriptor ID, UAS is acting on and thisis being pro-
vided as part of the request. Thisdescriptor ID has the associated configuration.

transaction- M string Unique transaction ID assigned to thisinstantiation job. You can use this transaction ID to

id pull details about thisrequest.

operation- M choice Type of operation (same as the type of transaction)

type string

status M choice Current deployment status (start, in-progress, error, or success).

string

steps-total 0] vint16 Total number of stepsrequired to be performed.

steps-com- o) uint16 Total number of steps completed.

pleted

version O string Deployment version.

Example Notification

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:29:36.600936+00:00</eventTime>

<ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1510075776-580848</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>requested</status>

</ns-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:29:36.697529+00:00</eventTime>

<ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
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<transaction-id>1510075776-580848</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>

</ns-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:29:36.716421+00:00</eventTime>

<vim-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>vnf-rackl-instance</instance-id>
<descriptor-id>vnf-rackl</descriptor-id>
<transaction-id>1510075776-580848</transaction-id>
<operation-type>activate-vnf-rack</operation-type>
<status>in-progress</status>

</vim-deployment-even

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:29:39.583021+00:00</eventTime>

<vim-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>vnf-rackl-instance</instance-id>
<descriptor-id>vnf-rackl</descriptor-id>
<transaction-id>1510075776-580848</transaction-id>
<operation-type>activate-vnf-rack</operation-type>
<status>success</status>

</vim-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:29:39.589052+00:00</eventTime>

<vnf-package-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>usp 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1510075776-580848</transaction-id>
<operation-type>activate-vnf-package</operation-type>
<status>in-progress</status>

</vnf-package-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:34:23.715239+00:00</eventTime>

<vnf-package-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper'>
<instance-id>usp 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1510075776-580848</transaction-id>
<operation-type>activate-vnf-package</operation-type>
<status>success</status>

</vnf-package-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

07T17:36:18.284608+00:00</eventTime>

<vnf-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>autovnf-instance</instance-id>
<descriptor-id>autovnf</descriptor-id>
<transaction-id>1510076177-753529</transaction-id>
<operation-type>activate-vnf-deployment</operation-type>
<status>in-progress</status>

</vnf-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-
07T17:36:18.316604+00:00</eventTime>
<uas-lifecycle-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper'>
<instance-id>autovnf</instance-id>
<event>starting</event>
</uas-lifecycle-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-
07T17:47:45.504265+00:00</eventTime>
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<uas-lifecycle-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>autovnf</instance-id>

<event>started</event>

</uas-lifecycle-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-
07T17:47:45.522818+00:00</eventTime>
<vnf-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>

<instance-id>autovnf-instance</instance-id>

<descriptor-id>autovnf</descriptor-id>
<transaction-id>1510076782-015055</transaction-id>
<operation-type>activate-vnf-deployment</operation-type>

<status>success</status>

</vnf-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-
07T17:47:45.535186+00:00</eventTime>
<ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>

<instance-id>sjc-autoit-instance</instance-id>

<descriptor-id>sjc-autoit</descriptor-id>

<transaction-id>1510076782-015055</transaction-id>
<operation-type>activate-ns-deployment</operation-type>

<status>success</status>

</ns-deployment-event>

</notification>

Fetching VNFR Information

VNF record contains the operational data of an active VNF instance.

Operation: get

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

VNF Record (VNFR) Parameters:

Parameter Name Required Type Description

vnfr-id M string Unique IDfor this VNFR identity.

vnfd M reference Reference to VNF Descriptor.

state M choice string Overall VNF state. It can be one of the following:

e starting: VNF isstarting, instances are being deployed.

e  started: All instances of VNF are deployed.

e online: Allinstancesare live. Thisisdone by checking the
liveness of the VNFC using one of the health monitoring pol-
icies.

e  shutting down: VNF isshutting down.

e offline: VNF hasbeen destroyed. This state isnever re-
flected in operational record as VNFR itself is destroyed.
This state is applicable to notification sent over UAS stream.

e restarting: One or more instances of VNF are restarting. This
state isalso used to send notification for VNFC restart.

o failed: UAS failed to deploy the VNF.

e ha-failed: VNFisnotin HA state as one of the VNFCsnever
came online orin failed state. One of the VNFC in this case
will be in failed state.

external- 0 array of external- This contains a list of external connection point instances.
connection-point connection-point
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Parameter Name

Required

Type

Description

vdu

M

array of vdu descriptor

List of VDUs used to deploy this VNF.

VNFR VDU Descriptor Parameters:

This containsthe list of VDUs used to deploy the VNF. Each VDU has a set of VNFC instancesrunning as part of the deployment.

Parameter Name Required Type Description
vdu-id M reference Reference to VNFC descriptor
vnfc-instance M array of vnfc-instance One or more lists of VNFC instances.

VNFC Instance Descriptor Parameters:

Parameter Name Required Type Description
vnfc-instance-id M string Unique ID assigned to VNFC Instance.
state M choice string Operational state of VNFC. It can be one of the following:

e  start-requested: Deployment requested.

e reboot-requested: Reboot requested.

e deploying: Deployment in-progress.

e deployed: Deployment completed.

e alive: Operational, all good.

e  stop-requested: Stop requested.

e undeploying: Un-deployment in-progress.

e undeployed: Instance isundeployed.

e rebooting: Instance isrebooting.

e error:Instance in error state. Failed to boot and deploy.
vnfc M reference Reference to VNFC used as descriptor for thisinstance.
flavor-key M string VIM Flavor used to allocate compute resourcesto this VNFC Instance.
uuid M string VIM allocated UUID to this VNFC Instance.
image M string Image name as exists on VIM used for this VNFC instance.
version M string Software Version for the Image.
package (0] string VNF Package reference if applicable.
uuid (0] string Image UUID as exists on VIM used for this VNFC instance.
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Parameter Name Required Type Description

host (0] string Compute host ID where thisinstance is placed. If available. This might
not be available if tenant does not have admin privileges.

connection-point- M array of connection List of connection pointinstances.

instance point instance

volume-instance o array of volume instance | List of volume instances associated to this VNFC Instance, if available.

VNFC Volume Instance Parameters:

Parameter Name Required Type Description
volume-id M string Unique ID to volume Instance.
volume M reference Reference to Volume Descriptor.

VNFC Connection Point Instance Parameters:

This containsthe operational data pertaining to a specific connection point (network-interface).

Parameter Name Required Type Description
connection-point- M string Connection Point Instance ID where the IP addressis associated.
instance-id
virtual-link-ref M reference Virtual link providesthe network connectivity.
ip-address M inet:ip-address Virtual IP Address (VIP) assigned to this external connection point.
mac-address M string MAC address assigned to VIP port.
connection-point- M choice string Connection Point type. It can be one of the following:
type
e  virtual-port: Virtual Port (virtio)
e  pnic-pcipt: PCl Pass-thru Port
e pnic-sriov: PCI SRIOV Port
port-id M string Unique UUID of the port as assigned by VIM.

External Connection Point Instance Parameters:

External Connection Point instance provides necessary information for outside entity to connect to VNF. There are one or more entries
when high-availability feature isenabled. A VNF can have multiple external connection points, for example in the UGP, there isone
connection exposed by element-manager (UEM) and other connection point by control-function (UGP-CF).
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Parameter Name Required Type Description
vnfc M string VNFC Instance ID that exposesthe connection point.
aggregate- M connection point See the connection pointinstance for more details.
connection-point instance

Example RPC

<nc:rpc message-id="urn:uuid:d57b5e07-618b-427£f-9c6a-159e815el4bl"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:get>
<nc:filter type="subtree">
<vnfr xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:d57b5e07-618b-
427f-9c6a-159e815el14bl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<vnfr xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<vnfr-id>fremont-autovnf-esc</vnfr-id>
<vnfd>esc</vnfd>
<vnf-type>esc</vnf-type>
<state>deployed</state>
<external-connection-point>
<vnfc>esc</vnfc>
<connection-point-instance-id>fremont-autovnf-esc-aselvana-ha-vip</connection-point-instance-
id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.17</ip-address>
<mac-address>fa:16:3e:cd4:7f:64</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>bdb529a3-4a48-4f4e-92e8-el3e2ad33736</port-id>
</external-connection-point>
<vdu>
<vdu-id>esc</vdu-id>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-esc-aselvana-esc-1</vnfc-instance-id>
<state>deployed</state>
<vnfc>esc</vnfc>
<flavor-key>fremont-autovnf-esc-aselvana-esc</flavor-key>
<uuid>29£f2b301-fa6c-41d7-91ba-89ac99%abbe5d</uuid>
<image>
<name>/vnfm-bundle/ESC-3 1 0 145.gcow2</name>
<version>Version: 3.1.0.145, SHAl: ebd69ca, Date: Tue Jan 23 21:58:20 EST 2018</version>
<package>usp 5 7</package>
<uuid>c3ddle27-21f2-4842-9f0a-89ca214092d7</uuid>
</image>
<host>tb2-compute-4.localdomain</host>
<vdu-type>cisco-esc</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.7</ip-address>
<mac-address>fa:16:3e:86:9d:5b</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>8dd19884-5d87-4eda-9202-6857fbb258bf</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.14</ip-address>
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id>

id>

<mac-address>fa:16:3e:a3:55:22</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>853c721b-53dd-4093-985e-e481580eeabe</port-id>
</connection-point-instance>
</vnfc-instance>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-esc-aselvana-esc-2</vnfc-instance-id>
<state>deployed</state>
<vnfc>esc</vnfc>
<flavor-key>fremont-autovnf-esc-aselvana-esc</flavor-key>
<uuid>f00efb7d-9e84-4086-a9c5-3a3eal33a7b79</uuid>
<image>
<name>/vnfm-bundle/ESC-3 1 0_145.gcow2</name>
<version>Version: 3.1.0.145, SHAl: ebd69ca, Date: Tue Jan 23 21:58:20 EST 2018</version>
<package>usp 5 7</package>
<uuid>c3ddle27-21f2-4842-9f0a-89ca214092d7</uuid>
</image>
<host>tb2-compute-10.localdomain</host>
<vdu-type>cisco-esc</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.20</ip-address>
<mac-address>fa:16:3e:cl:ff:87</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-i1d>7958e407-e22c-4634-a53c-c5ab613a1933</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.16</ip-address>
<mac-address>fa:16:3e:7f:fb:06</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>18e44e03-194b-4b78-9533-f4be293e9129</port-id>
</connection-point-instance>
</vnfc-instance>
</vdu>
</vnfr>
<vnfr xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<vnfr-id>fremont-autovnf-vpc</vnfr-id>
<vnfd>vpc</vnfd>
<vnf-type>ugp</vnf-type>
<state>error</state>
<external-connection-point>
<vnfc>cf</vnfc>
<connection-point-instance-id>CF-fremont-autovnf-vpc-aselvana-vip</connection-point-instance-

<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.6</ip-address>
<mac-address>fa:16:3e:9b:b3:0b</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>bd135637-dc74-4bf5-b1f5-87aaeb3ec7f8</port-id>

</external-connection-point>

<external-connection-point>
<vnfc>em</vnfc>
<connection-point-instance-id>em-fremont-autovnf-vpc-aselvana-vip</connection-point-instance-

<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.25</ip-address>
<mac-address>fa:16:3e:48:da:44</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>181blfb2-c8a5-442b-afb9-4e26bfacl9fl</port-id>
</external-connection-point>
<vdu>
<vdu-id>cf</vdu-id>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-vpc-aselvana-cf-1</vnfc-instance-id>
<state>alive</state>
<vnfc>cf</vnfc>
<flavor-key>fremont-autovnf-vpc-aselvana-cf</flavor-key>
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<uuid>81£fb410b-7638-400b-9b80-421b5d368496</uuid>

<image>
<name>/ugp-bundle/qvpc-di-cf.qgcow2</name>
<version>Version: 21.6.0.68695, SHAl: NA, Date: Wed Jan 24 21:02:06 PST 2018</version>
<package>usp 5 7</package>
<uuid>b4f4bc35-fc5c-404c-8590-ca2893422489</uuid>

</image>

<host>tb2-compute-3.localdomain</host>

<vdu-type>control-function</vdu-type>

<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>di-internall</virtual-link-ref>
<ip-address>192.168.1.97</ip-address>
<mac-address>fa:16:3e:25:09:33</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>7219cabe-£f442-401a-865f-faB875403406c</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.13</ip-address>
<mac-address>fa:16:3e:71:2a:63</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>634£2902-583c-473a-9418-67187b3d018d</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>eth2</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.21</ip-address>
<mac-address>fa:16:3e:d6:65:2f</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>c2bf3dd9-0bdc-4de6-856d-359d785eeda2</port—-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>eth3</connection-point-instance-id>
<virtual-link-ref>di-internal2</virtual-link-ref>
<ip-address>192.168.2.8</ip-address>
<mac-address>fa:16:3e:81:1e:9e</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>07ecd637-baa2-48b0-bbce-8c6572dc2d32</port-id>

</connection-point-instance>

</vnfc-instance>
<vnfc-instance>

<vnfc-instance-id>fremont-autovnf-vpc-aselvana-cf-2</vnfc-instance-id>

<state>alive</state>

<vnfc>cf</vnfc>

<flavor-key>fremont-autovnf-vpc-aselvana-cf</flavor-key>

<uuid>8e946784-ca87-4b3a-9977-43daf149d1£7</uuid>

<image>
<name>/ugp-bundle/qvpc-di-cf.gcow2</name>
<version>Version: 21.6.0.68695, SHAl: NA, Date: Wed Jan 24 21:02:06 PST 2018</version>
<package>usp 5 7</package>
<uuid>b4£f4bc35-fc5c-404c-8590-ca2893422489</uuid>

</image>

<host>tb2-compute-11.localdomain</host>

<vdu-type>control-function</vdu-type>

<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>di-internall</virtual-link-ref>
<ip-address>192.168.1.124</ip-address>
<mac-address>fa:16:3e:6f:68:d4</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>f82celad-1284-47bf-b747-119cb0de987e</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.31</ip-address>
<mac-address>fa:16:3e:f5:c3:57</mac-address>
<connection-point-type>virtual-port</connection-point-type>
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<port-id>d1f9dlbb-77e4-4333-a9%2-5cac682fac20</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>eth2</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.5</ip-address>
<mac-address>fa:16:3e:63:cl:29</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>19abe3ba-e5ac-43e9-b72f-197d0d6bb44e</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>eth3</connection-point-instance-id>
<virtual-link-ref>di-internal2</virtual-link-ref>
<ip-address>192.168.2.35</ip-address>
<mac-address>fa:16:3e:82:93:59</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>a9e3ad25-3b37-49a5-ba9f-98bab91c07b6</port-id>
</connection-point-instance>
</vnfc-instance>
</vdu>
<vdu>
<vdu-id>em</vdu-id>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-vpc-aselvana-em-1</vnfc-instance-id>
<state>alive</state>
<vnfc>em</vnfc>
<flavor-key>fremont-autovnf-vpc-aselvana-em</flavor-key>
<uuid>7dba%ae6-9ble-48e6-a2d2-bb7al6ald3b3</uuid>
<image>
<name>/em-bundle/em-6 0 0 2166.gcow2</name>
<version>Version: 6.0.0, SHAl: cfbd8bl, Date: Tue Jan 23 22:36:19 EST 2018</version>
<package>usp 5 7</package>
<uuid>b4706545-a424-4897-9f61-6a6ae2401139</uuid>
</image>
<host>tb2-compute-3.localdomain</host>
<vdu-type>element-manager</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.17</ip-address>
<mac-address>fa:16:3e:bc:bb:68</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>51c860fe-ba7f-4a97-9399-0d1ae8486a21</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.26</ip-address>
<mac-address>fa:16:3e:2b:20:e0</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>96bddb36-394e-4156-9d19-e938e236da8e</port-id>
</connection-point-instance>
</vnfc-instance>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-vpc-aselvana-em-2</vnfc-instance-id>
<state>alive</state>
<vnfc>em</vnfc>
<flavor-key>fremont-autovnf-vpc-aselvana-em</flavor-key>
<uuid>8e9fc918-8cl7-4ace-9e45-0750df10a365</uuid>
<image>
<name>/em-bundle/em-6 0 0 2166.gcow2</name>
<version>Version: 6.0.0, SHAl: cfbd8bl, Date: Tue Jan 23 22:36:19 EST 2018</version>
<package>usp 5 7</package>
<uuid>b4706545-a424-4897-9f61-6a6ae2401139</uuid>
</image>
<host>tb2-compute-11.localdomain</host>
<vdu-type>element-manager</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
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<ip-address>10.2.3.12</ip-address>
<mac-address>fa:16:3e:af:b2:22</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>£3292817-00e6-468d-bcfb-b74cad336815</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.27</ip-address>
<mac-address>fa:16:3e:23:e0:70</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>a641e039-0al2-46d4-984d-3deca8l9eddc</port-id>
</connection-point-instance>
</vnfc-instance>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-vpc-aselvana-em-3</vnfc-instance-id>
<state>alive</state>
<vnfc>em</vnfc>
<flavor-key>fremont-autovnf-vpc-aselvana-em</flavor-key>
<uuid>196b0644-b385-439f-9549-54aaf98c2fce</uuid>
<image>
<name>/em-bundle/em-6 0 0 2166.gcow2</name>
<version>Version: 6.0.0, SHAl: cfbd8bl, Date: Tue Jan 23 22:36:19 EST 2018</version>
<package>usp 5 7</package>
<uuid>b4706545-a424-4897-9f61-6a6ae2401139</uuid>
</image>
<host>tb2-compute-4.localdomain</host>
<vdu-type>element-manager</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.9</ip-address>
<mac-address>fa:16:3e:72:74:fa</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>47c6d95c-1656-4496-9af8-70ac0db9abl7</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>bmarconi-management</virtual-link-ref>
<ip-address>50.50.50.18</ip-address>
<mac-address>fa:16:3e:8a:61:ff</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>d978ec0d-78b2-4a37-bfl7-eeldb3fe5a3a</port-id>
</connection-point-instance>
</vnfc-instance>
</vdu>
<vdu>
<vdu-id>sf</vdu-id>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-vpc-aselvana-sf-1</vnfc-instance-id>
<state>error</state>
<vnfc>sf</vnfe>
<flavor-key>fremont-autovnf-vpc-aselvana-sf</flavor-key>
<uuid>12642ff4-42cd-498e-98c6-126e7aa38441</uuid>
<image>
<name>/ugp-bundle/qvpc-di-xf.qgcow2</name>
<version>Version: 21.6.0.68695, SHAl: NA, Date: Wed Jan 24 21:02:06 PST 2018</version>
<package>usp 5 7</package>
<uuid>90d87015-4cfb-4603-a921-15c31b0e86a7</uuid>
</image>
<host>tb2-compute-10.localdomain</host>
<vdu-type>session-function</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>di-internall</virtual-link-ref>
<ip-address>192.168.1.109</ip-address>
<mac-address>fa:16:3e:ca:6c:7b</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>ad779f90-ee27-4£09-a20c-33da2fd79a9f</port-id>
</connection-point-instance>
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<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.15</ip-address>
<mac-address>fa:16:3e:5b:b6:4c</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>f32634d2-cb7f-4dce-aba2-cd10c9e7d9b3</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>eth2</connection-point-instance-id>
<virtual-link-ref>aselvana-vpc-svc</virtual-link-ref>
<ip-address>22.12.11.7</ip-address>
<mac-address>fa:16:3e:ba:52:5a</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>6d4df246-08ab-45f0-a80f-ce97d22d19b6</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>eth3</connection-point-instance-id>
<virtual-link-ref>di-internal2</virtual-link-ref>
<ip-address>192.168.2.29</ip-address>
<mac-address>fa:16:3e:5d:77:62</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>3c2d802c-4294-4cdc-able-7f8ecca2l1794</port-id>

</connection-point-instance>

</vnfc-instance>
<vnfc-instance>

<vnfc-instance-id>fremont-autovnf-vpc-aselvana-sf-2</vnfc-instance-id>

<state>alive</state>

<vnfc>sf</vnfc>

<flavor-key>fremont-autovnf-vpc-aselvana-sf</flavor-key>

<uuid>5ccb21d7-4b02-4b9%b-9edf-773eab6dlea83</uuid>

<image>
<name>/ugp-bundle/gvpc-di-xf.gcow2</name>
<version>Version: 21.6.0.68695, SHAl: NA, Date: Wed Jan 24 21:02:06 PST 2018</version>
<package>usp 5 7</package>
<uuid>90d87015-4cfb-4603-a921-15c31b0e86a7</uuid>

</image>

<host>tb2-compute-0.localdomain</host>

<vdu-type>session-function</vdu-type>

<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>di-internall</virtual-link-ref>
<ip-address>192.168.1.115</ip-address>
<mac-address>fa:16:3e:2b:f7:cb</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>da6871b3-ecl0-4eed-a62c-63550c5a3505</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.18</ip-address>
<mac-address>fa:16:3e:34:dd: 9e</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>2c30cc7a-2b33-42d3-97a8-c9d9%a394cb71</port—-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>eth2</connection-point-instance-id>
<virtual-link-ref>aselvana-vpc-svc</virtual-link-ref>
<ip-address>22.12.11.9</ip-address>
<mac-address>fa:16:3e:e9:74:f2</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-id>421b99fa-ac7e-49b9-8928-97f0c6a909bb</port-id>

</connection-point-instance>

<connection-point-instance>
<connection-point-instance-id>eth3</connection-point-instance-id>
<virtual-link-ref>di-internal2</virtual-link-ref>
<ip-address>192.168.2.25</ip-address>
<mac-address>fa:16:3e:fb:41:fl</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>0557e51f-2ff8-4169-84fd-c8caB8ld0l7ef</port-id>
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</connection-point-instance>
</vnfc-instance>
<vnfc-instance>
<vnfc-instance-id>fremont-autovnf-vpc-aselvana-sf-3</vnfc-instance-id>
<state>alive</state>
<vnfc>sf</vnfc>
<flavor-key>fremont-autovnf-vpc-aselvana-sf</flavor-key>
<uuid>5833d044-8830-49£f7-99£2-2c20d5090c36</uuid>
<image>
<name>/ugp-bundle/qvpc-di-xf.gcow2</name>
<version>Version: 21.6.0.68695, SHAl: NA, Date: Wed Jan 24 21:02:06 PST 2018</version>
<package>usp 5 7</package>
<uuid>90d87015-4cfb-4603-a921-15c31b0eB86a7</uuid>
</image>
<host>tb2-compute-7.localdomain</host>
<vdu-type>session-function</vdu-type>
<connection-point-instance>
<connection-point-instance-id>eth0</connection-point-instance-id>
<virtual-link-ref>di-internall</virtual-link-ref>
<ip-address>192.168.1.108</ip-address>
<mac-address>fa:16:3e:de:35: fc</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>4£0d5e42-dc46-4904-8984-0947e1131817</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>ethl</connection-point-instance-id>
<virtual-link-ref>autoit-sjc-orch</virtual-link-ref>
<ip-address>10.2.3.19</ip-address>
<mac-address>fa:16:3e:fl:e3:ed</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>988ff454-6645-4a68-a8d8-1b19ddcfl8al</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>eth2</connection-point-instance-id>
<virtual-link-ref>aselvana-vpc-svc</virtual-link-ref>
<ip-address>22.12.11.11</ip-address>
<mac-address>fa:16:3e:53:51:e2</mac-address>
<connection-point-type>virtual-port</connection-point-type>
<port-1d>65005463-200e-4d6c-82e2-b38bec2b9cc7</port-id>
</connection-point-instance>
<connection-point-instance>
<connection-point-instance-id>eth3</connection-point-instance-id>
<virtual-link-ref>di-internal2</virtual-link-ref>
<ip-address>192.168.2.31</ip-address>
<mac-address>fa:16:3e:18:f6:b3</mac-address>
<connection-point-type>pnic-sriov</connection-point-type>
<port-id>6£f6ea766-2631-451f-a531-c2c9f2a50c69</port-id>
</connection-point-instance>
</vnfc-instance>
</vdu>
</vnfr>
</data>
</rpc-reply>

Network Service Record Parameters

NSR contains the operational information about arunning instance of NSD.
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Parameter Name Required Type Description

nsr-id M string Unique ID for this NSR identity.

nsd M reference Reference to NSD.

vir M array of vir List of Virtual Link Record (VLR) asused at NSD level.

vnfr (0] array of referencesto Reference to one or more VNFRs on boarded as part of this NSD.
vnfr

vnf-package e} array of referencesto Reference to one or more vnf-packagers on boarded as part of this
vnf-packager NSD.

vnf-rack O array of referencesto Reference to one or more vnf-rackr on boarded as part of this NSD.
vnf-rackr

Virtual Link Record Parameters

Virtual links are shared across VNFs at network service level. VLR provides housekeeping to manage the shared resource. It creates
virtual link at once and keepsreferences of VNF that are using it. Itisdone by adding VNFR referencesto VLR. During deactivation of
VNF/NSD, the reference isremoved as VNF stops using the resource and the virtual linkis deactivated if there are no more referencesto
it.

VLR records are only maintained for the resources UAS createson VIM. For virtual link, where UAS uses a pre-created network-instance
from VIM, thisentryis not created.

Parameter Name Required Type Description
vlr-id M string Unique IDfor this VLR identity.
network M reference Reference to Network Descriptor used to create thisvirtual link
record.
vnfr M array of referencesto List of VNFs using this virtual link.
vnfr
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Secure Token Configuration

The UAS definesthe concept of secure token, an object that protects confidentiality. Whenever a configuration parameter isd efined, the
UAS makes sure:

m thisparameter isstored securelyin a database by applying AES based encryption.
m itisnotshown in plain text eitherin configuration or in any logs.

m  the parametersare passed over secure channel when the UAS passes these secure tokensto other entities over network. For
example, over SSH or HTTPS or viaencrypted storage (link cinder volumes).

When booting up the UAS, an encryption key is passed to the UAS and isstored in file system which only the root user can access. The
UAS uses thisencryption key to apply the encryption. Hence, none over APl interface can have accessto this key so there isno way to
decrypt the encrypted parameters on boarded to UAS as part of the configuration.

The UAS uses these secure token-based parameters in secure token credential descriptors or secure token SSH key descriptors to define
credentials (user name/password pair) or SSH keys.

The UAS definesthe following three roles based on which the secure token configurationis managed:

m  admin: Admin user which can edit the configuration.

m  oper: Operational user which has read-only access.

m  security-admin: This user has all admin privilegesalong with the capabilitiesto add and remove users, access rules.

The UAS definesaspecial type of secure token as object called Service Configuration Manager (SCM) to define these roles. Thissecure
token can be for the VDUs which provide API services. For example, UAS, VNF-EM, CF, ESC, and so on.

Operations

Configuring Secure Token
Operation: edit-config

Namespace: secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token"

Parameters:

Parameter Name Required | Type Description

secure-id M string Aunique ID assigned to thissecure token.

user 0 string User name for thiscredential. Thisis optional and used to allow secure
token within adescriptor that requires only password. For example, you
have afixed user name, thisstring is encrypted via AES, 128-bits
encryption using CBC mode.

password M string Password for this credential. Thisis mandatory. This string isencrypted
via AES, 128-bitsencryption using CBC mode.

Cisco Systems, Inc.  www.cisco.com
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Example RPC

<nc:rpc message-id="urn:uuid:e7aa5ed5-9f49-4d62-9£23-54b6b399c947"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>openstack</secure-id>
<user>admin</user>
<password>Cisco@123=</password>
</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>esc-login</secure-id>
<user>$8$Pv1HrYu+DSfLz70gDxwzL9v4g6r2gDRMgq7SnwiMMF4=</user>
<password>$8$RZ5GE0xZKKZ0Tg4ru8d5/D8wYFXr/cOvizZ/FWxjwliw=</password>
</secure-token>
</config>
</nc:edit-config>
</nc:rpc>

Notes:
m For security reasons, the input parametersfor the secure tokens can be provided in any of the following ways:

m Use a secure transport. NETCONF isa secure transport over SSH. Hence, the input provided over thistransport is protected. The same
appliesto REST over HTTPS.

m Logintothe UAS CLI over SSH.

m As these channelsare secure, you can provide the parameter values securely. Alternatively, you can encrypt the strings using the key
provided to UAS and pass that as input.

m OpenStack password ispassed as plaintext while ESC user name and passwords are encrypted and sent. Asthis isNETCONF RPC, the
payload is encrypted on wire and there isno need to provide encrypted input.

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:7a3dc711-0277-
4ff4-a820-2843bff89ed2" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
Configuring SSH Keys
Operation: edit-config

Namespace: ssh-key xmlns="http://www.cisco.com/usp/nfv/usp-secure-token"

Parameters:
Parameter Name Required | Type Description
ssh-key-id M string Aunique ID assigned to thissecure token.
private-key (e} string Private Key. This isoptional and used to allow secure token within a

descriptor that requires only public-key, for example, you need
authorized key to pass public key. This string isencrypted via AES, 128-
bits encryption using CBC mode.
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Parameter Name Required | Type Description

public-key M string Public Key. Thisis mandatory. This string isencrypted via AES, 128-bits
encryption using CBC mode.

Example RPC

<nc:rpc message-id="urn:uuid:95686204-b6fe-4449-a9cb-15932ad7d8d3"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<ssh-key xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<ssh-key-id>esc login</ssh-key-id>
<public-key>ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDNMi+HxG-
SKDbBL14sWAJROV5WPaJcJt 7KGAdSG3Etc70P1iYtKIfOLBlaoCNbIeCT4/KxhfLFujQAIHOW011etX3xsvZGENYrwLfgXCK-
wvNOfx4/4Lm3T1JiAPcVPFsQyt5/s583SMy0niEZONkZoFgQ/nXPsGrxfaqUGDr1GwnQ8wsZdFf/xgZbykBGd9eEpwuOL1SNxfEg—
DiTvGxWcQJ06zMN58aQh5TGKIe5mt jdd+82z58dz0D4eMKSM3THZt1H75fhnyO0VvDIP8aTOP~
jrGJIz4eXrGQ8uNDmPJIpMrBm300XUMSEEPXE34ZBDBrS02tgkluBK4£PNLOP6G8wOCcHOt root@akshay-uasl6</public-key>
</ssh-key>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:95686204-b6fe-
4449-a9cb-15932ad7d8d3" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
Configuring Secure SCM

Operation: edit-config

Namespace: scm xmlns="http://www.cisco.com/usp/nfv/usp-secure-token"

Parameters:
Parameter Name Required | Type Description
scm-id M string Aunique ID assigned to thissecure token.
admin M reference Login credentialsfor SCM Admin role. Reference to secure-token-
credential descriptor to enable “admin”role on APl engine.
oper M reference Login Credentials for SCM Operator role. Reference to secure-token-
credential descriptor to enable “oper”role on APl engine.
security M reference Login Credentialsfor SCM Security role. Reference to secure-token-
credential descriptor to enable “security” role on APl engine.
encryption-key M string Encryption key for APl engine to support secure tokens.
Example RPC

<nc:rpc message-id="urn:uuid:43e3f76b-6£5d-4bbl1-8d26-£13176£f7£fb5d"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
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<nc:target>
<nc:running/>
</nc:target>
<config>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>em-admin</secure-id>
<user>admin</user>
<password>Cisco@123=</password>
</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>em-oper</secure-id>
<user>oper</user>
<password>Cisco$12345=</password>
</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>em-security</secure-id>
<user>security</user>
<password>Cisco$123=</password>
</secure-token>
<scm xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<scm-id>scm</scm-id>
<admin>em-admin</admin>
<oper>em-oper</oper>
<security>em-security</security>
</scm>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:43e3f76b-6£5d-
4bb1-8d26-£f13176£f7fb5d" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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VIM Orchestrator Configuration

The UAS provides VIM-ORCHD configuration to deploy VIM orchestrator or undercloud. The UAS provides a generic set of APIsto deploy
undercloud and overcloud deployment. It integrates with different pluginsto manage specific types of deployment.

The VIM-ORCHD configuration comprises the following:
m  NetworkService Descriptor (NSD)
m  Secure token
m  VIM Orchestrator descriptor (vim-orchd)
m  NFVIinode
m  NFVI Point-of-Presence descriptor (nfvi-popd)
m  Securityserver
m  ContentDelivery Network (CDN) server
m  External Network
m  Provisioning Network

For information on configuring the secure tokens, see the Secure Token Configuration.

Operations

Configuring VIM-ORCHD
Operation: edit-config
Namespace: vim-orchd xmIns="http://www.cisco.com/usp/nfv/usp-vim-orch"

VIM-ORCHD Parameters:

Parameter Name Required | Type Description

vim-orch-id M string (1-16) Unique identifier for VIM Orchestrator descriptor.

hostname M string Hostname for VIM Orchestrator node.

domain-name M string Domain to be used for this VIM Orchestrator deployment.

dns M array of strings List of DNS serversto be used for name resolution in orchestrator node.

login-credential M secure-token Login credential to be configured in VIM Orchestrator for
authentication.

image M Inet:uri Red Hat image to be used for deploying VIM Orchestrator.

NFVI PoPD Parameters:

Cisco Systems, Inc.  www.cisco.com
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Parameter Name Required | Type Description
nfvi-pop-id M string Unique identifier for NFVI Point-Of-Presence descriptor.
description 0 string Detailed information about the use of this POPD.
deployment-flavor | M choice-string This specifiesthe number of VNFsthat are supported on the NFVI-POP
along with the type of hardware used. The number of VNFsthat can be
supported on an NFVI-POP dependson the availability of the compute
nodes.
e ucs-1-vnf: NFVI POP supporting 1 VNF deployment on UCS
hardware
e ucs-2-vnf: NFVI POP supporting 2 VNF deployment on UCS
hardware
e ucs-3-vnf: NFVI POP supporting 3 VNF deployment on UCS
hardware
e ucs-4-vnf: NFVI POP supporting 4 VNF deployment on UCS
hardware
nfvi-node-id M string Unique identifier forahardware node within a POP.
physical-server- M inet:ip-address IP-address to access the IPMl interface for that hardware node.
manager/ip-address
physical-server- M secure token Login credentialsto be used for IPMl interface authentication.
manager/login-
credential
NFVI Parameters:
Parameter Name Required | Type Description
id M string Associate the NFVInode identifier defined in NFVI-POPd that will be
used to host VIM Orchestrator VM.
ip-address M inet:ip-address IP address to access the host OS of the NFVI node (SSH).
login-credential M secure-token Authentication information to access the host OS of the NFVI node

(SSH).

Satellite Server Parameters:
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Parameter Name Required | Type Description

ip-address M inet:ip-address IP address of satellite server.

hostname M string Hostname of satellite server.

domain-name M string Domain name of satellite server.

organization M string Organization name to be used for Red Hat subscription.

activation- M string Activation key associated with the organization provided for Red Hat
subscription.

key

pool-id M string Pool identifier associated with aview exposed from satellite server.
Identifiesall the RPM'sthat are allowed to be accessed.

release-version O string RHEL release version to be locked.

This isan optional parameter and used to enable RHEL version locking
to host their own local repository using Red Hat's Satellite server.

If release-version is not provided, then it assumes the default version
which already exists.

NOTE: Thisconfigurationisapplicable for organizationsthat like to host their own local repository using Red Hat's Satellite Server

configuration.

CDN Server Parameters:

Parameter Name Required | Type Description

login-credential M secure-token Login credentialsto authenticate Red Hat CDN service for repository
access.

proxy M string Proxy server along with port number to access the external CDN service
provided by Red Hat.

pool-id M string Pool identifier associated with aview exposed from CDN server.

Identifiesall the RPMsthat are allowed to be accessed.

NOTE: This configuration isapplicable for organizations that like to use the Red Hat CDN Server to access the repositories for

installation.

External Network Parameters:

Parameter Name Required | Type Description

ip-address M inet:ip-address IP address to be assigned to the interface in VIM Orchestrator attached
to the external network.

netmask M inet:ip-address Netmask associated with the external network.

gateway-ip o inet:ip-address Gateway IP address to be associated with the interface attached to the

external network.

Provisioning Network Parameters:
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Parameter Name Required | Type Description

ip-address M inet:ip-address IP address to be assigned to the interface in VIM Orchestrator attached
to the provisioning network.

netmask M inet:ip-address Netmask associated with the provisioning network.

gateway-ip e} inet:ip-address Gateway IP address to be associated with the interface attached to the
provisioning network.

public-vip e} inet:ip-address Virtual IP address for public endpoints of undercloud services.

admin-vip o inet:ip-address Virtual IP address for admin endpoints of undercloud services.

dhcp-ip-range/start | O inet:ip-address Start of DHCP allocation range (inclusive) for PXE and DHCP of
overcloud instances.

dhcp-ip-range/fend | O inet:ip-address End of DHCP allocation range (inclusive) for PXE and DHCP of
overcloud instances.

inspection-ip- e} inet:ip-address Start of temporary IP addresses (inclusive) assigned to nodes while

range/start doingintrospection.

inspection-ip- o inet:ip-address End of temporary IP addresses (inclusive) assigned to nodes while

range/end doing introspection.

network-cidr o] inet:ip-address Network CIDR for neutron-managed network for overcloud instances.

masquerade- o inet:ip-address Network that is masqueraded for external access.

network

VCPU and Memory Parameters:

Parameter Name Required | Type Description
VCpus M uint16 Number of virtual CPUs to be allocated for VIM Orchestrator VM.
ram M uint32 Amount of memory (in Megabytes) to be allocated for VIM
Orchestrator VM.
root-disk M uint16 Amount of disk space (in Gigabytes) to be allocated for VIM
Orchestrator VM for root disk.
Example RPC

<nc:rpc message-id="urn:uuid:f49e76£f0-bebf-4597-8eed-7660ab9996£7"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd-id>sjc</nsd-id>
<vim-orch>sjc-vim-orch</vim-orch>
</nsd>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>cimc</secure-id>
<user>admin</user>
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<password>Cisco@123</password>
</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>stack</secure-id>
<user>stack</user>
<password>Cisco@123</password>
</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">
<secure-id>ssh-baremetal</secure-id>
<user>nfvi</user>
<password>Cisco@123</password>
</secure-token>
<nfvi-popd xmlns="http://www.cisco.com/usp/nfv/usp-vim-orch">
<nfvi-pop-id>seattle</nfvi-pop-id>
<deployment-flavor>ucs-1-vnf</deployment-flavor>
<nfvi-node>
<nfvi-node-id>node_0</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.4.1</ip-address>
<login-credential>cimc</login-credential>
</physical-server-manager>
</nfvi-node>
</nfvi-popd>
<vim-orchd xmlns="http://www.cisco.com/usp/nfv/usp-vim-orch">
<vim-orch-id>sjc-vim-orch</vim-orch-id>
<hostname>undercloud</hostname>
<domain-name>cisco.com</domain-name>
<dns>171.70.168.183</dns>
<login-credential>stack</login-credential>
<satellite-server>
<ip-address>10.23.252.119</ip-address>
<hostname>rh-satellite</hostname>
<domain-name>cisco.com</domain-name>
<organization>ultram</organization>
<activation-key>openstack 10</activation-key>
<pool-1d>8a977cf75c0ca9df015d2celcb4dl6ab</pool-id>
<release-version>7.5</release-version>
</satellite-server>
<external-network>
<ip-address>172.28.185.157</ip-address>
<netmask>255.255.255.0</netmask>
</external-network>
<provisioning-network>
<ip-address>192.200.0.1</ip-address>
<netmask>255.0.0.0</netmask>
<public-vip>192.200.0.2</public-vip>
<admin-vip>192.200.0.3</admin-vip>
<dhcp-ip-range>
<start>192.200.0.101</start>
<end>192.200.0.150</end>
</dhcp-ip-range>
<inspection-ip-range>
<start>192.200.0.201</start>
<end>192.200.0.250</end>
</inspection-ip-range>
</provisioning-network>
<network-cidr>192.0.0.0/8</network-cidr>
<masquerade-network>192.0.0.0/8</masquerade-network>
<flavor>
<vcpus>4</vcpus>
<ram>16384</ram>
<root-disk>100</root-disk>
<ephemeral-disk>0</ephemeral-disk>
<swap-disk>0</swap-disk>
</flavor>
<nfvi-node>
<id>node_0</id>
<ip-address>172.28.185.124</ip-address>
<login-credential>ssh-baremetal</login-credential>
</nfvi-node>
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<image>redhat</image>
</vim-orchd>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:£f49e76£f0-bebf-
4597-8eed-7660ab9996£f7" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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VIM Orchestrator Deployment

This section liststhe parametersthat can be configured to activate and deactivate the deployment of VIM orchestrator, and get the VIM-
ORCH deployment event notifications.

Operations

Deploying VIM Orchestrator

Operation: nsd:activate

Namespace: xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
nsd (0] array of references List of referencesto nested NSDs.
vim-orch o reference Reference to VIM ORCH descriptor.
Example RPC

<nc:rpc message-id="urn:uuid:a436e985-14ef-4842-8b08-£3dc283b4cl8"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc</nsd:nsd>
<nsd:vim-orch>sjc-vim-orch</nsd:vim-orch>
</nsd:activate>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:a436e985-14ef-
4842-8b08-£3dc283b4cl8" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1510937422-175985</transaction-id>
</rpc-reply>

Obtaining VIM-ORCH Deployment Event Notifications

Operation: get

Namespace: vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:
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Parameter Name Required Type Description

instance-id M string Aunique ID assigned to this descriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance ata given time.

descriptor-id M string Configuration descriptor ID. Thisis the descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-

action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as the type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).
steps-total 0] uint16 Total number of stepsrequired to be performed.
steps-completed 0] uint16 Total number of steps completed.

version 0] string Deployment version.

For more information on these notifications, see the UAS Notification Events.

Example Notifications

—-NOTIFICATIONS--
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:25:39.780562+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1511029539-662920</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:25:39.940343+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511029539-662920/1511029539-858786</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>requested</status>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:25:40.033405+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1511029539-662920</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:25:40.229241+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
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<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511029539-662920/1511029539-858786</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>in-progress</status>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:25:40.399002+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511029539-662920/1511029539-858786</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>84</steps-total>
<steps-completed>1</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:25:40.659163+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511029539-662920/1511029539-858786</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>84</steps-total>
<steps-completed>2</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T18:27:12.413675+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511029539-662920/1511029539-858786</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>84</steps-total>
<steps-completed>3</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
—-NOTIFICATION--

—--NOTIFICATION--
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T20:28:05.566872+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511034315-443685/1511034315-592919</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>84</steps-total>
<steps-completed>83</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T20:28:06.287822+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511034315-443685/1511034315-592919</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>84</steps-total>
<steps-completed>84</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
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<eventTime>2017-11-18T20:28:06.660426+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1511034315-443685/1511034315-592919</transaction-id>
<operation-type>activate-vim-orch-deployment</operation-type>
<status>success</status>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-18T20:28:06.811198+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1511034315-443685</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>
——-NOTIFICATION--

Obtaining VIM-ORCH Instance Information
Operation: get

Namespace: vim-orch xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper"/

Parameters:
Parameter Name Required Type Description
status M choice string Current deployment status (start, in-progress, error, or success).
steps-total 0] uint16 Total number of stepsrequired to be performed.
steps-completed 0] uint16 Total number of steps completed.
version ) string Deployment version.
Example RPC

<nc:rpc message-id="urn:uuid:e4840216-12e4-44ed-b888-3321aB8a7a711"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<nc:get>

<nc:filter type="subtree" =xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<vim-orch xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper"/>

</nc:filter>

</nc:get>

</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:e4840216-12e4-
44ed-b888-3321a8a7a711">
<data>
<vim-orch xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper">
<status>success</status>
<steps-total>84</steps-total>
<steps-completed>84</steps-completed>
<version>Red Hat OpenStack Platform release 10.0 (Newton)</version>
</vim-orch>
</data>
</rpc-reply>
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Deactivating VIM Orchestrator

Operation: nsd: deactivate

Namespace: nsd:deactivate xmlins:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
nsd 0 array of refer- | List of referencesto nested NSDs.
ences
vim-orch o) reference Reference to VIM ORCH descriptor.
Example RPC

<nc:rpc message-id="urn:uuid:ecld601l1-7ee8-4e6d-ad7b-£562d574c94a"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc</nsd:nsd>
<nsd:vim-orch>sjc-vim-orch</nsd:vim-orch>
</nsd:deactivate>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:ecld601l1l-7ee8-
4de6d-ad7b-£562d574c94a" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1510937718-671857</transaction-id>
</rpc-reply>
Obtaining Notifications Sent During Deactivation of VIM-ORCH Deployment
Operation: get

Namespace: vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to this descriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance ata given time.

descriptor-id M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull details about thisrequest.

operation-type M choice string Type of operation (same as type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).

steps-total o) uint16 Total number of stepsrequired to be performed.
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Parameter Name Required Type Description
steps-completed 0] uint16 Total number of steps completed.
version 0] string Deployment version.

For more information on these notifications, see the UAS Notification Events.

Example Notifications

——-NOTIFICATION—
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:18.841218+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1510937718-671857</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:18.984458+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>requested</status>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:19.111137+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1510937718-671857</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:19.380541+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>in-progress</status>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:19.532871+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>4</steps-total>
<steps-completed>1</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:20.193076+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
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<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>4</steps-total>
<steps-completed>2</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:20.294483+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>4</steps-total>
<steps-completed>3</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:21.087828+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>in-progress</status>
<steps-total>4</steps-total>
<steps-completed>4</steps-completed>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:21.424235+00:00</eventTime>
<vim-orchestrator-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-sjc-vim-orch</instance-id>
<descriptor-id>sjc-vim-orch</descriptor-id>
<transaction-id>1510937718-671857/1510937718-893572</transaction-id>
<operation-type>deactivate-vim-orch-deployment</operation-type>
<status>success</status>
</vim-orchestrator-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-17T16:55:21.634386+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1510937718-671857</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>
——-NOTIFICATION--
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The UAS provides VIM Descriptor (VIMD) configuration to deploy VIM such as OpenStack. The UAS providesageneric set of APlsfor VIM
deployment. It usesdifferent pluginsfor different types of VIM deployments.

The VIMD configuration comprises the following:
m  Network Security Descriptor (NSD)
m  VIMdescriptor (vimd)

m  NFVIinode
m  NFVIPoint-of-Presence descriptor (nfvi-popd)
m  VLAN pool
m  Allocation pool
m  Provisioning Network

Networking configuration parameters can be configured for various networks that are used for deployment and maintainenance of the
VIM operational state.

VLAN configuration specifiesthe VLAN range that isused to create neutron networks of type VLAN. The corresponding VLAN is
configured on the Switch and Spine for enabling trunked traffic from VMs.

Allocation pool configuration specifiesthe IP address range that is used by VIM-ORCH while orchestrating the VIM deployment. These IP
addresses are allocated to NFVI nodesfor various network types as part of VIM installation.

Operations

Configuring VIMD
Operation: edit-config
Namespace: vimd xmlns="http://www.cisco.com/usp/nfv/usp-vim"

VIMD Parameters:

Parameter Required | Type Description

Name

vim-orch-id M string Name of VIM-ORCH (OSPD) deployment that is used to deploy the VIM.

nfvi-pop-id M string Name of the NFVI Point-of-Presence that isused to deploy the VIM.
NOTE: Thisis the same nfvi-pop-id descriptor provided as part of VIM-ORCH descriptor
associated with this VIM deployment.

Cisco Systems, Inc.  www.cisco.com
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Parameter
Name

Required

Type Description

role

choice- Each identified nfvi-nodeis associated with arole that isinstalled and instantiated as part
string of the VIM deployment.

Possible rolesare as follows:
e vim-orch: NFVI node that isused for hosting VIM-ORCH VM
e vim-compute: NFVI node that isused for hosting compute services.
e vim-controller: NFVI node that isused for hosting controller services.

e  vim-osd-compute: NFVI node thatisused for hosting both compute as well as
storage services.

e vim-ceph-storage: NFVI node that isused for hosting ceph storage service only.

NOTE: For a successful VIM deployment, a minimum of 3 nodesfor vim-controller, 3 nodes
for vim-osd-compute and 1 node for vim-compute are required.

nfvi-nodes

string Name of NFVI node that needsto be associated/used for the VIM deployment.

Networking Parameters:

Parameter Name Required | Type Description
dns e} inet:ip-address Domain name server IP address used for name resolution.
ntp M inet:ip-address Network Time Protocol server that isused for time synchronization
across all NFVI nodesthat are used in VIM deployment.
network-types M choice string The following network types are used by VIM depending on the type of
traffic and node responsibility:
e internal-api: Internal APl used for private OpenStack Traffic
e tenant: Tenant Network Traffic used for VXLAN over VLAN
e storage: Public Storage Access. For example, Nova/Glance <--
> Ceph
e  storage-mgmt: Private Storage Access — Ceph background
cluster/replication
e  external: External Networking Access - Public API Access
ip-prefix M inet:ip-address CIDR used for the selected network.
vlan-id M uint16 Segmentation ID used for the selected network.
NOTE: If vlan-tag isset to true, then thisattribute isrequired.
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IP Allocation Pool Parameters:

Parameter Name Required | Type Description
start M uinti6 Start IP address of the range to be used for allocation (inclusive).
end M uinta6 End IP address of the range to be used for allocation (inclusive).

VLAN Pool Parameters:

Parameter Name Required | Type Description

start M uint16 Start VLAN-ID of the range to be used for allocation (inclusive).

end M uinti6 End VLAN-ID of the range to be used for allocation (inclusive).
Example RPC

<nc:rpc message-id="urn:uuid:af7c95b7-2e02-4dca-ad39-55572b898951"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd-id>sjc</nsd-id>
<vim>overc</vim>
</nsd>
<vimd xmlns="http://www.cisco.com/usp/nfv/usp-vim">
<vim-id>overc</vim-id>
<vim-orch-id>underc</vim-orch-id>
<nfvi-pop-id>sjc-pop</nfvi-pop-id>
<nfvi-nodes>
<id>node_1</id>
<role>vim-compute</role>
</nfvi-nodes>
<nfvi-nodes>
<id>node_2</id>
<role>vim-controller</role>
</nfvi-nodes>
<nfvi-nodes>
<id>node 3</id>
<role>vim-controller</role>
</nfvi-nodes>
<nfvi-nodes>
<id>node 4</id>
<role>vim-osd-compute</role>
</nfvi-nodes>
<nfvi-nodes>
<id>node_5</id>
<role>vim-osd-compute</role>
</nfvi-nodes>
<nfvi-nodes>
<id>node 6</id>
<role>vim-osd-compute</role>
</nfvi-nodes>
<networking>
<dns>171.70.168.183</dns>
<ntp>172.24.167.109</ntp>
<network-types>
<type>internal-api</type>
<ip-prefix>11.120.0.0/24</ip-prefix>
<vlan-id>20</vlan-id>
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<allocation-pool>
<start>11.120.0.10</start>
<end>11.120.0.200</end>
</allocation-pool>
</network-types>
<network-types>
<type>tenant</type>
<ip-prefix>11.117.0.0/24</ip-prefix>
<vlan-id>17</vlan-id>
<allocation-pool>
<start>11.117.0.10</start>
<end>11.117.0.200</end>
</allocation-pool>
</network-types>
<network-types>
<type>storage</type>
<ip-prefix>11.118.0.0/24</ip-prefix>
<vlan-id>18</vlan-id>
<allocation-pool>
<start>11.118.0.10</start>
<end>11.118.0.200</end>
</allocation-pool>
</network-types>
<network-types>
<type>storage-mgmt</type>
<ip-prefix>11.119.0.0/24</ip-prefix>
<vlan-id>19</vlan-id>
<allocation-pool>
<start>11.119.0.10</start>
<end>11.119.0.200</end>
</allocation-pool>
</network-types>
<network-types>
<type>external</type>
<ip-prefix>172.21.203.0/24</ip-prefix>
<vlan-id>101</vlan-id>
<allocation-pool>
<start>172.21.203.120</start>
<end>172.21.203.150</end>
</allocation-pool>
<default-route>172.21.203.1</default-route>
</network-types>
<vlan-pool>
<start>1001</start>
<end>1150</end>
</vlan-pool>
</networking>
</vimd>
<nfvi-popd xmlns="http://www.cisco.com/usp/nfv/usp-vim-orch">
<nfvi-pop-id>sjc-pop</nfvi-pop-id>
<deployment-flavor>ucs-1-vnf</deployment-flavor>
<nfvi-node>
<nfvi-node-id>node_1</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.1.2</ip-address>
<login-credential>cimc</login-credential>
</physical-server-manager>
</nfvi-node>
<nfvi-node>
<nfvi-node-id>node_ 2</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.1.3</ip-address>
<login-credential>cimc</login-credential>
</physical-server-manager>
</nfvi-node>
<nfvi-node>
<nfvi-node-id>node_3</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.1.4</ip-address>
<login-credential>cimc</login-credential>
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</physical-server-manager>
</nfvi-node>
<nfvi-node>
<nfvi-node-id>node_4</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.1.5</ip-address>
<login-credential>cimc</login-credential>
</physical-server-manager>
</nfvi-node>
<nfvi-node>
<nfvi-node-id>node_5</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.1.6</ip-address>
<login-credential>cimc</login-credential>
</physical-server-manager>
</nfvi-node>
<nfvi-node>
<nfvi-node-id>node_6</nfvi-node-id>
<physical-server-manager>
<ip-address>192.100.1.7</ip-address>
<login-credential>cimc</login-credential>
</physical-server-manager>
</nfvi-node>
</nfvi-popd>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:af7c¢95b7-2e02-
4dca-ad39-55572b898951" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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This section liststhe parametersthat can be configured to activate and deactivate the deployment of VIM, and also to receive the VIM
deployment event notifications.

Operations

Deploying VIM
Operation: nsd:activate

Namespace: xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
nsd (0] array of references List of referencesto nested NSDs.
vim-orch o reference Reference to VIM ORCH descriptor.
Example RPC

<nc:rpc message-id="urn:uuid:blc07c6a-a423-4bde-87ab-325772b74057"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc</nsd:nsd>
<nsd:vim>overc</nsd:vim>
</nsd:activate>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:blc07c6a-a423-
4bde-87ab-325772b74057" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1512559306-003767</transaction-id>
</rpc-reply>

Obtaining VIM Deployment Event Notifications

Operation: get

Namespace: vim-deployment-event xmlIns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Cisco Systems, Inc.  www.cisco.com
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Parameter Required | Type Description

Name

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create operational
record for thisinstance. Hence, you can pull operational record for thisinstance atagiven
time.

descriptor-id | M string Configuration descriptor ID. Thisis the descriptor ID, UAS is acting on and thisis being pro-

vided as part of the request. This descriptor ID has the associated configuration.

transaction- M string Unique transaction ID assigned to thisinstantiation job. You can use this transaction ID to
id pull details about thisrequest.
operation- M choice Type of operation (same as type of transaction)
type string
status M choice Current deployment status (start, in-progress, error, or success).
string
steps-total o) uint16 Total number of stepsrequired to be performed.
steps-com- 0] vint16 Total number of steps completed.
pleted
version 0] string Deployment version.

For more information on these notifications, see the UAS Notification Events.

Example Notifications

——NOTIFICATION--
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T11:21:46.041655+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512559306-003767</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T11:21:46.084914+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512559306-003767/1512559306-061122</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>requested</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T11:21:46.149838+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512559306-003767</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
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<eventTime>2017-12-06T11:21:46.233761+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512559306-003767/1512559306-061122</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T11:21:46.685003+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512559306-003767/1512559306-061122</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>16</steps-total>
<steps-completed>1</steps-completed>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T11:23:16.490033+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512559306-003767/1512559306-061122</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>16</steps-total>
<steps-completed>2</steps-completed>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T11:23:16.571842+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512559306-003767/1512559306-061122</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>16</steps-total>
<steps-completed>3</steps-completed>
</vim-deployment-event>
</notification>
—--NOTIFICATION—

——-NOTIFICATION—
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T14:54:50.567356+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512568561-810025/1512568561-881703</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>16</steps-total>
<steps-completed>14</steps-completed>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T14:54:50.705921+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512568561-810025/1512568561-881703</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>16</steps-total>
<steps-completed>14</steps-completed>
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</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T14:54:50.793489+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512568561-810025/1512568561-881703</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>16</steps-total>
<steps-completed>16</steps-completed>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T14:54:55.69771+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512568561-810025/1512568561-881703</transaction-id>
<operation-type>activate-vim-deployment</operation-type>
<status>success</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T14:54:55.828175+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512568561-810025</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>
—-NOTIFICATION--

Obtaining VIM Instance Information

Operation: get

Namespace: vimr xmlIns="http://www.cisco.com/usp/nfv/usp-nfvi-oper"

Parameters:
Parameter Name | Required | Type Description
status M choice string | Current deployment status (start, in-progress, error, or success).
steps-total e} uint16 Total number of stepsrequired to be performed.
steps-completed | O uint16 Total number of steps completed.
version O string Deployment version.
Example RPC

<nc:rpc message-id="urn:uuid:196d4145-bdc5-4537-%9aa0-655a3dd597b2"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<nc:get>

<nc:filter type="subtree">
<vimr xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>
</nc:filter>
<data </nc:get>

</nc:rpc>
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Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:196d4145-bdc5-

4537-9aa0-655a3dd597b2"
<data>
<vimr xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper">
<status>success</status>
<steps-total>16</steps-total>
<steps-completed>16</steps-completed>
<version>Red Hat OpenStack Platform release 10.0 (Newton)</version>
</vimr>
</data>
</rpc-reply>

Obtaining NFVINode Instance Information
Operation: get

Namespace: nfvi-node xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper"/

Parameters:
Parameter Name Required | Type Description
id M string Associate the NFVInode identifier defined in NFVI-POPd that will be
used to host VIM Orchestrator VM.
ip-address M inet:ip-address IP address to access the host OS of the NFVI node (SSH).
login-credential M secure-token Authentication information to access the host OS of the NFVI node
(SSH).
Example RPC

<nc:rpc message-id="urn:uuid:196d4145-bdc5-4537-%9aa0-655a3dd597b2"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:get>
<nc:filter type="subtree">
<vimr xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>
</nc:filter>
<data </nc:get>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:e3660858-d936-

4ed6-b838-c86012c87306" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<nfvi-node xmlns="http://www.cisco.com/usp/nfv/usp-nfvi-oper">

<nfvi-node-id>node 1</nfvi-node-id>

<status>up</status>

<role>vim-compute</role>

<physical-server-manager>
<firmware-version>2.0 (10e)</firmware-version>
<ip-address>192.100.1.2</ip-address>
<bios-version>C240M4.2.0.10e.0.0620162114</bios-version>

</physical-server-manager>

<storage-device>
<id>/dev/sda</id>
<size>1143845</size>
<is-journal>false</is-journal>

</storage-device>

<network-device>
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<id>enol</id>

</network-device>

<network-device>
<id>eno2</id>

</network-device>

<network-device>
<id>enpl0s0f0</id>
<physnet-id>phys pciel 0</physnet-id>

</network-device>

<network-device>
<id>enpl0s0fl</id>
<physnet-id>phys pciel 1</physnet-id>

</network-device>

<network-device>
<id>enpl33s0£0</id>
<physnet-id>phys pcie4 0</physnet-id>

</network-device>

<network-device>
<id>enpl33s0fl</id>
<physnet-id>phys pcie4 1</physnet-id>

</network-device>

<network-device>
<id>enp6s0</id>

</network-device>

<network-device>
<id>enp7s0</id>

</network-device>

</nfvi-node>
-—SNIP--
</data>
</rpc-reply>

Deactivating VIM

Operation: nsd:deactivate

Namespace: nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
nsd o) array of refer- | List of referencesto nested NSDs.
ences
vim-orch 0] reference Reference to VIM ORCH descriptor.
Example RPC

<nc:rpc message-id="urn:uuid:79d8620c-7f2e-4177-b249-c64ebcfa7ba7"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc</nsd:nsd>
<nsd:vim>overc</nsd:vim>
</nsd:deactivate>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:ecld6011l-7ee8-
4eb6d-ad7b-£562d574c94a" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1510937718-671857</transaction-id>
</rpc-reply>
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Obtaining Notifications Sent During Deactivation of VIM Deployment
Operation: get

Namespace: vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Required | Type Description

Name

instance-id M string Aunique ID assigned to this descriptor instance. The same ID isused to create operational
record for thisinstance. Hence, you can pull operational record for thisinstance atagiven
time.

descriptor-id | M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis being pro-
vided as part of the request. This descriptor ID has the associated configuration.

transaction- M string Unique transaction ID assigned to thisinstantiation job. You can use this transaction ID to

id pull details about thisrequest.

operation- M choice Type of operation (same as type of transaction)

type string

status M choice Current deployment status (start, in-progress, error, or success).

string

steps-total o) uint16 Total number of stepsrequired to be performed.

steps-com- (0] uint16 Total number of steps completed.

pleted

version 0] string Deployment version.

For more information on these notifications, see the UAS Notification Events.

Example Notifications

——-NOTIFICATION—
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:20:15.134662+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512580815-086203</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:20:15.217999+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512580815-086203/1512580815-176728</transaction-id>
<operation-type>deactivate-vim-deployment</operation-type>
<status>requested</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:20:15.300633+00:00</eventTime>
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<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512580815-086203</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:20:15.386493+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512580815-086203/1512580815-176728</transaction-id>
<operation-type>deactivate-vim-deployment</operation-type>
<status>in-progress</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:20:15.806708+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512580815-086203/1512580815-176728</transaction-id>
<operation-type>deactivate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>4</steps-total>
<steps-completed>1</steps-completed>
</vim-deployment-event>
</notification>
——SNIP—
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:22:29.376443+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512580815-086203/1512580815-176728</transaction-id>
<operation-type>deactivate-vim-deployment</operation-type>
<status>in-progress</status>
<steps-total>4</steps-total>
<steps-completed>4</steps-completed>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:22:29.482085+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:overc</instance-id>
<descriptor-id>overc</descriptor-id>
<transaction-id>1512580815-086203/1512580815-176728</transaction-id>
<operation-type>deactivate-vim-deployment</operation-type>
<status>success</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T17:22:29.540793+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512580815-086203</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>
——NOTIFICATION--
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VNF package containsthe software images and the configuration files. This VNF software package is based on USP packaging manifest

to identify the imagesfor different VDUs automatically.

Typically, VNF packages are defined within NSD. Hence, acomplete NSD can be activated or a specific VNF package within NSD can be

activated.

Once the VNF package is on boarded successfully, images are created on VIM and local vnf-package-instance is created. The UAS
removesthe package content from local storage and keeps metadata to have mapping between on-boarded artifactsto VDU image and
the configuration files. The VDU refersthe VNF package and the UAS automatically populates correct resource based on this manifest

information.

The following figure depictsthe UAS package management workflow.

API-Agent/User

API-Agent/User

UAS Package Management Workflow

UAS VIM
Commit VNF Package configuration -
Validate Configuration :)
< RPC reply (success/error)
Invoke activate RPC
-
Download Package :)
Validate the package :
Upload s/w images from the package to VIM -
< Image uploaded successfully.
Download configuration files and onboard on UAS :)
< send notification for successful activate
Create VNF Package instance :)
UAS VIM

Cisco Systems, In

www.websequencediagrams.com
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Operations

Configuring VNF Package
Operation: edit-config

Namespace: vnf-packaged xmlns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
vnf-package-id M string Aunique ID assigned to this package instance. The same ID isused to
create operational record for thisinstance. Hence, you can pull
operational record for thisinstance at a given time.
name (0] string Name of the VNF package to be on-boarded.
checksum (0] string MDs checksum of the on-boarded VNF package.
location M url string URL location to download this package.
validate-signature o bool Specifieswhether the Digital signature validation functionality is
enabled or disabled. Default value is“true”.
vdu-image (0] string VDU manifest to map images. This is a place holder to onboard third-
party images. For Ultra-M UAS automatically drives this binding and
nothing isrequired explicitly.
configuration (0] array of configurations Set of Day-O / Day-N configuration fileswhich can be shared across
VNFsduring deployment.
Example RPC

<nc:rpc message-id="urn:uuid:e2f5e6f5-9%9aab-4941-b19d-e2f9%ebel7e2f"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<vnf-packaged xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vnf-package-id>usp 5 7</vnf-package-id>
<checksum>3e760110843d2167befel0b9bd350589c</checksum>
<location>http://10.23.252.162/firmwares/usp-5_7 M0-2045.iso</location>
<configuration>
<name>staros</name>
<external-url>http://10.23.252.162/system.cfg</external-url>
</configuration>
</vnf-packaged>
</config>
</nc:edit-config>
</nc:rpc>

Example Output

< <rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:e2f5e6f5-%aab-
4941-bl9d-e2f9%ebel7e2f" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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This section describesthe parametersthat can be used to activate or deactivate the VNF package within NSD.

Operations

Activating VNF Package

Operation: nsd:activate

Namespace: nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:

Parameter Name Required Type Description

nsd-id M string (2-16) NSD identifier

version o string NSD version

vim-orch o} reference Reference to VIM ORCH descriptor.

vim-orch-identity e} reference Reference to VIM descriptor used to provide vim-orchestrator identity
for deployment.

vim (0] reference Reference to VIM descriptor.

fmd (0] reference Reference to Fault Management Descriptor.

vim-artifact 0 reference Reference to VIM artifact descriptor used to provision the set of
parameters on VIM to on board VNFs.

vim-identity Oo* reference Reference to VIM identity used to manage VIM resources. It is
mandatory to deploy VNFs.

vnf-package (0] array of references This isthe list of referencesto VNF package descriptors. These VNF
packages are referred under VDU for software images and day-
zero/day-n configuration files.

vld (0] array of references List of Virtual Link Descriptors (VLD) to be used to connect different
VNFswithin Network Service domain.

vnfd (0] array of references List of referencesto VNFDs used to build thisNSD.

nsd (0] array of references List of referencesto nested NSDs.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Example RPC

<nc:rpc message-id="urn:uuid:bac690a2-08af-4c9f-8765-3c907d6el2ba"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
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<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc-autoit</nsd:nsd>
<nsd:vnf-package>usp 5 7</nsd:vnf-package>

</nsd:activate>

</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:bac690a2-08af-
4c9f-8765-3c907d6el2ba" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1509753321-443353</transaction-id>

</rpc-reply>

Obtaining VNF Package Deployment Event Notifications

Operation: get

Namespace: vnf-package-deployment-event xmins="http://www.cisco.com/usp/nfv/usp-uas-common-oper'

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to this descriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance at a given time.

descriptor-id M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull details about thisrequest.

operation-type M choice string Type of operation (same as the type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).

steps-total ) uint16 Total number of stepsrequired to be performed.

steps-completed ) uint16 Total number of steps completed.

version 0] string Deployment version.

For more information on these notifications, see the UAS Notification Events.

Example Notifications

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

04T00:26:39.1485+00:00</eventTime>

<ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509755199-129552</transaction-id>
<operation-type>activate-ns-deployment</operation-type>

<status>requested</status>

</ns-deployment-event>

</notification>
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<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

04T00:26:39.224654+00:00</eventTime>

<ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509755199-129552</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>

</ns-deployment-event>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

04T00:26:39.241244+00:00</eventTime>

<vnf-package-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>usp 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1509755199-129552</transaction-id>
<operation-type>activate-vnf-package</operation-type>
<status>in-progress</status>

</vnf-package-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

04T00:30:50.574914+00:00</eventTime>

<vnf-package-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper'>
<instance-id>usp 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1509755199-129552</transaction-id>
<operation-type>activate-vnf-package</operation-type>
<status>success</status>

</vnf-package-deploy

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

04T00:30:50.617232+00:00</eventTime>

<ns-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509755199-129552</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>success</status>

</ns-deployment-event>

</notification>

Obtaining VNF Package Operational Instance Information

Operation: get

Namespace: vnf-packager xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

VNF Package Operational Parameters:

Parameter Name Required | Type Description
vnf-package-id M string VNF Package Instance ID. This is built using the version pulled from
actual build-manifest file.
vnf-package M reference Reference to VNF Package Descriptor used for onboarding.
signature o} string VN package signature
version ] string Software version at the VNF package level.
image o array of VDU image List of VDU images.
instance
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Parameter Name

Required

Type

Description

configuration

]

array of configurations

List of configuration files on boarded as part of this package.

VDU Image Instance Parameters:

Parameter Name Required | Type Description
image-id M string Unique image ID for this VDU.
image-uri M string Image location within the VNF package.
vim-id M string Image UUID as on boarded on VIM.
version o] string Software version for this VDU image.
disk-format M string Disk format for the image. Most of the USP VDU images are in ‘qcow2’
format.
VDU Configuration Parameters:
Parameter Name Required | Type Description
configuration-id M string Unique configuration ID.
data-id M string Unique ID of this configuration asstored in the backend database.
Example RPC

<nc:rpc message-id="urn:uuid:76a6c455-38bf-456d-b3a4-6cdf385caal6”
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<nc:get>

<nc:filter type="subtree">
<vnf-packager xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<vnf-package-id>5.7.M0-2045</vnf-package-id>

</vnf-pack
</nc:filter>
</nc:get>
</nc:rpc>

Example Output

ager>

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:76a6c455-38bf-
456d-b3a4-6cdf385caal6" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>

<vnf-packager xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<vnf-package-id xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">5.7.M0-2045</vnf-package-id>
<vnf-package>usp 5 7</vnf-package>
>pub  2048R/83240473 2017-04-18 USP build team (USP_RPM.dev) <usp-devops-

<signature
engglcisco.com>
</signature>

<version>Version:

<image>

5.7.M0, SHAl: 25edc28,

Build-Number: 2045</version>

<image-id>application-function</image-id>

<image-uri>/ugp-bundle/qvpc-di-xf.qcow2</image-uri>
<vim-id>11b2fad2-29cf-4ea8-b6a5-8£114809e341</vim-id>
<version>Version: 21.4.0.68082, SHAl: NA, Date:

<disk-format>gcow2</disk-format>
</image>

84

Thu Oct 12 13:54:12 PDT 2017</version>



VNF Package Deployment

<image>
<image-id>cisco-esc</image-id>
<image-uri>/vnfm-bundle/ESC-3_0_ 1 9.gcow2</image-uri>
<vim-id>7e8lcae9-5ea5-4946-b6a7-4bf14£f0b7dd6</vim-id>
<version>Version: 3.0.1.9, SHAl: 2ebdell, Date: Thu Oct 05 22:17:40 EDT 2017</version>
<disk-format>gcow2</disk-format>

</image>

<image>
<image-id>control-function</image-id>
<image-uri>/ugp-bundle/qvpc-di-cf.qgcow2</image-uri>
<vim-id>741566b1-c041-4690-805d-95cab7bfc812</vim-id>
<version>Version: 21.4.0.68082, SHAl: NA, Date: Thu Oct 12 13:54:12 PDT 2017</version>
<disk-format>gcow2</disk-format>

</image>

<image>
<image-id>element-manager</image-id>
<image-uri>/em-bundle/em-5_7 0 1481.gcow2</image-uri>
<vim-id>13b9810a-52f6-40af-b2a3-4807970acd4fb</vim-id>
<version>Version: 5.7.0, SHAl: 2aaab5dl, Date: Thu Oct 12 22:59:50 EDT 2017</version>
<disk-format>qgcow2</disk-format>

</image>

<image>
<image-id>network-function</image-id>
<image-uri>/ugp-bundle/gvpc-di-xf.qcow2</image-uri>
<vim-id>11b2fad2-29cf-4ea8-b6a5-8£114809e341</vim-id>
<version>Version: 21.4.0.68082, SHAl: NA, Date: Thu Oct 12 13:54:12 PDT 2017</version>
<disk-format>gcow2</disk-format>

</image>

<image>

<image>
<image-id>session-function</image-id>
<image-uri>/ugp-bundle/qvpc-di-xf.qcow2</image-uri>
<vim-id>11b2fad2-29cf-4ea8-b6a5-8£114809e341</vim-id>
<version>Version: 21.4.0.68082, SHAl: NA, Date: Thu Oct 12 13:54:12 PDT 2017</version>
<disk-format>qgcow2</disk-format>

</image>

<image>
<image-id>uas</image-id>
<image-uri>/uas-bundle/usp-uas-5.7.0-1607.gcow2</image-uri>
<vim-id>ec056aad-1707-4aef-84c0-2b5090b30£f9b5</vim-id>
<version>Version: 5.7.0, SHAl: 5841482, Date: Thu Oct 12 17:02:16 EDT 2017</version>
<disk-format>gcow2</disk-format>

</image>

<configuration>
<configuration-id>staros</configuration-id>
<data-1d>1509755437-23</data-id>

</configuration>

</vnf-packager>
</data>
</rpc-reply>

Deactivating VNF Package

Operation: nsd:deactivate

Namespace: nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
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Parameter Name Required Type Description
nsd 0 array of refer- | List of referencesto nested NSDs.
ences
vnf-package o) array of refer- | Thisisthe list of referencesto VNF package descriptors. These VNF packages
ences are referred under VDU for software images and day-zero/day-n configuration
files.
Example RPC

<nc:rpc message-id="urn:uuid:bfd955ed-c8fe-42f4-ac20-79a99%9ed23a99"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc-autoit</nsd:nsd>
<nsd:vnf-package>usp 5 7</nsd:vnf-package>
</nsd:deactivate>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:bfd955ed-c8fe-
42f4-ac20-79a99ed23a99" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1509763741-816325</transaction-id>
</rpc-reply>
Obtaining Notifications Sent During Deactivation of VNF Package
Operation: get

Namespace: vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance ata given time.

descriptor-id M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).

steps-total o) uint16 Total number of stepsrequired to be performed.

steps-completed 0] uint16 Total number of steps completed.

version ) string Deployment version.
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For more information on these notifications, see the UAS Notification Events.

Example Notifications

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T02:49:01.834933+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509763741-816325</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T02:49:01.906268+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509763741-816325</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T02:49:01.917122+00:00</eventTime>
<vnf-package-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>usp_ 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1509763741-816325</transaction-id>
<operation-type>deactivate-vnf-package</operation-type>
<status>in-progress</status>
</vnf-package-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0"><eventTime>2017-11-

04T02:49:13.768601+00:00</eventTime>

<vnf-package-deployment-event xmlns='http://www.cisco.com/usp/nfv/usp-uas-common-oper"'>
<instance-id>usp 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1509763741-816325</transaction-id>
<operation-type>deactivate-vnf-package</operation-type>
<status>success</status>

</vnf-package-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T02:49:13.768601+00:00</eventTime>
<vnf-package-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>usp 5 7-instance</instance-id>
<descriptor-id>usp 5 7</descriptor-id>
<transaction-id>1509763741-816325</transaction-id>
<operation-type>deactivate-vnf-package</operation-type>
<status>success</status>
</vnf-package-deployment-event>
</notification>
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Virtual links provide connectivity among VNFswithin NSD or among VNFC instances within VNFD. Hence, the following two types of
virtual links are defined:

m  External Virtual Link: These are the virtual links defined at NSD level and used to connect different VNFs within NSD.
m  Internal Virtual Link: These are virtual links defined within VNFD and provide local networking within VNF domain.

The UAS is meant to on board only Ultra VNFs hence named VLDs are defined at NSD level. These VLDs are used as virtual link within
connection pointsin VNFD.

The following are the different typesof VLDs defined at NSD level:

m  Orchestration: This virtual linkisused for orchestration purposes. The UAS, VNF-EM and VNFM use this virtual link to perform
lifecycle management.

m  Management: Thisvirtual linkisused in Ultra VNFsto expose external connection point mainly to connect VNF outside, for example,
associating floating IP.

m  Service: Thisisan external network which VNF can use to communicate with, for example, service network for Ultra UGP platform or
Policy network for Ultra CPS platform.

The following figure shows how these networks are used. Management network is optional and orchestration network s connected to

router and associated with a floating IP. But it isrecommended to have orchestration network as non-routable to isolate internal traffic
within service domain.

Ultra-Gateway-1 Ultra-Gateway-2 Ultra-Gateway-3

Orchestration

Management o

VNFM (ESC)

Typically, internal virtual links are OAM networks used to form clustering within V NF itself. For example, VPC Dl internal network. These
networks are available within the VNF domain.

Virtual Link Descriptor Configuration Parameters

Operation: edit-config
Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
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Parameter Name Required Type Description
vld-id M string Unique ID for the virtual link.
vl-type M choice string Virtual link type. It can be one of the following values:
e orchestration
e management
e  service
nw-type M choice string Network type can be one of the following:
e descriptor: UAS usesthe referred descriptor to create
network on VIM.
e vim-resource: UAS assumes the networkis pre-created on
network.
network M* reference This isrequired when nw-type isselected as “descriptor” and it should
point to a valid network descriptor from the catalog.
network-instance M* reference Reference to networkinstance which provided details about the
network pre-created on VIM. Thisisrequired when ‘nw-type”is
selected as“vim-resource”.
* - Denotes the default requirement ofthe attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Operations

Configuring Network Descriptor

Operation: edit-config

Namespace: network xmlns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
network-id M string Network Descriptor ID.
ip-prefix M inet:ip-prefix IP subnet for this network, defined in CIDR format.
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Parameter Name Required Type Description
type M choice string Networktype can be one of the following:
e vlan: VLAN Based virtio network
e sriov-flat: SRIOV Flat network
e  sriov-vlan: SRIOV VLAN-based network
e internal: Internal networks. These networks are not created
on VIM but passed to backend and networks are internal to
the VM.
e local: Host local network
Default value is“vlan”.
dhcp (0] bool Enable or disable DHCP. Defaultis“true”.
gateway O inet:ip-address Gateway IP address if applicable.
vlan-tag (0] bool Applicable only when “type”is “sriov-flat”. Set it true if VM is
supposed to tag VLAN on SRIOV flat network.
vlan (0] int (0..4096) VLAN ID for thisnetwork. It is amandatory configuration when vlan-
tag isenabled.
ip-allocation-pool o* array of IP allocation List of IP Allocation Pool descriptors. This isrequired only when DHCP
pool isdisabled and you want UAS to manage the allocation of IPsfrom the
specific pool. Hence, it isamandatory parameter if DHCP is set to
False.
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Example RPC

<nc:rpc message-id="urn:uuid:fad4fc696-0c89-454e-b438-ca8blac53eb3"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<network xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<network-id>orchestration</network-id>
<ip-prefix>10.10.10.0/24</ip-prefix>
<gateway>10.10.10.1</gateway>
<router>main</router>
</network>
<network xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<network-id>di-internal</network-id>
<ip-prefix>192.168.2.0/24</ip-prefix>
</network>
<network xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<network-id>service-network</network-id>
<ip-prefix>88.88.88.0/24</ip-prefix>
</network>
</config>
</nc:edit-config>
</nc:rpc>
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Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:b9dcl1383-4f52-
4be0-9e14-3c2726758e65" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

Configuring Network Instance

Operation: edit-config

Namespace: network-instance xmlns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
network-id M string Network Name or UUID as created on VIM.
ip-prefix M inet:ip-prefix IP subnet for this network, defined in CIDR format.
type (0] choice string Network type can be one of the following:
e vlan: VLAN Based virtio network
e  sriov-flat: SRIOV Flat network
e  sriov-vlan: SRIOV VLAN-based network
e internal: Internal networks. These networks are not created
on VIM but passed to backend and networks are internal to
the VM.
e local: Host local network
Default value is"vlan”.
dhcp (e} bool Enable or disable DHCP. Defaultis“true”.
gateway (e} inet:ip-address Gateway IP address if applicable.
vlan-tag o bool Applicable only when “type”is “sriov-flat”. Set it true if VM is
supposed to tag VLAN on SRIOV flat network. Default is “false”.
vlan 0O int (0..4096) VLAN ID for thisnetwork. It is amandatory configuration when vlan-
tag isenabled. By default VIM auto-assigns the VLAN ID for this
network. You can also set thisvalue if you want a specific VLAN ID to
be used on this network.
ip-allocation-pool o* array of IP allocation List of IP Allocation Pool descriptors. This isrequired only when DHCP
pool isdisabled and you want UAS to manage the allocation of IPsfrom the
specific pool. Hence, it isamandatory parameter if DHCP is set to
False.
physnet (o) string Physnet name in case network type is based on SRIOV - “sriov-flat” or
“sriov-vlan”.
router 0 string Name of the router if you want this network to have external

connectivity. The UAS creates an interface on router for this network
hence this network becomes “routable”.
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Parameter Name Required Type Description

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M )andatory to
(O)ptional depending on use case scenario.

Example RPC

<nc:rpc message-id="urn:uuid:b0a509c7-9e67-475b-9cld-bd7d45b28cla"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<network-instance xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<network-id>sjc-pgw-mgmt</network-id>
<ip-prefix>100.100.100.0/24</ip-prefix>
<gateway>100.100.100.1</gateway>
</network-instance>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:b0a509c7-9e67-
475b-9cld-bd7d45b28cla" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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VIM ldentity Configuration

VIM identity contains the necessary information to access VIM. The UAS uses this VIM identity for the following two purposes:

m  Access VIMto allocate/provision resources

m  Pass onthe VIMidentity to VNFM to on board VNF on a specific VIM. For example, in case of Cisco ESC as VNFM, this VIM identity
serves the purpose of VIM connector. You can use different VIM identities to on board different VNFson VIM. This provides
user/project/tenant level isolation in terms of security and access.

Operations

Configuring VIM ldentity

Operation: edit-config

Namespace: vim xmlIns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
vim-id M string (1..16) Unique ID for this VIM identity.
api-version o) choice string API version. For example, on OpenStack, it should be one of the
following:
e “v2": OS Identity API Version-2
e  "v3": OS Identity API Version-3
Default value is OS Identity APl Version-2.
auth-url M url Authentication URL
user M secure-token User credential
tenant M string Tenant name on thisVIM.
domain-name o* string Domain name on VIM. This isrequired only if VIM type is OpenStack
and APl version is selected as V3.
project o* string Project Name. This isrequired only if VIM type is OpenStack and API

version isselected as V3.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Example RPC

<nc:rpc message-id="urn:uuid:5c9%e7ee5-79b6-416d-a096-6ebc32d28709"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>

<nc:target>
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<nc:running/>
</nc:target>
<config>
<vim xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vim-id>viml</vim-id>
<api-version>v2</api-version>
<auth-url>http://172.21.201.213:5000/v2.0</auth-url>
<user>openstack</user>
<tenant>akssingh</tenant>
</vim>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:5c9%e7ee5-79b6~-
416d-a096-6ebc32d28709" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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VIM Artifact descriptor contains aset of parametersto be provisioned on VIM before VNFs are on boarded. The actual operationsare
performed at each descriptor level; hence the notificationsevents are generated at each descriptor.

Operations

Configuring VIM Artifacts
Operation: edit-config
Namespace: vim-artifactd xmlIns="http://www.cisco.com/usp/nfv/usp-uas-common"

VIM Artifacts Descriptor Parameters:

Parameter Name Required Type Description

vim-artifact-id M string Artifact descriptor ID, uniquely identifies the descriptor within the
service.

description (e} string User augmented notes/descriptor for this.

router-id (0] array of references List of referencesto router descriptorsto be created.

vnf-rack-id (0] array of references List of referencesto VNF rack descriptorsto be created.

tenant (0] array of references List of referencesto tenant descriptors.

Router Descriptor Parameters:

Parameter Name Required Type Description
router-id M string Unique identifier to router descriptor.
external-network M string External network name to associate thisrouter.

VNF Rack Management Parameters:

VNF rack isa logical grouping of compute hosts and used to map the resourcesfor specific VNFs. Thisis equivalent to Availability Zones/
Host aggregate in case of OpenStack. For the deployment where UAS isused to on board multiple VNFs such as Ultra-M, it becomes
handy to manage placements. VNF racks are created at NSD level and it can be used in VDUs as one of the placement filters.

Parameter Name Required Type Description

vnf-rack-id M string VNF rack descriptor ID.

description (0] string User-defined metadatafor description/notes.

host-aggregate M array of host- List of host aggregate descriptors.
aggregation

Cisco Systems, Inc.  www.cisco.com
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Tenant Provisioning and Management Parameters:

Parameter Name Required Type Description

tenant-id M string Tenant name.

login-credential M secure-token Login credentialsto be configured for thistenant authorization.
tenant-role M choice string Tenant role that is mapped to rights and privilegeson the VIM.

Default value is“"admin”. The role can be one of the following:

e resellerAdmin: Cloud provider administrator

e admin: Administrative role thatincludes permission to
administrate all projectsand tenantshosted on the VIM.

e swiftoperator: Provides privilege to modify SWIFT
containers.

e _member_: Role assigned to a new user with administrative
privilege only for that specific tenant.

e heat_stack_user: Assigned to user that isused to create
stack deployment.

Parameter Name Required Type Description

no-of-instances- (0] uint32 Number of instances allowed per tenant (default: 1000).

allowed

no-of-cores- (0] uint32 Number of instance cores (VCPUs) allowed per tenant (default: 1000).
allowed

no-of-injected-files [ O uint32 Number of injected files allowed per tenant (default: 50).
no-of-injected- e} uint64 Number of content bytesallowed per injected file (default: 1024000).
files-content-in-

bytes

megabytes-of-ram- [ O uint32 Megabytes of instance RAM allowed per tenant.

allowed

no-of-floating-ips (¢} uint32 Number of floating IPs allowed per tenant (default: 50).

max-no-of- O uint32 Number of subnets allowed per tenant (default: 2000).
subnets-allowed

max-no-of-ports- O uint32 Number of ports allowed per tenant (default: 1000).

allowed
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size-allowed

Parameter Name Required Type Description

no-of-volumes- (¢} uint32 Number of volumes allowed per tenant (default: 500).

allowed

volumes-allowed- e} uint32 Gigabytes of volume allowed per tenant (default: 4000).

gb

volumes-backup- 0 uint32 Gigabytes of volume backup allowed per tenant (default: 4000).

Example RPC

<nc:rpc message-id="urn:uuid:361fb8c6-000d-4e22-a2d6-4eel7412fb2e"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>

<nc:target>

<nc:running/>
</nc:target>

<config>

<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd-id>sjc</nsd-id>

<vim-identity>vim one</vim-identity>

<vim-artifact>vim one artifact</vim-artifact>

</nsd>

<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">

<secure-id>vim-admin-creds</secure-id>
<user>admin</user>
<password>Cisco@123</password>

</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">

<secure-id>sjc-core</secure-id>

<user>sjccore</user>

<password>Cisco@123</password>

</secure-token>
<vim xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vim-id>vim one</vim-id>
<auth-url>http://172.21.203.31:5000/v2.0</auth-url>

<user>vim-admin-creds</user>

<tenant>admin</tenant>

</vim>

<tenantd xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">

<tenant-id>sjccore</tenant-id>

<login-credential>sjc-core</login-credential>

<tenant-role>admin</tenant-role>

<tenant-quota>
<no-of-instances-allowed>10000</no-of-instances-allowed>
<no-of-cores-allowed>200000</no-of-cores-allowed>
<no-of-injected-files>300000</no-of-injected-files>
<no-of-injected-files-content-in-bytes>400000</no-of-injected-files-content-in-bytes>
<megabytes-of-ram-allowed>500000000</megabytes-of-ram-allowed>
<no-of-floating-ips>600</no-of-floating-ips>
<max-no-of-subnets-allowed>700</max-no-of-subnets-allowed>
<max-no-of-ports-allowed>8000</max-no-of-ports-allowed>
<no-of-volumes-allowed>900</no-of-volumes-allowed>
<volumes-allowed-gb>10000</volumes-allowed-gb>
<volumes-backup-size-allowed>20000</volumes-backup-size-allowed>

</tenant-quota>

</tenantd>

<vim-artifactd xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vim-artifact-id>vim one artifact</vim-artifact-id>
<tenant>sjccore</tenant>

</vim-artifactd>

</config>

</nc:edit-config>

</nc:rpc>
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Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:361£fb8c6-000d-
4e22-a2d6-4eel7412fb2e" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

Configuring VNF Rack
Operation: edit-config

Namespace: vnf-rackd xmlIns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
vnf-rack-id M string VNF rack descriptor ID.
description (0] string User-defined metadatafor description/notes.
host-aggregate M array of host- List of host aggregate descriptors.
aggregation

The host aggregate isa grouping of named hosts within a group or zone.

Parameter Name Required Type Description

host-aggregate-id M string Unique ID for the Host Aggregate Descriptor.

host M array of strings List of host names as exists on VIM.
Example RPC

<nc:rpc message-id="urn:uuid:5cdeal0b-c4df-40cd-9de5-2acfc530a89f"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>
<vnf-rackd xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vnf-rack-id>vnf-rackl</vnf-rack-id>
<host-aggregate>
<host-aggregate-id>mgmt</host-aggregate-id>
<host>
<host-id>tblano-compute-1.localdomain</host-id>
</host>
<host>
<host-id>tblano-compute-10.localdomain</host-id>
</host>
<host>
<host-id>tblano-compute-11.localdomain</host-id>
</host>

</host-aggregate>
</vnf-rackd>
</config>
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</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:5cdeal0b-c4df-
40cd-9deb5-2acfc530a89f" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
Defining a Tenant
Anew tenant can be provisioned on the VIM using the VIM-ARTIFACT RPC. Thissection describes the tenant-specific attributes.

Operation: edit-config

Namespace: tenantd xmlIns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
tenant-id M string Tenant name.
login-credential M secure-token Login credentialsto be configured for thistenant authorization.
tenant-role M choice string Tenant role that is mapped to rightsand privilegeson the VIM.
Default value is“admin”. The role can be one of the following:
e resellerAdmin: Cloud provider administrator
e admin: Administrative role that includes permission to
administrate all projects and tenants hosted on the VIM.
e swiftoperator: Provides privilege to modify SWIFT
containers.
e _member_: Role assigned to a new user with administrative
privilege only for that specific tenant.
e  heat_stack_user: Assigned to user that isused to create
stack deployment.
Parameter Name Required Type Description
no-of-instances- (0] uint32 Number of instances allowed per tenant (default: 1000).
allowed
no-of-cores- (0] uint32 Number of instance cores (VCPUs) allowed per tenant (default: 1000).
allowed
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size-allowed

Parameter Name Required Type Description

no-of-injected-files [ O uint32 Number of injected files allowed per tenant (default: 50).
no-of-injected- (0] uint64 Number of content bytes allowed per injected file (default: 2024000).
files-content-in-

bytes

megabytes-of-ram- [ O uint32 Megabytes of instance RAM allowed per tenant.

allowed

no-of-floating-ips (e} uint32 Number of floating IPs allowed per tenant (default: 50).
max-no-of- 0 uint32 Number of subnets allowed per tenant (default: 2000).
subnets-allowed

max-no-of-ports- O uint32 Number of ports allowed per tenant (default: 1000).

allowed

no-of-volumes- e} uint32 Number of volumes allowed per tenant (default: 500).

allowed

volumes-allowed- | O uint32 Gigabytes of volume allowed per tenant (default: 4000).

gb

volumes-backup- O uint32 Gigabytes of volume backup allowed per tenant (default: 4000).

Example RPC

<nc:rpc message-id="urn:uuid:361fb8c6-000d-4e22-a2d6-4eel7412fb2e"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>

<nc:target>

<nc:running/>
</nc:target>

<config>

<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd-id>sjc</nsd-id>

<vim-identity>vim one</vim-identity>

<vim-artifact>vim one artifact</vim-artifact>

</nsd>

<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">

<secure-id>vim-admin-creds</secure-id>
<user>admin</user>
<password>Cisco@123</password>

</secure-token>
<secure-token xmlns="http://www.cisco.com/usp/nfv/usp-secure-token">

<secure-id>sjc-core</secure-id>

<user>sjccore</user>

<password>Cisco@123</password>

</secure-token>
<vim xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vim-id>vim_one</vim-id>
<auth-url>http://172.21.203.31:5000/v2.0</auth-url>

<user>vim-admin-creds</user>

<tenant>admin</tenant>

</vim>

<tenantd xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">

<tenant-id>sjccore</tenant-id>

<login-credential>sjc-core</login-credential>
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<tenant-role>admin</tenant-role>
<tenant-quota>
<no-of-instances-allowed>10000</no-of-instances-allowed>
<no-of-cores-allowed>200000</no-of-cores-allowed>
<no-of-injected-£files>300000</no-of-injected-files>
<no-of-injected-files-content-in-bytes>400000</no-of-injected-files-content-in-bytes>
<megabytes-of-ram-allowed>500000000</megabytes-of-ram-allowed>
<no-of-floating-ips>600</no-of-floating-ips>
<max-no-of-subnets-allowed>700</max-no-of-subnets-allowed>
<max-no-of-ports-allowed>8000</max-no-of-ports-allowed>
<no-of-volumes-allowed>900</no-of-volumes-allowed>
<volumes-allowed-gb>10000</volumes-allowed-gb>
<volumes-backup-size-allowed>20000</volumes-backup-size-allowed>
</tenant-quota>
</tenantd>
<vim-artifactd xmlns="http://www.cisco.com/usp/nfv/usp-uas-common">
<vim-artifact-id>vim one artifact</vim-artifact-id>
<tenant>sjccore</tenant>
</vim-artifactd>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:361fb8c6-000d-
4e22-a2d6-4eel7412fb2e" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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This section describesthe parametersthat can be used to manage the deployment of VIM artifacts — VNF rack, routers, and tenants.

Operations

Activating VNF Rack

Operation: nsd:activate

Namespace: nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
vnf-rack M string Reference to one or more vnf-rackr on boarded as part of this NSD.
Example RPC

<nc:rpc message-id="urn:uuid:eecl2ec0-d879-4737-807d-3cf00bdf5558"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc-autoit</nsd:nsd>
<nsd:vnf-rack>vnf-rackl</nsd:vnf-rack>
</nsd:activate>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:eecl2ec0-d879-
4737-807d-3cf00bdf5558" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1509826883-420684</transaction-id>
</rpc-reply>
Obtaining Notifications During VNF Rack Activation
Operation: get

Namespace: vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance at a given time.

descriptor-id M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

Cisco Systems, Inc.  www.cisco.com

102



http://www.cisco.com/

VIM Artifacts Deployment

Parameter Name Required Type Description

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as the type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).
steps-total 0] uint16 Total number of stepsrequired to be performed.
steps-completed o) uint16 Total number of steps completed.

version ) string Deployment version.

Example Notification

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:21:23.439984+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509826883-420684</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:21:23.507322+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>
<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509826883-420684</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:21:23.523572+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>vnf-rackl-instance</instance-id>
<descriptor-id>vnf-rackl</descriptor-id>
<transaction-id>1509826883-420684</transaction-id>
<operation-type>activate-vnf-rack</operation-type>
<status>in-progress</status>
</vim-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:21:26.387731+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>vnf-rackl-instance</instance-id>
<descriptor-id>vnf-rackl</descriptor-id>
<transaction-id>1509826883-420684</transaction-id>
<operation-type>activate-vnf-rack</operation-type>
<status>success</status>
</vim-deployment-event>
</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:21:26.401213+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>
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<descriptor-id>sjc-autoit</descriptor-id>
<transaction-id>1509826883-420684</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>

Obtaining VNF Rack Operational Instance Information

The UAS maintains the operational data as manifest and uses thisto automatically place the VDUs on these VNF racks. In VDU, the VNF
rack descriptor isinherited as part of the placement policy.

Operation: get

Namespace: vim xmlns="http://www.cisco.com/usp/nfv/usp-uas-common"

Parameters:
Parameter Name Required Type Description
vnf-rack-id M string VNF rack descriptor ID.
description (0] string User-defined metadatafor description/notes.
host-aggregate M array of host- List of host aggregate descriptors.
aggregation
Example RPC

<nc:rpc message-id="urn:uuid:8300£38c-dd03-448b-97£f5-c8ca7££3d038"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:get>
<nc:filter type="subtree">
<vnf-rackr xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<vnf-rack-id>vnf-rackl</vnf-rack-id>
</vnf-rackr>
</nc:filter>
</nc:get>
</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:8300£38c-dd03-
448p-97f5-c8ca7f£3d038" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<vnf-rackr xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<vnf-rack-id xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">vnf-rackl</vnf-rack-id>
<vnf-rack>vnf-rackl</vnf-rack>
<host-aggregate>
<host-aggregate-id>viml-vnf-rackl-mgmt</host-aggregate-id>
<host-aggregate>mgmt</host-aggregate>
</host-aggregate>
</vnf-rackr>
</data>
</rpc-reply>

Deactivating VNF Rack

Operation: nsd:deactivate
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Namespace: nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
vnf-rack M string Reference to one or more vnf-rackr on boarded as part of this NSD.
Example RPC

<nc:rpc message-id="urn:uuid:1d6d7a9b-7ad8-4609-aal6-73054bca33fc"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc-autoit</nsd:nsd>
<nsd:vnf-rack>vnf-rackl</nsd:vnf-rack>
</nsd:deactivate>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:1déd7a9%b-7ad8-
4609-aal6-73054bca33fc" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1509828954-260046</transaction-id>
</rpc-reply>
Obtaining Notifications During VNF Rack Deactivation
Operation: get

Namespace: vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance at a given time.

descriptor-id M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as the type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).

steps-total 0] uint16 Total number of stepsrequired to be performed.

steps-completed o) uint16 Total number of steps completed.

version ) string Deployment version.

Example Notification
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
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<eventTime>2017-11-04T20:55:54.285399+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>

<descriptor-id>sjc-autoit</descriptor-id>

<transaction-id>1509828954-260046</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>requested</status>

</ns-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:55:54.351214+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>

<descriptor-id>sjc-autoit</descriptor-id>

<transaction-id>1509828954-260046</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>in-progress</status>

</ns-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:55:54.360301+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>vnf-rackl-instance</instance-id>

<descriptor-id>vnf-rackl</descriptor-id>

<transaction-id>1509828954-260046</transaction-id>
<operation-type>deactivate-vnf-rack</operation-type>
<status>in-progress</status>

</vim-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:55:56.354056+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>vnf-rackl-instance</instance-id>

<descriptor-id>vnf-rackl</descriptor-id>

<transaction-id>1509828954-260046</transaction-id>
<operation-type>deactivate-vnf-rack</operation-type>
<status>success</status>

</vim-deployment-event>

</notification>

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-04T20:55:56.367406+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-autoit-instance</instance-id>

<descriptor-id>sjc-autoit</descriptor-id>

<transaction-id>1509828954-260046</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>success</status>

</ns-deployment-event>

</notification>

Activating a Tenant

Operation: nsd:activate

Namespace: nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
vim-artifact (0] reference Reference to VIM artifact descriptor used to provision the set of

parameters on VIM to on board VNFs.
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Example RPC

<nc:rpc message-id="urn:uuid:0d365b37-6744-4d1la-807c-fbaal690d53e"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc</nsd:nsd>
<nsd:vim-artifact>vim one artifact</nsd:vim-artifact>
</nsd:activate>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:0d365b37-6744~-
4dla-807c-fbaal690d53e" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1512588866-645290</transaction-id>
</rpc-reply>
Obtaining Notifications During Tenant Activation
Operation: get

Namespace: vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance at a given time.

descriptor-id M string Configuration descriptor ID. Thisis the descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as the type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).

steps-total 0] uint16 Total number of stepsrequired to be performed.

steps-completed o) uint16 Total number of steps completed.

version ) string Deployment version.

Example Notification

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:34:26.668906+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512588866-645290</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
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<eventTime>2017-12-06T19:34:26.730665+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:sjccore</instance-id>
<descriptor-id>sjccore</descriptor-id>
<transaction-id>1512588866-645290/1512588866-699182</transaction-id>
<operation-type>activate-tenant-deployment</operation-type>
<status>requested</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:34:26.857343+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512588866-645290</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:34:26.989887+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:sjccore</instance-id>
<descriptor-id>sjccore</descriptor-id>
<transaction-id>1512588866-645290/1512588866-699182</transaction-id>
<operation-type>activate-tenant-deployment</operation-type>
<status>in-progress</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:34:31.491689+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:sjccore</instance-id>
<descriptor-id>sjccore</descriptor-id>
<transaction-id>1512588866-645290/1512588866-699182</transaction-id>
<operation-type>activate-tenant-deployment</operation-type>
<status>success</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:34:31.5302+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512588866-645290</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>

Deactivating a Tenant

Operation: nsd:deactivate

Namespace: nsd:deactivate xmlins:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
vim-artifact (0] reference Reference to VIM artifact descriptor used to provision the set of

parameters on VIM to on board VNFs.
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Example RPC

<nc:rpc message-id="urn:uuid:29317423-3bad4-4356-972c-e6al54a5731e"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:deactivate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>sjc</nsd:nsd>
<nsd:vim-artifact>vim one artifact</nsd:vim-artifact>
</nsd:deactivate>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:29317423-3ba4d-
4356-972c-ebalb4ab731le" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1512588560-927573</transaction-id>
</rpc-reply>
Obtaining Notifications During Tenant Deactivation
Operation: get

Namespace: vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:

Parameter Name Required Type Description

instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance at a given time.

descriptor-id M string Configuration descriptor ID. Thisis the descriptor ID, UAS is acting on and thisis
being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as the type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).

steps-total 0] uint16 Total number of stepsrequired to be performed.

steps-completed o) uint16 Total number of steps completed.

version ) string Deployment version.

Example Notification

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:29:21.053899+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512588560-927573</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
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<eventTime>2017-12-06T19:29:21.107291+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:sjccore</instance-id>
<descriptor-id>sjccore</descriptor-id>
<transaction-id>1512588560-927573/1512588561-086910</transaction-id>
<operation-type>deactivate-tenant-deployment</operation-type>
<status>requested</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:29:21.171115+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512588560-927573</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:29:21.21764+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:sjccore</instance-id>
<descriptor-id>sjccore</descriptor-id>
<transaction-id>1512588560-927573/1512588561-086910</transaction-id>
<operation-type>deactivate-tenant-deployment</operation-type>
<status>in-progress</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:29:22.521953+00:00</eventTime>
<vim-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc:sjccore</instance-id>
<descriptor-id>sjccore</descriptor-id>
<transaction-id>1512588560-927573/1512588561-086910</transaction-id>
<operation-type>deactivate-tenant-deployment</operation-type>
<status>success</status>
</vim-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-06T19:29:22.590785+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>sjc-instance</instance-id>
<descriptor-id>sjc</descriptor-id>
<transaction-id>1512588560-927573</transaction-id>
<operation-type>deactivate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>
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VNF Descriptor Configuration

NSD can have one or more VNFDs where each VNFD definesthe deployment flavor for a specific VNF that includesall the aspects of VNF
resourcesand associated networking.

VNFD Configuration Parameters

Operation: edit-config
Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:

Cisco Systems, Inc.  www.cisco.com
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Parameter Required | Type Description
vnfd-id M string VNFD descriptor ID to uniquely identify the VNF.
vnf-type M choice VNF type. This can be one of the following:
string e  usp-uas: Cisco Ultra Automation Services
e uem: VNF-EM Deployment as separate VNF
e esc: Cisco ESC VNFM Deployment
e ugp: Cisco Ultra Gateway Platform
e ucps: Cisco Ultra Policy Platform
e  ugp-standalone: Cisco Ultra Gateway Platform with external UEM
e  ucps-standalone: Cisco Ultra Policy Platform with external UEM
e usp-gilan: Ultra Gi-LAN Deployment
version O string VNF descriptor version.
configura- o} array of For details, see the VNF Configuration Parameters section.
tion names con-
figuration
vld ) array of vids | List of virtual links used internally within VNF.
external- 0] array of ex- | Fordetails, see the VNF External Connection Points Parameters section.
connection- ternal-con-
point nection-
point
high-availa- o bool Enable/disable high availability at VNF level. High Availability controls anti-affinity and
bility clustersize. In case of UAS and ESC, if High Availability feature isturned off, only single
instance of VNFC is deployed and for VNF-EM, UGP, UCPS, thisflag controlsthe place-
ment. By default anti-affinity isturned on, two VNFC instances of the same VDU are
placed on different hosts. If High-Availability isturned off, the UAS turns off this place-
ment rule and multiple VNFCs of the same VDU can be placed on the same host, given a
host has enough resourcesto host VNFC instance. Default is “false”.
vnfc M array of List of VNFC descriptor used to deploy this VNF.
vnfc
vnfm O* reference Reference to VNFD providing VNFM. Thisisrequired only for UGP-standalone and UCPS-
standalone VNF where VNFM is deployed as separate VNF and not as VNFC.
vim-identity | M reference Reference to VIM identity used by UAS to access VIM.
usp-usf (0] array of ser- | List of service element groupsto enable Ultra Service Framework services. Thisis applica-
vice USF ble only for Gi-LAN based deployment. See the USF Descriptor Parameters section for
entries more details.
deploy-nsd O reference Reference to NSD that should be deployed.
cloud-info ) descriptor See the Cloud-Info Descriptor Parameters section for more details.
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Cloud-Info Descriptor Parameters

This allows you to define VNFM/VIM related parameters.

Operation: edit-config

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
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Parameter Required | Type Description

vnfm O reference Unique ID to VNF instance. See the VNFM Descriptor Parameters for
more details.

vim (0] reference VIM identity to access VIM from VNFM. By default, the UAS uses de-
fault tenant, often the tenant VNFM has been bootstrapped with. Pre-
viously this was defined under the VNFM descriptor.

vnf-em O reference Reference to VNF descriptor

VNFM Descriptor Parameters

VNF-EM does not communicate directly with VIM hence all the resources should be onboarded either via VNFM or UAS. The UAS also
uses VNFM to onboard VNF artifacts. VNFMis required configurationfor all the VNFs except UAS and ESC VNF.

There are two ways VNFM can be configured either by defining VNF descriptor for VNFM and the UAS will orchestrate that VNF as
dependent VNF or by referring a VNF Instance. You can create VNF instance for VNFM that isnot brought up as part of this NSD. For
example, you can share one ESC across several NSDs so one NSD can bring up the VNFM in other NSD, you refer it asreference. The
connectivity networks are allowed to be as well pre-created so you can always share the same VNFM across several NSDs.

Operation: edit-config

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Required Type Description
vnfm-type M choice string VNFM type. It should be either “descriptor” or “instance”.
vnfd M* reference Reference to VNF descriptor. Required when vnfm-type is set to descriptor.
vnf-instance M* reference Reference to VNF instance. Required when vnfm-type isset to instance.
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

VNF Instance Descriptor Parameters
This allows you to onboard pre-created VNF onto UAS. For example, pre-created VNFM.

Operation: edit-config

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Required | Type Description
vnf-instance-id M string Unique ID to VNF instance.
vnf-type M choice string One of the defined VNF types.
external-connection-point [ M inet:ip-address [ External IPaddress on this VNF to access APIs.
netconf-credential M secure-token Reference to secure token to authenticate APl endpoint over
NETCONF.

VNF Configuration Parameters

Following are the set of configuration parameters that are defined to personalize a VNF deployment. These configurationsare applied at
VNF level. There are separate configurations available at VNFC level.

Operation: edit-config
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Namespace: nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Type Description
internal-network-mtu uint16 MTU for internal networks. Thisis passed as one of the bootstrapping
parameters to VPC DI VDU to set the interface MTU to value specified
here.
openstack.endpoint string Endpoint value in case of OpenStack. By default, itsvalue is “pub-
licURL".
secure-login bool Enable secure-login. Thisisused to disable password based authentica-
tion and allow only SSH key based authentication.
boot-time uint16 Maximum time to allow VNF to be alive in seconds. Default value is
1800 seconds.
domain-name string Domain name. You can define $CF_DOMAIN_NAME, UAS will replace
that variable with actual configured domain name.
set-vim-instance-name bool Set VM Instance names based on NSD/VNFD. By defaultit isset to
True.
dns-server array of inet:ip-ad- List of DNS servers.
dress
syslog-server array of syslog de- For details, see the following section.
scriptors

Syslog Descriptor Parameters
Based on this configuration, the UAS automatically configuressyslog within VNFC for UAS, VNF-EM, and UGP.

Parameter | Required | Type Description

ip-address | M inet:ip-address | Remote server IP address.

port (0] uint16 Remote server port number. Default value is 514.

severity 0 uint8 (0..6) Limit syslogs specifying the severity level. Default value isset to 6.

VNF External Connection Points Parameters

External connection pointsare aset of virtual portsthe UAS createsto provide the connectivity to VNF cluster. Thisisrequired when
high-availability isturned on. Sometimesa VNF can have multiple external connection pointsif there are multiple OAM VDUs. For
example, in case of UGP and UCPS type of VNF, both VNF-EM and CF are connected viaaHA VIP. Other VNFslike UAS, Cisco ESC will
have one connection point.

Operation: edit-config

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Required | Type Description
Vnfc M reference | Reference to VNFC within VNF.
aggregate-connec- | M reference | Reference to connectionpoint within VNFC. Thisisto ensure avirtual portis created
tion-point on the same network and port security rule is configured to allow the traffic.
ip-address ) inet:ip-ad- | Virtual IP address, by default afree IPisallocated. You can provide the input for VIP

dress if you need afixed IP address to given VNFC.

floating-ip 0 floating-ip | Floating IP descriptor. For more details, see the following section.
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Floating-IP Descriptor Parameters

Use thisdescriptor to associate floating IP to virtual port.

Parameter Required Type Description

Enabled o) bool Enable/disable floating IP assignment. Default is “false”.

ip-address o) inet:ip-address Floating IP address, by default afree IP will be allocated if allowed.
external-network O* string External network name. Itis mandatory if enabled is set to true.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

Health Check Descriptor Parameters

Health check descriptor containsaset of parametersused to control the health check at VNFC level.

Operation: edit-config

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Required | Type Description
enabled () bool Enable/Disable health monitoring.
probe-fre- 0] uint16 Health Check Frequency in seconds. UAS uses this as health probe time, meaning every
quency polling interval UAS will invoke health check. Default value is10 seconds.
probe-max- o vint16 Maximum number of health probe misses before VNFC instance isdeclared dead. Default
miss value is6.
recovery- o} choice Recovery type. It can be one of the following:
type string e  restart: Recoveryonly by restarting, move the VNFC instance to error after max
retries
e external: Recovery performed by external entity. No auto-recovery
e restart-then-redeploy: Restart the VM on failure. After maximum retries, redeploy
the failed VNFC instances.
Default value isrestart-then-redeploy.
retry-count 0] uint16 Number of retriesto recover the VNFClinstance. Default value is set to restart-then-rede-
ploy.
boot-time 0 uint16 Initial Bootup time for the VNFC. Default value is 300 seconds.
script O string Script to check VNFC health, by default UAS ICMP script will be used.

VNFC Descriptor Parameters

Operation: edit-config

Namespace: nsd xmIns="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
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Parameter Required | Type Description
vnfc-id M string Unique identifier for VNFC.
number-of-in- (e} int32 Number of VNFC instances.
stances
vdu M vdu VDU information. See the VNFC-VDU Descriptor Parameters section for
more details.
volume (0] array of volume- | These are a set of pre-created volumesto be used. Once thisoption is used
instance-group | for boot or storage volumes, volume descriptorsdefined at VDU level are ig-
reference nored. Instead, UAS uses pre-created set of volumesto associate with VNFC
instance. See the VNFC Volume Instance Group Parametersfor more de-
tails.
aggregate-connec- | M array of connec- | List of connection pointsfor the VNFC Instance. There should be at least
tion-point tion-point de- one connection point.
scriptor
aggregate-connec- | O array of con- List of connection point aggregator descriptor. See the VNFC Connection
tion-points nection-point- Point Aggregation Descriptor Parameters section for more details.
aggregation de-
scriptor
initialization-varia- | O array of initiali- | List of initialization variablesto personalize per-instance configuration. See
ble zation-variable the VNFC Initialization Variable Descriptor Parameters section for more de-
descriptor tails.
syslog (e} syslog de- Remote syslog parameters. Applicable to VNFC type - UAS, EM, ESC and
scriptor CF. See the VNFC Syslog Descriptor Parameters for more details.
ha-cluster-id (0] Uint32 This parameter value isused as a virtual router ID for UEM. The allowed
range for the HA cluster ID is 91-100. The default value is91.

VNFC Initialization Variable Descriptor Parameters

VDU definesaset of metadata fileswhich UAS will use for VNFC instances at the time of instantiation either via configuration drive (day-
zero) or via NED (day-one). These configuration files can be templates (for example, service template) with variables defined in these
files. These variables can be populated at two places:

m VDU level: You can define variable name and value at VDU level and those will be applicable for all the instances created from this
VDU.

m  VNFClInstance level: Thisisto personalize the data at perinstance level. The variables should be listed to satisfy all the instances of

VNFC created.
Parameter Required | Type Description
configuration M reference Reference to configuration file defined at VDU level.
variable M array of variable List of configured variables.
Descriptor See the Variable descriptor parameter section for more details

Variable Descriptor Parameters

This parameter isused to configure the value for a particular variable for one or more instance(s).
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Parameter Required | Type Description

variable M string Name of the variable.

instance M* array of instances List of instances in the form “instance-number” and “value”. List is de-
fined to personalize the value of the variable for each instance.

type M* choice string Type for group of instances:

e  prefix: Prefix name to be used for the variable in case the var-
iable name corresponds to any name.

e ip-pool:Ip pool to be used to configure IP addressin case the
variable name correspondsto IPV4

value M* string Prefix value in case the type is prefix and reference to the network-in-

stance in case the type is ip-pool

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)anda-

tory to (O)ptional depending on use case scenario.

For this descriptor, either instance or a combination of type and value should be configured.

VNFC Connection Point Aggregation Descriptor Parameters

This connection point aggregation isused to provide interface bonding forlink aggregation.

Parameter Required | Type Description

bond M string Unique identifier forthis Link Aggregation or Interface bonding.
aggregate-con- | M array of references | List of connection pointsused to aggregate for this specific bonding.
nection-point

VNFC Connection Point Descriptor Parameters

Parameter Required | Type Description

connection- M string Unique identifier forconnection point such asetho, ethi etc.

point-id

virtual-link M virtual-link de- Virtual link descriptor to associate this connection point within VNFC.
scriptor

fixed-ip o) array of inet:ip-ad- | If you want to use fixed IP address to this connection point, you can supply a
dress set of fixed IPsto be used for the instances of this VNFC. You should supply

number of fixed IPs equal to the number of instances defined for this VNFC.

allowed-ad- o) array of allowed List of allowed address pair. See the VNFC Connection Point Allowed Address

dress-pair address pair Pair Descriptor Parameters section for details.

vlan o) array of vlan de- List of VLAN interfaces created on thisinterface. See the VNFC Connection
scriptor Point VLAN Descriptor Parameters section for more details.

VNFC Connection Point VLAN Descriptor Parameters

VNF createslogical interfaces on a given connection point. For example, if you have SRIOV-FLAT port, VPC gateway will use the same
port but different kind of traffic using alogical interface aka VLAN interface. The same istrue for Gi-LAN solution. Hence, these VLANs
are not exposed outside and only to provide amechanism to pass for VNF’s internal usage. Thisallows UAS to pass IP address along with
VRF to VNF for auto-creation of internal VLAN interfaces. Thisavoidsa need for user to log in to VNF and create these interfaces
manually.
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Parameter Required Type Description

vlan-id M uint16 (1..4096) | Unique VLAN identifier forthisinterface.

ipv4 M* inet:ip-prefix IPv4 subnet used for this VLAN Interface. One of IPv4 or IPv6 is mandatory.
ipv6 M* inet:ip-prefix IPv6 subnet used for this VLAN Interface. One of IPv4 or IPv6 is mandatory.

vrf ) string VRF name if applicable.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

VNFC Connection Point Allowed Address Pair Descriptor Parameters

The allowed address pair extension extends the port attribute to enable you to specify arbitrary mac_address/ip_address(cidr) pairs that
are allowed to pass through a port regardless of the subnet associated with the network.

Please note UAS automatically adds allowed address pair to take care for virtual IP.

Parameter Required | Type Description
ip-address M inet:ip-pre- | IP prefix (cidr)
fix
mac-ad- (0] inetyang:ma [ MAC address

dress c-address

VNFCVirtual Link Descriptor Parameters

Parameter Required Type Description
virtual-link-type | M choice Type of virtual Link. It can be one of the following types:
string e internal: Choose virtual link from VNF internal VLDs.
e  service-vl: Choose virtual linkfrom service level VLDs.
internal-vl M* reference Reference to one of the VLDsfrominternal VLDs. It isrequired only when virtual link
type is “internal”.
service-vl M* reference Reference to one of the VLDsdefined at service level.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

VNFCVolume Instance Group Parameters

VNFC volume instance group is a set of pre-created volumeswhich can be used in VNF deployment. Thisisthe way pre-created volumes
can be used from VIM instead of using volume descriptors from VDU. The volume group isused to supply the pre-created volumesfor a
VNFC hence aspecific group should have enough volume instancesto associate with all VNFC instancesfor agiven VNFC. Number of
VNFC instances depends on “number-of-instances” defined for a specific VNFC in a given VNF deployment.

Parameter | Required | Type Description

boot 0 reference Boot volume. Reference to volume instance descriptor.

storage M array of refer- List of pre-created volumes for storage volumes. See the following section for more
ences details.

Volume Instance Descriptor Parameters

Parameter | Required | Type [ Description

volume-id | M string | Unique identifier forvolume asit exists on VIM. You can use either volume name or UUID but there
should be only one volume instance by that identity.

type M bool Volume type as existson VIM.

bootable 0] bool Flag toindicate if it isbootable flag. By default itsset to “false”. You should have bootable volume

to use as boot disk within VNFC.
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VNFC-VDU Descriptor Parameters
VNFC VDU describesthe properties of VDU used to create this VNFC instance and has the following parameters.

Parameter | Required | Type Description
vdu-id M refer- Reference to VDU descriptor used to create this VNFC. See the following section for more de-
ence tails.
image (o] string By default VDU image isused from the descriptor. This parameter can be used to override the
image for this deployment. For example, you can specify pre -created image from VIM.
flavor 0] string Similar to image, by default the UAS creates flavor based on flavor information defined in VDU.

This parameter can be used to override VDU flavor for thisdeployment.

VNFC Syslog Descriptor Parameters

Parameter Required Type Description
server-type M choice string Server type. It can be one of the following:
e uas-proxy
e server
uas-proxy M* null UAS proxy for capturing the syslog of VNFCin
UAS. In thiscase, itis AutoVNF.
severity O* uint8 Severity of syslog messages. This parameter is
present if the server type isuas-proxy. It can be
one of the following:
e  0:emerg, panic
e 1:alert
e 2:crit
e 3:err.error
e 4:warning, warn
e 5 notice
e 6info
e 7:debug
By default, thisvalue isset to 6.
server M* Array of server descriptor List of external serversfor capturing the syslogs

for the configured VNFC. Seethe Server De-
scriptor Parameters for more details.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory
to (O)ptional depending on use case scenario.

Server Descriptor Parameters

The server is configured to capture the syslog messages of VNFC(s) in the external syslog server(s).

Note: The external server(s) should be reachable from the configured VNFC.
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Parameter Required Type Description
ip-address M ip-address External server IP address
port o) uninti6 Port number to be used for sending the syslog.
By default, itisset to 514.
severity 0] uint8 Severity of syslog messages. It can be one of the
following:
e  0:emerg, panic
e 1:alert
e 2:crit
e 3:err.error
e 4:warning, warn
e 5:notice
e 6:info
e 7:debug
By default, thisvalue isset to 6.
VDU Descriptor Parameters
Parameter Required Type Description
vdu-id M string Unique ID for this VDU descriptor.
(1..26)
vdu-type M choice string VDU type. It can be one of the following:
e  automation-service: Cisco Ultra Automation Service
e  cisco-esc: Cisco Elastic Service Controller
e element-manager: Cisco Ultra VNF Element Manager
e control function: Cisco UGP Control Function Node
e session-function: Cisco UGP Session Function Node
e network-function: Cisco UGP Network Function Node
e  application-function: Cisco UGP Application Function
Node
e  juniper-srx: Juniper vSRX node
e cisco-asav: Cisco Virtual ASA (ASAv)
e sandvine-pts: Sandvine Policy Traffic Switch (PTS)
e sandvine-sbp: Sandvine Subscriber Policy Broker (SPB)
e sandvine-sde: Sandvine Service Deliver Engine (SDE)
e integra-oam: Openwave Integra OAM
e integra-iptm: Openwave IntegralPTM
e integra-tcp: Openwave DynaBoost
e  cps-master: Cisco UCPS Master Node
e cps-control: Cisco UCPS Control Node
e cps-policy: Cisco UCPS Policy Node
e  cps-session: Cisco UCPS Session Node
e  cps-pcrf: Cisco UCPS PCRF Node
flavor M flavor descriptor | VDU Flavor descriptor. See the VDU Flavor Descriptor Parame-
terssection for details.
upp ] upp descriptor Ultra-Packet Processor Attributes. See the UPP Descriptor Pa-
rameters section for more details.
ned e} array of nedde- | List of Network Element Drivers (NED) applicable for this VDU,
scriptor used for UGP CF VDU. See the NED Descriptor Parameters sec-
tion for more details.

120




VNF Descriptor Configuration

Parameter Required Type Description
login-credential O* secure-token Login credential for the VDU. It isrequired for UAS modules,
ESC, EM, and CF. Itisoptional for UP.
netconf-credential | O secure-token NETCONF credential to authenticate over API. It isrequired only
for ESC.
scm O* secure-token Service Configuration Manager Secure token. Itisrequired for
VNF-EM and UAS.
authorized-key o) secure-token SSH keys used to login to this VDU.
configuration o] array of config- | Array of configuration descriptor. See the VDU Configuration
uration de- Descriptor Parameters section for details.
scriptor
image M image de- VDU image parameters. See the following section for more de-
scriptor tails.
vnf-rack ] reference VNF Rackreference. Thisisused to inherit host-aggregate for
placement on VIM.
vnf-package o] reference VNF Package reference to provide VDU image and configura-
tion. See the VDU VNF-Package Parameters section for more
details.
volume e} array of volume | List of volume descriptorsto be used at VDU level. All the VNFC
descriptor instances inheriting this VDU will have these set of descriptors.
See the VDU Volume Descriptor Parameters for details.
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)anda-
tory to (O)ptional depending on use case scenario.

VDU Image Descriptor Parameters

Parameter Required Type Description
image-type M choice string Image source type. It can be one of the following:

e url:Image source vianetwork URL.

e package: Image isused from VNF package.
url M* url External URL to get the image. This isrequired when

image-type is URL.

vnf-package M* empty
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or
(M)andatory to (O)ptional depending on use case scenario.

VDU VNF-Package Parameters

Parameter Required Type Description
primary M image de- Primary image to be used for deployment.
scriptor
secondary o} image de- Secondary image used in the case of any failure while de-
scriptor ploying primary. This field is specifically used while updat-
ing the image with a “primary” package.

VDU Volume Descriptor Parameters

These are a set of volume descriptors defined at VDU level. These volumes are used to provide boot disk as well one or more storage
disks. You can define volume descriptors at VDU level and any VNFC using this VDU descriptor getsthose volumes inherited. The UAS
automatically createsthese volumesbased on descriptorsand passes to VNFC instances. Alternatively, you can also use pre -created
volumesthose are defined at VNFD level.
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Parameter Required Type Description

volume-id M string Unique ID assigned for thisvolume descriptor.

type M string The existing type of volume on VIM.

size M int32 Size of volume in GB.

bus 0 choice string PCl bus interface that isto be used while attaching the OS

disk to the domain. Currently supported bustypesare IDE
(“ide"), SCSI (“scsi”) and VIRTIO (“virtio”).

Default value isset to “ide”.

bootable o] bool Flag to indicate if it is a bootable volume. Default is “false”.
This must be true for boot volume. The UAS uses the VDU
image to create bootable volume.

preserve-on-up- o bool During upgrade, there isarequirement where volumes
grade need to be preserved asthe storage volumes might have
data that requiresto be preserved during upgrade. If this
flagisset totrue, the UAS doesnot destroy the volume
during VNF deactivation, instead it preservesit and re -at-
taches to the VDU after redeployment. That way, storage
data is not lost during upgrade. Thisis specifically useful for
VDUs like UGP CF to preserve the Call Data Records
(CDRs).

VDU Configuration Descriptor Parameters

These are a list of day-zero metadata passed to VDU. These day-zero and day-one filesare treated astemplates, that s, these filescan
have s defined variables. The UAS and VNF-EM populate with the valuesdefined at VDU level or VNFD level.

Parameter Required Type Description

destination-path M string Destination path. This isthe mounted location of the file within
VNFC instance inheriting this VDU.

initialization-varia- | O array of List of day-zero variable initializations that are common across

ble type:value all instances for this specific configuration file.

apply-at o} choice string Shows how VNF-EM applies this configuration.

e day-zero: Configuration is passed to VDU at day-o us-
ing configuration drive.

e day-one: Configuration isapplied at day-one using
NED. Thisis useful when a VDU does not support
configuration drive.

By default, configuration is passed as configuration drive.

source M choice string Source type. The options are as follows:

e url: UAS receivesthisfile over anetwork based URL
such as http, ftp, etc.

e package: configuration file from the package.

source-url M* url Source URL for the configuration file. Thisisrequired only
when source choice is "url”.

package M* reference Reference to one of the configuration filesfrom the VNF Pack-
age descriptor. Thisis only required when source type is “pack-
age”.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)anda-
tory to (O)ptional depending on use case scenario.

NED Descriptor Parameters

Network Element Driver (NED) isused by VNF-EM to connect to device in order to manage. VNF-EM uses this channel to push
configuration to the device, pulls operational state and KPIs from the device.
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Parameter Required | Type Description
ned-type e} choice string Supported types of Network Element Driver. It can be one of the following:
e netconf: NETCONF based on network element driver
e cli: CLIBased on network element driver
e snmp: SNMP Based network element driver
ned-id M string Unique identifier forNED. It ismandatory only when a NED is associated
to the VDU. This NED-ID is predefined and VNF-EM uses thisID to identify
the device.
port-number M int16 Port number used in VNF-EM to mount the device.
authentication M secure-token Reference to secure token used to authenticate device.

UPP Descriptor Parameters

Parameter Required Type Description
cores ] percent Percentage of virtual CPUs assigned for DPDK task in Ultra Packet Processor. De-
fault value is30%.
crypto-cores ) percent Percentage of virtual CPUs assigned for DPDK task to handle software crypto. De-
fault value iso.
service-mode e} choice string | Service type for Ultra-Packet-Gateway (UGP). It can be one of the following:
e  vpc: UPP Packat core for gateway deployments
e  usf: Ultra-Services Framework (Gi-LAN) deployment.
e epdg: EPDG Gateway
Default value is“vpc”.
disable-mcdma O bool Disable MCDMA threads. It is disabled on NF/AF cards by default.
enable-vnpu ) bool Run DPDK task in IO/VNPU mode for optimum performance. By default, itis
“false”.
disable-numa e} bool Disable NUMA optimizationsforcefully even when multiple sockets are presented
to the VM. Default is “false”.
VDU Flavor Descriptor Parameters
Parameter Required Type Description
VCpUsS M uint16 Number of virtual CPUs to use.
ram M uint32 Amount of RAM to use (in megabytes).
root-disk M uint16 Amount of disk space (in gigabytes) to use for the root (/) partition.
ephemeral-disk o) uint16 Amount of disk space (in gigabytes) to use for the ephemeral partition.
swap-disk 0 uint32 Amount of swap space (in megabytes) to use.
huge-page-size o choice string | Huge page size. It can be one of the following options:

e small: The smallest page size is used, for example, 4 KB on x86.

e large: Use large page sizesonly for guest RAM, for example, either 2MB,
1GB on x86.

e any: Itislefttothe compute driver to decide. In this case, the libvirt
driver might try to find large pages, but fall back to small pages. Other
drivers may choose alternate policiesif any.
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Parameter Required Type Description

cpu-policy e} choice string [ CPU pinning policy. For the libvirt driver, you can pin the virtual CPUs (vCPUs) of
instances to the hosts physical CPU cores (pCPUs) using properties. You can fur-
ther refine this by stating how hardware CPU threads in a simultaneous multi-
threading-based (SMT) architecture be used. These configurationswill resultinim-
proved per-instance determinism and performance.

It can be any one from the following policies:
e shared: The guest vCPUs will be allowed to freely float across host
pCPUs, albeit potentially constrained by NUMA policy."
e dedicated: The guest vCPUs will be strictly pinned to a set of host pCPUs.
In the absence of an explicit vCPU topology request, the driverstypically
expose all vCPUs as sockets with one core and one thread. When strict
CPU pinningisin effect the guest CPU topology will be setup to match
the topology of the CPUs to which it is pinned. This option impliesan
overcommit ratio of 1.0. For example, if atwo vCPU guest ispinned to a
single host core with two threads, then the guest will get atopology of
one socket, one core, and threads.
Default policy is “shared”.

cpu-thread-policy e} choice string | CPU thread scheduling policy for hype-threaded CPUs. It can be any one from the
following policies:

e prefer: The host may or may not have an SMT architecture. Where an
SMT architecture is present, thread siblings are preferred.

e isolate: The host must not have an SMT architecture or must emulate a
non-SMT architecture. If the host does not have an SMT architecture,
each vCPU is placed on a different core as expected. If the host does
have an SMT architecture - thatis, one or more coreshave thread sib-
lings - then each vCPU isplaced on a different physical core. No vCPUs
from other guests are placed on the same core. All but one thread sibling
on each utilized core istherefore guaranteed to be unusable.

e require: The host must have an SMT architecture. Each vCPU isallocated
on thread siblings. If the host does not have an SMT architecture, then it
isnot used. If the host has an SMT architecture, but not enough cores
with free thread siblings are available, then scheduling fails.

numa-nodes ) array of List of Numa Node Descriptor. See the following section for more details.
numa de-
scriptor

cpu-topology e} cpu-topol- CPU Topology descriptor. See the following section for more details.
ogy

host-aggregate o) reference Reference to host-aggregate from VNF Rack.

NUMA Descriptor Parameters

Specifiesthe number of host NUMA nodes to restrict execution of instance vCPU threads. If not specified, the vCPU threads can run on
any number of the available host NUMA nodes.

Parameter Required Type Description
numa-node-id M string NUMA node ID.
flavor-cores o array of Alist of instance vCPUs to map to instance NUMA node are evenly divided among
int32 available NUMA nodes. If not, it isdivided among available NUMA nodes.
flavor-memory ] int32 The number of MB of instance memory to map to instance NUMA node N. If not
specified, memoryisevenly divided among available NUMA nodes.
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CPU Topology Descriptor Parameters

For the libvirt driver, you can define the topology of the processorsin the virtual machine using properties. The n, select the properties
with max limit using the image properties.

Parameter Required Type Description

flavor-sockets o] uint32 The number of sockets for the guest VM. By default, thisisset to the number of
vCPUs requested.

flavor-cores o) uint32 The number of cores per socket for the guest VM. By default, thisissetto 1.

flavor-threads 0 uint32 The number of threads per core for the quest VM. By default, thisissetto 1.

USF Descriptor Parameters

Host Host

. Endpoint set(Host, VNFC, connection-point)

— VDU Path (P1, P2, P3, P4, P5, P6, P7) set of endpoints

. Networking Forwarding Path (NFP) set of VDU paths.
NFP1: P1->P5 -> P6, NFP2: P2 -> P3 -> P6, NFP3: P2-> P3 -> P7

Service Function Chain, set of Network Forwarding Path.
SFC1: NFP1, NFP2, NFP3 SFC2: NFVP1, SFC3: NFP1, NFP3

USF isimplemented as a separate element group and depending on service chaining, there can be one or more element groupsto
provide service chaining. There are two kinds of deployment:

m  One Element group per host - In thismode, all VDUs of the element group are placed on the same host. Multiple instances of the
same element group are deployed to meet required scale and to provide redundancy. For more details, see the Ultra Services
Framework Deployment Guide.

m  One Element group spawned across multiple hosts - In this mode, VDUs pertaining to one element group are placed across multiple
hosts.

The decision whether to use single host element group or multi-host element group depends on several factorsincluding:
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m  Subscriber stickiness - When multiple instances of element group are deployed to meet the required scale, there are several paths
called Network Forwarding Path (NFP) to provide the same service. The selection of the NFP path depends on factors like stickiness
where itisrequired to make sure flows pertaining to a given subscriber use the same forwarding path. The other criteria might be
based on load at a given time.

m  The availability of resourcesto deploy a given service - There might be situations where single server cannot provide enough
resourcesto deploy a network service hence you should design service element group across multiple hosts.

Parameter Required | Type Description
service-element-group- | M string Unique ID assigned to service element group.
id
number-of-instances o) int32 Number of instancesfor thiselement group. By default,
the value isset to 1.
host M array of host de- | List of one or more host descriptorsto layout element
scriptor group. See the following section for more details.

USF Host Descriptor Parameters

This isa logical host mapping to overlay USF element group.

Parameter Required Type Description
host-id M string Logical host ID.
vnfc M array of VNFC List of VNFC used to form the service element group.
vdu-path M array of vdu-path | List of VDU paths. See the following section for more details.
descriptor
network-forwarding- | M array of network | List of networkforwarding path where each Network Forwarding Path is a set
path forwarding path of VDU path.
descriptor
service-function- M array of service List of Service function chain descriptors where each Service Function Chain
chain function chain (SFC) descriptor is aset of Network Forwarding Paths (NFP).
descriptor
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USD Network Forwarding Path (NFP) Descriptor Parameters

Parameter Required Type Description
nfp-id M string Unique ID assigned to Network Forwarding Path (NFP).
ref-type M choice string | Reference type. This NFP either refersto another NFP “vdu-path-refs-from-nfp” or
new NFP created with the set of VDU Paths “vdu-path-refs"”.
vdu-path-refs-from- | M* reference Inherit network-forwarding-path from the existing NFP. Thisis arequired configu-
nfp ration when ref-type is set to “"vdu-path-refs-from-nfp”.
vdu-path-ref M* array of ref- | Create new NFP based on set of VDU path.
erence
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

USF VDU Path Descriptor Parameters

This isused to define a set of endpoints. An endpoint isnamed tuple to refer to a connection point on aspecific VNFC placed to a specific

host.
Parameter Required Type Description
vdu-path-id M string Unique VDU path ID.
endpoint M array of One or more set of endpointsto create thislogic VDU path. See the following
endpoint section for more details.
descriptor

USF VDU Path Endpoint Descriptor Parameters

Parameter Required Type Description

host-ref M reference Reference to logical host.

vdu M reference Reference to VNFC within that logical host.

if-ref M reference Reference to connection point from the VNFC within thisendpoint do-
main.

USF Service Function Chain Descriptor Parameters

Parameter Required Type Description

sfc-id M string Unique ID assigned to this Service Function Chain.
network-for- M array of reference List of Network Forwarding Path (NFP) reference to form the
warding-path- Service Function Chain (SFC).

ref

127



NIl
CISCO.

Fault Management Descriptor Configuration

Fault management system defines a set of descriptorsto monitor the different aspects of overall system. Following are the set of
functional domains what UAS is targeted to monitor.

m  VIMservices

m  Physical servers
m  Router/switches
[

VNFsincluding UAS

Monitoring Services

VNF

VNFM

Ultra-M Manager (AutolT)

ﬁé

VNFM

UAS

i

VNFM

NETCONF Subscription (UAS, VNF and VMs Faults) |

UCS Monitoring Workers

[ )

CIMC Event subscription (Hardware Faults ) |

ucs

ucs ucs ucs

Health Check II

NETCONF SNMP (CISCO- UAS
Stream ULTRAM-MIB) . . |
Monitoring
Fault
Management Fault Management
Descriptors Records VIM
(Configuration) (Aggregated Events Data) MOﬂitOfing

[
‘ Health Check

\ H

I
ealth Check
\

| Short lived jobs, polling health data (OpenStack Services Faults) |

\

Controllers

The UAS provides a set of functions to monitor different componentsincluding:

Health of OpenStack services
Health of UCS servers
Health of VNFC instances

HA state of VNF cluster
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Log Collection and Aggregation

) : A .

Syslog SNMP Syslog Syslog
Ultra M Manager Node

AutolT AutoVNF

’ Aggregator ’ Proxy

OpenStack

Syl e cIMe NETCONF AFls NETCONF AFls Syslogs

] 4334

Syslog configuration for UCS and Openstack is part of FMD which is pushed through FMD activation. The UAS aggregatesthese logs in
AutolT and sends them to external remote syslog server. Also, UCS and Openstack can be configured to push the syslog to external
remote syslog server if the external syslog server isreachable from UCS and Openstack.

Syslog configuration is part of VNF which isautomatically pushed to VDUs. Syslog is atransport used to pull all the logs from different
modules. The UAS aggregates these logs at centralized location as part of AutolT and send these logsto external remote syslog server.
Also, the VDUs can directly push the syslog to external remote syslog server if the external syslog server isreachable from the configured
VDU.

This isa sample SNMP notification generated by fault management process for CEPH fault.

--SNMP logs collected at NMS--

Nov 20 15:51:36 localhost snmptrapd[1563]: 2017-11-20 15:51:36 <UNKNOWN> [UDP:
[10.105.248.224]1:55633->[10.105.248.149]:162] :#012DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks:
(1) 0:00:00.01#011SNMPv2-MIB: :snmpTrapOID.0 = OID: SNMPv2-SMI::enterprises.9.9.849.0.1#011SNMPv2-
SMI::enterprises.9.9.849.1.1.1.3.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 =
STRING: "blrnfvipop"#011SNMPv2-SMI::enter-
prises.9.9.849.1.1.1.4.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 = INTEGER:
3#011SNMPv2-SMI: :enter-
prises.9.9.849.1.1.1.5.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 = STRING: "blrt-
est-compute-1: ceph:status"#011SNMPv2-SMI::enter—
prises.9.9.849.1.1.1.6.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 = Hex-STRING: 07
E1 OB 14 14 33 23 09 2B 00 00 #011SNMPv2-SMI::enter-
prises.9.9.849.1.1.1.7.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 = INTEGER:
1#011SNMPv2-SMI: :enter-
prises.9.9.849.1.1.1.8.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 = INTEGER:
8#011SNMPv2-SMI: :enter—
prises.9.9.849.1.1.1.9.15.98.108.114.110.115.100.49.45.98.108.114.102.109.100.49.24 = STRING: "CEPH
Status not healthy"

Fault Management Operational Data

The UAS createsfault events as operational data in the following format:
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Parameter Required Type Description

fmr-id M string Unique ID assigned to Fault Management Descriptor.

snmp-engine-id 0] string SNMP engine ID which isused by local SNMP agent.

domain (e} array of do- List of number of active and clear faultsfor all domains.
main summary

fault (e} array of fault List of active faultsfrom NFVI, VIM, UAS domain.
entries

vim-service (e} array of VIM List of VIM services health status descriptor.
Services status

nfvi-node (0] array of NFVI List of NFVI node health status descriptor.
Node Status

nsd (0] array of Net- List of network service health status descriptor.

work Service
Status

Domain Summary Descriptor Parameters

Parameter Required Type Description

domain-id M choice string Fault domain on which thisfault is occurring. It can be one of the following:

. hardware: Hardware including servers, L2/L3 elements
e vim: VIM manager such as OpenStack

e  vas: Ultra Automation Servicesmodules

e vnfm: VNF Manager

e vnf-em: Ultra VNF Element Manager

e vnf:Ultra VNF

active-faults

uint32

Number of active fault count for the domain.

clear-faults

uint32

Number of clear fault count for the domain.
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Fault Entry Descriptor Parameters

Parameter

Required

Type

Description

index

M

uint32

Uniquelyidentifiesaspecific instance of afault at network service level.

nfv-id

M

string (1..512)

Uniquelyidentifiesthe Ultra-M PoD on which thisfault is occurring.

domain

choice string

Fault domain on which thisfaultis occurring. It can be one of the following:

hardware: Hardware including servers, L2/L3 elements

vim: VIM manager such as OpenStack
vas: Ultra Automation Services modules
vnfm: VNF Manager

vnf-em: Ultra VNF Element Manager
vnf: Ultra VNF

source

string (1..512)

Uniquely identifiesthe resource with the fault domain where this fault is oc-

curring.

time

yang:date-and-
time

The date and time when the fault was occurred.

severity

choice string

Perceived severity of the fault. It can be one of the following:

emergency: System level FAULT impact

critical: Critical fault specific to VNF/service.

major: Component level failure within VNF/service.

alert: Warning condition for a service/VNF, may eventually impact
service.

informational: Informational only, doesnot impact service.

code

choice string

Code which uniquely identifies the fault class. The optionsare as follows:

other: Other events.

network-connectivity: Network Connectivity failure events.
resource-usage: Resource Usage Exhausted event.
resource-threshold: Resource Threshold crossing alarms.
hardware-failure: Hardware Failure Events.
security-violation: Security violation alerts.

configuration: Config error events.

service-failure: Process/Service failures.

description

string (1..2048)

Human-readable message providing details about the fault.
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VIM Service Status Descriptor Parameters

Parameter Required Type Description

service-id M string Unique identifier of VIM service.

status M choice string Service health status. The following are the statusindicators:
e :-)—Healthy
o XXX -Faulty

last-event M string Last fault event occurred on thisservice.

NFVINode Status Descriptor Parameters

Parameter Required Type Description

node-id M string Unique identifier of NFVI node.

status M choice string Service health status. The following are the statusindicators:
e :-)—Healthy
e XXX -—Faulty

last-event M string Last fault event occurred on thisservice.

Network Service Status Descriptor Parameters

Parameter Required Type Description
nsd-id M string Unique identifier of network service.
vnfd (0] array of VNFD | List of VNFD health status.
health status
vnfc (0] array of VNFC | List of VNFC health status.
health status

VNEFD Status Descriptor Parameters

Parameter Required Type Description

vnfd-id M string Unique identifier of VNFD.

status M choice string Service health status. The following are the statusindicators:
e :-)—Healthy
e XXX —Faulty

last-event M string Last fault event occurred on thisservice.
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VNFCStatus Descriptor Parameters

Parameter Required Type Description

vnfc-id M string Unique identifier of VNFC.

status M choice string Service health status. The following are the statusindicators:
e :-)—Healthy
o XXX -Faulty

last-event M string Last fault event occurred on thisservice.

Fault Notification Descriptor Parameters
The UAS can send the service faults over NETCONF notification.

Parameter Required Type Description
fmr-id M string Unique ID assigned to Fault Management Descriptor.
index M uint32 Uniquely identifies a specific instance of afault at network service
level.
nfv-id M string (2..512) Uniquely identifiesthe Ultra-M PoD on which thisfaultisoccur-
ring.
domain M choice string Fault domain on which thisfault is occurring. It can be one of the
following:
. hardware: Hardware including servers, L2/L3 elements
e vim: VIM manager such as OpenStack
e uas: Ultra Automation Services modules
e vnfm: VNF Manager
e vnf-em: Ultra VNF Element Manager
e vnf: Ultra VNF
source M string (1..512) Uniquelyidentifiesthe resource with the fault domain where this
faultisoccurring.
time M yang:date- The date and time when the fault was occurred.
and-time
severity choice string M Perceived severity of the fault. It can be one of the following:
e emergency: System level FAULT impact
e  critical: Critical fault specific to VNF/service.
e major: Component level failure within VNF/service.
e alert: Warning condition for aservice/VNF, may eventu-
allyimpact service.
e informational: Informational only, does not impact ser-
vice.
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Parameter Required Type Description
code choice string M Code which uniquely identifies the fault class. The optionsare as
follows:
e other: Otherevents.
e network-connectivity: Network Connectivity failure
events.
e resource-usage: Resource Usage Exhausted event.
e resource-threshold: Resource Threshold crossing alarms.
e hardware-failure: Hardware Failure Events.
e  security-violation: Security violation alerts.
e configuration: Config error events.
e  service-failure: Process/Service failures.
description M string (1..2048) | Human-readable message providing details about the fault.

This isa sample NETCONF notification generated by fault management process for CEPH fault.

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">

<eventTime>2017-11-29T12:43:01.432732+00:00</eventTime>
<fault-management-event xmlns="http://www.cisco.com/usp/nfv/usp-fmr">
<fmr-id>blrnsdl-blrfmdl</fmr-id>
<index>24</index>
<nfv-id>blrnfvipopl</blrnfvipop>
<domain>vim</domain>
<source>blrtest-compute-1:ceph:status</source>
<time>2017-11-20T20:51:35.016748-00:00</time>

<severity>emergency</severity>
<code>service-failure</code>

<description>CEPH Status not healthy</description>

</notification>

Operations

Configuring FMD

Operation: edit-config

Namespace: fmd xmlns="http://www.cisco.com/usp/nfv/usp-fmd"

Parameters:
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Parameter Required Type Description
fmd-id M string (1..16) Unique ID assigned to Fault Management Descriptor.
domain (0] array of do- List of domain configuration used to monitor faults and configure
main de- syslog. See the Domain Descriptor Parameters for more details. By
scriptor default, all the domains are enabled for monitoring faults.
severity (e} choice string Severity level to control the fault reporting. By default, it is set to
“informational”.
vim-type (0] choice string Type of virtualized infrastrucuture manager deployment. Allowed
values are the following.
e  OSP1o — Redhat based Openstack Platform 1o VIM
e CVIM-Cisco Virtualised Infrastructure Manager
e VCD-VMWare Cloud Director VIM
By default, itisset to "OSP10".
snmp O descriptor SNMP parameters configuration. See the SNMP Descriptor Param-
etersfor more details.
vim-param 0] vim-param de- | VIM level fault monitoring configuration. See the VIM Descriptor
scriptor Parameters for more details.

Domain Descriptor Parameters

The UAS monitors the faultsand configures remote syslog for a specific domain.

Parameter Required

Type

Description

type M

string

Fault domain to enable monitoring faults
and syslog.

monitoring O

monitoring descriptor

Monitoring parameters. See the Monitor
Descriptor Parameters for more details.

syslog (e}

syslog descriptor

Remote syslog parameters. Applicable to
only hardware and vim domain. See the
Syslog Descriptor Parameters for more de-
tails.

Monitoring Descriptor Parameters
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Parameter Required Type Description

enabled o) boolean Enables/disables monitoring the faults. By de-
fault, itissetto “true”.

suppress-hw-af- o) Array of strings The affectedDNs for which faults should not be

fected-dn raised. Applicable to only hardware domain.

The fault IDs for which faults should not be
raised. Applicable to only hardware domain.

suppress-hw-fault-id | O Array of strings

suppress-uas-fault ) Array of strings This can be one of the following:
e overall: Applicable to all domains
e  api-endpoint: Applicable to only vnf-
EM domain
e  ha-event: Applicable to uasand vnf-EM
domain
e cluster-ha: Applicable to uasand vnf-
EM domain
vim-param 0] vim-param descriptor VIM level fault monitoring configuration. See the

VIM Descriptor Parameters for more details.

VIM Descriptor Parameters

These are the set of parameters that can be customized for UAS to monitor VIM. Most of these parametersare built around OpenStack
as that's the only VIM UAS supports currently.
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Parameter Required Type Description

controller-count (e} uint8 Number of controller nodes. By default, the value isset to 3. UAS
uses this configuration to monitor OpenStack cluster via PCS.

disk-threshold (0] percent Threshold to generate eventsif disk usage goes beyond this thresh-
old. UAS uses this threshold configuration to monitor disks via
CEPH.

osd-count (0] uint16 Number of OSD nodeswhich are hosting storage. UAS uses this
configuration to monitor storage overall health via CEPH.

ntp-skew-threshold O vint16 Maximum allowed NTP skew in mili-seconds. UAS monitors NTP

time synchronization and it will report the issue if NTP skew ex-
ceedsthan thisthreshold. Default value is set to 100ms.

module (o) array of strings List of VIM modulesto monitor the health. The UAS has the follow-
ing set of modulesand it monitorsthe health for each module by
default.
e ceph
e cinder
® nova
* pcs

e  rabbitmqctl

e neutron

e ntpdc

e  systemctl
systemctl is used to monitor the health of different services via sys-
tem-d bus.
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service O

array of strings

List of services on different types of nodes. Following are the set of
servicesthat UAS monitors by default via system-d bus. You can
add/delete services to/from the list for agiven type of node. You
can enable/disable the class of service on need basis.

controller:

e cinder
e glance
e heat

e heat-api

e nova swift
e swift-account
e swift-container
e ntpd
e mongod
e memcached
e neutron-dhcp-agent
e neutron-I3-agent
e neutron-metadata-agent
e neutron-openvswitch-agent
[ neutron-server
e httpd
compute:
e ceph-mon.target
e ceph-radosgw.target
e ceph.target
e openvswitch
e neutron-sriov-nic-agent
e neutron-openvswitch-agent

e ntpd
e  nova-compute
e libvirtd

OSD compute:
e ceph-mon.target
e ceph-radosgw.target
e ceph.target
e openvswitch
e neutron-sriov-nic-agent
e neutron-openvswitch-agent

e ntpd
e nova-compute
. libvirtd
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Syslog Descriptor Parameters

Parameter

Required

Type

Description

server-type

M

choice string

Server type. It can be one of the following:
e uas-proxy
e server

uas-proxy

M*

null

UAS proxy for capturing the syslog of configured
domain in UAS. In thiscase, itis AutolT.

severity

(0}

uint8

Severity of syslog messages. Thisparameter is
present if the server type isuas-proxy. It can be
one of the following:
0: emerg, panic
1: alert
e 2:crit
3:err.error
4:warning, warn
e 5:notice
e 6:info
e 7:debug
By default, thisvalue isset to 6.

server

M*

Array of server descriptor

List of external serversfor capturing the syslogs
for the configured domain. See the following ta-
ble for more details.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory
to (O)ptional depending on use case scenario.

Server Descriptor Parameters

The server is configured to capture the syslog messages of configured domain in the external syslog server(s).

Note: The external server(s) should be reachable from the component(s) of configured domain.

139




Fault Management Descriptor Configuration

Parameter Required Type Description

ip-address M ip-address External server IP address

port o) uninti6 Port number to be used for sending the syslog.
By default, itisset to 514.

severity 0] uint8 Severity of syslog messages. It can be one of the

following:
0: emerg, panic
1: alert
2:crit
e 3:err.error
4:warning, warn
5: notice
6:info
e 7:debug
By default, thisvalue isset to 6.

SNMP Descriptor Parameters

The UAS sends the service faults over SNMP via SNMP traps and notifications. The SNMP CISCO-ULTRAM-MIB definesthe protocol
OIDs to send SNMP traps. The UAS also providesbackend for SNMP agent and the remote SNMP manager fetchesthe faultsusing

SNMP.
Parameter Required Type Description
enterprise-id M uint16 IANA assigned enterprise number.
v2C 0 SNMPV2c descriptor SNMP V2 parameters.
V3 O SNMPV3 SNMP V3 parameters
Descriptor

SNMPv2 Configuration Descriptor Parameters:

Parameter Required Type Description

enabled 0 bool Enable SNMPv2 based agent.

community 0O string Community string to access SNMP agent via SNMP V2C community based authenti-
(1..32) cation.

target (0] array of List of SNMP targetsto receive SNMP traps for faults. See the following section for
SNMP more details.
Targets

SNMPv2c Target Descriptor Parameters:

Parameter Required Type Description

ip-address M ip-address IP address of remote SNMP NMS server.

community o string (2..32) | Community string to access authenticate trap server for SNMPv2c. By
default community string is set to “public”.

port (0] uint16 Port number to send trap to remove end. By default port is set to stand-
ard SNMP trap port - 162.

SNMPv3 Configuration Descriptor Parameters:
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Parameter Required Type Description
enabled 0O bool Enable/disable SNMP V3 based agent.
user M reference Reference to SNMP user descriptor for V3 agent. See the following section
for more details.
target (e} array of List of SNMPV3 descriptorsto receive V3 traps.
SNMPv3 tar-
getde-
scriptors

SNMPv3 User Descriptor Parameters:

Parameter Required Type Description

name M string (1..16) SNMP user name.

auth O SNMPV3 authentication descriptor SNMPV3 authentication parameter.
priv 0] SNMPV3 privacy parameters SNMPV3 privacy parameters.

SNMPv3 Authentication Parameters:

Parameter Required Type Description
protocol M choice string Authentication protocol. It can be one of the following:
e none
e mds
e sha-g6
none M* string None. Authentication mechanismis not used.
mds M* string HMAC-MDs5-96 Digest authentication protocol key. Itisonly required
when the selected protocol is "mds".
sha-96 M* string HMAC-SHA-g6 Digest authentication protocol key. It isonly required
when the selected protocol is “sha-96".
* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to
(O)ptional depending on use case scenario.

SNMPv3 Privacy Parameters:
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Parameter Required Type Description

protocol M choice string Encryption protocol. It should be one of the choicesfrom “none”, “cbc-
des”, “deszede

"o

, “aes-cfb-128", “aes-cfb-192" or “aes-cfb-256".

None M* string None. Encryption mechanismis not used.

cbc-des M* string Encryption key to be used with CBC-DES symmetric encryption protocol. ft
isonly required when the selected protocol is “des3-cbc”.

des3ede M* string Encryption key to be used with 3DES-EDE symmetric encryption protocol.
Itisonly required when the selected protocol is "des3-cbc”.

aes-cfb-128 M* string Encryption key to be used with AEC CFB 128 bits mode. Itisonlyrequired
when the selected protocol is “aes-cfb-128".

aes-cfb-192 M* string Encryption key to be used with AEC CFB 192 bits mode. Itisonlyrequired
when the selected protocol is “aes-cfb-192".

aes-cfb-256 M* string Encryption key to be used with AEC CFB 256 bits mode. Itisonly required
when the selected protocol is “aes-cfb-256".

(O)ptional depending on use case scenario.

* - Denotes the default requirement of the attribute. However, it can be modified from (O)ptional to (M)andatory or (M)andatory to

SNMPv3 Target Descriptor Parameters:

Parameter Required Type Description

ip-address M ip-address IP address of remote SNMP NMS server.

user M reference Reference to SNMP user.

port (e} uint16 Port number to send trap to remove end. By default port is set to standard
SNMP trap port - 162.

Example RPC

<nc:rpc message-id="urn:uuid:£49e76£f0-bebf-4597-8eed-7660ab9996£f7"

xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<config>

<nsd xmlns="http://www.cisco.com/usp/nfv/usp-nsds">

<nsd-id>blrnsdl</nsd-id>
<fmd>blrfmdl</fmd>
</nsd>

<snmp-user xmlns="http://www.cisco.com/usp/nfv/usp-fmd">

<name>test</name>
<auth>
<md5>Cisco@123</md5>

</auth>

<priv>

<cbc-des>Cisco@l123cbc-des>
</priv>
</snmp-user>

<fmd xmlns="http://www.cisco.com/usp/nfv/usp-£fmd">

<fmd-id>fmd-blr</fmd-id>
<snmp>
<enterprise-id>9</enterprise-id>
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<v2c>
<enabled>true</enabled>
<target>
<ip-address>10.105.159.172</ip-address>
<port>162</port>
<community>public</community>
</target>

</v2c>

<v3>
<enabled>true</enabled>
<user>test</user>
<target>
<ip-address>10.105.159.172</ip-address>
<port>162</port>
<user>test</user>
</target>

</v3>

</snmp>

</ fmd>
</config>
</nc:edit-config>
</nc:rpc>

Example Output
<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:f49e76f0-bebf-
4597-8eed-7660ab9996f7" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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This section describesthe parametersthat can be used to activate the FMD.

Operations

Activating FMD

Operation: nsd:activate

Namespace: nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds"

Parameters:
Parameter Name Required Type Description
fmd o) reference Reference to Fault Management Descriptor.
Example RPC

<nc:rpc message-id="urn:uuid:a436e985-14ef-4842-8b08-£3dc283b4c18"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nsd:activate xmlns:nsd="http://www.cisco.com/usp/nfv/usp-nsds">
<nsd:nsd>blrnsdl</nsd:nsd>
<nsd:fmd>blrfmdl</nsd: fmd>
</nsd:activate>

</nc:rpc>

Example Output

<rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="urn:uuid:a436e985-14ef-
4842-8b08-£3dc283b4cl8" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<transaction-id xmlns="http://www.cisco.com/usp/nfv/usp-nsds">1511959320-398539</transaction-id>

</rpc-reply>

Obtaining Notifications Generated During FMD Activation

Operation: get

Namespace: fmd-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper"

Parameters:
Parameter Name Required Type Description
instance-id M string Aunique ID assigned to thisdescriptor instance. The same ID isused to create
operational record for thisinstance. Hence, you can pull operational record for
thisinstance at a given time.
descriptor-id M string Configuration descriptor ID. Thisisthe descriptor ID, UAS is acting on and thisis

being provided as part of the request. Thisdescriptor ID has the associated con-
figuration.

Cisco Systems, Inc.  www.cisco.com
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Parameter Name Required Type Description

transaction-id M string Unique transaction ID assigned to thisinstantiation job. You can use this trans-
action ID to pull detailsabout thisrequest.

operation-type M choice string Type of operation (same as type of transaction)

status M choice string Current deployment status (start, in-progress, error, or success).
steps-total 0] uint16 Total number of stepsrequired to be performed.
steps-completed 0] uint16 Total number of steps completed.

version ) string Deployment version.

Example Notification

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-29T12:42:00.477126+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>blrnsdl-instance</instance-id>
<descriptor-id>blrnsdl</descriptor-id>
<transaction-id>1511959320-398539</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>requested</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-29T12:42:00.737925+00:00</eventTime>
<fmd-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>blrnsdl-blrfmdl</instance-id>
<descriptor-id>blrfmdl</descriptor-id>
<transaction-id>1511959320-642693</transaction-id>
<operation-type>activate-fmd</operation-type>
<status>requested</status>
</fmd-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-29T12:42:00.863248+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>blrnsdl-instance</instance-id>
<descriptor-id>blrnsdl</descriptor-id>
<transaction-id>1511959320-398539</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>in-progress</status>
</ns-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-29T12:42:01.139044+00:00</eventTime>
<fmd-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>blrnsdl-blrfmdl</instance-id>
<descriptor-id>blrfmdl</descriptor-id>
<transaction-id>1511959320-642693</transaction-id>
<operation-type>activate-fmd</operation-type>
<status>in-progress</status>
</fmd-deployment-event>
</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-29T12:42:01.289693+00:00</eventTime>
<fmd-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>blrnsdl-blrfmdl</instance-id>
<descriptor-id>blrfmdl</descriptor-id>
<transaction-id>1511959320-642693</transaction-id>
<operation-type>activate-fmd</operation-type>
<status>success</status>
</fmd-deployment-event>
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</notification>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-11-29T12:42:01.432732+00:00</eventTime>
<ns-deployment-event xmlns="http://www.cisco.com/usp/nfv/usp-uas-common-oper">
<instance-id>blrnsdl-instance</instance-id>
<descriptor-id>blrnsdl</descriptor-id>
<transaction-id>1511959320-398539</transaction-id>
<operation-type>activate-ns-deployment</operation-type>
<status>success</status>
</ns-deployment-event>
</notification>
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