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IM and Presence Default Domain: example.com

us.example.com

uk.example.com
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bazed in the UK Datacenter so all

uk.example.com nodes have the
regional DNS domain of

uk.example.com

uk.example.com . The associated Cisco Unified
Communications Manager nodes
are based in the US datacenter

uk.example.com and have the
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# telnet localhost 22

Trying ::1...

Connected to localhost.

Escape character is '"]'.

SSH-2.0-OpenSSH_5.3
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# ssh -v localhost

OpenSSH_5.3pl, OpenSSL 1.0.0-fips 29 Mar 2010
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..debugl: Local version string SSH-2.0-OpenSSH 5.3
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# passwd mftuser
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# su mftuser
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$ mkdir ~mftuser/.ssh/
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XMPP #t] g o] A o] & s}l
Z} IM and Presence =9 4] ©]
F4E& T L.

SIP = Q1 ZF Al g o] A A}
Aol Tt 7184 2 IM

Cisco XCP 4 7] =}
Cisco XCP 2}-9-H
Cisco Presence <171
Cisco SIP Proxy

Cisco XCP SIP #ltjglo]d 44
] =}

29 &9 A=
CLIMEL CLIZ &
2,369 o] %] & &S s}
AAIL.

Cisco Presence <17

Cisco 2 2H 1+ 5713} of 9]
AE

Cisco AXL ¢ A{H] 2=
Cisco Tomcat Security Log

Cisco Syslog Agent

A > A 28 A A = ol
A A28 BA A B TE 4
sho] Fe 26 3 2.7 7} A
ERE RS

SIP #l ] gl o] A 34

Cisco SIP Proxy
Cisco XCP 2}-9-H

Cisco XCP SIP #| ] &ljo] A 14
7] =}

XMPP ¥t g o] A 34

Cisco XCP 2}%-H

Cisco XCP XMPP #Hl glo] A ¢
A A=}

%4, 369 0] 4] o] 1) §-2 F=
A <.
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4

2A... ol el g A M| 22 918 F4 1] | F7} 4
=2 CPU ¥ & VM 7 i ¥4 | Cisco XCP 2}-9-F F7F A A& 918l ok CLI
A Ha S A FA Al &
14 Cisco XCP SIP | o] 4 o1 | ¢ 70 2B
‘117_}‘:4 Z]’ ® show process using-most
Cisco SIP Proxy P
Cisco Presence QﬂZJ ®* show process using-most
memory
Cisco Tomcat Security Log
Ci Svslog A ®* utils dbreplication
15c0 Syslog Agent runtimestate
®utils service list
Th& CLIE A 3 &k RIS(AE A]3T
AR AR 2) HolH & 7 &Y
o},
® file get activelog
cm/log/ris/csv
AR Al B A 2= F]) A e o o
SHARE 274 A28l 2 719 A
I35 Cisco Unified IM and
Presence A H] 2= 7184 d&h-&
AT = JdHFUT
] = %]
= E]_ T
BE = QYo 2E Sl 74 = 9 A& A sko] Al 2H Al E el A sk Al 2. CLIE AHE-st
HEAS Add 4 845 A8etal 21 9o 23tste] = 25 o] 9 A 472 <duration>=
AR 4 A5y
o F Rl 54 21 0 210 &9 A E AHdeke vl AFEE = = CLI W E o] 59 9
A<
]

* IM and Presence A B] 2~

* IM and Presence 7| &

i
El

CLIs= Cisco Unified RTMT(Z A1 ZF Y E ® =)= 5 5 gl
S 7hA AN A o] 4+ ¥ zip U= 1 F3}shal AT
4,374 F o] A o] Y& FxA A L.
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8] 2~

=5 Adstr] #1g el

CLl =4 v}

Cisco A =1

file build log cisco_audit logs
<duration>

/epas/trace/log cisco_audit logs_ *.tar.gz

Cisco ZTo|UE T2
ooldE

file build log
cisco_client profile agent
<duration>

/epas/trace/log cisco client profile agent *.tar.gz

Cisco Cluster Manager

file build log
cisco_config agent <duration>

/epas/trace/log cisco cluster manager *.tar.gz

Cisco T/ o o] A E

file build log
cisco_config_agent<duration>

/epas/trace/log cisco config agent *.tar.gz

Cisco Database Layer Monitor

file build log
cisco_database layer monitor
<duration>

/epas/trace/log cisco database layer monitor *.tar.gz

Cisco S| 2H 7t 57]3} o
O|HE

file build log
cisco_inter cluster sync agent
<duration>

/epas/trace/log cisco inter cluster sync agent *.tar.gz

Cisco OAM 9| o] A E

file build log cisco_oam_agent
<duration>

/epas/trace/log cisco oam agent *.gz

Cisco Presence 21171

file build log
cisco_presence_engine
<duration>

/epas/trace/log cisco presence engine *.tar.gz

Cisco RIS(Z A] 7t 4 K. A H]
2y dloly A E

file build log
cisco_ris_data_collector
<duration>

/epas/trace/log cisco ris data collector *.tar.gz

Cisco A H] 2= F¢]

file build log
cisco_service management
<duration>

/epas/trace/log cisco service management *.tar.gz

Cisco SIP Proxy

file build log cisco_sip_proxy
<duration>

/epas/trace/log cisco_sip proxy *.tar.gz

Cisco Sync Agent

file build log cisco_sync_agent
<duration>

/epas/trace/log cisco _sync _agent *.tar.gz

Cisco XCP T4 &8 A}

file build log
cisco_xcp_config mgr
<duration>

/epas/trace/log cisco _xcp config mgr *.tar.gz

Cisco XCP &}-%-H

file build log cisco_xcp_router
<duration>

/epas/trace/log cisco xcp router *.tar.gz
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ol
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715 ol &

=5 Adsr] s1g el

CLl =4 v}

2] GUI file build log admin_ui /epas/trace/log admin ui *.tar.gz
<duration>
W ¥ file build log bat <duration> /epas/trace/log bat *.tar.gz

file build log bosh <duration>

/epas/trace/log bosh *.tar.gz

file build log certificates
<duration>

/epas/trace/log certificates *.tar.gz

file build log cfg_agent core
<duration>

/epas/trace/log _cfg agent core *.tar.gz

Customer Voice Portal

file build log cvp <duration>

/epas/trace/log cvp *.tar.gz

EELEE T

file build log directory groups
<duration>

/epas/trace/log directory groups *.tar.gz

file build log disaster recovery
<duration>

/epas/trace/log _disaster recovery *.tar.gz

file build log
flexable im_address <duration>

/epas/trace/log flexible im address *.tar.gz

Qul Fo] file build log general core /epas/trace/log general core *.tar.gz
<duration>

I7H8A file build log ha <duration> /epas/trace/log ha *.tar.gz

=2 CPU file build log high cpu /epas/trace/log high cpu *.tar.gz
<duration>

3lo] W =g file build log high memory /epas/trace/log high memory *.tar.gz
<duration>

o]

file build log imdb <duration>

/epas/trace/log imdb core *.tar.gz

8] 2~H 7 9o dy file build log inter_cluster /epas/trace/log inter cluster *.tar.gz
<duration>

Y= gd A% file build log /epas/trace/log managed file transfer *.tar.gz
managed file transfer
<duration>

Microsoft Exchange file build log msft exchange /epas/trace/log msft exchange *.tar.gz

<duration>
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file build log msg_archiver
<duration>

/epas/trace/log msg archiver *.tar.gz

Presence 1% o]

file build log pe core
<duration>

/epas/trace/log pe core *.tar.gz

Presence and IM ™| A] %] 1Lk

file build log
presence im_exchange
<duration>

/epas/trace/log presence im exchange *.tar.gz

SIP 2121 &4

file build log pws <duration>

/epas/trace/log pws *.tar.gz

27 53} A of

file build log
remote call control <duration>

/epas/trace/log remote call control *.tar.gz

(¢33

-1 u

el

ﬂ

file build log sec_vulnerability
<duration>

/epas/trace/log sec vulnerability *.tar.gz

A B2 7H8A GUI

file build log serviceability ui
<duration>

/epas/trace/log serviceability ui *.tar.gz

SIP =<l 7+ A o] A

file build log
sip_inter federation <duration>

/epas/trace/log sip inter federation *.tar.gz

SIP ¥}E] A ¥ =217t #|
gl o)A

file build log
sip_partitioned federation
<duration>

/epas/trace/log sip partitioned federation *.tar.gz

<duration>

SIP ZZA] F9] file build log sipd_core /epas/trace/log sipd core *.tar.gz
<duration>

A A 17HEA file build log tc_ha <duration> | /epas/trace/log tc _ha *.tar.gz

o9 A file build log text_conference |/epas/trace/log text conference *.tar.gz

ol = A

file build log upgrade issues
<duration>

/epas/trace/log upgrade issues *.tar.gz

<duration>

ALEA A A file build log user_connectivity | /epas/trace/log user connectivity *.tar.gz
<duration>
==y file build log user_rosters /epas/trace/log user rosters *.tar.gz

XCP 2}-$-E] 9]

file build log xcp_core
<duration>

/epas/trace/log xcp core *.tar.gz

XMPP =41 T # o] gl o] A

file build log
xmpp_inter federation
<duration>

/epas/trace/log xmpp inter federation *.tar.gz
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= 25 A7) flstel el EY 9
Wz AR file build log deployment_info | /epas/trace/log deployment info *.tar.gz
<duration>
9 A9 34
= AEH I A(CLDE &3l AHEA A 4 vhd & st o] dAE ARS8 Al 2. CLI
& AH&-8H duration "i7H WS S8l A ol LIAT H = @R E A D 7 AFH T CLIZEA
O~

e 219 39 WS AR,

%

e
=
o
O
mlo

A% Wk SFTP A ¥ & ARl oF eyt

A 2Fst7] ol

Az gloll SHA] 4 & A sl oF it 4 Aol tht AR W82 Cisco Unified 4 W] 2~ 71

>
o2
]
I g
o

e T4 558 CLIE &7 A 574,369 v o] o] U 8-= A ESAA L.

T2 A A
A1 WEE AE A o] 2ol 2113
19_'74] 2 215 ‘QE%}E%UJ file build log <name of service> <duration> CLI Eé]% 1'336]' ]}\]QA. 0317]

Aol a3t A FRY

_zl‘ & S} Cisco Cluster Manager 25 E‘E:] ™ file build log cisco cluster manager
7% A o

GA3 28 7P 2 W file get activelog <log filepath> CLI TS A dsle] 4 U S 7145

ot
o] & -9, file get activelog epas/trace/log_cisco_cluster manager _2016-09-30-09h41m37s.tar.gz.

A 4 A 2ES oA o7 -?Tx] 6]—’;'1]134 A Lo 25 AHAFUTEH 225 2FASH M file delete
activelog <fllepath> = 4 Eg 61']/] ‘:}’

Oﬂ% "é‘oi, file delete activelog
epas/trace/log cisco cluster manager 2016-09-30-09h41m37s.tar.gz.
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T} 3o = IM and Presence A H] 2~ Lcoﬂ/ﬂ TS F U= FE FH L AT 2 9de] YdH
o AFYTL RIMT(AAIZF BYUEHH =& AFE8te] 4 21 91U S & = JdHFUt

A3 CLIZ AL§3to] RTMTE 2 % 9
H zip W 2 T5F3kekal A
o

EELRRES

3 41:IM and Presence = =5 913+ 35 34 2 21 9}

Au] 2 54 215 o] B

Cisco AXL ] AJnu] =~ /tomcat/logs/axl/logdj/axl*.log

Cisco 2] A¥ 7+ 57]3} o|o] |/epas/trace/cupicsa/log4d]j/icSyncAgent*.log

HE

Cisco Presence 1171 /epas/trace/epe/sdi/epe*.txt.gz

Cisco SIP Proxy /epas/trace/esp/sdi/esp*.txt.gz

Cisco Syslog Agent /cm/trace/syslogmib/sdi/syslogmib*. txt

Cisco Tomcat Security Log /tomcat/logs/security/logd/security*.log

Cisco XCP Q1= A1)~ /epas/trace/xcp/log/auth-svc-1*.l0og.gz

Cisco XCP 74 &g =} /epas/trace/xcpconfigmgr/logd]j/xcpconfigmgr*.log
Cisco XCP 14 A& =} /epas/trace/xcp/log/client-cm-1*.1l0og.9z

Cisco XCP 2}9-H /epas/trace/xcp/log/rtr-jsm-1*.log.gz

Cisco XCP SIP #|tj dlo] A ¢34 | /epas/trace/xcp/log/sip-cm-3*.1log

el 7}
CiscoXCP 8l A~ E %13} 3] ¢] 2] | /epas/trace/xcp/log/txt-conf-1*.1l0og.gz
A

Cisco XCP XMPP #H|tj djo] A &1 | /epas/trace/xcp/log/xmpp-cm-4*.1log

2 )7}

=) ~¥ #E A} /platform/log/clustermgr*.log

CiscoCPA(Z2}o| 1 E X 2319 | /tomcat/logs/epassoap/logd]j/EPASSoap* . log
ool HE)

dbmon /cm/trace/dbl/sdi/dbmon* . txt
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1. utils users validate {all |userid|uri} CLI %S AFE38}o] BE A&} E-58 A A3}

CLI & AF-&of t 3t 2}A| S W8-S Cisco Unified Communications Solutions-& ™ % & 21 7| o]
2 AP E FZSIAA L.

UserID7} 32 A 5] 31 71 Fof] T5-% UserID7} 3+ AW &] H-5Fo] AIH YT &2 ME CLI &
2o &8 = UserlD L FE RHojE&Y)

Users with Duplicate User IDs

User ID: user3
Node Name
cucm-imp-1
cucm-imp-2

2. FAG AR GE FH2H $AT AL B A9 S 2E F sl A ALEAte] &
TS HAAFY

3. AR e Fe2E Y AR O AR A A L E AHA D7 HFE A5 AR F
UserlD 2h& W74 8te] S35 0] BAsHA] @ms o),

o

e

4, AR AR A ALY Bl o] QL ‘?i Cisco Unified Communications Manager ¥2] GUIE A}
431 sl AF&AFe] AE-2FID Xé BE A3

5. HZTAFEA A AR B > FH F AR 2D S AF8-3F] Cisco Unified Communications Manager
) AEA W T E=E s d Qo whet B AR AL FrE g AR AL ID B T ¥ H 2] URI
s 7H = dFY ok AA S W82 Cisco Unified Communications Manager 2] A A& 2=
sHH Al S

e
K

A8} g2 wkel o] Ah-g-21 D 2 T g E g URI Z=E LDAP U gl H g & w33 &= 951t o] 4
- LDAP g gl g g Aol =4S A &3l A Q.

Bl AEAID 977 o) BAIE A @A) #9187 914 CLIEE S et e E
7 =3
=y

A3 T E e URI 2.5

B F5E £ 22 A A8 U E 2 URDE The oere Sasion, g AFaAte] et
1% 54 oF gt
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1. utils users validate {all|userid|uri} CLI &2 A}&31o] BE ALEAFe] H5 & AU
CLI "8 & AF-&-oll o) gk 2}A| 8+ W82 Cisco Unified Communications Solutions-5- Y8 ¥ = 1 E] 3| o]
A AHAE ZZFSAA L

¥ UserD7} = AW &) 50 A YT th&9]
U E 2 URI &F/FE HoFUt)

Users with No Directory URI Configured

URIZF 23 f 3ol 15 a1 21 Holl
ME CLI S92 frad g2 & 14449

o T v h= Rl

Node Name: cucm-imp-2
User ID
user4

Users with Invalid Directory URI Configured

Node Name: cucm-imp-2
User ID Directory URI
userl asdf@ASDF@asdf@ADSF@cisco

Users with Duplicate Directory URIs

Directory URI: userl@cisco.com
Node Name User ID
cucm-imp-1 user4
cucm-imp-2 user3

2. FAYAMEGE SHEH LT AEATE EEE F5 Y Y T shuol A ARE ALY &
TS HLFYL

3. AR UE U AME GE /\}Q‘Z}Oﬂ Al sdg o dE e URL gkol 23 45 AHAL 5
& g o] ¥ E g URI k& WA st S0 WAshA] s gt

4. AHEAF A RZE AR HAAAY vl o] Qo™ AREALe] HEE E] URI A RE T4 th

5. HZT AR A AR e > HF AFE AR = AF&-8H] Cisco Unified Communications Manager
o) gt =S A sk D g o whel B ARE AL A S AR A D = T E 2] URI

A F A H o}, A o+ -8 Cisco Unified Communications Manager 32 A A & 2
SHA Al Q..

%

o
Kl

A} =25l o] AL} D B T 2] URI B =% LDAP H e 2 2 vj 8 4 1t o] 4
S LDAP Tl elEje] A mo] 542 2 §3H41 4 <.

6. F2E Ei 22 ALER URL ST 7} o o4 BAI514) 957 e1eh/] 93] CLIg =& 43
sho] A1g42 thA] A F P o,
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34 .

Cisco Unified Communications Manager TCP 2
UDP Port A&

7ol A= Cisco Unified Communications Manager”} S 2] 2~F W] 9172 9 9] 5 o] Z-g] Al o] A o]
) 9} o] FAalof| AFEE}= TCP ¥ UDP ¥ E E-55 A3t} T3 IP Communications & 54 ©]
18l ) =910 ) 4, A o] SHACH 3 A ER ool e 30 4
22 % ot
* Cisco Unified Communications Manager TCP % UDP X E A}-& 7] & 379 5| o] A]
« XE A1, 381 # o] A

E #%, 395 7] 0] A

il —Ll o.>,i o

3L

Cisco Unified Communications Manager TCP % UDP 2 E A}
£ 7] &

Cisco Unified Communications Manager TCP & UDP X E &= U5 W2 74 H Yt}
* Cisco Unified Communications Manager 7+ 22| ~H I+ X E
cTE AN EE
* Cisco Unified Communications Manager2} LDAP t] & E{ 2] 7} Kol X E
« CCMAdmin 5= CCMUser%l 4] Cisco Unified Communications Manager= ] 8 7%
« Cisco Unified Communications Managerol| 4] Z18}7] 2 1 @ %
+ A3} 7] ¢} Cisco Unified Communications Manager 7+ 21 &, njt]o] 9 7] €} FA1
* Alo] E ¢Jl o] £} Cisco Unified Communications Manager 7F 21 w]t]jo] 2 7] €} F4l
« o Z 2] A ©] 4 3} Cisco Unified Communications Manager 7+ 54l
* CTL la}o] o] Eg]r §pﬂﬂ FEA

« HP Ao tist 5 ¥ E
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Ciscot= o]l ot EEo] 3] 7b5 3 s 74 Aluhe] 5 BH1skA] &kt o] H5& ALg-3tol
T A 7F A= A Cisco 7] A5 A4S QA AHA L

P

¥ E # %+ Cisco Unified Communications Manager®l] 7+ 4] -85 U T}, 5 L{EE 2] v} W H
ol FHe R A=A 28 LEVF =Y E F AFH T mebA] A E Ci
Manager H ol o] 4] o] S0} S ARE-3FaL =H] SRl A L.
7o BE R EFo] Frakol A vk Al A A T ol A o] Wk o] Zh A Yt 7 5ol whef
A7 FEoR 7| L E M E WA T 4= AR Ciscooll A &= o] & AAsHA 5t whehA
Cisco Unified Communications Manageri= ¢ 2] X EE U580 217 ]},
Clsco Unified Communications Manager /= E | o] & A X &} A H] 2= 7F8A4 & 98 vh2-3F 22 U
EQ T MU A7t AHs o AR H a7 o 7 g4 sk Utk 2bA 8 W) 8-& “Cisco Unified
Communications Manager {} 22| ~H {} X E” S FZ34A L.

* Cisco 21 FHE] A XU F(YW 8 A& BUHE L AIAR YT AMEA A A 35 LEE

AHE-sHA] 5 )

* Cisco 54 =3 A H] 2~(TCTS L E A}-4)
« Cisco RIS T o] E] A E|(RIS A B LE A}

« Cisco AMC A H] ~(AMC ZE A}§)

e ACL B+= QoS9] 7442 EZ 2], d3}t -S4l A v x| & s} 1ol ] 9] vl ]2}
Aqu] 2 2 A8 Fol o Z | Alo]l M W A3} BA B4 7] 59 whel tE Y} a3 ACLe] 3 A
$3)5) v Aol nhel chapa o,
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Cisco Unified Communications Managerol] 4] HE] 7| ~E 7] & S °H(MOH) LEE 74 & +% 9l &

Utk 7 A £ E e A1 eh] wiol HEHAE MOHS] £ E 32 Xﬂ*ﬂﬂ ERSRsis
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Sk A B = http://www.cisco. com/c/en/us/support/securlty/asa—S500—serles-next-generatlon—ﬁrewalls/
tsd-products-support-series-home html & FHZ23}4] A] L

4

e

El

=

N 1m
[\®]

[\

=2

gk Aol Do AL 22 EH A FE=F WSS A @l oF ghYth IM and Presence 7t
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Cisco Unified Communications Manager 7+ =] 2~ 7}

3t 42: Cisco Unified Communications Manager J+ =2 ~E] I} ¥ E

HAAEEA  [pEawEsd) (WY Es 24
drxeE Unified Communications | 514 / UDP Al 2~El Z7] A 8] 2
Manager
Unified Communications | RTMT 1090, 1099 / TCP RTMT A 5 ZYHE, 9
Manager ofe 4, 27 R Ax
& Cisco AMC A H] 2=
Unified Communications | Unified Communications | 1500, 1501 / TCP to] ElH| o] 2~ ¢ A (1501
Manager(DB) Manager(DB) /TCP & K% A7)
Unified Communications | Unified Communications | 1510 / TCP CAR IDS DB. CAR IDS
Manager(DB) Manager(DB) AL Falo]AE 9] o
2 83< 7Ive A
T2 7 gy o
Unified Communications | Unified Communications | 1511 / TCP CAR IDS DB. &1 9]
Manager(DB) Manager(DB) =3} 29 CARIDS 9
FouA AU AS B
AsHE o] AHEEE
A ZEJU T
Unified Communications | Unified Communications | 1515 / TCP 2] Z & 7} H|o]H
Manager(DB) Manager(DB) Hj o] 2 27
Cisco 24 7]°5(QRT) | Unified Communications | 2552 / TCP 7} 27} Cisco Unified
Manager(DB) Communications Manager
dlolE o] = W7 o
2 5% 5 AU
Unified Communications | Unified Communications | 2551 / TCP g/l A4S 93
Manager Manager Cisco 4 A1)~ 719
e B Ao
Unified Communications | Unified Communications | 2555 / TCP AN ZF AR M)A
Manager(RIS) Manager(RIS) (RIS) ] o] E] ¥ o] 2 A]
1
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. Cisco Unified Communications Manager 7} £

FxAn |

== Eal= d A

HAAREEY (B aREsd) (o s 24

Unified Communications | Unified Communications | 2556 / TCP CiscoRIS& A A ZF A 1.

Manager RTIMT/AMC/SOAP) | Manager(RIS) A]H] 2~(RIS) B o] E] 1] ©]
2 FEpeldE

Unified Communications | Unified Communications | 4040 / TCP DRS 1} AE o o] HE

Manager(DRS) Manager(DRS)

Unified Communications | Unified Communications | 5001/TCP o] LE= AX7F Y

Manager(Tomcat) Manager(SOAP) B An)| A2 9
SOAP ELU B of| 4 AF-§-
AU

Unified Communications | Unified Communications | 5002/TCP o] XEE= AT BUH

Manager(Tomcat) Manager(SOAP) A H) =2 98 SOAP &
YE o A ARE-H Y T

Unified Communications | Unified Communications | 5003/TCP o] ZE = Ao] Al A

Manager(Tomcat) Manager(SOAP) H| 22 938 SOAP =Y
Eol A AbgE Y Y

Unified Communications | Unified Communications | 5004/TCP O] ZEE= T 7 4H A

Manager(Tomcat) Manager(SOAP) H| 22 93 SOAP 2.4
Ef of] A AR-g-H Ut}

% CCM %] A}-8-#} | Unified Communications | 5005 / TCP o] ZE X SOAP

/ a2} Manager CDROnDemand2 4] H] 2
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