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RoomOS software and user documentation

RoomOS is the operating system that powers Cisco
collaboration devices, both when the device is registered
to an on-premises service (CUCM, VCS) and when it is
registered to the Webex cloud service.

How to get software and where to find user

documentation depend on where the device is registered.

About the Administration guide

The Administration guide is mainly aimed at
administrators working with the setup and configuration
of the video conferencing device.

The guide primarily addresses capabilities and
configurations for devices registered to an on-premises
service (CUCM, VCS), but most capabilities and
configurations also apply to devices that are registered to
the Webex cloud service.

Webex Workspaces

We recommend you to explore Webex Workspaces to
find inspiration and guidelines when preparing an office
or meeting room for video conferencing:

» https://www.webex.com/workspaces.html

On-premises registered devices

Software

New versions of RoomOS for on-premises registered
devices are released 3-4 times a year. You can download
the software from the Cisco web site:

» https://software.cisco.com/download/home

Release notes

We recommend reading the software release notes
(RoomOS 11) before you upgrade your devices.

»https://roomos.cisco.com/doc/WhatsNew/
ReleaseNotesRoomOS_11

Other documentation

We also recommend that you visit the Cisco web

site regularly to find the most recent version of this
Administrator guide, as well as other documentation for
your devices.

» https://www.cisco.com/go/board-docs (Board

series)

» https://www.cisco.com/go/desk-docs (Desk series)

» https://www.cisco.com/go/room- (Room series)

To find the Administration guides, click Documentation
and look for Maintain and Operate > Maintain and
Operate Guides.

Refer to the B User documentation on the Cisco web
site appendix for more information about guides for this
product.

Device settings

Physical interfaces Appendices

Webex registered devices

Software

New versions of RoomOS for Webex cloud registered
devices are released monthly. Software is automatically
installed on the devices as set up in Control Hub for your
organization.

Release notes

To find what's new in the latest version of the Webex
deployment, we recommend you to read What's new in
RoomOS devices on Webex Help Center.

»hitps://help.webex.com/article/6ger7db/
In this article you also find an overview of previously

released features, and some details about features that
are planned to be released soon.

Other documentation

For more information about devices that are registered to
the Webex cloud service, go to the Webex Help Center:

»https://help.webex.com
Note that guides that cover both on-premises and

Webex registered devices are on the Cisco web site, as
described for On-premises registered devices.

© 2024 Cisco Systems, Inc. All rights reserved
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This chapter provides an overview of new features and improvements, and lists the new, changed, and removed device
settings (configurations). For more details, we recommend reading the software release notes (RoomOS 11).

New features and improvements in RoomOS 11.20

Improvements when joining Zoom meetings

In the Join Zoom interface, you now see a list of
selectable Zoom CRC domains under the "Advanced
Options" for data center location preferences.

The device automatically detects when you're dialing into
a Zoom meeting from xCommand Dial or from the normal
Ul Call interface. If a Zoom meeting is detected, Zoom
Call Controls are added to the user interface. If you join

a meeting with xCommand Dial using a booking ID, the
platform specified in the booking takes priority.

We are now also removing the visual Zoom DTMF menu
automatically if we detect a Zoom meeting by adding
an option to the dial string. For example, 123456789@
zoomcrc.com will become 123456789.504@zoomcrc.
com.

Expanded Table Microphone Pro and AES67
Support (Bord Pro, Board Pro G2, Room Bar)

We’ve added support for up to 8 Table Microphone Pros
for Board Pro and Board Pro G2 (requires AV Integrator

Option Key). Board Pro and Board Pro G2 also now
supports AES67.

Find more information in the AES67 interoperability on
Room Devices article on Help Center.

Additionally, Room Bar now supports connecting one (1)
Cisco Table Microphone Pro.

One additional passive screen with a third-
party touchscreen
(Codec EQ, Codec Pro, Room Bar, and Room Bar Pro)

You can connect one third-party touchscreen and one
passive screen to a Room Series device.

Allow Microsoft Teams meetings on different
tenants through VIMT

Allow existing VIMT (Video Interoperability Meeting
Tenant) customers to seamlessly join Microsoft Teams
meetings hosted by external tenants while maintaining
the familiar Cloud Video Interop (CVI) experience.

This ensures that users can continue to leverage their
VIMT setup for enhanced video quality and functionality,
even when participating in meetings outside their home
tenant, delivering consistent and optimized meeting
experiences across different organizations.

You need to enable MicrosoftTeams Cvi CrossTenant and
set Userinterface MeetingJoin CVITenants.

Extended reach speaker mode

Adaptive speaker tracking and intelligent framing by the
Cisco Quad Camera and the Cisco PTZ 4K pan-tilt-zoom
camera, capture the active speaker and other in-room
participants, even in the largest spaces.

Cross-view update
(Codec EQ, Codec Pro)

You can now setup cross-view with two Quad Cameras.

Connecting more than one Quad Camera to a Codec is
only supported for Cross-view.

Pointing and annotation improvements on live
presentations

Previously, a snapshot was taken of the presentation to
draw on, but with this update, the presentation continues
beneath the drawings.

< >

Device settings

Physical interfaces Appendices

Additionally, a new tool, disappearing ink, has been
introduced. It stays visible for about 5 seconds, helping
presenters highlight key elements without interrupting the
flow of the presentation.

Frames improvements

The updated framing for groups of 2-4 people ensures
that participants are no longer displayed in multiple
frames.

For groups of 5-6 participants, the new framing limits
the display to two frames, providing a more stable and
cohesive viewing experience.

Custom scheduler setups

The Cisco room booking app now supports ad hoc
reservations for spaces like quiet or focus rooms without
requiring a Webex calendar setup, storing the booking
status directly on the device.

If the quiet room is configured with hot-desking, the room
booking app also reflects the status of the person who is
signed in and the duration of the booking on an outside
panel. A user can sign in from the panel outside the room
and book the space in addition to being able to do this
from the Desk Series device inside.

A third-party calendar provider can also send calendar
events and use Cisco’s room booking as the user
interface. This new capability allows all booking
workflows through inside or outside room booking
panels.

Bookings AdhocBooking Enabled
Userinterface RoomScheduler Mode

Bookings Book

© 2024 Cisco Systems, Inc. All rights reserved
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Configuration changes in RoomOS 11.20

New Configurations

Audio Input Ethernet [1] Channel [1..4] Level (Room Bar)
Audio Input Ethernet [1] Channel [1..4] Mode (Room Bar)
Audio Input Ethernet [1] Channel [1..4] Pan (Room Bar)
Audio Input Ethernet [1] Channel [1..4] Zone (Room Bar)
Audio Input Ethernet [1] EchoControl Mode (Room Bar)
Audio Input Ethernet [1] EchoControl NoiseReduction (Room Bar)
Audio Input Ethernet [1] Equalizer ID (Room Bar)

Audio Input Ethernet [1] Equalizer Mode (Room Bar)

Audio Input Ethernet [1] Mode (Room Bar)

Bookings AdhocBooking BookAhead Enabled (Al products)

Cameras Camera [1..7] Standby Mode (Codec EQ, Codec Plus, Codec Pro, Room 55 Dual, Room 70, Room
70 G2, Room Kit EQX, Room Panorama, Room 70 Panorama)

Conference Diagnostics DegradedQualityNotifications (ail products)
Files EndSessionAction (Al products)

MicrosoftTeams CVI CrossTenant (il products)

NetworkServices PTP Priority (Board Pro G2 55, Board Pro G2 75, Codec EQ, Room Bar Pro, Room Kit EQX)
NetworkServices SMTP From (Room kit EQX)

NetworkServices SMTP Mode (Room Kit EQX)

NetworkServices SMTP Password (room kit EQX)

NetworkServices SMTP Port (Room kit EQX)

NetworkServices SMTP Security (Room Kit EQX)

NetworkServices SMTP Server (Room Kit EQX)

NetworkServices SMTP Username (rRoom Kit EQX)

Standby Signage InteractionMode (rRoom kit EQX)

UserlInterface Bookings Visibility FullDayCalendar (Al products)

UserlInterface Bookings Visibility Personal FullDayCalendar (Al products)

Maintenance Device settings Physical interfaces Appendices

Userlnterface DevicePersonalization QRCodeNotification (Board, Board Pro 55, Board Pro 75, Board
Pro G2 55, Board Pro G2 75)

Userlnterface Features Files Start (Room kit EQX)

Userlnterface Features Share MTRShareExperience (Al products)
Userlnterface Features Whiteboard Start (Room kit EQX)
Userlnterface LedControl OutsideOfficeHours (all products)
Userlnterface LiveAnnotation AvailabilityForPresenter (Al products)
Userlnterface LiveAnnotation EnabledOutOfCall (Al products)
Userlnterface RoomScheduler Mode (Al products)

Userlnterface RoomScheduler OverlayOpacity (All products)

Video Output Connector [1] MonitorRole (Board Pro G2 55, Board Pro G2 75, Board Pro 55, Board Pro 75,
Desk Pro)

Video Output Touchlnput Mode (Codec EQ, Codec Pro, Room Bar, Room Kit EQX, Room Kit Mini)
WebEngine Features LocalWebAppManagement (Room Kit EQX)

Webex Privacy AllowUsageDatalogging (Board Pro 55, Board Pro 75, Board Pro G2 55, Board Pro G2 75,
Codec EQ, Codec Pro, Desk Pro, Room 70 G2, Room Bar, Room Bar Pro, Room Kit EQX)

WebRTC Provider MicrosoftTeams Deviceldentifier (Al products)

Zoom EnhancedCallControls (All products)

Configurations that are removed

RTP MaxPacketSize (All products)

Video Output Connector [1..2] Touchlnput Mode (Room Bar)

Video Output Connector [1..3] Touchlnput Mode (Codec EQ)

Video Output Connector [1] Touchinput Mode (Codec Pro, Room Kit Mini)
Video Output Connector [2] Touchlnput Mode (Codec Pro)

Video Output Connector [3] Touchinput Mode (Codec Pro)

Webex ProvisionalActivationService (Room Panorama, Room 70 Panorama)

. © 2024 Cisco Systems, Inc. All rights reserved
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Configurations that are modified

Audio Input Microphone [1] Mode (Desk Mini, Desk Pro, Cisco Desk)

OLD: Include_For_Extension:

NEW: Include_For_Extension: mtr
Audio Microphones NearTalkerSector Mode (Room Bar Pro, Board Pro 55, Board Pro 75, Board Pro G2
55, Board Pro G2 75)

OLD: Include_For_Extension:

NEW: Include_For_Extension: mtr

Audio Microphones VoiceActivityDetector Mode (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Audio Output InternalSpeaker Mode (Desk Mini, Desk Pro, Cisco Desk)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Audio USB VolumeControl Capture Mode (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Audio USB VolumeControl Capture Value (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Audio USB VolumeControl Playback Mode (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Audio USB VolumeControl Playback Value (all products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Cameras SpeakerTrack MeetingZone Area (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Cameras SpeakerTrack MeetingZone Mode (All products)

OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Maintenance Device settings Physical interfaces

Cameras SpeakerTrack ZoomRange MaxZoomFactor (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Conference Diagnostics StreamStatusOverlay (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Conference EndToEndEncryption Identity PreferredDomain (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Conference EndToEndEncryption Mode (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Conference Webex CallProtocollPStack (ail products)
OLD: Default: Auto
NEW: Default: Preferlpv4
OLD: Auto/Dual/IPv4/IPv6
NEW: Preferlpv4/Preferlpvb

NetworkServices HTTPS Server MinimumTLSVersion (Al products)
OLD: Default: TLSv1.1
NEW: Default: TLSv1.2

NetworkServices Wifi Settings A_MPDU (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Audio Ports Range Webex Start (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Audio Ports Range Webex Stop (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Ports Range Start (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Administration Guide
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RTP Ports Range Stop (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Video Ports Range Start (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Video Ports Range Stop (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Video Ports Range Webex Start (ail products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

RTP Video Ports Range Webex Stop (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

SIP MinimumTLSVersion (All products)
OLD: Default: TLSv1.0
NEW: Default: TLSv1.2

Userinterface Accessibility IncomingCallNotification (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Userinterface Features Call JoinWebex (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

UserlInterface Features Call JoinZoom (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

UserlInterface Features Call Start (Al products)

OLD: Include_For_Extension:

NEW: Include_For_Extension: mtr
Userlinterface LiveAnnotation Enabled (Board Pro 55, Board Pro 75, Board Pro G2 55, Board Pro G2 75,
Desk Pro)

OLD: Default: False

NEW: Default: True

Peripherals

Maintenance Device settings Physical interfaces Appendices

UserInterface RoomScheduler DevicePersonalization QRCodePairing (Al products)
OLD: Default: Off
NEW: Default: On

Userlnterface Whiteboard DefaultTheme (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Video DefaultMainSource (Al products)
OLD: User role: Admin, User
NEW: User role: Admin, Integrator, User

Video Output Connector [2] HDCPPolicy (Board Pro G2 55, Board Pro G2 75)
OLD: Default: Off
NEW: Default: On
OLD: Off
NEW: On

Video Output Connector [2] Location HorizontalOffset (Board Pro G2 55, Board Pro G2 75)
OLD: Default: 0
NEW: Default: -1

Video Output Connector [3] Location HorizontalOffset (Board Pro G2 55, Board Pro G2 75)
OLD: Default: 1
NEW: Default: 0

WebEngine MinimumTLSVersion (Al products)
OLD: Default: TLSv1.1
NEW: Default: TLSv1.2

Webex CloudUpgrades Mode (All products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Webex Meetings JoinProtocol (Al products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr

Webex Meetings MeetingChatNotifications Mode (ail products)
OLD: Include_For_Extension:
NEW: Include_For_Extension: mtr
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Webex Meetings MeetingChatPreview (Al products)

OLD: Include_For_Extension:

NEW: Include_For_Extension: mtr
Webex ProvisionalActivationService (Board Pro 55, Board Pro 75, Board Pro G2 55, Board Pro G2 75,
Codec EQ, Codec Pro, Desk Pro, Room 70 G2, Room Bar, Room Bar Pro, Room Kit EQX)

OLD: Include_For_Extension:

NEW: Include_For_Extension: mtr

Maintenance

Device settings

Physical interfaces Appendices
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BoardPro,

BoardPro . . . . . .
G2 This chapter provides an overview of new features and improvements, and lists the new, changed, and removed device

settings (configurations). For more details, we recommend reading the software release notes (RoomOS 11).

Codec EQ

New features and improvements in RoomOS 11.17

Codec
Plus
Updated Settings menu Check-in and check-out of meetings
Codec
Pro The settings menu Ul is now adapted to the rest of the Ul This feature allows room resources to be freed up if the
design. host does not "Check-in" when the meeting starts and
Desk, within the set timeout.
DeskPrlo,l
Dt Networked standby for Board Pro The meeting booking will be removed and free up the
Room Bar . space for others to use. This is a feature that helps to
Pro, Networked standby is already supported for most of the avoid unspent resources being blocked.
Room Bar products, this is now added to the Board Pro
Room Kit,
Room Ki
S Select USB Mode

Room Kit Some laptops do not support video bulk transfer

EQX over USB3. Since our products use bulk mode video
streaming, using some USB-C cables with USB3 can
cause intermittent video streaming issues on these
Room 55 laptops.

To address this, we have introduced a new configuration

Room
Panorama

Room 55

Dual, feature that allows users to switch between USB2 and
Room 70 USB3 modes in such situations.
Room 70

2 Set maximum resolution
Room 70 The Video Input Connector N PreferredResolution setting
Panorama softly enforces the preferred resolution, allowing the

source to override it and choose a higher resolution if

. needed.

With the introduction of Video Input Connector N
MaxResolution, a hard limit is set by removing all
resolutions above the specified value from the codec
input EDID.

To change the Video Input MaxResolution, you need to
specify the input and select the MaxResolution. Note that

the available values depend on what is supported for that
D15503.05 input.

RoomOS
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Audio Input Ethernet[1..3] Channel[1..8] Zone (Board Pro 55, Board Pro 75, Codeq EQ, Room Bar Pro)
Audio Input Microphone[1..3] Zone (Board Pro 55, Board Pro 75, Codeq EQ, Room Bar Pro)

Audio Input USBInterface[1] Zone (Board Pro 55, Board Pro 75, Codeq EQ, Room Bar Pro)

Audio Input USBMicrophone[1] Zone (Board Pro 55, Board Pro 75, Codeq EQ, Room Bar Pro)

Audio Microphones NearTalkerSector Mode (Room Bar Pro, Board Pro 55, Board Pro 75)

Audio Microphones VoiceActivityDetector Mode (All products)

Audio Output Ethernet[1..4] Delay DelayMs (Codec Pro, Room 70 Dual, Room 70 Panorama, Room 70
Single G2, Room Panorama)

Audio Output Ethernet[1..4] Delay Mode (Codec Pro, Room 70 Dual, Room 70 Panorama, Room 70 Single
G2, Room Panorama)

Bookings AdhocBooking BookingTimeout (Al products)

Bookings AdhocBooking Enabled (Al products)

Bookings AllowDecline (Al products)

Bookings Checkln Enabled (ai products)

Bookings Checkln WindowDuration (Al products)

Cameras SpeakerTrack ZoomRange MaxZoomFactor (Codec EQ, Codec Plus, Codec Pro, Room 55
Dual, Room 70 Dual, Room 70 Dual G2, Room 70 Panorama, Room 70 Single, Room 70 Single G2, Room Panorama,
Board Pro 55, Board Pro 75, Room 55, Room Bar, Room Bar Pro, Room Kit, Room Kit Mini)

Files Services Webex Spaces (All products)

NetworkServices SSH KeyExchangeAlgorithms AllowlLegacy (Al products)

RTP Audio Ports Range Webex Start (Al products)

RTP Audio Ports Range Webex Stop (All products)

RTP Ports Range Start (Al products)

RTP Ports Range Stop (All products)

RTP Video Ports Range Start (Al products)

RTP Video Ports Range Stop (Al products)

RTP Video Ports Range Webex Start (Al products)

RTP Video Ports Range Webex Stop (All products)

RoomAnalytics RoomInUse InCall (anl products)

RoomAnalytics RoomiInUse LocalUsage (All products)

Sensors Radar Mode (Board Pro 55, Board Pro 75, Board Pro G2)

- =

Maintenance Device settings Physical interfaces Appendices

Sensors Ultrasound Mode (Al products)

SystemUnit Hardware USBC[1] Mode (Desk, Desk Mini, Codec EQ, Room Bar, Room Bar Pro)
Userlnterface Features Call AudioMute (Al products)

Userlnterface LiveAnnotation Enabled (ai products)

Userlnterface Whiteboard Deletion (ail products)

Userlnterface Whiteboard SharelnCall (Al products)

Video Input Connector[1] MaxResolution (Codec Pro, Room 70 G2, Room Panorama, Room 70 Panorama,
Room 70 Dual G2, Room 70 Single G2, Codec EQ, Codec Plus, Room 55 Dual, Room 70 Dual, Room 70 Single)

Video Input Miracast Quality (ANl products)
WebEngine Certificates RevocationChecks NetworkAccess (All products)
Standby WakeupAtMeetingStart (Al products)

Standby WakeupOnMotionDetection (Board Series, Desk, Desk Mini, Desk Pro, Room 55, Room 55 Dual,
Room 70 Dual, Room 70 Dual G2, Room 70 Panorama, Room 70 Single, Room 70 Single G2, Room Bar, Room Bar Pro,

Room Kit, Room Kit Mini, Room Panorama, Codec EQ, Codec Plus, Codec Pro)

Standby Control (Al products)

Standby Delay (Al products)

Standby Halfwake Mode (Al products)

Standby Level Networked Delay (Board Pro 55, Board Pro 75, Room Bar Pro, Desk, Desk Mini)
Standby Level Networked Mode (Board Pro 55, Board Pro 75, Room Bar Pro, Desk, Desk Mini)
SystemUnit SoftwareUpgrade WebCache Url (ail products)

SystemUnit Software Upgrade Provider (Board Pro 55, Board Pro 75, Desk Pro, Other, Codec EQ, Codec
Pro, Room 70 Dual G2, Room 70 Single G2, Room Bar, Room Bar Pro)

Webex DevicePersonalization Features Whiteboard SigninRequired (Al products)
Userlnterface RoomScheduler DevicePersonalization QRCodePairing (Al products)

Webex ProvisionalActivationService (Al products)
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Configuration

Peripherals Maintenance

This chapter provides an overview of new features and improvements, and lists the new, changed, and removed device
settings (configurations). For more details, we recommend reading the software release notes (RoomOS 11).

New features and improvements in RoomOS 11.14

New products
Cisco Board Pro G2

Custom buttons in control panel (ai products)

The Ul Extensions are extended by allowing custom
buttons on the control panel. You set up these buttons in
the Ul extensions editor just like other cusotm buttons.

Support third-party touch screens
(Codec EQ, Codec Pro, Room Bar, and Room Bar Pro)

By supporting a third-party touch screen, we introduce
whiteboarding to devices that didn't have such
capabilities before. You get functionality similar to the
Board experience. You must connect the touch screen
both to HDMI and USB to get touch functionality.

Currently, support is limited to one touch screen per
device, and additional screens cannot be connected
alongside the touch screen.

Dual screen support (pesk Pro and Board Pro)

You can connect a secondary screen to the device's
HDMI output connector. This gives more screen
real-estate and flexibility in meetings. It is possible to
configure the extra display for mirroring, content or
additional participants.

More digital microphones
(Board Pro, Codec Pro, Room 70 G2)

Board Pro:
Up to 3 x Cisco Table Microphone Pro

Codec Pro, Room 70 G2:
Up to 8 x Cisco Table Microphone Pro

Control of third-party peripherals over serial

port interface

(All products except Board, Room 55 Dual, Room 70, Room 70 G2, and
Room 70 Panorama)

You can set up your device to control third-party
peripherals, such as displays, video switches, projectors,
or other, through a serial connection. There is a separate
set of configurations and commands that apply to
outbound serial control.

You must connect to a USB-A port on the device using
a USB-to-Serial dongle. We have mainly tested this
feature using dongles with the FTDI chipsets, but other
USB-to-Serial dongles should also work.

Management of paired Room Navigators
(All products)

You can enable management of a paired Room
Navigator with the command xCommand Peripherals
DeviceManagement Enable.

Once enabled, you can create users, and access the
Room Navigator using its IP address through SSH or
HTTPS (web Ul)for additional management.

This may be useful for updating 802.1x certificates or
when other management or integration needs arise.

Support for controlling multiple lenses in the

camera control menu

(Board Pro, Codec EQ, Codec Plus, Codec Pro, Room 55 Dual, Room
70, Room 70 G2, Room Bar Pro, Room Kit EQX, Room Panorama,

Room 70 Panorama)

With the standard camera controls, you can now choose
specific lenses to set up presets or check various views
in self-view. This selection feature is available if your

camera, like the Cisco Quad Camera, has multiple lenses.

< >

Device settings

Physical interfaces Appendices

Diagnostics for Web Views when facing out of
Memory iSSUes (ai porducts)

This feature is solely for diagnostics purposes and aids
in pinpointing situations where the web app consumes
excessive memory, leading to crashes in the integrated
web engine. A dismissible diagnostic message will
appear when this occurs.

Macro Engine update (ai products)

We've updated the Macro Framework to utilize QuickJS
as its default engine, replacing DukTape.

Easier deployment of AirPlay (ai products)

We've simplified the AirPlay configuration for
administrators working with enterprise networks.

Cross-view (codec EQ and Room Kit EQX)

Cross-view is an Al-driven feature that gives you the
best view of your meeting. By analyzing the room
activity, recognizing speakers and tracking where people
are facing, the devce automatically chooses the best
camera angle throughout the meeting. This way, remote
participants can see facial expressions and are included
even when the discussion is happening across the table.

You need a Quad Camera and two 4K PTZ cameras,
minimum 3 Table Microphone Pro's and the AV integrator
license.
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Configuration changes in RoomOS 11.14

New Configurations
Audio Input Ethernet [1..3] Channel [1..8] Level (Board Pro)
Audio Input Ethernet [1..3] Channel [1..8] Mode (Board Pro)
Audio Input Ethernet [1..3] Channel [1..8] Pan (Board Pro)
Audio Input Ethernet [1..3] EchoControl Mode (Board Pro)
Audio Input Ethernet [1..3] EchoControl NoiseReduction (Board Pro)
Audio Input Ethernet [1..3] Equalizer ID (Board Pro)

Audio Input Ethernet [1..3] Equalizer Mode (Board Pro)

[l B T R e

Audio Input Ethernet [1..3] Mode (Board Pro)

Audio Input Ethernet [5..8] Channel [1..8] Level (Codec Pro, Room 70 G2)
Audio Input Ethernet [5..8] Channel [1..8] Mode (Codec Pro, Room 70 G2)
Audio Input Ethernet [5..8] Channel [1..8] Pan (Codec Pro, Room 70 G2)
Audio Input Ethernet [5..8] EchoControl Mode (Codec Pro, Room 70 G2)
Audio Input Ethernet [5..8] EchoControl NoiseReduction (Codec Pro, Room 70 G2)
Audio Input Ethernet [5..8] Equalizer ID (Codec Pro, Room 70 G2)

Audio Input Ethernet [5..8] Equalizer Mode (Codec Pro, Room 70 G2)

[l R e et i '

Audio Input Ethernet [5..8] Mode (Codec Pro, Room 70 G2)

Audio Output Ethernet [1] Mode (Board Pro)

Audio USB VolumeControl Capture Mode (All products)

Audio USB VolumeControl Capture Value (Al products)

Audio USB VolumeControl Playback Mode (Al products)
Audio USB VolumeControl Playback Value (Al products)
Cameras PresenterTrack CameraPosition Pan (Room Bar Pro)
Cameras PresenterTrack CameraPosition Tilt (Room Bar Pro)
Cameras PresenterTrack CameraPosition Zoom (Room Bar Pro)
Cameras PresenterTrack Connector (Room Bar Pro)

Cameras PresenterTrack Enabled (Room Bar Pro)

Cameras PresenterTrack PresenterDetectedStatus (Room Bar Pro)

Peripherals
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Cameras PresenterTrack TriggerZone (Room Bar Pro)
Conference Diagnostics StreamStatusOverlay (ail products)
Macros QuickJSEngine (Al products)

Macros EvaluateTranspiled (Al products)

MicrosoftTeams Diagnostics ShowUnsupportedConsoleNaotification (Board Pro, Codec EQ,
Codec Pro, Desk Pro, Room 70 G2, Room Bar, Room Bar Pro, Room Kit EQX)

NetworkServices CommonProxy (All products)
NetworkServices HTTP Proxy Authentication Method (Al products)

SerialPort Outbound Mode (Board Pro, Codec EQ, Codec Plus, Codec Pro, Desk, Desk Mini, Desk Pro,
Room 55, Room Bar, Room Bar Pro, Room Kit, Room Kit EQX, Room Kit Mini, Room Panorama)

SerialPort Outbound Port [1] BaudRate (Board Pro, Codec EQ, Codec Plus, Codec Pro, Desk, Desk Mini,
Desk Pro, Room 55, Room Bar, Room Bar Pro, Room Kit, Room Kit EQX, Room Kit Mini, Room Panorama)

SerialPort Outbound Port [1] Description (Board Pro, Codec EQ, Codec Plus, Codec Pro, Desk, Desk Mini,
Desk Pro, Room 55, Room Bar, Room Bar Pro, Room Kit, Room Kit EQX, Room Kit Mini, Room Panorama)

SerialPort Outbound Port [1] Parity (Board Pro, Codec EQ, Codec Plus, Codec Pro, Desk, Desk Mini,
Desk Pro, Room 55, Room Bar, Room Bar Pro, Room Kit, Room Kit EQX, Room Kit Mini, Room Panorama)

Standby Signage InteractionMode (Codec EQ, Codec Pro, Room Bar Pro)

SystemUnit Extension MouseSupport (Board Pro, Codec EQ, Codec Pro, Desk Pro, Room 70 G2,
Room Bar, Room Bar Pro, Room Kit EQX)

Userlnterface Bookings AdhocBooking DefaultTitle (Al products)

Userlnterface CameraControl LensControl Enabled (Board Pro, Codec EQ, Codec Plus, Codec Pro,
Room 55 Dual, Room 70, Room 70 G2, Room Bar Pro, Room Kit EQX, Room Panorama, Room 70 Panorama)

UserlInterface Features Files Start (Codec EQ, Codec Pro, Room Bar, Room Bar Pro, Room Kit Mini)
UserlInterface Features Whiteboard Start (Codec EQ, Codec Pro, Room Bar, Room Bar Pro, Room Kit Mini)
Userlnterface InstantMeeting Invite (Al products)

UserInterface RoomScheduler State Available Color (ail products)

Userlnterface RoomScheduler State Busy Color (All products)

Userlnterface RoomScheduler State Pending Color (Al products)

Userlnterface WallpaperFillMode (Al products)

UserManagement LDAP BindDN (Al products)

>
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UserManagement LDAP BindPassword (Al products)
UserManagement LDAP MemberAttribute (Al products)

Video Input CameraConfigMode (Board Pro, Codec EQ, Codec Plus, Codec Pro, Room 55 Dual, Room 70,
Room 70 G2, Room Bar Pro, Room Kit EQX, Room Panorama, Room 70 Panorama)

Video Output Connector [n] ContentType (Board Pro, Codec EQ, Codec Plus, Codec Pro, Desk Pro,
Room Bar, Room Bar Pro, Room Kit, Room Kit EQX, Room Kit Mini, Room 55, Room 55 Dual, Room 70, Room 70 G2,

Room Panorama, Room 70 Panorama)

Video Output Connector[n] Touchlnput Mode (Codec EQ, Codec Pro, Room Bar, Room Bar Pro, Room
Kit Mini)

WebEngine Features LocalWebAppManagement (Codec EQ, Codec Pro, Room Bar, Room Bar Pro,
Room Kit Mini)

WebEngine Features Peripherals AudioOutput (ail products)
WebEngine Features Peripherals WebGL (Al products)

Webex CloudProximity ManualPairing (Al products)

Configurations that are removed
Webex CloudProximity Mode (All products)

Webex Meetings RoomObservedByHost (il products)

Configurations that are modified

Macros QuickJSEngine (Al products)
OLD: Default: Off
NEW: Default: On

RoomAnalytics PeoplePresenceDetector (Al products)
OLD: Default: Off
NEW: Default: On

Video Input Connector [1] InputSourceType (Room Bar Pro)
OLD: PC/camera/document_camera/mediaplayer/other/whiteboard
NEW: camera

Video Input Connector [1] Visibility (Room Bar Pro)
OLD: Always/IfSignal/Never
NEW: Never

16

Maintenance Device settings Physical interfaces Appendices

Video Input Connector [2] Visibility (Room Bar Pro)
OLD: Default: IfSignal
NEW: Default: Always

Video Input Connector [3] Visibility (Room Bar Pro)
OLD: Default: IfSignal
NEW: Default: Always

Video Input Connector [2..3] PreferredResolution (Room Bar, Room Bar Pro)

Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_30/3840_1600_30
/3840_1620_30

Video Input Connector [3..5] PreferredResolution (Codec Pro, Room 70 G2, Room Panorama,
Room 70 Panorama)

Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_30/3840_1600_30
/3840_1620_30

Video Input Connector [1..4] PreferredResolution (Codec EQ, Room Kit EQX)
Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_30/3840_1600_30
/3840_1620_30

Video Output Connector [1..2] Resolution (Codec Plus, Codec Pro, Room Bar, Room Kit, Room 55 Dual,
Room 70, Room 70 G2, Room Panorama, Room 70 Panorama)

Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_60/3840_1600_60
/3840_1620_60

Video Output Connector [1..3] Resolution (Codec EQ, Room Kit EQX, Room Bar Pro)
Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_60/3840_1600_60
/3840_1620_60

Video Output Connector [1] Resolution (Room Kit Mini)
Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_60/3840_1600_60
/3840_1620_60

Video Output Connector [2] Resolution (Board Pro, Desk Pro, Room 55)

Added to valuespace: 2560_1080_60/2880_1200_60/3440_1440_60/3840_1600_60
/3840_1620_60
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Board

Product features at a glance

BoardPro,

BoardPro . . . .
G2 Combining an unmatched video and audio experience

with sophisticated design, every device in the Cisco
Webex Room, Desk and Board portfolio creates a
powerful collaboration solution. Rich in functionality and
easily scalable, there is a Webex device for every room
Codec - from huddle spaces to boardrooms - and for personal
Plus desktops, too.

Codec Some of the features you can expect across the Cisco
Pro Webex device portfolio include:

Smart meetings: camera best overview, automatic

Desk, . B . . L.
DeskPro, fram|_ng and s_pealfer tracklng,_no_lse reduction, join
DeskMini meetings easily with OBTP, Wi-Fi support, easy

control with a touch controller or the Webex app.
Room Bar

Pro, - Smart presentations: single, dual or triple screens,
RoomiEay wired or wireless 4k content-sharing, support for dual
Room Kit, content sources.

R°&ri’:ﬁK" Smart rooms: automatic wakeup, people count,

environmental and peripheral controls.

Room Kit - Flexible registration: built for both cloud and
EQX .
on-premises deployment. And, you can use Webex
Edge for Devices to link your on-premises registered
Room 55 devices to the Webex cloud service, and gain access
to select cloud features.

Room 55 The following pages contain additional details about each
R(g)”ni'%o product, including information about features that vary

from device to device.

Room 70
G2

Room 70
Panorama

Room
Panorama
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Room Series at a glance (age 1014

Room Bar, Room Bar Pro

Cisco Room Bar is a compact yet powerful video
collaboration device. It combines a wide (120-degree)
field-of-view camera, noise cancelling microphones,
dual stereo speakers, and a codec in a single device. It's
designed for huddle spaces and small meeting rooms
(up to 5 people within 3 meter from the device). In
slightly larger mid-sized rooms, you can add an external
microphone to ensure the best audio experience.

The larger and more powerful Cisco Room Bar Pro
combines a dual camera (112-degree field-of-view

lens and a tele-lens working seamlessly together), a
three-channel loudspeaker system, a built-in microphone
array, and a powerful codec with rich connectivity
options. You can connect up to three screens, and
choose between analog and digital external microphones
to get the best audio experience in larger mid-sized
rooms.

Both devices integrate well with flat panel screens
through HDMI CEC, and are easy to mount, either on
walls or screens.

Room Bar mounted on top of a flat-panel display

Room Bar Pro mounted on top of a flat-panel display

Configuration

Peripherals Maintenance

Room Kit, Room Kit Mini

Cisco Room Kit includes camera, codec, speakers, and
microphones combined in a single device. Easy to mount,
it integrates well with flat panel screens through HDMI
CEC. Room Kit is designed for meeting rooms with up to
seven people.

On a slightly smaller scale, Cisco Room Kit Mini includes
the same equipment and is well-suited to huddle spaces
with two to five people, because of its wide 120-degree
field of view. When connected to a computer, Room Kit
Mini can be used as a USB camera. Room Kit Mini is also
available in a bundle with Samsung Flip, thus combining
the Room Kit Mini's video conferencing capabilities with
the Samsung Flip's whiteboarding and content functions.

Room Kit mounted on top of a flat-panel display

Device settings

Physical interfaces Appendices

Codec EQ, Codec Plus, Codec Pro

The Cisco codecs are powerful collaboration solutions
that integrates well with external displays through HDMI
and CEC. Cisco offers Room Kit bundles combining

a codec with the Cisco Quad Camera, Precision 60
camera', PTZ 4K camera, or PTZ-12 camera?, and a Cisco
touch controller user interface.

Cisco Codec EQ integrates with up to three screens,

3 analog or 8 digital directional microphones. Just like
Codec Pro, it works well for large conference rooms,
boardrooms, training rooms, and auditoriums. With the
AV integrator package (option key), the full integrator
audio API is unlocked.

Cisco Codec Pro integrates with up to three screens, 8
analog or 4 digital directional microphones. It works well
also for large conference rooms, boardrooms, training
rooms, and auditoriums. The codec is built with AV
integrators in mind.

Cisco Codec Plus integrates with up to two displays
and 3 analog microphones. It works well for medium to
large-sized meeting rooms.

Quad Camera

Touch
controller

e - By

oy =

Codec Plus

" Only Codec Pro and Codec Plus.
2 Only Codec Plus.
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Room Series at a glance (page 201 4)

Room 55 Room 70 G2, Room 70, Room 55 Dual
Cisco Room 55 includes camera, codec, screen, Cisco Room 70 G2 is based on the Codec Pro and
speakers, and microphones - all integrated in a single comprises a quad-camera, and 70" LED single or dual
device. You can choose to mount the single 55” screen 4K screen(s) with integrated speakers and microphones’.
on a floor stand, wheeled base, or on the wall. Perfectly The single screen setup delivers a people-focused
designed for small to medium-sized meeting rooms, experience, while dual screens create compelling

Room 55 transforms your work spaces into video people- and people/content-focused experiences.

Il ration h .
collaboration hubs With similar functionality, Cisco Room 70 is based on the

Codec Plus.

Easily scalable, and offering speaker-tracking and
auto-framing capabilities, Room 70/G2 Single or Dual
is an ideal all-in-one solution for large meeting rooms
seating up to 14 people.

Like the Room 70 Dual only with smaller screens, Cisco
Room 55 Dual is based on the Codec Plus, and includes
a quad camera, and two 55" 4K screens with integrated
speakers and microphones”. Room 55 Dual is best suited

to medium or large rooms for up to 12 people. Room 70 Single G2 / Room 70 Sinlge on a floor
stand

There are three mounting kit options for each of these
products: a free-standing floor stand, a wall-secured
Room 55 floor stand, and a wall mount kit.

Room 55
Dual,
Room 70

Room 70
G2

Room 55 on a floor stand

D15503.05

RoomOS
11.17and11.20 Room 70 Dual G2 / Room 70 Dual on a floor stand

12-2024 “ Integrated microphones for speaker tracking only.
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Room Series at a glance (agesor 4
Room Kit EQX

The Cisco Room Kit EQX is an all-in-one bundle with the
Codec EQ and the Quad Camera as core. It gives the
flexibility to bring your own external screens and integrate
them with the purpose-built kit of room conferencing
hardware components.

You can choose between three mounting options:
wallmount, wall-stand, and a freestanding floor-stand.

The device supports advanced multi-camera scenarios,
and offers speaker tracking, and intelligent presenter
and audience views. Integrated microphones support the
state of the art speaker tracking solution.

You must connect external microphones for audio pickup,
because the integrated microphones are only for speaker
tracking. You can choose between analog, USB, or
AES67 compatible Ethernet (IP) microphones. You can
also install a full external DSP controlled microphone

Room Kit solution. More than one digital microphone requires a
EQX PoE compatible switch.
The device’s integrated loudspeaker system consists of

six main loudspeakers and a bass loudspeaker, driven by
a sixteen channel amplifier.

Wall mount Wall stand Floor stand

D15503.05

RoomOS
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12-2024

vl
< 2 >
cisco 0 © 2024 Cisco Systems, Inc. All rights reserved



Cisco collaboration devices

RoomOS 11 Administration Guide

Table of Contents Introduction Configuration Peripherals Maintenance Device settings Physical interfaces Appendices

Room Series at a glance (age 401 4)

Room Panorama, Room 70 Panorama

Built for the modern C-suite, Cisco Room Panorama Cisco Room 70 Panorama is a high-end collaboration
transforms large meeting spaces and brings teams from system, easily scalable for medium to large conference
around the world, face-to-face. rooms and spaces. Based on the Cisco Room 70 Dual

G2, Room 70 Panorama includes a powerful codec, a
quad-camera, two 70-inch LED screens, and a 55-inch
or 65-inch 4K screen for content presentation. Integrated
loudspeakers and microphones ensure accurate speaker-
tracking, and the system supports up to eight external
microphones. The camera offers panorama video,
speaker-tracking, and auto-framing capabilities. There
are three mounting kit options: a free-standing floor
stand, a wall-secured floor stand, and a wall mount kit.

An all-in-one solution with the Codec Pro and Quad
Camera at its core, Room Panorama features two 82-inch
8K video screens and a 65-inch 4K screen for content
presentation. The camera provides panorama video,
speaker-tracking, and auto-framing capabilities. The
specially made integrated loudspeaker system consists
of twelve main loudspeakers and four separate bass
loudspeakers, driven by a sixteen channel amplifier. You
won't miss a word with an integrated microphone array
for accurate speaker tracking, and support for up to eight
external microphones.

Panorama

Room 70
Panorama
Room Panorama Room 70 Panorama, Room 70 Panorama,
Room wall mounted with 65-inch content screen above floor stand with 55-inch content screen below

D15503.05
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Desk Series at a glance

The Cisco Desk Pro, Cisco Desk, and Cisco Desk

Mini devices are designed for personal desk-based
collaboration, in an office or focus room that
accommodates one or two people. Featuring a high
resolution touchscreen, a camera” with wide angle view,
and an advanced audio system, the Desk Series provides
an exceptional video experience as powerful as Cisco’s

Room Series but designed for the desktop.

With a USB-C connection for touch-redirect, easy
content sharing, and screen extension, a Desk Series
device becomes your all-in-one primary monitor and

Desk,
DeskPro, collaboration device.

DeskMini

D15503.05
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Desk Pro: shown from the front and side

Desk Mini

Physical interfaces

Administration Guide
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Board
. Board Series at a glance

BoardPro,

B“g‘ip” Cisco Board, Cisco Board Pro, and Cisco Board Pro G2 are

all-in-one devices with 4K cameras, built-in microphones and
speakers, and a high-resolution 4K touchscreen.

The devices combines premium visual collaboration, video
conferencing, and co-creation. They help teams to collaborate
in a variety of physical meeting spaces and connect with remote
members by joining video meetings, digital whiteboarding,
presenting and sharing content.

For Board Pro and Board Pro G2, you can choose between
analog, USB, or AES67 compatible Ethernet (IP) microphones.

Board Pro and Board Pro G2

There are three mounting options available for Board Pro and
Board Pro G2: floor stand, wheel base, or wall mounted.

These boards are available in two different screen sizes and is
designed for small to large sized meeting spaces:

Board Pro 55 and Board Pro 55 G2 with a 55" LED screen.
Board Pro 75 and Board Pro 75 G2 with a 75" LED screen.

Board Pro on a wheel base Board Pro on a floor stand

Board

There are three mounting options available for Board: floor stand,
wall stand, or wall mounted.

Board is available in three different screen sizes:
Board 55 and 55S with a 55" LED screen. Designed for
huddle spaces for up to five people.
Board 70 and 70S with a 70" LED screen. Designed for
meeting rooms for up to eight people.
Board 85S with a 85" LED screen. Designed for larger

collaboration spaces such as auditoriums, training spaces,
and classrooms.

Board Pro, wall mounted

The second generation of Board is referred to as the S Series,
representing some minor optimizations to the hardware platform.

D15503.05
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Board . . . . .
. How to administer the video conferencing device (page 10f5)

BoardPro,
BoardPro
G2

Codec EQ

Codec
Plus

Codec
Pro

Desk,
DeskPro,
DeskMini

Room Bar
Pro,
Room Bar

Room Kit,
Room Kit
Mini

Room Kit
EQX

Room 55

Room 55
Dual,
Room 70

Room 70
G2

Room 70
Panorama

Room
Panorama
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In general, we recommend you to use the device web
interface to administer and maintain the device, as
described in this administrator guide.

Alternatively, you can access the API of the device by
other methods:
HTTP/HTTPS (also used by the device web interface)
WebSocket
SSH
Serial connection
If you want more information about the different access

methods, and how to use the API, refer to the AP/ guide
for the device.

Tip
If the configuration or status is available in the API, the

web interface setting or status translates into an API
configuration or status as follows:

Set X > Y > Z to Value (web)
is the same as
xConfiguration X Y Z: Value (API)

Check X > Y > Z status (web)
is the same as
xStatus X Y Z (API)

For example:

Set SystemUnit > Name to MySystem
is the same as
xConfiguration SystemUnit Name: MySystem

Check SystemUnit > Software > Version status
is the same as
xStatus SystemUnit Software Version

More settings and statuses are available in the device
web interface than in the API.

Access method Notes

How to enable/disable the methods

HTTP/HTTPS - Used by the device web interface NetworkServices > HTTP > Mode
- Non-secure (HTTP) or secure (HTTPS) communication Restart the device for changes to take
- HTTPS: Enabled by default effect
- HTTP: Enabled by default only for devices that have
been upgraded to CE9.4 (or later) from an earlier
software version, provided that the device has not been
factory reset after the upgrade
WebSocket - Tied to HTTP, so that also HTTP or HTTPS must be NetworkServices > HTTP > Mode
enabled before you can use WebSocket NetworkServices > Websocket
- E i i
r?crypted (wss) or unencrypted (ws) communication Restart the device for changes to take
- Disabled by default effect
SSH - Secure TCP/IP connection NetworkServices > SSH > Mode
* Enabled by default You do not need to restart the device.
It may take some time for changes to
take effect
Serial - Connect to the device with a cable. IP-address, DNS, or  SerialPort > Mode
connection a network is not required )
Restart the device for changes to take
+ Enabled by default effect

- We recommend using the default baud rate, because
the device may return much feedback (SerialPort >
BaudRate)

- For security reasons, you are asked to sign in by default
(SerialPort > LoginRequired)”

" For Board: The SerialPort > LoginRequired setting is on only available on Board 55S, 70S, and 85S. You always have to sign in on Board 55 and 70.

& If all access methods are disabled (set to Off), you can no longer configure the device. You are not able to
re-enable (set to On) any of the access methods, and you must factory reset the device to recover.

© 2024 Cisco Systems, Inc. All rights reserved
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How to administer the video conferencing device (page 2 of 5)

Board . .
The device web interface
BoardPro,
soatcPro The device web interface is the administration portal
G2 ;
for the device. You can connect from a computer Connect to the device o
Codec EQ and administer the device remotely. It provides full Open a web browser and enter the IP address of the
configuration access and offers tools and mechanisms device in the address bar.
for maintenance.
Cod
Note: The device web interface requires that HTTP or .
HTTPS is enabled (refer to the NetworkServices > HTTP @ How to find the IP address
> Mode setting).
9 1. Swipe in from the right or tap the controls
icon @ in the upper, right corner to open
Desk, We recommend that you use the latest release of one of the gontrol panel. Then select Device
DeskPro, ; . settings.
DeskMini the major web browsers.
2. Select About this room device.
Room Bar
Pro,
Room Bar
Room Kit,
Room Kit . .
Mini Signin
Enter user name and passphrase for the device and click Sign In.
EQx @ The device is delivered with a default user named admin
with no passphrase. Leave the Passphrase field blank if a
Room 55 passphrase is not set yet.

It is mandatory to set a password for the admin user.
Room 55

Dual,
Room 70

Room 70
G2

Q Find page

Room 70
Panorama Page title

admin
Admin, Audit, User

Room
Panorama

Edit User

Si g no Ut Change Passphrase

O sign Out

1. Click the user symbol in the top bar to open the menu.
2. Click Sign Out.

D15503.05

RoomOS
11.17and11.20
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How to administer the video conferencing device (page 3 of 5)

How the device web interface is organized

Board

BoardPro,

BoardP ) .
oaéz © Select pages or topics from the menu at the left side.

There is a search field in the top bar to help you find the
page you are searching for.

Which pages are present depends on:

Device type and service registration (Webex, Cisco
UCM, VCS, Webex Edge for Devices)

Connected peripherals and setup
Roles and access rights of the user that is signed in

Codec EQ

Codec
Plus

Device settings

Codec
Pro
Desk,
DeskPro,
DeskMini Cisco \ e
: Local Device Controls
Room Bar Device name
Pro,
Room Bar and type MyDevice .
Codec Pro Page t'tle
Room Kit, —
Room Kit j Tabs
Mini ) — Tab 1 Tab 2 Tab 3 : :
Main menu () Home _J On some pages the information
—
; i i i . There may
Room Kit Click an item to 4 call is organized in tabs
Card 1 also be sub-tabs.
open a page.
SETUP The selected tab is highlighted.
Room 55
& Settings
Room 55 & Users
Dual, §
Room 70 Cards & Security
Room 70 The information R —
G2 on a page, tab, or
Sub_tab may be kg Personalization
Room 70 further grouped in ¢ Audio Console
Panorama cards.
# Ul Extensions Editor
Room = Macro Editor Card 2
Panorama
¢ Developer API
SYSTEM MAINTENANGE
& Software
Card 3
- |ssues and Diagnostics
D15503.05 - ) Backup and Recavery
RoomOS —
11.17and11.20
12-2024
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Physical interfaces Appendices

This means that some of the menu entries shown in the
illustration below may not be present on your device.

Read more about user administration, user roles and

access rights in the » _User administration chapter.

Q Find page

The user menu

Click the symbol to
show who is signed in.
You can also edit the
user settings, change
your password, and sign
out.

Search field

Use this field to search
for a page. Suggestions
for relevant pages
appear when you start
typing. When you click
on one of them, the
corresponding page
opens.
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The main menu of the device web interface

Board

BoardPro,
BoardPro
G2

o—— &1

(7) Home
Codec EQ

Opens a page where you can set up a call from the device. You —° % Call
can change the camera position, mute the microphones, adjust

the volume, change layouts, and check the call details.

Codec
Plus

SETUP
Codec
Pro

Opens a page where you can add, edit, or delete users, or i Settings

DgseksFl’(ryo change a users passphrase. You can also create a remote
DeskMini support user from this page. —o 2 Users
Room Bar .
o Pf°vB Opens a page where you can upload and view certificates that = —© & Security
oom =ar are required to communicate with different services and back-
Room Kit, ends. You can also create a sign-in banner, and choose which
Room Kit system components to reset automatically when restarting the
Mini - CUSTOMIZATION
device.
Room Kit . .
9 Personalization o——F—
s i
<J#» Audio Console o——
Room 55 Opens the Ul Extensions Editor, which allows you to create —1° £ Ul Extensions Editor
Dual, custom Ul panels and action buttons.
Room 70

= Macro Editor o—+—
Room 70

G2 Opens a page where you can view the device's XML files, and | —° X Developer API

execute commands and configurations.
Room 70
Panorama

SYSTEM MAINTENANCE

Room
Panorama

& Software o— 4 —

Opens a page where you can look at active diagnostics —o “ Issues and Diagnostics

messages, download logs, and create screenshots of the user

interface and on-screen messages and indicators. &) Backup and Recovery o+—

D15503.05

RoomOS
11.17and11.20

12-2024 * Not available for cloud registered devices.

vl
cisco

Maintenance

Device settings Physical interfaces Appendices

Lists general information such as IP address, MAC address, serial number, active
network interface, software version, SIP address, issues, registration status,
utilization and environment data, and more.

Opens a page with access to:
Device configurations and statuses.
Predefined room type templates. (Only for Codec EQ, Codec Plus, Codec Pro, Room Kit EQX,
Room 55 Dual, Room 70, and Room 70 G2)
Details about cameras, screens, microphones, and other inputs, outputs, and
peripherals.
Setting up and enabling presenter tracking if you have a camera that supports
the feature. (Only for Board Pro, Board Pro G2, Codec EQ, Codec Plus, Codec Pro, Room Kit EQX,
Room 55 Dual, Room 70, and Room 70 G2)
Setting up an SMTP server so that you can send whiteboards and annotations

via email. (Only for Desk, Desk Mini, Desk Pro, Board, Board Pro, Board Pro G2, and Room Kit Mini
with Samsung Flip)

Opens a page where you can personalize the device by adding branding elements
or other background images, selecting a ringtone, and creating a local contacts
list (favorites).

Opens the Audio Console, which provides a graphical interface that allows

advanced customization of audio features. (Only for Codec EQ with AVintegrator option,
Codec Pro, Room Kit EQX with AVintegrator option, Room 70 G2, Room Panorama, and Room 70 Panorama)

Opens the Macro Editor, which allows you to create snippets of code (macros) that
automates or customizes the behavior of your device.

Opens a page where you can install new software” and option keys. You can also
change the product key; only change the product key if you are directed to do so
by a Cisco technical support representative.

Opens a page where you can backup and restore information on your device, such
as branding elements, favorites list, Ul extensions, macros, the sign in banner, and
configurations. You can also swap to the previous software image, factory reset,
restart, or shut down the device.
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How to administer the video conferencing device (page 5 of 5)

Settings and device information on the user interface

Board

BoardPro,
BoardP Lo . .
oaéz © You have access to device information, and some basic Access Settings
configurations and device tests on the device’s user
Codes EQ interface. 1. Swipe in from the right or tap the controls icon @

in the upper, right corner to open the control panel.

Device-critical settings and functions, such as network Then select Device settings.

settings, service activation, and factory reset, may be

Codec .

Plus protected by a passphrase, refer to the » Restrict the A padlock symbol B indicates that a setting is

access to the Settings menu chapter. protected (locked down).

Codec

Pro 2. Select the setting you want to change, or the test you
Some of the settings and tests are also part of the Setup want to run.

Desk, i i i i i X . X .
DeskPro, ?ss;itarf)_t t??.t is launched when the device is powered up If a setting is locked down, an authentication window
DeskMini ortne firstime. pops up, and you have to sign in with ADMIN
Room Bar credentials to proceed. If the device is registered to

Pro, the Webex cloud, the settings must be unlocked from
Room Bar Control Hub.

Room Kit,
Room Kit

Mini For Board, Board Pro, and Board Pro G2
Room Kit If you have connected a touch controller to the board, the

ER two devices operate independently in this context. If you

unlock the settings by signing in on one of them, it has no
effect on the other.
Room 55
Dual,
Room 70

Room 70
G2

Room 70
Panorama

Room
Panorama
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Board

Touch controllers

BoardPro,
BoardPro

G2 Controlling a video conferencing device

Touch controllers are Cisco interface units that are used to

Codec EQ . . K
control the video conferencing devices.

At present there are three such interface units available, all
Codec . ' '
Plus referred to interchangeably as 'touch controllers':

Cisco Room Navigator
Codec - Cisco Touch 10

Pro
Cisco TelePresence Touch 10
Desk,
DeskPro,
DeskMini . . .
Touch controllers provide instant access to meetings, content,
Room Bar contacts, directories, and more. You can customize the user
e, interface with custom buttons and panels, as described in
Room Bar . . . .
the Customization Guide. The Room Navigator also offers
Room Kit, environmental sensors for monitoring things like air quality and
Room Kit temperature.

Touch controllers can be connected directly to a device, or
remotely paired to the device via the network (LAN).

See the B _Connect the touch controller chapter about how to

connect a touch controller to the video conferencing device.

Room Kit
EQX

Room 55

Room 55
Dual,
Room 70

Room 70
G2

Room 70
Panorama

Room
Panorama
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Video conferencing device compatibility
Room Navigator is supported by:

Codec EQ, Codec Plus, and Codec Pro

Room Series

Board 558, 70S, 85S

Board Pro and Board Pro G2

Touch 10 and TelePresence Touch 10 are supported by:

Codec Plus and Codec Pro

Room Kit, Room Kit Mini, Room 55, Room 55 Dual, Room 70,
Room 70 G2, Room 70 Panorama, and Room Panorama

Board 55S, 70S, and 85S
Board 55 and 70

Device settings Physical interfaces

Appendices

C

Cisco Room Navigator
(launched early 2021)

Cisco Touch 10

(second version, launched late 2017)

Cisco TelePresence Touch 10

(first version)

© 2024 Cisco Systems, Inc. All rights reserved



Cisco collaboration devices

RoomOS 11 Administration Guide

Table of Contents Introduction Configuration Peripherals Maintenance Device settings Physical interfaces Appendices

BoardPro,
BoardPro
G2

Codec EQ

Codec
Plus

Codec
Pro

Desk,
DeskPro,
DeskMini

Room Bar
Pro,
Room Bar

Room Kit,
Room Kit
Mini

Room Kit
EQX

Room 55

Room 55
Dual,
Room 70

Room 70
G2

Room 70 Cha pter 2

Panorama

Room

Configuration

D15503.05

RoomOS
11.17and11.20

12-2024

] ‘ .
cisco 30 © 2024 Cisco Systems, Inc. All rights reserved



Cisco collaboration devices

RoomOS 11

Administration Guide

Board

BoardPro,
BoardPro
G2

Codec EQ

Codec
Plus

Codec
Pro

Desk,
DeskPro,
DeskMini

Room Bar
Pro,
Room Bar

Room Kit,
Room Kit
Mini

Room Kit
EQX

Room 55

Room 55
Dual,
Room 70

Room 70
G2

Room 70
Panorama

Room
Panorama

D15503.05

RoomOS
11.17and11.20

12-2024

vl
cisco

Table of Contents Introduction

User administration

You must sign in to the device with a local user, for example to
access the device web interface or command line interfaces.
You can assign different roles to users, to determine what they
should have access to.

The default user account

The device comes with a default administrator user account
with full access rights. The user name is admin, and initially, no
passphrase is set.

It is mandatory to set a passphrase for the admin user.

On a new or factory reset device, the calling

functionality is disabled until you set a set a passphrase.

Read how to set the passphrase in the » Change the device
passphrase chapter.

Create a new user account

1. Signin to the device web interface and go to Users.
2. Click Create User.

3. Fill in the Username, New passphrase and Confirm
passphraseinput fields.

As a default, users have to change the passphrase when
they sign in for the first time.

Fill in the Client Certificate DN (Distinguished Name) field
only if you use client certificates for authentication.

4. Check the appropriate Roles check boxes.
If you assign the ADMIN role to a user, enter your own

passphrase in the Your passphrase input field for verification.

5. Set the Status to Active to activate the user.

6. Click Create User.
Use the Back button to leave without making any changes.

Configuration

Peripherals Maintenance

Edit an existing user account

If you make changes to a user that holds the Admin role, you
must always enter your own passphrase in the Your passphrase
input field for verification.

Change the user privileges
1. Sign in to the device web interface and go to Users.
2. Click the appropriate user in the list.

3. Choose user roles, set the status to Acitve or Inactive, and
decide if the user has to change the passphrase on the next
sign in.

Fill in the Client Certificate DN (Distinguished Name) field
only if you use certificate login on HTTPS.

4. Click Save User.

Use the Back button to leave without making any changes.

Change the passphrase
1. Sign in to the device web interface and go to Users.
2. Click the appropriate user in the list.

3. Find the Passphrase card and enter the new passphrase in
the appropriate input fields.

4. Click Set New Passphrase to save the change.
Use the Back button to leave without making any changes.

Delete the user account

1. Sign in to the device web interface and go to Users.
2. Click the appropriate user in the list.

3. Find the Delete card, click Delete User and confirm when
prompted.

Device settings Physical interfaces

Appendices

User roles

A user account may hold one or a
combination of user roles. A user account
with full access rights, like the default
admin user, should possess the ADMIN,
USER and AUDIT roles.

These are the user roles:

ADMIN: A user with this role can create
new users, change most settings, make
calls, and search the contact lists. The
user cannot upload audit certificates and
change the security audit settings.

USER: A user with this role can make calls
and search the contact lists. The user can
modify a few settings, for example adjust

the ringtone volume and set the time and

date format.

AUDIT: A user with this role can change
the security audit settings and upload
audit certificates.

ROOMCONTROL: A user with this role
can create customized Ul panels (for
example in-room controls). The user has
access to the Ul Extensions editor and
corresponding development tools.

INTEGRATOR: A user with this role has
access to settings, commands and status
that are required to set up advanced AV
scenarios, and to integrate our devices
with 3 party equipment. Such a user can
also create customized Ul panels.
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Board

Change the device passphrase

BoardPro,

BoardPro . . . .
G2 You must sign in to the device with a local user, for example to

access the device web interface or command line interfaces.

Codec EQ
The default user account
Codec The device comes with a default administrator user account

Plus . . . . e
' with full access rights. The user name is admin, and initially, no
passphrase is set.

Codec
Pro
Desk, & It is mandatory to set a passphrase for the default admin
gzztm’i user in order to restrict access to device configuration.
Room Bar Ona new or factpry reset dgvice, the calling
Pro, functionality is disabled until you set a set a passphrase.
Room Bar
Room Kit,
Ro’\c;lr_n_Kit A security risk warning, saying that the system passphrase is not
ni

set and calling is disabled, is shown on screen until a passphrase
B : is set for the admin user.

oom Kit

0)4

Other user accounts

Room 55 .
You can create many user accounts for the device.
Room 55 Read more about how to create and manage user accounts in
Dual, the » User administration chapter.
Room 70

Room 70 H
5 Passphrase policy
When signing in to the device as a local user, the password must
Room 70 follow the rules set by the UserManagement > PasswordPolicy
Panorama . . L
settings. These are rules such as minimum length, minimum
number of upper case and lower case letters, minimum number
Pai‘;‘r’:r‘na of digits and special characters, how long before a password
expires, and how soon a password can be reused.

A new password rule will not apply to existing passwords but will
take effect on the next password change.
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Change your passphrase

1. Sign in to the device web interface, and click the user symbol
in the top bar to open the menu. L pad @ @

2. Click Change Passphrase.

3. Enter new and current passphrases in the appropriate input admin
fields, and click Set New Passphrase. Admin, Audit, User

Edit User
Change Passphrase

@ If the passphrase currently is not set, leave the Current
passphrase field blank. Sign Out

Change another user’s passphrase

If you have administrator access rights, you can change the
password of any user.

1. Sign in to the device web interface and go to Users.
2. Click the appropriate user in the list.

3. Enter the new passphrase in the New passphrase and
Confirm passphrase input fields.

If the user holds the Admin role, you must enter your own
passphrase in the Your passphrase input field for verification.

4. Click Set New Passphrase to save the change.
Use the Back button to leave without making any changes.
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The Settings menu on the user interface

If the menu is locked down, you must sign in to access the
device-critical settings.

Board . .

Restrict the access to the Settings menu

BoardPro,

BoardPro .

G2 By default, any user has access to the Settings menu on the user

interface.

Codec EQ We recommend that you restrict the access to prevent
unauthorized users from changing the configuration of the
device.

Codec
Plus

For Board, Board Pro, and Board Pro G2

Codec If you are using a touch controller with the board, you have
i access to the Settings menu both on the board itself and on
the touch controller. In this context, the board and the touch

Desk, . :
Desekspro’ controller operate independently. If you unlock the settings by
DeskMini signing in on one of them, it has no effect on the other.

Room Bar
Pro,
Room Bar
Room Kit, Lock down the Settings menu
Room Ki - . . .
O&ri?ﬁ ¢ 1. Sign in to the device web interface, go to Settings, and select
Configurations.
Room Kit .
EQX 2. Go to Userlinterface > SettingsMenu > Mode, and select
Locked.
3. Click Save for the change to take effect.

Now a user has to sign in with ADMIN credentials to get

gochiss access to the device-critical settings on the user interface.

Dual,
Room 70
Room 70
Unlock the Settings menu

Room 70 1. Sign in to the device web interface, go to Settings, and select
Panorama Configurations.

Reui 2. Go to Userinterface > SettingsMenu > Mode, and select
Panorama Unlocked.

.. :
N

3. Click Save for the change to take effect.

Now all users have access to the complete Settings menu on
the user interface.
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Swipe in from the right or tap the controls icon in the
upper, right corner to open the control panel. Then select
Device settings.

Locked down settings

Locked down settings are marked with a padlock.

Device settings Physical interfaces

Appendices

Unlock settings

Certain settings are locked. Enter the admin username
and passphrase to access these settings.

Passphrase

Show passphrase

Unlock settings

If you click on the padlock, you are asked
to sign in with an ADMIN user. Once
signed in, you can access all settings until
you close the Settings menu.

If the device is registered to the Webex
cloud, the settings must be unlocked from
Control Hub.
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Board

Device configuration

BoardPro,
B"a(;‘ipm Sign in to the device web interface, go to Settings, and select Change a device setting About device settings
Configurations.
Codec EQ All device settings can be changed from
Check the value space the device web interface.
Codec Find a device setting A settings’s value space is specified either by text following the Each device setting is described in the_
Plus input field or in a drop-down list that opens when you click the » Device settings chapter.
. arrow.
oo Search for settings
oqaec
Pro Enter as many letters as needed in the search field. All settings Different settings may require different
that contain these letters are shown in the right pane. Settings user credentials. In order to be sure that
DDekSF'," that have these letters in their value space are also shown. an administrator is able to change all
Dz:kMri?{i device settings, an administrator user
must possess all user roles.
Room Bar
Pro, You can read more about user
Room Bar administration and user roles in the
Room Kit, » User administration chapter.
Room Kt Change a value
Mini

1. Choose the preferred value from the drop-down list, or enter
Room Kit new text in the input field.
EQX
. . 2. Click Save for the change to take effect.
Select a category and navigate to settings ,
Room 55 Use the Revert buttons < if you don't want to make any
The device settings are grouped in categories. Choose a changes.

category in the left pane to show the associated settings.

Room 55
Dual,
Room 70

Room 70
G2

Room 70
Panorama

Room
Panorama

Categories with unsaved changes are marked with an edit
symbol ([#).
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Board . .
Add a sign in banner
BoardPro,
BoardPro . . . . . .
G2 Sign in to the device web interface, go to About sign in banner
Security, and select Sign-in Banner. Sign In The Sign In Banner will be displayed when a user signs in to the video system, both
5 Banner when using the web interface and when using SSH. If a device administrator wants to provide
GeEkE EY o initial information to all users, he can
Add a Slgn n banner [The information you type here will be shown to all users when they sign in.] .Create a Sign in banner- The m_essage
Codec 1. Enter the message that you want to is shown when the user signs in to the
Plus : resent to the user when he signs in device web interface or the command line
P 9 : interface.
2. Click Save to activate the banner. The maximum size is: 4kByte
Desk, i i . .
DeskPro, Delete a sign in banner Welcome banner versus sign in
DeskMini - Click Clear to remove a sign in banner. banner
@ Clear
R°gﬂ?ar Sign in banner:
RoomlBay The banner is shown before the user
Room Kit, { f ) signs in to the device web interface or
Romi'(it the command line interface.
Welcome banner:
Room Kit
EQX - The banner is shown after the user
has signed in to the device web
interface or the command line
Room 55 i
[ ] interface.
Room 55
Dual,
Room 70

Room 70
G2

Room 70
Panorama

Room
Panorama

D15503.05

RoomOS
11.17and11.20

12-2024

] ‘ .
cisco 35 © 2024 Cisco Systems, Inc. All rights reserved



Cisco collaboration devices

RoomOS 11

Administration Guide

Board

BoardPro,
BoardPro
G2

Codec EQ

Codec
Plus

Codec
Pro

Desk,
DeskPro,
DeskMini

Room Bar
Pro,
Room Bar

Room Kit,
Room Kit
Mini

Room Kit
EQX

Room 55

Ro