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Feedback

The WeaP iV SURXd WR haYe cRPe WRgeWheU fRU WhiV VSeciaO RccaViRQ WR VhaUe
RXU cROOecWiYe e[SeUieQce ZiWh Whe CiVcR SD-AcceVV VROXWiRQ ZiWh \RX. ThiV
WeaP caPe fURP a diYeUVe bacNgURXQd iQ WechQicaO PaUNeWiQg, deYeORSPeQW,
deVigQ, VaOeV, iPSOePeQWaWiRQ, aQd VXSSRUW.

We aUe aOUead\ ORRNiQg fRUZaUd WR ZUiWiQg Whe Qe[W bRRN aQd ZRXOd ORYe WR
cROOabRUaWe ZiWh \RX RQ Whe Qe[W WRSicV!

YRXU feedbacN ZiOO heOS dUiYe Whe UighW fRcXV aQd diUecWiRQ WR Whe VROXWiRQ,
SURdXcW, aQd SRUWfROiR.

We eQcRXUage \RX WR VhaUe \RXU WhRXghWV, ideaV, aQd geQeUaO cRPPeQWV
abRXW WhiV bRRN aW Whe fROORZiQg OiQN:

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda_bRRk_bRRk_bRRk_feedback_feedback_feedback

http://cs.co/sda_book_feedback
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E[ecutive Summar\

DigiWaO WUaQVfRUPaWiRQ iV cUeaWiQg QeZ RSSRUWXQiWieV iQ eYeU\ iQdXVWU\. IQ
heaOWhcaUe, dRcWRUV caQ PRQiWRU SaWieQWV UePRWeO\ aQd OeYeUage PedicaO
aQaO\WicV WR SUedicW heaOWh iVVXeV. IQ edXcaWiRQ, WechQRORg\ iV eQabOiQg
cRQQecWed caPSXVeV, SURYidiQg SeUVRQaOi]ed aQd eTXaO acceVV WR OeaUQiQg
UeVRXUceV. IQ UeWaiO, VhRSV caQ SURYide a VeaPOeVV, eQgagiQg e[SeUieQce iQ-
VWRUe aQd RQOiQe XViQg ORcaWiRQ aZaUeQeVV. IQ Whe ZRUOd Rf ˘QaQce, digiWaO
WechQRORg\ eQabOeV XVeUV WR VecXUeO\ baQN aQ\ZheUe, aQ\WiPe, XViQg Whe
deYice Rf WheiU chRice. IQ WRda\ɁV ZRUOd, digiWaO WUaQVfRUPaWiRQ iV eVVeQWiaO fRU
bXViQeVVeV WR VWa\ UeOeYaQW.

FRU aQ\ RUgaQi]aWiRQ WR VXcceVVfXOO\ WUaQViWiRQ WR a digiWaO ZRUOd, iQYeVWPeQW
iQ iWV QeWZRUN iV cUiWicaO. The QeWZRUN cRQQecWV aOO WhiQgV aQd iV Whe
cRUQeUVWRQe ZheUe digiWaO VXcceVV iV UeaOi]ed RU ORVW. The QeWZRUN iV Whe
SaWhZa\ fRU SURdXcWiYiW\, cROOabRUaWiRQ, aQd aQ eQabOeU Rf iPSURYed eQd XVeU
e[SeUieQce. AQd Whe QeWZRUN iV aOVR Whe ˘UVW OiQe Rf defeQVe iQ VecXUiQg
eQWeUSUiVe aVVeWV aQd iQWeOOecWXaO SURSeUW\.b
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What is Cisco Software-
Defined Access?

CiVcR SRfWZaUe-DefiQed AcceVV (SD-AcceVV), a VROXWiRQ ZiWhiQ Whe CiVcR
DigiWaO NeWZRUN AUchiWecWXUe (CiVcR DNA), iV bXiOW RQ IQWeQW-baVed
QeWZRUNiQg SUiQciSOeV. ThiV VROXWiRQ SURYideV YiVibiOiW\-baVed, aXWRPaWed
eQd-WR-eQd VegPeQWaWiRQ WR VeSaUaWe XVeU, deYice, aQd aSSOicaWiRQ WUaffic
ZiWhRXW UedeVigQiQg Whe XQdeUO\iQg Sh\VicaO QeWZRUN.

CiVcR SD-AcceVV aXWRPaWeV XVeU acceVV SROic\ VR RUgaQi]aWiRQV caQ eQVXUe
Whe UighW SROicieV aUe eVWabOiVhed fRU aQ\ XVeU, deYice, RU aSSOicaWiRQ acURVV
Whe QeWZRUN. WiWh XQified acceVV SROicieV acURVV LAN aQd WLAN, a
cRQViVWeQW XVeU e[SeUieQce iV cUeaWed ZiWhRXW cRPSURPiViQg VecXUiW\. B\
cRPbiQiQg VecXUiW\ aQd QeWZRUNiQg RSeUaWiRQV, SD-AcceVV eQhaQceV
YiVibiOiW\ b\ defiQiQg acceVV SROicieV aQd aXWRPaWiQg QeWZRUN cRQfigXUaWiRQV
WR iPSOePeQW WheVe SROicieV.
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Wh\ Cisco SD-Access?

Challenges in Traditional Networks
OUgaQi]aWiRQV deSOR\iQg WUadiWiRQaO QeWZRUN aUchiWecWXUeV aUe faciQg
PRXQWiQg chaOOeQgeV aV Whe QXPbeU Rf XVeUV, deYiceV, aQd W\SeV Rf deYiceV
cRQWiQXe WR SUROifeUaWe. TheVe chaOOeQgeV begaQ ZiWh Whe iQWURdXcWiRQ Rf
BUiQg YRXU OZQ DeYice (BYOD) QeWZRUNV aQd haV acceOeUaWed aV Whe IQWeUQeW
Rf ThiQgV (IRT) WUeQd haV beeQ adRSWed b\ iQcUeaViQgO\ PRUe RUgaQi]aWiRQV.

IdeQWif\iQg, gURXSiQg, aQd aQaO\]iQg Whe WUaffic Rf aOO Rf WheVe XVeUV aQd
deYiceV iV a VigQificaQW cRQceUQ fRU RUgaQi]aWiRQV WhaW ZaQW WR eQVXUe WhaW
Whe\ dR QRW iPSacW WheiU cRUSRUaWe iQfUaVWUXcWXUe VhRXOd a BYOD deYice
becRPe cRPSURPiVed. The abiOiW\ WR defiQe aQd eQfRUce gUaQXOaU acceVV
SROicieV iQ aQ aXWRPaWed Za\ iV QeaUO\ iPSRVVibOe if WheVe deYiceV caQQRW be
cOaVVified.



IQWURdXcWiRQ 21

IQ WUadiWiRQaO QeWZRUNV, Whe Qeed fRU a VigQificaQW QXPbeU Rf VLANV aQd
PaQXaO AcceVV CRQWURO LiVWV (ACLV) acURVV PXOWiSOe aQd RfWeQ diVSaUaWe
deYiceV becRPeV a UeciSe fRU PaQXaO PiVcRQfigXUaWiRQ diVaVWeUV. AV WiPe
gReV RQ aQd Whe bXViQeVV e[SaQdV, PRUe deYiceV aQd ORcaWiRQV aUe added,
iQcUeaViQg cRPSOe[iW\ aQd Whe SRVVibiOiW\ fRU eUURUV. NeZ aQd PRUe cRPSOe[
VecXUiW\ UXOeV PXVW be PaQXaOO\ XSdaWed acURVV Whe eQWeUSUiVe.

FRU e[aPSOe, cRQVideU ACL 2 iQ FigXUe 1.2. WheQ Whe RUgaQi]aWiRQ addV
BUaQch A WR Whe eQWeUSUiVe, Whe QeWZRUN RSeUaWiRQV WeaP Pa\ Qeed WR XSdaWe
Whe ACL iQ bRWh Whe HQ aQd BUaQch 1 ORcaWiRQV. If a PaQXaO PiVWaNe iV Pade
dXUiQg WhaW XSdaWe, WheQ Whe VecXUiW\ SROic\ ZiOO be iQcRQViVWeQW aQd cRXOd
UeVXOW iQ a VecXUiW\ bUeach.

Figure 1.1: Traditional network challenges
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Figure 1.2:bTraditional network securit\ challenges

FigXUe 1.2baOVR RXWOiQeV WhUee Rf Whe PaiQ VecXUiW\ RbVWacOeV WhaW cXVWRPeUV
face ZheQ XWiOi]iQg WUadiWiRQaO QeWZRUNiQg PeWhRdRORgieV iQ WRda\ɁV digiWaO
ZRUOd:

ɉ SeWWiQg XS eQd-WR-eQd VecXUiW\

ɉ EQabOiQg VeaPOeVV VecXUiW\ SROic\ PRbiOiW\

ɉ UVeU, deYice, aQd IRT VegPeQWaWiRQ

SeWWiQg XS eQd-WR-eQd VecXUiW\ iV a chaOOeQge aV Whe QeWZRUN gURZV. AQ
eYeQ OaUgeU iVVXe iV eQVXUiQg WhaW VecXUiW\ SROic\ fROORZV a XVeU RU deYice
fURP ORcaWiRQ WR ORcaWiRQ. IQ Whe WUadiWiRQaO QeWZRUNiQg ZRUOd, VecXUiW\ SROicieV
aUe baVed RQ IP addUeVVeV. If a XVeU RU deYice PRYeV fURP RQe ORcaWiRQ WR
aQRWheU, WheQ VecXUiW\ SROicieV PXVW e[iVW baVed RQ aOO Rf Whe diffeUeQW IP
addUeVVeV WhaW Whe XVeU RU deYice ZiOO XVe iQ Whe diffeUeQW ORcaWiRQV. ThiV
becRPeV e[WUePeO\ difficXOW WR PaQage aV Whe QeWZRUN eYROYeV.
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NeWZRUNV caQ cRQWaiQ cRUSRUaWe XVeUV aQd deYiceV, XVeU BYOD deYiceV, aQd
IRT deYiceV. WiWhRXW a d\QaPic PeWhRd WR ideQWif\, RQbRaUd, aQd VecXUe
XVeUV aQd deYiceV, QeWZRUN adPiQiVWUaWRUV PXVW VSeQd VigQificaQW aQd
aUdXRXV WiPe SOaQQiQg aQd cRQfigXUiQg QeWZRUN chaQgeV WR eQVXUe WhaW eYeU\
deYice iV VecXUeO\ RQbRaUdedb RQWR Whe QeWZRUN XViQg Whe SURSeU QeWZRUN
VegPeQW. If Whe XVeUV aQd deYiceV PRYe, WhRVe chaQgeV PXVW be PaQXaOO\
Pade iQ aQWiciSaWiRQ Rf Whe PRYe.

How Cisco SD-Access Resolves These
Challenges
CiVcR SD-AcceVV iV bXiOW RQ aQ IQWeQW-baVed NeWZRUNiQg fRXQdaWiRQ WhaW
eQcRPSaVVeV YiVibiOiW\, aXWRPaWiRQ, VecXUiW\, aQd ViPSOificaWiRQ. UViQg CiVcR
DNA CeQWeU aXWRPaWiRQ aQd RUcheVWUaWiRQ, QeWZRUN adPiQiVWUaWRUV caQ
iPSOePeQW chaQgeV acURVV Whe eQWiUe eQWeUSUiVe eQYiURQPeQW WhURXgh aQ
iQWXiWiYe, GUI-baVed iQWeUface. UViQg WhaW VaPe cRQWUROOeU, Whe\ caQ bXiOd
eQWeUSUiVe-Zide FabUic aUchiWecWXUeV, cOaVVif\ eQdSRiQWV fRU VecXUiW\
gURXSiQg, cUeaWe aQd diVWUibXWe VecXUiW\ SROicieV, aQd PRQiWRU QeWZRUN
SeUfRUPaQce aQd aYaiOabiOiW\.

SD-AcceVV VecXUeV Whe QeWZRUN aW Whe PacUR- aQd PicUR-VegPeQWaWiRQ
OeYeOV XViQg ViUWXaO RRXWiQg aQd FRUZaUdiQg (VRF) WabOeV aQd SecXUiW\ GURXS
TagV (SGTV), UeVSecWiYeO\. ThiV iV caOOed MXOWi-TieU SegPeQWaWiRQ, Zhichb iV
QRW RSWiPaO iQ WUadiWiRQaO QeWZRUNV. WiWh WhiV SD-AcceVV, WhiV VegPeQWaWiRQ
haSSeQV aW Whe acceVV SRUW OeYeO. ThiV PeaQV Whe VecXUiW\ bRXQdaU\ iV
SXVhed WR Whe YeU\ edge Rf Whe QeWZRUN iQfUaVWUXcWXUe fRU bRWh ZiUed aQd
ZiUeOeVV cOieQWV.

WiWh MXOWi-TieU SegPeQWaWiRQ, QeWZRUN adPiQiVWUaWRUV QR ORQgeU haYe WR
XQdeUWaNe cRQfigXUaWiRQV iQ aQWiciSaWiRQ Rf a XVeU RU deYice PRYiQg ORcaWiRQV
aV aOO Rf Whe VecXUiW\ cRQWe[WV aVVRciaWed ZiWh a XVeU RU deYice aUe
d\QaPicaOO\ aVVigQed ZheQ Whe\ aXWheQWicaWe WheiU QeWZRUN cRQQecWiRQ. SD-
AcceVV SURYideV Whe VaPe VecXUiW\ SROic\ caSabiOiWieV ZheWheU Whe XVeU RU
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deYice iV aWWached Yia a ZiUed RU ZiUeOeVV PediXP, VR VecXUe SROic\
cRQViVWeQc\ iV PaiQWaiQed aV Whe XVeU RU deYice chaQgeV aWWachPeQW W\Se.

IQVWead Rf UeO\iQg RQ IP-BaVed VecXUiW\ UXOeV aV iQ a WUadiWiRQaO QeWZRUN, SD-
AcceVV UeOieV RQ ceQWUaOi]ed gURXS-baVed VecXUiW\ UXOeV XWiOi]iQg SGTV WhaW
aUe IP addUeVV-agQRVWic. ThiV PeaQV WhaW aV a XVeU RU deYice PRYeV fURP
ORcaWiRQ WR ORcaWiRQ aQd chaQgeV IP addUeVVeV, WheiU VecXUiW\ SROic\ ZiOO
UePaiQ Whe VaPe becaXVe WheiU gURXS PePbeUVhiS iV XQchaQged UegaUdOeVV
Rf ZheUe Whe\ acceVV Whe QeWZRUN. ThiV UedXceV SUeVVXUe RQ QeWZRUN
adPiQiVWUaWRUV ViQce Whe\ dR QRW haYe WR cUeaWe aV PaQ\ UXOeV RU PaQXaOO\
XSdaWe WheP RQ diffeUeQW deYiceV. ThiV, iQ WXUQ, OeadV WR a PRUe d\QaPic aQd
VWabOe eQYiURQPeQW fRU QeWZRUN cRQVXPeUV.

HRZ caQ a QeWZRUN be bRWh d\QaPic aQd VWabOe aW Whe VaPe WiPe? WheQ a
UXOe dReV haYe WR be cUeaWed RU chaQged, iW caQ be dRQe fRU aOO XVeUV Rf a
gURXS iQ CiVcR DNA CeQWeU. ThRVe UXOeV aUe WheQ d\QaPicaOO\ SRSXOaWed WR
aOO UeOeYaQW QeWZRUN deYiceV WhaW Qeed WhaW UXOe, eQVXUiQg bRWh accXUac\ aQd
VSeed fRU Whe XSdaWe.

LRRNiQg bacN aW Whe RUigiQaO TXeVWiRQ Rf Wh\ CiVcR SD-AcceVV?bTheUe aUe
WhUee SUiPaU\ UeaVRQV Zhich PaNe iW VXSeUiRU WR WUadiWiRQaO QeWZRUN
deSOR\PeQWV:

ɉ CRPSOe[iW\ UedXcWiRQ aQd RSeUaWiRQaO cRQViVWeQc\ WhURXgh
RUcheVWUaWiRQ aQd aXWRPaWiRQ

ɉ MXOWi-TieU SegPeQWaWiRQbZhich iQcOXdeV gURXS-baVed SROicieV

ɉ D\QaPic SROic\ PRbiOiW\ fRU ZiUed aQd ZiUeOeVV cOieQWV
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Cisco SD-Access for Industr\
Verticals

CiVcR SD-AcceVV haV beeQ deSOR\ed iQ WhRXVaQdV Rf cXVWRPeU QeWZRUNV
acURVV aOO PajRU iQdXVWU\ YeUWicaOV. ThiV bRRN fRcXVeV RQ fiYe Rf WhRVe VSecific
YeUWicaOV: OSeUaWiRQaO TechQRORg\ (OT), HeaOWhcaUe, LaUge EQWeUSUiVe,
FiQaQce, aQd UQiYeUViWieV.

The bRRN SURYideV a bUief UeYieZ Rf Whe cRPSRQeQWV Rf Whe SD-AcceVV
aUchiWecWXUe aQd ZiOO iQWURdXce cRPPRQO\ XVed feaWXUeV fURP WheVe YeUWicaOV.
The fiQaO VecWiRQ fRcXVeV RQ PigUaWiRQ, aQd SURYideV Whe Qe[W VWeSV WR eYROYe
fURP Whe WUadiWiRQaO QeWZRUN aUchiWecWXUe WR Whe SD-AcceVV aUchiWecWXUe.

ThiV bRRN iV iQWeQded fRU SUacWiWiRQeUV Rf aOO aUchiWecWXUaO OeYeOV. The
WechQicaO QaWXUe Rf WhiV bRRN iV beVW VXiWed fRU QeWZRUN aUchiWecWV iQ RXU
cXVWRPeU aQd SaUWQeU cRPPXQiW\.

Chapter 2: Architecture OvervieZ

ThiV chaSWeU SURYideV aQ RYeUYieZ Rf Whe FabUic cRPSRQeQWV aQd feaWXUe
iQfRUPaWiRQ WhaW iV Qeeded WR XQdeUVWaQd Whe deVigQV aQd WRSicV diVcXVVed iQ
OaWeU chaSWeUV. IW aOVR cRYeUV cRPPRQ CiVcR aQd WhiUd-SaUW\ aSSOicaWiRQ
iQWegUaWiRQV XVed iQ SD-AcceVV deSOR\PeQWV.

Chapter 3: OT Integration Zith Cisco SD-Access

ThiV chaSWeU fRcXVeV RQ deSOR\PeQWV Rf CiVcR SD-AcceVV iQ OSeUaWiRQ
TechQRORg\ (OT) eQYiURQPeQWV. AQ OT QeWZRUN iV W\SicaOO\ a dedicaWed aQd
Sh\VicaOO\ VeSaUaWe QeWZRUN fURP aQ eQWeUSUiVe QeWZRUN. OT QeWZRUNV aUe
RfWeQ deSOR\ed b\ PaQXfacWXUiQg, iQdXVWUiaO, aQd XWiOiW\ RUgaQi]aWiRQV.
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Chapter 4: Cisco SD-Access in Healthcare

SigQificaQW chaQgeV haYe beeQ WaNiQg SOace iQ Whe HeaOWhcaUe iQdXVWU\, VXch
aV e[SRQeQWiaO gURZWh iQ WeOeheaOWh aQd YiUWXaO caUe, VXddeQ iQcUeaVeV iQ
UePRWe ZRUNfRUceV, aQd faVW-eYROYiQg SUiPaU\ caUe PRdeOV. The SXUSRVe Rf
WhiV chaSWeU iV WR SURYide deVigQ gXidaQce fRU a W\SicaO heaOWhcaUe
deSOR\PeQW SURfiOe XViQg CiVcR DNA CeQWeU aQd SD-AcceVV.

Chapter 5: Cisco SD-Access for Large Enterprises and Government

EQWeUSUiVe NeWZRUNV RZQed b\ PXOWiQaWiRQaO cRUSRUaWiRQV aQd gRYeUQPeQWV
aUe VRPe Rf Whe OaUgeVW QeWZRUNV iQ e[iVWeQce. ThiV chaSWeU e[SOaiQV hRZ
CiVcR SD-AcceVV addUeVVeV Whe XQiTXe VcaOe aQd cRQQecWiYiW\ UeTXiUePeQWV
faced b\ RUgaQi]aWiRQV ZiWh WheVe OaUge-VcaOe QeWZRUNV.

Chapter 6: Cisco SD-Access in Universities

UQiYeUViW\ QeWZRUNV aUe XQiTXe becaXVe Whe\ aUe bXiOW WR SURYide Whe XOWiPaWe
VhaUiQg aQd cROOabRUaWiYe e[SeUieQce iQ Whe SXUVXiW Rf OeaUQiQg. ThiV chaSWeU
e[SORUeV W\SicaO deVigQ caYeaWV WhaW XQiYeUViW\ QeWZRUNV PXVW RYeUcRPe
ZheQ adRSWiQg QeZ WechQRORg\ aQd PeWhRdV iQ Zhich SD-AcceVV deVigQ
iQheUeQWO\ RYeUcRPeV WheVe chaOOeQgeV.

Chapter 7: Cisco SD-Access inbFinancial Verticals

ThiV chaSWeU addUeVVeV cRPPRQ SD-AcceVV XVe caVeV iQ FiQaQciaO YeUWicaOV.
ThiV YeUWicaO faceV XQiTXe chaOOeQgeV iQ Whe aUeaV Rf UegXOaWRU\ cRPSOiaQce,
VeUYice TXaOiW\, ViWe VcaOe, aQd UeViOieQc\, jXVW WR QaPe a feZ.

Chapter 8: Migration to Cisco SD-Access

ThiV chaSWeU fRcXVeV RQ PigUaWiRQ RSWiRQV, hRZ WR PigUaWe \RXU e[iVWiQg
QeWZRUN, aQd VWeSV WR eYROYe a WUadiWiRQaO QeWZRUN iQWR aQ SD-AcceVV
QeWZRUN.



Architecture
Overview
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If \RX aUe UeadiQg WhiV bRRN, WheUe iV a gRRd chaQce \RX aOUead\ haYe VRPe
NQRZOedge abRXW CiVcR SD-AcceVV fURP aQ aUchiWecWXUaO RU deVigQ
SeUVSecWiYe. The SXUSRVe Rf WhiV chaSWeU iV WR SURYide \RX ZiWh aQ RYeUYieZ
Rf Whe FabUic cRPSRQeQW, deVigQ, aQd feaWXUe iQfRUPaWiRQ WhaW \RX ZiOO Qeed
WR XQdeUVWaQd Whe deVigQV aQd WRSicV diVcXVVed iQ OaWeU chaSWeUV.

AV eYeU\ UeadeU ZiOO haYe a diffeUeQW OeYeO Rf e[SeUieQce ZiWh CiVcR SD-
AcceVV, Whe chaSWeU cRQWaiQV iQfRUPaWiRQ fRU QeZ WR adYaQced XVeUV. We
haYe WUied WR ideQWif\ cRPPRQ cRPSRQeQWV acURVV aOO YeUWicaOV VR WhaW \RX dR
QRW haYe WR Vee WheP UeSeaWed PXOWiSOe WiPeV.

We UecRPPeQd WhaW \RX UefeU WR Whe TabOe Rf CRQWeQWV WR deWeUPiQe Whe
aSSURSUiaWe VWaUWiQg SRiQW fRU \RX RU fiQd a VSecific WRSic RU feaWXUe Rf
iQWeUeVW.
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Solution Components

TheUe aUe WhUee fXQdaPeQWaO SiOOaUV Rf Whe CiVcR SD-AcceVV VROXWiRQ. TheVe
SiOOaUV aUe CiVcR DNA CeQWeU, Whe CiVcR IdeQWiW\ SeUYiceV EQgiQe, aQd Whe
ZiUed aQd ZiUeOeVV deYice SOaWfRUPV WhaW VXSSRUW FabUic fXQcWiRQaOiW\.

Cisco DNA Center
CiVcR DNA CeQWeU iV a fRXQdaWiRQaO cRPSRQeQW Rf CiVcR SD-AcceVV,
eQabOiQg aXWRPaWiRQ Rf deYice deSOR\PeQWV aQd cRQfigXUaWiRQV iQWR Whe
QeWZRUN WR SURYide RSeUaWiRQaO efficieQc\ aQd Whe VSeed aQd cRQViVWeQc\
UeTXiUed. ThURXgh iWV aXWRPaWiRQ caSabiOiWieV, Whe cRQWURO SOaQe, daWa SOaQe,
aQd SROic\ SOaQe fRU Whe QeWZRUN deYiceV aUe eaViO\, VeaPOeVVO\, aQd
cRQViVWeQWO\ deSOR\ed. IQ addiWiRQ, CiVcR DNA CeQWeU AVVXUaQce SURYideV
YiVibiOiW\ aQd cRQWe[W iQWR Whe PaQaged iQfUaVWUXcWXUe deYiceV aQd cRQQecWed
eQdSRiQWV.

Identit\ Services Engine
CiVcR IdeQWiW\ SeUYiceV EQgiQe (ISE) iV a VecXUe QeWZRUN acceVV SOaWfRUP
eQabOiQg iQcUeaVed PaQagePeQW aZaUeQeVV, cRQWURO, aQd cRQViVWeQc\ fRU
XVeUV aQd deYiceV acceVViQg aQ RUgaQi]aWiRQ'V QeWZRUN. ISE iV aQ iQWegUaO
cRPSRQeQW Rf CiVcR SD-AcceVV fRU iPSOePeQWiQg a QeWZRUN acceVV cRQWURO
SROic\. ISE SeUfRUPV SROic\ iPSOePeQWaWiRQ, eQabOiQg d\QaPic PaSSiQg Rf
XVeUV aQd deYiceV WR VecXUiW\ gURXSV aQd ViPSOif\iQg eQd-WR-eQd VecXUiW\
SROic\ eQfRUcePeQW.
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Network Infrastructure
The CiVcR SD-AcceVV VROXWiRQ iQfUaVWUXcWXUe iQcOXdeV URXWeUV, VZiWcheV,
acceVV SRiQWV, aQd WiUeOeVV LAN CRQWUROOeUV. OQ WheVe deYiceV, CiVcR DNA
CeQWeU ZiOO deSOR\ Whe YaUiRXV FabUic SiWe UROeV baVed RQ Whe QeWZRUN
adPiQiVWUaWRU'V chRiceV iQ Whe UVeU IQWeUface (UI).
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Fabric Overview

A FabUic iV ViPSO\ aQ OYeUOa\ QeWZRUN. OYeUOa\V aUe cUeaWed WhURXgh
eQcaSVXOaWiRQ, Zhich addV RQe RU PRUe addiWiRQaO headeUV WR Whe RUigiQaO
SacNeW RU fUaPe. AQ OYeUOa\ QeWZRUN cUeaWeV a ORgicaO WRSRORg\ Zhich
YiUWXaOO\ cRQQecWV deYiceV bXiOW RYeU aQ aUbiWUaU\ Sh\VicaO UQdeUOa\bWRSRORg\.

IQ aQ ideaOi]ed, WheRUeWicaO QeWZRUN, eYeU\ deYice ZRXOd be cRQQecWed WR
eYeU\ RWheU deYice. IQ WhiV Za\, aQ\ cRQQecWiYiW\ RU WRSRORg\ iPagiQed cRXOd
be cUeaWed. WhiOe WhiV WheRUeWicaO QeWZRUN dReV QRW e[iVW, WheUe iV VWiOO a
WechQicaO deViUe WR cRQQecW aOO WheVe deYiceV iQ a fXOO PeVh. ThiV iV ZheUe Whe
WeUP FabUic cRPeV fURP: iW iV a cORWh b\ Zhich eYeU\WhiQg iV cRQQecWed. AQ
OYeUOa\ (RU WXQQeO) SURYideV WhiV ORgicaO fXOO-PeVh cRQQecWiRQ iQ QeWZRUNiQg.

Underla\
The UQdeUOa\ QeWZRUN iV defiQed b\ Whe Sh\VicaO VZiWcheV aQd URXWeUV WhaW
aUe XVed WR deSOR\ Whe CiVcR SD-AcceVV QeWZRUN. AOO QeWZRUN eOePeQWV Rf
Whe UQdeUOa\ PXVW eVWabOiVh IP cRQQecWiYiW\ Yia Whe XVe Rf a URXWiQg SURWRcRO.
IQVWead Rf XViQg aUbiWUaU\ QeWZRUN WRSRORgieV aQd SURWRcROV, Whe UQdeUOa\
iPSOePeQWaWiRQ fRU CiVcR SD-AcceVV XVeV a ZeOO-deVigQed, La\eU 3
fRXQdaWiRQ iQcOXViYe Rf Whe AcceVV La\eU VZiWcheV, NQRZQ aV a La\eU 3La\eU 3La\eU 3
RRXWed AcceVVRRXWed AcceVVRRXWed AcceVV deVigQ. ThiV eQVXUeV SeUfRUPaQce, VcaOabiOiW\, UeViOieQc\, aQd
deWeUPiQiVWic cRQYeUgeQce Rf Whe QeWZRUN.

IQ CiVcR SD-AcceVV, Whe UQdeUOa\ deYiceV VXSSRUW Whe Sh\VicaO cRQQecWiYiW\
fRU XVeUV aQd eQdSRiQWV. HRZeYeU, eQd-XVeU VXbQeWV aQd eQdSRiQWV aUe QRW
SaUW Rf Whe UQdeUOa\ QeWZRUN aQd becRPe SaUW Rf Whe aXWRPaWed OYeUOa\
QeWZRUN.

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html
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Overla\
AQ OYeUOa\ QeWZRUN iV a ORgicaO WRSRORg\ XVed WR YiUWXaOO\ cRQQecW deYiceV
aQd iV bXiOW RYeU aQ aUbiWUaU\ Sh\VicaO UQdeUOa\ WRSRORg\. The CiVcR SD-
AcceVV OYeUOa\bQeWZRUN iV cUeaWed RQ WRS Rf Whe UQdeUOa\ QeWZRUN WhURXgh
YiUWXaOi]aWiRQ, cUeaWiQg ViUWXaO NeWZRUNV (VNV). DaWa, WUaffic, aQd cRQWURO SOaQe
VigQaOiQg aUe cRQWaiQed ZiWhiQ each ViUWXaO NeWZRUN, PaiQWaiQiQg iVROaWiRQ
aPRQg Whe QeWZRUNV aQd iQdeSeQdeQce fURP Whe UQdeUOa\ QeWZRUN. MXOWiSOe
OYeUOa\ QeWZRUNV caQ UXQ acURVV Whe VaPe UQdeUOa\ QeWZRUN WhURXgh
YiUWXaOi]aWiRQ.
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Fabric Network Overview

Fabric Site
A FabUic SiWe iV cRPSRVed Rf a XQiTXe VeW Rf deYiceV RSeUaWiQg iQ a FabUic
UROe aORQg ZiWh Whe iQWeUPediaWe QRdeV WhaW cRQQecW WhRVe deYiceV. AW a
PiQiPXP, a FabUic SiWe PXVW haYe a BRUdeU NRde aQd a CRQWURO POaQe NRde,
bXW PRVW RfWeQ, iW ZiOO aOVR haYe Edge NRdeV. A FabUic SiWe haV aQ aVVRciaWed
FabUic WiUeOeVV LAN CRQWUROOeU (WLC) aQd SRWeQWiaOO\ aQ ISE PROic\ SeUYice
NRde (PSN).

Transits
TUaQViWV caQ cRQQecW PXOWiSOe FabUic SiWeV RU caQ cRQQecW a FabUic SiWe WR
QRQ-FabUic dRPaiQV VXch aV a daWa ceQWeU RU Whe IQWeUQeW. TUaQViWV aUe a
CiVcR SD-AcceVV cRQVWUXcW WhaW defiQeV hRZ CiVcR DNA CeQWeU ZiOO
aXWRPaWe Whe BRUdeU NRde cRQfigXUaWiRQ fRU Whe cRQQecWiRQV beWZeeQ FabUic
SiWeV RU beWZeeQ a FabUic SiWe aQd aQ e[WeUQaO dRPaiQ. TheUe aUe WZR W\SeV
Rf TUaQViWV: IP-BaVed aQd SD-AcceVV.

IP-Based Transit
WiWh IP-BaVed TUaQViWV, Whe FabUic VXLAN headeU iV UePRYed, OeaYiQg Whe
RUigiQaO QaWiYe IP SacNeW. OQce iQ QaWiYe IP, SacNeWV aUe fRUZaUded XViQg
WUadiWiRQaO URXWiQg aQd VZiWchiQg SURWRcROV beWZeeQ FabUic SiWeV. UQOiNe aQ
IP-BaVed TUaQViW, aQ SD-AcceVV TUaQViW iV aQ OYeUOa\ WhaW UideV RQ WRS Rf a
WAN/MAN QeWZRUN PXch OiNe SD-WAN aQd DMVPN dR. IP-BaVed TUaQViWV
aUe SURYiViRQed ZiWh VRF-LiWe cRQQecWiRQ WR aQ XSVWUeaP SeeU deYice. IP-
BaVed TUaQViWV PRVW RfWeQ cRQQecW WR a daWa ceQWeU, WAN, RU IQWeUQeW. AQ IP-
BaVed TUaQViW caQ aOVR be XVed WR cRQQecW WR VhaUed VeUYiceV XViQg abbbVRFVRFVRF AAA
ZaUe PeeUZaUe PeeUZaUe PeeU.

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html
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SD-Access Transit
AQ SD-AcceVV TUaQViW XVeV VXLAN eQcaSVXOaWiRQ aQd dReV QRW UeO\ RQ a
VRF-LiWe cRQQecWiRQ WR aQ XSVWUeaP SeeU. LiNe aQ IP-BaVed TUaQViW, SacNeWV
aUe fRUZaUded XViQg WUadiWiRQaO URXWiQg aQd VZiWchiQg SURWRcROV beWZeeQ
FabUic SiWeV. UQOiNe aQ IP-BaVed TUaQViW, aQ SD-AcceVV TUaQViW iV aQ OYeUOa\
WhaW UideV RQ WRS Rf a WAN/MAN QeWZRUN PXch OiNe SD-WAN aQd DMVPN.
TheUe aUe Ne\ cRQVideUaWiRQV ZheQ XViQg aQ SD-AcceVV TUaQViW:

ɉ CRQQecWiRQV VhRXOd accRPPRdaWe Whe UecRPPeQded MTU VeWWiQgV
XVed fRU CiVcR SD-AcceVV iQ Whe CaPSXV NeWZRUN.

ɉ IP UeachabiOiW\ PXVW e[iVW beWZeeQ FabUic SiWeV. SSecificaOO\, WheUe
PXVW be a NQRZQ UQdeUOa\ URXWe beWZeeQ aOO FabUic NRdeV (Whe
defaXOW URXWe caQQRW be XVed fRU WhiV SXUSRVe).

Virtual Networks
CiVcR SD-AcceVV SURYideV La\eU 3 aQd La\eU 2 cRQQecWiYiW\ acURVV Whe
OYeUOa\ XViQg ViUWXaO NeWZRUNV.

La\eU 3 OYeUOa\V ePXOaWe aQ iVROaWed URXWiQg WabOe aQd WUaQVSRUW La\eU 3
fUaPeV RYeU Whe La\eU 3 QeWZRUN. ThiV W\Se Rf OYeUOa\ iV caOOed a La\eU 3
ViUWXaO NeWZRUN. A La\eU 3 ViUWXaO NeWZRUN iV a YiUWXaO URXWiQg dRPaiQ WhaW iV
aQaORgRXV WR a ViUWXaO RRXWiQg aQd FRUZaUdiQg (VRF) WabOe iQ a WUadiWiRQaO
QeWZRUN.

La\eU 2 OYeUOa\V ePXOaWe a LAN VegPeQW aQd WUaQVSRUW La\eU 2 fUaPeV RYeU
Whe La\eU 3 QeWZRUN. ThiV W\Se Rf OYeUOa\ iV caOOed a La\eU 2 ViUWXaO NeWZRUN.
La\eU 2 ViUWXaO NeWZRUNV aUe YiUWXaO VZiWchiQg dRPaiQV WhaW aUe aQaORgRXV WR
a VLAN iQ a WUadiWiRQaO QeWZRUN.
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Securit\ Group Tags (SGTs)
SecXUiW\ GURXS TagV (SGTV) aUe PeWadaWa YaOXeV WhaW iQdicaWe Whe SUiYiOegeV
Rf Whe VRXUce ZiWhiQ Whe eQWiUe QeWZRUN. TheUe aUe VeYeUaO PeWhRdV WR
SURSagaWe SGTV. WiWhiQ Whe SD-AcceVV FabUic, SGTV aUe SURSagaWed iQ Whe
headeU Rf Whe VXLAN eQcaSVXOaWed SacNeWV.

WiWh ideQWiW\ VeUYiceV SURYided WhURXgh ISE, XVeUV aQd deYiceV cRQQecWed WR
Whe FabUic aUe d\QaPicaOO\ PaSSed WR aQ SGT. ThiV ViPSOifieV eQd-WR-eQd
VecXUiW\ SROic\ PaQagePeQW aQd eQfRUcePeQW aW a gUeaWeU VcaOe WhaQ
WUadiWiRQaO QeWZRUN SROic\ iPSOePeQWaWiRQV, Zhich UeO\ RQ IP acceVV OiVWV.

Segmentation Capabilities
CiVcR SD-AcceVV cUeaWeV WZR Oa\eUV Rf VegPeQWaWiRQ. The fiUVW Oa\eU Rf
VegPeQWaWiRQ iV UefeUUed WR aV PacUR-VegPeQWaWiRQ aQd iV achieYed WhURXgh
Whe XVe Rf ViUWXaO NeWZRUNV. UVeUV, deYiceV, aQd aSSOicaWiRQV caQ be SXW iQWR
diffeUeQW OYeUOa\ QeWZRUNV, eQabOiQg iVROaWiRQ beWZeeQ WheP.

The VecRQd Oa\eU Rf VegPeQWaWiRQ iV UefeUUed WR aV PicUR-VegPeQWaWiRQ aQd
iV achieYed WhURXgh Whe XVe Rf SGTV. SGTV aUe XVed WR VegPeQW iQVide Whe
ViUWXaO NeWZRUN. B\ defaXOW, XVeUV aQd deYiceV iQ Whe VaPe ViUWXaO NeWZRUN
caQ cRPPXQicaWe ZiWh each RWheU. SGTV caQ be XVed WR SeUPiW RU deQ\
cRPPXQicaWiRQ ZiWhiQ a giYeQ ViUWXaO NeWZRUN.
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Fabric Components

Control Plane Node
AQ SD-AcceVV CRQWURO POaQe NRde UXQV Whe LRcaWRU ID SeSaUaWiRQ PURWRcRO
(LISP) WR UegiVWeU eQdSRiQWV aQd SURYide Qe[W-hRS fRUZaUdiQg iQfRUPaWiRQ fRU
WUaffic geQeUaWed b\ WhRVe eQdSRiQWV.

Border Node
AQ SD-AcceVV BRUdeU NRde iV aQ eQWU\ aQd e[iW SRiQW WR Whe FabUic SiWe. IQ
effecW, iW VSeaNV WZR OaQgXageV: SD-AcceVV FabUic RQ RQe OiQN aQd WUadiWiRQaO
URXWiQg aQd VZiWchiQg RQ aQRWheU.

Edge Node
AQ SD-AcceVV Edge NRde SURYideV fiUVW-hRS VeUYiceV aQd hRVWV Whe AQ\caVW
La\eU 3 GaWeZa\V Qeeded fRU XVeUV, deYiceV, aQd aSSOicaWiRQV WR cRQQecW WR
Whe QeWZRUN.

Transit Control Plane Node
The UROe Rf a TUaQViW CRQWURO POaQe NRde iV WR OeaUQ Zhich SUefi[eV aUe
aVVRciaWed ZiWh each FabUic SiWe aQd WR diUecW WUaffic WR WheVe ViWeV acURVV aQ
SD-AcceVV TUaQViW XViQg cRQWURO SOaQe VigQaOiQg.

WheQ WUaffic fURP aQ eQdSRiQW iQ RQe ViWe QeedV WR VeQd WUaffic WR aQ
eQdSRiQW iQ aQRWheU ViWe, Whe TUaQViW CRQWURO POaQe NRde iV TXeUied WR
deWeUPiQe WR Zhich ViWeɁV BRUdeU NRde WhiV WUaffic VhRXOd be VeQW.
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Fabric Access Point
FabUic-MRde AcceVV PRiQWV (APV) aUe APV aVVRciaWed ZiWh a FabUic WiUeOeVV
LAN CRQWUROOeU (WLC) WhaW haYe beeQ cRQfigXUed ZiWh FabUic-eQabOed SSIDV.

Fabric Wireless LAN Controller
A FabUic WiUeOeVV LAN CRQWUROOeU cRQQecWV FabUic APV aQd WiUeOeVV
eQdSRiQWV WR Whe SD-AcceVV FabUic. The FabUic WLC UegiVWeUV ZiUeOeVV
cOieQWV ZiWh Whe CRQWURO POaQe NRde.

Embedded Wireless LAN Controller 
The EPbedded WiUeOeVV LAN CRQWUROOeU RQ CaWaO\VW 9000 SeUieV VZiWcheV
aOORZV eaV\ deSOR\PeQW Rf ZiUeOeVV iQ Whe SD-AcceVV QeWZRUN ZiWhRXW
haYiQg WR PaQage RU deSOR\ a VeSaUaWe Sh\VicaO deYice.

FabUic-MRde APV cRQWiQXe WR VXSSRUW Whe VaPe ZiUeOeVV Pedia VeUYiceV WhaW
WUadiWiRQaO APV VXSSRUW, VXch aV aSSO\iQg ASSOicaWiRQ ViVibiOiW\ aQd CRQWURO
(AVC), QXaOiW\ Rf SeUYice (QRS), aQd RWheU ZiUeOeVV SROicieV.

E[tended Node
E[WeQded NRdeV RffeU a La\eU 2 SRUW e[WeQViRQ WR aQ Edge NRde ZhiOe
SURYidiQg VegPeQWaWiRQ aQd gURXS-baVed SROic\ WR Whe eQdSRiQWV cRQQecWed
WR WheVe VZiWcheV. EQdSRiQWV, iQcOXdiQg FabUic APV, caQ cRQQecW diUecWO\ WR
Whe E[WeQded NRde. VLANV aQd SGTV aUe aVVigQed XViQg hRVW RQbRaUdiQg aV
SaUW Rf FabUic SURYiViRQiQg.
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Polic\ E[tended Node
A PROic\ E[WeQded NRde VXSSRUWV eQhaQced VecXUiW\ caSabiOiWieV cRPSaUed
WR aQ E[WeQded NRde. IQ addiWiRQ WR Whe RSeUaWiRQ aQd PaQagePeQW SURYided
b\ a cOaVVic E[WeQded NRde, PROic\ E[WeQded NRdeV diUecWO\ VXSSRUW SGTV.
ThiV ORcaO SGT VXSSRUW SURYideV diUecW eaVW-ZeVW WUaffic eQfRUcePeQW RQ Whe
deYice.

Intermediate Node 
AQ IQWeUPediaWe NRde iV SaUW Rf Whe La\eU 3 UQdeUOa\ QeWZRUN XVed fRU
iQWeUcRQQecWiRQV aPRQg Whe deYiceV RSeUaWiQg iQ a FabUic SiWe. FRU e[aPSOe,
if a ThUee-TieU CaPSXV deSOR\PeQW SURYiViRQV Whe CRUe VZiWcheV aV Whe
BRUdeU NRdeV aQd Whe AcceVV VZiWcheV aV Whe Edge NRdeV, Whe DiVWUibXWiRQ
VZiWcheV aUe Whe IQWeUPediaWe NRdeV. IQWeUPediaWe NRdeV aUe QRW OiPiWed WR a
ViQgOe Oa\eU Rf deYiceV.

Fabric in a Bo[
FabUic iQ a BR[ iV aQ SD-AcceVV cRQVWUXcW ZheUe Whe BRUdeU NRde, CRQWURO
POaQe NRde, aQd Edge NRde UXQ RQ Whe VaPe FabUic NRde. ThiV Pa\ be a
ViQgOe VZiWch, VZiWch ZiWh haUdZaUe VWacNiQg, RU SWacNWiVe ViUWXaO
deSOR\PeQW.
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Peer Device (Fusion)
BRUdeU NRdeV aUe cRQQecWed WR Qe[W-hRS deYiceV, SURYidiQg acceVV WR Whe
QeWZRUN RXWVide Whe FabUic SiWe. TheUe aUe VeYeUaO cRPPRQ cRQfigXUaWiRQ
RSWiRQV fRU Whe Qe[W-hRS SeeU deYice. ThiV deYice Pa\ SeeU (haYe IP
cRQQecWiYiW\ aQd URXWiQg adjaceQc\) ZiWh Whe BRUdeU NRde XViQg VRFV. ThiV
Qe[W-hRS deYice Pa\ eYeQ cRQWiQXe Whe VRF VegPeQWaWiRQ e[WeQViRQ WR iWV
Qe[W hRS. ThiV Qe[W-hRS Pa\ QRW be VRF-aZaUe aQd SeeU WR Whe BRUdeU NRde
XViQg Whe gORbaO URXWiQg WabOe. The WeUP FXViRQ haV cRPPRQO\ beeQ XVed iQ
e[iVWiQg cROOaWeUaO fRU each Rf WheVe Qe[W-hRS deYice deSOR\PeQW W\SeV.
ThURXghRXW Whe bRRN, PeeU ZiOO be XVed iQ SOace Rf FXViRQ.
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Fabric Features and Capabilities

LISP Publisher/Subscriber (Pub/Sub)
LISP PXb/SXb ZaV SXUSRVe-bXiOW fRU SD-AcceVV aQd iV e[WeQVibOe, aQd
adaSWabOe. IW YaVWO\ ViPSOifieV QeWZRUN RSeUaWiRQV b\ QaWiYeO\ SXbOiVhiQg aOO
FabUic SiWe SUefi[eV WR VXbVcUibed BRUdeU NRdeV, XWiOi]iQg QaWiYe LISP UaWheU
BGP. ThiV ViPSOificaWiRQ ZiOO PaNe Whe deSOR\PeQW aQd PaiQWeQaQce Rf aQ
SD-AcceVV VROXWiRQ OeVV cRPSOe[ fRU RSeUaWiRQV aQd VXSSRUW WeaPV.

LISP PXb/SXb eQabOeV VeYeUaO QeZ caSabiOiWieV WhaW iQcUeaVe aQ SD-AcceVV
deSOR\PeQW'V UeViOieQc\ aQd fOe[ibiOiW\, iQcOXdiQg D\QaPic DefaXOW BRUdeU,
BacNXS IQWeUQeW, aQd SD-AcceVV E[WUaQeW.

D\namic Default Border
WiWh Whe SD-AcceVV D\QaPic DefaXOW BRUdeU, Whe FabUic OYeUOa\ cRQYeUgeV
TXicNO\ iQ Whe eYeQW Rf XSOiQN faiOXUeV RU XSVWUeaP deYice faiOXUeV RQ BRUdeU
NRdeV Zhich UeVXOW iQ Whe ORVV Rf Whe defaXOW URXWe.

SD-Access Backup Internet
IQ PXOWiViWe SD-AcceVV TUaQViW deSOR\PeQW, VeYeUaO FabUic SiWeV Pa\ haYe
acceVV WR Whe IQWeUQeW. UViQg Whe SD-AcceVV BacNXS IQWeUQeW fXQcWiRQaOiW\,
FabUic SiWeV caQ XVe each RWheU aV a bacNXS SaWh WR Whe IQWeUQeW if WheiU ViWe-
ORcaO IQWeUQeW acceVV iV ORVW.
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Cisco SD-Access E[tranet
WiWh CiVcR SD-AcceVV, XVeUV, deYiceV, aQd aSSOicaWiRQV aUe RQbRaUded WR
jRiQ a ViUWXaO NeWZRUN iQ Whe FabUic. WhiOe WheVe ViUWXaO NeWZRUNV aUe iVROaWed
fURP RQe aQRWheU, XVeUV, deYiceV, aQd aSSOicaWiRQV UeTXiUe VhaUed VeUYiceV
VXch aV DHCP, DNS, AcWiYe DiUecWRU\, aQd ISE. AcceVV WR Whe IQWeUQeW iV
XVXaOO\ Qeeded aV ZeOO. HRZeYeU, VhaUed VeUYiceV aQd Whe IQWeUQeW aUe RfWeQ
iQ dedicaWed VRFV RU iQ Whe GORbaO RRXWiQg TabOe (GRT).

UViQg SD-AcceVV E[WUaQeW, CiVcR DNA CeQWeU aXWRPaWeV Whe cRQfigXUaWiRQ
QeceVVaU\ WR SURYide VecXUe cRPPXQicaWiRQ beWZeeQ FabUic ViUWXaO
NeWZRUNV WR VhaUed VeUYiceV aQd Whe IQWeUQeW. SD-AcceVV E[WUaQeW dReV QRW
Qeed addiWiRQaO haUdZaUe, VXch aV a PeeU (FXViRQ) deYice, WR SURYide WhiV
caSabiOiW\.

Wireless in Cisco SD-Access Fabric
CiVcR SD-AcceVV SURYideV a XQiTXe diffeUeQWiaWRU b\ iQWegUaWiQg Whe ZiUeOeVV
cRQWURO SOaQe ZiWh Whe OYeUOa\ cRQWURO SOaQe Rf Whe ZiUed ZRUOd. CiVcR SD-
AcceVV WiUeOeVV RffeUV a ceQWUaOi]ed cRQWURO aQd PaQagePeQW SOaQe Yia Whe
WLC ZiWh a diVWUibXWed daWa SOaQe SURYidiQg Whe beVW Rf bRWh ZRUOdV ȼ
ceQWUaOi]ed aQd diVWUibXWed ZiUeOeVV deVigQV. The WLC iQWegUaWeV ZiWh Whe
CRQWURO POaQe NRde, UegiVWeUiQg eQdSRiQWV aV Whe\ aUe RQbRaUded aQd
XSdaWiQg WheiU ORcaWiRQ aV Whe\ URaP. ThiV iV Whe fiUVW iQVWaQce ZheUe WheUe iV
V\QeUg\ beWZeeQ Whe ZiUeOeVV aQd Whe ZiUed cRQWURO SOaQeV.

ThiV XQiTXe iQWegUaWiRQ Rf ZiUed aQd ZiUeOeVV bUiQgV VeYeUaO beQefiWV WR
QeWZRUN XVeUV aQd Whe RSeUaWiRQV WeaPV WhaW VXSSRUW WheP:

ɉ SiPSOificaWiRQ ȼ QeWZRUNV caQ haYe a ViQgOe VXbQeW fRU bRWh ZiUed
aQd ZiUeOeVV cOieQWV

ɉ CRQViVWeQc\ Rf PROic\ ȼ Whe Uich VeW Rf ZiUed SROicieV aUe e[WeQded WR
ZiUeOeVV WUaffic, aQd Whe\ aUe bRWh aSSOied aW Whe Edge NRde
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ɉ IPSURYed SeUfRUPaQce ȼ ZiUeOeVV URaPV aUe La\eU 2 aQd dR QRW
UeTXiUe aQ\ fRUP Rf aQchRUiQg

Wireless Over-the-Top
CiVcR SD-AcceVV haV Whe fOe[ibiOiW\ WR VXSSRUW a ceQWUaOi]ed ZiUeOeVV
deSOR\PeQW caOOed WiUeOeVV OYeU-Whe-TRS (OTT). WiUeOeVV OTT VXSSRUW iV
cUXciaO becaXVe WheUe aUe VeYeUaO ViWXaWiRQV ZheUe iW cRXOd be UeTXiUed:

ɉ E[iVWiQg CiVcR WLCV aQd APV aUe QRW SD-AcceVV WiUeOeVV-caSabOe

ɉ ThiUd-SaUW\ ZiUeOeVV SUeVeQce iQ Whe QeWZRUN

ɉ WiUed aQd ZiUeOeVV aV\PPeWUic PigUaWiRQ Sace

IQ WiUeOeVV OTT deSOR\PeQWV, ZiUeOeVV cRQWURO, PaQagePeQW, aQd daWa SOaQe
WUaffic WUaYeUVe Whe FabUic iQ a CRQWURO aQd PURYiViRQiQg Rf WiUeOeVV AcceVV
PRiQWV (CAPWAP) WXQQeO beWZeeQ Whe APV aQd WLC. ThiV CAPWAP WXQQeO
XVeV Whe CiVcR SD-AcceVV FabUic aV a WUaQVSRUW. OWheU YeQdRU'V ZiUeOeVV
eTXiSPeQW Pa\ XVe a diffeUeQW WXQQeOiQg SURWRcRO RWheU WhaQ CAPWAP, bXW
Whe cRQceSW Rf XViQg Whe SD-AcceVV FabUic aV a WUaQVSRUW iV Whe VaPe.

Fle[Connect Over-the-Top
CiVcR SD-AcceVV aOVR VXSSRUWV CiVcR FOe[CRQQecW RU diVWUibXWed ZiUeOeVV
deSOR\PeQWV. IQ WheVe deSOR\PeQWV, APV VZiWch daWa WUaffic ORcaOO\ WR Whe
Edge NRdeV WR Zhich Whe\ aUe cRQQecWed.

End-to-End Segmentation
PURSeU eQd-WR-eQd QeWZRUN VegPeQWaWiRQ iV a fRXQdaWiRQaO PeaVXUe WR
addUeVV YaUiRXV VecXUiW\ aQd VcaOabiOiW\ iVVXeV WhaW aUe VeeQ iQ QeWZRUNV
WRda\. CiVcR SD-AcceVV SURYideV Whe abiOiW\ fRU QeWZRUN aUchiWecWV WR cUeaWe
aQd deSOR\ VecXUe, QeWZRUN-Zide VegPeQWaWiRQ fRU WheiU XVeUV, deYiceV, aQd
aSSOicaWiRQV acURVV WheiU QeWZRUNV, PaNiQg QeWZRUNV PRUe URbXVW aQd
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VcaOabOe. MacUR- aQd PicUR-VegPeQWaWiRQ cRQWe[WV aUe caUUied acURVV Whe
SD-AcceVV FabUic aQd caQ be fXUWheU e[WeQded be\RQd Whe FabUic QeWZRUN
XViQg PeWhRdV deVcUibed iQ WhiV bRRNɁV YaUiRXV YeUWicaO chaSWeUV.

Multisite Remote Border
The MXOWiViWe RePRWe BRUdeU feaWXUe eQabOeV Whe cRQfigXUaWiRQ Rf a ViQgOe IP
AddUeVV PRRO acURVV PXOWiSOe FabUic SiWeV. IW aOORZV Whe VaPe IP AddUeVV
PRRO WR e[iVW aW PXOWiSOe FabUic SiWeV b\ aQchRUiQg Whe IP AddUeVV PRRO WR
VSecific BRUdeU NRde(V) aQd CRQWURO POaQe NRde(V). PUeVeUYiQg Whe VXbQeW
acURVV PXOWiSOe ViWeV SURYideV a VcaOabOe VWUaWeg\ fRU cRQVeUYiQg addUeVV
VSace.

MXOWiViWe RePRWe BRUdeU VSecifieV WhaW a deVigQaWed FabUic SiWe ZiOO be Whe
iQgUeVV aQd egUeVV ORcaWiRQ fRU aOO WUaffic iQ a deVigQaWed ViUWXaO NeWZRUN
eYeQ WhRXgh WhaW ViUWXaO NeWZRUN VWUeWcheV acURVV PXOWiSOe FabUic SiWeV. A
cRPPRQ XVe caVe fRU MXOWiViWe RePRWe BRUdeU iV GXeVW WUaffic iVROaWiRQ.

IQ a WUadiWiRQaO QeWZRUN, a ZiUeOeVV GXeVW AQchRU CRQWUROOeU iV XVXaOO\ ORcaWed
iQ Whe DMZ. MXOWiViWe RePRWe BRUdeU SURYideV Whe VaPe caSabiOiWieV ZhiOe
aOVR SURYidiQg Whe VegPeQWaWiRQ aQd aXWRPaWiRQ beQefiWV Rf aQ SD-AcceVV
QeWZRUN.

Fabric Zones
T\SicaOO\, iQ CiVcR SD-AcceVV deSOR\PeQWV, aOO Whe OYeUOa\ VXbQeWV aUe
aYaiOabOe acURVV aOO Whe Edge NRdeV iQ WhaW SiWe. FabUic ZRQeV aUe a Za\ WR
ORcaOi]e ceUWaiQ VXbQeWV WR ceUWaiQ VecWiRQV Rf Whe FabUic SiWe. FRU e[aPSOe, a
FabUic SiWe Pa\ iQcOXde WeQ bXiOdiQgV. TheUe Pa\ QRW be a Qeed WR haYe aOO
Whe VXbQeWV acURVV aOO Whe WeQ bXiOdiQgV. FabUic ZRQeV eQVXUe WhaW VRPe IP
VXbQeWV aUe RQO\ aYaiOabOe iQ VRPe bXiOdiQgV aQd QRW RQ Whe eQWiUe CaPSXV.
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Critical VLAN
The CUiWicaO VLAN fXQcWiRQaOiW\ aOORZV QeWZRUN acceVV WR XVeUV, deYiceV, aQd
aSSOicaWiRQV XViQg a VSecific VLAN if Whe ISE PSN iV XQUeachabOe fURP Whe
SD-AcceVV QeWZRUN. IQ addiWiRQ, cXUUeQWO\, aXWheQWicaWiRQ XVeUV, deYiceV, aQd
aSSOicaWiRQV ZiOO UePaiQ iQ WheiU SUeVeQWO\ aVVigQed VLANV, aV SeUiRdic Ue-
aXWheQWicaWiRQ iV SaXVed XQWiO Whe ISE PSN iV UeachabOe agaiQ.

Gatewa\ Outside of the Fabric
IQ SD-AcceVV, a defaXOW gaWeZa\ iV SUeVeQW RQ aOO Edge NRdeV fRU each
VXbQeW iQ a ViUWXaO NeWZRUN ZiWhiQ a giYeQ FabUic SiWe. TUaffic deVWiQed WR a
UePRWe VXbQeW iV SURceVVed b\ Whe defaXOW gaWeZa\ RQ Whe Edge NRde aQd
WheQ URXWed WR Whe aSSURSUiaWe deVWiQaWiRQ.

IQ PaQ\ OT QeWZRUNV, WheUe iV a Qeed fRU Whe defaXOW gaWeZa\ WR be RQ aQ
e[WeUQaO fiUeZaOO aQd QRW RQ Whe ORcaO Edge NRde. FiUeZaOO WUaffic iQVSecWiRQ iV
a cRPPRQ VecXUiW\ aQd cRPSOiaQce UeTXiUePeQW iQ PaQ\ QeWZRUNV.

B\ eQabOiQg GaWeZa\ OXWVide Rf Whe FabUic fXQcWiRQaOiW\, Whe defaXOW gaWeZa\
iV QRW SURYiViRQed RQ Whe Edge NRdeV. The gaWeZa\ caQ be SURYiViRQed RQ
aQ e[WeUQaO deYice VXch aV a fiUeZaOO, ZheUe WUaffic WR WhaW gaWeZa\ caQ be
iQVSecWed.

La\er 2 Flooding
B\ defaXOW, WheUe iV QR fORRdiQg Rf WUaffic iQ Whe CiVcR SD-AcceVV QeWZRUN.
ARP UeVROXWiRQ iV dRQe iQ aQ RSWiPi]ed faVhiRQ b\ defaXOW iQ FabUic. HRZeYeU,
VRPe eQdSRiQWV Qeed bURadcaVW VXSSRUW, SaUWicXOaUO\ WR VXSSRUW ViOeQW hRVWV.
La\eU 2 FORRdiQg iV a feaWXUe WhaW eQabOeV Whe fORRdiQg Rf bURadcaVW, OiQN-
ORcaO PXOWicaVW, aQd ARP WUaffic fRU a giYeQ OYeUOa\ VXbQeW. La\eU 2 FORRdiQg
UeTXiUeV Whe VXSSRUW Rf QaWiYe PXOWicaVW iQ Whe FabUic UQdeUOa\ QeWZRUN.
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LAN Automation
LAN AXWRPaWiRQ heOSV eQWeUSUiVe IT adPiQiVWUaWRUV SUeSaUe, SOaQ, aQd
aXWRPaWe SD-AcceVV UQdeUOa\ QeWZRUNV. ThiV ViPSOifieV QeWZRUN RSeUaWiRQV,
fUeeV IT VWaff fURP WiPe-cRQVXPiQg aQd UeSeWiWiYe QeWZRUN cRQfigXUaWiRQ
WaVNV, aQd cUeaWeV a VWaQdaUd eUURU-fUee UQdeUOa\ QeWZRUN.

Multicast in Fabric
MXOWicaVW iV VXSSRUWed iQ bRWh Whe OYeUOa\ ViUWXaO NeWZRUNV aQd Whe Sh\VicaO
UQdeUOa\ QeWZRUNV iQ SD-AcceVV, each achieYiQg diffeUeQW SXUSRVeV.

The PXOWicaVW VRXUce caQ eiWheU be RXWVide Whe FabUic SiWe (cRPPRQO\ iQ Whe
daWa ceQWeU) RU caQ be iQ Whe FabUic OYeUOa\, diUecWO\ cRQQecWed WR aQ Edge
NRde, E[WeQded NRde, RU aVVRciaWed ZiWh a FabUic AP. MXOWicaVW UeceiYeUV
aUe cRPPRQO\ diUecWO\ cRQQecWed WR Edge NRdeV RU E[WeQded NRdeV,
aOWhRXgh PXOWicaVW UeceiYeUV caQ aOVR be RXWVide Rf Whe FabUic SiWe if Whe
VRXUce iV iQ Whe OYeUOa\.

PIM AQ\-SRXUce MXOWicaVW (PIM-ASM) aQd PIM SRXUce-SSecific MXOWicaVW
(PIM-SSM) aUe VXSSRUWed.

Multicast Forwarding in SD-Access
SD-AcceVV VXSSRUWV WZR diffeUeQW WUaQVSRUW PeWhRdV fRU fRUZaUdiQg
PXOWicaVW. OQe XVeV Whe OYeUOa\, UefeUUed WR aV Head-EQd ReSOicaWiRQ, aQd
Whe RWheU XVeV Whe UQdeUOa\ aQd iV caOOed NaWiYe MXOWicaVW.

Head-End Replication

Head-EQd ReSOicaWiRQ (RU IQgUeVV ReSOicaWiRQ) iV SeUfRUPed eiWheU b\ Whe
PXOWicaVW fiUVW-hRS URXWeU (FHR) ZheQ Whe PXOWicaVW VRXUce iV iQ Whe FabUic
OYeUOa\, RU b\ Whe BRUdeU NRdeV ZheQ Whe VRXUce iV RXWVide Whe FabUic SiWe.
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Native Multicast

NaWiYe PXOWicaVW dReV QRW UeTXiUe Whe iQgUeVV FabUic NRde WR dR XQicaVW
UeSOicaWiRQ. RaWheU, Whe ZhROe UQdeUOa\ iQcOXdiQg IQWeUPediaWe NRdeV iV XVed
WR dR Whe UeSOicaWiRQ. TR VXSSRUW NaWiYe PXOWicaVW, Whe FHRV, LaVW-HRS
RRXWUeUV (LHRV), aQd aOO QeWZRUN iQfUaVWUXcWXUe beWZeeQ WheP PXVW be
eQabOed fRU PXOWicaVW.

Qualit\ of Service (QoS) in Cisco SD-Access
Fabric
CiVcR SD-AcceVV FabUic eQcaSVXOaWiRQ SUeVeUYeV Whe DiffeUeQWiaWed SeUYiceV
CRde PRiQW (DSCP) YaOXe iQ Whe IP headeU Rf Whe iQcRPiQg SacNeW b\ cRS\iQg
Whe YaOXe WR Whe DSCP iQ Whe RXWeU IP SacNeW. ThXV, QRS DSCP YaOXeV aUe
SUeVeUYed eQd-WR-eQd acURVV Whe OYeUOa\.
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Multiple Cisco DNA Center to Single ISE
The PXOWiSOe CiVcR DNA CeQWeU caSabiOiW\ aOORZV PXOWiSOe CiVcR DNA CeQWeU
cOXVWeUV WR iQWegUaWe ZiWh Whe VaPe ViQgOe ISE deSOR\PeQW. UViQg Whe cRQceSW
Rf AXWhRU cOXVWeUV aQd ReadeU cOXVWeUV, WhiV feaWXUe cUeaWeV a ViQgOe
PaQagePeQW SRiQW fRU SROic\ defiQiWiRQV iQ Whe deSOR\PeQW. ReSOicaWiRQ Rf
WheVe defiQiWiRQV iV WheQ SURSagaWed fURP Whe AXWhRU NRde WR Whe ReadeU
NRdeV.

Figure 2.1: Multiple CiscobDNA Center architecture
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Ecos\stem

CiVcR DNA CeQWeU haV aQ ecRV\VWeP ZiWh a YaUieW\ Rf SaUaOOeO VROXWiRQV aQd
WhiUd-SaUW\ aSSV. ThiV VecWiRQ deVcUibeV WhRVe ecRV\VWeP VROXWiRQV iQ Whe
cRQWe[W Rf CiVcR SD-AcceVV.

Wide Area Bonjour
BRQjRXU iV a ]eUR-cRQfigXUaWiRQ VROXWiRQ WhaW ViPSOifieV QeWZRUN cRQfigXUaWiRQ
aQd eQabOeV cRPPXQicaWiRQ beWZeeQ cRQQecWed deYiceV, VeUYiceV, aQd
aSSOicaWiRQV. BRQjRXU iV deVigQed fRU ViQgOe La\eU 2 dRPaiQV VXch aV VPaOO,
fOaW QeWZRUNV.

The CiVcR Wide AUea BRQjRXU aSSOicaWiRQ RQ CiVcR DNA CeQWeU eOiPiQaWeV
Whe ViQgOe La\eU 2 dRPaiQ cRQVWUaiQW aQd e[SaQdV Whe VcRSe WR OaUgeU La\eU
3 dRPaiQV Zhich aUe XVed iQ SD-AcceVV ZiUed aQd ZiUeOeVV QeWZRUNV.

Cisco Secure Network Anal\tics
(StealthWatch)
JXVW aV iW iV iPSRUWaQW WR VecXUe eQdSRiQWV iQ Whe QeWZRUN, iW iV jXVW aV
iPSRUWaQW WR haYe YiVibiOiW\ iQWR Whe WUaffic RQ Whe QeWZRUN aQd a PeWhRd b\
Zhich WR aXdiW iW. CiVcR SecXUe NeWZRUN AQaO\WicV (SWeaOWhWaWch)b OeYeUageV
NeWFORZ daWa fURP QeWZRUN deYiceV WhURXghRXW aOO aUeaV Rf Whe QeWZRUN WR
SURYide a cRQciVe YieZ Rf WUaffic SaWWeUQV. ThiV YiVibiOiW\ aOORZV a
SWeaOWhWaWch daWabaVe UecRUd WR be PaiQWaiQed fRU eYeU\ cRPPXQicaWiRQ
WhaW WUaYeUVeV a QeWZRUN deYice.
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The SWeaOWhWaWch SecXUiW\ AQaO\WicV aSSOicaWiRQ RQ CiVcR DNA CeQWeU
aXWRPaWeV Whe SURYiViRQiQg Rf QeWZRUN deYiceV VR Whe\ VeQd NeWFORZ daWa WR
SWeaOWhWaWch. ThiV SURYideV YiVibiOiW\ aQd UeaO-WiPe PRQiWRUiQg Rf aOO QeWZRUN
WUaffic fURP Whe CiVcR SecXUe NeWZRUN AQaO\WicV MaQageU.

ThousandE\es
The ThRXVaQdE\eV aSSOicaWiRQ iV hRVWed RQ CaWaO\VW 9000 SeUieV SZiWcheV
aQd iV SURYiViRQed WhURXgh a ZRUNfORZ iQ CiVcR DNA CeQWeU. ThRXVaQdE\eV
SURYideV a Za\ WR PRQiWRU aQd RbVeUYe deYiceV aQd aSSOicaWiRQV iQ Whe
QeWZRUN.

ThRXVaQdE\eV AgeQW RQ Edge NRdeV SURYideV QeWZRUN aQd aSSOicaWiRQ
YiVibiOiW\ fURP cOieQW VXbQeW WR VeUYiceV. ThRXVaQdE\eV AgeQW RQ BRUdeU
NRdeV SURYideV QeWZRUN aQd aSSOicaWiRQ YiVibiOiW\ fURP Whe BRUdeU NRde WR
VeUYiceV RXWVide Rf Whe FabUic.

Cisco DNA Center Plug-and-Pla\
CiVcR DNA CeQWeU heOSV aXWRPaWe aQd RQbRaUd CiVcR QeWZRUN deYiceV ZiWh
bXiOW-iQ POXg-aQd-POa\ (PQP) fXQcWiRQaOiW\. POXg-aQd-POa\ iV a VRfWZaUe ageQW
RQ Whe QeWZRUN deYiceV WhaW caOOV hRPe WR CiVcR DNA CeQWeU aQd dRZQORadV
Whe UeTXiUed VRfWZaUe aQd deYice cRQfigXUaWiRQ.

Return Material Authori]ation (RMA) Workflow
CiVcR DNA CeQWeU RMA ZRUNfORZ PaNeV UeSOaciQg deYiceV a ViPSOeU aQd
]eUR-WRXch SURceVV. CXVWRPeUV fOag a faiOed deYice iQ CiVcR DNA CeQWeU,
Sh\VicaOO\ iQVWaOO Whe QeZ deYice, aQd UXQ Whe baVic ]eUR-WRXch ZRUNfORZ WR
bUiQg XS Whe deYice WhURXgh Whe POXg-aQd-POa\ SURceVV. UViQg WhiV SURceVV,
CiVcR DNA CeQWeU aXWRPaWeV VRfWZaUe iPage XSgUadeV, iQVWaOOV aSSURSUiaWe
OiceQVeV aQd ceUWificaWeV, aQd aSSOieV Whe baVic cRQfigXUaWiRQ. OQce a deYice
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iV deWecWed b\ CiVcR DNA CeQWeU, iW ZiOO cRQfigXUe Whe UeSOacePeQW deYice
ZiWh Whe ROd deYice cRQfigXUaWiRQ. CiVcR DNA CeQWeU VXSSRUWV RMA fRU
VZiWchiQg deYice SOaWfRUPViQ bRWh FabUic aQd QRQ-FabUic DeYiceV.

Cisco AI Endpoint Anal\tics
CiVcR AI EQdSRiQW AQaO\WicV iV a VROXWiRQ WhaW deWecWV aQd cOaVVifieV
eQdSRiQWV aQd IRT deYiceV iQWR diffeUeQW caWegRUieV baVed RQ EQdSRiQW T\Se,
HaUdZaUe MRdeO, MaQXfacWXUeU, aQd OSeUaWiQg S\VWeP W\Se. The CiVcR AI
EQdSRiQW AQaO\WicV eQgiQe aQd XVeU iQWeUface UXQV RQ CiVcR DNA CeQWeU aQd
aVVigQV OabeOV WR eQdSRiQWV b\ UeceiYiQg WeOePeWU\ fURP Whe QeWZRUN
iQfUaVWUXcWXUe.

Fabric Assurance
CiVcR SD-AcceVV AVVXUaQce SURYideV YiVibiOiW\ iQWR Whe UQdeUOa\ aQd
OYeUOa\, aQd iW eQabOeV UeachabiOiW\ iQWR cUiWicaO QeWZRUN VeUYiceV iQ Whe FabUic
IQfUaVWUXcWXUe. FabUic QeWZRUN deYiceV aUe SURYiViRQed ZiWh PRdeO-dUiYeQ
VWUeaPiQg WeOePeWU\ Zhich PRQiWRUV Whe VWaWXV Rf ceUWaiQ SURWRcRO VWaWeV. AQ\
chaQge iQ Whe SURWRcRO VWaWe iV UeSRUWed b\ Whe QeWZRUN deYice WR CiVcR DNA
CeQWeU. IQ Whe AVVXUaQce daVhbRaUd, VXggeVWiYe acWiRQV heOS QeWZRUN
RSeUaWRUV WR QaUURZ dRZQ Whe iVVXe dRPaiQ aQd eYeQWXaOO\ UePediaWe Whe
iVVXe.

SD-AcceVV AVVXUaQce SURYideV YiVibiOiW\ iQWR Whe heaOWh aQd VWaWe Rf Whe
FabUic SiWe, ViUWXaO NeWZRUNV, aQd SD-AcceVV TUaQViW.
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3rd-Part\ Integrations

CiVcR DNA CeQWeU iQWegUaWeV ZiWh YaUiRXV RWheU IT aSSOicaWiRQV VXch aV IPAM
VeUYiceV aQd SeUYiceNRZ IT SeUYice MaQagePeQW (ITSM) VXiWe. TZR
iQWegUaWiRQV aUe e[SOaiQed beORZ.

IP Address Management s\stems (IPAM)
WiWh WhiUd-SaUW\ IPAM iQWegUaWiRQ, aOO aVSecWV Rf IPAM PaQagePeQW, VXch aV
DNS aQd DHCP, caQ be dRQe XViQg RQe iQWegUaWed SOaWfRUP. ThiV iQWegUaWiRQ
eOiPiQaWeV PaQXaO SURceVVeV aQd SaWchZRUN WRROV, iQcUeaViQg IP addUeVV
PaQagePeQW efficieQc\. CiVcR DNA CeQWeU VXSSRUWV Whe abiOiW\ WR iQWegUaWe
WhiUd-SaUW\ IPAM V\VWePV IQfRbOR[ aQd BOXeCaW.

Service Now
The CiVcR SD-AcceVV iQWegUaWiRQ ZiWh SeUYiceNRZ PRQiWRUV aQd SXbOiVheV
FabUic eYeQWV WhaW iQcOXde FabUic RROe XSdaWeV. ThiV SURYideV VecXUiW\ aQd
RWheU RSeUaWiRQaO WUiggeUV WR Whe IT SeUYice MaQagePeQW V\VWeP.





OT Integration with
Cisco SD-Access
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Introduction

Chapter Overview
The PXUdXe MRdeO ZaV UeOeaVed iQ 1990, aQd iW iV Whe VWaQdaUd b\ Zhich
OSeUaWiRQaO TechQRORg\ (OT) QeWZRUNV haYe deVigQed WheiU QeWZRUNV.
HRZeYeU, VigQificaQW chaQgeV haYe RccXUUed iQ Whe QeWZRUNiQg iQdXVWU\ RYeU
Whe OaVW 30 \eaUV. TheVe iQQRYaWiRQV aUe beiQg OeYeUaged iQ Whe OT iQdXVWU\
WRda\.

ThiV chaSWeU SURYideV deVigQ gXidaQce fRU Whe PaQXfacWXUiQg VSace,
fRcXViQg RQ hRZ Whe QeZ iQQRYaWiRQV iQ CiVcR SD-AcceVV aUe beiQg XWiOi]ed
WR cUeaWe ViPSOe, VecXUe, aQd fOe[ibOe OT QeWZRUNV. The chaSWeU VWaUWV ZiWh
Whe deVcUiSWiRQ Rf Whe OT NeWZRUN aQd fROORZV ZiWh UeTXiUePeQWV aQd
VROXWiRQV fRU Whe OT VSace. FiQaOO\, Whe chaSWeU eQdV ZiWh deSOR\PeQW
RSWiRQV.

What is an OT Network?b
AQ OT QeWZRUN iV W\SicaOO\ a Sh\VicaOO\ VeSaUaWe QeWZRUN fURP a cXVWRPeUɁV
IT CRUSRUaWe QeWZRUN. IW caQ be Wied WR a diYiViRQ RU deSaUWPeQW ZiWhiQ Whe
RUgaQi]aWiRQ aQd iV RfWeQ iQ diUecW VXSSRUW Rf Whe cXVWRPeUɁV OiQe Rf bXViQeVV.
OT QeWZRUNV aUe beVW deVcUibed aV a VSecWUXP Rf WechQRORgieV, ZheUe Whe
VSecWUXP iQcOXdeV WUaffic W\SeV, fORZV, WRSRORg\ PaQdaWeV/UeVWUicWiRQV,
VegPeQWaWiRQ, aQd VR RQ. TheVe cRPSRQeQWV caQ be iQWURdXced if Whe
RUgaQi]aWiRQ iV SaUW Rf a UegXOaWed iQdXVWU\ RU if WheUe aUe e[iVWiQg QRUPV
ZiWhiQ ceUWaiQ iQdXVWUieV WhaW haYe beeQ iQ SOace fRU PaQ\ \eaUV.

FRU e[aPSOe, aQ EOecWUicaO UWiOiW\ High-VROWage SXbVWaWiRQ cRXOd be aW RQe
eQd Rf Whe VSecWUXP.b IQ WhiV caVe, VWaQdaUdV VXch aV IEEE 1613 aQd IEC
61850 PXVW be adRSWed. OWheU XQiTXe UeTXiUePeQWV iQcOXde ORVVOeVV LAN
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dXSOicaWiRQ, SXSeUYiVRU\ CRQWURO, aQd DaWa AcTXiViWiRQ (SCADA) SURWRcROV,
aQd haYiQg eOePeQWV iQ-V\Qc WR a VXb-PicURVecRQd accXUac\.

SRPeZheUe iQ Whe PiddOe Rf Whe VSecWUXP cRXOd be MaQXfacWXUiQg,b Zhich
iQcOXdeV IQdXVWUiaO AXWRPaWiRQ. HeUe Ze W\SicaOO\ Vee Whe PURfiQeW SURWRcRO
aQd a VWURQgO\ VegPeQWed hieUaUchicaO aSSURach, XVXaOO\ iQ OiQe ZiWh IEC
62443.

RRadZa\V cRXOd be aW Whe OeaVW VWUicW eQd Rf Whe VSecWUXP. HeUeb Ze Vee
acceSWabOe UecRYeU\ WiPeV Rf OeVV WhaQ 500 PiOOiVecRQdV (PV) aQd PRVWO\
UegXOaU IPY4 TCP aQd UDP XQicaVW WUaffic.

DiffeUeQW OT QeWZRUNV caQ be caWegRUi]ed iQ Whe VSecWUXP Rf TXadUaQWV aW a
high OeYeO aV VhRZQ iQ Whe fROORZiQg chaUW. GORbaOO\, iQWeUSUeWaWiRQV PighW
YaU\, bXW Whe chaUW deVcUibeV hRZ WheVe iQWeUSUeWaWiRQV aUe caWegRUi]ed.
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AOO Rf WheVe OT QeWZRUNV Pa\ haYe a ORW Rf diffeUeQceV, bXW Whe\ aOVR haYe
VRPe cRPPRQaOiWieV. We ZiOO diVcXVV hRZ CiVcR SD-AcceVV heOSV iQ Whe
iPSOePeQWaWiRQ aQd iQWegUaWiRQ Rf OT QeWZRUNV ZiWh IT QeWZRUNV aQd hRZ
CiVcR SD-AcceVV caQ be XVed WR bXiOd OT QeWZRUNV.

Figure 3.1: Traffic t\pes, resilienc\ requirements, and industr\ framework adherence across
various OT e[amples
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Organi]ation and Infrastructural Separation
IT aQd OT aUe RfWeQ WZR diffeUeQW deSaUWPeQWV ZiWhiQ a ViQgOe RUgaQi]aWiRQ.
OT QeWZRUNV RfWeQ haYe WheiU RZQ IT iQfUaVWUXcWXUe aQd, deSeQdiQg RQ Whe
Vi]e Rf Whe OT deSaUWPeQW, VWaff XVXaOO\ haYe YaU\iQg QeWZRUNiQg VNiOO VeWV. IQ
PRVW caVeV, OT aQd IT VeSaUaWiRQ aUe dXe WR VecXUiW\ RU cRPSOiaQce
UeTXiUePeQWV, aQd Whe WZR eQYiURQPeQWV aUe VeSaUaWed b\ a fiUeZaOO.

FiUeZaOO VeSaUaWiRQ iV cRPPRQ beWZeeQ IT aQd OT QeWZRUNV. ThiV fiUeZaOO
VeSaUaWiRQ haV VeYeUaO beQefiWV iQ Whe OT/IT eQYiURQPeQW:

ɉ PROic\ eQfRUcePeQW

ɉ UVeU cRQWURO

ɉ ThUeaW cRQWaiQPeQW

ɉ ChaQge cRQWURO

HaYiQg WhiV fiUeZaOO VeSaUaWiRQ eQVXUeV WhaW eYeQWV VXch aV aQ accideQWaO
chaQge RQ Whe IT RU OT QeWZRUN VhRXOd QRW iPSacW RWheU QeWZRUNV.

The OT NeWZRUN RfWeQ XVeV Whe IT NeWZRUN aV a bacNbRQe WR WUaYeUVe WR Whe
IQWeUQeW aQd acceVV e[WeUQaO UeVRXUceV. ThiV cRQQecWiYiW\ UeTXiUeV a fiUeZaOO
beWZeeQ Whe IT NeWZRUN aQd Whe RXWVide ZRUOd WR eQVXUe RQO\ aXWhRUi]ed
XVeUV aQd aSSOicaWiRQV aUe aOORZed WR acceVV OT QeWZRUNV.

Figure 3.2: IT and OT networks separated b\ a firewall
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The PXUdXe MRdeO, RXWOiQed iQ FigXUe 3.3, VhRZV hRZ WheVe diffeUeQW ]RQeV
aUe cRQQecWed aQd VeSaUaWed XViQg fiUeZaOOV.

Traditional Deplo\ment Environment and Environmental
Conditions
OT QeWZRUNV caQ be iQdRRUV, RXWdRRUV, RU bRWh. WheQ iQdRRUV, WhiV iV RfWeQ
iQ aQ XQcaUSeWed VSace. WheQ RXWdRRUV, Whe\ aUe eiWheU iQ aQ RSeQ aUea ZiWh
IP67-UaWed cRQdiWiRQV RU hRXVed iQ eQcORVXUeV ZiWh eQYiURQPeQWaO
SURWecWiRQ.

FRU bRWh iQdRRU aQd RXWdRRU PRdeOV, Ze aVVXPe WhaW Whe ORcaWiRQ ZiOO QRW be
WePSeUaWXUe-cRQWUROOed, aQd VR, W\SicaOO\, Ze Vee Whe Qeed fRU iQdXVWUiaO-
gUade QeWZRUN deYiceV. DeSeQdiQg RQ Whe VSecific iQdXVWU\, UeTXiUePeQWV
aQd VWaQdaUdV YaU\ ZheQ iW cRPeV WR WePSeUaWXUe UaQgeV, abiOiW\ WR
ZiWhVWaQd YibUaWiRQ, SaVViYe cRROiQg, aQd VR RQ. CiVcRɁV EQWeUSUiVe SRUWfROiR
iV RfWeQ QRW XS WR VSecificaWiRQ fRU VXch haUVh eQYiURQPeQWV. TR addUeVV
WheVe haUVh eQYiURQPeQWV, CiVcR haV Whe CiVcR IQdXVWUiaO EWheUQeW (IE) faPiO\
Rf VZiWcheV cRYeUiQg 19Ʌ UacN aQd DIN-UaiO fRUP-facWRUV.

IW iV aOVR cRPPRQ iQ OT QeWZRUNV WR haYe eOePeQWV faU PRUe geRgUaShicaOO\
diVWUibXWed cRPSaUed ZiWh IT QeWZRUNV, aV WheUe caQ be VeYeUaO PiOeV
beWZeeQ QeighbRUiQg VZiWcheV. DXe WR WheVe geRgUaShicaOO\ diVSeUVed

Figure 3.3: Purdue Model
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iQVWaOOaWiRQV, iW becRPeV iPSUacWicaO RU WRR cRVWO\ fRU cXVWRPeUV WR XVe a VWaU
WRSRORg\ ViQce Whe\ aUe QRW abOe WR ɄhRPe UXQɅ eYeU\ acceVV VZiWch bacN WR
Whe DiVWUibXWiRQ La\eU.

WhiOe OT QeWZRUNV RfWeQ cRQWaiQ QeWZRUNV ZiWh SWaU TRSRORg\, Ze aOVR Vee
RWheUV VXch aV:

Linear dais\ chain: HeUe, VZiWcheV aUe aUUaQged OiQeaUO\ dXe WR a OacN Rf
aYaiOabOe fibeU cRUeV. TR a QeWZRUN aUchiWecW WhiV Pa\ ORRN OiNe a bad deVigQ,
ZiWh a cRPSRXQded VeW Rf ViQgOe-SRiQWV-Rf-faiOXUe. ThiV PighW be Whe iQWeQW
aV cXVWRPeUV RfWeQ dR WheiU beVW ZiWh WheiU fibeU UeVRXUceV aQd Whe Sh\VicaO
ZRUOd Whe\ aUe ZRUNiQg iQ.

Ring: HeUe, XQOiNe Whe OiQeaU daiV\ chaiQ, Whe OaVW AcceVV VZiWch effecWiYeO\
cRQQecWV bacN WR Whe DiVWUibXWiRQ VZiWch, fRUPiQg a UiQg. ThiV SURYideV aQ
adYaQWage Rf aQ aOWeUQaWe SaWh iQ Whe eYeQW Rf cRQQecWiYiW\ ORVV RU eTXiSPeQW
faiOXUe. ThiV WRSRORg\ UeTXiUeV ORRS aYRidaQce WechQRORg\, VXch aV ReViOieQW
EWheUQeW PURWRcRO (REP), Zhich iV cUiWicaO fRU iWV fXQcWiRQ.

Figure 3.4: Linear dais\ chain of La\er 2 Access switches
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Resilienc\ and Uptime
IQ OT QeWZRUNiQg, UiQgV Pa\ RfWeQ cRYeU OaUge diVWaQceV, bXW Whe\ caQ aOVR
be XVed ZiWhiQ UeOaWiYeO\ VhRUW diVWaQceV VXch aV 100 feeW. EVSeciaOO\ ZiWhiQ
IQdXVWUiaO AXWRPaWiRQ aQd UWiOiWieV, WheUe iV RfWeQ Whe UeTXiUePeQW fRU a
ORVVOeVV La\eU 2 PechaQiVP. PURWRcROV VXch aV PaUaOOeO RedXQdaQc\ PURWRcRO
(PRP) RU High-aYaiOabiOiW\ SeaPOeVV RedXQdaQc\ (HSR) aUe RfWeQ XVed
WRgeWheU. If a faiOXUe RccXUV iQ RQe Rf Whe SaWhV, WUaffic cRQWiQXeV WR fORZ RYeU
Whe RWheU SaWh XQiQWeUUXSWed, aQd ]eUR UecRYeU\ WiPe iV UeTXiUed.b

USWiPe iV iQcUedibO\ iPSRUWaQW fRU PaQXfacWXUiQg cXVWRPeUV, XWiOiWieV, aQd
RWheU cUiWicaO V\VWePV. PUeciViRQ TiPe PURWRcRO (PTP) SURWRcRO heOSV ZiWh OT
deYiceV e[chaQgiQg daWa iQ a PURgUaPPabOe LRgic CRQWUROOeUV (PLC) cRQWURO
ORRS, SURYidiQg a highO\ V\QchURQi]ed eQYiURQPeQW dRZQ WR a VXb-
PicURVecRQd OeYeO. PURdXcWiRQ OiQeV VhXW dRZQ if VPaOO aPRXQWV Rf daWa aUe
ORVW RU deYiceV becRPe RXW Rf V\Qc. AYRidiQg WheVe VhXWdRZQV iV eVVeQWiaO iQ
NeeSiQg Whe QaWiRQaO iQfUaVWUXcWXUe UXQQiQg VPRRWhO\ aW Whe PacUR-ecRQRPic
OeYeO aQd, Rf cRXUVe, fRU VafeW\.

AV a geQeUaO UXOe fRU PaQXfacWXUiQg, ]eUR-ORVV aQd V\Qc aUe UeTXiUed fRU
PRWiRQ aSSOicaWiRQV. The\ aUe OeVV VWUiQgeQW fRU aSSOicaWiRQV VXch aV I/O,

Figure 3.5: Ring of La\er 2 Access switches
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Zhich cRXOd ZiWhVWaQd XS WR 100PV Rf La\eU 2 cRQYeUgeQce WiPeV. IQ PRVW
PaQXfacWXUiQg iQdXVWUieV, WhiV OeYeO Rf UeViOieQce aQd SUeciViRQ aUe QRW
PaQdaWed. HeUe, OT QeWZRUNV aUe cRPPRQO\ deSOR\ed ZiWh REP UiQgV, ZiWh
YaUiaQWV WR Whe SSaQQiQg TUee PURWRcRO (STP) VWiOO SURYidiQg UeViOieQc\ WR aQ
e[WeQW.

BUiQgiQg aOO WhiV bacN WR OiQe-Rf-bXViQeVV, \RX Qeed WR WhiQN abRXW cUiWicaO
daWa aQd aSSOicaWiRQ fORZV beWZeeQ CeOO/AUea ZRQe aQd bacNeQd
cRPSRQeQWV iQ Whe IQdXVWUiaO SiWe OSeUaWiRQV aQd EQWeUSUiVe ZRQeV.
Ma[iPXP XSWiPe iV Qeeded acURVV aOO Rf WheVe, aQd if OiQe-Rf-bXViQeVV
V\VWePV OiNe SAP caQQRW cRPPXQicaWe aQd fXQcWiRQ cRUUecWO\, WhiV OiNeO\
PeaQV WhaW PaQXfacWXUiQg RU VRPe RWheU iQdXVWUiaO SURceVV QeedV WR be
haOWed. CRPSOiaQce ZiWh Whe ISO 9000 faPiO\ Rf VWaQdaUdV iV cRQVideUed
PaQdaWRU\ b\ PRVW cXVWRPeUV acURVV Whe OT OaQdVcaSe, eVSeciaOO\ iQ
MaQXfacWXUiQg. ThiV iQcOXdeV WUacNiQg cRPSRQeQWV fURP Whe VXSSO\ chaiQ WR
SURdXcWiRQ aQd aOO Whe facWRUV WhaW gR iQWR a TXaOiW\ PaQagePeQW V\VWeP.
NeWZRUN aUchiWecWXUeV WhaW addUeVV Whe QeceVVaU\ UeViOieQc\ UeTXiUePeQWV
aQd bXViQeVV XSWiPe aUe cUiWicaO WR OT cXVWRPeUV beiQg VXcceVVfXO.
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Challenges

WiWh Whe eYROXWiRQ Rf IT QeWZRUNV adaSWiQg QeZeU WechQRORg\, Whe OT
QeWZRUN haV Whe RSSRUWXQiW\ WR XWiOi]e Whe fOe[ibiOiW\ SURYided b\ Whe
eQhaQcePeQWV iQ IT QeWZRUNiQg. BefRUe deOYiQg iQWR hRZ Whe OT QeWZRUN caQ
OeYeUage Whe QeZ fXQcWiRQaOiW\ SURYided WR iW, OeW XV ORRN aW Whe SaiQ SRiQWV
fURP Whe SeUVSecWiYe Rf bRWh bXViQeVV aQd WechQicaO UeTXiUePeQWV.

Business Requirements
Critical Business Continuit\, Resilienc\, and High Availabilit\

RegaUdOeVV Rf Vi]e RU iQdXVWU\, cRPSaQieV haYe cOeaUO\-defiQed SURceVVeV
aQd VhRXOd be abOe WR cRQViVWeQWO\ PeeW Whe e[SecWaWiRQV Rf WheiU cXVWRPeUV.
TR ceUWif\ Whe TXaOiW\ Rf a SURdXcW, OT XVeV a TXaOiW\ PaQagePeQW V\VWeP WR
PaiQWaiQ aQd WUacN Whe SURdXcWiRQ Rf each cRPSRQeQW aQd SaUW iQ Whe
PaQXfacWXUiQg SURceVV. AV ISO 9001 iV a gORbaOO\ UecRgQi]ed Za\ WR
dePRQVWUaWe Whe iPSOePeQWaWiRQ Rf aQ RSWiPaO VWaQdaUd Rf TXaOiW\ iQ \RXU
cRPSaQ\, Whe aSSOicaWiRQ VXiWe Zhich WUacNV WhiV iV QRW RQO\ PaQdaWRU\ bXW
aOVR a cUiWicaO bXViQeVV aSSOicaWiRQ.

Business Agilit\

ThiV iV Whe UeTXiUePeQW fRU iQcUeaVed efficieQc\ dXUiQg deSOR\PeQW aQd
XSgUade Rf Whe QeWZRUN aQd eQdSRiQWV, VXch WhaW Whe OT WeaP caQ add QeZ
QeWZRUN haUdZaUe eaViO\ aQd RMA QeWZRUN haUdZaUe, ZheQ UeTXiUed, ZiWh
PiQiPaO bXViQeVV diVUXSWiRQ. MRUe fRUZaUd-ORRNiQg iQdXVWUiaO aXWRPaWiRQ
cXVWRPeUV aUe ORRNiQg iQWR WechQRORg\ chaQgeV WhaW aOORZ WheP WR YiUWXaOi]e
PURgUaPPabOe LRgicaO CRQWUROOeUV (PLC), Zhich ZiOO gaiQ WheP a beWWeU OeYeO
Rf agiOiW\.
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NetZork Performance and Agilit\

WiWh aQ\ QeZ aUchiWecWXUe, RYeUaOO QeWZRUN SeUfRUPaQce VhRXOd be Whe VaPe
RU beWWeU, bXW Whe VSeed Rf RSeUaWiRQV chaQge VhRXOd be eQhaQced.
PeUfRUPaQce iQ WhiV cRQWe[W iV PeaVXUed aV aQ iQcUeaVe iQ SURdXcWiYiW\ aQd
XVeU/eQdSRiQW e[SeUieQce. AgiOe PeWhRdRORgieV WR chaQge RU dUiYe QeWZRUN
chaQgeV aUe cUXciaO. IQ a MaQXfacWXUiQg SOaQW, XSWiPe iV cUiWicaO.

Organi]ation Considerations

PURYidiQg aQ iQWegUaWiRQ SRiQW beWZeeQ IT aQd OT WeaPV aQd QeWZRUNV iV
cUiWicaO, ideaOO\ ZiWh a VhaUed YieZ Rf SROic\ bXW ZiWh a VeSaUaWiRQ Rf dXWieV.
NeWZRUN deYice VRfWZaUe/fiUPZaUe fRU OT deYiceV iV XSgUaded RQ a diffeUeQW
cadeQce WhaQ Whe IT QeWZRUN. OfWeQ OT SeUVRQQeO dR QRW haYe acceVV WR IT
WRROV VXch aV IdeQWiW\ SeUYiceV EQgiQe (ISE), aQd W\SicaOO\bWheUe iV a VeSaUaWe
PROic\ SeUYiceV NRde (PSN) fURP Whe ISE cOXVWeU ZiWhiQ Whe OT VSace. ThiV
PSN cRPPXQicaWeV WhURXgh Whe fiUeZaOO WR Whe IT QeWZRUN'V daWa ceQWeU.
ThXV, WheUe iV aOZa\V a deSeQdeQc\ RQ IT fRU QeWZRUN chaQgeV.b

Purdue Model Alignment

TR addUeVV aQd PiQiPi]e c\beU VecXUiW\ e[SRVXUeV fRU iQdXVWUiaO cRQWURO aQd
aXWRPaWiRQ V\VWePV, PaQ\ cXVWRPeUV aOigQ WR aQ OT aUchiWecWXUe baVed RQ
Whe PXUdXebMRdeO.

ThiV PRdeO aUWicXOaWeV Whe Oa\eUV aQd ]RQeV Rf VeSaUaWiRQ fRU ISA99,
VSecificaOO\ OeYeOV 0, 1, 2, 3, 3.5, 4, aQd 5.

Technical Requirements
Resilienc\ and Redundanc\ and High Availabilit\

AV OT QeWZRUNV haYe becRPe e[WUePeO\ cUiWicaO fRU Whe fXQcWiRQiQg Rf aQ
RUgaQi]aWiRQ, aQd iQ PaQ\ caVeV aQ OT QeWZRUN iV Whe cRUe Rf a cRPSaQ\ɁV
VWaQdiQg, iW iV cUiWicaO WR SURYide UeViOieQc\ aOO Whe Za\ WR fXOO UedXQdaQc\
RSWiRQV fRU VXch QeWZRUNV. If Whe TXaOiW\ PaQagePeQW V\VWeP OiNe SAP fRU a
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PaQXfacWXUiQg fORRU iV dRZQ, QR PaWWeU ZheWheU WhaW iV TieU-1, TieU-2, RU
TieU-3 PaQXfacWXUiQg, WheQ Whe PaQXfacWXUiQg OiQe iV dRZQ. ThXV, if Whe
QeWZRUN iV iPSacWed, chaQceV aUe e[WUePeO\ high WhaW Whe SOaQW ZiOO be dRZQ,
cRVWiQg PiOOiRQV Rf dROOaUV SeU VecRQd.

Replication Requirements

A VPaOO faiOXUe iQ OT QeWZRUNV caQ Oead WR big ORVVeV. FRU e[aPSOe, VWRSSiQg
aQ aXWR PaQXfacWXUiQg OiQe caQ UXQ iQWR PiOOiRQV Rf dROOaUV SeU VecRQd SeU
VWRSSage. AV a UeVXOW, iW caQ be PaQdaWRU\ WR haYe UeViOieQc\ iQ Whe fRUP Rf
SacNeW UeSOicaWiRQ iQ Whe OT QeWZRUNV WR eQVXUe WhaW SacNeW ORVV RQ faiOXUeV iV
PiQiPi]ed RU eYeQ ]eUR.

Segmentation

TRda\'V OT QeWZRUN RccaViRQaOO\ SURYideV OiPiWed VegPeQWaWiRQ caSabiOiWieV.
MRVWO\ WheVe QeWZRUNV aUe VLAN baVed. WheQ deeSeU VegPeQWaWiRQ iV
Qeeded, PaQ\ RUgaQi]aWiRQV cUeaWe Sh\VicaOO\ VeSaUaWe OT QeWZRUNV.

TheUe iV a Qeed WR VROYe WhiV b\ SURYidiQg ORgicaO VegPeQWaWiRQ ZiWh Whe
VWUeQgWh Rf Sh\VicaO VeSaUaWiRQ bXW Whe ViPSOiciW\ Rf a ViQgOe QeWZRUN.

SegPeQWaWiRQ iV VRPeWiPeV XVed aV a PeaQV WR heOS addUeVV c\beU VecXUiW\.
If VegPeQWaWiRQ iV iQVWaQWiaWed b\ IP ACLV, iW caQ becRPe difficXOW WR VcaOe,
WURXbOeVhRRW, aQd PaiQWaiQ RYeU WiPe iQ aOO bXW Whe PRVW ViPSOe deSOR\PeQWV.

Securit\ on Host Ports of OT NetZork

IQ PRVW Rf Whe OT deSOR\PeQWV, Whe hRVW-faciQg SRUWV aUe ɄRSeQ.Ʌ ThiV iV a
VecXUiW\ UiVN aV aQ\RQe acceVViQg Whe Sh\VicaO SRUWV caQ geW iQWR Whe QeWZRUN
aQd cUeaWe haYRc.

TR PiQiPi]e Whe daPage dXe WR WhiV, PaQ\ OT QeWZRUNV aUe XViQg a fiUeZaOO
aW Whe Edge, bXW iW iV QRW a ZaWeUWighW VROXWiRQ. FRU eaVW-ZeVW WUaffic, WheUe iV
QR SURWecWiRQ, OeadiQg WR aQ eQhaQced VecXUiW\ UiVN fRU OT aVVeWV. If
cXVWRPeUV ZaQW WR addUeVV WhiV aQd PRYe fURP defaXOW-RSeQ WR defaXOW-
cORVed, iW iV aQ e[WUePeO\ OaUge XQdeUWaNiQg fUaXghW ZiWh chaOOeQgeV.
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DXe WR Whe RSeQ QaWXUe Rf SRUWV RQ Whe OT QeWZRUN, WheUe aUe a ORW Rf caVeV
ZheUe WhiUd-SaUW\ XQPaQaged hXbV/VZiWcheV aQd RWheU XQWUXVWed deYiceV
aUe cRQQecWed WR Whe OT QeWZRUN, WhXV iQcUeaViQg Whe aWWacN VXUface. The
RSeQ QaWXUe Rf SRUWV caQ Oead WR YaUiRXV faiOXUeV iQ OT QeWZRUNV fURP bRWh
Whe VecXUiW\ aQd QeWZRUN UeViOieQc\ SeUVSecWiYeV. OSeQ Sh\VicaO SRUWV caQ
acceVV Whe deYiceV aW QeWZRUN Oa\eUV, aOORZiQg aQ iQWUXdeU WR e[SORiW aQ\
NQRZQ YXOQeUabiOiWieV aQd/RU OaXQch aWWacNV.

Visibilit\

OQe Rf Whe biggeVW SURbOePV iQ Whe OT QeWZRUN iV Whe YaUieW\ Rf eQdSRiQWV RQ
Whe PaQXfacWXUiQg fORRU. TheUe iV OiPiWed YiVibiOiW\ iQWR Whe cRQQecWed deYiceV.
SRPe deYiceV aUe XQPaQaged, VRPe UePaiQ XQWRXched fRU \eaUV, aQd RWheUV
caQ be geRgUaShicaOO\ faU aZa\.

Silent Hosts

OT QeWZRUNV haYe diffeUeQW W\SeV Rf deYiceV (hRVWV) cRQQecWed WR WheP, VXch
aV:

ɉ D\QaPicaOO\ addUeVVed hRVWV Zhich geW WheiU IP addUeVVeV fURP a
DHCP VeUYeU

ɉ HRVWV ZiWh VWaWicaOO\ aVVigQed IP

ɉ HRVWV WhaW dR QRW VSeaN XQWiO VRPe RWheU hRVW WUieV WR Ueach WheP
(SiOeQW HRVWV)

ɉ HRVWV WhaW dR QRW UeVSRQd WR SiQgV aQd RWheU QeWZRUN WUiggeUV aQd
RQO\ UeVSRQd WR VSecific SacNeWV deVWiQed fRU WheP (SiOeQW HRVWV)

ɉ HRVWV WhaW cRPe RQOiQe bXW WheQ gR WR VOeeS if QR RQe iV VSeaNiQg WR
WheP (SiOeQW HRVWV)

ɉ EYeQ hRVWV WhaW aUe La\eU 2-RQO\, haYiQg QR IP VWacN

TheUefRUe, iQ WeUPV Rf WURXbOeVhRRWiQg aQd geQeUaO YiVibiOiW\, ViOeQW hRVWV caQ
be SURbOePaWic RQ aQ OT QeWZRUN.
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Environmental Factors

DeSeQdiQg XSRQ Whe ORcaWiRQ Rf OT eTXiSPeQW beiQg cRQQecWed WR Whe
QeWZRUN, Whe Qeed fRU UXggedi]ed QeWZRUN deYiceV iV iQcUeaVed cRPSaUed WR
IT QeWZRUNV.

Large La\er 2 NetZorks

OT QeWZRUNV Pa\ UeTXiUe OaUge La\eU 2 QeWZRUNV fRU VSecific XVe caVeV RU
bXViQeVV UeaVRQV. The cXUUeQW QeWZRUN OiPiWV Whe Vi]e Rf Whe La\eU 2 dRPaiQV
dXe WR Whe iVVXeV ZiWh STP aQd RWheU La\eU 2 SURWRcROV. TheUe iV a
UeTXiUePeQW WR VROYe WhiV La\eU 2 QeWZRUN Vi]e iVVXe ZhiOe aOORZiQg Whe
fOe[ibiOiW\ fRU Whe OT deYice WR be SaUW Rf Whe VaPe La\eU 2 ZiWhRXW Whe
dRZQVide Rf La\eU 2 SURWRcROV VXch aV STP.

Ring Topologies

RiQg WRSRORgieV aUe SUeYaOeQW iQ OT QeWZRUNV, SUeVeQWiQg La\eU 2 ORRS
aYRidaQce SURWRcRO chaOOeQgeV.

La\er 2 NetZork Address Translation

MachiQe bXiOdeUV XVXaOO\ UeXVe Whe VaPe IP addUeVV VchePe ZheQ deOiYeUiQg
a SURceVV WR a PaQXfacWXUeU, VR La\eU 2 NeWZRUN AddUeVV TUaQVOaWiRQ
(L2NAT) iV UeTXiUed ZheQ addiQg WhaW SURceVV WR Whe SOaQW QeWZRUN.
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Customer Solutions

The bXViQeVV aQd WechQicaO UeTXiUePeQWV Rf OT QeWZRUNV beiQg agiOe,
VeSaUaWiQg Oa\eUV ZiWh Whe PXUdXe MRdeO, PRYiQg eaViO\ WRZaUdV cORVed
PRde aXWheQWicaWiRQ, eWc., caQ be PeW b\ iQWURdXciQg Whe CiVcR SD-AcceVV
FabUic VROXWiRQ WR Whe OT QeWZRUN. The fROORZiQg VecWiRQV ZiOO VhRZ hRZ
CiVcR SD-AcceVV VROXWiRQV caQ PeeW WheVe bXViQeVV aQd WechQicaO
UeTXiUePeQWV.

ThiV VecWiRQ ZiOO UeYieZ VROXWiRQV aQd hRZ Whe\ addUeVV Whe SUeYiRXVO\ VWaWed
UeTXiUePeQWV. Each VROXWiRQ ZiOO be baVed RQ UeaO cXVWRPeU OT
eQYiURQPeQWV. IQ each XVe caVe, Ze ZiOO caOO RXW Whe UeTXiUePeQWV iQ Whe Qe[W
VecWiRQV Rf Whe chaSWeU.

BaVed RQ hRZ Whe OT QeWZRUN iV deSOR\ed aQd hRZ CiVcR SD-AcceVV FabUic
caQ heOS PeeW Whe UeTXiUePeQWV, Ze SURSRVe Whe fROORZiQg fRXU VROXWiRQ
e[aPSOeV. TheVe e[aPSOeV caQ be XVed iQ Whe OT VSace WR eQhaQce
VecXUiW\, VegPeQWaWiRQ, aYaiOabiOiW\, aQd iQcUeaVe OT QeWZRUN deSOR\PeQW
agiOiW\. The\ aUe RUdeUed fURP OeaVW WR PRVW iQ WeUPV Rf VegPeQWaWiRQ
caSabiOiW\, bXViQeVV, aQd WechQicaO UeViOieQc\:

ɉ A VhaUed IT-OT CiVcR SD-AcceVV FabUic, ZiWh RQe RU PRUe ViUWXaO
NeWZRUNV cUeaWed fRU OT, PacUR-VegPeQWaWiRQ, PicUR-VegPeQWaWiRQ,
aQd a PeeU (FXViRQ) fiUeZaOO (fRU ViPSOe, QRQ-UegXOaWed deSOR\PeQWV).

ɉ A dedicaWed OT CiVcR SD-AcceVV FabUic SiWe, iQ addiWiRQ WR Whe IT
CiVcR SD-AcceVV FabUic SiWe, VeSaUaWed b\ a PeeU (FXViRQ) fiUeZaOO
bXW ZiWh a VhaUed CiVcR DNA CeQWeU/CiVcR ISE iQVWaQce (fRU PRUe
cRPSOe[, deSaUWPeQWaO VeSaUaWiRQ, e.g., URadZa\V, bXW VWiOO QRQ-
UegXOaWed deSOR\PeQWV) (SeSaUaWe OT aQd IT).
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ɉ IQdXVWUiaO dePiOiWaUi]ed ]RQe aQd IQdXVWUiaO VecXUiW\ ]RQeV haYe WheiU
RZQ CiVcR SD-AcceVV FabUic SiWe. Each Rf Whe OT ViWeV iV cRQQecWed
WR Whe IT FabUic XViQg a cRPPRQ PeeU (FXViRQ) fiUeZaOO deYice ZiWh a
dedicaWed CiVcR ISE PROic\ SeUYice NRde (PSN), eQabOiQg VXUYiYabiOiW\
]RQeV. A CiVcR DNA CeQWeU deSOR\PeQW iV VhaUed ZiWh ViWe-baVed
RBAC (WZR diffeUeQW OT ZRQeV).

ɉ DedicaWed OT CiVcRb SD-AcceVV FabUic SiWeV ZiWh dedicaWed SD-
AcceVV TUaQViWV (PXOWiSOe, dedicaWed SD-AcceVV TUaQViW).

Shared IT-OT Cisco SD-Access Fabric
ThiV iV Whe PRVW VWUaighWfRUZaUd aQd ViPSOiVWic deVigQ ZheUe Whe EQWeUSUiVe
CiVcR SD-AcceVV IT QeWZRUN haV RQe RU PRUe dedicaWed ViUWXaO NeWZRUNV fRU
OT QeWZRUNV. FRU WhiV e[aPSOe, OeW XV QaPe WhiV ViUWXaO NeWZRUN VN-OT. IQ
WhiV deVigQ, Whe fiUeZaOO fXQcWiRQ beWZeeQ Whe IT aQd OT QeWZRUN iV VeUYed b\
Whe CRPPRQ EQWeUSUiVe fiUeZaOO, ZheUe Whe YiUWXaO QeWZRUN VN-OT iV haQded
Rff WR Whe PeeU (FXViRQ) deYice aV a fiUeZaOO ZRQe fRU OT. The WUaffic beWZeeQ
Whe VN-OT aQd cRUSRUaWe ViUWXaO NeWZRUNV iV iQVSecWed b\ Whe PeeU (FXViRQ)
fiUeZaOO deYice aQd baVed RQ Whe SROic\, Whe WUaffic Pa\ be:

ɉ DURSSed b\ Whe fiUeZaOO

ɉ PeUPiWWed b\ Whe fiUeZaOO

ɉ SeOecWiYeO\ fRUZaUded b\ Whe fiUeZaOO. baVed RQ Whe L4-L7 iQVSecWiRQ
UXOeV
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FigXUe 3.6 deSicWV Whe WRSRORg\ Rf ViUWXaO NeWZRUNV iQ Whe IT-OT VhaUed
FabUic SiWe

ɉ OT ViUWXaO NeWZRUNV (VN-OT#1 WR VN-OT#Q) iQ IT/OT ShaUed FabUic

ɉ IT ViUWXaO NeWZRUNV (VN-IT#1 TR VN-IT#Q) iQ IT/OT ShaUed FabUic

The IT/OT ShaUed FabUic SiWe haQdV Rff Whe IT aQd OT ViUWXaO NeWZRUNV WR Whe
PeeU NRde fiUeZaOOV. FiUeZaOOV baVed RQ Whe UXOeV aOORZ/deQ\ cRPPXQicaWiRQ
acURVV WheVe ViUWXaO NeWZRUNV. AddiWiRQaOO\, Whe fiUeZaOO aOVR SURYideV VhaUed
VeUYiceV acceVV WR Whe daWa ceQWeU aQd RWheU VeUYiceV, iQcOXdiQg DHCP, DNS,
IQWeUQeW, eWc.

NRZ WhaW Ze XQdeUVWaQd Whe ORgicaO WRSRORg\ Rf WhiV deVigQ OeW XV ORRN aW Whe
Sh\VicaO WRSRORg\. FigXUe 3.7 deSicWV Whe Sh\VicaO WRSRORg\ Rf Whe deVigQ.

Figure 3.6: Shared IT/OT Cisco SD-Access Fabric Ƚ Logical view
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YRX caQ Vee WhaW bRWh IT aQd OT deYiceV caQ cRQQecW WR AcceVV PRUWV Rf
eiWheU E[WeQded NRdeV RU Edge NRdeV, Zhich aUe PaSSed WR UeVSecWiYe
ViUWXaO NeWZRUNV. DeYice/hRVW RQbRaUdiQg caQ be achieYed iQ WhUee Za\V:

 

ɉ PRUWV RQ Edge NRdeV aQd E[WeQded NRdeV caQ be aVVigQed WR a
SaUWicXOaU VLAN Rf a ViUWXaO NeWZRUN XViQg Whe HRVW OQbRaUdiQg
ZRUNfORZ iQ CiVcR DNA CeQWeU (QR-aXWh caVe).

ɉ PRUWV RQ Edge NRdeV aQd E[WeQded NRdeV caQ be VeW fRU d\QaPic
aXWheQWicaWiRQ, ZheUe Whe eQdSRiQW caQ be adPiWWed WR Whe UeOeYaQW
ViUWXaO NeWZRUN/VLAN baVed RQ defiQed aXWheQWicaWiRQ PeWhRdV
(OSeQ AXWh aQd CORVed AXWh).

Figure 3.7: Shared IT/OT Cisco SD-Access Fabric Ƚ Ph\sical view plus logical Virtual
Network mapping
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ɉ PRUWV RQ Edge NRdeV aQd E[WeQded NRdeV caQ be aVVigQed WR a
SaUWicXOaU ViUWXaO NeWZRUN Yia SD-AcceVV REST APIV. ThiV caQ be
eVSeciaOO\ SRZeUfXO ZheQ dUiYeQ fURP a LiQe-Rf-BXViQeVV (LRB)
SURceVV.

GiYeQ OT deYiceV aUe OiNeO\ WR be iQ QRQ-caUSeWed/UXgged ORcaWiRQV, \RX
ZRXOd XVe CiVcR IQdXVWUiaO EWheUQeW (IE) VZiWcheV aV E[WeQded NRdeV. POeaVe
UefeU WR SURdXcW daWa VheeWV aQd WR Whe CiVcR SD-AcceVV CRPSaWibiOiW\
MaWUi[ RQ CiVcRɁV ZebViWe WR Vee UeOeYaQW CiVcR IE VZiWcheV aQd Whe CiVcR
SD-AcceVV FabUic UROeV Whe\ caQ SeUfRUP.

AV a UePiQdeU, Edge NRdeV aUe cRQQecWed WR Whe UeVW Rf Whe CiVcR SD-
AcceVV FabUic Yia a URXWed La\eU 3 UQdeUOa\ QeWZRUN. E[WeQded NRdeV aUe
cRQQecWed Yia a La\eU 2 802.1Q WUXQN, Zhich iV aOVR SaUW Rf a PAgP SRUW
chaQQeO (eYeQ if Whe gURXS RQO\ haV RQe PePbeU/XSOiQN).

The RQbRaUdiQg Rf E[WeQded NRde deYiceV iV OT-fUieQdO\. The VZiWcheV caQ
be XQbR[ed, SaWched iQ, SRZeUed XS, aQd aXWR-cRQfigXUed RQO\ if Whe deYice
haV Whe NR AXWheQWicaWiRQ TePSOaWe eQabOed fRU Whe FabUic SiWe. If \RX eQabOe
aQ\ RWheU WePSOaWe, cUeaWe a SRUW chaQQeO PaQXaOO\, XViQg Whe CiVcR DNA
CeQWeU GUI Rf Whe E[WeQded NRde RU Whe PROic\ E[WeQded NRde WR Zhich Whe
QeZ NRde iV cRQQecWed fRU RQbRaUdiQg.

E[WeQded NRdeV PXVW cRQQecW bacN WR a ViQgOe Edge NRde. FRU beWWeU
UedXQdaQc\, E[WeQded NRde VhRXOd be cRQQecWed WR aQ Edge NRde VWacN
(eiWheU Sh\VicaO SWacNWiVe RQ ceUWaiQ CiVcR CaWaO\VW 9000 faPiO\ PePbeUV RU
SWacNWiVe ViUWXaO caSabOe VZiWcheV). ThiV heOSV PaiQWaiQ Whe XSVWUeaP
cRQQecWiYiW\ eYeQ dXUiQg Whe faiOXUe Rf Whe XSVWUeaP VZiWch RU OiQN.
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CiVcR SD-AcceVV iV aQ effecWiYe VROXWiRQ iQ WhiV caVe becaXVe aQ eQWiUeO\
SaUaOOeO OT QeWZRUN iV QRW UeTXiUed. IT aQd OT VhaUe a Sh\VicaO QeWZRUN bXW
aUe ORgicaOO\ VeSaUaWed aQd VegPeQWed.

IW iV iPSRUWaQW WR XQdeUVWaQd WhaW ZhiOe WhiV VROYeV VRPe SURbOePV, fURP aQ
OT SeUVSecWiYe, addiWiRQaO caYeaWV Pa\ UeTXiUe \RX WR WaNe a diffeUeQW
aSSURach fRU VRPe VeUYiceV. WheQ cRQVideUiQg VhaUed VeUYiceV, aOZa\V
cRQVideU fXQcWiRQ RYeU fRUP. IQ OT, fXQcWiRQV WhaW UeO\ RQ VhaUed VeUYiceV WhaW
cRXOd WaNe dRZQ Whe eQYiURQPeQW, ZheWheU iQ WhiV aUea RU acURVV Whe WAN,
VhRXOd be UeaVRQV WR SaXVe aQd cRQVideU aOWeUQaWiYe aSSURacheV.

Dedicated OT CiscobSD-Access Fabric Site
IQ WhiV deVigQ, Whe OT QeWZRUN haV a dedicaWed OT FabUic SiWe iQ addiWiRQ WR
Whe EQWeUSUiVe CiVcR SD-AcceVV IT QeWZRUN. The OT FabUic SiWe iV VeSaUaWed
fURP Whe EQWeUSUiVe CiVcR SD-AcceVV FabUic SiWe ZiWh a fiUeZaOO. The fiUeZaOO
haV aW OeaVW WZR ]RQeV, RQe cRQQecWiQg WR Whe OT FabUic SiWe aQd aQRWheU
RQe cRQQecWiQg WR Whe EQWeUSUiVe CiVcR SD-AcceVV FabUic SiWe. The fiUeZaOO
caQ be a La\eU 2 (WUaQVSaUeQW) fiUeZaOO RU a La\eU 3 (URXWed) fiUeZaOO. If
Qeeded, Whe fiUeZaOO cRXOd NAT Whe WUaffic cRPiQg fURP Whe OT ViWe WRZaUdV
Whe EQWeUSUiVe CiVcR SD-AcceVV ViWe.

Figure 3.8: E[tended Node via Cisco Catal\st 9000 StackWise
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HaYiQg VeSaUaWe FabUic SiWeV fRU IT aQd OT PighW be aQ RUgaQi]aWiRQaO
deciViRQ dUiYeQ dXe WR VecXUiW\ SROicieV RU deSaUWPeQWaO bRXQdaUieV. ThiV
deVigQ haV a PajRU adYaQWage fRU bRWh IT aQd OT QeWZRUNV, aV aQ\ chaQgeV
Whe\ iPSOePeQW RQ RQe Vide ZiOO QRW iPSacW Whe RWheU. ThiV iV SaUWicXOaUO\
XVefXO ZheQ Whe OT QeWZRUN VXSSRUWV VRPeWhiQg VXch aV a SPaUW CiW\ RU
CRQQecWed RRadZa\. E[aPiQiQg Whe caVe Rf a URadZa\ cXVWRPeU, Whe\ ZRXOd
ZaQW WR NeeS QeWZRUN WUaffic VeSaUaWe beWZeeQ deYice W\SeV VXch aV:

ɉ ViUWXaO NeWZRUN fRU URad WROO eTXiSPeQW

ɉ ViUWXaO NeWZRUN fRU caPeUaV

ɉ ViUWXaO NeWZRUN fRU iQWeUVecWiRQV

ɉ SGT fRU TUaffic SigQaO CRQWUROOeUV

ɉ SGT fRU LiDAR

ɉ SGT fRU Edge CRPSXWe

ɉ SGT fRU V2X UadiRV

ɉ ViUWXaO NeWZRUN fRU ZeaWheU VWaWiRQV

AW aQ iQWeUVecWiRQ, Ze caQ aOORZ OT deYiceV WR cRPPXQicaWe aW La\eU 2, ZiWh
YeU\ ORZ OaWeQc\, ZiWhRXW haiUSiQQiQg Whe WUaffic Yia a PeeU (FXViRQ)
URXWeU/fiUeZaOO. UViQg SGTV, Ze caQ VWiOO eQfRUce Yia PicUR-
VegPeQWaWiRQb ViQce CiVcR SD-AcceVV giYeV XV a highO\ aXWRPaWed Za\ WR
deSOR\ a PicUR-VegPeQWaWiRQ SROic\.

CiVcR C\beU ViViRQ iV a XVefXO WRRO iQ OT QeWZRUNV. HaYiQg Whe caSabiOiW\ Rf
UXQQiQg RQ Whe E[WeQded NRdeV aQd PROic\ E[WeQded NRdeV, C\beU ViViRQ
heOSV WR ideQWif\ aQd cOaVVif\ OT deYiceVbiQ cRQjXQcWiRQ ZiWh CiVcR ISE. CiVcR
C\beU ViViRQ iV SaUWicXOaUO\ iPSRUWaQW becaXVe CiVcR EQdSRiQW AQaO\WicV RfWeQ
caQQRW be OeYeUaged WR UecRgQi]e eQdSRiQWV cRQQecWed WR CiVcR IE VZiWcheV.

AQRWheU adYaQWage Rf WhiV deVigQ iV WhaW Whe EQWeUSUiVe CiVcR SD-AcceVV ViWe
aQd dedicaWed OT CiVcRbSD-AcceVV ViWe VhaUe cRPPRQ cRPSRQeQWV VXch
aV CiVcR DNA CeQWeU aQd ISE. B\ XViQg ViWe-baVed RBAC, WhiV deVigQ
SURYideV a WUXe VeSaUaWiRQ fURP Whe ORgicaO SeUVSecWiYe bXW dReV VhaUe Whe
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Sh\VicaO CiVcR DNA CeQWeU aSSOiaQce/cOXVWeU beWZeeQ IT aQd OT CiVcR SD-
AcceVV ViWeV.

The ORgicaO WRSRORg\ deSicWed iQ FigXUe 3.10 aSSOieV WR ViUWXaO NeWZRUNV iQ
diffeUeQW FabUic SiWeV

ɉ OT ViUWXaO NeWZRUNV (ViUWXaO NeWZRUN-OT#1 WR ViUWXaO NeWZRUN-
OT#Q) iQ OT FabUic SiWe

ɉ IT ViUWXaO NeWZRUNV (ViUWXaO NeWZRUN-IT#1 TR ViUWXaO NeWZRUN-IT#Q) iQ
Whe IT FabUic SiWe

Each ViWe haQdV Rff iWV UeVSecWiYe ViUWXaO NeWZRUNV WR Whe fiUeZaOOV. The
fiUeZaOO ZiOO aOORZ/deQ\ cRPPXQicaWiRQ acURVV WheVe ViUWXaO NeWZRUNV baVed
RQ Whe fiUeZaOO UXOeV. AddiWiRQaOO\, Whe fiUeZaOO SURYideV VhaUed VeUYiceV
acceVV WR Whe daWa ceQWeU aQd RWheU VeUYiceV, iQcOXdiQg DHCP, DNS, IQWeUQeW,
eWc.

NRZ WhaW Ze XQdeUVWaQd WhiV deVigQ'V ORgicaO WRSRORg\ OeW XV ORRN aW Whe
Sh\VicaO WRSRORg\ Rf Whe deVigQ, VhRZQ iQ FigXUe 3.10.

Figure 3.9: Dedicated OT CiscobSD-Access Fabric
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AV VhRZQ iQ FigXUe 3.10:

ɉ IT deYiceV cRQQecW WR acceVV SRUWV Rf Whe Edge NRdeV aQd
E[WeQded NRdeV, Zhich aUe SaUW Rf Whe IT CiVcR SD-AcceVV FabUic
SiWe (IT FabUic) Ƚ QRW VhRZQ RQ Whe diagUaP.

ɉ OT deYiceV cRQQecW WR acceVV SRUWV RQ bRWh Whe Edge NRdeV aQd
E[WeQded NRdeV, Zhich aUe SaUW Rf Whe OT CiVcR SD-AcceVV FabUic
SiWe (OT FabUic).

Figure 3.10: Dedicated OT CiscobSD-Access Fabric Ƚ Ph\sical view plus logical Virtual
Network mapping
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ThiV deVigQ SURYideV fXOO Sh\VicaO VeSaUaWiRQ beWZeeQ Whe IT aQd OT
QeWZRUNV ZhiOe PaiQWaiQiQg cRPPRQ VegPeQWaWiRQ cRQVWUXcWV VXch aV ViUWXaO
NeWZRUNV aQd SecXUiW\ GURXS PROic\ cRQVWUXcWV acURVV IT aQd OT FabUic
SiWeV.

A UiQg WRSRORg\ fRU IE VZiWcheV caQ be aXWRPaWed iQ CiVcR DNA CeQWeU,
cRQYeUWiQg aQ RSTP UiQg WR ReViOieQW EWheUQeW PURWRcRO (REP). ThiV W\SicaOO\
UeVXOWV iQ aQ aSSUR[iPaWeO\ 50% iPSURYePeQW iQ La\eU 2 UecRYeU\ WiPe iQ Whe
eYeQW Rf a faiOXUe. AOVR, \RX caQ Vee WhaW iW iV SRVVibOe WR VSXU Rff a UiQg ZiWh a
OiQeaU daiV\ chaiQ.

FRU Whe chRice Rf aSSURSUiaWe eQWeUSUiVe VZiWcheV, SOeaVe UefeU WR SURdXcW
daWa VheeWV aQd WR Whe CiVcR SD-AcceVV CRPSaWibiOiW\ MaWUi[ RQ Whe CiVcR
ZebViWe WR Vee UeOeYaQW CiVcR EQWeUSUiVe VZiWcheV aQd Whe CiVcR SD-AcceVV
FabUic UROeV Whe\ caQ SeUfRUP.

FRU OT deYiceV WhaW aUe OiNeO\ WR be iQ QRQ-caUSeWed/UXgged ORcaWiRQV, Whe IE
VZiWch SOaWfRUPV aUe Whe VaPe aV iQ e[aPSOe #1.

IW iV iPSRUWaQW WR QRWe WhaW Whe BRUdeU NRde aQd CRQWURO POaQe NRde iQ Whe
OT FabUic aUe ɄQRWɅ iQ QRQ-caUSeWed/UXgged ORcaWiRQV. The\ aUe SaUW Rf Whe
CRQdiWiRQed VSace, Whe VaPe aV Whe EQWeUSUiVe IT VZiWcheV aQd URXWeUV
VXSSRUWed b\ BRUdeU NRdeV aQd CRQWURO POaQe NRdeV.

Industrial DMZ and Industrial Securit\ Zone
with Dedicated Fabric Sites
ThiV deVigQ VeSaUaWeV Whe OT FabUic iQWR WZR FabUic SiWeV, Whe fiUVW fRU Whe
IQdXVWUiaO DePiOiWaUi]ed ZRQe (DMZ) aQd Whe VecRQd fRU Whe IQdXVWUiaO SecXUiW\
ZRQe. The OT FabUic SiWeV aUe cRQQecWed WR Whe PeeU fiUeZaOO. The PeeU
fiUeZaOO haV PXOWiSOe fiUeZaOO ]RQeV, RQe fRU each OT FabUic SiWe aQd aQRWheU
cRQQecWiQg WR Whe EQWeUSUiVe SD-AcceVV FabUic. The OT FabUic SiWeV bUiQg aOO
Whe WUaffic WRZaUdV Whe PeeU (FXViRQ) fiUeZaOO deYice. The PeeU fiUeZaOO caQ be
a La\eU 2 WUaQVSaUeQW fiUeZaOO RU a La\eU 3 URXWed fiUeZaOO.
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ThiV PRdeO iV dUiYeQ b\ PaiQWaiQiQg VeSaUaWiRQ beWZeeQ Whe PXUdXe OeYeOV
ZhiOeb VaYiQg cRVWV b\ XViQg a cRPPRQ PXOWi-]RQe fiUeZaOO beWZeeQ Whe
diffeUeQW Oa\eUV YeUVXV XViQg dedicaWed fiUeZaOOV. ThiV aUchiWecWXUe aOVR heOSV
WR PaiQWaiQ VeSaUaWe PicUR-VegPeQWaWiRQ aQd PacUR-VegPeQWaWiRQ ZiWhiQ
Whe Oa\eUV ZhiOe aOORZiQg fiUeZaOOV WR dR a VWaWefXO iQVSecWiRQ fRU aQ\ cURVV-
Oa\eU WUaffic. ThiV deVigQ haV Whe beQefiW Rf iQWURdXciQg VegPeQWaWiRQ RQ
dePaQd aV ZeOO aV Whe abiOiW\ WR deSOR\ d\QaPic aXWheQWicaWiRQ RQ a VeOecWiYe
VeW Rf OT SRUWV cRQQecWiQg WR Whe hRVWV. IQ OT QeWZRUNV, IRT deYiceV VXch aV
URbRWV, PeaVXUiQg iQVWUXPeQWV, RU ceUWaiQ PLCV aUe RfWeQ XVed. WheQ VXch
eQdSRiQWV aUe ViOeQW, Ze caQ OeYeUage Whe La\eU 2 FORRdiQg fXQcWiRQaOiW\ iQ
CiVcR SD-AcceVV WR SURYide cRQQecWiYiW\ iQ Whe QeWZRUN. ThiV feaWXUe caQ
aOVR cRYeU La\eU 2-RQO\ SURWRcROV.

IQ WhiV PRdeO, a cRPPRQ CiVcR DNA CeQWeU iV XVed fRU Whe OT aQd IT SD-
AcceVV FabUicV bXW dedicaWed ISE PSNV aUe XVed fRU OT aQd IT FabUic SiWeV,
UeVSecWiYeO\.
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FigXUe 3.11 deSicWV Whe ORgicaO WRSRORg\ Rf Whe fROORZiQg ViUWXaO NeWZRUNV iQ
diffeUeQW FabUic SiWeV

ɉ OT ViUWXaO NeWZRUNV (VN-OT#1 WR VN-OT#Q) iQ OT IQdXVWUiaO DMZ
FabUic SiWe

ɉ OT ViUWXaO NeWZRUNV (VN-DMZ#1 WR VN-DMZ#1Q) iQ OT IQdXVWUiaO
FabUic SiWe

ɉ IT ViUWXaO NeWZRUNV (VN-IT#1 TR VN-IT#Q) iQ Whe IT FabUic SiWe

Each Rf WheVe ViWeV haQdV Rff WheiU UeVSecWiYe ViUWXaO NeWZRUNV WR Whe
fiUeZaOOV. BaVed RQ Whe fiUeZaOO UXOeV, Whe fiUeZaOO aOORZV/deQieV

Figure 3.11: Industrial DMZ and Industrial Securit\ Zone with dedicated Fabric Site
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cRPPXQicaWiRQ acURVV WheVe ViUWXaO NeWZRUNV. The fiUeZaOO aOVR SURYideV
VhaUed VeUYiceV acceVV WR Whe daWa ceQWeU aQd RWheU VeUYiceV, iQcOXdiQg
DHCP, DNS, IQWeUQeW, eWc.

The PeeU fiUeZaOO cRXOd NAT Whe WUaffic fURP Whe OT ViWeV WRZaUdV Whe
EQWeUSUiVe SD-AcceVV ViWe, aV UeTXiUed, bXW La\eU 2 NAT iV RfWeQ dRQe aW Whe
edge Rf Whe CeOO/AUea ZRQe. YRX VhRXOd aOVR WhiQN caUefXOO\ ZheQ deSOR\iQg
fiUeZaOOV iQ aQd beWZeeQ Whe YaUiRXV ]RQeV. EQabOiQg feaWXUeV VXch aV
iQVSecWiRQ aQd RWheUV Pa\ haYe a SeUfRUPaQce/OaWeQc\ iPSacW, VR \RX
VhRXOd cRQVideU hRZ eQabOiQg WheVe feaWXUeV cRXOd iPSacW aQ IQdXVWUiaO
AXWRPaWiRQ QeWZRUN.

OQe Rf Whe Ne\ UeTXiUePeQWV Rf Whe IQdXVWUiaO DMZ (IDMZ) iV WhaW QRb WUaffic
fORZV diUecWO\ beWZeeQ EQWeUSUiVe aQd IQdXVWUiaO ]RQeV. FiUeZaOO UXOeV aUe VeW
XS WR eQVXUe EQWeUSUiVe ZRQe WUaffic caQ Ueach Whe IDMZ, aQd Whe IDMZ caQ
be XVed WR acceVV Whe IQdXVWUiaO ]RQe, aQd Yice-YeUVa.

The IDMZ aOORZV VSecific aQd OiPiWed acceVV iQWR Whe IQdXVWUiaO SiWe
OSeUaWiRQV ZRQe aQd Whe CeOO/AUea ZRQe. AcceVV iV W\SicaOO\ e[WUePeO\
OiPiWed, ORcNed-dRZQ, aQd aXdiWed, ZiWh SGTV aSSOied aQd eQfRUced b\ CiVcR
SD-AcceVV becRPiQg aQ effecWiYe PeWhRd WR VXSSRUW WheVe VecXUiW\
UeTXiUePeQWV.

NRZ WhaW Ze XQdeUVWaQd WhiV deVigQ'V ORgicaO WRSRORg\ OeW XV ORRN aW Whe
Sh\VicaO WRSRORg\ Rf Whe deVigQ, deSicWed iQ FigXUe 3.1.
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YRX PighW haYe aOUead\ gXeVVed becaXVe Rf Whe ]RQeV UefeUeQced iQ FigXUe
3.12, bXW WhiV VROXWiRQ aSSOieV WR MaQXfacWXUiQg aQd IQdXVWUiaO AXWRPaWiRQ,
ZiWh FabUic VeSaUaWiRQ aOigQed WR Whe PXUdXe MRdeO. FRU Whe cRQWURO ORRSV
WhePVeOYeV (OeYeOV 0 WR 2), Ze aUe NeeSiQg WhiV RXWVide Rf Whe FabUic aV aQ
E[WeUQaO La\eU 2 SZiWchiQg DRPaiQ. The Edge NRde, beWZeeQ Whe CeOO/AUea
ZRQe aQd Whe IQdXVWUiaO SiWe OSeUaWiRQV ZRQe, caQ VRPeWiPeV WaNe Whe SOace
Rf aQ IQdXVWUiaO FiUeZaOO, ZiWh eQfRUcePeQW XWiOi]iQg bRWh PacUR-VegPeQWaWiRQ
aQd PicUR-VegPeQWaWiRQ Ƚ WhiV caQ ViPSOif\ VecXUiW\ aW Whe CeOO/AUea ZRQe
OeYeO.

Figure: 3.12: Dedicated OT CiscobSD-Access Fabric Site with dedicated Industrial DMZ
Fabric Site Ƚ Ph\sical view
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SD-AcceVV caQ be ORRNed aW aV a WRROVeW, aQd ZhiOe WheUe iV QR RQe Za\ WR
cRQVWUXcW a VegPeQWaWiRQ VchePe fRU IQdXVWUiaO AXWRPaWiRQ, Ze Vee deVigQ
SaWWeUQV ZiWh cXVWRPeUV:

ɉ CRQWUROOiQg VegPeQWaWiRQ ZiWhiQ a CeOO/AUea ZRQe

ɉ CRQWUROOiQg VegPeQWaWiRQ acURVV PRUe WhaQ RQe CeOO/AUea ZRQe

SegPeQWaWiRQ RQ dePaQd Ƚ ZheUe OTV aUe ePSRZeUed WR cUeaWe, XSdaWe
aQd deVWUR\ YiUWXaO QeWZRUNV Ƚ iV a UeaO diffeUeQWiaWRU fRU SD-AcceVV YeUVXV
WUadiWiRQaO LAN RSWiRQV. AOO Rf WhiV cRQWURO iV aYaiOabOe Yia REST APIV, PeaQiQg
iW caQ be fXOO\ iQWegUaWed iQWR Whe OT OiQe-Rf-bXViQeVV SURceVVeV aQd
aSSOicaWiRQV, WUXO\ e[ecXWiQg RQ bXViQeVV iQWeQW.

Dedicated OT CiscobSD-Access Fabric Sites
with Dedicated SD-Access Transitb
ThiV deVigQ bUiQgV cRQVWUXcWV Rf VeSaUaWe SD-AcceVV TUaQViWV fRU Whe OT
SD-AcceVV ViWeV Rf IDMZ aQd IQdXVWUiaO VecXUiW\ ]RQeV, ZiWh Whe PeeU fiUeZaOO
haYiQg aW OeaVW WhUee ]RQeV. The fiUVW ]RQe cRQQecWV WR Whe IDMZ FabUic, Whe
VecRQd ]RQe cRQQecWV WR Whe IQdXVWUiaO VecXUiW\ ]RQe FabUic, aQd Whe WhiUd
]RQe cRQQecWV WR Whe EQWeUSUiVe SD-AcceVV FabUic. The PeeU fiUeZaOO diUecWV
WUaffic beWZeeQ Whe ]RQeV aQd aOVR fiOWeUV Whe WUaffic baVed RQ Whe fiUeZaOO
UXOeV. The PeeU fiUeZaOO caQ be a La\eU 2 (WUaQVSaUeQW) fiUeZaOO RU a La\eU 3
(URXWed) fiUeZaOO. The PeeU fiUeZaOO cRXOd NAT Whe WUaffic beWZeeQ diffeUeQW
CiVcR SD-AcceVV QeWZRUNV.
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FigXUe 3.13 ORgicaO WRSRORg\ deSicWV Whe fROORZiQg ViUWXaO NeWZRUNV iQ
diffeUeQW FabUic SiWeV:

ɉ OT ViUWXaO NeWZRUNV (VN-OT#1 WR VN-OT#Q) iQ OT IQdXVWUiaO FabUic
SiWeV. TR NeeS Whe cRQViVWeQc\ Rf Whe ViUWXaO NeWZRUNV iQ Whe IQdXVWUiaO
SiWe OSeUaWiRQV ]RQe, Whe OT ViUWXaO NeWZRUNV caQ be cRQViVWeQW
acURVV Whe PXOWiSOe CiVcR SD-AcceVV OT IQdXVWUiaO FabUic SiWeV.

ɉ OT ViUWXaO NeWZRUNV (VN-DMZ#1 WR VN-DMZ#Q) iQ OT IQdXVWUiaO DMZ
FabUic SiWe

ɉ IT ViUWXaO NeWZRUNV (VN-IT#1 TR VN-IT#Q) iQ Whe IT FabUic SiWe

Figure 3.13: Dedicated OT CiscobSD-Access Fabric Sites with dedicated SD-Access Transit
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Each ViWe haQdV Rff iWV UeVSecWiYe ViUWXaO NeWZRUNV WR Whe fiUeZaOOV. BaVed RQ
Whe fiUeZaOO UXOeV, Whe fiUeZaOO aOORZV/deQieV cRPPXQicaWiRQ acURVV WheVe
ViUWXaO NeWZRUNV. AddiWiRQaOO\, Whe fiUeZaOO aOVR SURYideV VhaUed VeUYiceV
acceVV WR Whe daWa ceQWeUbaQd RWheU VeUYiceV, iQcOXdiQg DHCP, DNS, IQWeUQeW,
eWc.

NRZ WhaW Ze XQdeUVWaQd WhiV deVigQ'V ORgicaO WRSRORg\, OeW XV ORRN aW Whe
Sh\VicaO WRSRORg\.

FigXUe 3.14 deSicWV Whe Sh\VicaO WRSRORg\ Rf WhiV deVigQ.
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CiVcR SD-AcceVV FabUic iQ a BR[ caQ be a XVefXO bXiOdiQg bORcN ZheUe a
VPaOOeU VcaOe iV UeTXiUed, aQd UeViOieQc\ deUiYed fURP VWacNiQg iV VXfficieQW.
HeUe Ze haYe XVed a FabUic iQ a BR[ iQ Whe IDMZ, aV WhiV W\SicaOO\ hRXVeV a
PRdeVW QXPbeU Rf VeUYeUV aQd VeUYiceV. SiPiOaUO\, fRU SiWe N, Ze caQ aVVXPe
WhiV iV a VPaOOeU ViWe, aQd VR aQ Edge NRde cRQQecWed WR FabUic iQ a BR[ iV
aSSURSUiaWe. FRU SiWe 1, Ze haYe deSOR\ed ZiWh CRORcaWed FabUic BRUdeU
NRde aQd CRQWURO POaQe NRde, ZiWh VeSaUaWe Edge NRdeV.

Figure 3.14: Dedicated OT CiscobSD-Access Fabric Sites with dedicated SD-Access Transit
Ƚ Ph\sical view
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SiWe 1 WhURXgh SiWe N cRXOd be diffeUeQW VecWiRQV Rf Whe VaPe Sh\VicaO facWRU\
RU diffeUeQW facWRUieV VSUead acURVV geRgUaSh\. SXch iV Whe fOe[ibiOiW\ Rf XViQg
PXOWiSOe FabUic SiWeV.

We aOVR QRWe WhaW VeSaUaWiQg iQWR PXOWiSOe FabUic SiWeV affRUdV PRUe iVROaWiRQ
aQd beWWeU ViWe VXUYiYabiOiW\. FRU e[aPSOe, if Whe FabUic aW SiWe 1 iV VRPehRZ
iPSacWed WhURXgh RSeUaWRU eUURU PiVcRQfigXUaWiRQ, SiWe N iV XQaffecWed.

AV PRUe fRUZaUd-ORRNiQg iQdXVWUiaO aXWRPaWiRQ cXVWRPeUV ORRN iQWR
WechQRORg\ chaQgeV WhaW aOORZ WheP WR YiUWXaOi]e PLCV, CiVcR SD-AcceVV caQ
SURYide a fUaPeZRUN WR VXSSRUW WhiV iQ Za\V WUadiWiRQaO aQd VWaWic QeWZRUNiQg
dReV QRW. SGT-baVed SROic\ acURVV iQdXVWUiaO ]RQeV aQd ViWeV, SDN WR
UecRQfigXUe Whe QeWZRUN aOORZiQg Whe cXVWRPeU WR be agiOe aQd UeVSRQViYe WR
chaQgeV iQ dePaQd Ƚ WheVe WhiQgV caQ heOS ORZeU a cXVWRPeU'V RSeUaWiRQaO
cRVWV aQd iQcUeaVe SURdXcWiYiW\.
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Deplo\ment Options

Fabric Site Si]es Ƚ Design Strateg\
IQ a CiVcR SD-AcceVV deSOR\PeQW deVigQ, \RX caQ cUeaWe feZeU, OaUgeU
FabUic SiWeV UaWheU WhaQ PXOWiSOe, VPaOOeU FabUic SiWeV. The deVigQ VWUaWeg\ iV
WR haYe a OaUgeU FabUic SiWe Vi]e ZhiOe PiQiPi]iQg WRWaO ViWe cRXQW, Zhich caQ
heOS UedXce PaQagePeQW RYeUhead. LaUgeU FabUic SiWeV caQ aOVR heOS iQ
deSOR\iQg cRPPRQ SROic\ acURVV Whe FabUic. ThRXgh haYiQg a LaUge SiWe haV
PXOWiSOe beQefiWV, \RXU bXViQeVV UeTXiUePeQWV Pa\ QeceVViWaWe haYiQg a
SPaOO/MediXP SiWe. The PXOWi-diPeQViRQaO facWRUV Rf VXUYiYabiOiW\, high
aYaiOabiOiW\, eQdSRiQW cRXQW, VeUYiceV, aQd geRgUaSh\ aUe aOO facWRUV WhaW Pa\
dUiYe Whe Qeed fRU PXOWiSOe, VPaOOeU FabUic SiWeV iQVWead Rf a ViQgOe LaUge
SiWe. The fROORZiQg UefeUeQce PRdeOV caQ be XVed WR heOS \RX deVigQ FabUic
SiWeV Rf diffeUeQW Vi]eV.

Fabric Site Reference Models
IQ deSOR\PeQWV ZiWh Sh\VicaO ORcaWiRQV, cXVWRPeUV XVe diffeUeQW WePSOaWeV
fRU each ViWe W\Se, VXch aV a OaUge bUaQch, a UegiRQaO hXb, headTXaUWeUV, RU a
VPaOO UePRWe Rffice. The XQdeUO\iQg deVigQ chaOOeQge iV WR ORRN aW Whe
e[iVWiQg QeWZRUN, ZiUiQg, aQd deSOR\PeQW aQd SURSRVe a PeWhRd WR Oa\eU
SD-AcceVV FabUic SiWeV iQ WheVe aUeaV. ThiV SURceVV caQ be ViPSOified aQd
VWUeaPOiQed b\ WePSOaWiQg deVigQV iQWR UefeUeQce PRdeOV. The WePSOaWeV
dUiYe XQdeUVWaQdiQg Rf cRPPRQ ViWe deVigQV b\ RffeUiQg UefeUeQce
caWegRUieV baVed RQ Whe PXOWi-diPeQViRQaO deVigQ eOePeQWV OiNe eQdSRiQW
cRXQW, QXPbeU Rf FabUic DeYiceV, aQd QXPbeU Rf XVeUV WR SURYide gXideOiQeV
fRU ViPiOaU ViWe Vi]e deVigQV.
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The QXPbeUV aUe XVed aV gXideOiQeV RQO\ aQd dR QRW QeceVVaUiO\ PaWch
Pa[iPXP VSecific VcaOe aQd SeUfRUPaQce OiPiWV fRU deYiceV ZiWhiQ a
UefeUeQce deVigQ.

Each FabUic SiWe iQcOXdeV a VeW Rf WiUeOeVV LAN CRQWUROOeUV, BRUdeU NRdeV,
CRQWURO POaQe NRdeV, aQd Edge NRdeV, Vi]ed aSSURSUiaWeO\ fURP Whe OiVWed
caWegRUieV. The ISE PSNV aUe aOVR diVWUibXWed acURVV Whe ViWeV WR PeeW
VXUYiYabiOiW\ UeTXiUePeQWV.

The PRdeOV Zhich aUe deSOR\ed ZideO\ iQ Whe OT eQYiURQPeQW aUe:

VeU\ SPaOO SiWe (FabUic iQ a BR[)

SPaOO SiWe

MediXP SiWe

LaUge SiWe

E[WUa-LaUge SiWe

Ver\ Small Site (Fabric in a Bo[ Site)
YRX caQ XVe FabUic iQ a BR[ WR cRYeU a ViQgOe FabUic SiWe, ZiWh UeViOieQce
VXSSRUWed b\ VZiWch VWacNiQg RU SWacNWiVe ViUWXaO WR VXSSRUW XS WR 200
eQdSRiQWV aQd 40 APV.

FRU FabUic iQ a BR[ deSOR\PeQWV, SD-AcceVV EPbedded WiUeOeVV SURYideV
ViWe-ORcaO WLC fXQcWiRQaOiW\. The OT VZiWcheV caQ be cRQQecWed iQ a FabUic
iQ a BR[ ViWe aV E[WeQded NRdeV RU a UiQg cRQQecWed WR aQ SVL RU VWacN
VZiWch. The ViWe Pa\ cRQWaiQ aQ ISE PSN deSeQdiQg RQ Whe UeViOieQc\
UeTXiUePeQWV Rf Whe OT ceOO.
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Small Site
The SPaOO SiWe RefeUeQce MRdeO cRYeUV a ViQgOe Rffice RU bXiOdiQg ZiWh ViQgOe
ZiUiQg cORVeWV, XVXaOO\ XS WR 4,000 aQd XS WR 100 APV. The BRUdeU NRde
fXQcWiRQ iV cRORcaWed ZiWh Whe CRQWURO POaQe NRde fXQcWiRQ RQ RQe RU WZR
deYiceV aQd XVXaOO\ XVeV ePbedded ZiUeOeVV ZiWh Whe RSWiRQ Rf haUdZaUe
WLCV.

Medium Site
The MediXP SiWe RefeUeQce MRdeO XVXaOO\ cRYeUV aQ OT QeWZRUN ZiWh
PXOWiSOe ZiUiQg cORVeWV ZiWh a Sh\VicaO WRSRORg\ cRQViVWiQg Rf a TZR-TieU
CROOaSVed CRUe/DiVWUibXWiRQ ZiWh aQ AcceVV La\eU.

The MediXP SiWe iV deVigQed WR VXSSRUW OeVV WhaQ 25,000 eQdSRiQWV aQd OeVV
WhaQ 2,000 APV. The BRUdeU NRde fXQcWiRQ iV cRORcaWed ZiWh Whe CRQWURO
POaQe NRde fXQcWiRQ RQ RQe RU WZR deYiceV RU a highO\-UeViOieQW ViQgOe
deYice, aQd a VeSaUaWe ZiUeOeVV cRQWUROOeU iV ideaOO\ deSOR\ed iQ aQ HA
cRQfigXUaWiRQ.
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Large OT Site

The LaUge SiWe RefeUeQce MRdeO cRYeUV a facWRU\ fORRU ZiWh a OaUge IQdXVWUiaO
VecXUiW\ ]RQeV RU VWUeWched acURVV a OaUge PaQXfacWXUiQg fORRUV RU bXiOdiQgV.
The Sh\VicaO QeWZRUN cRXOd cRPSURPiVe PXOWiSOe WieUV, VZiWch UiQgV, RU daiV\
chaiQV Rf VZiWcheV aQd iV deVigQed WR VXSSRUW OeVV WhaQ 100,000 eQdSRiQWV.
ThiV QeWZRUN iV OaUge eQRXgh WR UeTXiUe dedicaWed VeUYiceV, iQcOXdiQg
dedicaWed ISE PSNV ZiWh aQ ISE cOXVWeU dedicaWed WR WhiV OaUge OT QeWZRUN.

Figure 3.15: Large OT Site design
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MXOWiSOe BRUdeU NRdeV aUe diVWUibXWed fURP Whe CRQWURO POaQe NRde fXQcWiRQ
RQ UedXQdaQW deYiceV fURP Whe OT QeWZRUN WRZaUdV Whe PeeU (FXViRQ)
fiUeZaOOV RU EQWeUSUiVe IT SD-AcceVV QeWZRUN; a VeSaUaWe ZiUeOeVV cRQWUROOeU
haV aQ HA cRQfigXUaWiRQ.

E[tra-Large Site
The E[WUa-LaUge SiWe RefeUeQce MRdeO cRYeUV aQ OT QeWZRUN ZiWh PXOWiSOe
ZiUiQg cORVeWV RU PXOWiSOe faciOiWieV VWUeWched acURVV a OaUge CaPSXV. The
Sh\VicaO QeWZRUN iV a ThUee-TieU QeWZRUN ZiWh CRUe, DiVWUibXWiRQ, aQd AcceVV
La\eUV aQd Pa\ VRPeWiPeV haYe a SXSeU CRUe iQ a FRXUWh-TieU. AQ E[WUa-
LaUge QeWZRUN UeTXiUeV dedicaWed VeUYiceV e[iW SRiQWV VXch aV a dedicaWed
daWa ceQWeU, VhaUed VeUYiceV bORcN, aQd IQWeUQeW VeUYiceV.

The E[WUa-LaUge SiWe VXSSRUWV XS WR 200,000 eQdSRiQWV aQd 10,000 APV
MXOWiSOe BRUdeU NRdeV aUe diVWUibXWed fURP Whe CRQWURO POaQe NRde fXQcWiRQ
RQ UedXQdaQW deYiceV, aQd a VeSaUaWe ZiUeOeVV cRQWUROOeU iQ aQ HA
cRQfigXUaWiRQ.
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Summar\

We OeaUQed fURP WhiV chaSWeU WhaW EQWeUSUiVe OT NeWZRUNV aUe e[SaQViYe aQd
cRPSOe[. We VaZ hRZ CiVcR SD-AcceVV caQ heOS VROYe WheVe cRPSOe[
chaOOeQgeV aQd WaNe aQ RUgaQi]aWiRQɁV OT QeWZRUN RQ Whe digiWaO
WUaQVfRUPaWiRQ jRXUQe\. We OeaUQed hRZ SD-AcceVV eQabOed OT EQWeUSUiVe
QeWZRUNV WR WUaQVfRUP VWaWic OT QeWZRUNV ZiWhRXW VecXUiW\ aQd VegPeQWaWiRQ
iQWR a highO\ agiOe OT QeWZRUN ZiWh fOe[ibOe deVigQV WR iQWURdXce VecXUiW\ fRU
Whe OT QeWZRUNV. We aOVR ZeQW fURP a VhaUed IT-OT VegPeQWed QeWZRUN WR
PXOWiSOe W\SeV Rf dedicaWed IT-OT QeWZRUNV fROORZiQg Whe PXUdXe MRdeO Rf
cRPSXWeU iQWegUaWed PaQXfacWXUiQg, SURYidiQg VeSaUaWiRQ Rf Oa\eUV aQd
aXWheQWicaWed acceVV SRUWV WR fXUWheU eQhaQce VecXUiW\. WiWh Whe iQWURdXcWiRQ
Rf SD-AcceVV WR aQ OT QeWZRUN, Whe abiOiW\ WR dR VegPeQWaWiRQ RQ dePaQd,
aQd iWV abiOiW\ WR be iQWegUaWed iQWR Whe OT OiQe-Rf-bXViQeVV SURceVVeV aQd
aSSOicaWiRQV XViQg REST APIV, iV a gaPe-chaQgiQg iQQRYaWiRQ WhaW caQ be
XWiOi]ed b\ OT QeWZRUNV.

TR URXQd RXW Whe cRQYeUVaWiRQ aQd WR UeYieZ, Whe PeWhRdV abRYe aUe YaUiRXV
VROXWiRQV WhaW heOS VROYe SURbOePV, bXW iW iV iPSRUWaQW WR aOZa\V UePePbeU
WhaW XSWiPe iV cUiWicaO fRU ZhaW iV a ORVVOeVV eQYiURQPeQW iQ Whe caVe Rf PRVW
IQdXVWUiaO AXWRPaWiRQ RUgaQi]aWiRQV. UQOiNe PRVW RWheU YeUWicaOV, RXWageV heUe
caQ haYe caWaVWURShic cRQVeTXeQceV. ReOiaQce RQ OiQe-Rf-bXViQeVV V\VWePV
OiNe SAP fRU cRPSOiaQce ZiWh Whe ISO 9000 faPiO\ Rf VWaQdaUdV iV PaQdaWRU\,
aQd WhXV aQ\ iPSacW RQ Whe WUacNiQg Rf PaQXfacWXUed cRPSRQeQWV ZiWhiQ Whe
SURdXcWiRQ WR VXSSO\ chaiQ iV heaY\. DXUiQg WhiV chaSWeU, Ze VhaUed YaUiRXV
PeWhRdV aQd XVe caVeV aQd hRZ Whe\ SOa\ iQ Whe PaQXfacWXUiQg VSace.

The PaiQ WaNeaZa\ fURP Whe chaSWeU iV WhaW CiVcR SD-AcceVV heOSV
iPSOePeQW aQd iQWegUaWe OT QeWZRUNV ZiWh IT QeWZRUNV. AddiWiRQaOO\, CiVcR
SD-AcceVV caQ be XVed WR bXiOd dedicaWed OT QeWZRUNV. IW iV iPSRUWaQW WR
UePePbeU WhaW QRW aOO aSSURacheV aUe VXiWabOe fRU aOO OT YeUWicaOV. FRU
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e[aPSOe, UWiOiW\ SXbVWaWiRQ aQd RaiO SigQaOiQg aUe QRW addUeVVed b\ aQ\ Rf
Whe fRXU e[aPSOeV, aQd fRU VRPe eOePeQWV Rf MaQXfacWXUiQg/IQdXVWUiaO
AXWRPaWiRQ, iW iV QRW VXiWabOe WR bUiQg CiVcR SD-AcceVV UighW dRZQ WR Whe
SOaQW fORRU aV Ze VhRZed iQ e[aPSOeV 3 aQd 4. FiQaOO\, Ze diVcXVVed SPaOO
aQd LaUge deSOR\PeQW PRdeOV fRU Whe OT QeWZRUNV ZiWh MXOWi-TieU, UiQg, aQd
daiV\ chaiQ Sh\VicaO WRSRORgieV. LaVWO\, UePePbeU WhaW OT QeWZRUNV aUe
PaQ\ aQd YaUied, aQd Whe fRXU diffeUeQW VROXWiRQ e[aPSOeV aUe beVW aSSOied WR
diffeUeQW iQdXVWUieV.



Cisco SD-Access for
Healthcare



94 CiVcR SD-AcceVV fRU HeaOWhcaUe

Introduction

Chapter Overview
SigQificaQW chaQgeV haYe beeQ WaNiQg SOace iQ Whe heaOWhcaUe iQdXVWU\, VXch
aV e[SRQeQWiaO gURZWh iQ WeOeheaOWh aQd YiUWXaO caUe, VXddeQ iQcUeaVeV iQ
UePRWe ZRUNfRUceV, iQcUeaVed VecXUiW\ cRQceUQV, faVW-eYROYiQg SUiPaU\ caUe
PRdeOV, VhifWV iQ caUe deOiYeU\ ViWeV, aQd Whe SUiRUiWi]aWiRQ Rf ZRUNeU VafeW\
aQd ZeOOQeVV.

ThiV chaSWeU SURYideV deVigQ gXidaQce fRU a W\SicaO heaOWhcaUe deSOR\PeQW
XViQg CiVcR DNA CeQWeU aQd CiVcR SD-AcceVV. The fROORZiQg VecWiRQV
deVcUibe Whe Ne\ cRQVideUaWiRQV fRU a OaUge, eYROYiQg heaOWhcaUe QeWZRUN WhaW
QeedV WR PeeW WRda\'V heaOWhcaUe UeTXiUePeQWV.

Traditional NetworkbArchitecture for Healthcare
HeaOWhcaUe QeWZRUNV aUe RfWeQb cRPSUiVedb Rf PXOWiSOe ViWeV Rf YaU\iQg Vi]eV
aQd QeedV. The\ caQ YaU\ fURP PXOWi-hXQdUed-bed faciOiWieV ZiWh cUiWicaO aQd
ePeUgeQc\ caUe XQiWV dRZQ WR VPaOO RU PRbiOe cOiQicV VeUYiciQg a ViQgOe
VSeciaOW\ RU geQeUaO caUe.

RegaUdOeVV Rf WheiU Vi]e, ceUWaiQ UeTXiUePeQWV VXch aV VecXUiW\, PRbiOiW\,
UeViOieQc\, aQd deYice aQd SaWieQW WUacNiQg aUe cUXciaO. TheVe VeUYiceV PXVW
be aYaiOabOe WR XVeUV aQd deYiceV UegaUdOeVV Rf ZheWheU Whe\ cRQQecW WR Whe
QeWZRUN Yia ZiUed RU ZiUeOeVV Pedia.
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Challenges

GiYeQ Whe cUiWicaO QaWXUe Rf Whe VeUYiceV deOiYeUed b\ heaOWhcaUe SURYideUV,
Whe QeWZRUN aUchiWecWXUe chaOOeQgeV Whe\ face aUe RfWeQ TXiWe XQiTXe
cRPSaUed WR cXVWRPeUV iQ RWheU YeUWicaOV. The fROORZiQg VecWiRQV RXWOiQe
VeYeUaO Rf Whe PRVW cUiWicaO caSabiOiWieV UeTXiUed b\ heaOWhcaUe SURYideUV
ZheQ deSOR\iQg a QeWZRUN.

Securit\bCompliance Mandates
HeaOWhcaUe V\VWePV Qeed WR SURWecW highO\ VeQViWiYe PedicaO UecRUdV aQd
fiQaQciaO iQfRUPaWiRQ Rf SaWieQWV aQd aUe VWUicWO\ bRXQd b\ gRYeUQPeQW
UegXOaWiRQV (fRU e[aPSOe, HIPAA iQ Whe UQiWed SWaWeV aQd GDPR iQ Whe
EXURSeaQ UQiRQ). HRVSiWaOV, cOiQicV, dRcWRUɁV RfficeV, aQd RWheU heaOWhcaUe-
UeOaWed eQWiWieV PXVW SURYide UegXOaWiRQ-cRPSOiaQW ZiUed aQd ZiUeOeVV
QeWZRUNV. TheVe QeWZRUNV PXVW SURYide cRPSOeWe aQd cRQVWaQW YiVibiOiW\ fRU
QeWZRUN PaQagePeQW aQd PRQiWRUiQg. SeQViWiYe daWa aQd PedicaO deYiceV
VXch aV EOecWURQic MedicaO RecRUdV (EMR) VeUYeUV aQd YiWaO VigQ PRQiWRUV
PXVW be SURWecWed VR WhaW PaOiciRXV deYiceV caQQRW cRPSURPiVe Whe
QeWZRUN.

The SUROifeUaWiRQ Rf Whe IQWeUQeW Rf ThiQgV (IRT) deYiceV aQd BUiQg YRXU OZQ
DeYice (BYOD) SROicieV iV addiQg WR Whe Qeed fRU VegPeQWaWiRQ beWZeeQ
diffeUeQW gURXSV aQd aOVR ZiWhiQ Whe gURXSV beWZeeQ diffeUeQW W\SeV Rf XVeUV
aQd deYiceV. ThiV PeaQV WhaW PacUR-VegPeQWaWiRQ aQd PicUR-VegPeQWaWiRQ
caSabiOiWieV PXVW be WRS SUiRUiWieV fRU aQ\ heaOWhcaUe QeWZRUN aUchiWecWXUe.

FiQaOO\, giYeQ WhaW VWaff, PedicaO deYiceV, aQd YiViWRU WUaffic aOO VhaUe Whe VaPe
QeWZRUN iQfUaVWUXcWXUe, eYeU\ gURXS PXVW be iVROaWed fURP RQe aQRWheU aQd
UeVWUicWed WR RQO\ Whe UeVRXUceV Whe\ aUe SeUPiWWed WR acceVV.
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Mobilit\ of Staff and Devices
WiWhiQ Whe heaOWhcaUe eQYiURQPeQW, VWaff aQd eTXiSPeQW PXVW RfWeQ PRYe
beWZeeQ URRPV, fORRUV, aQd bXiOdiQgV iQ a UaSid aPRXQW Rf WiPe. IW iV
eVWiPaWed WhaW, RQ aYeUage, a QXUVe ZaONV aQ\ZheUe beWZeeQ 4-5 hRXUV iQ a
VhifW. IW iV aOVR TXiWe cRPPRQ fRU deYiceV WR haYe VWaWic IP addUeVVeV UeVXOWiQg
iQ VXbQeWV PXVW be VWUeWched acURVV Whe faciOiW\ WR aOORZ Whe eTXiSPeQW WR
PRYe aQ\ZheUe iW iV Qeeded.

TR iQcUeaVe RSeUaWiRQaO efficieQc\, deYice aQd VWaff PRbiOiW\ VhRXOd be
cRPSOeWeO\ d\QaPic ZiWhRXW QeediQg QeWZRUN VWaff WR cRQVWaQWO\ UecRQfigXUe
QeWZRUNiQg iQfUaVWUXcWXUe. MRbiOiW\ PXVW be aYaiOabOe fRU deYiceV aQd XVeUV
ZheWheU Whe\ aWWach WR Whe QeWZRUN Yia ZiUed RU ZiUeOeVV Pedia.

Increased Reliance on IoT Endpoints
HeaOWhcaUe QeWZRUNV aUe SRSXOaWed b\ a Zide YaUieW\ Rf deYiceV iQ PXOWiSOe
ORcaWiRQV. ThiV PaNeV ORcaWiQg aQd ideQWif\iQg aOO Rf Whe deYiceV iQ a QeWZRUN
WiPe-cRQVXPiQg aQd WediRXV. IQ VRPe caVeV, WheVe deYiceV ZiOO ViW ViOeQWO\ RQ
Whe QeWZRUN aQd ZiOO QRW VeQd aQ\ WUaffic XQOeVV Whe\ aUe fiUVW cRQWacWed b\
aQRWheU deYice. IQ RWheU caVeV, Whe QeWZRUN VWaff Pa\ QRW eYeQ NQRZ aOO Rf
Whe W\SeV Rf deYiceV iQ WheiU QeWZRUN Zhich PaNeV RQbRaUdiQg aQ e[WUePeO\
difficXOW WaVN.

MRdeUQ VecXUiW\ WhUeaWV VeeN YXOQeUabOe SRiQWV Rf eQWU\, VXch aV XQdeWecWed
RU ViOeQW hRVWV, WR e[SORiW Whe QeWZRUN'V YaOXabOe UeVRXUceV. TheVe deYiceV
PXVW be ideQWified aQd WUacNed WR PeeW Whe VecXUe fUaPeZRUN Rf Whe QeWZRUN.

Resilienc\ and High Availabilit\
HeaOWhcaUe SURYideUV dePaQd OeYeOV Rf high aYaiOabiOiW\ aQd UeViOieQc\ be\RQd
PRVW RWheU eQWeUSUiVeV. The QeWZRUN iV a Ne\ cRPSRQeQW iQ deOiYeUiQg acceVV
WR Ne\ iQfRUPaWiRQ aQd VeUYiceV, VXch aV SaWieQW UecRUd aYaiOabiOiW\, aQd iW
PXVW be SaUW Rf a ZideU UeViOieQc\ aQd high aYaiOabiOiW\ VWUaWeg\ acURVV IT.
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AQ\ QeWZRUN VROXWiRQ PXVW SURYide XVeU aQd deYice acceVV WR cUiWicaO
UeVRXUceV iQ Whe eYeQW Rf ORVV Rf cRPPXQicaWiRQ WR Whe aXWheQWicaWiRQ
iQfUaVWUXcWXUe. TR PiQiPi]e VeUYice iPSacW, VWUicW QeWZRUN-OeYeO aQd
aSSOicaWiRQ-OeYeO UeViOieQc\ PXVW e[iVW.

Patient Safet\ and Asset Tracking
GiYeQ Whe VWeadiO\ iQcUeaViQg UeOiaQce RQ IRT eQdSRiQWV iQ heaOWhcaUe
SURYideUV, aVVeW PaQagePeQW iV becRPiQg PRUe difficXOW aV iQcUeaViQgO\
PRUe diYeUVe deYiceV becRPe PRbiOe aQd aUe VhaUed acURVV ORcaWiRQV. IW iV
eVWiPaWed WhaW 20-30% Rf WiPe VSeQW b\ QXUVeV iV VeaUchiQg fRU eTXiSPeQW
aQd SeRSOe. AddiWiRQaOO\, WheUe aUe WiPeV ZheQ SaWieQW WUacNiQg iV cUXciaO WR
eQVXUe WhaW a SaWieQW haV QRW OefW a VSecific aUea Ƚ fRU e[aPSOe, QeZbRUQV
fURP Whe QXUVeU\. The abiOiW\ WR WUacN bRWh SaWieQWV aQd deYiceV iQ a ViQgOe
V\VWeP iV a cUiWicaO UeTXiUePeQW fRU eYeU\ PRdeUQ heaOWhcaUe SURYideU.

IT Network Operational Challenges
The cRPbiQaWiRQ Rf eYeU-iQcUeaViQg deYiceV aQd VecXUiW\ UeTXiUePeQWV RQ
Whe QeWZRUN iV SXWWiQg iPPeQVe RSeUaWiRQaO SUeVVXUe RQ heaOWhcaUe IT VWaff.
TheVe aUe PaQifeVWed iQ Whe cRPSOe[iW\ Rf WUadiWiRQaO IP-BaVed UXOe
PaQagePeQW aQd Whe VWUXggOe Rf PaQagiQg WhRVe SROicieV acURVV OaUge
eQWeUSUiVe fRRWSUiQWV. TiPeO\ WURXbOeVhRRWiQg iV becRPiQg PRUe cUiWicaO aQd
difficXOW, eVSeciaOO\ iQ VPaOOeU aQd/RU PRbiOe cOiQicV ZiWhRXW RQViWe VWaff.

Faster Response Times to Attend Patients
HRVSiWaOV Qeed WR SURYide SaWieQWV ZiWh Whe abiOiW\ WR cRQQecW ZiWh QXUVeV aQd
dRcWRUV aQd fRU iPPediaWe QeedV, iQcOXdiQg ePeUgeQcieV. TheUefRUe,
heaOWhcaUe QeWZRUNV Qeed WR faciOiWaWe VeQdiQg aOaUPV aQd aOeUWV WR SeRSOe iQ
WheiU SUR[iPiW\.
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Solutions

CiVcR SD-AcceVV caQ addUeVV aQd UeVROYe Whe chaOOeQgeV RXWOiQed iQ Whe
SUeYiRXV VecWiRQ. SD-AcceVV caQ be iPSOePeQWed acURVV aOO aUeaV Rf
heaOWhcaUe, SURYidiQg cRQViVWeQc\ acURVV Whe eQWeUSUiVe.

Securit\ and Compliance
Macro-segmentation
OQe Rf Whe SUefeUUed VegPeQWaWiRQ PeWhRdV fRU heaOWhcaUe cXVWRPeUV iV WR
iVROaWe Whe SaWieQW XVeU eQdSRiQWV (VXch aV PCV, TabOeWV, IP PhRQeV,
eWc.)bfURP Whe dRcWRU, QXUVe, aQd eQWeUSUiVe IRT eQdSRiQWV b\ SOaciQg WheP iQ
diffeUeQW YiUWXaO URXWiQg aQd fRUZaUdiQg iQVWaQceV (VRFV). SD-AcceVV RffeUV
Whe fOe[ibiOiW\ fRU PacUR-VegPeQWaWiRQ Rf eQdSRiQWV iQ diffeUeQW VRFV, aOO Rf
Zhich caQ be SURYiViRQed iQ Whe QeWZRUN fURP CiVcR DNA CeQWeU.

Micro-segmentation
WiWhiQ Whe VcRSe Rf a ViQgOe VRF, cXVWRPeUV WeQd WR haYe fXUWheU
VegPeQWaWiRQ QeedV fRU XVe caVeV VXch aV:

ɉ POaciQg PedicaO deYiceV aQd YideR VXUYeiOOaQce Rf SaWieQW fORRUV iQ
diffeUeQW gURXSV

ɉ POaciQg YiViWiQg dRcWRUV aQd UeVideQW dRcWRUV iQ diffeUeQW gURXSV

FRU VXch UeTXiUePeQWV, iQ Whe WUadiWiRQaO QeWZRUN aUchiWecWXUe, Whe RQO\
PeaQV WR VegPeQW ZaV b\ SOaciQg gURXSV iQ diffeUeQW VXbQeWV eQfRUced b\ IP
ACLV. IQ CiVcR SD-AcceVV, iQ addiWiRQ WR SURYidiQg Whe fOe[ibiOiW\ Rf XViQg
diffeUeQW VXbQeWV, Ze SURYide Whe fOe[ibiOiW\ Rf PicUR-VegPeQWaWiRQ, i.e., XViQg
Whe VaPe VXbQeW iQ a PRUe XVeU aQd eQdSRiQW-ceQWUic aSSURach.
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RefeUUiQg WR Whe YiViWiQg aQd UeVideQW dRcWRU e[aPSOe, each gURXS caQ VWiOO be
SOaced iQ Whe VaPe VXbQeW. HRZeYeU, b\ OeYeUagiQg d\QaPic aXWhRUi]aWiRQ,
Whe\ caQ be aVVigQed diffeUeQW SecXUiW\ GURXS TagV (SGTV) b\ ISE baVed RQ
WheiU aXWheQWicaWiRQ cUedeQWiaOV. TheVe SGT-baVed UXOeV caQ WheQ be
eQfRUced b\ SecXUiW\-GURXS AcceVV CRQWURO LiVWV (SGACLV).

MACsec
Media AcceVV CRQWURO VecXUiW\ (MACVec)biV a VWaQdaUdi]ed VROXWiRQ baVed RQ
IEEE 802.1AE aQd MKA baVed RQ 802.1X WhaW caQ add aQRWheU Oa\eU Rf
VecXUiW\ WR a CiVcR SD-AcceVV FabUic-baVed aUchiWecWXUe. CXVWRPeUV caQ
chRRVe WR deSOR\ MACVec iQ 3 diffeUeQW SOaceV ZiWhiQ Whe FabUic:

ɉ EQdSRiQW WR Edge NRde

ɉ IQ Whe UQdeUOa\ cRQQecWiQg diffeUeQW FabUic DeYiceV

ɉ A PaQXaO IP haQdRff fURP Whe BRUdeU NRdeV cRQQecWed WR WAN/PeeU
deYiceV

CiVcR SD-AcceVV RffeUV Whe fOe[ibiOiW\ WR eQabOe MACVec iQ aQ\ Rf Whe
RSWiRQV abRYe b\ XViQg Whe TePSOaWe EdiWRU aSSOicaWiRQ ZiWhiQ CiVcR DNA
CeQWeU WR SURYiViRQ WheVe cRQfigXUaWiRQV RQWR Whe QeWZRUN deYiceV.

Separation of Guest Endpoints
CiVcR DNA CeQWeU aQd SD-AcceVV SURYide YaUiRXV OeYeOV Rf fOe[ibiOiW\ iQ Whe
VeSaUaWiRQ Rf SaWieQW aQd YiViWRU eQdSRiQWV cRQQecWiQg WR Whe QeWZRUN dXe WR
VecXUiW\ UeaVRQV b\ SURYidiQg:

ɉ SeSaUaWe BRUdeU NRdeV aQd CRQWURO POaQe NRdeV ORcaWed iQ Whe
DMZ b\ XViQg Whe MXOWiViWe RePRWe BRUdeU fXQcWiRQaOiW\

ɉ SeSaUaWe ISE PROic\ SeUYice NRdeV (PSN) WR PaQage GXeVW XVeUV

ɉ A ViUWXaO NeWZRUN WR iVROaWe GXeVW XVeU WUaffic, VegUegaWiQg WheP fURP
RWheU VRFV VeUYiQg heaOWhcaUe SURYideUV aQd RWheU cUiWicaO IRT
eQdSRiQWV iQ Whe heaOWhcaUe QeWZRUN.
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Staff and Device Mobilit\
An\cast Gatewa\
The CiVcR SD-AcceVV FabUic aUchiWecWXUe iV bXiOW RQ Whe SUeYaOeQce Rf Whe
VaPe AQ\caVW GaWeZa\ VXbQeW RQ eYeU\ Edge NRde ZiWhiQ a FabUic SiWe. ThiV
faciOiWaWeV VeaPOeVV URaPiQg fRU ZiUed aQd ZiUeOeVV eQdSRiQWV. COieQWV
URaPiQg beWZeeQ APV cRQQecWed WR diffeUeQW Edge NRdeV SeUfRUP a La\eU 2
URaP iQVWead Rf a La\eU 3 URaP. ThiV iV achieYed b\ haYiQg ZiUeOeVV daWa
SOaQe WUaffic diVWUibXWed iQ Whe FabUic OYeUOa\ iQVWead Rf eQcaSVXOaWiQg aOO
WUaffic WR be diVSaWched WR a ceQWUaOi]ed ZiUeOeVV cRQWUROOeU.

FigXUe 4.1 iOOXVWUaWeV hRZ a ViPSOe CiVcR SD-AcceVV FabUic caQ be VeW XS
ZiWhiQ a hRVSiWaO bXiOdiQg. WheQ ZiUeOeVV cOieQWV URaP fURP a FabUic AP
cRQQecWed WR RQe Edge NRde WR a FabUic AP cRQQecWed WR a diffeUeQW Edge
NRde, Whe\ ZiOO UeWaiQ WheiU IP addUeVV aQd dR a VeaPOeVV La\eU 2 URaP
WhaQNV WR Whe SUeVeQce Rf Whe AQ\caVW GaWeZa\.
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Multisite Remote Border
FRU heaOWhcaUe cXVWRPeUV ZhR UeTXiUe URaPiQg fRU WheiU SURYideUV beWZeeQ
diffeUeQW bXiOdiQgV, CiVcR SD-AcceVV SURYideV Whe fOe[ibiOiW\ WR aQchRU VXch
XVeUV iQWR a VeSaUaWe ViUWXaO NeWZRUN WhaW caQ be ceQWUaOO\ PaQaged b\ a
cRPPRQ BRUdeU NRde aQd CRQWURO POaQe NRde. ThiV feaWXUe iV UefeUUed WR aV
MXOWiViWe RePRWe BRUdeU, aQd aQ e[aPSOe iV VhRZQ iQ FigXUe 4.2.

Figure 4.1: Cisco SD-Access Fabric wireless architecture
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The MXOWiViWe RePRWe BRUdeU feaWXUe eQabOeV Whe cRQfigXUaWiRQ Rf a ViQgOe IP
AddUeVV PRRO acURVV PXOWiSOe FabUic SiWeV, aV VhRZQ iQ FigXUe 4.2. IW aOORZV
Whe VaPe IP AddUeVV PRRO WR e[iVW aW PXOWiSOe FabUic SiWeV b\ aQchRUiQg Whe IP
AddUeVV PRRO WR VSecific BRUdeU NRde(V) aQd CRQWURO POaQe NRde(V).
PUeVeUYiQg Whe VXbQeW acURVV PXOWiSOe ViWeV SURYideV a VcaOabOe VWUaWeg\ fRU
cRQVeUYiQg addUeVV VSace.

AV Ze caQ Vee heUe, Whe WZR hRVSiWaO bXiOdiQgV aUe cRQfigXUed aV
iQdeSeQdeQW FabUic SiWeV. The ViUWXaO NeWZRUN WhaW cRQWaiQV Whe eQdSRiQWV, iV

Figure 4.2: A depiction of seamless roaming using Multisite Remote Border
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aQchRUed WR a cRPPRQ MXOWiViWe RePRWe BRUdeU NRde aW Whe AQchRU SiWe.
ThiV VaPe aUchiWecWXUe VXSSRUWV PedicaO deYiceV, VXch aV iQfXViRQ SXPSV RU
heaUW PRQiWRUV, Zhich Qeed WR be PRYed ZiUeOeVVO\ beWZeeQ bXiOdiQgV aV
SaWieQWV aUe PRYed.

HaYiQg a cRPPRQ BRUdeU aQd CRQWURO POaQe NRde eQVXUeV WhaW eQdSRiQWV
aUe aQchRUed WR Whe cRPPRQ ViWe aV Whe\ URaP beWZeeQ Whe bXiOdiQgV,
acURVV FabUic SiWeV. The WLC WhaW iV ORcaO WR each ViWe XSdaWeV Whe AQchRUed
ViWe'V CRQWURO POaQe UegaUdiQg Whe ORcaWiRQ Rf WheVe ZiUeOeVV eQdSRiQWV.

NRWe  The URaPiQg iQ WhiV VceQaUiR iV QRW VeaPOeVV.

Automated Mobilit\ Groups
AQRWheU PeaQV Rf deSOR\PeQW fRU heaOWhcaUe cXVWRPeUV iV Whe abiOiW\ WR
SURYide VeaPOeVV URaPiQg ZheQ OaUge bXiOdiQgV aUe PaQaged b\ PXOWiSOe
WLCV ZiWhiQ a giYeQ FabUic SiWe. ThiV iV cRPPRQ ZheQ OaUge heaOWhcaUe
eQWeUSUiVeV haYe diffeUeQW fORRUV iQ a bXiOdiQg e[cOXViYeO\ PaQaged b\ a
VSecific WLC. CiVcR DNA CeQWeU VXSSRUWV Whe aXWRPaWed deSOR\PeQW Rf
WiUeOeVV MRbiOiW\ GURXSV ZheQ cXVWRPeUV cRQfigXUe PXOWiSOe WLCV iQ a
giYeQ FabUic SiWe.

FigXUe 4.3 VhRZV hRZ VXch a hRVSiWaO bXiOdiQg ORRNV aQd hRZ a CiVcR SD-
AcceVV aUchiWecWXUe caQ be caUYed fRU VXch bXiOdiQgV:
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Figure 4.3: Multiple WLCs managing different floors in a single Fabric Site

Figure 4.4: Large Hospital Fabric Site
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HRVSiWaOV haYe IRT eQdSRiQWV OiNe heaUW PRQiWRUV cRQQecWed WR Whe QeWZRUN aV
ZiUed aQd ZiUeOeVV deYiceV. IQ Whe SaWieQWɁV URRP, WheVe heaUW PRQiWRUV aUe a
ZiUed eQdSRiQW, bXW ZheQ PRYiQg Whe SaWieQW aURXQd fRU RWheU WeVWV, WheVe
PRQiWRUV aUe ZiUeOeVV eQdSRiQWV. FXUWheU, WheVe PRQiWRUV PXVW PaiQWaiQ Whe
VaPe IP addUeVV iQ Whe VaPe La\eU 2 VegPeQW UegaUdOeVV Rf ZheWheU Whe\
aUe ZiUed RU ZiUeOeVV. SD-AcceVV SURYideV Whe fOe[ibiOiW\ WR XVe Whe VaPe
VXbQeW fRU ZiUed aQd ZiUeOeVV cOieQWV, aOORZiQg a giYeQ eQdSRiQW WR aOZa\V
UeWaiQ iWV IP addUeVV iUUeVSecWiYe Rf hRZ iW iV cRQQecWed WR Whe QeWZRUN.

Onboarding IoT Endpoints
Faster Onboarding Using Micro-Segmentation
bbbbbbbbbbbbbbbb

CiVcR SD-AcceVV eQabOeV acceOeUaWed deSOR\PeQW Rf QeZ eQdSRiQWV
cRQQecWiQg WR aQb e[iVWiQgb FabUic QeWZRUN. A heaOWhcaUe eQYiURQPeQW haV
QXPeURXV cUiWicaO IRT eQdSRiQWV WhaW Pa\ cRQVWaQWO\ Qeed WR geW UefUeVhed RU
QeZ RQeV RUdeUed aV Whe hRVSiWaO VcaOeV iWV QeedV. IQ a WUadiWiRQaO QeWZRUN,
befRUe Whe eQdSRiQWV caQ cRQQecW WR Whe QeWZRUN, a cXVWRPeU haV a ORQg OiVW
Rf PaQXaO VWeSV WhaW PXVW be cRPSOeWed RQ a bR[-b\-bR[ baViV. TheVe
iQcOXde aVVigQiQg QeZ acceVV SRUW cRQfigXUaWiRQV, aXWheQWicaWiRQ UXOeV,
acceVV cRQWURO OiVWV, aQd PRUe. CiVcR DNA CeQWeU aXWRPaWiRQ iQ Whe SD-
AcceVV aUchiWecWXUe SURYideV XQPaWched fOe[ibiOiW\ fRU QeZ eQdSRiQW
RQbRaUdiQg iQ VeYeUaO Za\V:

ɉ SiWeV aUe aOUead\ SUe-cRQfigXUed ZiWh AXWheQWicaWiRQ TePSOaWeV aV
SUeVcUibed b\ Whe cXVWRPeU

ɉ CiVcR EQdSRiQW AQaO\WicV haV aOUead\ faciOiWaWed Whe cOaVVificaWiRQ Rf
ViPiOaU eQdSRiQWV iQ Whe QeWZRUN

ɉ SGT aVVigQPeQW iV VeW XS ZiWh CiVcR DNA CeQWeU, ZiWh Whe
cRUUeVSRQdiQg aXWhRUi]aWiRQ UXOeV beiQg cUeaWed aXWRPaWicaOO\ iQ
CiVcR ISE.
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UViQg WhiV eQdSRiQW RQbRaUdiQg PeWhRdRORg\, aQ\ QeZ eQdSRiQW caQ be
RQbRaUded ViPSO\ b\ cRQQecWiQg iW WR Whe QeWZRUN aQd OeWWiQg Whe eQdSRiQW
be aXWRPaWicaOO\ SOaced iQWR Whe UighW VXbQeW aQd VecXUiW\ gURXS. The
cRUUeVSRQdiQg acceVV SROicieV aUe aXWRPaWicaOO\ dRZQORaded WR aOO SeUWiQeQW
QeWZRUN deYiceV aV Whe eQdSRiQW cRPeV RQOiQe.

Endpoint and Polic\ Anal\tics
HeaOWhcaUe cXVWRPeUV beQefiW iPPeQVeO\ fURP Whe abiOiW\ WR cOaVVif\ aQ
iQQXPeUabOe QXPbeU Rf IRT deYiceV baVed RQ Whe NiQd Rf daWa WUaffic WhaW
SaVVeV WhURXgh Whe QeWZRUN. OQce Whe eQdSRiQW iV RQbRaUded, cXVWRPeUV
caQ WheQ gURXS WheP iQWR YaUiRXV VecXUiW\ gURXSV. FRU e[aPSOe, iQfXViRQ
SXPSV fURP diffeUeQW YeQdRUV ZiOO VWiOO VhaUe Whe VaPe aWWUibXWeV WR be
gURXSed iQ Whe VaPe VecXUiW\ gURXS.

WheQ PRYiQg fURP a WUadiWiRQaO QeWZRUN WR SD-AcceVV, PaQ\ heaOWhcaUe
cXVWRPeUV caQ OeYeUage Whe iQVighWV EQdSRiQW AQaO\WicV SURYideV WR SURfiOe
QRYeO, XQcOaVVified deYiceV iQWR VSecific eQdSRiQW gURXSV. TheVe eQdSRiQW
gURXSV caQ be fXUWheU VeSaUaWed iQWR PeaQiQgfXO VecXUiW\ gURXSV baVed RQ
Whe cOaVVificaWiRQ.

FRU e[aPSOe, a cXVWRPeU Pa\ chRRVe WR gURXS iQfXViRQ SXPSV aQd heaUW
PRQiWRUV ZiWh a ViPiOaU VecXUiW\ gURXSbbecaXVe Whe\ VhaUe a ViPiOaU VecXUiW\
SURfiOe. ThiV faciOiWaWeV a VPRRWh WUaQViWiRQ WR ePbUace a gURXS-baVed SROic\
eQfRUcePeQW VWUaWeg\ WhaW ZiOO ZRUN acURVV PXOWiSOe ViWeV. ThiV VcaOeV TXicNO\
aQd PRUe accXUaWeO\ WhaQ XWiOi]iQg a WUadiWiRQaO bR[-b\-bR[ acceVV cRQWURO OiVW
VWUaWeg\.

IQ addiWiRQ WR EQdSRiQW AQaO\WicV WhaW heOS cOaVVif\, GURXS-BaVed PROic\
AQaO\WicV heOSV cXVWRPeUV ideQWif\ Whe UighW VecXUiW\ gURXS SROicieV WhaW Qeed
WR be cRQfigXUed iQ Whe QeWZRUN. GBPA aVViVWV Whe cXVWRPeU ZheQ PigUaWiQg
fURP cXPbeUVRPe IP-addUeVV-baVed UXOe PaQagePeQW WR PRUe fOe[ibOe
gURXS-baVed PaQagePeQW.
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IQ FigXUe 4.5 WheUe aUe VeYeUaO fORZV fURP a giYeQ VecXUiW\ gURXS WR
deVWiQaWiRQV fRU ZhRP a VecXUiW\ gURXS haV QRW beeQ aVVigQed \eW
(UQNQRZQ). FRU e[aPSOe, Whe CaPeUaV gURXS aQd EPSOR\eeV gURXS bRWh
haYe Zeb-baVed fORZV WR Whe UQNQRZQ deVWiQaWiRQ gURXS. DRXbOe-cOicNiQg
iQWR ZhaW WhRVe fORZV aUe caQ heOS ideQWif\ WhRVe UQNQRZQ deVWiQaWiRQV aQd
caQ faciOiWaWe gURXSiQg WheP iQWR cRPPRQ IP-SGT PaSSiQgV iQ CiVcR ISE.

The QeWZRUN RSeUaWiRQV WeaP, iQ cRQVXOWaWiRQ ZiWh Whe IRT WeaP, ideQWifieV
Whe baViV Rf WheVe fORZV aQd caQ eQfRUce Whe fROORZiQg RXWcRPeV aV a UeVXOW
Rf WheVe aXdiWV:

Figure 4.5: Cisco DNA Center Group Based Polic\ Anal\ticsb(GBPA)
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ɉ BORcN iOOegiWiPaWe fORZV WhaW ZeUe SUeYiRXVO\ aOORZed iQ Whe QeWZRUN

ɉ FRU OegiWiPaWe fORZV, gURXS WhRVe ZiWh ViPiOaU SaWWeUQV aQd aVVigQ
acceVV SROicieV WR heOS cXVWRPeUV PigUaWe WheiU WUadiWiRQaO QeWZRUN WR
a PicUR-VegPeQWaWiRQ-baVed QeWZRUN.

Silent Hostsbbbbbbbbbbbbbbbb
SRPe IRT eQdSRiQWV RQ heaOWhcaUe QeWZRUNV e[hibiW XQiTXe cRPPXQicaWiRQ
WUaiWV. TheVe W\SeV Rf deYiceV aUe VRPeWiPeV UefeUUed WR aV SiOeQW HRVWV dXe
WR WheiU XQiTXe cRPPXQicaWiRQ. The\ aUe bURadO\ caWegRUi]ed iQWR WZR
caWegRUieV baVed RQ WheiU cRPPXQicaWiRQ chaUacWeUiVWicV:

ɉ OQce Whe eQdSRiQWV aUe RQbRaUdedb RQWR Whe QeWZRUN, Whe\ dR QRW
VeQd aQ\ fXUWheU SacNeWV RU fUaPeV. TheVe eQdSRiQWV aUe eVVeQWiaOO\
hibeUQaWiQg aQd RQO\ UeVSRQd WR VSecific fUaPeV RU SacNeWV diUecWO\
addUeVVed WR WheP. TheVe deYiceV Pa\ be DHCP-caSabOe RU
VWaWicaOO\ addUeVVed.

ɉ EQdSRiQWV WhaW aUe cabOed aQd haYe QRW UegiVWeUed WR Whe FabUic
OYeUOa\ becaXVe Rf a VWaWic IP addUeVVbbbbbbbb

FRU Whe fiUVW VeW Rf eQdSRiQWV, eYeQ WhRXgh Whe eQdSRiQW iV acWiYe, Whe Edge
NRde WhaW iV cRQQecWed WR WhaW eQdSRiQW Pa\ haYe UePRYed WhaW eQdSRiQW
fURP Whe Edge NRdeɁV hRVW daWabaVe. SiQce Whe eQdSRiQW iV hibeUQaWiQg, Whe
Edge NRde iV QRW UeceiYiQg aQ\ UeVSRQVe WR SeUiRdicb IQWeUQeW CRQWURO
MeVVage PURWRcROb (ICMP) SURbeV, VR Whe hRVW iV cRQVideUed aV QR ORQgeU
SUeVeQW RQ Whe Edge NRde. AQ\ RWheU eQdSRiQW iQ Whe QeWZRUN ZiWh a
SUeYiRXV UecRUd Rf cRPPXQicaWiQg ZiWh Whe ViOeQW hRVW ZiOO cRQWiQXe WR
cRPPXQicaWe XViQg Whe SiOeQW HRVWɁV MAC addUeVV.

CiVcR SD-AcceVV VXSSRUWV haQdOiQg XQNQRZQ XQicaVW fUaPeV b\ fORRdiQg
WheP WR eYeU\ Edge NRde ZiWhiQ aQ IP AddUeVV PRRO WhaW iV eQabOed fRU La\eU
2 FORRdiQg iQ Whe FabUic SiWe. WhiOe QRW UeVSRQdiQg WR ICMP, hibeUQaWiQg
deYiceV ZiOO UeVSRQd WR VSecific Sa\ORadV Rf WUaffic WhaW aUe PRUe diUecWO\
UeOeYaQW. AV a UeVXOW, Whe SiOeQW HRVW ZiOO UeVSRQd aQd UejRiQ Whe FabUic
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QeWZRUN if Whe XQNQRZQ XQicaVW fUaPeV aUe UeOeYaQW WR iW. FORRdiQg WR Whe
eQdSRiQW ZiOO aOVR haSSeQ if Whe eQdSRiQW iV SaUW Rf a La\eU 2 VNI, Zhich
UeTXiUeV Whe La\eU 2 FORRdiQg feaWXUe WR be eQabOed. OQce Whe eQdSRiQW iV
UegiVWeUed iQ Whe CRQWURO POaQe NRde, aQ\ fXUWheU cRPPXQicaWiRQ WR Whe
eQdSRiQW caQ cRQWiQXe ZiWhRXW cRQceUQ.

The\ haYe QeYeU UegiVWeUed ZiWh Whe CRQWURO POaQe NRde fRU Whe VecRQd VeW
Rf eQdSRiQWV. The RQO\ Za\ Whe FabUic caQ eYeQ NQRZ Rf Whe SUeVeQce Rf
VXch aQ eQdSRiQW iV b\ cRQfigXUiQg a PaQXaO IP DeYice TUacNiQg (IPDT) eQWU\
RQ Whe Edge NRde WR Zhich VXch a SiOeQW HRVW iV cRQQecWed. ThiV VWaWXV
PaSSiQg SeUPaQeQWO\ WieV Whe hRVW'V MAC addUeVV WR Whe DeYice TUacNiQg
daWabaVe. OQce cRQfigXUed, VXch hRVWV ZiOO QeYeU ORVe WUacWiRQ fURP Whe
CRQWURO POaQe aQd caQ cRQWiQXe WR aWWUacW WUaffic.

High Availabilit\ Capabilities
Critical VLAN
CUiWicaO caUe XQiWV PXVW be aVVXUed Rf XQiQWeUUXSWed cRQQecWiYiW\ WR Whe OaUgeU
eQWeUSUiVe QeWZRUN. FRU cOieQWV WhaW aUe aOUead\ RQbRaUded, if cRQQecWiYiW\ WR
Whe ISE PROic\ SeUYice NRde iV ORVW, SeUiRdic Ue-aXWhRUi]aWiRQ iV SaXVed WR
eQVXUe diVUXSWiRQV iQ Whe aXWheQWicaWiRQ SaWh dR QRW iPSacW Whe daWa SOaQe.

FRU cOieQWV WhaW aUe QRW \eW RQbRaUded iQWR Whe QeWZRUN, Whe CUiWicaO VLAN
feaWXUe SOaceV Whe cOieQW RQ a SaUWicXOaU VLAN if cRQQecWiYiW\ WR ISEb iV ORVW.
ThiV VLAN SURYideV OiPiWed acceVV WR Whe QeWZRUN. CUiWicaO VLANV caQ XWiOi]e
VWaWic PicUR-VegPeQWaWiRQ WR eQfRUce Whe SROic\ iQ Whe abVeQce Rf ISE.

Rolling AP Upgrades
HeaOWhcaUe cXVWRPeUV caQ XSgUade ZiUeOeVV QeWZRUNV ZiWhRXW QeWZRUN
dRZQWiPe. UViQg Whe RROOiQg AP USgUade feaWXUe, APV caQ be XSgUaded iQ a
VWaggeUed PaQQeU ZhiOe VWiOO beiQg cRQQecWed WR Whe VaPe cRQWUROOeU. ThiV
PeWhRd caQ be XVed WR aYRid XSgUade dRZQWiPe eYeQ fRU N+1 QeWZRUNV b\
XViQg Whe N+1 HiWOeVV RROOiQg AP USgUade feaWXUe aQd a VSaUe cRQWUROOeU.
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Hospitals with Server Nodes on Campus
HeaOWhcaUe QeWZRUNV aUe faced ZiWh Whe chaOOeQge Rf hRVWiQg cRQfideQWiaO
SaWieQW UecRUdV RQ-SUePiVeV WR eQVXUe WheUe iV VXUYiYabiOiW\ aQd acceVV WR
VXch UecRUdV iQ caVe Rf fibeU cXWV beWZeeQ bXiOdiQgV. HRVSiWaOV W\SicaOO\
Qeed acceVV WR PicWXUe AUchiYiQg aQd CRPPXQicaWiRQ S\VWeP (PACS)
iQfUaVWUXcWXUe, Zhich cRQWaiQV YiWaO iPagiQg UecRUdV Rf SaWieQWV. SWRUiQg WheVe
UecRUdV ORcaOO\ WR Whe caPSXV, UaWheU WhaQ feWchiQg aOO Rf Whe daWa fURP a
UePRWe daWa ceQWeU, VigQificaQWO\ ORZeUV Whe SRVVibiOiW\ Rf cRPPXQicaWiRQ
diVUXSWiRQ beWZeeQ Whe PACS VWRUage aQd Whe XVeU QeediQg WhiV iQfRUPaWiRQ.

TR addUeVV chaOOeQgeV OiNe WhiV, CiVcR SD-AcceVV SURYideV Whe fOe[ibiOiW\ Rf
VXSSRUWiQg PACS VeUYeUV cRQQecWed diUecWO\ WR Edge NRdeV iQ Whe FabUic. IQ
addiWiRQ WR VXSSRUWiQg WUXQN SRUWV RQ Edge NRdeV, SD-AcceVV aOORZV Whe
PACS V\VWeP WR XWiOi]e a La\eU 2 cRQQecWiRQ WR a BRUdeU NRde, WheUeb\
PaNiQg La\eU 3 BRUdeU NRdeV aOVR fXQcWiRQ OiNe a La\eU 2 WeUPiQaWiQg deYice.

Device and Building Level Resilienc\
DeYice UedXQdaQc\ iQ BRUdeU NRdeV caQ be PaQaged ZiWh a SWacNWiVe
ViUWXaO (SWV) baVed deSOR\PeQW. A UecRPPeQded deVigQ fRU a highO\
UeViOieQW BRUdeU NRde iV WR deSOR\ SWV BRUdeU NRde SaiUV, WheUeb\ SURYidiQg
bRWh iQWUa-chaVViV aQd iQWeU-chaVViV UeViOieQce. bbbbbbbb

TR SURYide bXiOdiQg-OeYeO UeViOieQc\, RQe Rf Whe PRdeOV WhaW heaOWhcaUe
cXVWRPeUV WeQd WR ePbUace iV WR deSOR\ BRUdeU NRdeV iQ PXOWiSOe bXiOdiQgV
WR WeUPiQaWe cRQQecWiRQV fURP YaUiRXV hRVSiWaO bXiOdiQgV RQ a OaUge caPSXV.
FigXUe 4.6 VhRZV aQ e[aPSOe Rf VXch a UeViOieQW deVigQ.
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AV caQ be VeeQ iQ FigXUe 4.6, BXiOdiQgV 1-4 aUe iQ Whe VaPe FabUic SiWe, ZiWh
Whe CRORcaWed BRUdeU NRdeV aQd CRQWURO POaQe NRdeV beiQg ORcaWed iQ
VeSaUaWe bXiOdiQgV. CiVcR SD-AcceVV SURYideV Whe fOe[ibiOiW\ WR aVVigQ
SUiRUiWieV WR WheVe bRUdeU deSOR\PeQWV VXch WhaW RQe BRUdeU NRde caQ be
SUiRUiWi]ed PRUe RU eYeQ becRPe Whe RQO\ acWiYe bRUdeU caUU\iQg WUaffic, VR
ORQg aV iW iV acWiYe. WheQ a bXiOdiQg faiOV, Whe FabUic BRUdeU NRde iQ Whe RWheU
bXiOdiQg caQ aXWRPaWicaOO\ WaNe RYeU aOO WUaffic fURP Whe Edge NRdeV.

Endpoint Level Resilienc\
OfWeQ, Ze eQcRXQWeU heaOWhcaUe cXVWRPeUV UeTXiUiQg cUiWicaO eQdSRiQWV WR be
hRVWed RQ VeUYeUV WhaW aUe dXaO-hRPed iQWR Whe QeWZRUN iQfUaVWUXcWXUe.

CiVcR SD-AcceVV VXSSRUWV Whe abiOiW\ WR dXaO-hRPe eQdSRiQWV iQ aQ
acWiYe/VWaQdb\ PRde iQWR diffeUeQW Edge NRdeV. FaiORYeU caQ haSSeQ baVed
RQ WZR faiOXUe PechaQiVPV, NIC bRQdiQg aQd La\eU 2 FORRdiQg.

WheQ XWiOi]iQg NIC bRQdiQg, Whe eQdSRiQW hRVWiQg VeUYeU UXQV LiQN
AggUegaWiRQ CRQWURO PURWRcRO (LACP) iQ acWiYe PRde WR WZR bacN

Figure 4.6:bBorder Resilience across buildings
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VWacNed/SVL SaiUed Edge NRdeV. LACP iV VeW XS ZiWh a Pa[iPXP Rf 1 OiQN WR
eQVXUe RQO\ RQe Rf Whe OiQNV iV acWiYe aQd Whe RWheU iV RQ VWaQdb\, aQd aQ\
faiORYeU NicNV iQ baVed RQ LACP faiOXUeV.

IQ Whe RWheU PRdeO, Whe eQdSRiQW VeUYeU aSSOicaWiRQ haV iWV RZQ PeaQV WR
deWecW Zhich OiQN QeedV WR be acWiYe b\ VeQdiQg heaUWbeaWV iQWR Whe QeWZRUN
WR a La\eU 2 PXOWicaVW addUeVV. OQO\ Whe acWiYe OiQN ZiOO VeQd Whe heaUWbeaW,
ZhiOe Whe VWaQdb\ OiQN NeeSV UeceiYiQg iW. AV ORQg aV Whe aSSOicaWiRQ
cRQWiQXeV WR UeceiYe Whe heaUWbeaW RQ Whe VWaQdb\ OiQN, iW ZiOO be VWaWXV TXR.
IQ CiVcR SD-AcceVV, WhiV iV achieYed b\ XViQg La\eU 2 FORRdiQg fRU
BURadcaVW, UQNQRZQ UQicaVW, aQd MXOWicaVW (BUM) WUaffic Zhich VeQdV a
PXOWicaVW fUaPe fURP RQe Edge NRde WR be UeceiYed b\ cOieQWV RQ aQRWheU
Edge NRde, aV VhRZQ iQ FigXUe 4.8.

Figure 4.7: Server NIC bonding between Edge Nodes
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If Whe acWiYe heaUWbeaW OiQN faiOV, Whe VWaQdb\ heaUWbeaW OiQN VWRSV UeceiYiQg
Whe heaUWbeaW Yia Whe La\eU 2 FORRdiQg iQ Whe FabUic SiWe. The aSSOicaWiRQ ZiOO
aXWRPaWicaOO\ VZiWch WR XViQg Whe VWaQdb\ heaUWbeaW OiQN WR VeQd aOO iWV WUaffic,
WheUeb\ SURYidiQg faiORYeU UeViOieQc\.

Patient Safet\ and Asset Tracking
Cisco DNA Spaces
WiWh CiVcR DNA SSaceV, \RX caQ OeYeUage \RXU e[iVWiQg acceVV QeWZRUN WR
gOeaQ iQVighWV iQWR Whe ORcaWiRQ Rf XVeUV, cRQQecWed PedicaO eTXiSPeQW, aQd
IRT deYiceV, aOORZiQg \RX WR deOiYeU daWa-dUiYeQ caUe aQd iPSURYed cOiQiciaQ
ZRUNfORZV. WiWh RXU Uich ecRV\VWeP Rf SaUWQeU aSSOicaWiRQV aQd deYiceV, \RX
caQ WUaQVfRUP \RXU faciOiWieV WR RffeU SaWieQWV aQ eQhaQced e[SeUieQce aQd
SURYide cOiQiciaQV aQd VWaff iQVWaQW acceVV WR UecRUdV aQd eTXiSPeQW.

UWiOi]iQg iQWegUaWiRQ ZiWh CiVcR SaUWQeUV VXch aV SWaQOe\ HeaOWhcaUe,
heaOWhcaUe SURYideUV caQ OeYeUage WheiU Wi-Fi iQfUaVWUXcWXUe aQd CiVcR DNA
SSaceV fRU XVe caVeV OiNe aVVeW PaQagePeQW, eQYiURQPeQWaO aQd
WePSeUaWXUe PRQiWRUiQg, SWaff, PaWieQW, aQd IQfaQW PURWecWiRQ, aV ZeOO aV

Figure 4.8: Using La\er 2 Flooding for application resilienc\
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YaUiRXV aSSOicaWiRQV VXch aV ZRUNfORZ aQd haQd-h\gieQe cRPSOiaQce.bWiWh
iWV URbXVW FiUehRVe API aQd 24/7 PRQiWRUiQg, CiVcR DNA SSaceV UeOiabO\
SURYideV daWa WR Whe SWaQOe\ HeaOWhcaUe SOaWfRUP, aOO ZhiOe cRPSO\iQg ZiWh
XVeU SUiYac\.

WiWhiQ hRVSiWaOV, VWaff caQ WUacN Whe ORcaWiRQ Rf PedicaO deYiceV aQd RWheU
cUiWicaO eTXiSPeQW aQd be QRWified SURacWiYeO\ if aQ\ eTXiSPeQW iV PiVSOaced
RU eQWeUV a SURhibiWed aUea. FRU PedicaWiRQV, YacciQeV, aQd RWheU
eQYiURQPeQWaOO\ VeQViWiYe aVVeWV, VWaff caQ VeW WePSeUaWXUe WhUeVhROdV fRU
PRQiWRUiQg aQd geW iPPediaWe QRWificaWiRQV ZheQ cRQdiWiRQV deYiaWe.
HeaOWhcaUe SURYideUV caQ iPSOePeQW UeaO-WiPe PRQiWRUiQg Rf iQfaQWV, SaWieQWV,
aQd VWaff aQd WUiggeU QRWificaWiRQV iQ Whe eYeQW Rf aQ abdXcWiRQ, eQWU\ iQWR
SURhibiWed aUeaV, RU VWaff dXUeVV. AOO WheVe cRQWUibXWe WR WiPe aQd cRVW
VaYiQgV, higheU SURdXcWiYiW\, aQd VafeU SaWieQW aQd VWaff e[SeUieQceV.

HeaOWhcaUe SURYideUV caQ deOiYeU WheVe XVe caVeV ZhiOe iQcUeaViQg YaOXe iQ
Whe fROORZiQg Za\V:

 

ɉ SiPSOified deSOR\PeQW: RedXce cRPSOe[iW\ aQd iQcUeaVe XSWiPe
WhURXgh a OighWZeighW cORXd aQd cRQQecWRU PRdeO ZiWh acWiYe/acWiYe
HA. SigQificaQWO\ UedXce WiPe WR deSOR\, PaiQWaiQ aQd XSgUade
cRPSaUed WR WUadiWiRQaO RQ-SUePiVeV aUchiWecWXUe.

ɉ High ScaOabiOiW\: DeOiYeU ReaO-TiPe LRcaWiRQ SeUYice (RTLS)
caSabiOiWieV aQd XVe caVeV aW VcaOe acURVV PXOWiSOe ORcaWiRQV, XViQg a
OighWZeighW deSOR\PeQW PRdeO. The DNA SSaceV cRQQecWRU caQ
VXSSRUW XS WR 10,000 AcceVV PRiQWV (APV) aQd 350,000 deYiceV ZiWh
High AYaiOabiOiW\.

ɉ EQhaQced PRQiWRUiQg aQd VXSSRUW: EQabOe faVWeU WiPe WR iVVXe
UeVROXWiRQ aQd UedXce dRZQWiPe WhURXgh SURacWiYe eQd-WR-eQd
PRQiWRUiQg. ThiV iQcOXdeV PRQiWRUiQg Whe SaUWQeU aSS, Whe FiUehRVe
API, aQd Whe daWa fORZ beWZeeQ Whe cRQWUROOeUV, cRQQecWRUV,
aSSOicaWiRQV, aQd DNA SSaceV.
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CiVcR DNA SSaceV iQWegUaWeV ZiWh SWaQOe\ HeaOWhcaUe RTLS WR SURYide
cUiWicaO SaWieQW VafeW\ aQd aVVeW WUacNiQg VeUYiceV. The CiVcR SD-AcceVV
WiUeOeVV aUchiWecWXUe acWV aV Whe bacNbRQe fRU deOiYeUiQg WhiV fXQcWiRQaOiW\.

Reducing Operational Comple[it\
Centrali]ed Troubleshootingbusing iCAP and Sensors
HeaOWhcaUe cXVWRPeUV RfWeQ OacN aQ RQViWe QeWZRUN VXSSRUW WeaP iQ VPaOOeU
cOiQicV Zhich PaNeV WURXbOeVhRRWiQg WhaW PXch PRUe difficXOW.

CiVcR DNA CeQWeUɁV IQWeOOigeQW CaSWXUe caSabiOiW\ VXSSRUWV a diUecW
cRPPXQicaWiRQ OiQN beWZeeQ CiVcR DNA CeQWeU aQd APV iQ CiVcR SD-
AcceVV WiUeOeVV eQYiURQPeQWV. CiVcR DNA CeQWeU caQ UeceiYe SacNeW
caSWXUe daWa, AP aQd cOieQW VWaWiVWicV, aQd VSecWUXP daWa. WiWh Whe diUecW
cRPPXQicaWiRQ OiQN beWZeeQ CiVcR DNA CeQWeU aQd APV, IQWeOOigeQW CaSWXUe
aOORZV \RX WR acceVV daWa fURP APV WhaW iV QRW aYaiOabOe fURP ZiUeOeVV
cRQWUROOeUV.

Replacing IP-Based Rules with Group-based Rules
CiVcR DNA CeQWeU aOORZV heaOWhcaUe cXVWRPeUV WR gURXS ViPiOaU eQdSRiQW
gURXSV WhaW haYe beeQ cOaVVified XViQg EQdSRiQW AQaO\WicV. TheVe eQdSRiQW
gURXSV caQ be SOaced iQWR cRPPRQ VecXUiW\ gURXSV baVed RQ CiVcR DNA
CeQWeU'V YiVibiOiW\ Rf WUaffic fORZV fURP each gURXS. ThiV, iQ WXUQ, caQ be XVed
WR cUeaWe VecXUiW\ SROicieV WR aOORZ RU diVaOORZ daWa WUaffic WR diffeUeQW SGTV
baVed RQ ViPSOified SGACL UXOeV iQVWead Rf cRPSOe[ IP-BaVed acceVV OiVW
UXOeV.

SGT-baVed UXOeV aUe PRUe VeOf-e[SOaQaWRU\ aQd ZiOO heOS eOiPiQaWe
SRVVibiOiWieV Rf XQQeceVVaU\ cRQfigXUaWiRQV, WheUeb\ aOOeYiaWiQg Whe bXUdeQ RQ
QeZeU NeWOSV eQgiQeeUV eYeQ WhRXgh Whe SROicieV WhePVeOYeV Pa\ haYe
beeQ eVWabOiVhed b\ a diffeUeQW WeaP Rf eQgiQeeUV iQ Whe SaVW.
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Single Touchpoint for Polic\bManagement
FRU heaOWhcaUe RUgaQi]aWiRQV WhaW VcaOe be\RQd Whe OiPiWV Rf a ViQgOe CiVcR
DNA CeQWeU cOXVWeU iQ WheiU SD-AcceVV eQYiURQPeQW, Whe RSWiRQ e[iVWV WR
deSOR\ PXOWiSOe CiVcR DNA CeQWeU cOXVWeUV WhaW caQ iQWegUaWe ZiWh a ViQgOe
CiVcR ISE deSOR\PeQW. ThiV UedXceV Whe cRPSOe[iW\ Rf SROic\ PaQagePeQW iQ
a OaUge heaOWhcaUe eQWeUSUiVe b\ VXSSRUWiQg Whe VaPe SROic\ fUaPeZRUN WR be
eVWabOiVhed acURVV aOO CiVcR DNA CeQWeUV, PaQagiQg diffeUeQW UegiRQV Rf Whe
QeWZRUN. FRU PRUe deWaiOV, UefeU WR Whe MXOWiSOe CiVcR DNA CeQWeU WR SiQgOe
ISEbVecWiRQ iQ Whe AUchiWecWXUe OYeUYieZ chaSWeU.
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Deplo\ment Options

The e[aPSOeV giYeQ iQ WhiV VecWiRQ aUe baVed RQ CiVcRɁV RbVeUYaWiRQV Rf
heaOWhcaUe cXVWRPeU deSOR\PeQWV. AQ\ QXPbeUV giYeQ dR QRW UeSUeVeQW a
haUd OiPiW RU Pa[iPXP. The VcaOe VhRXOd aOZa\V be deWeUPiQed b\ Whe deYice
beiQg deSOR\ed aQd Whe iQfRUPaWiRQ SUeVeQWed iQ Whe CiVcR DNA CeQWeU
daWaVheeW.

If Whe SURYideU cORXd iV WAN RU MAN, WheQ eiWheU IP TUaQViW RU SD-AcceVV
TUaQViW aUe YiabOe RSWiRQV deSeQdiQg RQ WAN/MAN chaUacWeUiVWicV aQd RWheU
facWRUV VXch aV WUaffic SURfiOe aQd W\Se.
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Figure 4.9: Large Healthcare Campus, Branch LAN, and WLAN view
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If Whe SURYideU cORXd iV SD-WAN eQabOed, WheQ IP TUaQViW ZiOO be Whe PRVW
cRPPRQ RSWiRQ.

Micro/Mobile Clinic

TheVe ViWeV W\SicaOO\ VXSSRUW feZeU WhaQ 50 XVeUV/deYiceV, eVSeciaOO\ iQ
PRbiOe cOiQic deSOR\PeQWV.

Figure 4.10: Micro/Mobile Clinic design
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Small Clinic

TheVe ViWeV W\SicaOO\ VXSSRUW feZeU WhaQ 1,000 XVeUV/deYiceV aQd 50 APV.

Figure 4.11: Small Clinic design
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Medium Si]e Clinic

TheVe ViWeV W\SicaOO\ VXSSRUW feZeU WhaQ 5,000 XVeUV. FabUic-eQabOed AP
VcaOe ZiOO XVXaOO\ UeTXiUe dedicaWed WLCV iQVWead Rf ePbeddiQg RQ Whe
BRUdeU NRdeV. Edge NRde cRXQW ZiOO RfWeQ UeTXiUe dedicaWed FabUic BRUdeU
NRdeV iQVWead Rf FabUic iQ a BR[. IW iV PRVW cRPPRQ WR haYe CRORcaWed
BRUdeU NRdeV aQd CRQWURO POaQe NRdeV.

Figure 4.12: Medium Si]e Clinic design
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Large Clinic

TheVe ViWeV W\SicaOO\ VXSSRUW feZeU WhaQ 25,000 XVeUV. FabUic-eQabOed AP
VcaOe ZiOO UeTXiUe dedicaWed WLCV iQVWead Rf ePbeddiQg RQ Whe BRUdeU
NRdeV. Edge NRde cRXQW ZiOO RfWeQ UeTXiUe a DiVWUibXWiRQ La\eU WhaW iV jXVW
iQWeUPediaWe QRdeV cRQQecWed WR dedicaWed BRUdeU NRdeV. IW iV PRVW
cRPPRQ WR haYe CRORcaWed BRUdeU NRdeV aQd CRQWURO POaQe NRdeV. ShaUed
VeUYiceV caQ be XVed ZheUe SaWieQWV, dRcWRUV, aQd deYiceV cRQQecWed
WhURXgh ViUWXaO NeWZRUNV Qeed WR WaON WR each RWheU.

Figure 4.13: Large Clinic design
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Summar\

GiYeQ WheiU eQYiURQPeQWV' cUiWicaOiW\ aQd SUiYac\ UeTXiUePeQWV, heaOWhcaUe
RUgaQi]aWiRQV face XQiTXe chaOOeQgeV ZheQ deSOR\iQg a QeWZRUN
iQfUaVWUXcWXUe. WheQ deVigQiQg WheiU QeWZRUNV, Whe\ PXVW be e[WUa YigiOaQW WR
eQVXUe WhaW daWa iQWegUiW\, ZRUNeU aQd SaWieQW VafeW\, aQd RSeUaWiRQaO
UeViOieQc\ aUe PaiQWaiQed aW Whe higheVW OeYeOV.

IQ WhiV chaSWeU, Ze VhRZed hRZ CiVcR SD-AcceVV SURYideV a VecXUe,
d\QaPic, UeViOieQW VROXWiRQ WhaW addUeVVeV Whe PRVW dePaQdiQg XVe caVeV
aQd chaOOeQgeV faced b\ heaOWhcaUe RUgaQi]aWiRQV. WiWh Whe addiWiRQ Rf CiVcR
DNA CeQWeU caSabiOiWieV VXch aV EQdSRiQW AQaO\WicV aQd EcRV\VWeP PaUWQeU
aSSOicaWiRQV VXch aV CiVcR DNA SSaceV, CiVcR SD-AcceVV eQVXUeV WhaW
heaOWhcaUe RUgaQi]aWiRQV caQ deOiYeU Whe cUiWicaO VeUYiceV dePaQded b\ WheiU
XVeUV aQd cXVWRPeUV.





Cisco SD-Access for
Large Enterprises and
Governments
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Introduction

Enterprise NetworkbIntroduction
CRPSXWeU QeWZRUNV aUe OiNe fiQgeUSUiQWV: each iV diffeUeQW aQd bXiOW WR
addUeVV Whe RUgaQi]aWiRQ'V bXViQeVV QeedV. EQWeUSUiVe NeWZRUNV RZQed b\
PXOWiQaWiRQaO cRUSRUaWiRQV aQd gRYeUQPeQWV aUe VRPe Rf Whe OaUgeVW
QeWZRUNV iQ e[iVWeQce. The\ aUe cRPSRVed Rf hXQdUedV Rf VZiWcheV aQd
PXOWiSOe CaPSXV ORcaWiRQV cRQViVWiQg Rf WhRXVaQdV Rf XVeUV aQd eQdSRiQWV.

IQ PRVW caVeV, Whe fROORZiQg chaUacWeUiVWicV deVcUibe aQ EQWeUSUiVe NeWZRUN:

ɉ The EQWeUSUiVe NeWZRUN iV a Pi[ Rf PXOWiSOe OaUge, PediXP, aQd
VPaOO caPSXVeV

ɉ IQdiYidXaO CaPSXV ORcaWiRQV cRQViVW Rf PXOWiSOe bXiOdiQgV ZiWh PXOWiSOe
fORRUV cRQQecWed W\SicaOO\ WhURXgh daUN fibeU

ɉ DedicaWed OeaVed OiQeV cRQQecW OaUge caPSXVeV, daWa ceQWeUV, aQd
CaUUieU NeXWUaO FaciOiWieV (CNFV) acURVV geRgUaShic ORcaWiRQV

ɉ IQWeUQeW acceVV iV ceQWUaOi]ed fRU WheVe CaPSXVeV, aQd WUaffic egUeVV
a VecXUiW\ VWacN

WiWhiQ Whe YeUWicaO Rf EQWeUSUiVe NeWZRUNV, WheUe aUe WhUee W\SicaO W\SeV Rf
QeWZRUNV: GRYeUQPeQW, LaUge EQWeUSUiVe, aQd MaQaged SeUYiceV PURYideU
(MSP). Each QeWZRUN Pa\ haYe PaQ\ feaWXUeV iQ cRPPRQ, bXW WheUe aUe
VSecific chaOOeQgeV WhaW each W\Se Rf QeWZRUN ZiOO Qeed WR VROYe.
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Challenges

SRPe Rf Whe cRPPRQ RUgaQi]aWiRQV aQd Whe chaOOeQgeV VeeQ iQ Whe
EQWeUSUiVe NeWZRUNV iQcOXde Whe fROORZiQg:

Government Agencies

ɉ GRYeUQPeQW ageQcieV VXch aV fedeUaO, VWaWe, aQd ORcaO gRYeUQPeQWV
Qeed eQd-WR-eQd QeWZRUN VegPeQWaWiRQ fRU VecXUiW\ UeaVRQV.

ɉ GRYeUQPeQW ageQcieV haYe VecXUiW\ PaQdaWeV UeTXiUiQg QeWZRUNV WR
be aiU gaSSed.

ɉ FedeUaO ageQcieV haYe VWUiQgeQW UeTXiUePeQWV fRU WheiU VLANV Zhich
aUe fi[ed TXaQWiW\ UeVRXUceV. OYeUOaSSiQg VLAN IDV aUe aYRided
XQOeVV WheUe aUe QR RWheU RSWiRQV aYaiOabOe.

IT as a Business (ITaaB)

ɉ LaUge EQWeUSUiVe NeWZRUNV aUe PRYiQg WR a cRVW mRdelbZhich aOORZV
WheP WR iQWeUQaOO\ cURVV-chaUge WheiU deSaUWPeQWV WR UecRYeU Whe
e[SeQVeV iQYROYed iQ QeWZRUN VXSSRUW.

ɉ IQdiYidXaO WeQaQW cRQVXPeUV Rf Whe IT QeWZRUN PXVW be iVROaWed,
WhRXgh each WeQaQW QeedV acceVV WR a cRPPRQ VeW Rf VhaUed
VeUYiceV.

ɉ EQWeUSUiVe NeWZRUNV haYe VigQificaQW RUgaQic gURZWh. IP addUeVV
VSace PXVW be SUeVeUYed aQd PaiQWaiQed fRU VecXUiW\ aQd cRPSOiaQce
SXUSRVeV aV Whe QeWZRUN e[SaQdV.
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Managed Service Providers

ɉ MaQaged SeUYice PURYideUV (MSPV) PaQage WheiU cXVWRPeU'V IT
iQfUaVWUXcWXUe aQd eQd-XVeU V\VWePV.

ɉ MSPV SURYide a VeW Rf da\-WR-da\ PaQagePeQW VeUYiceV VXch aV
QeWZRUN aQd iQfUaVWUXcWXUe PaQagePeQW aORQg ZiWh VecXUiW\ aQd
PRQiWRUiQg VeUYiceV.

ɉ MSPV PXVW haYe YiVibiOiW\ iQWR WheiU QeWZRUN WR NQRZ ZhaW XVeUV aQd
deYiceV aUe cRQQecWed WR Whe QeWZRUN aQd hRZ aSSOicaWiRQV aUe
SeUfRUPiQg iQ Whe QeWZRUN.

ɉ MSPV PXVW addUeVV SRWeQWiaO PajRU QeWZRUN iVVXeV SURacWiYeO\.

Other Enterprise Networks

ɉ NeWZRUN-OeYeO aQd VeUYice-OeYeO UeViOieQc\ PXVW e[iVW acURVV
geRgUaShicaOO\ diVSeUVed QeWZRUNV.

ɉ LaWeQc\ URXQd-WUiS-WiPe (RTT) beWZeeQ PaQagePeQW V\VWePV aQd
PaQaged deYiceV haV cUeaWed a Qeed fRU PXOWiSOe PaQagePeQW
V\VWePV fRU diffeUeQW UegiRQV Rf Whe gORbe.

ɉ BUiQg YRXU OZQ DeYice (BYOD) PRdaOiWieV aOORZ ePSOR\eeV WR
bUiQgbSeUVRQaO deYiceV. MRbiOe DeYice MaQagePeQW (MDM) SOaWfRUPV
WhaW RQbRaUd WheVe BYOD deYiceV PXVW be iQcRUSRUaWed iQWR Whe
deVigQ.

ɉ SSeciaOi]ed ASSOicaWiRQ VeUYeUV aQd aXdiR/YideR deYiceV VXSSRUW
AcceVV La\eU VZiWcheV iQVWead Rf jXVW daWa ceQWeUV.
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Customer Solutions

The fROORZiQg VecWiRQ ZiOO deVcUibe VRPe Rf Whe PRVW cRPPRQ XVe caVeV Rf
LaUge EQWeUSUiVe NeWZRUNV.

Government Agencies
Government Departments Isolation via Virtual Networks
MaQ\ GRYeUQPeQW ageQcieV haYe VegPeQWed WheiU QeWZRUNV WR achieYe
cRQVROidaWiRQ ZhiOe PaiQWaiQiQg VeSaUaWiRQ aQd iVROaWiRQ. DeSOR\iQg PXOWiSOe
ViUWXaO NeWZRUNV iV aOVR aQ effecWiYe Za\ WR iQcUeaVe Whe ReWXUQ RQ
IQYeVWPeQW (ROI) Rf aVVeWV aQd UedXce Whe RYeUaOO cRVW Rf iPSOePeQWaWiRQ.

IP Address Management and Conservation
TUadiWiRQaOO\, QeWZRUN beVW SUacWiceV UecRPPeQded XViQg aQ IP VXbQeW XViQg
24 QeWZRUN biWV (/24) fRU XVeUV aQd eQdSRiQWV. MRVW QeWZRUNV fRU EQWeUSUiVeV
aUe deVigQed ZiWh PXOWiSOe VXbQeWV Rf WhiV Vi]e acURVV WheiU acceVV QeWZRUN.
ThiV UeVXOWV iQ a OaUge QXPbeU Rf La\eU 3 SZiWched ViUWXaO IQWeUfaceV (SVIV) RQ
DiVWUibXWiRQ La\eU VZiWcheV.

The dUiYiQg fRUce behiQd QeWZRUNV XViQg VXbQeWV Rf WhiV Vi]e (/24) ZaV WR
OiPiW bURadcaVW WUaffic iQ WhaW La\eU 2 FORRdiQg dRPaiQ. TR addUeVV WhiV
chaOOeQge, aQ SD-AcceVV QeWZRUN, b\ defaXOW, dReV QRW fORRd bURadcaVW
WUaffic. The UeVXOW iV WhaW Whe WRWaO QXPbeU Rf IP VXbQeWV fRU XVeUV aQd
eQdSRiQWV caQ be UedXced b\ XViQg VXbQeWV ZiWh a VPaOOeU QXPbeU Rf
QeWZRUN biWV. ThiV, iQ WXUQ, SURYideV PRUe hRVW addUeVVeV, VXch aV XViQg a
/20.

AV Whe WRWaO QXPbeU Rf VXbQeWV iV UedXced, Whe SeUfRUPaQce Rf Whe GORbaO
RRXWiQg TabOe iV iQcUeaVed. IQ addiWiRQ, WhiV SURYideV a fUeVh VWaUW iQ
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VWaQdaUdi]iQg Whe IP addUeVV VchePa fRU Whe gORbaO deSOR\PeQW. IQ PRVW
caVeV, RUgaQic gURZWh iQ aQ RUgaQi]aWiRQ OeadV WR QRQ-VXPPaUi]abOe IP
addUeVVeV acURVV Whe QeWZRUN.

AQRWheU PajRU adYaQWage Rf WhiV fOe[ibiOiW\ iV Whe CXVWRP VLAN caSabiOiW\ iQ
CiVcR DNA CeQWeU. CXVWRP VLAN aOORZV \RX WR PigUaWe bURZQfieOd QeWZRUNV
WhaW UeTXiUe IP SRUWabiOiW\ XViQg Whe VaPe VLAN IDV Zhich aUe cRQfigXUed iQ a
Oegac\ QeWZRUN. HaYiQg fOe[ibiOiW\ iV cUXciaO aV iW VcaOeV Whe PigUaWiRQ Rf
eQdSRiQWV ZiWh VWaWic IP addUeVVeV. ThiV PeaQV Whe VaPe QeWZRUNV aQd VWaWic
IP addUeVVeV RQ eQdSRiQWV caQ cRQWiQXe WR be XVed.

Air GapbSupport
MaQ\ gRYeUQPeQW ageQcieV UeTXiUe VXSSRUW fRU aiU gaSb deSOR\PeQW Ƚ
eVSeciaOO\ fRU CiVcR DNA CeQWeU. TRda\, if Ze haYe WR deSOR\ CiVcR DNA
CeQWeU iQ aQ aiU gaSbeQYiURQPeQW, Whe deSOR\PeQW Rf aQ\ SD-AcceVVbFabUic
PaQaged b\ WhaW CiVcR DNA CeQWeU caQ aOVR be VXSSRUWed iQ WhaW PRde. AQ
aiU gaS iV a highO\ UeTXeVWed feaWXUe fRU gRYeUQPeQW ageQcieV RZiQg WR WheiU
Qeed WR be cRPSOeWeO\ diVcRQQecWed fURP Whe IQWeUQeW fRU VecXUiW\ UeaVRQV.
AQ aiU gaS QeWZRUN iV a WRS UeTXiUePeQW iQ DefeQVe, NaWiRQaO SecXUiW\
AgeQcieV, aQd PaQ\ RWheUV.



CiVcR SD-AcceVV fRU LaUge EQWeUSUiVeV aQd GRYeUQPeQWV 131

Inter-Agenc\ Audits

B\ hRVWiQg diffeUeQW ageQcieV iQ diffeUeQW ViUWXaO NeWZRUNV (VNV)/ViUWXaO
RRXWiQg aQd FRUZaUdiQg (VRF) WabOeV, iVROaWiRQ iV achieYed iQVide Whe FabUic.
IQ VeOecWiYe caVeV, WheUe iV a Qeed WR haYe cRPPXQicaWiRQV beWZeeQ
eQdSRiQWV iQ diffeUeQW VRFV. FRU e[aPSOe, aQ eQgiQeeU iQ a CRQWUacWRU VRF
PighW Qeed WR Ueach RXW WR Whe IRT VRF WR XSgUade VRfWZaUe UePRWeO\ RQ a
VeQVRU Yia a FiUeZaOO. ThiV caQ be eaViO\ achieYed iQ Whe CiVcR SD-AcceVV
VROXWiRQ, ZheUe Whe BRUdeU haQdRff Rf each VRF cRQQecWV WR a FiUeZaOO. UViQg
eiWheU d\QaPic URXWiQg RU defaXOW URXWiQg, WUaffic caQ be URXWed WhURXgh Whe
FiUeZaOO fRU iQVSecWiRQ.

Figure 5.1: Inter-Virtual Network route leaking with Peer device
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Access to Shared Services

TheUe iV aOZa\V a Qeed WR acceVV ShaUed SeUYiceV OiNe DHCP, DNS, aQd
IQWeUQeW, aPRQg RWheUV. TUadiWiRQaO PeWhRdV Rf URXWe-OeaNiQg UeVXOW iQ
dXSOicaWe URXWeV beiQg iQVWaOOed iQ each VRF. ThiV OeadV WR aQ iQcUeaVe iQ Whe
XWiOi]aWiRQ Rf Whe TeUQaU\ CRQWeQW AddUeVVabOe MePRU\ (TCAM) RQ QeWZRUN
deYiceV.

CiVcR SD-AcceVV SURYideV aQ efficieQW PeWhRd Rf iQWeU-VRF URXWiQg ZiWhRXW
iQcUeaViQg Whe TCAM XWiOi]aWiRQ. ThiV feaWXUe iV caOOed SD-AcceVV E[WUaQeW.
YRX dR QRW Qeed a SeeU deYice WR SeUfRUP Whe URXWe-OeaNiQg; Whe URXWe-
OeaNiQg iV dRQe iQWeUQaOO\ ZiWhiQ Whe FabUic. IQ VXch VceQaUiRV, SD-
AcceVVb SURYideV Whe fOe[ibiOiW\ fRU WUaffic WR be VeOecWiYeO\ fRUZaUded,
eQfRUced, aQd aXdiWed b\ a fiUeZaOO, aV VhRZQ iQ FigXUe 5.2.

Figure 5.2: Inter-Virtual Network route leaking with SD-Access E[tranet
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IPv6 mandates in the Underla\ from Government Agencies
(Reference to future solutions coming)
IPY6 iV RQe Rf Whe PRVW debaWed WRSicV aQd haV WZR diffeUeQW YeUViRQV
deSeQdiQg RQ Whe RUgaQi]aWiRQ. FRU PRVW PXOWiQaWiRQaO cRPSaQieV, XViQg IPY4
addUeVVeV iV QRW aQ iVVXe aV Whe\ haYe a OaUge aOORcaWiRQ Rf IPY4 addUeVVeV
fRU cRQVXPSWiRQ. HRZeYeU, VRPe gRYeUQPeQW ageQcieV haYe a PaQdaWe WR
VWaUW XViQg IPY6 addUeVVeV. SD-AcceVV VXSSRUWV IPY6 iQ Whe OYeUOa\ fRU Whe
cOieQWV aQd eQdSRiQWV. ReceQW PaQdaWeV ZiWh YaUiRXV gRYeUQPeQWV aUe
UeTXiUiQg iQfUaVWUXcWXUe IPV WR be IPY6 aQd UedXce deSeQdeQc\ RQ IPY4
addUeVViQg.

NRWe: IPY6 iQ Whe FabUic UQdeUOa\ iV a feaWXUe VWiOO XQdeU deYeORSPeQW.
AYaiOabiOiW\ Rf WhiV feaWXUe cRPeV afWeU Whe SXbOicaWiRQ Rf WhiV bRRN.

IT as a Business (ITaaB)
Shared Infrastructure using IT as a Cost Center
HiVWRUicaOO\, IQfRUPaWiRQ TechQRORg\ (IT) haV aOZa\V beeQ VeeQ aV a cRVW
ceQWeU fRU aQ RUgaQi]aWiRQ. WiWh high UeVRXUce aQd RSeUaWiRQaO cRVWV, IT had
aOZa\V beeQ VORZ iQ WUaQVfRUPaWiRQ, OeadiQg WR aQ eQWeUSUiVe'V VORZ adRSWiRQ
Rf digiWi]aWiRQ. CiVcR DNA CeQWeU, aORQg ZiWh SD-AcceVV, heOSV ZiWh QRW jXVW
Whe VWaQdaUdi]aWiRQ Rf aOO IP VeUYice RffeUiQgV acURVV Whe eQWeUSUiVe bXW aOVR
ZiWh a ViQgOe SaQe Rf gOaVV WhaW SURYideV a YieZ iQWR PaQagiQg diffeUeQW
deSaUWPeQWV ZiWhiQ a LaUge EQWeUSUiVe NeWZRUN.

ITaaB ZRUNV b\ RffeUiQg VWaQdaUd VeUYiceV WR diffeUeQW bXViQeVV XQiWV ZiWhiQ
aQ RUgaQi]aWiRQ. FRU e[aPSOe, if a UegiRQaO ViWe iQ a ciW\ iV XVed aV a VaOeV
Rffice, Whe\ ZRXOd be SURYided a caWaORg Rf VWaQdaUd Sh\VicaO aUchiWecWXUe
deSeQdiQg RQ Whe QXPbeU Rf XVeUV RU cUiWicaOiW\ Rf Whe ViWe. The VaOeV
RUgaQi]aWiRQ SicNV Whe QeWZRUN deVigQ, aQd Whe IT WeaP deSOR\V aQd
PaQageV WheP ZiWh SD-AcceVV SURYidiQg high UeViOieQc\ aQd cRQViVWeQW
VecXUiW\ SROic\ fRU a UecXUUiQg cURVV chaUge WRZaUdV Whe VaOeV deSaUWPeQW. If
WhaW VaPe bXiOdiQg iV XVed fRU RWheU deSaUWPeQWV VXch aV ReVeaUch aQd
DeYeORSPeQW (R&D) iQ Whe fXWXUe, Whe cRVW ZiOO be VhaUed acURVV WZR
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deSaUWPeQWV. NeZ deSaUWPeQWV caQ be UaSidO\ deSOR\ed XViQg Whe
aXWRPaWed ZRUNfORZV fURP CiVcR DNA CeQWeU (UefeU WR WRSRORg\ iQ VRF
iVROaWiRQ VecWiRQ).

Technolog\ IT Services
MRUe iQdXVWUieV acURVV PaQ\ diffeUeQW YeUWicaOV aUe OeYeUagiQg Whe
WechQRORgicaO e[SeUWiVe Rf WhiUd-SaUW\ IT VeUYiceV WechQRORg\ cRPSaQieV iQ
deYeORSiQg aQd PaiQWaiQiQg WheiU IT aSSOicaWiRQV aQd V\VWePV. SXch IT
VeUYiceV cRPSaQieV aUe LaUge EQWeUSUiVeV b\ WhePVeOYeV, SURYidiQg VeUYice
WR aOO Rf WheiU cOieQWV b\ ePSOR\iQg a ZRUNfRUcebWhaW iV dedicaWed WR diffeUeQW
cXVWRPeU accRXQWV. SXch cXVWRPeUV VeeN a highb OeYeO Rf VecXUiW\ aQd
iVROaWiRQ ZiWhiQ Whe QeWZRUN iQfUaVWUXcWXUe Rf Whe IT VeUYiceV cRPSaQieV WR
eQVXUe WhaW WheUe iV QR cRPSURPiVe WR Whe VecXUiW\ Rf WheiU aSSOicaWiRQV aQd
daWa.

SD-AcceVV SURYideV fOe[ibiOiW\ WR VXch IT VeUYiceV cRPSaQieV b\ SURYidiQg
iVROaWiRQ aW WZR diffeUeQW OeYeOV.

NetZork Isolation

The PRVW VWUaighWfRUZaUd aQd cRPPRQ PRdeO WR SURYide iVROaWiRQ fRU WeQaQWV
Rf IT VeUYiceV cRPSaQieV iV WR VegUegaWe WheP iQWR diffeUeQW ViUWXaO NeWZRUNV
(VNV). SD-AcceVV VXSSRUWV XS WR 256 VRFV WR be VeW XS ZiWhiQ a giYeQ
FabUic SiWe WR SURYide cRPSOeWe iVROaWiRQ beWZeeQ WeQaQWV ZiWhiQ each ViUWXaO
NeWZRUN.
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Fabric Zones

LaUge caPSXVeV aUe cRPSUiVed Rf QeWZRUNV acURVV PaQ\ bXiOdiQgV. The IT
WeaPV haYe aQ IP VchePa ZheUe Whe\ PaS VXbQeWV WR VRPe Rf Whe bXiOdiQgV
aQd XVe iW aV a geRgUaShic ideQWiW\ ZiWhiQ Whe caPSXV. CiVcR SD-AcceVV
cRQfigXUeV aOO Whe OYeUOa\ VXbQeWV RQ aOO Edge NRdeV b\ defaXOW. ThiV PighW
QRW be Whe deViUed behaYiRU iQ WhiV caVe. UViQg Whe FabUic ZRQeV caSabiOiW\,
\RX caQ cRQVWUaiQ ceUWaiQ VXbQeWV iQ ceUWaiQ bXiOdiQgV RU fORRUV, SUeVeUYiQg
Whe SUeYiRXV IP VchePa. UViQg FabUic ZRQeV, \RX caQ aVVigQ diffeUeQW Edge
NRdeV WR be iQ VeSaUaWe ]RQeV VR WhaW QR RWheU QeWZRUN deYice RQ Whe VaPe
ViWe iV eQabOed ZiWh Whe VaPe VeW Rf VXbQeWV.

Figure 5.3: IT as a Business E[ample
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IQ Whe FabUic SiWe deVigQ VhRZQ iQ FigXUe 5.4, \RX XVe a ViQgOe OaUge FabUic
SiWe ZiWh PXOWiSOe Edge NRdeV. The FabUic SiWe XVeV 5 ViUWXaO NeWZRUNVb Ƚ
GUa\, Red, BOacN, BOXe, aQd PiQN ZiWh IP SXbQeW: 10.1.1.0/24, 10.1.2.0./24,
10.2.1.0/24, 10.2.2.0/24, 10.2.3.0/24. TZR FabUic ZRQeV Ƚ GUeeQ aQd
OUaQge Ƚ aUe cRQfigXUed ZiWhiQ WhiV FabUic SiWe. WiWh WhiV deVigQ, FabUic Edge
VZiWcheV iQ Whe GUeeQ FabUic ZRQe ZiOO be cRQfigXUed ZiWh RQO\ PiQN, BOXe,
aQd BOacN ViUWXaO NeWZRUN aQd UeOaWed VXbQeW cRQfigXUaWiRQV. FabUic Edge
VZiWcheV iQ Whe OUaQge FabUic ZRQe ZiOO be cRQfigXUed ZiWh GUa\, Red, PiQN,
aQd BOacN ViUWXaO NeWZRUNV aQd UeOaWed VXbQeW cRQfigXUaWiRQV.

YRX caQ e[WeQd Whe VaPe FabUic ZRQe cRQceSW fRU diffeUeQW W\SeV Rf MediXP
aQd LaUge FabUic SiWeV WR haYe beWWeU PaQagePeQW cRQWURO.

Multisite Remote Border

FRU ceUWaiQ RWheU WeQaQWV Rf IT SeUYiceV cRPSaQieV, iW iV QRW eQRXgh WR jXVW
]RQe WheiU VXbQeWV iQWR e[cOXViYe VZiWcheV. TeQaQWV Pa\ aOVR VeeN Whe

Figure 5.4: Fabric Zones
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deSOR\PeQW Rf e[cOXViYe BRUdeU aQd CRQWURO POaQe NRdeV fRU WheiU ViUWXaO
NeWZRUNV fRU fXOO iVROaWiRQ. SD-AcceVV VXSSRUWV MXOWiViWe RePRWe BRUdeUV
ZheUeb\ VSecific ViUWXaO NeWZRUNV caQ be WeUPiQaWed RQ VSecific FabUic aQd
CRQWURO POaQe NRdeV ZiWhRXW VhaUiQg WhRVe ZiWh aQ\ RWheU WeQaQWV UXQQiQg RQ
Whe VaPe iQfUaVWUXcWXUe. ThiV MXOWiViWe RePRWe BRUdeU feaWXUe caQ aOVR be
XVed WR WeUPiQaWe VRFV acURVV ViWeV aV ZeOO. The PRVW cRPPRQ aSSOicaWiRQ
Rf WhiV feaWXUe iV iQ SURYidiQg GXeVW acceVV acURVV ViWeV. ThiV aOORZV Whe
RUgaQi]aWiRQ WR haYe a cRPPRQ GXeVW VXbQeW acURVV PaQ\ iQdiYidXaO FabUic
SiWeV aQd fXQQeOV aOO Whe GXeVW WUaffic WR a ceQWUaO ViWe ZheUe Whe MXOWiViWe
RePRWe BRUdeU iV ORcaWed. FigXUe 5.5 deSicWV Whe TeQaQW XVe caVe.

Figure 5.5: Multi-Tenant Fabric with Multisite Remote Border
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Fabric as a Tenant Ƚ Managed Service
Providers (MSP)
MaQaged SeUYice PURYideUV (MSPV) aUe aQRWheU VeW Rf EQWeUSUiVe NeWZRUNV
ZiWh a OiWWOe diffeUeQW XVe caVe WhaQ ITaaB. FRU MSPV, WheiU cXVWRPeUV XVe Whe
MSPɁV SD-AcceVV PaQaged iQfUaVWUXcWXUe aV a PeaQV Rf WUaQVSRUW WR acceVV
ceQWUaOi]ed aSSOicaWiRQV ZiWhiQ Whe MSPɁV QeWZRUN. The SD-AcceVV
iQfUaVWUXcWXUe iV cRPSOeWeO\ PaQaged b\ Whe MSP, UeVWUicWiQg PaQagePeQW
acceVV WR WheiU cXVWRPeUV. The FabUic aV a WeQaQW deVigQ ZaUUaQWV a QeWZRUN
WhaW caQ be fOe[ibOe eQRXgh WR be deSOR\ed RQ dePaQd ZiWh a VecXUiW\ SROic\
WR eQVXUe QR WZR cXVWRPeU QeWZRUNV caQ cRPPXQicaWe ZiWh each RWheU. IQ
addiWiRQ, OaUge MSPV caQ VhaUe high-SeUfRUPaQce haUdZaUe fRU PXOWiSOe
cXVWRPeUV ZiWhRXW WaNiQg aQ\ dRZQWiPe iQ SURYiViRQiQg QeZ VeUYiceV.

AQ e[aPSOe Rf aQ eQWeUSUiVe acWiQg aV aQ MSP iV a cRXQW\ IT WeaP PaQagiQg
Whe iQfUaVWUXcWXUe WhaW VXSSRUWV ageQcieV VXch aV SROice, fiUe, aPbXOaQce,
aQd VchRROV. Each Rf WheVe ZiOO haYe iWV RZQ XQiTXe SROic\ UeTXiUePeQWV, bXW
Whe\ ZaQW WR VhaUe Whe VaPe haUdZaUe WR aYRid Whe cRVW Rf deSOR\iQg a
dedicaWed QeWZRUN fRU each.

B\ XViQg CiVcR SD-AcceVV, LaUge EQWeUSUiVeV ZRUNiQg aV MSPV caQ PRUe
eaViO\ aQd fOe[ibO\ deOiYeU Whe VeUYiceV UeTXiUed b\ WheiU cXVWRPeUV ZhiOe
XViQg CiVcR DNA CeQWeU aV a ViQgOe WRXchSRiQW fRU QeWZRUN RSeUaWiRQV.
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Figure 5.6: Managed Service Providers (MSP) Ƚ Fabric as Tenant

Figure 5.7: Managed Service Provider Ƚ Shared infrastructure with VRF-based isolation
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Other Enterprise Use Cases
LaUge eQWeUSUiVe deSOR\PeQWV VSUead acURVV Whe gORbe UeTXiUe PXOWiSOe
CiVcR DNA CeQWeUV WR be deSOR\ed WR PeeW VcaOe, QeWZRUN OaWeQc\, aQd/RU
gORbaO cRPSOiaQce UeTXiUePeQWV. MXOWiSOe CiVcR DNA CeQWeU cOXVWeUV caQ be
iQWegUaWed iQWR a ViQgOe CiVcR ISE, SURYidiQg a ceQWUaOi]aWiRQ aQd
VWaQdaUdi]aWiRQ Rf AXWheQWicaWiRQ, AXWhRUi]aWiRQ, aQd SecXUiW\ GURXS PROic\
acURVV Whe eQWeUSUiVe.

Multiple Cisco DNA Center
CiVcR IdeQWiW\ SeUYice EQgiQe caQ VcaOe XS WR 2 PiOOiRQ eQdSRiQWV. CiVcR DNA
CeQWeU V\VWePV caQ VXSSRUW aQ eQdSRiQW aQd QeWZRUN deYice VcaOe baVed RQ
diffeUeQW CiVcR DNA CeQWeU PRdeOV, Zhich UaQge fURP 25K WR 300K
eQdSRiQWV aQd 500 WR 8000 QeWZRUN deYiceV. YRX caQ iQWegUaWe XS WR 5 CiVcR
DNA CeQWeU V\VWePV (VWaQdaORQe RU cOXVWeUV) ZiWh RQe CiVcR ISE V\VWeP, bXW
\RX caQQRW iQWegUaWe CiVcR DNA CeQWeU ZiWh PRUe WhaQ RQe CiVcR ISE
V\VWeP.

If \RX haYe aQ e[WeQViYe QeWZRUN WhaW e[WeQdV be\RQd a ViQgOe CiVcR DNA
CeQWeU-VXSSRUWed eQdSRiQW/QeWZRUN deYice VcaOe, Whe MXOWiSOe CiVcR DNA
CeQWeU WR SiQgOe CiVcR ISE feaWXUe caQ aVViVW \RX iQ WaNiQg fXOO adYaQWage Rf
CiVcR DNA CeQWeU b\ iQWegUaWiQg PXOWiSOe CiVcR DNA CeQWeU V\VWePV
(VWaQdaORQe RU cOXVWeUV) ZiWh a ViQgOe CiVcR ISE. The MXOWiSOe CiVcR DNA
CeQWeU WR SiQgOe CiVcR ISE feaWXUe eQabOeV VWaQdaUd SROic\ aQd RWheU CiVcR
ISE feaWXUeV acURVV aOO iQWegUaWed CiVcR DNA CeQWeUV aQd UeOaWed COieQW
EQdSRiQW/NeWZRUN deYiceV.

Inter-Geographical-Region Communication

IQ LaUge EQWeUSUiVeV, ZheQ \RX deSOR\ Wheb MXOWiSOe CiVcR DNA CeQWeU WR
SiQgOe CiVcR ISEbVROXWiRQ, each CiVcR DNA CeQWeU PaQageV iWV RZQ QeWZRUN
deYiceV aQd FabUic SiWeV. TR eQVXUe aQd PaiQWaiQ eQd-WR-eQd SURSagaWiRQ Rf
SecXUe GURXS TagV (SGTV) fRU WUaffic fURP RQe CiVcR DNA CeQWeU-cRQWUROOed
SD-AcceVV FabUic WR aQRWheU FabUic, Whe beVW RSWiRQ iV WR XVe a ShaUed SD-
AcceVV TUaQViW. A ShaUed SD-AcceVV TUaQViW CRQWURO POaQe NRde caQ be
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cUeaWed ZiWh RQe CiVcR DNA CeQWeU, Zhich caQ add/deOeWe/PRdif\ Whe ViWe,
bXW RWheU CiVcR DNA CeQWeUV caQ XVe iW aV a Uead-RQO\ VhaUed TUaQViW
CRQWURO POaQe NRde. TR eQVXUe FabUic SiWeV cUeaWed RQ diffeUeQW CiVcR DNA
CeQWeUV caQ cRPPXQicaWe ZiWh each RWheU, Whe diffeUeQW FabUicV PXVW haYe
Whe VaPe VegPeQW aVVigQed WR Whe ViUWXaO NeWZRUN.

Bring Your Own Device/Guest Access
GXeVW RU BUiQg YRXU OZQ DeYice (BYOD) ZiUeOeVV acceVV SURYideV
diffeUeQWiaWed acceVV aQd XVeU SROic\ WR NQRZQ/XQNQRZQ deYiceV. GXeVW RU
BYOD acceVV caQ be achieYed iQ aQ SD-AcceVV deVigQ b\ XViQg YaUiRXV
RSWiRQV VXch aV SWaWic URL RediUecW aQd RADIUS-BaVed ChaQge Rf
AXWhRUi]aWiRQ (CRA). CiVcR DNA CeQWeU caQ cRQfigXUe CeQWUaO Web
AXWheQWicaWiRQ (CWA), E[WeUQaO Web AXWheQWicaWiRQ (EWA), aQd hRWVSRW
SSIDV fRU CiVcR WLCV iQ Whe FabUic deVigQ. WiWh CiVcR ISE iQWegUaWed,
cXVWRPeUV caQ XVe CiVcR DNA CeQWeU aQd ISE BYOD ZRUNfORZV WR RQbRaUd
WheiU eQdSRiQWV b\ SURYiViRQiQg CeUWificaWe AXWhRUiW\ (CA) VigQed eQdSRiQW

Figure 5.8: Global SD-Access Deplo\ment with Cisco Multiple DNA Center to single Cisco ISE
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ceUWificaWeV aQd cRQfigXUiQg Whe QeWZRUN iQWeUface aQd OS QaWiYe VXSSOicaQW
WR XWiOi]e Whe SURYiViRQed ceUWificaWe fRU QeWZRUN acceVV.

Telepresence Devices
UVeU cRPSXWeUV aQd IP PhRQeV aUe Whe PRVW cRPPRQ deYiceV cRQQecWed WR
Whe Edge NRdeV. TheVe deYiceV caQ be SURfiOed, SRVWXUed, aQd
RQbRaUdedbiQWR Whe FabUic.

CeUWaiQ AXdiR/ViVXaO (AV) aQd WeOeSUeVeQce deYiceV UeTXiUe a La\eU 2 VLAN-
RQO\ iQfUaVWUXcWXUe ZiWh QR La\eU 3 cRQQecWiYiW\. IQ WhiV caVe, a La\eU 2
VXLAN NeWZRUN IdeQWifieU (L2VNI) fXQcWiRQaOiW\ iQ SD-AcceVV caQ be
OeYeUaged ZheUe a VLAN caQ be SURYiViRQed ZiWhRXW aQ\ La\eU 3 IP AddUeVV
PRRO. The SURYiViRQed VLAN caQ RSeUaWe iQ La\eU 2-RQO\ PRde, VaWiVf\iQg a
VceQaUiR ZheUe aQ AV YeQdRU XVXaOO\ iQVeUWV a VPaOO 8-SRUW XQPaQaged
La\eU 2 VZiWch WR cRQQecW PXOWiSOe AV cRPSRQeQWV WR cRPPXQicaWe ZiWh Whe
cRQWUROOeU.

Servers at the Edge
IQ PaQ\ eQWeUSUiVe QeWZRUNV, \RX caQ haYe ORcaO VeUYeUV OiNe FTP VeUYeUV,
Zeb VeUYeUV, daWabaVe VeUYeUV, ESXi VeUYeUV, aQd ORcaO aSSOicaWiRQ VeUYeUV.
TheVe VeUYeUV RfWeQ Qeed WR be acceVVed b\ XVeUV fURP diffeUeQW ViWeV, aQd
UeTXiUe High AYaiOabiOiW\ cRQQecWed aW Whe AcceVV La\eU. IQ VXch VceQaUiRV,
CiVcR DNA CeQWeU SURYideV Whe fXQcWiRQaOiW\ Rf cRQfigXUiQg WUXQN SRUWV RQ
Edge NRdeV, Zhich ZiOO aOORZ cXVWRPeUV WR deSOR\ VeUYeUV WhaW caQ caUU\
WUaffic fURP PXOWiSOe VXbQeWV.
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Deplo\ment Options

Fabric Site Si]es Ƚ Design Strateg\
IQ a CiVcR SD-AcceVV deSOR\PeQW deVigQ, \RX caQ cUeaWe feZeU, OaUgeU
FabUic SiWeV UaWheU WhaQ PXOWiSOe, VPaOOeU FabUic SiWeV. The deVigQ VWUaWeg\ iV
WR haYe a OaUgeU FabUic SiWe Vi]e ZhiOe PiQiPi]iQg WRWaO ViWe cRXQW, Zhich caQ
heOS UedXce PaQagePeQW RYeUhead. LaUgeU FabUic SiWeV caQ aOVR heOS iQ
deSOR\iQg cRPPRQ SROic\ acURVV Whe FabUic. ThRXgh haYiQg a LaUge SiWe haV
PXOWiSOe beQefiWV, \RXU bXViQeVV UeTXiUePeQWV Pa\ QeceVViWaWe haYiQg a
SPaOO/MediXP SiWe. The PXOWi-diPeQViRQaOb facWRUV Rf VXUYiYabiOiW\, high
aYaiOabiOiW\, eQdSRiQW cRXQW, VeUYiceV, aQd geRgUaSh\ aUe aOO facWRUV WhaW Pa\
dUiYe Whe Qeed fRU PXOWiSOe, VPaOOeU FabUic SiWeV iQVWead Rf a ViQgOe LaUge
SiWe. TR heOS \RX iQ deVigQiQg FabUic SiWeV Rf diffeUeQW Vi]eV, Whe fROORZiQg
UefeUeQce PRdeOV caQ be XVed.

Fabric Site Reference Models
CXVWRPeUV XVe diffeUeQW WePSOaWeV fRU each ViWe W\Se iQ deSOR\PeQWV ZiWh
Sh\VicaO ORcaWiRQV, VXch aV a OaUge bUaQch, a UegiRQaO hXb, headTXaUWeUV, RU a
VPaOO, UePRWe Rffice. The XQdeUO\iQg deVigQ chaOOeQge iV WR ORRN aW Whe
e[iVWiQg QeWZRUN, deSOR\PeQW, aQd ZiUiQg aQd SURSRVe a PeWhRd WR Oa\eU
SD-AcceVV FabUic SiWeV iQ WheVe aUeaV. The deVigQ SURceVV caQ be ViPSOified
aQd VWUeaPOiQed b\ WePSOaWiQg deVigQV iQWR UefeUeQce PRdeOV. The WePSOaWeV
dUiYe XQdeUVWaQdiQg Rf cRPPRQ ViWe deVigQV b\ RffeUiQg UefeUeQce
caWegRUieV baVed RQ PXOWi-diPeQViRQaO deVigQbeOePeQWV OiNe eQdSRiQW cRXQW,
Whe QXPbeU Rf FabUic DeYiceV, aQd Whe QXPbeU Rf XVeUV WR SURYide gXideOiQeV
fRU ViPiOaU ViWe Vi]e deVigQV.
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The QXPbeUV SUeVeQWed iQ WhiV VecWiRQ aUe XVed aV gXideOiQeV RQO\ aQd dR
QRW QeceVVaUiO\ PaWch Pa[iPXP VSecific VcaOe aQd SeUfRUPaQce OiPiWV fRU
deYiceV ZiWhiQ a UefeUeQce deVigQ.

Each FabUic SiWe iQcOXdeV a VXSSRUWiQg VeW Rf CRQWURO POaQe NRdeV, Edge
NRdeV, BRUdeU NRdeV, aQd WiUeOeVV LAN CRQWUROOeUV, Vi]ed aSSURSUiaWeO\
fURP Whe OiVWed caWegRUieV. ISE PROic\ SeUYice NRdeV aUe aOVR diVWUibXWed
acURVV Whe ViWeV WR PeeW VXUYiYabiOiW\ UeTXiUePeQWV.

MajRU FabUic SiWe PRdeO:

ɉ VeU\ SPaOO SiWe (FabUic iQ a BR[)

ɉ SPaOO SiWe

ɉ MediXP SiWe

ɉ LaUge SiWe

ɉ E[WUa-LaUge SiWe



CiVcR SD-AcceVV fRU LaUge EQWeUSUiVeV aQd GRYeUQPeQWV 145

Ver\ Small Site

YRX caQ XVe FabUic iQ a BR[ WR cRYeU a ViQgOe FabUic SiWe, ZiWh UeViOieQce
VXSSRUWed b\ VZiWch VWacNiQg RU SWacNWiVe ViUWXaO WR VXSSRUW XS WR 200
eQdSRiQWV aQd 40 APV.

FRU FabUic iQ a BR[ deSOR\PeQWV, SD-AcceVV EPbedded WiUeOeVV iV XVed WR
SURYide ViWe-ORcaO WLC fXQcWiRQaOiW\. The ViWe Pa\ cRQWaiQ aQ ISE PSN
deSeQdiQg RQ Whe WAN/IQWeUQeW ciUcXiW aQd OaWeQc\.

Figureb5.9:bVer\ Small Site design
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Small Site

The SPaOO SiWe RefeUeQce MRdeO cRYeUV a ViQgOe Rffice RU bXiOdiQg ZiWh ViQgOe
ZiUiQg cORVeWV, XVXaOO\ XS WR 4,000 aQd XS WR 100 APV. The BRUdeU NRde
fXQcWiRQ iV cRORcaWed ZiWh Whe CRQWURO POaQe NRde fXQcWiRQ RQ RQe RU WZR
deYiceV aQd XVXaOO\ XVeV ePbedded ZiUeOeVV ZiWh Whe RSWiRQ Rf haUdZaUe
WLCV.

The Sh\VicaO QeWZRUN iV XVXaOO\ a TZR-TieU CROOaSVed CRUe/DiVWUibXWiRQ ZiWh
aQ AcceVV La\eU VeUYiciQg VeYeUaO ZiUiQg cORVeWV. RaWheU WhaQ cRORcaWiQgbaOO
UROeV iQ RQe deYice, Whe SPaOO SiWe RefeUeQce MRdeO SURYideV added
UeViOieQc\, UedXQdaQc\, aQd a PRUe VigQificaQW QXPbeU Rf eQdSRiQWV b\
VeSaUaWiQg Whe Edge NRde UROe RQWR dedicaWed deYiceV iQ Whe AcceVV La\eU.
The BRUdeU NRde aQd CRQWURO POaQe NRdeV aUe cRORcaWed iQ Whe CROOaSVed
CRUe La\eU. FRU SD-AcceVV WiUeOeVV, Whe ePbedded WLC iV SURYiViRQed RQ

Figure 5.10: Small Site design
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Whe CRORcaWed BRUdeU NRde aQd CRQWURO POaQe NRde. OSWiRQaOO\, a YiUWXaO- RU
haUdZaUe-baVed WLC iV XVed.

MediumbSite

The MediXPb SiWe RefeUeQce MRdeO XVXaOO\ cRYeUV a bXiOdiQg ZiWh PXOWiSOe
ZiUiQg cORVeWV ZiWh a Sh\VicaO WRSRORg\ cRQViVWiQg Rf a TZR-TieU CROOaSVed
CRUe/DiVWUibXWiRQ ZiWh aQ AcceVV La\eU.

The MediXP SiWe iV deVigQedbWR VXSSRUW OeVV WhaQ 25,000 eQdSRiQWV aQd OeVV
WhaQ 2,000 APV. The bRUdeU fXQcWiRQ iV cRORcaWed ZiWh Whe cRQWURO SOaQe
fXQcWiRQ RQ eiWheU WZR deYiceV RU a highO\ UeViOieQW ViQgOe deYice, aQd a
VeSaUaWe ZiUeOeVV cRQWUROOeU iV ideaOO\ deSOR\ed iQ a High A cRQfigXUaWiRQ.

Figure 5.11: Medium Site design
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LargebSite

The LaUgebSiWe RefeUeQce MRdeO cRYeUV PXOWiSOe bXiOdiQgV RU a bXiOdiQg ZiWh
PXOWiSOe ZiUiQg cORVeWV. The Sh\VicaO QeWZRUN iV XVXaOO\ ThUee-TieU ZiWh CRUe,
DiVWUibXWiRQ, aQd AcceVV La\eUV. IW Pa\ eYeQ cRQWaiQ a URXWed SXSeU CRUe
WhaW aggUegaWeV QXPeURXV bXiOdiQgV aQd VeUYeV aV Whe QeWZRUN egUeVV SRiQW
WR Whe WAN aQd IQWeUQeW. The BRUdeU POaQe aQd CRQWURO POaQe fXQcWiRQV aUe
SURYiViRQed RQ VeSaUaWe deYiceV UaWheU WhaQ cRORcaWiQg.

The LaUge SiWe VXSSRUWV XS WR 100,000 eQdSRiQWV aQd 6,000 APV. BRUdeU
NRdeV aUe diVWUibXWed fURP CRQWURO POaQe NRdeV XViQg UedXQdaQW deYiceV,
aQd a VeSaUaWe ZiUeOeVV cRQWUROOeU iV iQ a High AYaiOabiOiW\ cRQfigXUaWiRQ.

Figure 5.12: Large Site design
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E[tra-Large Site

The E[WUa-LaUge SiWe RefeUeQce MRdeO cRYeUV a bXiOdiQg ZiWh PXOWiSOe ZiUiQg
cORVeWV, RU PXOWiSOe faciOiWieV VWUeWched acURVV a OaUge caPSXV. The Sh\VicaO
QeWZRUN iV a ThUee-TieU QeWZRUN ZiWh CRUe, DiVWUibXWiRQ, aQd AcceVV La\eUV
aQd Pa\ VRPeWiPeV haYe a SXSeU CRUe iQ a FRXUWh-TieU. AQ E[WUa-LaUge

Figure 5.13: E[tra-Large Site design
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QeWZRUN UeTXiUeV dedicaWed VeUYiceV e[iW SRiQWV VXch aV a dedicaWed daWa
ceQWeU, VhaUed VeUYiceV bORcN, aQd IQWeUQeW VeUYiceV.

The E[WUa-LaUge SiWe VXSSRUWV XS WR 200,000 eQdSRiQWV aQd 10,000 APV ZiWh
MXOWiSOe BRUdeU NRdeV diVWUibXWed fURP Whe CRQWURO POaQe NRde RQ UedXQdaQW
deYiceV, aQd a VeSaUaWe ZiUeOeVV cRQWUROOeU iQ aQ HA cRQfigXUaWiRQ.
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Summar\

ThiV chaSWeU VhRZedb WhaW LaUge EQWeUSUiVe aQd GRYeUQPeQW NeWZRUNV aUe
e[SaQViYe aQd cRPSOe[. YRX VaZ hRZ CiVcR SD-AcceVV caQ heOS VROYe
cRPSOe[ chaOOeQgeV VXch aV gORbaO eQd-WR-eQd VegPeQWaWiRQ aQd hRZ iW caQ
WaNe aQ RUgaQi]aWiRQɁV QeWZRUN RQ a digiWaO WUaQVfRUPaWiRQ jRXUQe\. We
OeaUQed hRZ CiVcR SD-AcceVV eQabOed LaUge EQWeUSUiVe NeWZRUNV WR
WUaQVfRUP fURP IT aV a CRVW CeQWeU WR IT aV a BXViQeVV. We e[aPiQed hRZ
VRPe LaUge EQWeUSUiVeV ZiOO UeTXiUe PXOWi-WeQaQc\ caSabiOiW\, PaNiQg WheP
eVVeQWiaOO\ MaQaged SeUYice PURYideUV (MSPV). We dePRQVWUaWed hRZ CiVcR
SD-AcceVV caQ SURYide VcaOabOe, VecXUe QeWZRUNV fRU WheiU cXVWRPeUV.

FiQaOO\, Ze VhRZed hRZ SD-AcceVV aOORZV LaUge EQWeUSUiVe RUgaQi]aWiRQV WR
VXSSRUW cRPSUeheQViYe VecXUiW\ VegPeQWaWiRQ VWUaWegieV iQ WheiU cRPSOe[,
gORbaO, eQd-WR-eQd QeWZRUNV.





Cisco SD-Access in
Universities
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Introduction

UQiYeUViW\ QeWZRUNV aUe XQiTXe becaXVe Whe\ aUe bXiOW RQ Whe SUePiVe Rf
SURYidiQg Whe XOWiPaWe VhaUiQg aQd cROOabRUaWiYe e[SeUieQce iQ Whe SXUVXiW Rf
OeaUQiQg. TR WhaW eQd, Whe\ aUe diYided iQWR SaUWV WR accRPPRdaWe YaUiRXV
QeedV ZiWhiQ Whe XQiYeUViW\, aOO ZiWh WhaW cRPPRQ gRaO Rf VhaUiQg. UQiYeUViWieV
aUe VXbdiYided iQWR caPSXVeV Rf YaUiRXV Vi]eV ZheUe VSecific QeedV Rf Whe
VWXdeQW aQd facXOW\ aUe addUeVVed.

TheVe caPSXVeV aUe W\SicaOO\ aOO iQWeUcRQQecWed Yia high-VSeed RSWicaO OiQNV
WR ceQWUaOi]ed faciOiWieV VXch aV daWa ceQWeUV ZheUe acceVV WR VhaUed
UeVRXUceV iV RffeUed. T\SicaOO\, Whe iQWeUcRQQecWiQg QeWZRUNV aUe RZQed
VROeO\ b\ Whe XQiYeUViW\, bXW RccaViRQaOO\, YaUiRXV SaUWQeUV RU SURYideUV Pa\
be iQYROYed iQ VPaOO Za\V.
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UQiYeUViWieV fXQcWiRQaOO\ aUe diYided iQWR deSaUWPeQWV WhaW WaNe RQ ceQWeUV Rf
OeaUQiQg aQd SURYide iQVWUXcWiRQ WR VWXdeQWV. IQ WhaW UegaUd, each deSaUWPeQW
haV YaUied QeedV, VRPe PRUe Sh\VicaO WhaQ RWheUV, bXW aOO ZiWh Whe idea Rf
VhaUiQg VRPe UeVRXUceV acURVV Whe QeWZRUN WR be XVed iQ iQVWUXcWiRQ.
T\SicaOO\, WheVe VhaUed UeVRXUceV aUe hRXVed RQ VeUYeUV RU VSecific
PachiQeV ZiWhiQ Whe caPSXV RU iQ Whe daWa ceQWeUV, bXW iW dReV YaU\ fURP
XQiYeUViW\ WR XQiYeUViW\. ReVeaUch OabV UeTXiUe PaVViYe aPRXQWV Rf daWa
WUaQVfeUV fURP RQe eQd Rf Whe caPSXV WR Whe RWheU. FUeTXeQWO\, Whe
UeTXiUePeQWV fRU VSecific aSSOicaWiRQV RU VeUYiceV RffeUed WR VWXdeQWV RU
facXOW\ UeTXiUe a VWUeWched La\eU 2 bURadcaVW eQYiURQPeQW. AW WiPeV, ViPSOe
IQWeUQeW PURWRcRO (IP) cRQQecWiYiW\ iV aOO WhaW iV UeTXiUed, bXW Whe ePShaViV iV
aOZa\V RQ cRQQecWiYiW\ aQd VhaUiQg Rf iQfRUPaWiRQ.

Figure 6.1: Universit\ Campus Network reference topolog\
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UQOiNe eYeU\ RWheU YeUWicaO fRU Zhich QeWZRUNV aUe deVigQed, iW iV cUXciaO WR
XQdeUVWaQd WhaW eYeU\WhiQg PRYeV iQ WhiV YeUWicaO eYeU\ 90 PiQXWeV. WheQ
cOaVVeV chaQge, Whe ORad aQd VWUeVVeV RQ Whe iQfUaVWUXcWXUe aUe SXVhed WR WheiU
Pa[iPXP. AVVRciaWiRQ, aXWheQWicaWiRQ, aQd URaPiQg cOieQWV ZiWhiQ Whe caPSXV
SXVh ideQWiW\ VeUYiceV WR Whe Pa[iPXP aV ZeOO aV Whe ZiUeOeVV eQYiURQPeQW. The
aggUegaWiRQ Rf WUaffic acURVV PaiQ cRQdXiWV ZheUe VWXdeQWV cRQgUegaWe
iQcUeaVeV ORad iQ aUeaV \RX ZRXOd QRW e[SecW, VXch aV haOOZa\V aQd cafeWeUiaV.
TR WhaW eQd, aOO Rf WheVe cRQceUQV PXVW be addUeVVed iQ Whe fRUP Rf VcaOe.

The QeWZRUN PXVW SURYide YaUiRXV fXQcWiRQV iQ Whe cOaVVURRP WhaW beQefiW facXOW\
aQd VWXdeQWV. The SUiPaU\ fXQcWiRQ iW QeedV WR addUeVV iV acceVV WR Whe
QeWZRUN, aQd WhaW acceVV VhRXOd be ViPiOaU WR ZhaWeYeU Pedia iV RffeUed, ZiUed
RU ZiUeOeVV.

The VecRQd fXQcWiRQ WhaW iV cUiWicaO iV Whe VSeed Rf Whe QeWZRUN, aQd
XQiYeUViWieV aUe RfWeQ gUaded RQ WhiV PeWUic. SORZ RU SRRU acceVV WR
UeVRXUceV, RU SRRU RQbRaUdiQg e[SeUieQceV, caQ UeVXOW iQ UeSXWaWiRQaO ORVV aV
VWXdeQWV YeQW WheiU fUXVWUaWiRQV RQ VRciaO Pedia. ThiV cRXOd haYe aQ iPSacW
RQ fXWXUe eQUROOPeQW.

OQce Whe deYiceV aUe RQ Whe QeWZRUN ZiWhiQ Whe cOaVVURRP, Whe\ W\SicaOO\ XVe
VRPe VhaUed UeVRXUce RU aSSOicaWiRQ, aQd each haV iWV RZQ UeTXiUePeQWV.
T\SicaOO\, WeachiQg aSSOicaWiRQV OiNe CANVAS aUe PXOWicaVW-baVed aQd aOORZ Whe
WeacheUV aQd VWXdeQWV WR iQWeUacW iQ a cROOabRUaWiYe cOaVVURRP VeWWiQg.

WhiOe WhaW iV RQe e[aPSOe Rf VXch aQ aSSOicaWiRQ, VRPe XQiYeUViWieV haYe
deYeORSed WheiU RZQ UeVSecWiYe aSSOicaWiRQV WR faciOiWaWe iQVWUXcWiRQ, aQd
WheVe aSSOicaWiRQV XVXaOO\ iQYROYe PXOWicaVW iQ VRPe fRUP RU faVhiRQ.

The RWheU aSSOicaWiRQ ZideO\ XVed iV VcUeeQ VhaUiQg fRU SUeVeQWaWiRQ
SXUSRVeV. LRQg gRQe aUe Whe SURjecWRUV Rf Whe SaVW, aV WRda\ WheUe iV a high
SeUceQWage Rf adRSWiRQ Rf ASSOe TV RU ChURPecaVW, Zhich WRgeWheU aOORZ fRU
a VWXdeQW RU facXOW\ PePbeU WR VhaUe ZiUeOeVVO\ WR Whe cOaVV. WhaWeYeU Whe
QeWZRUN iV, WheVe QeedV ZRXOd Qeed WR be addUeVVed aV Whe\ haYe VSecific
chaOOeQgeV aQd cRQVWUaiQWV ZheQ diVcXVViQg hRZ WR OeW WheP RSeUaWe ZhiOe
cRQfRUPiQg WR SROic\ QeedV.
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SiPiOaUO\, WheUe aUe cRPPRQ VeUYiceV WhaW aOO deSaUWPeQWV ZiOO XWiOi]e WR RQbRaUd
cOieQWV RQWR Whe QeWZRUN. TheVe iQcOXde D\QaPic HRVW CRQWURO PURWRcRO (DHCP),
DRPaiQ NaPe S\VWeP (DNS), aQd IdeQWiW\ BaVed SeUYiceV VXch aV MicURVRfW
AcWiYe DiUecWRU\ (AD) RU AXWheQWicaWiRQ, AXWhRUi]aWiRQ, aQd AccRXQWiQg (AAA).
TheVe VeUYiceV aUe eVVeQWiaO fRU Whe VWXdeQW'V cOieQWV WhaW Whe\ bUiQg ZiWh WheP
WR gaiQ acceVV WR Whe YaUiRXV cRPPRQ aQd deSaUWPeQW UeVRXUceV.

AddiWiRQaOO\, iW iV iPSRUWaQW WR XQdeUVWaQd WhaW ZhiOe WheUe aUe Whe diUecW OeaUQiQg
QeedV Rf Whe VWXdeQW aQd facXOW\, WheUe aUe aOVR Whe QeedV Rf Whe VXSSRUWiQg
deSaUWPeQWV. ThRVe VXSSRUWiQg deSaUWPeQWV aUe W\SicaOO\ QaPed faciOiWieV, aQd
WheUe aUe PaQ\ UaQgiQg fURP caWeUiQg, jaQiWRUiaO, YeQdiQg, heaOWh aQd ZeOOQeVV,
PedicaO, VSRUWV, hRXViQg, fiQaQce, aQd adPiQiVWUaWiRQ. Each faciOiW\ haV a gRaO,
aQd each gRaO haV VSecific UeTXiUePeQWV. IQ WhiV aUea, Whe QeWZRUN iV a WUaQViW WR
aOORZ Whe VXSSRUWiQg faciOiW\ WR achieYe iWV gRaO. Each aSSOicaWiRQ ZiWhiQ WhaW
faciOiW\ RU cOieQW XVed ZiOO haYe QeedV, aQd Whe QeWZRUN QeedV WR addUeVV WheVe
QeedV.

The OaVW PajRU aUea Rf Qeed iQ WhiV eYROYiQg ZRUOd iV a ZeOO-defiQed aQd SOaQQed
caPSXV VecXUiW\ UeTXiUePeQW. ThiV VSecific UeTXiUePeQW haV VeeQ iQcUeaViQg
QeedV fRU Sh\VicaO badgiQg, IP caPeUaV, SaQic VWaWiRQV, WeOeShRQe, aQd SXbOic
aQQRXQcePeQW UeTXiUePeQWV, aV ZeOO aV WhRVe Rf a Sh\VicaO QaWXUe VXch aV dRRU
ORcNV aQd IQWeUQeW Rf ThiQgV (IRT) deYiceV ViPiOaU WR WhRVe XVed iQ Whe hRVSiWaOiW\
iQdXVWU\. The cRPPRQ gRaO iV WR SURYide a Vafe VSace fRU Whe facXOW\ aQd
VWXdeQWV ZhiOe aOORZiQg fRU a XVabOe SOeaVaQW eQYiURQPeQW fRU OeaUQiQg.

TR bXiOd Whe CaPSXV NeWZRUNV WRda\, Whe ThUee-TieU QeWZRUN PRdeO iV YeU\
PXch iQ XVe, aQd aV VXch, PRdXOaUi]aWiRQ Rf iQfUaVWUXcWXUe fRU ViPSOiciW\ iV
SUefeUUed, ZiWh High AYaiOabiOiW\ aQd UedXQdaQc\ YeU\ PXch deVigQed iQWR Whe
cRPPRQ XQiYeUViW\ QeWZRUNV. WiWhiQ WheVe ThUee-TieU QeWZRUNV, Whe fRcXV
agaiQ iV RQ Whe VSeed Rf SURceVViQg aQd VhaUiQg. OQce a cOieQW iV RQbRaUded iQ
Whe AcceVV La\eU, Whe ePShaViV iV RQ SURYidiQg ZhaWeYeU VeUYice Whe\ Qeed
TXicNO\ aQd PRVW e[SedieQWO\ ZiWh aV feZ SROicieV aV SRVVibOe. WhiOe WhiV iV Whe
geQeUaO UXOe, WheUe iV aQ ePShaViV iQ PRVW XQiYeUViWieV WR SURWecW VSecific
eOePeQWV fURP WhUeaWV, VXch aV facXOW\ deYiceV, iQWeOOecWXaO SURSeUW\, aQd daWa.
WhiOe SROicieV aUe UedXced, WheUe ZiOO aOZa\V be SURWecWiRQV iQ SOace WhaW PXVW
be adheUed WR aQd eQfRUced.



158 CiVcR SD-AcceVV iQ UQiYeUViWieV

BecaXVe Rf Whe VcaOe Rf PRVW XQiYeUViW\ QeWZRUNV, bRWh iQ Vi]e aQd Whe QXPbeU
Rf eQdSRiQWV, WheUe iV a Qeed fRU Whe iQWeQW, Zhich Ze ZRXOd defiQe aV SROicieV
aQd acceVV, WR be aXWRPaWicaOO\ aVVigQed aV PXch aV SRVVibOe WR UedXce VWUaiQV
RQ VXSSRUW VWaff aQd WR SURYide URbXVWQeVV Rf XVeU aQd aSSOicaWiRQ e[SeUieQce.
TR deaO ZiWh WhiV iQ Whe cXUUeQW QeWZRUN, aXWRPaWiRQ aQd RUcheVWUaWiRQ SOaWfRUPV
aUe begiQQiQg WR be heaYiO\ XVed, aORQg ZiWh ceQWUaOi]ed AAA VeUYiceV fRU
SROic\. IQWegUaWiRQ SRiQWV fRU WheVe cRPPRQ VeUYiceV aUe W\SicaOO\ hRXVed ZiWhiQ
OaUge daWa ceQWeUV aQd VhaUed aV cRPPRQ VeUYiceV WR Whe QeWZRUN aV a ZhROe.

AV WheUe aUe a YaUied QXPbeU Rf PXOWicaVW XVe caVeV WhaW PXVW aOO be addUeVVed
iQ a VcaOabOe Za\ VR WhaW Whe PaiQ cRUe Qeed Rf faVW QeWZRUN acceVV WR aOO fRU
VhaUed OeaUQiQg iV QRW iPSeded.

RePRWe OeaUQiQg aQd acceVV haYe beeQ Rf iPSRUWaQce aV ZeOO iQ Whe SaVW feZ
\eaUV, aQd ZhiOe Whe fRcXV Rf WhiV chaSWeU iV RQ Whe CaPSXV NeWZRUN
eQYiURQPeQW, WheUe aUe VSecific aSSOicaWiRQV aQd QeWZRUN VeUYiceV WhaW aUe XVed
WR addUeVV aQd faciOiWaWe UePRWe OeaUQiQg, OiNe YideR eQdSRiQWV aQd PeeWiQg
aSSOicaWiRQV, Zhich UXQ RQ Whe VWXdeQW RU facXOW\ OaSWRSV RU deYiceV aQd Zhich
aUe cUXciaO WR SURYidiQg aQ iQcOXViYe eQYiURQPeQW fRU aOO. TR WhaW eQd, Whe QeWZRUN
PXVW aOVR be abOe WR deaO ZiWh Whe SUiRUiWi]aWiRQ Rf aSSOicaWiRQV acURVV Whe
QeWZRUN WR eQVXUe a URbXVW XVeU e[SeUieQce fRU WheVe UeaO-WiPe aSSOicaWiRQV.

The dRUPiWRUieV ZheUe VWXdeQWV aUe hRXVed RQ caPSXV aOVR haYe VSecific
QeWZRUN QeedV. WhiOe XQiYeUViWieV WU\ WR eQVXUe Whe VWXdeQW haV acceVV WR aOO
WheiU OeaUQiQg QeedV, Whe\ aUe eVVeQWiaOO\ Whe VWXdeQWV' hRPe aZa\ fURP hRPe,
aQd VR Whe ePShaViV iQ WheVe eQYiURQPeQWV VhifWV fURP jXVW Whe acadePic WR
PRUe Rf a VRciaO QeWZRUN e[SeUieQce. IQ WhiV VeWWiQg, Whe QeWZRUN PXVW
accRPPRdaWe Whe VWXdeQWV' deYiceV, iQcOXdiQg SeUVRQaO cRPSXWeUV, TVV aQd
SOaWfRUPV ZheUe VWUeaPiQg YideR iV XWiOi]ed, aQd eYeQ gaPiQg eQYiURQPeQWV. TR
WhiV eQd, PRVW XQiYeUViWieV RXWVRXUce cabOe TV aQd NeeS WheVe QeWZRUN
UeTXiUePeQWV, bXW Whe UeVW PXVW be accRPPRdaWed.

IQ Whe fROORZiQg VecWiRQV, Ze ZiOO diYe iQWR Whe W\SicaO deVigQ caYeaWV WhaW
QeWZRUN aUchiWecWV PXVW VWUiYe WR RYeUcRPe ZheQ adRSWiQg QeZ WechQRORg\ aQd
PeWhRdV iQ Zhich CiVcR SD-AcceVV iQheUeQWO\ RYeUcRPeV Whe chaOOeQgeV b\
deVigQ.
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Challenges

UQiYeUViW\ QeWZRUNV aUe VhaUed SOaWfRUPV ZheUeb\ RQce a cOieQW iV
aXWheQWicaWed, iW iV aOORZed WR acceVV Whe UeVRXUceV iQ Whe TXicNeVW aQd
eaVieVW PeWhRd SRVVibOe. The XQiYeUViW\ QeWZRUN aUchiWecWXUe'V chaOOeQgeV
aUe RfWeQ XQiTXe cRPSaUed WR cXVWRPeUV iQ RWheU OiQeV Rf bXViQeVV. The
fROORZiQg VecWiRQV RXWOiQe VeYeUaO Rf Whe PRVW cUiWicaO caSabiOiWieV UeTXiUed b\
UQiYeUViW\ QeWZRUNV.

Full\ Redundant NetZork Design

UQiYeUViW\ QeWZRUN deVigQ haV WR be UePaUNabO\ ViPiOaU WR PRVW eQWeUSUiVe
QeWZRUN deVigQV Zhich caQQRW affRUd WR haYe aQ\ dRZQWiPe. The QeWZRUN
VhRXOd be fXOO\ UedXQdaQW WR eOiPiQaWe aQ\ ViQgOe SRiQW Rf faiOXUe, UeViOieQW WR
PeeW UeTXiUePeQWV fRU high QeWZRUN aYaiOabiOiW\, aQd fROORZ gXideOiQeV Rf
hieUaUchicaO QeWZRUN deVigQ.

Bring Your OZn Device (BYOD)

IQ Whe SaVW 10 \eaUV, ZiUeOeVV deYiceV haYe becRPe aQ iQWegUaO SaUW Rf
SeUVRQaO aQd SURfeVViRQaO Oife. The edXcaWiRQ VecWRU iV QR e[ceSWiRQ iQ
PaNiQg Whe OeaUQiQg eQYiURQPeQW PRUe fOe[ibOe fRU VWXdeQWV. BUiQg YRXU OZQ
DeYice (BYOD) WUeQdV aOVR cRPe ZiWh WheiU faiU VhaUe Rf chaOOeQgeV, caYeaWV,
aQd cRQceUQV. TZR VXch chaOOeQgeV/cRQceUQV aUe:

UQgRYeUQed deYiceV acceVViQg cUiWicaO facXOW\ UeVRXUceV

PURfiOiQg VWXdeQW eQdSRiQWV WR SURYide Whe UighW OeYeO Rf acceVV
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Silent Host

SiOeQW hRVWV aUe deYiceV, VXch aV YeQdiQg PachiQeV aQd WhiUd-SaUW\ IRT
deYiceV, WhaW dR QRW aQQRXQce WheiU SUeVeQce WR Whe QeWZRUN, Zhich SRVeV a
chaOOeQge iQ RQbRaUdiQg VXch cOieQWV RQWR Whe QeWZRUN. MRdeUQ VecXUiW\
WhUeaWV VeeN YXOQeUabOe eQWU\ SRiQWV, VXch aV WheVe XQNQRZQ RU ViOeQW hRVWV,
WR e[SORiW a QeWZRUN'V YaOXabOe eQWeUSUiVe iQfRUPaWiRQ. TheVe deYiceV PXVW
be ideQWified aQd bURXghW iQWR Whe VecXUe fUaPeZRUN Rf Whe QeWZRUN.

Onboarding Clients Zith Poor Supplicants

AV Whe edXcaWiRQ VecWRU ePbaUNV RQ a digiWaO WUaQVfRUPaWiRQ jRXUQe\, Whe\ aUe
addiQg iQcUeaViQgO\ PRUe deYiceV WR WheiU QeWZRUN. WiWh Whe VWaUW Rf Whe QeZ
acadePic \eaU, eYeU\ QeZ VWXdeQW bUiQgV iQ QeZ deYiceV Zhich Qeed
QeWZRUN acceVV RQ caPSXV. PURfiOiQg SOa\V a YeU\ Ne\ UROe iQ RQbRaUdiQg
WheVe QeZ deYiceV RQWR Whe QeWZRUN. The fiUVW VWeS iQ VecXUiQg deYiceV iV
NQRZiQg ZhaW deYiceV \RX haYe iQ \RXU QeWZRUN. HeQce Whe VROXWiRQ VhRXOd
be abOe WR SURfiOe aOO Whe diffeUeQW deYice W\SeV Zhich aUe geWWiQg cRQQecWed
WR Whe QeWZRUN.

Isolate Research Partners from Main Campus

UQiYeUViWieV W\SicaOO\ haYe PXOWiSOe SaUWQeU RUgaQi]aWiRQV ZhRVe XVeUV aUe
RQViWe ZiWhiQ Whe XQiYeUViW\ aQd Qeed acceVV WR VeUYiceV RU WheiU RZQ
QeWZRUNV Yia Whe SD-AcceVV eQYiURQPeQW. A ViPSOe XVe caVe WhaW QeedV
VXSSRUW iV dRcWRUV ZhR Weach fRU PedicaO VchRROV b\ SaUWQeUiQg ZiWh
QeighbRUiQg hRVSiWaOV. IQ VXch a caVe, bacN-WR-bacN QeWZRUNV e[WeQd YaUiRXV
VeUYiceV WhURXgh a DePiOiWaUi]ed ZRQe (DMZ) eQYiURQPeQW WR Whe XQiYeUViW\,
aQd gXaUded acceVV PXVW be SURYided ZiWhiQ Whe QeWZRUN.

Guest Services Zith FireZall as GateZa\

UQiYeUViWieV abRXQd ZiWh VWXdeQWV aQd fUieQdV bUiQgiQg aOO NiQdV Rf eQdSRiQWV
aQd aOO acceVV OeYeOV iQWR Whe QeWZRUN, iQcOXdiQg GXeVW acceVV. IQ VXch
VceQaUiRV, a Qe[W-geQeUaWiRQ QeWZRUN VhRXOd be abOe WR VXSSRUW WUaffic
iQVSecWiRQ fRU gXeVW WUaffic Zhich PeaQV Whe fiUVW hRS fRU aOO gXeVW WUaffic
QeedV WR be a fiUeZaOO iQ DMZ.



CiVcR SD-AcceVV iQ UQiYeUViWieV 161

Facult\, Students, and Building Management S\stems

WiWh e[SRQeQWiaO gURZWh iQ Whe QXPbeU Rf eQdSRiQWV cRQQecWiQg WR Whe
QeWZRUN, WheUe iV a Qeed fRU Whe IT TeaP WR SURWecW VWXdeQW aQd facXOW\
iQfRUPaWiRQ, UeVeaUch daWa, fiQaQciaO daWa, aQd VR RQ. SiQce aOO Rf WhiV
iQfRUPaWiRQ UXQV RYeU Whe VaPe QeWZRUN iQfUaVWUXcWXUe, iW iV cUXciaO WR
eVWabOiVh a VegPeQWed eQYiURQPeQW WR SUeYeQW cRPSURPiVed cOieQWV iQ RQe
gURXS fURP iPSacWiQg RSeUaWiRQV Rf aQRWheU gURXS.

Video Surveillance and Digital Signage

VideR VXUYeiOOaQce haV beeQ a Ne\ cRPSRQeQW Rf eQVXUiQg VWXdeQW aQd
facXOW\ VafeW\ aQd VecXUiW\ iQ aQ edXcaWiRQaO iQVWiWXWiRQ. VideR VXUYeiOOaQce
haV becRPe PRUe iPSRUWaQW aV VecXUiW\ UiVN iQcUeaVeV fRU XQiYeUViWieV WhaW
Qeed WR YiVXaOO\ PRQiWRU RU UecRUd eYeQWV. TUadiWiRQaOO\, VeYeUaO VeSaUaWe
V\VWePV aUe deSOR\ed fRU diVSaUaWe aSSOicaWiRQV VXch aV YideR VXUYeiOOaQce,
fiUe aQd VPRNe deWecWiRQ, aQd digiWaO VigQage. AV a UeVXOW, IT adPiQiVWUaWRUV
OacN cRQViVWeQc\, iQWeURSeUabiOiW\, aQd caSabiOiWieV, WUaQVOaWiQg iQWR higheU
caSiWaO aQd RSeUaWiRQaO cRVW. HeQce Whe QeZeU aUchiWecWXUe VhRXOd PeeW Whe
XVe caVe UeTXiUePeQWV RXWOiQed abRYe WhURXgh Whe fXQcWiRQaOiW\ Rf Whe IP
QeWZRUN iQfUaVWUXcWXUe aQd VWiOO eQabOe VecXUe acceVV WR OiYe aQd UecRUded
YideR.

Screen Sharing and Lecture Presentations

UQiYeUViWieV WeQd WR haYe a high SUROifeUaWiRQ Rf ZiUeOeVV eQdSRiQWV fRU YaUied
XVeV, fURP AiUPUiQWiQg WR VcUeeQ VhaUiQg aQd OecWXUe SUeVeQWaWiRQV. NeWZRUNV
VhRXOd be caSabOe Rf fXOfiOOiQg Whe fROORZiQg UeTXiUePeQWV:

ɉ FOe[ibOe eQRXgh WR VhaUe VWXdeQWV' cUeaWiRQV ZiWh WheiU cOaVVPaWeV

ɉ EQabOe facXOW\ WR VhaUe iQfRUPaWiRQ WR aQ ASSOe TV iQ a cOaVVURRP, bXW
QRW VWXdeQWV

ɉ AOORZ facXOW\ WR WePSRUaUiO\ aOORZ VWXdeQWV WR SURjecW WheiU ZRUN iQ Whe
cOaVVURRP
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ɉ SXSSRUW aQ IT SROic\ UegaUdiQg Zhich SUiQWeUV caQ be XVed b\
VWXdeQWV aQd Zhich caQQRW.

ɉ AdYeUWiVe ORcaO VeUYice aYaiOabiOiW\ baVed RQ ORcaWiRQ

Wireless Challenges
High-densit\ Wireless

A XQiYeUViW\ haV a ORW Rf bXiOdiQgV VSUead RXW RYeU a OaUgeU aUea Rf OaQd, aQd
WheUe aUe a cRXSOe Rf chaOOeQgeV WR be PeW b\ ZiUeOeVV QeWZRUNV. SWXdeQWV
aUe aOZa\V PRYiQg acURVV caPSXV aQd dR QRW jXVW ZaQW acceVV iQVide Whe
bXiOdiQgV, VR Whe\ ZiOO aOVR Qeed cRYeUageb RXWdRRUV. OWheU WhaQ WhiV
cRYeUage, WheUe Pa\ be PaQ\ VWXdeQWV iQ aQ aUea fRU a ViQgOe AP WR PaQage,
VXch aV a OecWXUe haOO RU aXdiWRUiXP. DeQViW\biV eYeQ PRUe Rf a cRQceUQ ZheQ
Ze WhiQN abRXW PRdeUQ/VPaUW edXcaWiRQ XViQg WechQRORg\. TheVe chaOOeQgeV
aUe dePaQdiQg aQd cRXOd caXVe diVVaWiVfacWiRQ aPRQg VWXdeQWV aQd
facXOWieV.

eduroam (Education Roaming) Support

UQiYeUViW\ VWXdeQWV aQd facXOW\ PePbeUV Qeed iQVWaQW acceVV WR QeWZRUNV WR
acceVV UeVeaUch PaWeUiaOV RYeU fUee, VecXUe, UeOiabOe Wi-Fi ZheUeYeU Whe\
WUaYeO RU VWXd\. UVeUV VhRXOd be abOe WR cRQQecW WR Whe edXURaP Wi-Fi
QeWZRUN aQ\ZheUe iQ Whe ZRUOd aQd XVe WheiU hRPe iQVWiWXWiRQ cUedeQWiaOV fRU
aXWheQWicaWiRQ.

Guest Services Using Multisite Remote Border

UQiYeUViWieV PXVW be abOe WR VXSSRUW WhRXVaQdV Rf VWXdeQWV ZhR aUe aOO
ViPXOWaQeRXVO\ cRQQecWiQg WR Whe QeWZRUN. BeVideV Whe VWXdeQWV aQd facXOW\,
gXeVW XVeUV aOVR Qeed WR acceVV Whe QeWZRUN. GXeVW acceVV iV Qeeded fRU
YiViWRUV, eYeQW aWWeQdeeV, aQd VR RQ.
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Customer Solutions

TheUe aUe PaQ\ XVe caVeV WhaW SD-AcceVV caQ addUeVV ZiWhiQ Whe UQiYeUViW\
YeUWicaO. IQ a OaUge caPSXV deSOR\PeQW, Whe PRVW iPSRUWaQW fXQcWiRQV WhaW Whe
CaPSXV NeWZRUN QeedV WR VROYe aUe cRQQecWiYiW\, XVeU, aQd aSSOicaWiRQ
e[SeUieQce. TR UeiWeUaWe, VWXdeQWV W\SicaOO\ aUe QRW WROeUaQW Rf QeWZRUN
OaWeQc\ RU diVUXSWiRQV WR acceVV, aQd VRPe Rf WheVe eYeQWV haYe beeQ
cRYeUed iQ Whe QeZV Pedia.

SD-Access Design and Automation
SD-AcceVV b\ deVigQ iQheUeQWO\ iQcOXdeV Whe caSabiOiWieV WR addUeVV aQ
aYaiOabOe aQd UeViOieQW QeWZRUN. IW iV iPSRUWaQW WR XQdeUVWaQd WhaW Whe abiOiW\ WR
bXiOd a QeWZRUN baVed RQ UROeV aOORZV fRU Whe high aYaiOabiOiW\ Rf WhRVe
diVcUeWe UROeV ZiWhiQ Whe FabUic, aV aQ e[aPSOe. BRUdeU NRdeV aUe bXiOW RXW
UedXQdaQWO\ WR QRW haYe a ViQgOe SRiQW Rf faiOXUe.
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AddiWiRQaOO\, WhRVe QRdeV aUe aOO URXWed aW La\eU 3 fURP aQ UQdeUOa\
SeUVSecWiYe. ThiV aOORZV fRU ETXaO-cRVW MXOWiSaWh (ECMP) aQd Whe abiOiW\ WR
VeUYice QeWZRUN ORad fURP a baQdZidWh SeUVSecWiYe RYeU PXOWiSOe diYeUVe
OiQNV. CRQVideUiQg Whe ORad RQ a CaPSXV NeWZRUN ZiWh hXQdUedV Rf
WhRXVaQdV Rf eQdSRiQWV, Whe abiOiW\ WR RffORad daWa WhURXghSXW RYeU PXOWiSOe
RSWicV, fibeU, WUaQVceiYeUV, aQd ASICV aOORZV XV WR addUeVV Whe OaWeQc\ aQd
ORad Rf Whe QeWZRUN. BRUdeU NRdeV PXVW caUU\ Whe iQgUeVV WUaffic ORad WR
WUaQViW WUaffic aQd Whe URXWe SUefi[eV fURP Whe eQYiURQPeQW iQWR Zhich Whe\
cRQQecW. TR WhaW eQd, XVe aSSURSUiaWe haUdZaUe ZiWhiQ Whe SD-AcceVV
CRPSaWibiOiW\ MaWUi[ aQd deVigQ fRU bRWh baQdZidWh aQd SUefi[ cRQceUQV, aV
Ze haYe PXOWiSOe VZiWch aQd URXWeU SOaWfRUPV WhaW caQ accRPPRdaWe Whe
UeTXiUePeQWV.

Figure 6.2: SD-Access for Distributed Campus
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FURP a CRQWURO POaQe NRde SeUVSecWiYe, ZheQ cRQVideUiQg UedXQdaQc\, high
aYaiOabiOiW\, aQd ORad, Ze PXVW cRQVideU Whe QXPbeU Rf EQdSRiQW IdeQWifieUV
(EIDV) ZiWhiQ Whe VSace. SeSaUaWiRQ Rf FabUic UROeV aQd UeVSRQVibiOiWieV iV a
caSabiOiW\ Rf SD-AcceVV, VR ZhiOe Whe bRUdeU haQdRff iV beiQg PaQaged fRU
YaUiRXV XVe caVeV, Ze caQ fXUWheU VeSaUaWe Whe CRQWURO POaQe NRde fURP Whe
BRUdeU NRde aQd haYe WhaW fXQcWiRQ RQ a deYice WhaW caQ caUU\ Whe WabOe Vi]eV
fRU Whe VSecific RYeUaOO deVigQ.

CORVeU WR Whe COieQW fURP aQ acceVV SeUVSecWiYe, ZhiOe Ze ZaQW WR addUeVV a
fOe[ibOe PRbiOe eQYiURQPeQW aV PXch aV SRVVibOe, Ze haYe WR bXiOd Whe
QeWZRUN WR VXiW Whe Sh\VicaO eQYiURQPeQW Rf Whe XQiYeUViW\. TR WhaW eQd, Ze
PXVW cRQfRUP WR Whe QaWXUe Rf Whe Sh\VicaO bXiOdiQg ZheUe Whe XVeUV aUe
ORcaWed. SRPeWiPeV Ze haYe PRUe AcceVV PRiQWV WhaQ VZiWch SRUWV, RU Whe
cabOe SOaQW ZRXOd e[ceed Whe IEEE UTP VSecificaWiRQ. IQ WhRVe caVeV, Ze
Qeed addiWiRQaO acceVV VZiWcheV WR VXSSRUW Whe OaUge ZiUeOeVV
eQYiURQPeQWVbZiWh hXQdUedV Rf AcceVV PRiQWV iQ OaUge bXiOdiQgV. DXe WR Whe
QaWXUe Rf cabOiQg aQd ORcaWiRQ Rf Whe VZiWchiQg, Ze ZiOO Qeed PXOWiSOe
diVWUibXWiRQ VZiWcheV WR addUeVV Whe high aYaiOabiOiW\ aQd UeViOieQce cRQceUQV
ZheUe Ze ZaQW WR haYe WheVe Edge NRdeV PXOWi-hRPed. IQ ViWXaWiRQV OiNe
WhiV, Ze caQ XVe Whe IQWeUPediaWe NRde, Zhich iQheUeQWO\ dReV QRW
SaUWiciSaWe iQ Whe FabUic.

Multicast at Scale in the Universit\ Campus
DXe WR WechQRORg\ chaQgeV aQd Whe SUROifeUaWiRQ Rf QeZ caSabiOiWieV ZiWhiQ
Whe cOieQW eQdSRiQWV WhaW XVeUV aUe bUiQgiQg iQWR Whe QeWZRUN, CiVcR SD-
AcceVV PXVW addUeVV PXOWicaVW aW VcaOe ZiWhiQ Whe XQiYeUViW\ VSace. The
OaUgeVW cRQceUQ iQ Whe OaVW cRXSOe Rf \eaUV haV beeQ Whe PXOWicaVW
eQYiURQPeQW aQd hRZ Whe chaQgeV WR YaUiRXV eQdSRiQWV b\ ceUWaiQ YeQdRUV
haYe iPSacWed Whe UQiYeUViW\ YeUWicaO.
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IQ Whe SD-AcceVV FabUic, PXOWicaVW fRUZaUdiQg VWiOO XVeV AQ\-SRXUce
MXOWicaVW (ASM) deVigQ aVSecWV. The ReQde]YRXV PRiQW (RP) RXWVide Whe
FabUic iV VeOecWed ZiWhiQ each ViUWXaO NeWZRUN aV Whe RP Whe cOieQWV VhRXOd
XVe WR jRiQ Whe WUee. The cRQceSWV Rf ShaUed TUee aQd SRXUce TUee aUe VWiOO iQ
RSeUaWiRQ.

Wide Area Bonjour (WAB) and Scale in the
Universit\ Campus
AV \RX Pa\ UecaOO, Whe deSWh aQd bUeadWh Rf cOieQWV, Zhich caQ QRZ fXQcWiRQ
aV VcUeeQ-VhaUiQg deYiceV, haYe PXOWiSOied e[SRQeQWiaOO\ iQ Whe SaVW feZ

Figure 6.3: ASM design with E[ternal RP
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1

2

\eaUV, ZiWh YaUiRXV PajRU YeQdRUV SURYidiQg Whe caSabiOiW\ Rf VcUeeQ VhaUiQg
RQ OaSWRSV aQd PRbiOe deYiceV VXch aV WabOeWV. AV a UeVXOW, Ze haYe
PXOWiSOied Whe QXPbeU Rf PXOWicaVW VRXUceV, Zhich iQ WXUQ haV SXW SUeVVXUe RQ
Whe WabOe Vi]eV ZiWhiQ Whe QeWZRUN. TR UeiQ WhaW iQ, Ze Qeed WR haYe a Za\ Rf
cRQWUROOiQg Whe PXOWicaVW eQYiURQPeQW ZhiOe aOORZiQg fRU XV WR cRQWURO Zhich
deYiceV Pa\ be VRXUceV aQd Zhich deYiceV Pa\ be UeceiYeUV. TR WhiV eQd Ze
caQ iQcRUSRUaWe WZR PeWhRdV Rf RSeUaWiQg:

EQVXUe RXU PXOWicaVW QeWZRUN iV deVigQed aQd bXiOW ZiWh UeViOieQce aQd
cRQQecWed WR ReQde]YRXV PRiQWV iQ aQ aYaiOabOe PaQQeU, XViQg ACLV
WR OiPiW VWUeaP VXbVcUiSWiRQ.

LeYeUage Wide AUea BRQjRXU (WAB) caSabiOiWieV ZiWhiQ CiVcR DNA
CeQWeU WR aSSURSUiaWeO\ cRQWURO aQd VcaOe Whe WUaffic ZiWhiQ Whe
QeWZRUN.

AV Whe cOieQWV ZiOO be iQ YiUWXaO QeWZRUNV, Whe PXOWicaVW WUaffic fRU WhRVe cOieQWV
ZiOO be caUUied iQ Whe OYeUOa\ ZiWhiQ VXLAN.

WhiOe deSOR\iQg Wide AUea BRQjRXU VeUYiceV iQ a QeWZRUN, iW iV iPSRUWaQW WR
XQdeUVWaQd Whe cRQceSWV iQYROYed aQd XQdeUVWaQd hRZ WR VcaOe Whe VROXWiRQ
fRU Whe eQd-VWaWe. The CiVcR IOS VRfWZaUe RQ QeWZRUN deYiceV iQWURdXceV
QeZ aQd adYaQced Wide AUea SeUYice DiVcRYeU\ GaWeZa\ (SDG)
fXQcWiRQaOiW\ WhaW SeUfRUPV Whe AgeQW UROe iQ Whe RYeUaOO VROXWiRQ.

The SDG gaWeZa\ VZiWch SURYideV a ViQgOe gaWeZa\ VROXWiRQ aW Whe LAN RU
ZiUeOeVV diVWUibXWiRQ bORcN iQ Whe cRQWUROOeU-OeVV BRQjRXU VROXWiRQ. The SDG
VZiWch cRPPXQicaWeV ZiWh MXOWicaVW DNS (PDNS) cOieQWV WR bXiOd aQd
PaQage Whe VeUYice iQfRUPaWiRQ.
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AQ LPSRUWaQW cRQVLdHUaWLRQ ZKLOH dHSOR\LQJ WABbVHUYLcHV LV WKH VXSSRUW RI
150 TCP VHVVLRQV. DHSHQdLQJ RQ KRZ PaQ\ EdJH NRdH dHYLcHV aUH LQ WKH
FabULc, aWWHQWLRQ ZLOO QHHd WR bH SaLd WR KRZ ZH VXSSRUW WKH WAB VHUYLcH. II
ZH QHHd WR VcaOH IRU OaUJH La\HU 2 HQYLURQPHQWV, WKHQ RQH RSWLRQ LV
cRQYHUJLQJ WKH SDG IXQcWLRQaOLW\ aW a La\HU 2 BRUdHU NRdH aQd XVLQJ a La\HU
2 PRRO VXSSRUWHd acURVV a VLUWXaO NHWZRUN. AOWHUQaWLYHO\, LI WKH EdJH NRdH
cRXQWV acURVV CaPSXV aUH ORZHU, WKHQ ZH caQ VXSSRUW WKLV ZLWK SDG aW WKH
RRXWHd AccHVV EdJH NRdH YLa La\HU 3.

IW LV LPSRUWaQW WR XQdHUVWaQd ILUVW WKH VcRSH RI WKH SURbOHP, IURP a cOLHQW
VcaOH SHUVSHcWLYH, WKH QXPbHU RI QRdHV LQ WKH QHWZRUN, aQd WKHQ WR adMXVW
\RXU dHVLJQ WR accRPPRdaWH WKH caYHaWV.

FigXUe 6.4: Wide AUea BRQMRXU UefeUeQce WRSRORg\
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SD-Access and Meraki Wireless
MaQ\ RUgaQi]aWiRQV, iQcOXdiQg XQiYeUViWieV, haYe deSOR\ed CiVcR MeUaNi
cORXd-PaQaged ZiUeOeVV fRU WheiU CaPSXV NeWZRUNV. WhiOe Ze cRXOd UROO RXW
SD-AcceVV fRU bRWh ZiUed aQd ZiUeOeVV, Ze Pa\ aOVR Qeed WR aXgPeQW Whe
QeWZRUN ZiWh YaUiRXV eTXiSPeQW WR be PRUe fOe[ibOe ZiWh Whe SD-AcceVV
aUchiWecWXUe. CiVcR MeUaNi ZiUeOeVV diffeUV fURP WUadiWiRQaO OTT WechQRORg\,
ZheUe daWa SOaQe WUaffic WeUPiQaWeV iQWR FabUic OYeUOa\V fRU cRPPXQicaWiRQ
ZiWh Whe FabUic iQVWead Rf beiQg WXQQeOed RXWVide Rf Whe FabUic. CiVcR MeUaNi
APV XVe aQ 802.1Q WUXQN ZiWh PaQagePeQW WUaffic beiQg XQWagged aQd
PaSSed WR Whe AP MaQagePeQW VLAN, aQd XVeU-Wagged WUaffic PaSV WR a
XQiTXe VLAN RQ Whe VZiWch fRU ZiUeOeVV eQdSRiQW, PaiQWaiQiQg VeSaUaWiRQ Rf
WUaffic.
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SD-Access Macro-segmentation
TheUe aUe PXOWiSOe deSaUWPeQWV aQd YaUied cOieQWV aQd XVe caVeV ZiWhiQ
XQiYeUViWieV. The QaWXUe Rf Whe XQiYeUViW\ VSace iV WhaW Whe\ caQ bUiQg aQ\
deYice aW aQ\ WiPe aQd cRQQecW iW WR Whe QeWZRUN if iW aidV Whe VWXdeQW aQd
facXOW\ iQ achieYiQg Whe gRaO Rf cROOabRUaWiRQ. IQ a cROOabRUaWiYe eQYiURQPeQW,
iW iV iPSRUWaQW WR deaO diUecWO\ ZiWh WheVe YaUied cOieQWV VecXUeO\. SD-AcceVV,
b\ deVigQ, iQcRUSRUaWeV Whe ideaV Rf PacUR-VegPeQWaWiRQ aQd PicUR-
VegPeQWaWiRQ. WiWhiQ WhiV VecWiRQ, Ze ZiOO diVcXVV aUeaV ZheUe PacUR-
VegPeQWaWiRQ caQ be OeYeUaged. WhiOe WhiV iV QRW aQ aXWhRUiWaWiYe OiVW, iW iV
heUe WR VhRZ \RX Whe fOe[ibiOiW\ Rf Whe deVigQ aQd WR aOORZ XV WR e[WUaSROaWe
be\RQd WhiV bRRN WR VROYe YaUied XVe caVeV.

Figure 6.5: Cisco Meraki Control and data integration
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UQiYeUViWieV haYe PaQ\ SeUVRQaO deYiceV Zhich aUe bURXghW RQWR caPSXV. AV
a VROXWiRQ, CiVcR SD-AcceVV aOORZV XV WR RQbRaUd WheVe VSecific deYiceV Yia
BUiQg YRXU OZQ DeYice (BYOD) ZRUNfORZV. FacXOW\ ZhR aUe XQiYeUViW\
ePSOR\eeV Pa\ haYe ShRQeV RU RWheU deYiceV Zhich Qeed WR be cRQWUROOed
fRU VecXUiW\ UeaVRQV b\ a MRbiOe DeYice MaQageU (MDM) WR PaNe VSecific
aSSOicaWiRQV Rf VXSSRUWiQg VeUYiceV aYaiOabOe WR heOS WheP faciOiWaWe OeaUQiQg
ZiWhiQ Whe XQiYeUViW\. TR WhaW eQd, WhRVe W\SicaO fORZV Pa\ eQVXUe WhaW Whe
deYice iV aSSURSUiaWeO\ caWegRUi]ed b\ Whe QeWZRUN ZheQ RQbRaUdiQg aQd
WUacNed fRU aQWi-YiUXV VigQaWXUeV aQd aQRPaOieV WR eQVXUe WhaW iW cRQfRUPV WR
Whe XQiYeUViW\ SROicieV. TheVe caWegRUi]aWiRQV caQ be XVed ZiWhiQ Whe SROicieV
WR fRUce a ChaQge Rf AXWhRUi]aWiRQV (CRA) WR RccXU iQ Whe eYeQW Rf a bUeach
Rf SROic\ RU YiUXV iQfecWiRQ. AddiWiRQaOO\, Whe cOieQW Pa\ be SOaced iQ a

Figure 6.6: Macro-segmentation via Virtual Networks
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VeSaUaWe YiUWXaO QeWZRUN eQWiUeO\ fURP Whe VWXdeQW SRSXOaWiRQ, WhXV achieYiQg
Whe aiP Rf VeSaUaWiQg VWXdeQW aQd facXOW\ WUaffic. ThiV iV RQe PeWhRd Rf
deaOiQg ZiWh Whe ViWXaWiRQ, aQd OaWeU iQ Whe chaSWeU Ze ZiOO Vee hRZ WR deaO
ZiWh WhiV chaOOeQge iQ a diffeUeQW Za\.

AV cOieQWV aUe bURXghW RQWR Whe QeWZRUN ZiWhiQ Whe XQiYeUViW\ VSace, Ze ZaQW
WR aOORZ aV PXch WUaffic aV Ze caQ fRU cROOabRUaWiRQ. AV a UeVXOW, a defaXOW
PeUPiW LiVW PeWhRdRORg\ iV XWiOi]ed. UViQg a defaXOW PeUPiW SROic\, Ze ZRXOd
cUeaWe UXOeV WhaW deQ\ behaYiRU Ze dR QRW ZaQW ZhiOe eYeU\WhiQg eOVe ZRXOd
be SeUPiWWed.

AV ZiWh aQ\ QeWZRUN, WheUe aUe gRRd RSeUaWiQg V\VWePV aQd SRRU RQeV, aQd
Whe ZiUeOeVV VXSSOicaQW Zhich iV XVed RQ a deYice Pa\ be URbXVW bXW iQ VRPe
caVeV iV QRW. A gRRd e[aPSOe Rf WhiV iV SeUVRQaO deYiceV VWXdeQWV bUiQg RQ
caPSXV, VXch aV MicURVRfW XbR[ RU RWheU gaPiQg V\VWePV. IQ ViWXaWiRQV OiNe
WheVe, Ze eQVXUe WhaW Ze SURfiOe Whe deYice aQd, fURP caWegRUi]aWiRQ, caQ
XVe eQdSRiQW ORgicaO SROicieV WR eQVXUe Whe deYice iV RQbRaUded VecXUeO\, bXW
Ze" ZiWh "VecXUeO\. We caQ aOVR XWiOi]e a BYOD SRUWaO WR aOORZ Whe XVeU WR
add WheiU deYiceV WR Whe QeWZRUN PaQXaOO\. ThiV aOORZV fRU QRW RQO\ Whe
eQdSRiQW WR be RQbRaUded aSSURSUiaWeO\ bXW aOVR fRU Whe SURfiOiQg WR eQVXUe
WhaW W\Se Rf eQdSRiQW eQdV XS iQ Whe cRUUecW VegPeQW Rf Whe QeWZRUN.

LaVWO\, Ze Pa\ Qeed WR VegPeQW SaUWQeU RUgaQi]aWiRQV fURP each RWheU ZhiOe
aOORZiQg WheP WR XWiOi]e Whe QeWZRUN fRU WUaQViW WR WheiU RZQ QeWZRUNV. AQ
e[aPSOe Rf WhiV iV a XQiYeUViW\ PedicaO VchRRO WhaW iV SaUWQeUed ZiWh RQe RU
PRUe OaUge heaOWhcaUe SURYideUV. IQ ViWXaWiRQV OiNe WhiV, a bacN-WR-bacN
VeUYice SURYideU-W\Se cRQQecWiRQ iV Pade beWZeeQ Whe e[iVWiQg RUgaQi]aWiRQV
WR faciOiWaWe Whe e[chaQge Rf AAA WUaffic aQd daWa WUaffic. TheVe WZR fORZV
Pa\ be ORgicaOO\ VeSaUaWed fURP RQe aQRWheU. IQ VRPe deVigQV, a La\eU 2
VegPeQW iV XVed YeU\ PXch OiNe a haQdRff iQ CaUUieU SXSSRUWiQg CaUUieU (CSC)
QeWZRUNV. ThiV deVigQ XVeV SXUe IP WR fRUZaUd WUaffic aQd cRQQecWiYiW\,
OiPiWiQg URXWe e[chaQge.

IW iV, WheUefRUe, SRVVibOe WR cRQQecW a dRcWRU ZhR WeacheV aW Whe XQiYeUViW\ WR
Whe CaPSXV NeWZRUN XViQg hiV RZQ cUedeQWiaOV aQd VegPeQW baVed RQ
XQiYeUViW\ SROicieV b\ eiWheU SUR[\iQg RADIUS acURVV Whe BXViQeVV-WR-
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BXViQeVV (B2B) OiQN RU b\ diUecW iQWegUaWiRQ ZiWh Whe fRUeigQ IdeQWiW\ SWRUe.
ThiV aOVR caQ be XWiOi]ed iQ UeYeUVe ZiWhiQ Whe hRVSiWaOV fRU VWXdeQW iQWeUQV.

SD-Access Micro-segmentation
WiWhiQ XQiYeUViWieV, WheUe aUe WiPeV ZheQ Ze ZiOO ZaQW Whe YaUiRXV cOieQWV WR
be cRQWaiQed ZiWhiQ Whe VaPe PacUR-VegPeQW bXW, aW Whe VaPe WiPe, PicUR-
VegPeQWed fURP each RWheU. IQ CiVcR SD-AcceVV, iQ addiWiRQ WR SURYidiQg Whe
fOe[ibiOiW\ Rf XViQg diffeUeQW VXbQeWV, Ze SURYide Whe fOe[ibiOiW\ Rf PicUR-
VegPeQWaWiRQ, i.e., XViQg Whe VaPe VXbQeW iQ a PRUe XVeU aQd eQdSRiQW-
ceQWUic aSSURach. ThiV aOORZV \RX WR RQbRaUd cOieQWV iQWR diffeUeQW gURXSV
ZiWhiQ Whe VaPe ViUWXaO NeWZRUN ZhiOe cRQWUROOiQg acceVV beWZeeQ WhRVe
gURXSV. IQ WhiV Za\ \RX haYe achieYed VegPeQWaWiRQ ZiWhiQ VegPeQWaWiRQ, RU
ZhaW Ze caOO PicUR-VegPeQWaWiRQ.
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MicUR-VegPeQWaWiRQ, iQ WhiV caVe, ZRXOd be deOiYeUed b\ SGTV aVVigQed Yia
CiVcR ISE aW aXWhRUi]aWiRQ, aQd aQ egUeVV SROic\ iQ Whe fRUP Rf a SecXUiW\
GURXS AcceVV CRQWURO LiVW (SGACL) ZRXOd eQfRUce aQd UeVWUicW cOieQW-WR-
cOieQW WUaffic. The SGACL iV SURgUaPPed iQWR Whe FabUic ZheQ cOieQWV aUe
aXWhRUi]ed b\ CiVcR ISE Yia 802.1[ RU MAB, Zhich eQabOeV Whe d\QaPic
QaWXUe Rf Whe QeWZRUN. IW aOVR aOORZV Whe QeWZRUN WR XVe RQO\ WhRVe SROicieV iW
QeedV ZheQ cOieQWV e[iVW, fUeeiQg XS YaOXabOe UeVRXUceV fRU fRUZaUdiQg WUaffic
ZheQ Whe\ aUe QRW Qeeded.

TheUe aUe YaUiRXV RWheU caVeV ZheUe PicUR-VegPeQWaWiRQ Pa\ be UeTXiUed WR
VecXUe VSecific VWUeaPV fURP RWheU WUaffic. ThRVe Pa\ iQcOXde, bXW aUe QRW
OiPiWed WR, YideR VXUYeiOOaQce feed fURP ZiUeOeVV caPeUaV aV ZeOO aV a

Figure 6.7: Micro-segmentation with Enforcement
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daVhbRaUd RU digiWaO VigQage deYiceV cRQQecWed ZiUed RU ZiUeOeVVO\ fRU
diVSOa\ UeTXiUePeQWV aW adPiQiVWUaWiYe bXiOdiQgV, OaUge caPSXV bXiOdiQgV,
dRUPiWRUieV, RU caWeUiQg ORcaWiRQV. TheVe deYiceV Pa\ haYe cUiWicaO feedV iQ
Whe eYeQW Rf VecXUiW\ iQcideQWV, Zhich Pa\ be XWiOi]ed WR heOS iQfRUP Whe
VWXdeQW bRd\ Rf a VSecific eYeQW.

Cisco SD-Access Supporting Guest Services
UQiYeUViW\ caPSXV adPiQiVWUaWRUV RfWeQ Qeed WR PaQage e[WeQViYe gXeVW
VeUYiceV ZiWh a cRPPRQ VXbQeW acURVV aOO WheiU caPSXV ViWeV. TR addUeVV WhiV
chaOOeQge, SD-AcceVV SURYideV Whe MXOWiViWe RePRWe BRUdeU VROXWiRQ XViQg
ViUWXaO NeWZRUN AQchRUV. ThiV VROXWiRQ aOORZV WUaffic fURP a giYeQ ViUWXaO
NeWZRUN aW PXOWiSOe diVSeUVed ViWeV WR be aggUegaWed bacN WR a ceQWUaO
ORcaWiRQ, VRPeWiPeV UefeUUed WR aV aQ AQchRU SiWe, ZheUe iW XVeV a ViQgOe
cRPPRQ VXbQeW UaWheU WhaQ haYiQg WR defiQe aQd XVe SeU-ViWe VXbQeWV fRU
Whe gXeVW ViUWXaO NeWZRUNV.

WiWh a ViPSOified aQd ceQWUaOi]ed cRPPRQ VXbQeW VWUXcWXUe, ViUWXaO NeWZRUN
AQchRU SiWeV VigQificaQWO\ ViPSOif\ Whe gXeVW VeUYice deSOR\PeQWV acURVV
ViWeV aQd SURYide cRQViVWeQW aQd VecXUe VegPeQWaWiRQ fRU gXeVW WUaffic iQ
XQiYeUViW\ eQYiURQPeQWV.

UViQg aQchRUed VeUYiceV, WUaffic fRU Whe eQdSRiQWV WhaW beORQg WR Whe
AQchRUed ViUWXaO NeWZRUN aW each ViWe aUe aggUegaWed aQd WXQQeOed bacN WR
Whe UePRWe aQchRU bRUdeU aW Whe AQchRU SiWe RYeU VXLAN. AQ AQchRU SiWe
fXQcWiRQV YeU\ PXch OiNe a WUadiWiRQaO FabUic SiWe, bXW iW fRUPV a YiUWXaO FabUic
SiWe VeUYiQg a SaUWicXOaU ViUWXaO NeWZRUN.

ThiV YiUWXaO FabUic SiWe haV iWV RZQ ViWe BRUdeU aQd CRQWURO POaQe NRdeV iQ
Whe AQchRU SiWe. WhaW iV VSeciaO abRXW Whe AQchRU SiWe iV WhaW iWV edgeV aQd
ZiUeOeVV cRQWUROOeUV aUe diVSeUVed acURVV PXOWiSOe FabUic SiWeV, UefeUUed WR aV
aQchRUiQg ViWeV.
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MXOWiViWe RePRWe BRUdeU iV eQabOed RQ a SeU-ViUWXaO NeWZRUN baViV. FRU aQ
AQchRUed ViUWXaO NeWZRUN, aOO edgeV iQ Whe aQchRUiQg ViWeV XVe Whe aQchRU
BRUdeU aQd CRQWURO POaQe NRdeV fRU daWa SOaQe aQd cRQWURO cRPPXQicaWiRQ.
WiUeOeVV cRQWUROOeUV iQ Whe aQchRUiQg ViWeV cRPPXQicaWe ZiWh Whe AQchRU
CRQWURO POaQe NRde fRU ZiUeOeVV eQdSRiQW UegiVWUaWiRQ VSecific WR Whe
AQchRUed ViUWXaO NeWZRUN.

SiQce Whe aQchRU bRUdeU UeachabiOiW\ Pa\ WUaYeUVe PXOWiSOe IP QeWZRUNV,
VSeciaO aWWeQWiRQ PXVW be Said WR Whe MTU acURVV Whe eQWiUe SaWh WR

Figure 6.8: Guest Traffic Flow with Anchored Virtual Networks
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accRPPRdaWe Whe VXLAN headeU RYeUhead Rf 50 b\WeV.

AQchRUed ViUWXaO NeWZRUN iV cRQfigXUed WR XVe Whe AQchRU SiWe. AfWeU a gXeVW
eQdSRiQW jRiQV Whe gXeVW SSID aQd SaVVeV Whe CeQWUaO Web AXWheQWicaWiRQ
XViQg CiVcR ISE, iW iV aVVRciaWed ZiWh Whe aQchRUed gXeVW ViUWXaO NeWZRUN.
GXeVW WUaffic iV WXQQeOed WR Whe AQchRU SiWe BRUdeU NRde aQd egUeVVeV WR Whe
IQWeUQeW WhURXgh a fiUeZaOO.

AddiWiRQaOO\, ZhiOe Whe gXeVW WUaffic iV VXLAN-eQcaSVXOaWed aQd SaVVeV
WhURXgh Whe FabUic, Whe fiUVW hRS RU gaWeZa\ fRU gXeVW WUaffic caQ be RXWVide
Whe FabUic aQd cRQQecWed aW La\eU 2 WR Whe MXOWiViWe RePRWe BRUdeU. SXch a
deYice caQ be a fiUeZaOO fRU iQVSecWiRQ SXUSRVeV, VhRXOd iW be a deVigQ
UeTXiUePeQW.

Cisco SD-Access for Shared Services
T\SicaOO\, WheUe aUe VhaUed VeUYiceV ZiWhiQ eYeU\ QeWZRUN Zhich aUe hRXVed
RU cRQQecWed WR a daWa ceQWeU. Each caVe deSeQdV RQ SROic\ aQd
aXWhRUi]aWiRQ UegaUdiQg ZhR RU ZhaW iV eQWiWOed WR acceVV a VSecific UeVRXUce.
EYeU\ QeWZRUN deSOR\PeQW haV a cRPPRQ VeW Rf UeVRXUceV Qeeded b\ eYeU\
eQdSRiQW:

ɉ IdeQWiW\ VeUYiceV (e.g., AAA/RADIUS)

ɉ DRPaiQ QaPe VeUYiceV (DNS)

ɉ D\QaPic hRVW cRQfigXUaWiRQ SURWRcRO (DHCP)

ɉ IP addUeVV PaQagePeQW (IPAM)

ɉ DaWa cROOecWRUV (e.g., NeWfORZ, S\VORg)

ɉ IQWeUQeW AcceVV

ɉ IP YRice/YideR cROOabRUaWiRQ VeUYiceV

ɉ OWheU iQfUaVWUXcWXUe eOePeQWV

TheVe cRPPRQ UeVRXUceV aUe RfWeQ caOOed "VhaUed VeUYiceV." TheVe VhaUed
VeUYiceV ZiOO geQeUaOO\ UeVide RXWVide Rf Whe SD-AcceVV FabUic aQd PXVW be
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deSOR\ed cRUUecWO\ WR SUeVeUYe Whe iVROaWiRQ beWZeeQ diffeUeQW ViUWXaO
NeWZRUNV acceVViQg WhRVe VeUYiceV. IQ PRVW caVeV, VXch VeUYiceV UeVide iQ
Whe gORbaO URXWiQg WabOe (GRT) Rf Whe e[iVWiQg QeWZRUN OR Pa\ be iQ a
VSecific ViUWXaO NeWZRUN RU VRF.

FabUic cOieQWV iQ Whe SD-AcceVV QeWZRUN RSeUaWe iQ OYeUOa\ ViUWXaO NeWZRUNV.
ThXV, if Whe VhaUed VeUYiceV aUe SaUW Rf Whe gORbaO URXWiQg VSace RU a VSecific
ViUWXaO NeWZRUN RU VRF, VRPe PeWhRd Rf IQWeU-VRF URXWe OeaNiQg iV UeTXiUed.

TheUe aUe WZR Za\V WR dR iQWeU-VRF URXWe OeaNiQg:

ɉ UVe Rf a PeeU (FXViRQ) deYice (SZiWch/RRXWeU/FiUeZaOO)

ɉ UVe Rf Whe SD-AcceVV E[WUaQeW feaWXUe

The XVe Rf a VRF-AZaUe PeeU (FXViRQ) deYicebdiUecWO\ aWWached WR Whe FabUic
BRUdeU NRde SURYideV a PechaQiVP fRU URXWe OeaNiQg Rf VhaUed VeUYiceV

Figure 6.9: Shared Services access
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SUefi[eV acURVV PXOWiSOe QeWZRUNV. The XVe Rf fiUeZaOOV SURYideV aQ addiWiRQaO
Oa\eU Rf VecXUiW\ aQd PRQiWRUiQg Rf WUaffic beWZeeQ ViUWXaO NeWZRUNV RU
beWZeeQ ViUWXaO NeWZRUN aQd GRT.

If fiUeZaOO iQVSecWiRQ iV QRW a UeTXiUePeQW, WheQ SD-AcceVV E[WUaQeW iV aQ
iQQRYaWiYe Za\ WR acceVV VhaUed VeUYiceV fURP RWheU VRFV ZiWhRXW UeTXiUiQg
a SeeU deYice fRU URXWe-OeaNiQg. FRU PRUe iQfRUPaWiRQ abRXW SD-AcceVV
E[WUaQeW, SOeaVe UefeU WR WhaW VecWiRQ iQ Whe AUchiWecWXUe OYeUYieZ chaSWeU.

Wireless Solutions
Fabric-enabled Wireless and Over-the-Top Wireless Design
IQ WhiV da\ aQd age, aOPRVW QR RQe Sh\VicaOO\ cRQQecWV WheiU SeUVRQaO
deYiceV WR a QeWZRUN XQOeVV Whe\ haYe WR, aQd VR ZiUeOeVV QeWZRUNV PXVW be
highO\ UeViOieQW aQd eaViO\ aYaiOabOe. FURP a ZiUeOeVV SeUVSecWiYe, ZheQ
diVcXVViQg Whe FabUic, Whe ZiUeOeVV AcceVV PRiQW (AP) ZiOO be diVSeUVed
aPRQgVW YaUiRXV OiQe caUdV Rf chaVViV-baVed VZiWcheV RU acURVV YaUiRXV
PePbeUV Rf a SWacNWiVeb deSOR\PeQW. ThiV eQVXUeV a higheU OeYeO Rf
UeViOieQc\ ZiWhiQ Whe ZiUeOeVV eQYiURQPeQW, aOORZiQg QRW RQO\ fRU Whe VZiWch
QeWZRUN WR be XSgUaded bXW aOVR WR VSUead Whe ORad Rf Whe ZiUeOeVV XVeUV
acURVV PXOWiSOe VZiWcheV ASICV WR faciOiWaWe cOieQW ORad aQd baQdZidWh
cRQceUQV. TR WaNe WhiV eYeQ fXUWheU, \RX caQ aOVR XWiOi]e SRZeU SUiRUiW\ RQ Whe
VZiWcheV VR WhaW iQ Whe eYeQW Rf SRZeU VWaUYaWiRQ, VSecific APV ZiOO gR dRZQ
WR cUeaWe a bURZQRXW VceQaUiR iQVWead Rf a cRPSOeWe bOacNRXW.

TheUe aUe PXOWiSOe Za\V WR aUchiWecW a ZiUeOeVV VROXWiRQ ZiWhiQ a FabUic. The
fiUVW aQd OeadiQg SUiPaU\ PeWhRd ZRXOd be WR XWiOi]e SD-AcceVV WiUeOeVV
Zhich aOORZV fRU Whe haQdRff Rf cOieQW daWa WUaffic fURP Whe AP diUecWO\ iQWR Whe
FabUic b\ eQcaSVXOaWiQg cOieQW WUaffic ZiWhiQ VXLAN RQ Whe AP iWVeOf. A
VecRQdaU\ VXSSRUWed PeWhRd iV OYeU-Whe-TRS (OTT) WiUeOeVV, ZheUeb\ Whe
cOieQW WUaffic (daWa) iV eQcaSVXOaWed ZiWhiQ CAPWAP ZiWh Whe PaQagePeQW
(CRQWURO) WUaffic aQd VeQW WR Whe WiUeOeVV LAN CRQWUROOeU (WLC) fRU
fRUZaUdiQg.bWiWh Whe SD-AcceVV VROXWiRQ, \RX haYe Whe fOe[ibiOiW\ WR haYe a
Pi[ Rf SD-AcceVV WiUeOeVV aQd OTT SSIDV if Qeeded.
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CiVcR SD-AcceVV agaiQ heOSV faciOiWaWe WheVe OaUge QeWZRUNV b\ deOiYeUiQg
aXWRPaWiRQ aV a fRXQdaWiRQaO cRUe cRPSRQeQW, aOORZiQg fRU Whe TXicN
deSOR\PeQW Rf QeZ haUdZaUe ZiWh Whe VaPe SROic\ aQd cRQfigXUaWiRQ. ThiV
heOSV fURP a deSOR\PeQW SeUVSecWiYe aQd SUeYeQWV PiVcRQfigXUaWiRQ aV Whe
QeWZRUN cRQfigXUaWiRQ iV Whe VaPe fURP VZiWch WR VZiWch aQd AP WR AP acURVV
Whe QeWZRUN. IQ OaUge XQiYeUViWieV ZiWh hXQdUedV Rf Edge NRdeV aQd
WhRXVaQdV Rf APV, WhiV RSeUaWiRQaO cRQViVWeQc\ caQ VaYe Whe QeWZRUN WeaP
cRXQWOeVV hRXUV Rf WURXbOeVhRRWiQg dXe WR hXPaQ eUURU iQ a cRQfigXUaWiRQ.

Figure 6.10: SD-Access Wireless/OTT Wireless Architecture



CiVcR SD-AcceVV iQ UQiYeUViWieV 181

Cisco SD-Access Support for eduroam
FRU XQiYeUViWieV VXSSRUWiQg Whe edXURaP VROXWiRQ, WheUe iV a Qeed WR be abOe
WR accRPPRdaWe ZiUeOeVV cRQQecWiYiW\ ZiWhiQ Whe gXeVW eQYiURQPeQW acURVV
Whe SD-AcceVV FabUic. TR e[SaQd RQ WhiV VSecific XVe caVe, SD-AcceVV caQ
be XVed WR e[WeQd ZiUeOeVV VeUYiceV WR aQ\ YiViWRU fURP RWheU XQiYeUViWieV aV
ORQg aV WhaW YiViWRU haV aQ edXURaP accRXQW.

AQ\RQe ZiWh aQ edXURaP accRXQW caQ cRQQecW WR Whe edXURaP SD-AcceVV
WiUeOeVV SSID, Zhich ZaV deVigQed b\ OaUge XQiYeUViWieV WR addUeVV cURVV-
XQiYeUViW\ aXWheQWicaWiRQ fRU XQiYeUViW\-WR-XQiYeUViW\ URaPiQg. IQ WhiV VceQaUiR,
Ze ZRXOd aQchRU Whe edXURaP cOieQW daWa WUaffic WR a VeW Rf BRUdeU NRdeV
aQd CRQWURO POaQe NRdeV XWiOi]iQg Whe MXOWiViWe RePRWe BRUdeU (Vee FigXUe

Figure 6.11: eduroam Authentication Workflowb
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6.8) ZiWhiQ Whe DMZ. WiUeOeVV cOieQWV ZRXOd XWiOi]e Whe edXURaP
iQfUaVWUXcWXUe, ORcaWed Rff-caPSXV iQ PRVW caVeV, fRU cOieQW aXWheQWicaWiRQ aV
VhRZQ iQ FigXUe 6.11. IQ WhiV VceQaUiR, Whe cOieQWɁV daWa VeVViRQ iV WeUPiQaWed
RQ Whe GXeVW AQchRU BRUdeU NRde aQd QRW Whe FRUeigQ CRQWUROOeU.

The aXWheQWicaWiRQ UeTXeVW iV SUR[ied WR Whe edXURaP VeUYeUV, Zhich iQ WXUQ
fRUZaUdV Whe UeTXeVW WR Whe XVeUɁV hRPe iQVWiWXWiRQ. If Whe aXWheQWicaWiRQ iV
VXcceVVfXO, Whe fRUeigQ RADIUS VeUYeU VeQdV aQ "AcceVV-AcceSW" UeVSRQVe
WR Whe edXURaP VeUYeU, aQd Whe edXURaP VeUYeU fRUZaUdV WhiV UeVSRQVe WR Whe
XQiYeUViW\ ZheUe Whe XVeU iV cXUUeQWO\ ORcaWed. The XVeU iV aXWheQWicaWed aQd
gaiQV QeWZRUN acceVV aW Whe fRUeigQ XQiYeUViW\.

Stadiums, Auditoriums, and High-Densit\ Wireless:
OQ XQiYeUViW\ caPSXVeV, WheUe aUe RfWeQ aUeaV Rf e[WUePeO\ high-deQViW\
ZiUeOeVV. TheVe caQ be OaUge aXdiWRUiXPV, XVed fRU cRQfeUeQceV aQd OaUge
cOaVVeV, RU eYeQ PaVViYe VWadiXPV XVed fRU VSRUWV VXch aV fRRWbaOO. TR WhaW
eQd, Whe XQiYeUViW\ QeedV WR be abOe WR eQVXUe Whe aYaiOabiOiW\ Rf ZiUeOeVV
cRQQecWiYiW\ giYeQ Whe PaVViYe QXPbeU Rf ZiUeOeVV cOieQWV SUeVeQW dXUiQg
WheVe eYeQWV.

CiVcR SD-AcceVV iV ideaOO\ VXiWed WR deaO ZiWh a high-deQViW\ ZiUeOeVV
eQYiURQPeQW. The ZiUeOeVV AP cRQWURO WUaffic iV highO\ aYaiOabOe WR Whe WLC,
aOORZiQg fRU RSWiPaO cRQWURO Rf Whe WI-FI chaQQeOV aQd RF VSecWUXP aQd
deOiYeUiQg a beWWeU XVeU e[SeUieQce fRU ZiUeOeVV cOieQWV.bThe diVWUibXWed daWa
SOaQe caSabiOiW\ Rf SD-AcceVV WiUeOeVV PeaQV WhaW WheUe aUe QR baQdZidWh
bRWWOeQecNV fRU Whe ZiUeOeVV cOieQWV, eYeQ if WheUe aUe WhRXVaQdV RQOiQe aOO aW
RQce.
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Deplo\ment Options

AOO XQiYeUViWieV UaQge iQ Vi]e, bXW iW iV W\SicaO WR haYe OaUge QXPbeUV Rf eQdSRiQWV
VXSSRUWed acURVV a CaPSXV NeWZRUN. FRU Whe acadePic \eaU Rf 2023 aORQe,
eQUROOPeQW aW VRPe XQiYeUViWieV haV a cRPbiQed VWXdeQW SRSXOaWiRQ Rf RYeU
50,000 fRU bRWh XQdeUgUadXaWe aQd gUadXaWe VWXdeQWV. If each VWXdeQW bUiQgV
RQO\ WZR deYiceV RQ caPSXV, WhaW ZRXOd be cRQVeUYaWiYeO\ 100,000 eQdSRiQWV.
If \RX SeeO bacN Whe RQiRQ ZiWh aOO Whe IRT deYiceV, facXOW\ deYiceV, SUiQWeUV,
VcaQQeUV, aQd RWheU deYiceV RQ Whe QeWZRUN, \RX caQ hiW Whe VcaOe OiPiWV Rf a
ViQgOe VWaQdaORQe DNA CeQWeU XL aSSOiaQce eaViO\. 

  
AV a UeVXOW, iW iV cRPPRQ fRU XQiYeUViWieV WR VSOiW UROeV fRU YaUiRXV SaUWV Rf Whe
QeWZRUN iQWR YaUiRXV cOXVWeUV, aOORZiQg CiVcR SD-AcceVV WR be VXSSRUWed iQ
PXOWiSOe eQYiURQPeQWV. A OaUge ceQWUaO caPSXV eQYiURQPeQW iV RQ RQe CiVcR
DNA CeQWeU cOXVWeU, ZhiOe PXOWiSOe VPaOOeU VaWeOOiWe caPSXV ORcaWiRQV aUe RQ
aQRWheU cOXVWeU. IQ VXch caVeV, MXOWiSOe CiVcR DNA CeQWeU WR ViQgOe ISE VXSSRUW
iV UeTXiUed WR PeeW Whe VcaOe UeTXiUePeQWV Rf Whe UQiYeUViW\ QeWZRUN. IQ addiWiRQ
WR PeeWiQg Whe VcaOe UeTXiUed, Whe MXOWiSOe CiVcR DNA CeQWeU WR ViQgOe ISE
deSOR\PeQW PaiQWaiQV VecXUiW\ SROic\ cRQViVWeQc\ b\ aVVigQiQg RQe CiVcR DNA
CeQWeU cOXVWeU ZiWh Whe SROic\ aXWhRU UROe ZhiOe Whe RWheU cOXVWeU iV iQ a Uead-
RQO\ UROe.

  
CiVcR DNA CeQWeU RffeUV bRWh High AYaiOabiOiW\ aQd DiVaVWeU RecRYeU\ RSWiRQV
Zhich caQ be XVed iQdeSeQdeQWO\ RU iQ cRQjXQcWiRQ ZiWh RQe aQRWheU. OQe RU
bRWh Rf WheVe RSWiRQV aUe UecRPPeQded iQ aQ\ QeWZRUN ZheUe SD-AcceVV iV
deSOR\ed. Which RQe \RX XVe deSeQdV RQ \RXU RUgaQi]aWiRQɁV UeViOieQce
UeTXiUePeQWV UegaUdiQg QeWZRUN PaQagePeQW aQd aQaO\WicV.

WhiOe Ze haYe XVed high-VcaOe XQiYeUViWieV ZiWh SRWeQWiaO geRgUaShic
diVSeUViRQ aV Whe e[aPSOe iQ WhiV VecWiRQ, iW iV ceUWaiQO\ SRVVibOe WhaW RWheU
VPaOOeU XQiYeUViWieV ZiOO QRW Qeed WheVe VaPe NiQdV Rf caSabiOiWieV. AOZa\V PaNe
VXUe WR XQdeUVWaQd \RXU VcaOe UeTXiUePeQWV aW Whe QeWZRUN aQd PaQagePeQW
OeYeOV aQd adjXVW accRUdiQgO\.
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Design Best Practices for Universities
WheQ cRQVideUiQg a QeWZRUN deVigQ fRU a XQiYeUViW\, Ze UecRPPeQd WhaW \RX
fROORZ Whe fROORZiQg deVigQ SUiQciSOeV aQd gXideOiQeV:

ɉ DeVigQ ZiWh VcaOe iQ PiQd aW eYeU\ Oa\eU Rf Whe eQYiURQPeQW,
iQcOXdiQg Whe PaQagePeQW Oa\eU

ɉ SeOecW Whe aSSURSUiaWe haUdZaUe SOaWfRUP WR VXSSRUW Whe e[SecWed
ORad, SURYidiQg RYeUhead fRU gURZWh

ɉ UQdeUVWaQd Whe UeTXiUed haUdZaUe WabOe Vi]eV Qeeded aW each Oa\eU WR
VXSSRUW Whe feaWXUeV UeTXiUed, SURYidiQg RYeUhead fRU gURZWh

ɉ KeeS iQ PiQd Whe SUeYiRXVO\ PeQWiRQed deVigQ aVSecWV cRQceUQiQg a
CiVcR SD-AcceVV aUchiWecWXUe
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Summar\

We haYe VeeQ WhaW UQiYeUViW\ eQYiURQPeQWV aUe XQiTXe dXe WR WheiU
chaOOeQgiQg XVe caVeV UeOaWed WR WheiU gRaO Rf SURYidiQg Whe XOWiPaWe VhaUiQg
aQd cROOabRUaWiYe e[SeUieQce iQ SXUVXiQg higheU OeaUQiQg. WheQ deVigQiQg
WheiU QeWZRUNV, Whe\ PXVW be e[WUa YigiOaQW WR eQVXUe WhaW Whe\ accRXQW fRU Whe
VheeU VcaOe Rf WheiU eQYiURQPeQW, aQd ZheUe SRVVibOe, Whe\ VhRXOd OiPiW Whe
Vi]e Rf faXOW dRPaiQV WR eQVXUe WhaW cRQYeUgeQce aQd RSeUaWiRQaO UeViOieQc\
aUe PaiQWaiQed aW Whe higheVW OeYeOV. WhiOe Ze haYe cRYeUed a QXPbeU Rf Whe
YaUiRXV deVigQ caYeaWV aQd XVe caVeV iQ WhiV chaSWeU, \RX PighW eQcRXQWeU a
ViPiOaU XVe caVe iQ aQRWheU YeUWicaO. If \RX eQcRXQWeU VXch a XVe caVe, SOeaVe
UefeU WR WhaW RWheU YeUWicaO chaSWeU.

IQ WhiV chaSWeU, Ze VhRZed hRZ CiVcR SD-AcceVV SURYideV a VecXUe,
d\QaPic, UeViOieQW VROXWiRQ WhaW addUeVVeV Whe PRVW dePaQdiQg chaOOeQgeV
faced b\ XQiYeUViWieV. WiWh Whe addiWiRQ Rf CiVcR DNA CeQWeU caSabiOiWieV
VXch aV EQdSRiQW AQaO\WicV aQd EcRV\VWeP SaUWQeU aSSOicaWiRQV VXch aV
CiVcR DNA SSaceV aQd edXURaP, CiVcR SD-AcceVV eQVXUeV WhaW XQiYeUViWieV
caQ cRQWiQXe WR deOiYeU Whe VhaUed QeWZRUN eQYiURQPeQW PRVW cRQdXciYe WR
OeaUQiQg WhaW bRWh VWXdeQWV aQd facXOW\ aOiNe haYe eQjR\ed fRU PaQ\ \eaUV.





Cisco SD-Access for
Financial Customers
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Introduction

FiQaQciaO RUgaQi]aWiRQV VXch aV UeWaiO baQNV, cUediW XQiRQV, iQVXUaQce
cRPSaQieV, aQd caSiWaO fiUPV aUe VhifWiQg WR digiWaO QeWZRUN aUchiWecWXUeVb WR
VecXUeO\ bXiOd aQd RSeUaWe 1000VbRf ORcaWiRQVbacURVV Whe ZRUOd. WhiOe each
ORcaWiRQ Pa\ haYe VSeciaO UeTXiUePeQWV, Whe fiQaQciaO YeUWicaO QeedV
VWaQdaUdi]ed aQd VecXUe QeWZRUN cRQQecWiYiW\, ViPSOif\iQgb QeWZRUN
RSeUaWiRQV aQd PaiQWeQaQce, faiOXUe-UeViOieQW V\VWePV, aQd cRQViVWeQW SROic\
iPSOePeQWaWiRQ acURVV Whe eQWiUe RUgaQi]aWiRQ.b

ThiV chaSWeU SURYideV deVigQ gXidaQce fRU Whe fiQaQciaO VSace, fRcXViQg RQ
hRZ Whe QeZ iQQRYaWiRQV (eVSeciaOO\ CiVcR SD-AcceVV) aUe beiQg XWiOi]ed iQ
WhiV iQdXVWU\ WR haYe a ViPSOe, VecXUe, aQd fOe[ibOe QeWZRUN. The chaSWeU
VWaUWV ZiWh a deVcUiSWiRQ Rf Whe e[iVWiQg FiQaQciaO NeWZRUN aUchiWecWXUe,
fROORZed b\ chaOOeQgeV aQd VROXWiRQV fRU fiQaQciaO RUgaQi]aWiRQV. FiQaOO\, Whe
chaSWeU eQdV b\ UeYieZiQg VRPe VWaQdaUd deSOR\PeQW RSWiRQV fRU fiQaQciaOV.
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Challenges

FiQaQciaO NeWZRUNV aUe cRPSOe[ aQd VXSSRUW ZiUed, ZiUeOeVV, WAN, aQd
VecXUiW\ iQfUaVWUXcWXUeV deSOR\ed acURVV a cRXQWU\, PXOWiSOe cRXQWUieV, RU
ZRUOdZide. TRda\ Whe QeWZRUN iQfUaVWUXcWXUe iQ WheVe RUgaQi]aWiRQV caQ be
bURadO\ diYided iQWR CRUSRUaWe HeadTXaUWeUV (HQ) aQd RePRWe BUaQch
bXViQeVV VegPeQWV. The QeWZRUN UeTXiUePeQWV caQ YaU\ deSeQdiQg RQ Whe
QeWZRUN VegPeQWV WR VXSSRUW YaUiRXV bXViQeVV-cUiWicaO XVe caVeV.

HQ ViWeV aUe cRUSRUaWe bXiOdiQgV cRQQecWed b\ MeWURSROiWaQ AUea NeWZRUN
(MAN) fRU adPiQiVWUaWiYe bXiOdiQgV aQd b\ Wide AUea NeWZRUN (WAN) fRU
UePRWe ViWe cRQQecWiYiW\.

Figure 7.1: Traditional network
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The WRSRORg\ VhRZQ iQ FigXUe 7.1bdeSicWV a geQeUic WUadiWiRQaO QeWZRUN fRU
FiQaQciaOVb ZiWh CRUe, DiVWUibXWiRQ, aQd AcceVV La\eU VZiWcheV iQ Whe Head
QXaUWeUV (HQ) ViWe VeUYiQg ZiUed, ZiUeOeVV, aQd IRT eQdSRiQWV. ThiV QeWZRUN
SURYideV IQWeUQeW, daWa ceQWeU, aQd WAN cRQQecWiYiW\ fRU Whe eQdSRiQWV
cRQQecWiQg WR iW.

The BUaQch ORcaWiRQV iQ Whe WRSRORg\, SiWe1 aQd SiWe 2, haYe diffeUeQW VcaOe
UeTXiUePeQWV b\ ePbUaciQg eiWheU abTZR-TieU,bThUee-TieU,b RU ViQgOe deYice
QeWZRUN hieUaUch\ fRUbWhe LAN IQfUaVWUXcWXUe.

Requirementsbin Financial Customers
FiQaQciaO NeWZRUNV aUe XVXaOO\ geRgUaShicaOO\ diVSeUVed, cRPSOe[ QeWZRUNV
ZiWh XQiTXe chaOOeQgeV dXe WR Whe high OeYeOV Rf VecXUiW\, UeViOieQce, aQd
UegXOaWRU\ cRPSOiaQce UeTXiUed iQ Whe fiQaQciaO iQdXVWU\. The fROORZiQg
VecWiRQV RXWOiQe VeYeUaO Rf Whe PRVW cUiWicaO caSabiOiWieV UeTXiUed b\ fiQaQciaO
RUgaQi]aWiRQV ZheQ deSOR\iQg a QeWZRUN.

Securit\ Challenges
C\beUVecXUiW\ WhUeaWV aUe Whe biggeVW WhUeaW WhaW NeeSV a fiQaQciaO cRPSaQ\ɁV
Chief IQfRUPaWiRQ SecXUiW\ OfficeU (CISO) aZaNe aW QighW. The UaSid WUaQViWiRQ
WR h\bUid ZRUN aQd Whe eYROXWiRQ Rf digiWaO bXViQeVV VeUYiceV WR cXVWRPeUV
haYe PaVViYeO\ iQcUeaVed aWWacN VXUface YecWRUV aYaiOabOe WR c\beU cUiPiQaOV.
If QRW NeSW iQ checN, WheVe bad acWRUV caQ WaNe adYaQWage Rf YXOQeUabiOiWieV
aQd caXVe PaVViYe ORVVeV iQ bRWh fiQaQciaO aQd UeSXWaWiRQaO WeUPV. The CISO
gURXS SeUiRdicaOO\ UeYieZV baVic VecXUiW\ fXQdaPeQWaOV aQd VecXUiW\
SURceVVeV.

Compliance Mandates
FiQaQciaO V\VWePV Qeed WR SURWecW highO\ VeQViWiYe fiQaQciaO UecRUdV aQd
iQfRUPaWiRQ Rf cXVWRPeUV, aQd Whe\ aUe VWUicWO\ bRXQd b\ gRYeUQPeQW
UegXOaWiRQV. FRU e[aPSOe, Whe PCI-DSSb (Pa\PeQW CaUd IQdXVWU\) VWaQdaUdV
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iQcOXde PaQdaWeV VXch aV daWa eQcU\SWiRQ iQ fOighW, VecXUiW\ PaQdaWeV fRU
VWRUiQg cXVWRPeU daWa, aQd WUacNiQg aQd PRQiWRUiQg QeWZRUN UeVRXUceV aQd
caUdhROdeU daWa. FiQaQciaO NeWZRUNV PXVW SURYide cRPSOeWe aQd cRQVWaQW
YiVibiOiW\ fRU QeWZRUN PaQagePeQW aQd PRQiWRUiQg.

FiQaOO\, giYeQ WhaW diffeUeQW deSaUWPeQWV aQd gXeVWV aOO VhaUe Whe VaPe
QeWZRUN iQfUaVWUXcWXUe, eYeU\ gURXS PXVW be iVROaWed fURP RQe aQRWheU aQd
UeVWUicWed WR RQO\ Whe UeVRXUceV Whe\ aUe SeUPiWWed WR acceVV. AW Whe VaPe
WiPe, WheVe diYeUVe gURXSV Rf XVeUV aQd deYiceV ZiOO Qeed acceVV WR VhaUed
VeUYiceV.

Availabilit\ (Five-Nines)
DXe WR Whe cUiWicaOiW\ Rf fiQaQciaO V\VWePV iQ RXU daiO\ OiYeV, 100% aYaiOabiOiW\ iV
Whe gRaO. A fiYe-QiQeV aYaiOabiOiW\ cRPeV cORVe WR 100% aYaiOabiOiW\ aQd
gXaUaQWeeV WhaW Whe QeWZRUN ZiOO be XS fRU 99.999% Rf Whe WiPe (URXghO\ 5
PiQXWeV aQd 16 VecRQdV Rf RXWage SeU \eaU). AXWRPaWiRQ, MRQiWRUiQg, LRad-
baOaQciQg, aQd faiORYeU VchePeV caQ aOORZ fiQaQciaO fiUPV WR PeeW RU beaW Whe
gRaO Rf fiYe-QiQeV aYaiOabiOiW\.

Large Scale MultisitebDeplo\ments
FiQaQciaOV aUe W\SicaOO\ OaUge PXOWiViWe deSOR\PeQWV RfWeQ UXQQiQg WhRXVaQdV
Rf ViWeV acURVV YaVW geRgUaShic UegiRQV. IW iV aQ eQRUPRXV chaOOeQge WR
deSOR\ aQd PaQage VXch OaUge QeWZRUNV bR[-b\-bR[ RU ViWe-b\-ViWe ZiWh
RQViWe QeWZRUN PaQagePeQW WeaPV. If \RX aVN aQ\ QeWZRUN eQgiQeeU iQ a
FiQaQciaO, Whe\ ZiOO WeOO \RX WhaW aXWRPaWiRQ iV Whe Qeed Rf Whe hRXU WR be abOe
WR dR cRPSOe[ ViWe deSOR\PeQWV ZiWh PiQiPaO PaQXaO ZRUN.b

Complete Isolation of Guest Users
CXVWRPeUV YiViWiQg fiQaQciaO bUaQcheV Pa\ bUiQg diffeUeQW eQdSRiQWV WhaW
cRXOd be cRPSURPiVed, VR Whe WUaffic fURP VXch gXeVW deYiceV PXVW be
iVROaWed aQd iQVSecWed SURSeUW\. IQ VXch VceQaUiRV, Whe Qe[W-geQeUaWiRQ
QeWZRUN VhRXOd be abOe WR VXSSRUW WUaffic iQVSecWiRQ fRU ZiUed aQd ZiUeOeVV
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gXeVW WUaffic, Zhich PeaQV Whe fiUVW hRS fRU aOO gXeVW WUaffic QeedV WR be a
fiUeZaOO iQ a dePiOiWaUi]ed ]RQe (DMZ).

Centrali]ed Polic\ Management
WiWh e[SRQeQWiaO gURZWh iQ Whe QXPbeU Rf eQdSRiQWV cRQQecWiQg WR Whe
QeWZRUN aQd Whe VSaQQiQg Rf OaUge fiQaQciaO RUgaQi]aWiRQV acURVV Whe gORbe,
WheUe iV a Qeed WR PaQage VecXUiW\ SROic\ iQ diffeUeQW geRgUaShicaO UegiRQV.
ThiV OeadV WR PaQagePeQW cRPSOe[iW\ aV Whe UXOeV Pa\ be dUiYeQ b\ Whe ORcaO
OaZV. TheUe iV a cUXciaO Qeed WR ViPSOif\ Whe gURXSiQg Rf XVeUV aQd deYiceV VR
WhaW VecXUiW\ SROicieV caQ be PaQaged iQWXiWiYeO\.

High Sensitivit\ to Qualit\ of Service (QoS)
IQ addiWiRQ WR ZRUU\iQg abRXW VecXUiW\, cRPSOiaQce, aQd aYaiOabiOiW\, a VORZ
aQd QRS-diVSaUaWe QeWZRUN caQ Oead WR SRRU cXVWRPeU VaWiVfacWiRQ aQd
PRQeWaU\ ORVVeV. WheQ iW cRPeV WR WUadiQg fORRUV, Zhich aUe highO\ VeQViWiYe
WR deOa\V, ORZ OaWeQc\ aQd cRQViVWeQW QRS aUe PaQdaWRU\ WR fXOfiOO Whe QeedV
Rf Whe RUgaQi]aWiRQ.

Acquisitions Integration
TR UeaS Whe fXOO V\QeUg\ aQd beQefiWV Rf acTXiUiQg aQ RUgaQi]aWiRQ, Whe
V\VWePV Rf Whe WZR PeUgiQg RUgaQi]aWiRQV PXVW be iQWegUaWed WR RSWiPi]e
UedXQdaQW RSeUaWiRQV. The QeWZRUN iV XVXaOO\ Whe fiUVW aUea Rf iQWegUaWiRQ, bXW
WhiV haV WR be dRQe VecXUeO\ VR WhaW Whe RUgaQi]aWiRQ iV QRW e[SRVed WR QeZ
YXOQeUabiOiWieV.

Ticker Streaming and Video applications
AV Whe WUadiQg bXViQeVV fRU fiQaQciaO RUgaQi]aWiRQV haV gURZQ UaSidO\,
ZRUNiQg ZiWh UeaO-WiPe iQfRUPaWiRQ haV becRPe a SUiPaU\ fRcXV aUea.
FiQaQciaO WUadeUV Qeed acceVV WR UeaO-WiPe daWa WR UePaiQ cRPSeWiWiYe iQ Whe
PaUNeWSOace. BaQNV ZaQW WR VhRZcaVe WR YiViWiQg cXVWRPeUV Whe YaUiRXV
SURgUaPV aQd VWUaWegieV aYaiOabOe fRU WheP b\ XWiOi]iQg IPTV-baVed
adYeUWiVePeQWV aQd YideRV cRQVWaQWO\ UXQQiQg iQ aOO fiQaQciaO bUaQcheV.
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Lean IT staff
GiYeQ Whe gORbaO fRRWSUiQW Rf OaUge FiQaQciaOV, a VROXWiRQ iV UeTXiUed VR WhaW
aQ\ ORcaWiRQ caQ be bURXghW XS faVWeU aQd PaQaged UePRWeO\ VR WhaW
fiQaQciaO RUgaQi]aWiRQV caQ PaiQWaiQ a OeaQ IT VWaff. The UeTXiUePeQW iV WR
haYe aXWRPaWiRQ aQd aVVXUaQce iQ Whe QeWZRUN WR UedXce Whe cRPSOe[iW\ aQd
WiPe VSeQW fRU bRWh deSOR\PeQWV aQd WURXbOeVhRRWiQg.
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Customer Solutions

Cisco SD-Access
ThiV VecWiRQ cRQVideUVbPaQ\bVSecific XVe caVeV WhaW aUe VROYed ZiWh CiVcR
SD-AcceVV VROXWiRQV aXWRPaWed fURP CiVcR DNA CeQWeU. The CiVcRb SD-
AcceVV aSSOicaWiRQ UXQV RQ Whe CiVcR DNA CeQWeU cRQWUROOeU fRU deVigQiQg,
SURYiViRQiQg, aSSO\iQg SROic\, aQd SURYidiQg Whe caPSXV ZiUed aQd ZiUeOeVV
QeWZRUN ZiWh Whe cRQWe[W WhaW eQabOeV aQ IQWeQW-baVed iQWXiWiYe QeWZRUN.

FabUic iV aQ iQWegUaO SaUW Rf SD-AcceVV aQd iQWURdXceV OYeUOa\V WhaW eQabOe
eaV\-WR-deSOR\ QeWZRUN YiUWXaOi]aWiRQ acURVV Whe ZiUed aQd ZiUeOeVV caPSXV.
IQ addiWiRQ WR QeWZRUN YiUWXaOi]aWiRQ, FabUic SURYideV VRfWZaUe-defiQed
VegPeQWaWiRQ aQd SROic\ eQfRUcePeQW baVed RQ XVeU ideQWiW\ aQd gURXS
PePbeUVhiS. SRfWZaUe-defiQed VegPeQWaWiRQ iV VeaPOeVVO\ iQWegUaWed XViQg
CiVcR IdeQWiW\ SeUYice EQgiQe (ISE), SURYidiQg PicUR-VegPeQWaWiRQ WhURXgh
Whe XVe Rf VecXUiW\ gURXSV ZiWhiQ a YiUWXaO QeWZRUN.

CiVcR DNA CeQWeU aXWRPaWeV Whe cUeaWiRQ Rf ViUWXaO NeWZRUNV, UedXciQg
RSeUaWiRQaO e[SeQVeVbaQd UiVN ZiWh iQWegUaWed VecXUiW\ aQd iPSURYed QeWZRUN
SeUfRUPaQce SURYided b\baVVXUaQce aQd aQaO\WicV caSabiOiWieV.

Securit\ Challenges
Macro-segmentation
OQe Rf Whe SUefeUUed VegPeQWaWiRQ PeWhRdV fRU FiQaQciaO cXVWRPeUV iV WR
iVROaWe Whe XVeU eQdSRiQWV (CORP, GUEST, IRT) bb\ SOaciQg WheP iQ diffeUeQW
YiUWXaO URXWiQg aQd fRUZaUdiQg iQVWaQceV (VRFV). CiVcR SD-AcceVV RffeUV Whe
fOe[ibiOiW\ fRU PacUR-VegPeQWaWiRQ Rf eQdSRiQWV iQ diffeUeQW VRFV, aOO Rf Zhich
caQ be SURYiViRQed iQ Whe QeWZRUN fURP CiVcR DNA CeQWeU.
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Micro-segmentation
WiWhiQ Whe VcRSe Rf a ViQgOe VRF, cXVWRPeUV WeQd WR haYe fXUWheU
VegPeQWaWiRQ QeedV fRU XVe caVeV VXch aV:

ɉ POaciQg ORaQ deSaUWPeQW aQd cUediW caUd deSaUWPeQW iQ diffeUeQW
VecXUiW\ gURXSV

ɉ POaciQg YideR VXUYeiOOaQce Rf bUaQcheV aQd IRT deYiceV OiNe SUiQWeUV iQ
diffeUeQW VecXUiW\ gURXSV

FRU VXch UeTXiUePeQWV, iQ Whe WUadiWiRQaO QeWZRUN aUchiWecWXUe, Whe RQO\
PeaQV WR VegPeQW ZaV b\ SOaciQg gURXSV iQ diffeUeQW VXbQeWV eQfRUced b\ IP
ACLV. IQ CiVcR SD-AcceVV, iQ addiWiRQ WR SURYidiQg Whe fOe[ibiOiW\ Rf XViQg
diffeUeQW VXbQeWV, Ze SURYide Whe fOe[ibiOiW\ Rf PicUR-VegPeQWaWiRQ, i.e., XViQg
Whe VaPe VXbQeW iQ a PRUe XVeU aQd eQdSRiQW-ceQWUic aSSURach.

RefeUUiQg WR Whe ORaQ aQd cUediW caUd deSaUWPeQW e[aPSOe, each gURXS caQ
VWiOO be SOaced iQ Whe VaPe VXbQeW. HRZeYeU, b\ OeYeUagiQg d\QaPic
aXWhRUi]aWiRQ, Whe\ caQ be aVVigQed diffeUeQW SecXUiW\ GURXS TagV (SGTV) b\
ISE baVed RQ WheiU aXWheQWicaWiRQ cUedeQWiaOV. TUaffic beWZeeQ RU aPRQg
WheVe gURXSV caQ WheQ be eQfRUced b\ SecXUiW\-GURXS AcceVV CRQWURO LiVWV
(SGACLV) baVed RQ gURXS PePbeUVhiS iQVWead Rf eQdSRiQW IP addUeVV.



196 CiVcR SD-AcceVV fRU FiQaQciaO CXVWRPeUV

Secure Onboarding

Device Onboarding

IQ FiQaQciaO NeWZRUNV, ZeUR TUXVW iV fiQdiQg PRUe aQd PRUe adRSWiRQ.b IW iV
cUXciaO WR VecXUeO\ RQbRaUd XVeUV aQd QeWZRUN deYiceV. CiVcR SD-
AcceVVbcaQ fRUce QeWZRUN deYiceVbVXch aV APVbaQd VZiWcheVbWRbbe VecXUeO\
RQbRaUdedbXViQg IEEE 802.1[ PechaQiVPV. ThiV SURWecWVb Whe QeWZRUN fURP
Whe aWWachPeQW Rf XQaXWhRUi]ed deYiceV b\ PaiQWaiQiQg cORVed aXWheQWicaWiRQ
RQ aOO Edge NRde acceVV SRUWV. E[WeQded NRdeV RQbRaUded VecXUeO\ XViQg
cORVed aXWheQWicaWiRQ aUebcaOOed SXSSOicaQW-BaVed E[WeQded NRdeV (SBEN).

SXSSOicaQW-BaVed E[WeQded NRdeV (SBEN) aUe SURYiViRQed aV PROic\
E[WeQded NRdeV b\ CiVcR DNA CeQWeU WR haYe a VXSSOicaQW ZiWh EAP-TLS
aXWheQWicaWiRQ RQ WheiU XSOiQN WR Whe Edge NRde. The EAP-TLS ceUWificaWe iV
SURYiViRQed b\ CiVcR DNA CeQWeU XViQg CiVcR DNA CeQWeU CeUWificaWe
AXWhRUiW\ (CA). AfWeU VXcceVVfXO RQbRaUdiQg, acceVV WR Whe SRUW iV SXUeO\
baVed RQ aXWheQWicaWiRQ VWaWXV. If Whe deYice/SRUW gReV dRZQ, Whe
aXWheQWicaWiRQ VeVViRQ iV cOeaUed, aQd WUaffic iV QRW aOORZed RQ Whe SRUW. WheQ
Whe SRUW cRPeV bacN, iW gReV WhURXgh dRW1[ aXWheQWicaWiRQ WR UegaiQ acceVV
WR Whe CiVcR SD-AcceVV QeWZRUN.

Figure 7.2: Macro-segmentation and Micro-segmentation
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SecXUe AP RQbRaUdiQg iV dRQe b\ aXWhRUi]iQg Whe AcceVV PRiQW RQ a cORVed
aXWheQWicaWiRQ SRUW b\ aOORZiQg OiPiWed acceVV WR DHCP/DNS aQd CiVcR DNA
CeQWeU fRU Whe PQP ZRUNfORZ. The PQP ZRUNfORZ RQ Whe CiVcR DNA CeQWeU iV
eQhaQced WR eQabOe a dRW1[ VXSSOicaQW RQ Whe AP, aQd Whe AP XVeV WhiV
VXSSOicaQW WR aXWheQWicaWe ZiWh CiVcR ISE.

Wired Client Onboarding

The QRUWh VWaU gRaO fRU PRVW fiQaQciaO cXVWRPeUV iV WR VORZO\ PigUaWe WheiU
QeWZRUNV iQWR cRPSOeWeO\ cORVed aXWhRUi]aWiRQ QeWZRUNV, fXOO\ OeYeUagiQg Whe
VecXUe acceVV beQefiWV a CiVcR SD-AcceVV aUchiWecWXUe SURYideV. A
SUefeUUed PRdeO Ze UecRPPeQd WR aOO VXch fiQaQciaO cXVWRPeUV iV WR VORZO\
PigUaWe aOO SaUWV Rf WheiU QeWZRUN WR a dRW1[-baVed cORVed aXWheQWicaWiRQ
PRde. AOO WUaffic iV dURSSed befRUe aXWheQWicaWiRQ, iQcOXdiQg DHCP, DNS, aQd
ARP iQ WhiV PRde. FRU cOieQWV WhaW dR QRW VXSSRUW a dRW1[ cOieQW, \RX caQ
aOORZ dRW1[ WR faiO befRUe MAC AXWheQWicaWiRQ B\SaVV (MAB) caQ
aXWheQWicaWe aQd VXcceed, RU \RX caQ VeW MAB aV Whe SUiPaU\ aXWheQWicaWiRQ
PeWhRd. WhiOe XVeU eQdSRiQWV aUe W\SicaOO\ RQbRaUded XViQg dRW1[, IRT
eQdSRiQWV aUe W\SicaOO\ RQbRaUded XViQg MAB.

Wireless Client Onboarding

MXOWiSOe WiUeOeVV SeUYice SeW IdeQWifieUV (SSID) aUe deSOR\ed ZiWh diffeUeQW
VecXUiW\ Ƚ EQWeUSUiVe DRW1[, IdeQWiW\/PUe-ShaUed Ke\, MAC FiOWeUiQg Ƚ WR
VXSSRUW aQ aUUa\ Rf ZiUeOeVV eQdSRiQW cRQQecWiYiW\. CUiWicaO eQdSRiQWV aQd
iQfUaVWUXcWXUe acceVV caQ be WighWO\ VecXUed b\ PaQdaWiQg dRW1[-baVed
RQbRaUdiQg fRU eQWeUSUiVe SSIDV fRU aOO XVeUV. GXeVWV caQ be RQbRaUded
VecXUeO\ WhURXgh a DMZ FabUic BRUdeU NRde deSOR\PeQW WhaW ZiOO be cRYeUed
iQ deWaiO iQ Whe GXeVW IVROaWiRQ VecWiRQ Rf WhiV chaSWeU.

Data Loss Prevention using Secure Network Anal\tics
CiVcR SecXUe NeWZRUN AQaO\WicV (SNA) (fRUPeUO\ SWeaOWhWaWch) OeYeUageV
NeWFORZ daWa fURP QeWZRUN deYiceV WhURXghRXW aOO aUeaV Rf Whe QeWZRUN Ƚ
acceVV, diVWUibXWiRQ, cRUe, daWa ceQWeU, aQd WAN Edge Ƚ SURYidiQg a cRQciVe
YieZ Rf WUaffic SaWWeUQV. ThiV YiVibiOiW\ aOORZV aQ SNA daWabaVe UecRUd WR be
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PaiQWaiQed fRU eYeU\ cRPPXQicaWiRQ WhaW WUaYeUVeV a QeWZRUN deYice. The
SWeaOWhWaWch SecXUiW\ AQaO\WicV (SSA) VeUYice RQ CiVcR DNA CeQWeU
aXWRPaWeV Whe SURYiViRQiQg Rf QeWZRUN eOePeQWV VR WhaW Whe\ VeQd daWa WR
CiVcR SNA, eQabOiQg \RX WR gaiQ PRUe YiVibiOiW\ aQd SURYidiQg UeaO-WiPe
PRQiWRUiQg Rf aOO QeWZRUN WUaffic. IQ addiWiRQ WR WhiV, CiVcR SNA caQ be XVed
b\ cXVWRPeUV WR ideQWif\ fORZV WhaW aUe SeUceiYed WR be a WhUeaW, aQd WhRVe
fORZV caQ be PaUNed fRU iVROaWiRQ ZiWhiQ Whe QeWZRUN b\ TXaUaQWiQiQg WheP.

A TXaUaQWiQe RSeUaWiRQ UeVXOWV iQ Whe VSecific XVeU RU deYice beiQg aVVigQed
a TXaUaQWiQe SGT iQ CiVcR ISE b\ OeYeUagiQg Whe S[GUid cRPPXQicaWiRQ WhaW
CiVcR SNA PaiQWaiQV ZiWh CiVcR ISE. CXVWRPeUV aUe e[SecWed WR haYe SUeVeW
QXaUaQWiQe SROicieV fRU Whe QXaUaQWiQe SGT gURXS VR WhaW eQdSRiQWV WhaW haYe
beeQ ideQWified fRU TXaUaQWiQe iQ CiVcR SNA caQ aXWRPaWicaOO\ be eQfRUced b\
aOO Whe VecXUiW\ gURXS SROicieV WhaW ZiOO UeVWUicW WheP WR PiQiPaO WR ]eUR
cRQQecWiYiW\ ZiWhRXW aQ\ XVeU iQWeUYeQWiRQ RQ CiVcR ISE.

Rogue Detection using aWIPS (Adaptive WIPS)
FiQaQciaO cXVWRPeUV beQefiW iPPeQVeO\ fURP Whe QaWiYe caSabiOiWieV Rf CiVcR
DNA CeQWeU iQ cROOabRUaWiRQ ZiWh CiVcR ZiUeOeVV WR PRQiWRU aQd deWecW
URgXeV iQ Whe QeWZRUN aQd PiWigaWe VXch UiVNV WhURXgh cRQWaiQPeQW. CiVcR
DNA CeQWeU VXSSRUWV hRQe\SRW deWecWiRQ Rf URgXe APV aQd YaUiRXV fRUPV Rf
DRS aWWacNV WhaW URgXe ZiUeOeVV cOieQWV caQ SeUfRUP RQ a QeWZRUN, fURP
fORRdiQg Rf AXWh UeTXeVWV WR SURbeV WR aVVRciaWiRQ/diVaVVRciaWiRQ UeTXeVWV.

End-to-End Encr\ptionbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
FiQaQciaO cXVWRPeUV UeTXiUe daWa WUaYeUViQg WheiU QeWZRUN WR be eQcU\SWed,
aQd ceUWaiQ deSOR\PeQWV haYe SUiYac\, daWa cRQfideQWiaOiW\, aQd/RU UegXOaWRU\
UeTXiUePeQWV. FiQaQciaOV RfWeQ dePaQd eQcU\SWiRQ aW La\eU 2 ZiWhiQ Whe
cRUSRUaWe QeWZRUN aQd UeTXiUe eQcU\SWiRQ aW La\eU 3 acURVV Whe WAN.
EQcU\SWiRQ iQVide Whe FabUic SiWe, VSecificaOO\ eQcU\SWiRQ aW Whe MAC Oa\eU, iV
achieYed ZiWh MACVec.



CiVcR SD-AcceVV fRU FiQaQciaO CXVWRPeUV 199

TR SURYide eQcU\SWiRQ RQ WheVe OiQNV, aV VhRZQ iQ FigXUe 7.3, Ze caQ XVe
Media AcceVV CRQWURO VecXUiW\ (MACVec). MACVec iV Whe IEEE 802.1AE
VWaQdaUd WhaW eQabOeV deYiceV RQ EWheUQeW QeWZRUNV WR SURYide
cRQfideQWiaOiW\, iQWegUiW\, aQd aXWheQWiciW\ fRU daWa iQ TUaQViW. SZiWch-WR-hRVW
aQd VZiWch-WR-VZiWch MACVec caQ be eQabOed iQ Whe CiVcR SD-AcceVV
QeWZRUN RQ cRPSaWibOe VZiWcheV Yia WePSOaWeV iQ CiVcR DNA CeQWeU.
EQcU\SWiRQ aW Whe WAN iV WaNeQ caUe Rf b\ IPVec WXQQeOV beWZeeQ each WAN
Edge URXWeU.

Availabilit\ (Five-Nines)
Disaster Recover\ for Cisco DNA-Center
FiQaQciaO iQVWiWXWiRQV haYe a ORZ WROeUaQce fRU PaQagePeQW, cRQWURO, RU daWa
SOaQe faiOXUe. CiVcR DNA CeQWeU VXSSRUWV bRWh iQWUa-cOXVWeU aQd iQWeU-cOXVWeU
UeViOieQc\. CiVcR DNA CeQWeU'V DiVaVWeU RecRYeU\ iPSOePeQWaWiRQ cRQViVWV Rf

Figure 7.3 MACsec Encr\ption
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WhUee cRPSRQeQWV: Whe MaiQ SiWe, Whe RecRYeU\ SiWe, aQd Whe WiWQeVV SiWe. AW
aQ\ giYeQ WiPe, Whe MaiQ aQd RecRYeU\ SiWeV RSeUaWe iQ eiWheU acWiYe RU
VWaQdb\ UROeV. The acWiYe ViWe PaQageV \RXU QeWZRUN ZhiOe Whe VWaQdb\ ViWe
PaiQWaiQV a cRQWiQXRXVO\ XSdaWed cRS\ Rf Whe acWiYe ViWe'V daWa aQd PaQaged
VeUYiceV. WheQeYeU aQ acWiYe ViWe gReV dRZQ, CiVcR DNA CeQWeU
aXWRPaWicaOO\ iQiWiaWeV a faiORYeU, cRPSOeWiQg Whe WaVNV QeceVVaU\ WR deVigQaWe
Whe fRUPeU VWaQdb\ ViWe aV Whe QeZ acWiYe ViWe.

Highl\ Resilient SD-Access Network Architecture
ASaUW fURP Whe cRQYeQWiRQaO PeaQV Rf SURYidiQg UeViOieQc\ XViQg VWacNiQg aQd
SWacNWiVe ViUWXaO, UegiRQaO hXbV aQd CaPSXV headTXaUWeUV iQ FiQaQciaO
NeWZRUNV RfWeQ Qeed SURWecWiRQ fURP bXiOdiQg faiOXUeV. ThiV eQVXUeV WhaW
cRQQecWiYiW\ WR daWa ceQWeUV fRU Sa\PeQW gaWeZa\V aQd RWheU cUiWicaO
aSSOicaWiRQV iV aOZa\V aYaiOabOe. CiVcR SD-AcceVV VXSSRUWV a fOe[ibOe
deSOR\PeQW aUchiWecWXUe ZheUe deSOR\PeQWV caQ WaNe adYaQWage Rf
SRViWiRQiQg FabUic bRUdeUV iQ diffeUeQW Sh\VicaO ViWeV ZhiOe W\iQg WheP
WRgeWheU XQdeU Whe aPbiW Rf a ViQgOe FabUic SiWe, aV VhRZQ iQ FigXUe 7.4.
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AV caQ be VeeQ iQ FigXUe 7.4, BXiOdiQgV 1-4 aUe iQ Whe VaPe FabUic SiWe, ZiWh
Whe CRORcaWed BRUdeU NRdeV aQd CRQWURO POaQe NRdeV beiQg ORcaWed iQ
VeSaUaWe bXiOdiQgV. CiVcR SD-AcceVV SURYideV Whe fOe[ibiOiW\ WR aVVigQ
SUiRUiWieV WR WheVe BRUdeU NRde deSOR\PeQWV VXch WhaW RQe BRUdeU NRde caQ
be SUiRUiWi]ed PRUe RU eYeQ becRPe Whe RQO\ acWiYe bRUdeU caUU\iQg WUaffic, VR
ORQg aV iW iV acWiYe. WheQ a bXiOdiQg faiOV, Whe BRUdeU NRde iQ Whe RWheU
bXiOdiQg caQ aXWRPaWicaOO\ WaNe RYeU aOO WUaffic fURP Whe Edge NRdeV.

Critical VLANbbbbbbbbbbbbbbbbbbbbbbbb
CiVcR SD-AcceVV VXSSRUWV a CUiWicaO VLAN caSabiOiW\ WR SURYide PiQiPXP
UeTXiUed QeWZRUN cRQQecWiYiW\ RSWiRQV WR eQdSRiQWV ZheQ Whe cRQQecWiYiW\ WR
WheiU ISE VeUYeU iV ORVW dXe WR RXWageV VXch aV a WAN RXWage.b

FRU cOieQWV WhaW aUe aOUead\ RQbRaUded, if cRQQecWiYiW\ WR Whe ISE PROic\
SeUYice NRde iV ORVW, SeUiRdic Ue-aXWhRUi]aWiRQ iV SaXVed WR eQVXUe
diVUXSWiRQV iQ Whe aXWheQWicaWiRQ SaWh dR QRW iPSacW Whe daWa SOaQe. FRU
cOieQWV WhaW aUe QRW \eW RQbRaUded iQWR Whe QeWZRUN, Whe CUiWicaO VLAN feaWXUe

Figure 7.4: SD-Access Fabric resilienc\
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SOaceV Whe cOieQW RQ a SaUWicXOaU VLAN if cRQQecWiYiW\ WR ISEbiV ORVW. ThiV VLAN
SURYideV OiPiWed acceVV WR Whe QeWZRUN. CUiWicaO VLANV caQ XWiOi]e PicUR-
VegPeQWaWiRQ WR eQfRUce Whe SROic\ iQ abVeQce Rf ISE.

Compliance and Audits
FiQaQciaOV Qeed aQ aOZa\V-RQ YiVibiOiW\ iQWR ZhaW gReV RQ iQ Whe QeWZRUN aQd
a VWUicW cRPSOiaQce SROic\ UegaUdiQg ZhR iV aXWhRUi]ed WR PaQage aQd
SURYiViRQ Whe QeWZRUN. CiVcR DNA CeQWeU haV a hRVW Rf feaWXUeV bXiOW iQ WhaW
heOS ZiWh aOO VXch cRPSOiaQce aQd aXdiW PaQdaWeV iQ aQ RUgaQi]aWiRQ.

Audit Logs
AXdiW ORgV caSWXUe iQfRUPaWiRQ abRXW Whe YaUiRXV aSSOicaWiRQV UXQQiQg RQ
CiVcR DNA CeQWeU. AXdiW ORgV aOVR caSWXUe iQfRUPaWiRQ abRXW deYice SXbOic
Ne\ iQfUaVWUXcWXUe (PKI) QRWificaWiRQV. The iQfRUPaWiRQ iQ WheVe aXdiW ORgV caQ
be XVed WR aVViVW iQ WURXbOeVhRRWiQg iVVXeV, if aQ\, iQYROYiQg Whe aSSOicaWiRQV
RU Whe deYice PKI ceUWificaWeV. AXdiW ORgV aOVR UecRUd V\VWeP eYeQWV, ZheQ
aQd ZheUe, aQd Zhich XVeUV iQiWiaWed WheP. WiWh aXdiW ORggiQg, cRQfigXUaWiRQ
chaQgeV WR Whe V\VWeP geW ORgged iQ VeSaUaWe ORg fiOeV fRU aXdiWiQg.

Configuration Compliance
CRPSOiaQce heOSV ideQWif\ aQ\ iQWeQW deYiaWiRQ RU RXW-Rf-baQd chaQgeV iQ Whe
QeWZRUN WhaW Pa\ be iQjecWed RU UecRQfigXUed ZiWhRXW affecWiQg Whe RUigiQaO
cRQWeQW.

WiWh CiVcR DNA CeQWeU, a QeWZRUN adPiQiVWUaWRU caQ cRQYeQieQWO\ ideQWif\
deYiceV WhaW dR QRW PeeW cRPSOiaQce UeTXiUePeQWV fRU Whe diffeUeQW aVSecWV
Rf cRPSOiaQce VXch aV CRQfigXUaWiRQ, SRfWZaUe IPage, PURdXcW SecXUiW\
IQcideQW ReVSRQVe TeaP (PSIRT) e[SRVXUe, NeWZRUN PURfiOe, FabUic, aQd
PRUe.

CRPSOiaQce checNV caQ be aXWRPaWed RU SeUfRUPed RQ dePaQd, aV VhRZQ
iQ Whe fROORZiQg:
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ɉ AXWRPaWed cRPSOiaQce checN: UVeV Whe OaWeVW daWa cROOecWed fURP
deYiceV iQ CiVcR DNA CeQWeU. ThiV cRPSOiaQce checN OiVWeQV WR Whe
WUaSV aQd QRWificaWiRQV fURP YaUiRXV VeUYiceV VXch aV iQYeQWRU\,
SRfWZaUe IPage MaQagePeQW (SWIM), aQd VR RQ WR aVVeVV daWa.

ɉ MaQXaO cRPSOiaQce checN: EQabOeV XVeUV WR PaQXaOO\ WUiggeU Whe
cRPSOiaQce iQ CiVcR DNA CeQWeU

ɉ SchedXOed cRPSOiaQce checN: A VchedXOed cRPSOiaQce jRb iV a
ZeeNO\ cRPSOiaQce checN WhaW UXQV RQ a VeW VchedXOe, fRU e[aPSOe,
eYeU\ SaWXUda\ aW 11 SP.

CiVcR DNA CeQWeU VXSSRUWV Whe fROORZiQg W\SeV Rf cRPSOiaQce checNV aW Whe
WiPe Rf WhiV ZUiWiQg:

ɉ FOag cRPSOiaQce eUURUV aUiViQg RXW Rf Whe UXQQiQg cRQfigXUaWiRQ RQ
QeWZRUN deYiceV beiQg diffeUeQW fURP Whe VWaUWXS cRQfigXUaWiRQ YieZ
WhaW CiVcR DNA CeQWeU haV fRU Whe deYice.

ɉ SRfWZaUe iPage cRPSOiaQce fOag WR iQdicaWe if Whe gROdeQ iPage iV QRW
UXQQiQg RQ QeWZRUN deYiceV

ɉ FabUic cRPSOiaQce eUURUV if Whe cRQfigXUaWiRQV deSOR\ed b\ Whe SD-
AcceVV FabUic ZRUNfORZV ZeUe WaPSeUed ZiWh RXW Rf baQd

ɉ PSIRT cRPSOiaQce WR aOeUW QeWZRUN adPiQiVWUaWRUV Rf e[iVWiQg
YXOQeUabiOiWieV iQ Whe QeWZRUN

ɉ NeWZRUN cRPSOiaQce aOeUWV if Whe deYiceV aUe QRW UXQQiQg
cRQfigXUaWiRQ SeU Whe iQWeQW caOOed RXW fRU Whe giYeQ ViWe iQ CiVcR DNA
CeQWeU

Configuration Drift
FiQaQciaO RUgaQi]aWiRQV aUe RfWeQ VXbjecW WR cRPSOiaQce PaQdaWeV WhaW
dicWaWe WhaW RUgaQi]aWiRQV PaiQWaiQ aUchiYeV Rf cRQfigXUaWiRQV fRU aOO QeWZRUN
deYiceV. CiVcR DNA CeQWeU VXSSRUWV cRQfigXUaWiRQ dUifW WhaW highOighWV Whe
cXUUeQW cRQfigXUaWiRQ Rf eYeU\ ViQgOe deYice ZiWh Whe fOe[ibiOiW\ WR gR bacN XS
WR a PRQWh WR YieZ hRZ cRQfigXUaWiRQV haYe chaQged RQ a VSecific deYice.
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Role-Based Access Control
CiVcR DNA CeQWeU VXSSRUWV Whe fOe[ibiOiW\ WR aVVigQ SeUPiVViRQV WR XVeUV
eiWheU baVed RQ a ORcaO RU e[WeUQaO RADIUS/TACACS daWabaVe. UVeUV caQ be
aVVigQed RQe Rf Whe fROORZiQg UROeV aQd caQ aOVR be aVVigQed acceVV WR
VSecific aSSOicaWiRQV ZiWhiQ CiVcR DNA CeQWeU:

ɉ Administrator (SUPER-ADMIN-ROLE): UVeUV ZiWh WhiV UROe haYe fXOO
acceVV WR aOO Rf Whe CiVcR DNA CeQWeU fXQcWiRQV. The\ caQ cUeaWe
RWheU XVeU SURfiOeV ZiWh YaUiRXV UROeV, iQcOXdiQg WhRVe ZiWh Whe
SUPER-ADMIN-ROLE.

ɉ NetZork Administrator (NETWORK-ADMIN-ROLE): UVeUV ZiWh WhiV
UROe haYe fXOO acceVV WR aOO Rf Whe QeWZRUN-UeOaWed CiVcR DNA CeQWeU
fXQcWiRQV. HRZeYeU, Whe\ dR QRW haYe acceVV WR V\VWeP-UeOaWed
fXQcWiRQV, VXch aV bacNXS aQd UeVWRUe.

ɉ Observer (OBSERVER-ROLE): UVeUV ZiWh WhiV UROe haYe YieZ-RQO\
acceVV WR Whe CiVcR DNA CeQWeU fXQcWiRQV. UVeUV ZiWh aQ RbVeUYeU
UROe caQQRW acceVV aQ\ fXQcWiRQV WhaW cRQfigXUe RU cRQWURO CiVcR DNA
CeQWeU RU Whe deYiceV iW PaQageV.

Lean IT Staff
Centrali]ed Troubleshooting using iCAP and Sensors
FiQaQciaO cXVWRPeUV RfWeQ OacN aQ RQViWe QeWZRUN VXSSRUW WeaP iQ VPaOOeU
bUaQcheV, PaNiQg WURXbOeVhRRWiQg PXch PRUe difficXOW.

CiVcR DNA CeQWeUɁV IQWeOOigeQW CaSWXUe caSabiOiW\ SURYideV VXSSRUW fRU a
diUecW cRPPXQicaWiRQ OiQN beWZeeQ CiVcR DNA CeQWeU aQd APV iQ CiVcR SD-
AcceVV WiUeOeVV eQYiURQPeQWV. CiVcR DNA CeQWeU caQ UeceiYe SacNeW
caSWXUe daWa, AP aQd cOieQW VWaWiVWicV, aQd VSecWUXP daWa. WiWh Whe diUecW
cRPPXQicaWiRQ OiQN beWZeeQ CiVcR DNA CeQWeU aQd APV, IQWeOOigeQW CaSWXUe
aOORZV \RX WR acceVV daWa fURP APV WhaW iV QRW aYaiOabOe fURP ZiUeOeVV
cRQWUROOeUV.
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Power of Automation
FiQaQciaOV aUe RfWeQ OeaQ RQ IT VWaff aQd heQce beQefiW iPPeQVeO\ fURP Whe
aXWRPaWiRQ WhaW CiVcR DNA CeQWeU bUiQgV WR Whe WabOe. CiVcR DNA CeQWeU
VXSSRUWV ZeUR TRXch PURYiViRQiQg (ZTP) b\ Za\ Rf aXWRPaWiQg Whe bUiQg-XS
Rf Whe eQWiUe UQdeUOa\ QeWZRUN iQ aQ SD-AcceVV FabUic SiWe. EYeQ a ViQgOe
QeWZRUN eQgiQeeU caQ bUiQg XS 100V Rf bUaQcheV fURP a ceQWUaO ORcaWiRQ
RQce Whe QeWZRUN deYiceV aUe Sh\VicaOO\ cRQQecWed. ThiV acceOeUaWeV Whe
RQbRaUdiQg Rf QeZ ORcaWiRQV WR SURdXcWiYiW\ aQd UedXceV ViWe UROORXW WiPe WR
ZeeNV RU da\V fURP PRQWhV.

Monitoring and Troubleshooting
CiVcR DNA CeQWeU haV a SRZeUfXO aQd URbXVW AVVXUaQce aSSOicaWiRQ WhaW
SURYideV Qe[W-geQeUaWiRQ YiVibiOiW\ iQWR Whe WeOePeWU\ WhaW iV UeWXUQed fURP Whe
QeWZRUN iQfUaVWUXcWXUe. The AVVXUaQce VXiWe aOORZV fRU iVVXeV WR be aOeUWed,
aXWRPaWicaOO\ cRUUeOaWed, aQd WUiaged Yia adYaQced PachiQe aQaO\WicV. ThiV
aOORZV fRU iQWeOOigeQce WR be gaWheUed fRU a Zide UaQge Rf QeWZRUN aQd cOieQW-
UeOaWed SURbOePV, Zhich caQ be VROYed eiWheU WhURXgh Whe CiVcR DNA CeQWeU
XVeU iQWeUface RU UePRWeO\ WhURXgh adYaQced iQWegUaWiRQ Yia ReVW-API ZiWh
SeUYice NRZ RU RWheU ITSM aSSOicaWiRQV. AddiWiRQaOO\, iVVXeV caQ be
SUiRUiWi]ed iQ a VeYeUiW\ OiVW aQd UeSRUWed WhURXgh URbXVW e[SRUWabOe UeSRUWV.

Complete Isolation of Guest Users
FiQaQciaO NeWZRUN adPiQiVWUaWRUV RfWeQ Qeed WR PaQage e[WeQViYe gXeVW
VeUYiceV ZiWh a cRPPRQ VXbQeW acURVV aOO WheiU caPSXV aQd bUaQch ViWeV. TR
addUeVV WhiV chaOOeQge, CiVcR SD-AcceVV SURYideV Whe MXOWiViWe RePRWe
BRUdeU VROXWiRQ XViQg ViUWXaO NeWZRUN AQchRUV. ThiV VROXWiRQ aOORZV WUaffic
fURP a giYeQ ViUWXaO NeWZRUN aW PXOWiSOe diVSeUVed ViWeV WR be aggUegaWed
bacN WR a ceQWUaO ORcaWiRQ, VRPeWiPeV UefeUUed WR aV aQ AQchRU SiWe, ZheUe
Whe ViUWXaO NeWZRUN XVeV a ViQgOe cRPPRQ VXbQeW UaWheU WhaQ haYiQg WR
defiQe aQd XVe SeU-ViWe VXbQeWV fRU gXeVW WUaffic.
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ViUWXaO NeWZRUN AQchRU SiWeV VigQificaQWO\ ViPSOif\ Whe gXeVW VeUYice
deSOR\PeQWV acURVV b SD-AcceVV FabUic SiWeV aQd SURYide cRQViVWeQW aQd
VecXUe VegPeQWaWiRQ fRU gXeVW WUaffic iQ fiQaQciaO eQYiURQPeQWV ZiWh a
ViPSOified aQd ceQWUaOi]ed cRPPRQ VXbQeW VWUXcWXUe.

UViQg aQchRUed VeUYiceV, WUaffic fRU gXeVW eQdSRiQWV WhaW beORQg WR Whe
AQchRUed ViUWXaO NeWZRUN aW each ViWe aUe aggUegaWed aQd WXQQeOed bacN WR
Whe MXOWiViWe RePRWe BRUdeU aW Whe AQchRU SiWe RYeU VXLAN. AQ AQchRU SiWe
fXQcWiRQV PXch OiNe a WUadiWiRQaO FabUic SiWe, bXW iW fRUPV a YiUWXaO FabUic SiWe
VeUYiQg a SaUWicXOaU ViUWXaO NeWZRUN.

ThiV YiUWXaO FabUic SiWe haV iWV RZQ BRUdeU NRdeV aQd CRQWURO POaQe NRdeV
Zhich aUe dedicaWed WR Whe AQchRU SiWe. WhaW iV VSeciaO abRXW Whe AQchRU
SiWe iV WhaW iWV Edge NRdeV aQd FabUic WLCV aUe diVSeUVed acURVV PXOWiSOe
FabUic SiWeV, UefeUUed WR aV AQchRUiQg SiWeV.
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MXOWiViWe RePRWe BRUdeU iV eQabOed RQ a SeU-ViUWXaO NeWZRUN baViV. FRU aQ
AQchRUed ViUWXaO NeWZRUN, aOO edgeV iQ Whe aQchRUiQg ViWeV XVe Whe AQchRU
SiWe b BRUdeU NRdeV aQd CRQWURO POaQe NRdeV fRU daWa SOaQe aQd cRQWURO
cRPPXQicaWiRQ. FabUic WLCV iQ Whe aQchRUiQg ViWeV cRPPXQicaWe ZiWh Whe
AQchRU SiWe CRQWURO POaQe NRde fRU ZiUeOeVV eQdSRiQW UegiVWUaWiRQ VSecific WR
Whe AQchRUed ViUWXaO NeWZRUN.

SiQce Whe AQchRU SiWe BRUdeU NRde UeachabiOiW\ Pa\ WUaYeUVe PXOWiSOe IP
QeWZRUNV, VSeciaO aWWeQWiRQ PXVW be Said WR Whe MTU acURVV Whe eQWiUe SaWh

Figure 7.5: Guest Traffic Flow with Anchor Virtual Networks
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WR accRPPRdaWe Whe addiWiRQaO VXLAN headeU RYeUhead Rf 50 b\WeV.

AfWeU a gXeVW eQdSRiQW jRiQV Whe gXeVW SSID aQd SaVVeV Whe CeQWUaO Web
AXWheQWicaWiRQ XViQg CiVcR ISE, iW iV aVVRciaWed ZiWh Whe aQchRUed gXeVW
ViUWXaO NeWZRUN. GXeVW WUaffic iV WXQQeOed WR Whe AQchRU SiWe BRUdeU NRde aQd
egUeVVeV WR Whe IQWeUQeW WhURXgh a fiUeZaOO.

AddiWiRQaOO\, ZhiOe Whe gXeVW WUaffic iV VXLAN-eQcaSVXOaWed aQd SaVVeV
WhURXgh Whe FabUic, Whe fiUVW hRS RU gaWeZa\ fRU gXeVW WUaffic caQ be RXWVide
Whe FabUic aQd cRQQecWed aW La\eU 2 WR Whe MXOWiViWe RePRWe BRUdeU. SXch a
deYice caQ be a fiUeZaOO fRU iQVSecWiRQ SXUSRVeV, VhRXOd iW be a deVigQ
UeTXiUePeQW.

FURP a CiVcR ISE SeUVSecWiYe, Whe fROORZiQg aUe Whe VXggeVWed RSWiRQV fRU
Whe fiQaQciaO cXVWRPeUV WhaW Qeed iVROaWed GXeVW eQYiURQPeQWV:

ɉ SeSaUaWe PSN hRVWed iQ DMZ fRU GXeVW XVeUV

ɉ DedicaWed PSN fRU GXeVW XVeUV

B\ haYiQg VeSaUaWe aXWheQWicaWiRQ, aXWhRUi]aWiRQ, aQd MXOWiViWe RePRWe
BRUdeU fRU Whe gXeVW XVeU, Whe gXeVW QeWZRUN iV QRZ fXOO\ iVROaWed fURP Whe
CRQWURO POaQe, DaWa POaQe, aQd PROic\ POaQe SeUVSecWiYe, eQVXUiQg Whe GXeVW
QeWZRUN iV iVROaWed fURP Whe RWheU fiQaQciaO XVeUV, deYiceV, aQd UeVRXUceV.

Trading Floor and Video Applications
Streaming
MXOWicaVW ZiOO be UeTXiUed iQ Whe CiVcR SD-AcceVV caPSXV FabUic fRU YaUiRXV
WUadiQg fORRU aQd YideR aSSOicaWiRQV WhaW e[iVW iQ a fiQaQciaO eQYiURQPeQW.
VideR aSSOicaWiRQV iQcOXde YaUiRXV adYeUWiVePeQWV WhaW caQ be VWUeaPed WR
YaUiRXV bUaQcheV acURVV YaUiRXV UegiRQV e[SOaiQiQg QeZ SURdXcW RffeUiQgV RU
SURgUaPV WR YiViWiQg cXVWRPeUV.
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SXch PXOWicaVW daWa caQ be VWUeaPed fURP a YaUieW\ Rf VRXUceV, iQcOXdiQg
UegiRQaO daWa ceQWeUV, cRUSRUaWe daWa ceQWeUV, eWc. The CiVcR SD-AcceVV
aUchiWecWXUe SURYideV Whe fOe[ibiOiW\ Rf eQd-WR-eQd VeaPOeVV PXOWicaVW daWa
WUaffic WR fORZ fURP aQ\ZheUe iQ Whe OaUgeU eQWeUSUiVe QeWZRUN WR aQ\ZheUe iQ
Whe gORbe. SXch PXOWicaVW WUaffic caQ be VWUeaPed RYeU SD-AcceVV TUaQViW RU
IP-BaVed TUaQViW QeWZRUNV. CiVcR SD-AcceVV VXSSRUWV aOO fOaYRUV Rf
MXOWicaVW, ZiWh fOe[ibiOiW\ iQ aOORcaWiQg MXOWicaVW RP QRdeV eiWheU iQVide Whe
SD-AcceVV FabUic RU RXWVide Rf iW.

MXOWicaVW fRUZaUdiQg iQ SD-AcceVV FabUicbXVeV WZR PeWhRdV fRU diVWUibXWiQg
Whe WUaffic RQ Whe UQdeUOa\:bHead-EQd ReSOicaWiRQ aQd NaWiYe MXOWicaVW.

Head-End Multicast Replication (Overla\)

Head-EQd MXOWicaVW UeSOicaWiRQ iV XVXaOO\ deSOR\ed iQ VPaOOeU SD-AcceVV
FabUic SiWeV ZiWh <100 UeceiYeUV aQd jXVW a haQdfXO Rf QRdeV QeediQg
PXOWicaVW VWUeaPiQg.

Head-EQd UeSOicaWiRQ (RU iQgUeVV UeSOicaWiRQ) iV SeUfRUPed eiWheU b\ Whe
PXOWicaVW fiUVW-hRS URXWeU (FHR) ZheQ Whe PXOWicaVW VRXUce iV iQ Whe FabUic
OYeUOa\ RU b\ Whe BRUdeU NRdeV ZheQ Whe VRXUce iV RXWVide Rf Whe FabUic
SiWe.

Native Multicast (Underla\)

NaWiYe PXOWicaVW iV RXU UecRPPeQded PeaQV WR dR MXOWicaVW iQ MediXP aQd
LaUge SiWeV ZiWh 100V Rf deYiceV aQd 1000V Rf cOieQWV.

ThiV W\Se Rf deSOR\PeQW VigQificaQWO\ iPSURYeV Whe efficieQc\, OaWeQc\, aQd
RYeUaOO VcaOe Rf PXOWicaVW WUaffic haQdOiQg.bThiVbUedXceV Whe UeSOicaWiRQ ORad aW
Whe Head-EQd NRdeb (BRUdeU),b aOORZiQg WUaffic WR be UeSOicaWed b\ Whe
UQdeUOa\ iQfUaVWUXcWXUe WR aOO Rf Whe Edge NRdeV. ThiV aSSURach aOORZV each
PXOWicaVW gURXS iQ Whe OYeUOa\ WR be PaSSed WR a cRUUeVSRQdiQg SRXUce-
SSecific MXOWicaVW (SSM) UQdeUOa\ GURXS. b TR eQabOeb WhiV NaWiYe MXOWicaVW
deSOR\PeQW,biW iV UeTXiUed WR cRQfigXUe PURWRcRO IQdeSeQdeQW MXOWicaVW (PIM)
iQ Whe FabUic UQdeUOa\.
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Multicast over SD-WAN
CiVcR SD-AcceVV QaWiYe PXOWicaVW UeOieV RQ SRXUce-SSecific MXOWicaVW (SSM)
iQ Whe UQdeUOa\.b TheUefRUe, SSM cRQfigXUaWiRQV aUe cRQfigXUed RQ Whe
FabUicb NRdeVb aQdb IQWeUPediaWe NRdeV. The MXOWicaVW ReQde]YRXV PRiQWV
(RPV) caQ bebe[WeUQaO WR Whe SD-AcceVV FabUicb iQ Whe daWa ceQWeU RU eYeQ
ORcaO WR FabUic. T\SicaOO\, ViQce PRVW Rf VXch VWUeaPiQg haSSeQV fURP Whe
daWa ceQWeU, iW Pa\ PaNe PRUe VeQVe WR SOace Whe RP QRdeV cORVeU WR Whe
VRXUceV.b ReceiYeUV SOaced acURVV FabUic SiWeV caQ VXbVcUibe WR PXOWicaVW
WUaffic RYeU CiVcR SD-WAN.bMXOWicaVW (SSM/ASM) iV eQabOed RQ Whe VeUYice
VPN VXbiQWeUfaceV Rf Whe CiVcR SD-WAN EdgeVbWRZaUdV Whe OYeUOa\ ViUWXaO
NeWZRUN RQ Whe FabUicb BRUdeUb NRdeV. ThiV eQVXUeV cRPSOeWe eQd-WR-eQd
QaWiYe PXOWicaVW cRQfigXUaWiRQ WhURXghRXW Whe FabUicb NRdeV aQd SD-
WANbEdgeV. bbbbbbbb
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Global deplo\ment with Multi-DNA Center to
centrali]ed ISE
CiVcR ISE caQ be deSOR\ed eiWheU iQ a VWaQdaORQe RU diVWUibXWed PRdeO. FRU
PXOWiSOe ViWe eQWeUSUiVe deSOR\PeQWV, CiVcR ISE iV deSOR\ed iQ a diVWUibXWed
PRdeO ZiWh diVWUibXWed PROic\ AdPiQiVWUaWiRQ NRdeV (PAN)b aQd MRQiWRUiQg
NRdeV (MNT), aV ZeOO aV acWiYe aQd VWaQdb\ POaWfRUP E[chaQge GUid (S[GUid)
NRdeV aQd PROic\ SeUYice NRdeV (PSNV). PSNV caQ bebVSUead acURVV YaUiRXV
ViWeV WR SURYide a ORZ OaWeQc\ NeWZRUN AcceVV CRQWURO (NAC) VROXWiRQ. PSNV

Figure 7.6: Multicast across SD-WAN
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V\QchURQi]e ZiWh Whe ISE PAN WR SURYide cRQViVWeQW SROic\ aQd SGT
aVVigQPeQW baVed RQ cOieQW aXWheQWicaWiRQ.

GORbaO deSOR\PeQWV VSUead acURVV YaUiRXV ORcaWiRQV UeTXiUe PXOWiSOe CiVcR DNA
CeQWeUV WR be deSOR\ed dXe WR VcaOe cRQVideUaWiRQV, OaWeQc\ QeWZRUN
UeTXiUePeQWV,b aQd GORbaO cRPSOiaQce UeaVRQV. MXOWiSOe CiVcR DNA CeQWeU
cOXVWeUV caQ be iQWegUaWed iQWR a ViQgOe CiVcR ISE,bSURYidiQgbceQWUaOi]aWiRQ aQd
VWaQdaUdi]aWiRQ Rf AXWheQWicaWiRQ, AXWhRUi]aWiRQ,b aQd SecXUiW\ GURXS PROic\
acURVV Whe gORbaO eQWeUSUiVe.

LaUge CiVcR ISE deSOR\PeQWV, VXch aVb iQ FiQaQciaOb NeWZRUNV, caQ beQefiW b\
iQWegUaWiQg PXOWiSOe CiVcR DNA CeQWeU cOXVWeUV ZiWh a ViQgOe CiVcR ISE. CiVcR
DNA CeQWeU VXSSRUWV PXOWiSOe CiVcR DNA CeQWeU cOXVWeUV SeU CiVcR ISE
deSOR\PeQW WR XWiOi]e CiVcR ISE beWWeUb aQd SURYide a ceQWUaOi]ed SROic\
PaQagePeQW SOaQebfRU PXOWiSOe CiVcR DNA CeQWeUV. FRU PRUe iQfRUPaWiRQ, Vee 

 VXSSRUW fRU MXlWiSle CiVcR DNA CeQWeU ClXVWeUV ZiWh a SiQgle CiVcR ISE S\VWemVXSSRUW fRU MXlWiSle CiVcR DNA CeQWeU ClXVWeUV ZiWh a SiQgle CiVcR ISE S\VWemVXSSRUW fRU MXlWiSle CiVcR DNA CeQWeU ClXVWeUV ZiWh a SiQgle CiVcR ISE S\VWem.

https://www.cisco.com/c/dam/td-xml/en_us/network-mgmt/dnac/maps/admin_guide/2_1_1/Multi_DNAC.pdf
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NRWe  AW Whe WiPe Rf Whe ZUiWiQg Rf WhiV bRRN, WhiV feaWXUe iV cXUUeQWO\ a
LiPiWed AYaiOabiOiW\ RffeUiQg. IW iV a WePSRUaU\, iQiWiaO aSSURach WR Whe SURbOeP
iQ UeVSRQVe WR XUgeQW bXViQeVV UeTXiUePeQWV. A PRUe cRPSUeheQViYe
GeQeUaO AYaiOabiOiW\ RffeUiQg ZiOO be aYaiOabOe iQ Whe fXWXUe. ChecN ZiWh \RXU
CiVcR accRXQW WeaP RQ Whe OaWeVW VWaWXV Rf WhiV caSabiOiW\ befRUe deSOR\iQg iW
iQ \RXU SURdXcWiRQ QeWZRUN.

Network Visibilit\
CiVcR DNA CeQWeU QRW RQO\ PaQageV \RXU QeWZRUN b\b aXWRPaWiQg QeWZRUN
deYiceV aQd VeUYiceV bXW aOVR SURYideV QeWZRUN aVVXUaQce aQd aQaO\Wic

Figure 7.7: Global Multi DNA Cluster deplo\ment for consistent Group Based Polic\
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caSabiOiWieV. CiVcR DNA CeQWeU cROOecWV WeOePeWU\ fURP QeWZRUN deYiceV,
CiVcR ISE, XVeUV/eQdSRiQWV, aSSOicaWiRQV,b aQd RWheU iQWegUaWiRQVb acURVV Whe
QeWZRUN. CiVcR DNA CeQWeU NeWZRUN AQaO\WicV cRUUeOaWeV daWa fURP YaUiRXV
VRXUceV WR heOS adPiQiVWUaWRUV/RSeUaWRUV WR SURYide cRPSUeheQViYe NeWZRUN
IQVighW iQWR:

ɉ Device 360/client 360:b VieZ deYice RU cOieQW cRQQecWiYiW\, Zhich
iQcOXdeV iQfRUPaWiRQ RQ WRSRORg\, WhURXghSXW, aQd OaWeQc\ fURP
diffeUeQW WiPeV aQd diffeUeQW aSSOicaWiRQV.

ɉ NetZork time travel:bAbiOiW\ WR gR bacN iQ WiPe aQd Vee Whe caXVe Rf
a QeWZRUN iVVXe

ɉ Application e[perience:b PURYide XQSaUaOOeOed YiVibiOiW\ aQd
SeUfRUPaQce cRQWURO RQ Whe aSSOicaWiRQV cUiWicaO WR \RXU cRUe bXViQeVV
RQ a SeU-XVeU baViV.

ɉ NetZork anal\tics: PURYide UecRPPeQdedb cRUUecWiYe acWiRQV fRU
ideQWified iVVXeV iQ Whe QeWZRUN. TheVe acWiRQV caQ iQYROYe gXided
UePediaWiRQ, ZheUe Whe eQgiQe VSecifieV VWeSV fRU a QeWZRUN
adPiQiVWUaWRU WR SeUfRUP.

Centrali]ed Polic\ Management
TR deaO ZiWh Whe SURbOePV aVVRciaWed ZiWh PaQagiQg Whe e[SRQeQWiaO gURZWh
iQ Whe QXPbeU Rf eQdSRiQWV cRQQecWiQg WR Whe QeWZRUN, Ze Qeed WR deVigQ a
VROXWiRQ WhaW iQWegUaWeV BUiQg YRXU OZQ DeYice (BYOD) caSabiOiWieV. GORbaOO\
Ze Qeed WR be abOe WR bXiOd a VeW Rf VecXUiW\ SROicieV WhaW VSaQ Whe gORbe bXW
aUe eaV\ WR PaQage aQd SURSagaWe.

We VROYe WheVe SURbOePV ZiWh CiVcR DNA CeQWeU iQWegUaWed ZiWh IdeQWiW\
SeUYiceV EQgiQe (ISE), bRWh Rf Zhich aUe fRXQdaWiRQaO eOePeQWV Rf a CiVcR
SD-AcceVV QeWZRUN. WiWhiQ Whe QeWZRUN, Ze eQabOe VecXUe RQbRaUdiQg fRU
eQdSRiQWV XViQg CiVcR SD-AcceVV aQd ISE, XWiOi]iQg a UediUecW WR a MRbiOe
DeYice MaQageU (MDM). OQce Whe eQdSRiQW iV RQbRaUded aSSURSUiaWeO\, iW
ZiOO haYe aOO Whe VecXUiW\ SROicieV, VecXUiW\ cOieQWV, aQd VigQaWXUeV PaWchiQg
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Whe RUgaQi]aWiRQɁV VecXUiW\ SROicieV. WiWh CiVcR SD-AcceVV, Ze caQ eQfRUce
cRPSOiaQce ZiWh Whe VecXUiW\ SROic\ baVed RQ SRVWXUe aVVeVVPeQW.

OQce deYiceV aUe aXWhRUi]ed RQ Whe QeWZRUN, Ze caQ VcaOabO\ ePbed a
VecXUiW\ Wag baVed RQ Whe aXWhRUi]ed VeVViRQ aQd aSSO\ a VecXUiW\ SROic\ WhaW
iV eQd-WR-eQd eQfRUced aQ\ZheUe iQ Whe QeWZRUN.

WheQ Ze WhiQN gORbaOO\, CiVcR DNA CeQWeUɁV SRZeUfXO caSabiOiW\ Rf aXWhRUiQg
SROic\ iQ RQe cOXVWeU aQd WheQ abVRUbiQg WhaW RQ PXOWiSOe CiVcR DNA CeQWeU
cOXVWeUV aURXQd Whe ZRUOd aOORZV fRU Whe VaPe SROicieV WR be SURSagaWed
gORbaOO\. ThiV aOORZV XV WR fOe[ibO\ bXiOd a SROic\ WhaW PaNeV VeQVe aQd
ViPXOWaQeRXVO\ VcaOeV acURVV Whe eQWiUe gORbaO eQWeUSUiVe.

FiQaOO\, fURP aQ RbVeUYaWiRQ SeUVSecWiYe, ZiWh CiVcR DNA CeQWeU aQd CiVcR
SD-AcceVV, Ze caQ eYaOXaWe gURXS iQWeUacWiRQV ZiWh SecXUiW\ GURXS PROic\
AQaO\WicV. SecXUiW\ GURXS PROic\ AQaO\WicV iV a CiVcR DNA CeQWeU aSSOicaWiRQ
WhaW aOORZV \RX WR deWeUPiQe Zhich XVeUV/deYiceV aUe iQWeUacWiQg ZiWhiQ Whe
QeWZRUN, aQ\ZheUe iQ Whe ZRUOd. If \RX QRWice behaYiRU WhaW PXVW be
iPPediaWeO\ cRUUecWed, \RX caQ bXiOd a cRQWUacW iQ CiVcR DNA CeQWeU aQd
deSOR\ iW gORbaOO\ iQ a PaWWeU RfbPiQXWeV.

High Sensitivit\ to Qualit\ of Service (QoS)
FiQaQciaO RUgaQi]aWiRQV haYe VWUiQgeQW aSSOicaWiRQ VeUYice OeYeO agUeePeQWV,
Zhich affecW WheiU aSSOicaWiRQ aYaiOabiOiW\. A VORZ aQd QRS-diVSaUaWe QeWZRUN
caQ Oead WR SRRU aSSOicaWiRQ e[SeUieQce aQd cRQVeTXeQWO\ iPSacW RSeUaWiRQV
aQd WUadiQg fORRUV, Zhich aUe highO\ VeQViWiYe WR deOa\V.

CiVcR DNA CeQWeU haV PajRU adYaQcePeQWV Zhich heOS OaUge aQd gORbaO
fiQaQciaO RUgaQi]aWiRQV PaQage aQd VcaOe aSSOicaWiRQ SROicieV fRU
deSOR\PeQW. WheQ bXiOdiQg Whe CiVcR SD-AcceVV FabUic, Ze caQ deSOR\ a
WieUed CiVcR-UecRPPeQded RU CXVWRPi]ed QRS SROic\ WR bRWh Whe ZiUed aQd
ZiUeOeVV iQfUaVWUXcWXUeV. ThiV ASSOicaWiRQ PROic\ XVeV Whe DiffSeUY PRdeO,
ZheUe aSSOicaWiRQV aUe caWegRUi]ed iQ aSSOicaWiRQ VeWV aQd aUe diYided iQWR
BXViQeVV ReOeYaQce baVed RQ adPiQiVWUaWRU SUefeUeQce.
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CiVcR DNA CeQWeUɁV adYaQcePeQW iQWR CRQWUROOeU-BaVed ASSOicaWiRQ
RecRgQiWiRQ XWiOi]eV Whe NBAR 2.0 DeeS PacNeW IQVSecWiRQ (DPI) caSabiOiWieV
WhaW aUe XWiOi]ed fRU EQdSRiQW AQaO\WicV aQd aOORZV fRU aSSOicaWiRQV WR be
OeaUQed b\ CiVcR DNA CeQWeU diUecWO\ fURP SacNeWV iQ TUaQViW acURVV Whe
QeWZRUN. ThiV aOORZV fRU VeaPOeVV OeaUQiQg Rf aSSOicaWiRQV fURP CiVcRɁV
NBAR2.0 CORXd, MicURVRfWɁV 0365, aQd IQfRbOR[. The aSSOicaWiRQ'V FXOO\
QXaOified DRPaiQ NaPeV (FQDN) aQd URL iQfRUPaWiRQ caQ be OeaUQed aQd
XVed WR XSdaWe aSSOicaWiRQ VeWV ZiWhiQ QRS PROicieV. ThiV aOORZV fRU Whe
iPPediaWe deSOR\PeQW Rf WhRVe aSSOicaWiRQ SROicieV aW VcaOe aQ\ZheUe iQ Whe
QeWZRUN.

CiVcR DNA CeQWeU aOVR caQ gaWheU WeOePeWU\ baVed RQ hRZ WhRVe
ASSOicaWiRQ PROicieV aUe RSeUaWiQg, Zhich aOORZV fRU adPiQiVWUaWRU iQWeUYeQWiRQ
WR PRdif\ aQd UedeSOR\ SROicieV aW VcaOe acURVV Whe QeWZRUN. The abiOiW\ WR
Vee hRZ aQ aSSOicaWiRQ RSeUaWeV iV cUXciaO WR XQdeUVWaQdiQg Whe XVeU
e[SeUieQce aQd VROYiQg iVVXeV befRUe beiQg QRWified b\ aQ eQd XVeU. ThiV
gReV a ORQg Za\ WR eQVXUe WhaW Ze haYe a PeWhRd Rf SURYiQg PeaQ WiPe WR
iQQRceQce.

LaVWO\, aV aOO aSSOicaWiRQ WUaffic iV QRZ cRUUecWO\ cOaVVified aQd PaUNed b\
ASSOicaWiRQ QRS SROicieV, Ze caQ WheQ deaO ZiWh WheP aSSURSUiaWeO\ b\ aQ\
deYice eQd-WR-eQd iQ Whe QeWZRUN, acURVV Whe WAN, iQ a SD-WAN cORXd, RU
eYeQ iQ Whe daWa ceQWeU.

Acquisitions Integration
AV iQ aQ\ RWheU iQdXVWU\, fiQaQciaO RUgaQi]aWiRQ PeUgeUV aQd acTXiViWiRQV
RccXU fURP WiPe WR WiPe. OQe Rf Whe beQefiWV Rf CiVcR SD-AcceVV iV Whe
abiOiW\ WR deaO ZiWh WheVe iQWeUeVWiQg chaOOeQgeV VeaPOeVVO\. ThiV aOORZV fRU
PeUgiQg WZR RUgaQi]aWiRQV WR iQWegUaWe aQd RSWiPi]e UedXQdaQW RSeUaWiRQV.

OQce Whe BXViQeVV-WR-BXViQeVV (B2B) cRQQecWiRQ iV eQabOed, PeUgiQg Whe
WZR QeWZRUNV caQ begiQ. The iQWegUaWiRQ Rf CiVcR DNA CeQWeU aQd CiVcR ISE
eQabOeV Whe iQWegUaWiRQ Rf aXWhRUi]aWiRQ acURVV Whe CiVcR SD-AcceVV FabUic
fURP RQe Vide Rf Whe QeWZRUN WR Whe RWheU. B\ cRQQecWiQg ISE WR a fRUeigQ
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AcWiYe DiUecWRU\ eQYiURQPeQW, Ze caQ cRQQecW diUecWO\ RU SUR[\
aXWheQWicaWiRQV WR RQbRaUd cOieQWV fURP Whe QeZO\ PeUged QeWZRUN. ThiV
aOORZV fRU Whe aSSOicaWiRQ Rf SGTV fURP eQd WR eQd, b Zhich aOORZV fRU Whe
aSSOicaWiRQ Rf a VeaPOeVV eQd-WR-eQd VecXUiW\ SROic\.

IQiWiaOO\, Whe QeZO\-acTXiUed/QeZO\-PeUged RUgaQi]aWiRQ'V eQdSRiQWV Pa\ be
aXWRPaWicaOO\ SOaced iQWR a ViUWXaO NeWZRUN ZiWhiQ CiVcR SD-AcceVV aQd
eQfRUcePeQW cRQfigXUed WR XWiOi]e S[GUid iQWegUaWiRQ ZiWh fiUeZaOOV WhaW caQ
eQfRUce SROicieV.

AV Whe acTXiViWiRQ SURgUeVVeV, PRUe aQd PRUe iQWegUaWiRQV caQ be OeYeUaged,
aOORZiQg fRU Whe VORZ SURgUeVViRQ Rf chaQge Rf RZQeUVhiS Rf aVVeWV aQd Whe
cRPSOeWe RQbRaUdiQg Rf Whe QeZO\-acTXiUed/QeZO\-PeUged RUgaQi]aWiRQ.
IQiWiaOO\, Ze caQ deSOR\ a CiVcR SD-AcceVV FabUic aV a La\eU 2 FabUic SiWe

Figure 7.8: Cisco SD-Access La\er 2 Fabric for Merger and Acquisition
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aQd aOORZ fRU Whe ceQWUaO RQbRaUdiQg Rf cOieQWV ZiWhiQ Whe FabUic SiWe. ThRVe
cOieQWV ZRXOd WheQ XVe a gaWeZa\ hRVWed RQ a S[GUid-iQWegUaWed fiUeZaOO
Zhich ZRXOd be iQiWiaOO\ UeVSRQVibOe fRU WUaffic iQVSecWiRQ. AV cRQfideQce
iPSURYeV aQd Whe acTXiViWiRQ cRQWiQXeV, Whe cOieQW eQdSRiQWV fURP Whe QeZO\
acTXiUed RUgaQi]aWiRQ ZiOO be RQbRaUded SURSeUO\ ZiWhiQ Whe RUgaQi]aWiRQ
QeWZRUN.
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Deplo\ment Options

CiVcR SD-AcceVV SURYideV fOe[ibiOiW\ WR deSOR\ PXOWiSOe FabUic SiWeV
iQWeUcRQQecWed ZiWh SD-AcceVV TUaQViWb RU IP TUaQViW. IQdiYidXaO FabUic
SiWebVi]e iV baVed RQ VeYeUaObPeWUicV, iQcOXdiQg:

ɉ FabUic SiWe cOieQW cRXQW VcaOe

ɉ FabUic SiWe deYice cRXQW

ɉ NXPbeU RfbIP AddUeVV PRROV

ɉ ViUWXaO NeWZRUNV

ɉ SecXUiW\ GURXSV

ɉ SecXUiW\ GURXS PROicieV

ɉ High-AYaiOabiOiW\/RedXQdaQc\ UeTXiUePeQWV

The iQWeQW Rf WhiV YeUWicaO iV WR deVigQ aQd VXSSRUW PXOWiSOe ViWeV ZiWh ViWe
VXUYiYabiOiW\ aQd VXSSRUW eQd-WR-eQd PacUR-VegPeQWaWiRQ aQd PicUR-
VegPeQWaWiRQ ZiWh cRQViVWeQW SROic\ acURVV Whe eQWeUSUiVe.

MajRU FabUic SiWe PRdeO:

ɉ VeU\ SPaOO SiWe (FabUicbiQbabBR[)

ɉ SPaOO SiWe

ɉ MediXP SiWe

ɉ LaUge SiWe
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Ver\ Small Site

YRX caQ XVe FabUic iQ a BR[ WR cRYeU a ViQgOe FabUic SiWe, ZiWh UeViOieQce
VXSSRUWed b\ VZiWch VWacNiQg RU SWacNWiVe ViUWXaO WR VXSSRUW XS WR 200
eQdSRiQWV aQd 40 APV. FRU FabUic iQ a BR[ deSOR\PeQWV, SD-AcceVV
EPbedded WiUeOeVV SURYideV ViWe-ORcaO WLC fXQcWiRQaOiW\. The ViWe Pa\
cRQWaiQ aQ ISE PSN deSeQdiQg RQ Whe WAN/IQWeUQeW ciUcXiW aQdbOaWeQc\.

Figure 7.9: Ver\ Small Site design
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Small Site

The SPaOO SiWe RefeUeQce MRdeO cRYeUV a ViQgOe Rffice RU bXiOdiQg ZiWh ViQgOe
ZiUiQg cORVeWV, XVXaOO\ WR 4,000 aQd XS WR 100 APV. The bRUdeU fXQcWiRQ iV
cRORcaWed ZiWh Whe cRQWURO SOaQe fXQcWiRQ RQ RQe RU WZR deYiceV aQd XVXaOO\
XVeV ePbedded ZiUeOeVV ZiWh Whe RSWiRQ Rf haUdZaUe WLCV.

The Sh\VicaO QeWZRUN iV XVXaOO\ a TZR-TieU CROOaSVed CRUe/DiVWUibXWiRQ ZiWh
aQ AcceVV La\eU VeUYiciQg VeYeUaO ZiUiQg cORVeWV. RaWheU WhaQ cRORcaWiQgbaOO
UROeV iQ RQe deYice, Whe SPaOO SiWe RefeUeQce MRdeO SURYideV added
UeViOieQc\, UedXQdaQc\, aQd a PRUe VigQificaQW QXPbeU Rf eQdSRiQWV b\
VeSaUaWiQg Whe Edge NRde UROe RQWR dedicaWed deYiceV iQ Whe AcceVV La\eU.
The BRUdeU NRde aQd CRQWURO POaQe NRdeV aUe cRORcaWed iQ Whe CROOaSVed
CRUe La\eU. FRU SD-AcceVV WiUeOeVV, Whe ePbedded WLC iV SURYiViRQed RQ
Whe CRORcaWed BRUdeU NRde aQd CRQWURO POaQe NRde. OSWiRQaOO\, a YiUWXaO- RU
haUdZaUe-baVed WLC iV XVed.

Figure 7.10: Small Site design
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Medium Site

The MediXP SiWe RefeUeQce MRdeO XVXaOO\ cRYeUV a bXiOdiQg ZiWh PXOWiSOe
ZiUiQg cORVeWV ZiWh a Sh\VicaO WRSRORg\ cRQViVWiQg Rf a TZR-TieU CROOaSVed
CRUe/DiVWUibXWiRQ ZiWh aQ AcceVV La\eU.

The MediXP SiWe iV deVigQed WR VXSSRUW OeVV WhaQ 25,000 eQdSRiQWV aQd OeVV
WhaQ 2,000 APV. The BRUdeU NRde fXQcWiRQ iV cRORcaWed ZiWh Whe CRQWURO
POaQe NRde fXQcWiRQ RQ RQe RU WZR deYiceV RU a highO\-UeViOieQW ViQgOe
deYice, aQd a VeSaUaWe ZiUeOeVV cRQWUROOeU iV ideaOO\ deSOR\ed iQ a HA
cRQfigXUaWiRQ.

Figure 7.11: Medium Site design
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Large Site

The LaUge SiWe RefeUeQce MRdeO cRYeUV PXOWiSOe bXiOdiQgV RU a bXiOdiQg ZiWh
PXOWiSOe ZiUiQg cORVeWV. The Sh\VicaO QeWZRUN iV XVXaOO\ ThUee-TieU ZiWh CRUe,
DiVWUibXWiRQ, aQd AcceVV La\eUV. IW Pa\ eYeQ cRQWaiQ a URXWed SXSeU CRUe
WhaW aggUegaWeV QXPeURXV bXiOdiQgV aQd VeUYeV aV Whe QeWZRUN egUeVV SRiQW
WR Whe WAN aQd IQWeUQeW. The BRUdeU aQd CRQWURO POaQe NRdeV fXQcWiRQV aUe
SURYiViRQed RQ VeSaUaWe deYiceV UaWheU WhaQ cRORcaWiQg.

The LaUge SiWe VXSSRUWV XS WR 100,000 eQdSRiQWV aQd 6,000 APV. The bRUdeU
iV diVWUibXWed XViQg UedXQdaQW deYiceV fURP Whe cRQWURO SOaQe fXQcWiRQ, aQd a
VeSaUaWe ZiUeOeVV cRQWUROOeU iV iQ aQ HA cRQfigXUaWiRQ.

Figure 7.12: Large Site design
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Summar\

The PaiQ IT gRaO Rf FiQaQciaO RUgaQi]aWiRQV iV WR SURYide Pa[iPXP YaOXe aQd
deViUed bXViQeVV RXWcRPeV WR XVeUV WhURXgh iQdXVWU\-OeadiQg WechQRORgieV
VXch aV CiVcR SD-AcceVV. We haYe VeeQ dXUiQg WhiV chaSWeU hRZ SD-
AcceVV SURYideVb Pa[iPXP YaOXe aQd deViUed bXViQeVV RXWcRPeV ZhiOe
SURYidiQg VecXUiW\, fOe[ibiOiW\,b aQd UeViOieQc\ iQ SaUaOOeO b\ VROYiQg XVe caVeV
ZiWh eaVe.

IQ WhiV chaSWeU, Ze dePRQVWUaWed hRZ CiVcR SD-AcceVV VROYeV Whe
chaOOeQgeV faced b\ RUgaQi]aWiRQV iQ Whe FiQaQciaO YeUWicaO. YRX OeaUQed hRZ
\RX caQ VecXUeO\ RQbRaUd QeWZRUN deYiceV, XVeUV, aQd eQdSRiQWV. We
VhRZed \RX hRZ WR eQcU\SW \RXU QeWZRUN ZhiOe SUeVeUYiQg VecXUiW\ gURXS
iQfRUPaWiRQ acURVV gORbaO ViWeV Yia WAN IQfUaVWUXcWXUe. We aOVR
dePRQVWUaWed hRZ Whe aXWRPaWiRQ, RUcheVWUaWiRQ, aQd aVVXUaQce caSabiOiWieV
Rf CiVcR SD-AcceVV aQd CiVcR DNA CeQWeU caQ ePSRZeU IT VWaff WR VXSSRUW
gORbaO QeWZRUNV, eYeQ ZheQ VWaffiQg iV OeaQ. AOO Rf WheVe e[ePSOif\ Whe beaXW\
Rf VRfWZaUe-defiQed aUchiWecWXUe aQd cRQWUROOeU-baVed QeWZRUNiQg.



Migration to Cisco
SD-Access
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AfWeU UeadiQg aQ\ Rf Whe SUeYiRXV chaSWeUV RU heaUiQg abRXW CiVcR SD-
AcceVV iQ diffeUeQW fRUXPV, \RX aUe QRZ cRQYiQced WhaW WhiV iV Whe UighW
VROXWiRQ fRU \RXU eQYiURQPeQW. SR, Whe Qe[W iPPediaWe TXeVWiRQ iV, ɄHRZ caQ
I PigUaWe P\ QeWZRUN WR CiVcR SD-AcceVV? WhaW PigUaWiRQ RSWiRQV dR I
haYe?Ʌ WeOO, \RX haYe cRPe WR Whe UighW chaSWeU iQ WhiV bRRN. ThiV chaSWeU
fRcXVeV VROeO\ RQ QeWZRUN PigUaWiRQ aQd QRW aQ\ RWheU VceQaUiRV. ThiV
chaSWeU dReV QRW fRcXV RQ hRZ WR iQVWaOO aQd cRQfigXUe CiVcR DNA CeQWeU,
VeW XS QeWZRUN hieUaUch\, QeWZRUN eQYiURQPeQWV, diVcRYeU VZiWcheV, RU
iQWegUaWiRQ Rf CiVcR DNA CeQWeU ZiWh CiVcR IdeQWiW\ SeUYiceV EQgiQe (ISE).

IQ Whe caVe Rf aQ e[iVWiQg CiVcR ISE iQVWaOOaWiRQ, Ze UecRPPeQd WhaW \RX XVe
a QeZ ISEbWR PigUaWe WR CiVcR SD-AcceVV. Wh\ a QeZ ISE? The iQWegUaWiRQ
ZiWh CiVcR DNA CeQWeU PighW Qeed a VRfWZaUe YeUViRQ XSgUade aQd PighW
iPSacW Whe SROicieV iQ Whe e[iVWiQg QeWZRUN. OQce Whe eQWiUe QeWZRUN iV
PigUaWed WR CiVcR SD-AcceVV, \RX caQ decRPPiVViRQ Whe e[iVWiQg
iQVWaOOaWiRQ aQd PaNe Whe QeZ RQe Whe SUiPaU\ ISEbiQVWaQce.
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Considerations

We ZiOO VWaUW Rff ZiWh a CRQVideUaWiRQV VecWiRQ ZiWh VRPe Rf Whe ɄOiWWOe WhiQgV
WhaW PaWWeU PXch.Ʌ

Selecting A Great Start
The QeWZRUN caQ be diYided iQWR diffeUeQW SRUWiRQV fURP a UiVN/cUiWicaOiW\
facWRU. IQWURdXciQg aQ\ QeZ WechQRORg\ iQWR Whe QeWZRUN haV iWV chaOOeQgeV. IW
VhRXOd be dRQe iQ a PaQQeU WhaW UeVXOWV iQ a VPRRWh aQd SRViWiYe e[SeUieQce
fRU aOO iQYROYed, iQcOXdiQg Whe eQd XVeUV. The ZiVe aSSURach iV WR VWaUW
SOaQQiQg Whe PigUaWiRQ iQ a VPaOO, ORZ-UiVN/QRQ-cUiWicaO (IT-fUieQdO\ if
SRVVibOe) SaUW Rf Whe QeWZRUN ZhiOe cUeaWiQg a SaWh fRU Whe eQd XVeUV WR faOO
bacN RQ if SURbOePV aUiVe. FRU e[aPSOe, if \RX ZaQW WR PigUaWe a heaOWhcaUe
faciOiW\ RU a facWRU\ ZiWh a caUSeWed SaUW Rf Whe QeWZRUN, VWaUW ZiWh Whe
RXWSaWieQW cOiQicV iQ Whe fRUPeU caVe RU Whe QRQ-UeaO-WiPe adPiQiVWUaWiYe aUea
iQ Whe OaWWeU VceQaUiR. ThiV ZiOO giYe \RX Whe UighW e[SeUieQce WR PigUaWe Whe
UeVW Rf \RXU cUiWicaO QeWZRUN iQfUaVWUXcWXUe.
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Approaches to Migration

LeW XV ORRN aW Whe WZR aSSURacheV WR PigUaWiRQ.

Table 1: Comparison between Parallel and Incremental Approachb

Parallel Incremental

BeVW fRU BUaQch (VPaOO VcaOe)
deSOR\PeQWV

BeVW fRU CaPSXV (aQ\ Vi]e)

ReTXiUeV cabOe UXQV WR cUeaWe a QeZ
SaUaOOeO QeWZRUN

ReTXiUeV a cRXSOe Rf cabOeV fURP QeZ acceVV
aQd diVWUibXWiRQ VZiWcheV

PRZeU aQd RXWOeWV fRU Whe SaUaOOeO
QeWZRUN

IQcUePeQWaO SRZeU aQd RXWOeW UeTXiUePeQW

Legac\ haUdZaUe iQ e[iVWiQg QeWZRUN Legac\ haUdZaUe iQ e[iVWiQg QeWZRUN

USgUade PRVW Rf Whe QeWZRUN
iQfUaVWUXcWXUe

USgUade PRVW Rf Whe QeWZRUN iQfUaVWUXcWXUe

COeaQ VOaWe (OeaYiQg behiQd aQ\
cRPSOe[iW\ iQ Whe ROd deVigQ)

WiOO Qeed WR caUU\ fRUZaUd Whe cRQVWUaiQWV Rf Whe
ROd deVigQ iQ Whe UQdeUOa\

TeVW XVeUV iQ a cRPSOeWeO\ QeZ
QeWZRUN

TeVW Rf fXQcWiRQaOiW\ iV SaUWiaO

EaV\ RROObacN Rf PigUaWed XVeUV EaV\ RROObacN Rf PigUaWed XVeUV

Parallel Approach
WiWh Whe PaUaOOeObASSURach, \RX bXiOd Whe QeZ QeWZRUN aORQgVide Whe e[iVWiQg
QeWZRUN. BeQefiWV WR WhiV aSSURach iQcOXde:
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ɉ YRX caQ igQRUe Whe cRPSOe[iWieV Rf Whe e[iVWiQg QeWZRUN

ɉ YRX caQ XSgUade Whe eQWiUe QeWZRUN ZiWh QeZ haUdZaUe aQd bXiOd Whe
VROXWiRQ UeaOi]iQg Whe fXOO QeZ caSabiOiWieV

ɉ YRX dR QRW haYe WR deaO ZiWh a Pi[WXUe Rf ROd aQd QeZ haUdZaUe aQd
VRfWZaUe, Zhich caQ RfWeQ fRUce \RX aZa\ fURP Whe QeZ caSabiOiWieV
\RX ZaQW iQ \RXU QeZ eQYiURQPeQW.

ɉ YRX caQ WeVW XVe caVeV iQ aQ eQWiUeO\ QeZ QeWZRUN befRUe PigUaWiQg
Whe XVeUV

ɉ YRX caQ UROO bacN Whe XVeUV iQWR Whe ROd eQYiURQPeQW if aQ\ iVVXeV
RccXU iQ Whe QeZ QeWZRUN

WhiOe Whe PaUaOOeO ASSURach haV PaQ\ aSSeaOiQg beQefiWV, WheUe iV RQe
ɄgRWchaɅ WhaW \RX PXVW cRQVideU. YRX ZiOO SRWeQWiaOO\ Qeed a ORW Rf QeZ La\eU
1 Ƚ i.e., VSace, SRZeU, cRROiQg, cabOeV Ƚ WR VXSSRUW a SaUaOOeO iQVWaOOaWiRQ.
ThiV aSSURach PighW QRW aSSO\ WR OaUge CaPSXV NeWZRUNV ZiWh a ORW Rf
bXiOdiQgV RU a ViQgOe bXiOdiQg ZiWh a ORW Rf fORRUV. DeSeQdiQg RQ Whe ViWXaWiRQ,
\RX PighW be abOe WR XVe WhiV aSSURach iQ a VPaOO bUaQch-W\Se QeWZRUN
ZheUe WheUe aUe aYaiOabOe La\eU 1 UeVRXUceV WR e[ecXWe WhiV.

Incremental Approach
AQ IQcUePeQWaO ASSURach iV aQ aSSURach ZheUe \RX VWaUW VPaOO aQd WheQ
iQcUeaVe Whe fRRWSUiQW Rf Whe QeZ VROXWiRQ ZiWhiQ \RXU e[iVWiQg QeWZRUN. IQ WhiV
caVe, aV TabOe 1 VhRZV, \RX dR QRW UeTXiUe a ORW Rf QeZ La\eU 1 UeVRXUceV.
HRZeYeU, \RX PXVW OiYe ZiWh Whe cRPSOe[iWieV Rf Whe ROd QeWZRUN aQd
VRPeWiPeV RSeUaWe iQ a Pi[ed eQYiURQPeQW Rf diffeUeQW haUdZaUe aQd
VRfWZaUe caSabiOiWieV. WiWh WhiV aSSURach, \RX WeVW XVe caVeV iQ a Pi[ Rf ROd
aQd QeZ eQYiURQPeQWV aQd UROO XVeUV bacN WR Whe ROd QeWZRUN if SURbOePV
RccXU.
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Ma[imum Transmission Unit
(MTU)

AW WhebQeWZRUN deYice OeYeO, Whe SUiPaU\ WhiQg WR cRQVideU iV MTU (Ma[iPXP
TUaQVPiVViRQ UQiW) VXSSRUW fRU QRW RQO\ FabUic NRdeV bXW aOVR fRU aQ\ RWheU
deYiceV RYeU Zhich FabUic WUaffic PXVW be WUaQVPiWWed. CiVcR SD-AcceVV
XVeV a VXLAN (ViUWXaO eXWeQVibOe LRcaO AUea NeWZRUN) eQcaSVXOaWiRQ fRU aOO
daWa WUaffic, addiQg aQ addiWiRQaO 50 b\WeV WR Whe SacNeW.

AW a PiQiPXP, deYiceV caUU\iQg SD-AcceVV VXLAN-eQcaSVXOaWed daWa WUaffic
VhRXOd VXSSRUW aQ MTU OaUge eQRXgh WR accRPPRdaWe Whe e[WUa 50 b\WeV.
CiVcR VWURQgO\ UecRPPeQdV eQabOiQg s[stem mtW 9100bRQ Whe CiVcR CaWaO\VW
9000 SeUieV VZiWcheV WR accRPPRdaWe aOO VceQaUiRV.

TheUe aUe VceQaUiRV ZheUe Whe UQdeUOa\ QeWZRUN dReV QRW VXSSRUW PRUe WhaQ
1500-b\We SacNeWV Ƚ fRU e[aPSOe, if Whe FabUic SiWeV aUe cRQQecWed Yia a
CiVcR SD-AcceVV TUaQViW RYeU a WAN WhaW dReV QRW VXSSRUW PRUe WhaQ
1500-b\We SacNeWV. IQ WheVe caVeV, TCP MSS (TUaQVPiVViRQ CRQWURO PURWRcRO
Ma[iPXP SegPeQW Si]e) caQ be VSecified WR cRQVWUaiQ Whe SacNeW Vi]e,

Figure 8.1: IP Packet of 1500 b\tes + 50 b\tes of VXLAN Encapsulation
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cRQVideUiQg Whe VXLAN headeU'V eQcaSVXOaWiRQ RYeUhead. The beVW SUacWice
UecRPPeQded YaOXe Rf VeWWiQg MSS iV 1250 b\WeV.

TCP MSS iV cRQfigXUed RQ aOO Whe eQdSRiQW-faciQg SVIV (SZiWched ViUWXaO
IQWeUfaceV) Ƚ RRXWed VLAN iQWeUfaceV (ViUWXaO LRcaO AUea NeWZRUNV) RQ aOO
Edge NRdeV. HRZeYeU, WhiV PeWhRd ZRUNV RQO\ RQ TCP aSSOicaWiRQV aQd QRW
aQ\ RWheU aSSOicaWiRQV.
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Underla\ Transformation into
Routed Access

La\eU 2 AcceVV deVigQV aUe Whe PRVW cRPPRQb QeWZRUN deVigQ acURVV aOO
iQdXVWU\ YeUWicaOV. TUadiWiRQaOO\, Whe La\eU 2 AcceVV deVigQ haV SURYided Whe
PRVW fOe[ibiOiW\ fRU VXbQeW aYaiOabiOiW\ acURVV Whe QeWZRUN, eQabOiQg SOXg-aQd-
SOa\ ViPSOiciW\. HRZeYeU, La\eU 2 AcceVV deVigQV UeO\ heaYiO\ RQ SSaQQiQg
TUee PURWRcRO (STP) fRU ORRS SUeYeQWiRQ. NeWZRUN WeaPV aOZa\V OiYe iQ feaU Rf
a QeWZRUN PeOWdRZQ caXVed b\ STP dXe WR a PiVcRQfigXUaWiRQ RU iPSURSeU
cRQQecWiRQ, aQd STP haV SRRU VXSSRUW fRU deOa\-VeQViWiYe aSSOicaWiRQV, VXch
aV YRice WUaffic, dXUiQg a faiORYeU.

The FabUic SURYideV Whe beVW Rf bRWh ZRUOdV Ƚ SOXg-aQd-SOa\ cRQQecWiRQ
caSabiOiW\ RYeU a VWabOe, UeOiabOe RRXWed AcceVV UQdeUOa\ QeWZRUN. HeQce, iW
iV PaQdaWRU\ WhaW Whe UQdeUOa\ acceVV deVigQ be cRQYeUWed fURP La\eU 2
AcceVV WR a RRXWed AcceVV deVigQ.

Figure 8.2: Diagram shows a La\er 2 Access Underla\ transformed to Routed Access
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Support for Different Topologies

We acNQRZOedge WhaW CaPSXV NeWZRUN WRSRORgieV aUe dicWaWed b\ Whe
Sh\VicaO VWUXcWXUe Rf bXiOdiQgV aQd heQce haYe cRQVWUaiQWV iQ deVigQ. IQ PRVW
caVeV, CaPSXV NeWZRUNV aUe eiWheU VWaQdaUd ThUee-TieU RU TZR-TieU
QeWZRUNV. IQ a ThUee-TieU deVigQ, Whe AcceVV La\eU VZiWch cRQQecWV WR a
DiVWUibXWiRQ La\eU VZiWch WhaW WheQ cRQQecWV WR a CRUe La\eU VZiWch. IQ a
TZR-TieU deVigQ, Whe AcceVV La\eU VZiWch cRQQecWV WR a CROOaSVed
DiVWUibXWiRQ/CRUe La\eU VZiWch.

IQ VRPe caVeV, Whe deVigQ cRXOd be a VWaU WRSRORg\ ZheUe Whe AcceVV La\eU
VZiWch cRQQecWV WR Whe DiVWUibXWiRQ VZiWch RU CROOaSVed DiVWUibXWiRQ/CRUe
VZiWch aQd WR RWheU AcceVV La\eU VZiWcheV. IQ RWheU caVeV, Whe AcceVV La\eU
VZiWcheV PighW be daiV\-chaiQed WR each RWheU, RU WheUe PighW be VPaOO
cRPSacW VZiWcheV cRQQecWed WR Whe AcceVV La\eU VZiWcheV.

RegaUdOeVV Rf Whe WRSRORg\, CiVcR SD-AcceVV iV VXSSRUWed aV faU aV Whe
UQdeUOa\ iV RRXWed AcceVV aQd each eOePeQW iV IP UeachabOe WR Whe CiVcR
DNA CeQWeU, WR Whe RWheU FabUic NRdeV, aQd WR Whe WiUeOeVV LAN CRQWUROOeU
(WLC) iQ WhaW ViWe. If Whe WRSRORg\ ZaV bXiOW baVed RQ a CiVcR VaOidaWed
DeVigQ dRcXPeQW, WheUe VhRXOd be feZ cRQceUQV UegaUdiQg Whe WRSRORg\.
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IP Addressing in the Underla\
and Overla\

CiVcR highO\ UecRPPeQdV SOaQQiQg fRU a diffeUeQW IP VchePa WR be XVed iQ
UQdeUOa\ aQd OYeUOa\ QeWZRUNV. WhiOe WhiV iV QRW PaQdaWRU\, iW iV ceUWaiQO\ a
beVW SUacWice. The iPSRUWaQce Rf haYiQg WZR VeSaUaWe VchePaV iQ Whe IP
addUeVViQg iV eVSeciaOO\ UeaOi]ed ZheQ WURXbOeVhRRWiQg SURbOePV iQ Whe WZR
diffeUeQW QeWZRUN aUeaV. HaYiQg Whe VaPe IP addUeVViQg VchePa ZRXOd geW
cRQfXViQg, aQd \RX PighW WURXbOeVhRRW Whe UQdeUOa\ iQadYeUWeQWO\ ZheQ WheUe
iV a SURbOeP iQ Whe OYeUOa\.

Figure 8.3: Different IP addressing schema for Underla\ and Overla\
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Movement of Feature
Application

IQ a La\eU 2 AcceVV deVigQ, Whe La\eU 3 bRXQdaU\ iV W\SicaOO\ aW Whe
DiVWUibXWiRQ La\eU aQd iV ZheUe aOO Whe feaWXUeV aQd SROicieV aUe aSSOied.
WiWhiQ aQ SD-AcceVV FabUic QeWZRUN, Whe UQdeUOa\ WUaQVfRUPV iQWR a RRXWed
AcceVV deVigQ ZiWh Whe La\eU 3 bRXQdaU\ aW Whe AcceVV La\eU. IQ Whe FabUic
QeWZRUN, VRPe feaWXUeV VXch aV QXaOiW\ Rf SeUYice (QRS), NeWFORZ, aQd IP
AcceVV LiVWV (ACLV) aUe aSSOied aW Whe AcceVV La\eU, ZhiOe VRPe feaWXUeV
VXch aV PROic\-BaVed RRXWiQg (PBR) RU Web-Cache CRQWURO PURWRcRO (WCCP)
aUe aSSOied aW Whe egUeVV iQWeUface Rf Whe FabUic BRUdeU NRde.

Figure 8.4: Movement in point of application of features
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Migrating a La\er 2 Access
Network with New Subnets

CRQVideU a CaPSXV NeWZRUN ZiWh a W\SicaO La\eU 2 acceVV deVigQ, ZheUe Whe
La\eU 3 bRXQdaU\ iV aW each diVWUibXWiRQ. AOO VLANV VSaQ beORZ each
diVWUibXWiRQ bORcN iQ WhiV W\Se Rf QeWZRUN, aV VeeQ iQ FigXUe 8.5. ThiV VecWiRQ
fRcXVeV RQ hRZ WR VWaUW aQ iQcUePeQWaO PigUaWiRQ WR CiVcR SD-AcceVV iQ WhiV
W\Se Rf QeWZRUN deVigQ XViQg QeZ IP VXbQeWV.

The UeaVRQV Zh\ Ze VWaUW ZiWh QeZ IP VXbQeWV aUe cRPSeOOiQg. OQe Rf Whe
adYaQWageV Rf haYiQg a FabUic QeWZRUN ZiWh AQ\caVW GaWeZa\V iV WhaW a
VPaOOeU QXPbeU Rf OaUgeU VXbQeWV caQ be XVed cRPSaUed WR a WUadiWiRQaO
QeWZRUN WhaW XVeV a OaUge QXPbeU Rf VPaOOeU VXbQeWV.

Figure 8.5: La\er 2 Access with La\er 3 boundar\ at each Distribution block
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The WUadiWiRQaO beVW SUacWice fRU deVigQiQg IP VXbQeWV iV WR deVigQ XViQg /24
VXbQeWV WR aYRid OaUge bURadcaVW dRPaiQV. IQ Whe FabUic, bURadcaVWV aUe
diVabOed b\ defaXOW aQd aUe RQO\ OiPiWed WR each Edge NRde. OQe caQ VafeO\
haYe a /16 RU a /20 VXbQeW iQ Whe QeWZRUN ZiWh bURadcaVW diVabOed. ThiV aOVR
iPSURYeV efficieQc\ iQ XWiOi]iQg DHCP (D\QaPic HRVW CRQfigXUaWiRQ PURWRcRO)
VcRSeV aQd ZRUNV ZeOO fRU eQdSRiQWV aPeQabOe WR chaQgiQg IP addUeVVeV Yia
DHCP.

The high-OeYeO cRQceSW Rf Whe PigUaWiRQ SURceVV caQ be VeeQ iQ FigXUe 8.6.

We VWaUW a NeZ SXbQeW PigUaWiRQ b\ iQWURdXciQg a QeZ AcceVV VZiWch iQ Whe
QeWZRUN. ThiV ZiOO SOa\ Whe UROe Rf aQ Edge NRde aQd ZiOO be cRQQecWed Yia
RRXWed AcceVV OiQNV WR each Rf Whe e[iVWiQg diVWUibXWiRQ VZiWcheV, aV VhRZQ
iQ FigXUe 8.7. ThiV fRUPV Whe iQgUeVV iQWR Whe FabUic fURP aQ eQdSRiQW
SeUVSecWiYe.

Figure 8.6: High-level conceptual view of migration with new IP subnets
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We Qeed a CRQWURO POaQe NRde aQd a BRUdeU NRde WR fXQcWiRQ aV Whe OYeUOa\
cRQWURO SOaQe fRU Whe FabUic aQd e[iW SRiQW, UeVSecWiYeO\. ThiV NRde caQ eiWheU
be a QeZ NRde RU Whe cRQWURO SOaQe aQd FabUic bRUdeU fXQcWiRQaOiW\ caQ be
added WR aQ e[iVWiQg CRUe if Whe haUdZaUe/VRfWZaUe SOaWfRUP VXSSRUWV Whe
fXQcWiRQV.

CRQfigXUe a QeZ VN (ViUWXaO NeWZRUN) ZiWh Whe QeZ IP VXbQeW RQ WheVe WZR
NRdeV. AQ IP haQdRff fRU WhiV ViUWXaO NeWZRUN PXVW be cRQfigXUed fURP Whe
BRUdeU NRde WR Whe XSVWUeaP La\eU 3-caSabOe PeeU DeYice (FXViRQ). ThiV
PeeU DeYice (FXViRQ) caQ be aQ\ La\eU 3-caSabOe VZiWch, URXWeU, RU fiUeZaOO.
YRX haYe effecWiYeO\ bXiOW a FabUic ZiWh jXVW WZR VZiWcheV RQ WRS Rf Whe
e[iVWiQg QeWZRUN aW WhiV VWage. The cRPPXQicaWiRQ haSSeQV beWZeeQ
eQdSRiQWV iQ Whe QeZ FabUic aQd WhRVe iQ Whe e[iVWiQg QeWZRUN Yia Whe IP
haQdRff aW Whe bRUdeU.

AV SaUW Rf WhiV e[aPSOe PigUaWiRQ, Ze aVVXPe aOO Whe cRQVideUaWiRQV OiNe MTU
haYe beeQ aSSOied iQ Whe e[iVWiQg QeWZRUN aV Whe\ aUe a SUeUeTXiViWe befRUe
VWaUWiQg Whe SURceVV.

bFigure 8.7: Connect a new switch in the Access La\er with a Routed Access design
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AORQg ZiWh cRQfigXUiQg Whe QeZ VZiWch ZiWh Whe QRUPaO PaQagePeQW
SaUaPeWeUV OiNe NeWZRUN TiPe PURWRcRO (NTP), SiPSOe NeWZRUN MaQagePeQW
PURWRcRO (SNMP), aQd acceVV VTY/CRQVROe OiQeV, dR QRW fRUgeW WR cRQfigXUe
Whe V\VWeP MTU WR 9100 b\WeV. YRX ZiOO aOVR Qeed WR cRQfigXUe a LRRSbacN0
iQWeUface aV WhiV iV Whe SUefeUUed PaQagePeQW iQWeUface Rf WhiV VZiWch b\
CiVcR DNA CeQWeU. The LRRSbacN0 iQWeUface aOVR acWV aV Whe RRXWiQg LRcaWRU
(RLOC) fRU Whe VXLAN eQcaSVXOaWiRQ.

FRU Whe CRQWURO POaQe NRde aQd BRUdeU NRde, aV SUeYiRXVO\ PeQWiRQed, \RX
caQ add Whe fXQcWiRQaOiW\ RQ WRS Rf Whe CRUe fXQcWiRQaOiW\ if Whe SOaWfRUP
VXSSRUWV iW. FRU e[aPSOe, if CRUe-2 iQ FigXUe 8.9 iV cRQfigXUed ZiWh Whe added
FabUic UROe fXQcWiRQaOiWieV, iW VWiOO SURYideV CRUe UedXQdaQc\ WR Whe e[iVWiQg
QeWZRUN. IQ RWheU ZRUdV, CRUe UedXQdaQc\ iV QRW ORVW b\ cRQfigXUiQg CRUe-2
aV a CRQWURO POaQe NRde aQd BRUdeU NRde.

If Whe CRUe SOaWfRUP dReV QRW VXSSRUW FabUic fXQcWiRQaOiW\, RU if Whe SUefeUeQce
iV WhaW Whe CRUe iV QRW PRdified, aQRWheU VZiWch caQ be cRQQecWed WR Whe
e[iVWiQg CRUe aQd caQ be cRQfigXUed ZiWh Whe FabUic fXQcWiRQaOiWieV, aV VeeQ

Figure 8.8: Alternate method of connecting Control Plane Nodeband Border Nodes to
e[isting network
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iQ FigXUe 8.8. IQ WhiV caVe, WUaffic fURP Whe Edge NRde WR Whe e[WeUQaO RU
e[iVWiQg QeWZRUN ZiOO be haiUSiQQiQg. ThiV iV QRW a big iVVXe ViQce iW iV diUecWO\
cRQQecWed WR VZiWcheV RQ high VSeed, high baQdZidWh EWheUQeW RQ Whe
CaPSXV aQd becaXVe iW iV a VPaOO FabUic aW WhiV SRiQW.

FRU ViPSOiciW\'V VaNe, OeW XV aVVXPe WhaW Whe e[iVWiQg CRUe-2 VXSSRUWV FabUic
fXQcWiRQaOiW\ aQd iV cRQfigXUed aV a CRQWURO POaQe NRde aQd BRUdeU NRde.
The QeWZRUN WheQ ORRNV OiNe FigXUe 8.9.

CRQfigXUe aQ IP TUaQViW haQdRff fURP Whe BRUdeU NRde, CRUe-2, WR Whe PeeU
DeYice (FXViRQ) WR adYeUWiVe Whe FabUic OYeUOa\ VNV aQd Whe GRT RXWVide Whe
FabUic. The WUaffic beWZeeQ e[iVWiQg eQdSRiQWV aQd eQdSRiQWV iQ Whe FabUic
ZiOO WUaYeUVe aV VhRZQ FigXUeb8.10.

Figure 8.9: Fabric network on top of e[isting network
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AW WhiV SRiQW, \RX caQ VWaWicaOO\ aVVigQ Whe cOieQW iQWeUfaceV RQ Whe Edge NRde
WR Whe UeVSecWiYe VLANV WR VWaUW. ThiV ZiOO aOORZ \RX WR eYaOXaWe cRQQecWiYiW\
aQd SeUfRUPaQce ZiWhRXW deaOiQg ZiWh 802.1X aXWheQWicaWiRQ. If \RX aOUead\
haYe a ZiUed 802.1X iQfUaVWUXcWXUe iQ SOace, \RX caQ aOVR XWiOi]e WhaW aV SaUW
Rf Whe fiUVW URXQd Rf PigUaWiRQ WeVWV.

YRX aUe Uead\ WR PRYe XVeUV fURP e[iVWiQg AcceVV VZiWcheV WR Whe Edge
NRde aQd aVVeVV cRQQecWiYiW\ aQd SeUfRUPaQce. If eYeU\WhiQg ORRNV gRRd
aQd WheUe aUe QR iVVXeV, SeUfRUP a UROOiQg PigUaWiRQ b\ cRQfigXUiQg aQRWheU
AcceVV VZiWch aV aQ Edge NRde VWaUWiQg ZiWh RRXWed AcceVV cRQQecWiYiW\ WR
Whe DiVWUibXWiRQ aQd fROORZiQg Whe VaPe VWeSV WaNeQ WR RQbRaUd Whe fiUVW
EdgebNRde.

Figure 8.10: Communication between endpoints in Fabric and e[isting network
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YRX caQ add Whe CRQWURO POaQe NRde aQd BRUdeU NRde fXQcWiRQV RQ CRUe-1
fRU UedXQdaQc\ SXUSRVeV aV ZeOO, aV VhRZQ iQ FigXUe 8.11.

Figure 8.11: Rolling migration increasing Fabric footprint in the network
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OQce \RX cRPSOeWe Whe OaVW AcceVV VZiWch iQ Whe FabUic PigUaWiRQ, \RX caQ
cOeaQ XS cRQfigXUaWiRQV iQ Whe iQWeUPediaWe VZiWcheV iQ Whe QeWZRUN aQd CRUe
VZiWcheV. YRX ZiOO QRZ haYe a fXOO\ FabUic-eQabOed iQfUaVWUXcWXUe, aV VhRZQ
iQ FigXUe 8.12.

Figure 8.12: Rolling migration of Edge Node
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Migrating a La\er 2 Access with
E[isting Subnets with Edge 

 Node at Distribution

IQ WhiV VecWiRQ, Ze ZiOO UeYieZ Whe aYaiOabOe RSWiRQV fRU PigUaWiQg aQ e[iVWiQg
La\eU 2 AcceVV QeWZRUN ZiWh e[iVWiQg VXbQeWV iQWR CiVcR SD-AcceVV.
MigUaWiRQV NeeSiQg Whe e[iVWiQg VXbQeWV aQd, iQ WhiV caVe, Whe e[iVWiQg
AcceVV VZiWcheV aUe a OiWWOe WUicN\.

The fiUVW RSWiRQ iV fRU \RX WR eQabOe Whe FabUic aW Whe DiVWUibXWiRQ La\eU
iQVWead Rf Whe AcceVV La\eU. The UeaVRQV fRU dRiQg WhiV aUe:

ɉ The AcceVV La\eU iV QRW cRPSaWibOe ZiWh FabUic fXQcWiRQaOiW\

ɉ The AcceVV La\eU aQd eQdSRiQWV XQdeUQeaWh iW aUe VeQViWiYe WR OaUge
chaQgeV

ɉ QXicN ZiQ fRU Whe IT WeaP WR geW FabUic VegPeQWaWiRQ gRiQg iQ Whe
QeWZRUN
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CRQVideU Whe VaPSOe La\eU 2 AcceVV aV VhRZQ iQ FigXUe 8.13.
VLAN10b(10.1.1.0/24), aQd VLAN20b(10.1.2.0/24) haYe La\eU 3 bRXQdaUieV
SVI10 aQd SVI20, UeVSecWiYeO\, RQ Whe DiVWUibXWiRQ La\eU, aV VhRZQ. AOVR QRWe
WhaW Whe BRUdeU NRde aQd CRQWURO POaQe NRdeV aUe aOUead\ bXiOW RQ CRUe-1
aQd CRUe-2. FRU WhiV e[aPSOe, Ze XVed Whe VaPe gXideOiQeV WR deWeUPiQe
BRUdeU NRde aQd CRQWURO POaQe NRde SOacePeQW aV Ze XVed iQ Whe SUeYiRXV
VecWiRQ.

OQce Whe DiVWUibXWiRQ VZiWcheV haYe beeQ diVcRYeUed iQ CiVcR DNA CeQWeU,
\RX begiQ ZiWh VhXWWiQg dRZQ SVI10 aQd SVI20 RQ Whe DiVWUibXWiRQ VZiWcheV.
Ne[W, \RX cRQYeUW Whe OiQN beWZeeQ DiVW-1 aQd DiVW-2 WR a La\eU 3 OiQN
UXQQiQg Whe IQWeUiRU GaWeZa\ PURWRcRO (IGP) Rf Whe e[iVWiQg QeWZRUN.
CRQfigXUe DiVW-1 aV aQ Edge NRde. UVe Whe CXVWRP VLAN feaWXUe ZiWhiQ Whe
CiVcR DNA CeQWeU ZRUNfORZ WR cRQfigXUe VLAN10 aQd VLAN20 aV Whe
VXbQeWV iQ Whe OYeUOa\ ViUWXaO NeWZRUN.

FigXUe 8.14 VhRZV ZhaW Whe QeWZRUN VhRXOd ORRN OiNe aW WhiV SRiQW.

Figure 8.13: Sample La\er 2 Access network design
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The UedXQdaQc\ aW DiVW-1, Zhich iV QRZ Whe Edge NRde, iV SURYided b\ iQ-
V\VWeP UedXQdaQc\ RSWiRQV OiNe a PRdXOaU CiVcR CaWaO\VW 9400 SeUieV
chaVViV ZiWh UedXQdaQW VXSeUYiVRUV, CiVcR CaWaO\VW 9500 SeUieV VZiWcheV
ZiWh CiVcR SWacNWiVe ViUWXaO (SWV), RU CiVcR CaWaO\VW 9300 SeUieV VZiWcheV
ZiWh CiVcR SWacNWiVe VWacN.

The CiVcR CaWaO\VW 9000 SeUieV VZiWcheV (9300 RQZaUdV) VXSSRUW a VcaOe Rf
16,000 eQdSRiQWV (IPY4). ThiV iV a OaUge eQRXgh QXPbeU WR RQbRaUd fRXU /20
Vi]e VXbQeWV, RU eighW /21 Vi]e VXbQeWV, UeVXOWiQg iQ a WRWaO Rf 16,000 hRVWV
fURP Whe dRZQVWUeaP QeWZRUN.b

If \RX ZaQW WR ORad-baOaQce aQd iQcUeaVe Whe VcaOe Rf eQdSRiQWV beiQg
RQbRaUded iQWR Whe FabUic b\ WhiV PeWhRd aQd ZaQW WR cRQWiQXe ZiWh Whe
PigUaWiRQ, cRQfigXUe DIST-2 aV Whe VecRQd Edge NRde aQd SURceed ZiWh
ORad-baOaQciQg VLAN10 aQd VLAN20 aV VhRZQ iQ FigXUe 8.15.b

Figure 8.14: Initial steps for migration
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POeaVe eQVXUe WhaW QR VLAN iV PXOWi-hRPed iQWR WZR diffeUeQW Edge NRdeV
fURP Whe AcceVV La\eU VZiWcheV. AV VeeQ iQ FigXUe 8.15, VLAN10 WeUPiQaWeV
RQ DiVW-1, aQd VLAN20 WeUPiQaWeV RQ DiVW-2.

IQ WhiV caVe, Whe FabUic VegPeQWaWiRQ ZiOO RQO\ VWaUW fURP Whe DiVWUibXWiRQ
La\eU, aQd EaVW-WeVW WUaffic beORZ Whe DiVWUibXWiRQ La\eU iV cRQWUROOed b\ Whe
AcceVV La\eU VZiWcheV. The PicUR-VegPeQWaWiRQ eQfRUcePeQW SRiQW iV Whe
Edge NRdeV aW Whe DiVWUibXWiRQ La\eU.

TR SURceed ZiWh Whe PigUaWiRQ, cRQfigXUe RQe Rf Whe AcceVV La\eU VZiWcheV
ZiWh URXWed OiQNV XSVWUeaP WR Whe DiVWUibXWiRQ La\eU VZiWcheV aQd WheQ
cRQYeUW iW iQWR aQ Edge NRde. PURceed ZiWh a UROOiQg PigUaWiRQ Rf AcceVV
La\eU VZiWcheV aV VhRZQ iQ FigXUe 8.16.

Figure 8.15: Load-balance of VLANs
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OQce aOO AcceVV La\eU VZiWcheV aUe cRQfigXUed aV Edge NRdeV, UePRYe Whe
Edge NRde fXQcWiRQ fURP Whe DiVWUibXWiRQ La\eU VZiWcheV aQd cRQYeUW WheP WR
QRUPaO IQWeUPediaWe NRdeV WR cRPSOeWe Whe PigUaWiRQ.

Figure 8.16: Rolling migration of Access switches
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If \RX haYe a VecRQd bXiOdiQg, UeSeaW Whe VaPe VWeSV iQ BXiOdiQg #2 WR
cRPSOeWe Whe eQWiUe CaPSXV PigUaWiRQ WR CiVcR SD-AcceVV, aV VhRZQ iQ
FigXUe 8.18.

Figure 8.17: Remove Edge Node functionalit\ from the Distribution La\er
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Figure 8.18: End state of Campus migrated to Cisco SD-Access
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Migrating La\er 2 Access using
La\er 2 Handoff

LeW XV ORRN aW Whe RWheU aSSURach Rf PigUaWiRQ XViQg Whe e[iVWiQg VXbQeW
VchePa aQd a La\eU 2 HaQdRff. IQ WhiV aSSURach, \RX haYe a VceQaUiR ZiWh
Whe VaPe VXbQeW iQVide aQd RXWVide Whe FabUic. TR VXSSRUW WhiV, \RX ZiOO XVe a
La\eU 2 HaQdRff RQ a BRUdeU NRde WR cRQQecW Whe La\eU 2 QeWZRUN iQVide Whe
FabUic ZiWh Whe La\eU 2 QeWZRUN RXWVide Whe FabUic. CRQVideU Whe VceQaUiR
VhRZQ iQ FigXUe 8.19.

b

AV VeeQ iQ FigXUe 8.19, Whe La\eU 3 BRXQdaU\ iV aW Whe QeWZRUN'V cRUe. IQ WhiV
W\Se Rf QeWZRUN, Whe VLANV VSaQ Whe eQWiUe CaPSXV aV VhRZQ.

Figure 8.19: Sample La\er 2 Access design with La\er 3 boundar\ at the Core
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We VWaUW WhiV PigUaWiRQ b\ iQWURdXciQg a QeZ AcceVV VZiWch iQ Whe QeWZRUN.
ThiV ZiOO SOa\ Whe UROe Rf aQ Edge NRde aQd ZiOO be cRQQecWed Yia RRXWed
AcceVV OiQNV WR each e[iVWiQg DiVWUibXWiRQ VZiWch. ThiV fRUPV Whe iQgUeVV iQWR
Whe FabUic fURP aQ eQdSRiQW SeUVSecWiYe.

YRX ZiOO Qeed WR cRQfigXUe a URXWed SaWh ZiWhiQ Whe La\eU 2 acceVV QeWZRUN
XSVWUeaP Rf WhiV QeZ AcceVV VZiWch WR Whe La\eU 3 bRXQdaU\ RQ Whe CRUe
La\eU. The CRUe QeedV WR URXWe SacNeWV beWZeeQ Whe LRRSbacN0 iQWeUface,
Whe RRXWed AcceVV iQWeUfaceV Rf WhiV QeZ VZiWch, aQd Whe PaQagePeQW
iQfUaVWUXcWXUe XSVWUeaP Rf WhiV eQWiUe CaPSXV NeWZRUN. The VXbQeWV XVed iQ
WheVe SRiQW-WR-SRiQW VLANV caQ OaWeU be Ue-XVed RQce WhaW OiQN caQ be
cRQYeUWed WR a La\eU 3 URXWed OiQN WR achieYe RRXWed AcceVV iQ Whe UQdeUOa\.

We Qeed Whe CRQWURO POaQe NRde aQd BRUdeU NRdeV WR fXQcWiRQ aV Whe FabUic
OYeUOa\ cRQWURO SOaQe aQd e[iW SRiQW, UeVSecWiYeO\. ThiV NRde caQ eiWheU be a
QeZ NRde RU Whe CRQWURO POaQe NRde aQd BRUdeU NRde fXQcWiRQaOiW\ caQ be
added WR aQ e[iVWiQg CRUe if Whe haUdZaUe/VRfWZaUe SOaWfRUP VXSSRUWV Whe
fXQcWiRQV.

CRQfigXUe a QeZ ViUWXaO NeWZRUN ZiWh Whe e[iVWiQg IP VXbQeW RQ WheVe WZR
NRdeV. A La\eU 3 IP TUaQViW haQdRff fRU WhiV ViUWXaO NeWZRUN PXVW be
cRQfigXUed fURP Whe BRUdeU NRde WR Whe XSVWUeaP PeeU DeYice (FXViRQ). ThiV
PeeU DeYice (FXViRQ) caQ be aQ\ La\eU 3-caSabOe VZiWch, URXWeU, RU fiUeZaOO.

Figure 8.20: High-level concept of migration with switching between e[isting IP scopes
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YRX ZiOO aOVR Qeed WR cRQfigXUe a La\eU 2 HaQdRff RQ Whe BRUdeU NRde WR
VXSSRUW \RXU e[iVWiQg La\eU 2 dRPaiQ. ThiV eQVXUeV WhaW cRPPXQicaWiRQ
beWZeeQ Whe VaPe VXbQeW iQ Whe e[iVWiQg QeWZRUN iV VZiWched Yia Whe La\eU 2
HaQdRff aW Whe bRUdeU. AW WhiV VWage, \RX haYe effecWiYeO\ bXiOW a FabUic ZiWh
jXVW WZR VZiWcheV RQ WRS Rf Whe e[iVWiQg QeWZRUN. The cRPPXQicaWiRQ
haSSeQV beWZeeQ eQdSRiQWV iQ Whe QeZ FabUic aQd WhRVe iQ Whe e[iVWiQg
QeWZRUN Yia Whe IP HaQdRff aW Whe bRUdeU.

CRQVideU Whe QeWZRUN VhRZQ iQ FigXUe 8.20. E[iVWiQg VXbQeW 10.1.1.0/24
(VLAN 10) iV WeUPiQaWed aW La\eU 3 b\ SVI10 aW Whe CRUe-1 aQd CRUe-2
VZiWcheV Zhich aUe aOUead\ cRQfigXUed ZiWh CRQWURO POaQe NRde aQd BRUdeU
NRde fXQcWiRQaOiW\.

IQVeUW a QeZ VZiWch (Edge-3) aQd XQdeUWaNe Whe QeceVVaU\ VWeSV WR diVcRYeU
iW Yia CiVcR DNA CeQWeU. CRQfigXUe Whe Edge NRde fXQcWiRQaOiW\ RQ Edge-3
aQd XVe a diffeUeQW VLAN QXPbeU fRU Whe VaPe e[iVWiQg IP VXbQeW
10.1.1.0/24. IQ Whe e[aPSOe iQ FigXUe 8.21, Ze Vee WhaW Whe 10.1.1.0/24

Figure 8.21: Sample network with VLAN10
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VXbQeW XVeV VLAN1021 RQ Whe Edge NRde ZiWh a La\eU 2 VNID Rf 8188. The
La\eU 2 VNID iV aXWRPaWicaOO\ aVVigQed ZheQ VXbQeW 10.1.1.0/24 iV added WR
Whe ViUWXaO NeWZRUN.

Ne[W, UePRYe SVI10 RQ CRUe-1 aQd CRUe-2. CRQfigXUe a La\eU 2 HaQdRff RQ
CRUe-2, PaSSiQg VXbQeW 10.1.1.0/24 WR VLAN10. ThiV ZiOO SOace SVI10 iQ Whe
cRUUecW ViUWXaO NeWZRUN RQ CRUe-2 aQd iQWeUQaOO\ PaS La\eU 2 VNID 8188 WR
VLAN10 iQ Whe cRQfigXUaWiRQ.

The UedXQdaQc\ aW CRUe-2, Zhich iV QRZ aOVR acWiQg aV aQ Edge NRde fRU
cOieQWV RXWVide Whe FabUic SiWe, iV SURYided b\ iQ-V\VWeP UedXQdaQc\ RSWiRQV
VXch aV a PRdXOaU CiVcR CaWaO\VW 9400/9600 SeUieV chaVViV ZiWh UedXQdaQW
VXSeUYiVRUV RU CiVcR CaWaO\VW 9500 SeUieV VZiWcheV ZiWh CiVcR SWacNWiVe
ViUWXaO.

The CiVcR CaWaO\VW 9000 SeUieV VZiWcheV (9300 RQZaUdV) VXSSRUW a VcaOe Rf
aW OeaVW 16,000 eQdSRiQWV (IPY4). ThiV iV a OaUge eQRXgh QXPbeU WR RQbRaUd

Figure 8.22: Initial steps to begin migration to Cisco SD-Access
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fRXU /20 Vi]e VXbQeWV RU eighW /21 Vi]e VXbQeWV UeVXOWiQg iQ a WRWaO Rf 16,000
hRVWV fURP Whe La\eU 2 HaQdRff.b

Re-cRQfigXUe aQ e[iVWiQg acceVV VZiWch fRU RRXWed AcceVV aQd SeUfRUP
UROOiQg PigUaWiRQ RQ Whe AcceVV VZiWcheV aV RXWOiQed eaUOieU, PRYiQg Whe
eQdSRiQWV aV Whe Edge NRdeV aUe cRQfigXUed.

AV Whe OaVW Rf Whe AcceVV VZiWcheV aUe PigUaWed WR CiVcR SD-AcceVV, \RX
caQ UePRYe Whe La\eU 2 HaQdRff fURP CRUe-2 WR cRPSOeWe Whe PigUaWiRQ Rf
Whe CaPSXV NeWZRUN aV VhRZQ iQ FigXUe 8.24.

Figure 8.23: Rolling migration of Access switches to Edge Nodes with routed links
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Figure 8.24: End state of the network migrated to Cisco SD-Access
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Migrating E[isting Routed
Access Deplo\ments

RRXWed AcceVV bURZQfieOd QeWZRUNV aUe eaVieU WR PigUaWe WhaQ La\eU 2
AcceVV deVigQV. AOVR, \RX caQ PigUaWe ZiWh e[iVWiQg VXbQeWV RU QeZ VXbQeWV
eaViO\.

CRQVideU Whe VaPSOe QeWZRUN WRSRORg\ iQ FigXUe 8.25, ZheUe VLAN10 iV
10.1.1.0/2 aQd VLAN20 iV 10.1.2.0/24.

IQ Whe WRSRORg\ VhRZQ iQ FigXUe 8.25, \RX caQQRW VSaQ VLANV acURVV Whe
AcceVV La\eU, heQce VLAN10 iV ORcaOi]ed aW AcceVV-1 aQd VLAN20 iV
ORcaOi]ed aW AcceVV-2, UeVSecWiYeO\. YRX caQ begiQ Whe PigUaWiRQ b\

Figure 8.25: Sample Routed Access topolog\
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diVcRYeUiQg Whe VZiWcheV iQ CiVcR DNA CeQWeU aQd XViQg Whe FabUic ZRUNfORZ
WR begiQ cRQfigXUiQg FabUic caSabiOiWieV RQ Whe VZiWcheV.

BefRUe \RX begiQ Whe addiWiRQ Rf Whe Edge NRde caSabiOiW\ RQ AcceVV-1, VhXW
dRZQ Whe e[iVWiQg SVI10 RQ Whe VZiWch. PURceed ZiWh cRQfigXUiQg AcceVV-1
aV aQ Edge NRde aQd CRUe-1 aV Whe CRQWURO POaQe NRde aQd BRUdeU NRde aV
VhRZQ iQ FigXUe 8.26.

CRQfigXUe Whe VaPe e[iVWiQg VXbQeW XViQg a diffeUeQW VLAN ID RQ Whe Edge
NRde. FRU e[aPSOe, iQ FigXUe 8.26, Ze Vee WhaW VXbQeW 10.1.1.0/24 QRZ
PaSV WR VLAN110, iQVWead Rf VLAN10. SWaWicaOO\ aOORcaWe Whe WeVW cOieQW SRUWV
WR VLAN110 WR PRYe Whe cOieQWV iQWR Whe FabUic aQd WeVW fRU cRQQecWiYiW\. If
\RX e[SeUieQce iVVXeV, \RX caQ PRYe Whe XVeUV bacN WR VLAN10 b\ PaSSiQg
Whe cOieQW SRUWV WR VLAN 10 aQd XQ-VhXWWiQg SVI10. WheQ \RX haYe
VXcceVVfXOO\ cRPSOeWed Whe PigUaWiRQ Rf Whe XVeUV WR VLAN 110, \RX caQ
UePRYe SVI10.

Figure 8.26: Initial steps in migrating Routed Access design
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CRQfigXUe Whe CRQWURO POaQe NRde aQd BRUdeU NRde fXQcWiRQaOiW\ RQ CRUe-2
aQd eQabOe Edge NRde fXQcWiRQaOiW\ RQ AcceVV-2. ReSeaW Whe VaPe VWeSV fRU
addiQg VXbQeW 10.1.2.0/24 WR Whe FabUic aV \RX did fRU VXbQeW 10.1.1.0/24,
adjXVWiQg Whe VLAN iQfRUPaWiRQ accRUdiQgO\. YRX ZiOO QRZ Vee VLAN110 aQd
VLAN120 RQ bRWh Whe AcceVV VZiWcheV Ƚ a feaWXUe \RX cRXOd QRW geW iQ
WUadiWiRQaO RRXWed AcceVV QeWZRUNV.

Figure 8.27: End state of the migrated network



260 MigUaWiRQ WR CiVcR SD-AcceVV

Integrating Cisco Wireless in
Cisco SD-Access Networks

CRQVideU Whe VaPSOe QeWZRUN Rf WZR bXiOdiQgV UXQQiQg CiVcR ceQWUaOi]ed
ZiUeOeVV ZiWh aQ e[iVWiQg WLC ORcaWed RQ Whe caPSXV, aV VhRZQ iQ FigXUe
8.28. The aVVXPSWiRQ iV WhaW WheUe iV QR UeTXiUePeQW fRU VeaPOeVV URaPiQg
beWZeeQ Whe bXiOdiQgV. The ZiUeOeVV iQWegUaWiRQ iV SeU VeaPOeVV URaPiQg
dRPaiQ. The AcceVV PRiQWV (APV) cRQQecWed WR Whe AcceVV VZiWcheV bXiOd
CRQWURO aQd PURYiViRQiQg Rf WiUeOeVV AcceVV PRiQW (CAPWAP) WXQQeOV WR Whe
ceQWUaOi]ed WLC RYeU Zhich aOO ZiUeOeVV PaQagePeQW, cRQWURO, aQd daWa
WUaffic fORZV, aV VhRZQ b\ Whe gUa\ aUURZV fURP Whe APV WR Whe WLC.

Figure 8.28: Sample wireless network
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The fiUVW VWeS WR iQWegUaWiQg ZiUeOeVV iQWR CiVcR SD-AcceVV FabUic iV WR cUeaWe
a ZiUed FabUic RQ Whe e[iVWiQg QeWZRUN UQdeUOa\ iQ BXiOdiQg 2. YRX caQ VWiOO
RSeUaWe a ceQWUaOi]ed ZiUeOeVV QeWZRUN RQ WRS Rf Whe FabUic, aV VhRZQ iQ
FigXUe 8.29. TheUe iV PiQiPaO WR QR iPSacW RQ e[iVWiQg ZiUeOeVV QeWZRUNV aV
\RX PigUaWe Whe ZiUed SRUWiRQ Rf Whe QeWZRUN iQWR Whe FabUic.

CiVcR UecRPPeQdV a VeSaUaWe WLC be XVed WR iQWegUaWe ZiUeOeVV iQWR Whe
FabUic iQ BXiOdiQg 2. ThiV iV VhRZQ aV Whe bOXe WLC iQ FigXUe 8.30. ThiV
UecRPPeQdaWiRQ iV becaXVe Ze dR QRW ZaQW WR iPSacW e[iVWiQg ZiUeOeVV RQ
Whe ZhROe CaPSXV, aV a PRYe WR FabUic PighW iQYROYe VRfWZaUe YeUViRQ
chaQgeV RU eYeQ a haUdZaUe UefUeVh. HaYiQg a QeZ WLC cRQVWUaiQV Whe
iPSacW dRPaiQ WR jXVW BXiOdiQg 2 aQd QRW Whe ZhROe CaPSXV. HRZeYeU, if \RX
caQQRW deSOR\ fRU a QeZ WLC, \RX caQ iQWegUaWe Whe e[iVWiQg WLC iQWR Whe
FabUic XViQg CiVcR DNA CeQWeU ZRUNfORZV. FRU FabUic SiWeV, \RX PXVW cUeaWe
QeZ SSIDV WhaW ZiOO be SaUW Rf Whe FabUic QeWZRUN, ZhiOe Whe ROdeU SSIDV ZiOO
cRQWiQXe WR VeUYice Whe QRQ-FabUic SRUWiRQ Rf Whe QeWZRUN.

OQce \RX diVcRYeU Whe WLC Yia CiVcR DNA CeQWeU, \RX caQ iQWegUaWe iW iQWR
Whe FabUic iQ BXiOdiQg 2. YRX caQ cRQfigXUe Whe VaPe SSID RQ bRWh Whe QeZ
SD-AcceVV WLC aQd Whe e[iVWiQg Oegac\ WLC. YRX caQ aOVR cRQfigXUe Whe
VaPe RF gURXSV, VR APVbiQ Whe BXiOdiQg 2 ZiUeOeVV QeWZRUN aUe QRW VeeQ aV

Figure 8.29: Centrali]ed wireless over a wired Fabric network
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URgXe APV iQ Whe e[iVWiQg WLC aQd Yice YeUVa. TheUe iV QR UeaVRQ WR
cRQfigXUe Whe WZR WLCV iQ Whe VaPe PRbiOiW\ gURXS becaXVe WheUe iV QR
VeaPOeVV URaPiQg VXSSRUWed beWZeeQ ceQWUaOi]ed ZiUeOeVV aQd SD-AcceVV
WiUeOeVV WRda\.

The Qe[W VWeS iQ Whe PigUaWiRQ iV WR VchedXOe a PaiQWeQaQce ZiQdRZ aQd
chaQge Whe SUiPaU\ Oegac\ WLC WR Whe SD-AcceVV WLC iQ Whe cRQfigXUaWiRQ
Rf APV iQ BXiOdiQg 2. The APV iQ BXiOdiQg 2 chaQge WheiU aVVRciaWiRQ WR Whe
SD-AcceVV WLC. USRQ jRiQiQg Whe SD-AcceVV WLC, Whe APV ZiOO dRZQORad
Whe cRde fRU FabUic VXSSRUW aQd ZiOO becRPe FabUic-eQabOed APV. The SSIDV
RQ WheVe APV aUe ORcaOO\ VZiWched Yia VXLAN RU CAPWAP aV SeU
cRQfigXUaWiRQ. IQ FigXUe 8.30, \RX caQ Vee WhaW Whe daWa SOaQe Rf Whe ZiUeOeVV
QeWZRUN WeUPiQaWeV aW Whe Edge NRde ZhiOe Whe CAPWAP WXQQeO caUUieV Whe
PaQagePeQW aQd cRQWURO SOaQe WUaffic Rf Whe ZiUeOeVV QeWZRUN ceQWUaOO\ bacN
WR Whe SD-AcceVV WLC.

Figure 8.30: Inter-operation of Integrated and Centrali]ed wireless in Campus



MigUaWiRQ WR CiVcR SD-AcceVV 263

TR cRPSOeWe Whe iQWegUaWiRQ, cRQYeUW Whe BXiOdiQg 1 ZiUed QeWZRUN WR CiVcR
SD-AcceVV FabUic aQd UeSeaW Whe VaPe VWeSV WR iQWegUaWe Whe APV iQWR Whe
SD-AcceVV WLC. IQ WhiV Za\, \RX ZiOO achieYe fXOO ZiUeOeVV iQWegUaWiRQ fRU Whe
CaPSXV.
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What Ne[t?

TR faPiOiaUi]e \RXUVeOf ZiWh Whe CiVcR SD-AcceVV VROXWiRQ, Ze UecRPPeQd
VeWWiQg XS a VPaOO Oab RU a PURRf Rf CRQceSW (PRC) iQ \RXU QeWZRUN ZiWh a
cRXSOe Rf Edge NRdeV aQd a cRXSOe Rf CRQWURO POaQe NRdeV aQd BRUdeU
NRdeV. GR WhURXgh Whe PRWiRQV Rf cRQfigXUiQg a FabUic iQ CiVcR DNA CeQWeU
b\ XWiOi]iQg Whe FabUic ZRUNfORZ, aQd PaNe VXUe WR geW faPiOiaU ZiWh CiVcR ISE
fRU PicUR-VegPeQWaWiRQ. POaQ fRU Whe bRUdeU haQdRffV WR iQWegUaWe Whe PRC
iQWR Whe e[iVWiQg QeWZRUN.

AOVR, ViQce WhiQgV behaYe a OiWWOe biW diffeUeQWO\ fURP a bURadcaVW SeUVSecWiYe
iQ Whe FabUic cRPSaUed WR WUadiWiRQaO La\eU 2 AcceVV, iW iV eVVeQWiaO WR VeW XS
aOO eQdSRiQWV iQ Whe PRC QeWZRUN aQd WeVW WheP RXW iQ Whe FabUic. UVe Whe
PRC aV a WeVWiQg gURXQd WR WeVW aOO Whe eQdSRiQWV iQ Whe QeWZRUN aQd cRQfiUP
Whe\ behaYe aV e[SecWed iQ Whe FabUic QeWZRUN befRUe gRiQg WR SURdXcWiRQ.

FigXUe 8.31 VhRZV hRZ WR cRQQecW Whe PRC WR Whe e[iVWiQg QeWZRUN.

Figure 8.31: Connect PoC network to e[isting network
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YRX cRXOd cRQQecW Whe bRUdeU diUecWO\ WR Whe VZiWcheV iQ Whe e[iVWiQg
QeWZRUN, bXW WhaW ZiOO PeaQ iQWURdXciQg a QeZ SURWRcRO VXch aV BRUdeU
GaWeZa\ PURWRcRO (BGP) iQ Whe e[iVWiQg QeWZRUN. IQVWead, XVe a PeeU DeYice
(FXViRQ) WR SeeU ZiWh Whe BRUdeU NRdeV Yia BGP aQd UediVWUibXWe Whe URXWeV
iQWR Whe IGP Rf Whe e[iVWiQg QeWZRUN. ThiV iV a PiQiPaO chaQge ViQce Whe SeeU
deYice iV jXVW a QeZ IGP QeighbRU fRU Whe e[iVWiQg QeWZRUN.

AV \RX VWaUW WR SOaQ \RXU PigUaWiRQ, NeeS WheVe WiSV iQ PiQd:

ɉ PUe-SOaQ aQd e[ecXWe PaQagePeQW cRPSRQeQWV aQd WheiU
iQWegUaWiRQ, fRU e[aPSOe, CiVcR DNA CeQWeU aQd CiVcR ISE

ɉ BacNXS deYice cRQfigXUaWiRQV aQd aQ\ RWheU iQfRUPaWiRQ WhaW \RX Qeed

ɉ POaQ aQ e[WeQded PaiQWeQaQce ZiQdRZ fRU Whe iQiWiaO da\V Rf
PigUaWiRQ WR haYe a bXffeU WR UecRYeU

ɉ SWaUW iQ ORZ-UiVN aUeaV, ZiWh a VPaOO fRRWSUiQW, aQd SUefeUabO\ IT-
fUieQdO\ RU eYeQ iQ Whe IT deSaUWPeQW iWVeOf

ɉ Be Uead\ ZiWh a UROObacN SOaQ if \RX face aQ\ chaOOeQgeV aQd haYe a
deadOiQe WR UecRYeU cRQQecWiYiW\ fRU Whe eQd XVeUV
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Summar\

AfWeU UeadiQg WhiV VecWiRQ, \RX aUe QRZ cRQYiQced WhaW PigUaWiQg WR CiVcR
SD-AcceVV iV UeaOiVWicaOO\ SRVVibOe ZiWh aV feZ aV WZR VZiWcheV cRQQecWed WR
Whe e[iVWiQg QeWZRUN ZiWh PiQiPaO iPSacW. AV \RX haYe QRZ VeeQ, \RX
caQb OeYeUage CiVcR DNA CeQWeU aXWRPaWiRQ aQd RUcheVWUaWiRQ WR PigUaWe
diYeUVe WRSRORgieV ZiWh diYeUVe RSWiRQV VXch aV:

ɉ MigUaWiQg La\eU 2 AcceVV deVigQV

ɉ MigUaWiQg RRXWed AcceVV deVigQV PRUe eaViO\ cRPSaUed WR La\eU 2
AcceVV deVigQV

ɉ MigUaWiQg ZiWh QeZ RU e[iVWiQg VXbQeWV

ɉ IQWegUaWiQg ZiUeOeVV iQWR CiVcR SD-AcceVV
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Further Resources and
Materials

AddiWiRQaO ViWeV Zhich RffeU PRUe deWaiOed iQfRUPaWiRQ abRXW CiVcR SRfWZaUe-
DefiQed AcceVV iQcOXde:

hhhWWS:WWS:WWS://////ZZZZZZZZZ.ciVcR.ciVcR.ciVcR.cRm.cRm.cRm/gR/gR/gR/Vda/Vda/Vdab ȼ PURYideV aQ RYeUYieZ aQd addiWiRQaO
iQfRUPaWiRQ RQ aOO cRPSRQeQWV aQd aVSecWV Rf SD-AcceVV aXWRPaWiRQ,
aVVXUaQce, VXSSRUWed SOaWfRUPV, cXVWRPeU UefeUeQceV aQd WeVWiPRQiaOV, aQd
a ZeaOWh Rf Whe PRVW XS-WR-daWe iQfRUPaWiRQ RQ SD-AcceVV.

hhhWWS:WWS:WWS://////ZZZZZZZZZ.ciVcR.ciVcR.ciVcR.cRm.cRm.cRm/gR/gR/gR/dQaceQWeU/dQaceQWeU/dQaceQWeUb ȼ PURYideV aQ RYeUYieZ aQd addiWiRQaO
iQfRUPaWiRQ RQ CiVcR DNA CeQWeU.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda_Wech_Wech_Wech_SaSeU_SaSeU_SaSeUbȼ SD-AcceVV VROXWiRQ ZhiWe SaSeU. IW SURYideV a
Pid-OeYeO WechQicaO RYeUYieZ Rf Whe CiVcR DNA aQd SD-AcceVV cRPSRQeQWV
aQd WheiU UeOaWiRQVhiSV. IW iV a gUeaW SOace WR cRQWiQXe \RXU jRXUQe\.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda cYdcYdcYdb ȼ IQcOXdeV Whe SRfWZaUe-DefiQed AcceVV CiVcR
YaOidaWed deVigQ (CVD) dRcXPeQW cRYeUiQg SD-AcceVV deVigQ RSWiRQV,
RSeUaWiRQaO caSabiOiWieV, aQd UecRPPeQdaWiRQV fRU deSOR\PeQW. PURYideV
diUecW iQVighW iQWR beVW SUacWiceV fRU deVigQiQg, RSeUaWiQg, aQd XViQg SD-
AcceVV cXVWRPeU QeWZRUN deSOR\PeQWV.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda UeVRXUceVUeVRXUceVUeVRXUceVb ȼ CRPPXQiW\ UeVRXUce SRUWaO cRQVROidaWiQg aOO
cROOaWeUaOV UeOaWed WR Whe VXSSRUW Rf CiVcR SD-AcceVV.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda \RXWXbe\RXWXbe\RXWXbeb ȼ ChecN RXW RXU CiVcR SD-AcceVV YRXTXbe
ChaQQeO, fRU Whe OaWeVW YideR XSdaWeV Rf feaWXUeV, XVe caVeV, dePRV, aQd
PRUe. DR QRW fRUgeW WR VXbVcUibe, OiNe, aQd cOicN Whe QRWificaWiRQ RQ RXU
YideRV!

http://www.cisco.com/go/sda
http://www.cisco.com/go/dnacenter
http://cs.co/sda_tech_paper
http://cs.co/sda-cvd
http://cs.co/sda-resources
http://cs.co/sda-youtube
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hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/Vda/Vda/Vda macURmacURmacUR SdgSdgSdgb ȼ ThiV gXide iV iQWeQded WR SURYide WechQicaO
gXidaQce WR deVigQ, deSOR\, aQd RSeUaWe PacUR-VegPeQWaWiRQ acURVV
SRfWZaUe-DefiQed AcceVV FabUic.

https://cs.co/sda-macro-pdg
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hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/Vda/Vda/Vda ZiUeleVVZiUeleVVZiUeleVV SdgSdgSdgbȼ GXideV iQWegUaWiQg ZiUeOeVV acceVV iQWR Whe
SD-AcceVV aUchiWecWXUe WR gaiQ aOO Whe adYaQWageV Rf FabUic aQd CiVcR DNA
CeQWeU aXWRPaWiRQ.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/gbSa/gbSa/gbSa dgdgdgb ȼ PURYideV WechQicaO gXidaQce fRU deSOR\iQg GURXS-
BaVed PROic\ AQaO\WicV, cRYeUiQg deVigQ WRSicV, deSOR\PeQW beVW SUacWiceV,
aQd hRZ WR geW Whe PRVW RXW Rf Whe WechQRORg\ RSeUaWiRQ.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda mlmlml SdgSdgSdgbȼ A gXide fRU deSOR\iQg MediXP aQd LaUge FabUic
SiWeV ZiWh CiVcR SRfWZaUe-DefiQed AcceVV.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda diVWUibXWeddiVWUibXWeddiVWUibXWed SdgSdgSdgb ȼ GXideVb SD-AcceVV cXVWRPeUV iQ
deSOR\iQg a XQified aQd aXWRPaWed SROic\ acURVV PXOWiSOe Sh\VicaO ORcaWiRQV
iQ a PeWUR-aUea QeWZRUN.

hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/iQdeSeQdeQW/iQdeSeQdeQW/iQdeSeQdeQW dRmaiQdRmaiQdRmaiQbȼ PURYideV deVigQ aQd deSOR\PeQW VWeSV
WR XVe Whe CiVcR SD-AcceVV aQd CiVcR SD-WAN VROXWiRQV WR achieYe eQd-
WR-eQd VegPeQWaWiRQ aQd cRQViVWeQW SROic\ fRU Whe eQWeUSUiVe aQd bUaQch.

hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/Vda/Vda/Vda iQfUaiQfUaiQfUa SdgSdgSdgb ȼ PURYideV Whe deSOR\PeQW gXidaQce Rf CiVcR
DNA CeQWeU aQd CiVcR IdeQWiW\ SeUYiceV EQgiQe (ISE) ZiWhiQ a VeUYiceV bORcN
RU daWa ceQWeU QeWZRUN cRQQecWed WR a CiVcR SD-AcceVV FabUic RU WUadiWiRQaO
ThUee-TieUed CaPSXV WRSRORg\.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/mdQac/mdQac/mdQac WRWRWR iVeiVeiVebȼ PURYideV WechQicaO gXidaQce WR deVigQ, deSOR\,
aQd RSeUaWe Whe SRfWZaUe-DefiQed AcceVV SROXWiRQ XViQg MXOWiSOe CiVcR DNA
CeQWeU COXVWeUV ZiWh a ViQgOe CiVcR IdeQWiW\ SeUYice EQgiQe (ISE) deSOR\PeQW.

hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/Vda/Vda/Vda VegmeQWVegmeQWVegmeQW VdgVdgVdgbȼ ThiV gXide iV iQWeQded WR SURYide WechQicaO
gXidaQce WR deVigQ, deSOR\, aQd RSeUaWe PacUR-VegPeQWaWiRQ acURVV
SRfWZaUe-DefiQed AcceVV FabUic.

hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/eQ/eQ/eQ cYdVcYdVcYdVb ȼ A cRQVROidaWed OiVW Rf ViPSOe, PRdXOaU, XVe caVe-
baVed deVigQ aQd deSOR\PeQW gXidaQce WR SURYide \RX ZiWh VaOidaWed
deVigQV aQd beVW SUacWiceV. PUeVcUiSWiYe, eaV\-WR-fROORZ deSOR\PeQW gXideV
aOO ZiWh Whe iQWeQW WR giYe \RX CRQfideQce aV \RX WUaQVfRUP \RXU QeWZRUN WR
PeeW \RXU bXViQeVV gRaOV.

https://cs.co/sda-wireless-pdg
http://cs.co/gbpa-dg
http://cs.co/sda-ml-pdg
http://cs.co/sda-distributed-pdg
https://cs.co/independent-domain
https://cs.co/sda-infra-pdg
http://cs.co/mdnac-to-ise
https://cs.co/sda-segment-sdg
https://cs.co/en-cvds
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hhhWWSV:WWSV:WWSV://////cVcVcV.cR.cR.cR/Vda/Vda/Vda el2Vdel2Vdel2Vdbȼ RecRPPeQdV SUacWiceV WR be iPSOePeQWed RQ Whe
Edge NRdeV ZheQ cRQQecWiQg aQ E[WeUQaO La\eU 2 SZiWchiQg DRPaiQ. TheVe
beVW SUacWiceV aUe deVigQed WR PiQiPi]e Whe cRPPRQ iVVXeV WhaW aUiVe iQ Whe
La\eU 2 SaUW Rf Whe QeWZRUN ZhiOe SURWecWiQg Whe FabUic QeWZRUN agaiQVW La\eU
2 ORRSV aQd La\eU 2 PiVcRQfigXUaWiRQ.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/ciVcRliYe/ciVcRliYe/ciVcRliYe VdaVdaVdab ȼ CiVcR LiYe 2022 OeaUQiQg PaS Rf CiVcRɁV SD-
AcceVV VeVViRQV cRYeUiQg cRPSUeheQViYe RYeUYieZ, beVW SUacWiceV, deVigQ,
deSOR\PeQW, PigUaWiRQ, aQd PRQiWRUiQg Rf Whe aUchiWecWXUe.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda_Wech_Wech_Wech_QRWeV_QRWeV_QRWeVb ȼ PURYideV eVVeQWiaO WechQicaO WURXbOeVhRRWiQg
QRWeV fRU CiVcR SD-AcceVV VXch aV LAN aQd GXeVW aXWRPaWiRQ, FabUic
SURYiViRQiQg, PXOWicaVW, ZiUeOeVV, aQd PaQ\ RWheUV.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda cmcmcmb ȼ CiVcR SD-AcceVV VROXWiRQ cRPSaWibiOiW\ PaWUi[
VhRZiQg ZhaW iV VXSSRUWed fRU VSecific haUdZaUe aQd VRfWZaUe YeUViRQV.

hhhWWS:WWS:WWS://////cVcVcV.cR.cR.cR/Vda/Vda/Vda deVigQdeVigQdeVigQ WRRlWRRlWRRl deVkdeVkdeVkb ȼ LeYeUage CiVcR SD-AcceVV DeVigQ
TRRO WR VWaUW \RXU jRXUQe\ iQWR SD-AcceVV VROXWiRQ aQd CiVcR SD-AcceVV
CRQVXOWiQg DeVigQ DeVN fRU deVigQ TXeUieV.

https://cs.co/sda-el2sd
http://cs.co/ciscolive-sda
http://cs.co/sda_tech_notes
http://cs.co/sda-cm
http://cs.co/sda-design-tool-desk
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Acron\ms

AAAȽAXWheQWicaWiRQ, AXWhRUi]aWiRQ,
aQd AccRXQWiQg

ACIȽCiVcR ASSOicaWiRQ CeQWUic
IQfUaVWUXcWXUe

ACLȽAcceVV CRQWURO LiVW

ADȽMicURVRfW AcWiYe DiUecWRU\

APȽAcceVV PRiQW

APIȽASSOicaWiRQ PURgUaPPiQg
IQWeUface

APICȽCiVcR ASSOicaWiRQ PROic\
IQfUaVWUXcWXUe CRQWUROOeU (ACI)

ASMȽAQ\-SRXUce MXOWicaVW (PIM)

ASICȽASSOicaWiRQ-SSecific
IQWegUaWed CiUcXiW

ASRȽAggUegaWiRQ SeUYiceV RRXWeU

Auto-RPȽCiVcR AXWRPaWic
ReQde]YRXV PRiQW SURWRcRO
(PXOWicaVW)

AVCȽASSOicaWiRQ ViVibiOiW\ aQd
CRQWURO

BFDȽBidiUecWiRQaO FRUZaUdiQg
DeWecWiRQ

BGPȽBRUdeU GaWeZa\ PURWRcRO

BUMȽBURadcaVW-UQNQRZQ UQicaVW
aQd MXOWicaVW

BYODȽBUiQg YRXU OZQ DeYice

CAȽCeUWificaWe AXWhRUiW\

CAPWAPȽCRQWURO aQd PURYiViRQiQg
Rf WiUeOeVV AcceVV PRiQWV PURWRcRO

CMDȽCiVcR MeWadaWa

CMDBȽCRQfigXUaWiRQ MaQagePeQW
DaWabaVe

CNFȽCaUUieU NeXWUaO FaciOiW\

CoAȽChaQge Rf AXWhRUi]aWiRQ

CVDȽCiVcR VaOidaWed DeVigQ

CWAȽCeQWUaO Web AXWheQWicaWiRQ

DCȽDaWa CeQWeU

DHCPȽD\QaPic HRVW CRQfigXUaWiRQ
PURWRcRO

DMVPNȽD\QaPic MXOWiSRiQW ViUWXaO
PUiYaWe NeWZRUN

DMZȽDePiOiWaUi]ed ZRQe
(fiUeZaOO/QeWZRUNiQg cRQVWUXcW)
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DNAȽCiVcR DigiWaO NeWZRUN
AUchiWecWXUe

DNSȽDRPaiQ NaPe S\VWeP

DSCPȽDiffeUeQWiaWed SeUYiceV
CRde PRiQW

EAȽCiVcR EQdSRiQW AQaO\WicV

EAP-TLSȽE[WeQVibOe
AXWheQWicaWiRQ PURWRcRO-TUaQVSRUW
La\eU SecXUiW\

ECMPȽETXaO-cRVW MXOWiSaWh

eduroamȽEdXcaWiRQ RRaPiQg
(ZiUeOeVV)

EIDȽEQdSRiQW IdeQWifieU

EIGRPȽEQhaQced IQWeUiRU GaWeZa\
RRXWiQg PURWRcRO

EMRȽEOecWURQic MedicaO RecRUdV

EPGȽEQdSRiQW GURXS

ETRȽEgUeVV TXQQeO RRXWeU (LISP)

FEWȽFabUic EPbedded WiUeOeVV

FHRȽFiUVW-HRS RRXWeU (PXOWicaVW)

FTPȽFiOe TUaQVfeU PURWRcRO

GBACȽGURXS-BaVed AcceVV
CRQWURO

GBPAȽGURXS-BaVed PROic\
AQaO\WicV

GOOSEȽGeQeUic ObjecW-OUieQWed
SXbVWaWiRQ EYeQWV

GREȽGeQeUic RRXWiQg
EQcaSVXOaWiRQ

GRTȽGORbaO RRXWiQg TabOe

GUIȽGUaShic UVeU IQWeUface

HAȽHigh-AYaiOabiOiW\

HQȽHeadTXaUWeUV

HSRȽHigh-aYaiOabiOiW\ SeaPOeVV
RedXQdaQc\

HSRPȽCiVcR HRW-SWaQdb\ RRXWiQg
PURWRcRO

iCAPȽCiVcR IQWeOOigeQW CaSWXUe

ICMPȽIQWeUQeW CRQWURO MeVVage
PURWRcRO

IDFȽIQWeUPediaWe DiVWUibXWiRQ
FUaPe; a ZiUiQg cORVeW

IDMZȽIQdXVWUiaO DePiOiWaUi]ed ZRQe

IEEEȽIQVWiWXWe Rf EOecWUicaO aQd
EOecWURQicV EQgiQeeUV

IGPȽIQWeUiRU GaWeZa\ PURWRcRO

IoTȽIQWeUQeW Rf ThiQgV

IPȽIQWeUQeW PURWRcRO

IPAMȽIP AddUeVV MaQagePeQW

IPSecȽIQWeUQeW PURWRcRO SecXUiW\
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ISEȽCiVcR IdeQWiW\ SeUYiceV EQgiQe

ITaaBȽIT aV a BXViQeVV

L2 VNIȽLa\eU 2 ViUWXaO NeWZRUN
IdeQWifieU; aV XVed iQ SD-AcceVV
FabUic, a VLAN

L3 VNIȽLa\eU 3 ViUWXaO NeWZRUN
IdeQWifieU; aV XVed iQ SD-AcceVV
FabUic, a VRF

LACPȽLiQN AggUegaWiRQ CRQWURO
PURWRcRO

LANȽLRcaO AUea NeWZRUN

LHRȽLaVW-HRS RRXWeU (PXOWicaVW)

LISPȽLRcaWiRQ IdeQWifieU SeSaUaWiRQ
PURWRcRO

LiDARȽLaVeU IPagiQg DeWecWiRQ
aQd RaQgiQg

MABȽMAC AXWheQWicaWiRQ B\SaVV

MACȽMedia AcceVV CRQWURO
AddUeVV (OSI La\eU 2 AddUeVV)

MANȽMeWUR AUea NeWZRUN

MDFȽMaiQ DiVWUibXWiRQ FUaPe; Whe
ceQWUaO ZiUiQg SRiQW Rf Whe QeWZRUN

MDMȽMRbiOe DeYice MaQagePeQW

mDNSȽMXOWicaVW DNS

MKAȽMACVec Ke\ AgUeePeQW

MNTȽMRQiWRUiQg NRdeV (CiVcR ISE
SeUVRQa)

MPLSȽMXOWiSURWRcRO LabeO
SZiWchiQg

MSDPȽMXOWicaVW SRXUce DiVcRYeU\
PURWRcRO (PXOWicaVW)

MSPȽMaQaged SeUYiceV PURYideU

MSSȽMa[iPXP SegPeQW Si]e

MTUȽMa[iPXP TUaQVPiVViRQ UQiW

NACȽNeWZRUN AcceVV CRQWURO

NADȽNeWZRUN AcceVV DeYice

NATȽNeWZRUN AddUeVV TUaQVOaWiRQ

NICȽNeWZRUN IQWeUface CaUd

NSFȽCiVcR NRQVWRS FRUZaUdiQg

NTPȽNeWZRUN TiPe PURWRcRO

OTȽOSeUaWiRQaO TechQRORg\

OTTȽWiUeOeVV OYeU-Whe-TRS

PAgPȽEWheUChaQQeO PRUW
AggUegaWiRQ PURWRcRO

PANȽPUiPaU\ AdPiQiVWUaWiRQ NRde
(CiVcR ISE SeUVRQa)

PBRȽPROic\-BaVed RRXWiQg

PCI DSSȽPa\PeQW CaUd IQdXVWU\
DaWa SecXUiW\ SWaQdaUd
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PIMȽPURWRcRO-IQdeSeQdeQW
MXOWicaVW

PLCȽPURgUaPPabOe LRgic
CRQWUROOeUV

PnPȽPOXg-Q-POa\

PRPȽPaUaOOeO RedXQdaQc\ PURWRcRO

PSNȽPROic\ SeUYice NRde (CiVcR
ISE SeUVRQa)

PTPȽPUeciViRQ TiPe PURWRcRO

p[GridȽPOaWfRUP E[chaQge GUid
(CiVcR ISE SeUVRQa aQd
SXbOiVheU/VXbVcUibeU VeUYice)

QoSȽQXaOiW\ Rf SeUYice

RADIUSȽRePRWe AXWheQWicaWiRQ
DiaO-IQ UVeU SeUYice

RBACȽRROe-BaVed AcceVV CRQWURO

REPȽReViOieQW EWheUQeW PURWRcRO

RESTȽReSUeVeQWaWiRQaO SWaWe
TUaQVfeU

RFCȽReTXeVW fRU CRPPeQWV
DRcXPeQW (IETF)

RIBȽRRXWiQg IQfRUPaWiRQ BaVe

RLOCȽRRXWiQg LRcaWRU (LISP)

RMAȽReWXUQ MaWeUiaO AXWhRUi]aWiRQ
(CiVcR DNA CeQWeU ZRUNfORZ)

RPȽReQde]YRXV PRiQW (PXOWicaVW)

RRMȽRadiR ReVRXUce MaQagePeQW
(ZiUeOeVV)

RSTPȽRaSid SSaQQiQg TUee
PURWRcRO

RSTPȽReaO-TiPe LRcaWiRQ SeUYice

RSTPȽSXSSOicaQW-BaVed E[WeQded
NRdeV

SCADAȽSXSeUYiVRU\ CRQWURO aQd
DaWa AcTXiViWiRQ

SDȽSRfWZaUe DefiQed

SDAȽCiVcR SRfWZaUe-DefiQed
AcceVV

SDGȽCiVcR SeUYice DiVcRYeU\
GaWeZa\

SDNȽSRfWZaUe-DefiQed
NeWZRUNiQg

SGACLȽSecXUiW\-GURXS ACL

SGTȽSecXUiW\ GURXS Tag

SNMPȽSiPSOe NeWZRUN
MaQagePeQW PURWRcRO

SSIDȽSeUYice SeW IdeQWifieU
(ZiUeOeVV)

SSMȽSRXUce-SSecific MXOWicaVW
(PIM)

SSOȽSWaWefXO SZiWchRYeU

STPȽSSaQQiQg-WUee SURWRcRO
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SVȽSWacNWiVe ViUWXaO

SVLȽCiVcR SWacNWiVe ViUWXaO

SXPȽSecXUiW\ GURXS Tag E[chaQge
PURWRcRO

S\slogȽS\VWeP LRggiQg PURWRcRO

TCPȽTUaQVPiVViRQ CRQWURO PURWRcRO
(OSI La\eU 4)

TLOCȽTUaQVSRUW LRcaWRU

UDPȽUVeU DaWagUaP PURWRcRO (OSI
La\eU 4)

URLȽUQifRUP ReVRXUce LRcaWRU

UTPȽUQVhieOded TZiVWed PaiU
(CabOe)

VLANȽViUWXaO LRcaO AUea NeWZRUN

VNȽViUWXaO NeWZRUN, aQaORgRXV WR a
VRF iQ SD-AcceVV

VNIȽViUWXaO NeWZRUN IdeQWifieU
(VXLAN)

VPNȽViUWXaO PUiYaWe NeWZRUN

VRFȽViUWXaO RRXWiQg aQd
FRUZaUdiQg

VXLANȽViUWXaO E[WeQVibOe LAN

WABȽWide AUea BRQjRXU

WANȽWide-AUea NeWZRUN

WCCPȽWeb-Cache CRQWURO
PURWRcRO
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