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FireSIGHT fRIEEAE N pxGrid % F iy M 21 ISE pxGrid 5 5, HAT e 20 (47 AR 25 £ @IF1 BPS 212, M
AT pxGrid ANC ZZ i1 .

Ucense Werning v | Isel4 | admin | Logout
 Identity Services Engil v —
ty 2o 4 Home  Operations| ™ Poliy| T GuestAccess| ¥ Administration | ¥

=3 System 5 Identity Management BB Network Resources |22 Device Portal Management T pxGrid Services |5 Feed Service 28 pxGrid Identity Mapping

Setup Assistant ~

©Enable Auto-Registration Disable Auto-Registratior
View By Canabilities

EEE e k
fEnable  @Dissble  @Approve @ Group I Decline @ Deletz + & Refresh  Total Pending Approval(0) ~ 1-30f3 Show 25 +| perpage Page of 1
[0  Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-ise14 Capabilities(3 Pub, 1 Sub) Online Administrator View
O » isemnt-isel4 Capabilities(2 Pub, 0 Sub) Online Administrator View
O v fsmcagent-sd Cisco FireSIGHT Management Ce... ~ Capabilities(0 Pub, L Sub) Online EPS View

Capability Detail 1-10f1 Show |35 + perpage Page of 1

Capability Name: Capability Version Messaging Role Message Filter
O EndpointProtectionService 1.0 Sub

I pxGrid ASFEAT pxGrid FMFE L F A% $] FireSIGHT & H# 0y, 4T SZFx FireSIGHT pxGrid 5 /% .

pxGrid A 23 = MEH:

%% pxGrid 55 AN SCHEFE
o it pxGrid EHSH, Bl pxGrid T 5 1P Huhk . NS ER . ENFRIEBZET CA R
o JH3) pxGrid k%%, AbFEKH pxGrid PRSI MHERIEE K, IHH45 B K% 3] ISE pxGrid 5 i,
o pxGrid ¥MBUSEHU T pxGrid 28 HAS#2 5 $ pxGrid k%%, M\ ISE pxGrid 17 SR BUE 145 R

FireSIGHT pxGrid #MEUSEHH pxGrid ANC Z&fif #4F 1 5K & 1% 2| FireSIGHT pxGrid k%5, HHARYE pxGrid
GCL FEAbFRIXSEIE R, SR JE R A5 BRI F ISE pxGrid 5 o BHLERE HURN 7 T 5 W0 2% 2 B 5 ol e B
Microsoft AD %53, LPA# FireSIGHT 45 # 0o R E ¢ o (¥ FH 7 8 Sk (5 BARE RATEAE R .
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CARIER
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L& {EIER |C|ISC|C) _

FireSIGHT $Tiigfic &

AU E e LDAP [ 5 B BB SR UE AR 55 &5 MEAL, b2 B IR ST IT R M2 B, DLSR AL
JUESFNERTEARE R EHUE B R E R GG R .

AU E LDAP &

E14%: IEEE (Policies)->H P (Users)->¥s il LDAP %#2 (Add LDAP Connection), i A\ DL NiETi:

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥

External Authentication Object

Mame * Lab
Description
Server Type | MS Active Directory |

Primary Server
Host Name/IP Address * 192.168.1.14 ex. IP or hostname

Port * 389

Backup Server (Optional)
Host Name/IP Address ex. IP or hostname

Port 389

LDAP-Specific Parameters

Base DN * dc=lab6,dc=com Fetch DNs ex. dc=sourcefire,dc=com

User Name * Administrator ex. cn=jsmith,dc=sourcefire,dc=com

Password *  |esssssees

Confirm Password *  |ssssssess

Encryption (C) SSL() TLS (+) None

SSL Certificate Upload Path No file selected ex. PEM Format (base64 encoded version of DER)
Timeout (Seconds) 30

$£2%: J5H (Enable)->H /417 H#EHISE (User/Group Access Control Parameters)->3REUZH (Fetch Groups)

EE: FR “HRRBE” (User Awareness) Al & Fig4E

User/Group Access Control Parameters

Enable [
Available Groups Groups to Include
<none> | - | Account Operators
! " | Administrators
< )
|- | Allowed RODC Password Replical Users in Groups to Include will be used for User Awareness.
Backup Cperators
Group Filter ) ) Groups to Exclude
| > | <none>
L=< J

—_— Users in Groups to Exclude will be excluded from User Awareness.
| Fetch Groups |

E3H: WEANREF
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$a4%: HWELDAP &, RiE->UA T4

ealth System Help EL

Overview Analysis QLN Devices Objects | AMP
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v
External Authentic

Task Notification ’
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

LDAP Connections

LDAP server connections that contain user accounts and information | \g) Add LDAP Conng

Lab

B5P: BYNZEILLTHE:

ealth System Help v admin v|

Overview Analysis il AMP
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v
External Authentication
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
© Success x
Successfully enabled LDAP connection
LDAP Connections
LDAP server connections that contain user accounts and information (@ Add LDAP Connection
Name
&0 &S0

Lab

BoLH:  XTENL H AR A F R 2 R
KB (Policies)->M 4% &I (Network Discovery)->Jf mii->4E->EHEFEH.. FH P MMN (Hosts,

Users and Applications)->f- 7% (Save)

ealth System Help v admin v

erview Analysis ZLII-CE8 Devices Objects = AMP

Access Control Intrusion v Files Network Discovery SSL Application Detectors

Users Correlation Actions ¥
Custom Operating Systems Custom Topology

Up to date on all targeted devices.

m User  Advanced
L3 (& Add Rule

Source Port Exclusions Destination Port Exclusions Action ‘ |

Networks Zones
= ‘U:;]U.u.wu « Discover: Hosts, Users, Applications & a8
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CIsCO.

R LDAP S22

“FHFiE3l” (User Activity) bt % W i & H B R

Overview IEUEIEEN Policies Devices Objects | AMP

Context Explorer Connections v Intrusions v Files v

Hosts v

Users » User Acti

Correlatio

n v Custom v

Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

A Health System Help v

admin v|

User Activity L3
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress.
fable View of Events 5 Users 2015-09-08 17:02:00 - 2015-09-09 18:45:00 @
T Static
No Search Constraints (Edit Search)
[ ~Time % Event * User % User Type % 1P Address * Description Device
3 [ 2015-09-08 20:16:06 User Login = feppich [ oap =l 192.168.1.7 192.168.1.51
3 (] 2015-090820:10:03 User Login = feppich O oae =l 192.168.1.7 192.168.1.51

BEAh, AR R PC AR, WPRRSCEILLT TP Hihtft) “ A LRC E S

800 Virtual Defense Center 64bit 5.4.0 Build 763 (sd.lab6.com) - admin "3

| @ https://192.168.1.50/network_map fview_host.cgitip=192.168.1.7

Host Profile

IP Addresses
NetBIOS Name
Device (Hops)

MAC Addresses (TTL)
Host Type

192.168.1.7
JEPPICH-PC

192.168.1.51 (0)

00:0C:29:CB:EB:4F (VMware, Inc.) (255)
Host

2015-09-08 20:16:07

John Eppich (feppich, LDAP)

List Profile

bilities v Correlation ¥

Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events

Indications of Compromise (0)

Operating System »

Installation Setup (Register)
7 12:30:51 2015

Rule States |
istered. Check task status to

&

| & Edit Operating System | o

&

Custom v

(Q search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

2015-09-08 17:02:00 - 2015-03-09 18:45:00 D

Static

Vendor ‘ Product ‘ Version | Source
Microsoft Windows 7 FireSIGHT
Deseription x Device x
Servers (1) =
Protocol | Port ‘ Application Protocol ‘ Vendor and Version | ————
top hacd [ NetBIOS-s3n (SMB) Jal8s =l 192.168.1.7 192.168.1.51
- =i 192.168.1.7 192.168.1.51
Applications (7) v =
Eﬂ 192.168.1.7 192.168.1.51
Application Protocol | Client ‘ Version ‘ Web Application ‘
= =i 192.168.1.7 192.168.1.51
] wspp 7] wsbp )
_ =1 192.168.1.7 152.168.1.51
[ Hre [ Firefox 40.0 ] Google L &
192.168.1.51

=i 192.168.1.7

SNBSS P Rid AR BN BONETRE S .

User History «

Users.

2015-09-07 20:33:54

2015-09-08 20:33:54

John Eppich (jeppich, LDAP'

Attributes v
Host Criticality None

Host Protocols v

| &7 Edit Attributes

Protocol Layer ‘

icmp Transport &
tcp Transport [u]
udp Transport [&]
ipv6-icmp Transport [u]
bl Network [u]
ARP Network [u]
RARP Network [u]
IP Version 6 Network [u]
34958 Network [u]

Vulnerabilities (78) »

| & Edit vuinerabilities. |
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E{EA pxGrid B I FEF L E B ERIEHBRY ISE

AT 438 Ul A pxGrid [F3RSZ 3RS R B 25 2 UE 5L & ISE i3 FE .

1% ISE B3 B ERIEBSANE ISE ZEEUERES

XX T ISE B EEZ AU LTF .

AR IR, XE ISE2.0 FT24FEN. BRNERT, 7 ISE HEH pxCGrid /7, W& LIRFAARRIT R, HFEMLS ISE pxGrid 5 S HER
Itk ISE BB BIETRZEE.

$1$: ®EF>THH (Administration)->FR %t (System)->iEF (Certificates)-> R FEEF (System Certificates)->
% ISE HE 4 SiE$

) Home  Operations | ¥  Policy |¥  GuestAccess|Y  Administration | ¥
I Identty Menagement [ Network Resources ] Dewice Portal Management PUGiid Services FeedSevice .8 pxGrid Identity Mapping
Deployment: Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management System Certificates /. For disaster recovery it is recommended to expart certificate and private key pairs of all system certificates.

e |4 Generate Self Signed Certficate | (> Import | (@ Export | [ Delete || j view |
Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
¥ teit
Mmln, Portal,
Endpoint Certificates I et e ot e Isel4.lab7.com Sat, 22 Aug 2015 Sun, 21 Aug 2016
ertificate eatir Group (i

E2H: NFHIED, AEHF->%H (Export)

Export Certificate 'Default self-signed server certificate’
(®) Export Certificate Only

(O Export Certificate and Private Key
*Private Key Password
*Confirm Password

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

28 (concel ]

E3EH: K ISE G AZLIET S AE ISE 25T FEH
HEFE->E T (Administration)->R 4t (System)->UEFS (Certificates)->32{5FiE+) (Trusted

Certificates)->5 A\ (Import) ->ISE &4} HZ&4E+H (PEM)->Xt ISE P B S 56E 8 BEE->RT
(Submit)




PSP, "cln's'élc;f

=
% Home  Operations | v Policy | v GuestAccess| v Administration | ¥

£ Identity Management Network Resources [28] Device Portal Management &) pxGrid Services Feed Service 24 pxGrid Identity Mapping
Deployment  licensing (SIS logging  Meimtenonce  Backup &Restore  AdminAccess  Settings

Tmport a new Certificate into the Certificate Store

= Certnicate Hie | Browse... |

Friendly Name [ z

System Certificates.
Trusted For: ©

Endpoint Certificates Trust for authentication within ISE
[ Trust for diient authentication and Sysiog
“Trusted Certificates
[ Trust for authentication of Cisco Services
0CSP Clent Profile [ Validate Certificate Extensions

Certiicate Signing Requests Description |

[ s.ome JE==m]
Certificate Authority

$B4%: 1 ISE 1 & b5 A pxGrid

B (Administration)->& 4t (System)->%5% (Deployment)->%EF&3T f5->5 B pxGrid, RJ/5RFF
(Save)

B
3> Home  Operations | ¥  Policy | ¥  GuestAccess| ¥  Administration | ¥

. S;Qem I Identity Management B Network Resources |22 Device Portal Management |5 pxGrid Services [5] Feed Service 2§ pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > ise14

Deployment
N Edit Node
@ - L General Settings Profiling Configuration
» 5% Deployment
=% PAN Failover
Hostname ise14
FQDN ise14.lab7.com
1P Address 10.0.0.15
Node Type Identity Services Engine (ISE)
Personas

7! Administration Role PRIMARY Make Standalone
Monitoring Role | PRIMARY  ~ Other Monitoring Node
Policy Service

Enable Session Services (7
Include Node in Node Group

Enable Profiling Service

5% K pxGrid % £ T IEEEBAT.
‘&3 (Administration)->pxGrid iR%->EH “BHBE3EM” (Enable Auto Registration)

EB: XFTRERELR BT 7] o RE iR

=l
7 ome  Operatons | v polcy | ¥ Guest Access| v Adminsation | ¥ et

e — e — e —— e — [lFecdSenion 4 prGrd densty Mapping
(ereoe ) | T — CE——
View By Capabilte
e Log
e @Dsbe  @Aprove @ Grow  @Deine (e v | GhRefesn | ol Ferding Approval0) ~ 1-202  show [ v|perpage Page[1 3] ot
O | clentName Client Description Capabitias Status Client Group Log
O » ise-admin-ise14 (Capabilities(3 Pub, 1 Sub) Online ‘Administrator View
M » isamotisela Capahilities(2 Pub, 0 Sub) Online. Administrator View

pr—
[ o e —
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CISCO.

i E B &ERAIEPR FireSIGHT &1

3l

FEATH, FireSIGHT &2 H.0 (FMC) Bt B 9 H H 25 4 UE 54447 ISE pxGrid 15 pi#R{E. 7E FireSIGHT & 2
Hl B G P8 FMC IEBAUENL, a5 HAHAANT, REHRIL SR ISEEBRGEY . AH
FMC AJGEFK S H 3] ISE iE B2 EE RS E T . ISE B4 H2 4 A FHEF% 5\ F FireSIGHT & B b0 37

fB51F CA FEH,

E1E: EFESIR (Objects) > X ZEHH (Object Management) > PKI -> & CA (Internal CAs) ->24£ /% CA
(Generate CA)-> 2t LL RS .-
FEAGIH, FMC2 5245 € 4 N6 CA 4 Hx

Generate Internal Certificate Authority
Name: FMC2

Country Name (two-letter code): us

State or Province: Maryland
Locality or City: Germantown
Grganization: Lab

Organizational Unit (Department): | Lab

Common Name: =d.lab7.com|

Generate CSR. Generate self-signed CA ||

Cancel

FT2E: HEHE>ERHBELZS CA (Generate self-signed CA)
$3P: THCAUERU, HTHTRE>HE:

Overview Analysis Policies Devices elifldcl AMP
Object Management

4 (=8 Network
Individual Objects
', Object Groups

L e

A Health System Help v admin v

[ © cenersteca || @ mportca || Filter |

fmc2 CN=sd.lab6.com, ORG=Lab, OU=Lab, C=US
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REVEHRIERR Cisco.

Fa4L: EFETE (Download)

Edit Internal Certificate Authority

Neme: |tme2

4 Subject:
Common Name: sd.|ab6.com
Organization: Lab
Organization Unit: Lab
4 Issuer:
Common Name: sd.lab6.com
Organization: Lab
Organization Unit: Lab
4 Not Valid Before:
Sep 7 23:03:59 2015 GMT
4 Not Valid After:
Oct 7 23:03:59 2015 GMT
4 Serial Number:
E6D624E4B734213E
4 Certificate Fingerprint:
60:5F:77:50:85:85:58: 58: DF:9E: EE:BC:AB:FC:61:76:EB:9E:89:79
4 Public Key Fingerprint:
cbaefa2423f429a3702e3260742bbaalb5e2afea

4 oowas

E5H:  MANEEN, REAEHE (OK). EAFIT, [ ciscol23

Encrypt Download File

Password:

Confirm
Password:

Passwords Match: &

BoL:  TEAMORAE pl12 XM

You have chosen to open:

4 Subject: |7 8le5ada4-55b4-1le5-a8bb-8d638a691462.p12

‘Commaon Na

which is: Binary File (2.4 KB)
Organizatigy from: hrtps://192.168.1.50

‘Organizatiol . .
Would you like to save this file?
4 Issuer:

Gomman N Cancel | [[Savefile |

Armanizatia

BI1H: HEHaAiZ pl2 XA UMEHE S T, EARGIY, CHEARAN fme2.pl2.

EoP: i WinSCP sl HAth 510 Z 0 #F _F A% 3 FireSIGHT & B % &
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CIsCO.

B 541 - admin@®192.168.1.50 - WinSCP =N o =T
Local Mark Files Commands Session Options Remote Help
K % ESynchronize > ] @ B3 {3} Queue ~ - Transfer Settings Default - @ -
& admin@192.168.1.50 | New Session
&, C: Local Disk -EE e w2 % |, admin -EE D 2 & FindFiles |
& [a & [
C\541 Molume/home/admin
MName Ext ’ Size Type Change = | | Name Ext Size  Changed
& . Parent directory 9/7/201 & . 10/2/2014 11:48:14 AM
|| Sourcefire_3D_Device Virtualdd_Vhware... 543 MiB  GZFile 8/12/20 Efmd.plZ 2501 B 9/7/2015 6:24:40 PM
| Seurcefire_ Defense Center Virtualgd V... 677 MiB  GZ File 8/12/20
|7 SFIRETERMFEAT201509071316572380.lic 10468 LICFile 9/7/201
|7 SFIRETERMFEAT201509071318082390.lic 10398 LICFile 9/7/201
|| SFIRETERMFEAT201509071318222590.lic 1,056 B LCFile 9/7/201
|7 SFIRETERMFEAT201503071318343330.lic 10708 LICFile 9/7/201
| Sourcefire_30_Device_Virtualgd_ViMware... 212B MFFile 10/2/2( =
|| Sourcefire_3D_Device Virtualdd_Vhware... 210 B MFFile 10/2/20
|| Sourcefire_Defense_Center_ Virtualgd V... 222B MFFile 10/2/2(
|| Sourcefire_Defense_Center_Virtual6d_V... 2208  MFFile 10/2/20
| Sourcefire_30_Device_Virtualdd_Vhware... 59128 OVF File 10/2/20
|| Seurcefire_3D_Device_Virtual6d_VMware... 36,957 B OVF File 10/2/2(
| Sourcefire_Defense_Center_Virtual64_V... 4711 B OVFFile 10/2/20
| Seurcefire_ Defense Center Virtualgd V... 34856 B OVF File 10/2/2(
[Ffmc2.p12 2501 B Personal Informati... 9/7/201
a1k N A . St s
9% it SSH &4 E] FireSIGHT & B4 &

10 3%

AN LR 64K pl12 U4~ CER A KEY S

B CER 1 KEY X148 2MEHA. original.p12 SIHEEH & fmc2.p12

sudo openssl pkcsl2 -nokeys -clcerts -in fmc2.pl2 -out fmc2.cer

Enter Import Password:
MAC verified OK
admin@sd:~$

sudo openssl pkcsl2 -nocerts -in fmc2.pl2 -out fmc2.key

Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:
admin@sd:~$

g1

By admin - admin@10.0.0.21 - WinSCP
Local Mark Files Commands Session Options Remote Help
W &= E3 Synchronize | Bl o [ - 5 Queue -
[ @ soming100021 |G New Sesion|

WinSCP A ¥4 fmc2.cer 1 fmc2.

Transfer Settings Default -

key SCAF M FireSIGHT % P A0 & Hill 2| A b PC.
[E=3 E=R 55

2 -

o . = o A

&, C: Local Disk -EE e &% , admin -3 - - /2 | @ Find Files| T

B (& g Download By | [f Edit 3¢ =4 [ Properties =7 [y
Ci\smc_certs /Volume/home/admin
Name Ext ’ Size Type Changed || Name Ext Size Changed
- - Parent directory 9/5/2015 1| & . 10/2/2014 11:48:14 AM
A fmc2.cer 14988 CERFile 8/31/2015 | | |_| .bash_history 24198 9/3/20152:20:29 PM
|7 fme2.key 19588 KEY File 8/31/2005 || | 7Jfme2 14988 8/31/2015 8:3%:40 PM

812 FireSIGHT & #H AH CA AILUFH T F H 2 ISE WE BSEE+
& (Administration)->Z& 4t (System)->iFF5 (Certificates)->3Z{S4FiEF (Trusted Certificates)->¥

¥ (Browse) 3 1% fmc2.cer

©2016 BRAG AR
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License Warning /j, | ®e14 | admin | Logout | Feedback | O
e %) Home  Operations | ¥ polcy| v Guest Access | ¥ Admistration | ¥

52 Identity Management B etwork Resources [£ Device Portal Management PXGrid Services Feed Sovice

=4 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
e e Import a new Certificate into the Certificate Store

. * Certificate File fmcz.cer
Overview

Friendly Name ",

System Certificates

Endpoint Certificates 3 Trusted For:

Trust for authentication within 1SE
UL TR [ Trust for client authentication and Syslog

[ Trust for authentication of Cisco Services
OCSP Client Profile

[ validate Certfficate Extensions
Certificate Signing Requests

Description |

cancel

E13F5: BH “/S4F ISE A S IAE” (Trust for authentication within ISE)->3£3Z (Submit)

E14%: MISE ZETIEBEFRNFH ISE S0 BEAAIFHEBMAH. BHFTEW ISE G0 HEL AHER
S 3 FireSIGHT & ¥ 52 {51F CA FETPEI ] . FireSIGHT & ¥ 5 #1| & ¥ iR 5N ZASAFUE i
B (Administration)-> & ZEF (System-Certificates)->IF & # (Certificate Management)->3215
AEIEH (Trusted Certificates)->i%# ISE iEH ->S H AN, REHEE

AR WREFXT ISE 2.0 (17A4EE

Export Certificate 'Default self-signed server certificate’
O Export Certificate Only

@ Export Certificate and Private Key

Warning: Exporting a private key s not a secure operation. It could lead to possble exposure of the private key.

[ ecor: [N

158 ¥ ISE HE4 Sk 155 A\ E| FireSIGHT EH 25/ CA FEH
Yt (bjects)->XTREH (Object Management)->PKI->3{54E CA (Trusted CAs)->%I%{5/E CA
(Add Trusted CA)->#i N & FR->R4F (Save).

Import Trusted Certificate Authority

Neme: IS

recate oot or, chose ;[ Browse |
SEGIN CERTIFCATE
o
[ENVOB0CNGH4WHQYDV
e
o

() Encrypted, and the password Is:

save Cancel |

1625 : ¥ FireSIGHT & H N # CA A8/AEIN 5 N B FireSIGHT & FE A0 1) P 353E S 2
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EFE-SITR (Objects)->Xf R EH (Object Management)->PKI->PH EFiE+S (Internal Certs)->¥%s 1 A 58
iFF (Add Internal Cert)

EEXSAAYIHE I A — R PP AT A

EE: MRKEM, EEZL ----Begin Certificates

Add Known Internal Certificate
Name: | FMC2_IntemalCA

Certificate Data or, choose a file: Browse...
Beg Atroutes

/CN=sd lab7.com
/N

MIIDgDCCA QMAOGCS: QUAMGOXCZAJBINY
BAYTAVTI

MACGAUECg gYDVQQLD:

Key or, choose a file: Browse...

i

() Encrypted, and the password is:

Cancel

EATH: EMBREHCHENSESE, BEEEIETA T “---Begin--” Z i,

Key or, choose a file: | Browse...

MIIFDjBABgkqhkiGOwWOBBQOWMzAbBgkqhkiGIWIBBQWWDOQIPb7BKZraQBACAGEA
MEQGCCqGSIb3DQMHEAhCOUXMpRKG62ASCEMhLLGRIINGGK/YKS+AR0S+HYExZyshB
cOKMAdFIZyaBDxN/NAZyDtcGUUISVWLoWIVmMPUGKI 1vatskaSnfic40dvNKaPC
i41Kbecwj/YLrFoZeHHxcMqaCQFST7x3XBYWE + hTZXWAYOWSFGUIaT/FCI9EX v
PMdAL5LEIga0Yzp6UR4ea03mmAowlXXaGmOeZZHVKDXku+L 00ZPryKWEZTIK5Sia

L8 HHMER </no> FH AN E15

Key or, choose a file: | Browse...

Iol:aIKev]D 60 5F 77 50 85 B5 58 58 DF 9E EE 8C AE FC 61 76 EB 9E 89 70
Key Attributes: <no attributes="">|
—--BEGIN ENCRYPTED PRIVATE KEY-—---
MITFDjBABgkghkiGOwWOIBBQ0wMzAbBgkahkiGOwWOBBQwWwWDgQIPb7BKZraQBACADgA
MBQGCCqGSIbIDOMHBAhOUxmpRk62ASCEMhLLGRIIND G/ YKS + ARDE+HY6xZyshB
eOKMADFIZyqBDxN/jNAZY0teGUUISVWLOWIVmPUSK 1vfotskgSpfic40dvNKgPC
i41Kbecwi/YcLrFoZeHHxcMqaCOFS77x3XBYWE + hTZXwAYOWSIFGUiaT/FC19EX W
PMdL6UEIgaQYzpoUR4ea03mfmAowlXXaGm0eZZHVKDXku+L90ZPrvKWEZTIKSSig

F198: BNERLLTFHARE, A “HieE” (OK) PL5ER

Add Known Internal Certificate ? X
MName:  FMC2_InternalCA

Certificate Data or, choose a file: | Browse...

——-BEGIN CERTIFICATE—— ~
MIIDgDCCAMigAWIBAGLIAOBWIOSHNCE + MADGCSGSI3DQEBBQUAMGEKCZAIBONY

BAY NI ]

MAOGA1UECWDTGFIMQuwCaYDVQULDANMYWIXFDASBINVBAMMCINKLmxhYjYuY29t

MBAXDTE1MDkWNzIzMDM10VaXDTEIMTAWNZIZMDM 10VowZZELMAKGA1UEBRMCVVMX
QYDVQQHDADHZXM b CgYDVQOK

CSqGSIb3 DQEﬂAﬂuAMlHDwAwﬂgEKAc[BAQ&YRIVAI\Am+HGEWk]VF\ RiTTDVQep1

Key or, choose afile: | Browse...

FtlgQHFmT7026U0eB45 C5150¢Z001 + SMABYLmO -+ 4H4fWpL3PiGyOamXLSBHGN
ZrCSFabuQwZaPHPKPSIGBTIFFUSHCGR6p2ICqWSTop3k4QgH4mIbAIOPMWEYDo A
tJLnpIBXADEl125g@xw0/KSa6nGimI2VHUZ7d+Wmht/K813T5+yivfTfNaxncYD
uxGF/anmszznthxnLDDRdJmtzvamemumwummngcvm
V227k0Q4FM 23Dzt UIB2DFdkxNE
/DgKau/AwnuF(FFﬁauAnnm52+cdpuma1mqun;Hsmx?y)j/ygdthxpmow
ks 9rOIVWCEF4FIP/COCQCaI0

al
'~ END ENCRYPTED PRIVATE KEY———

] Encrypted, and the password is: | seessees -

[ OK. || cancel |

©2016 BERAZ A
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fEH BZRIEBECE pxGrid IR

pxGrid fHE 61 57 FireSIGHT % # /.00 1 ISE pxGrid 7 lﬁ‘zrﬁﬂ PIUEFEC EAIEAE . 752 ISE pxGrid 15 /U IP H
Hko FireSIGHT & B H0 I 2 FAE A B BH SO T R 2P IR L T 1

FireSIGHT % B HH.Co A JEUE 5K F/E EHLUE TS . ISE B4 H 284 E 1044 FHAE CA GETS.
FireSIGHT & B O RSO 2 AL AH . A, 108 75 B
L1 fIH WinSCP BT Ath SCP/SFTP & /' ik pxGrid X3 4% 2 FireSIGHT & #4521 &5

B 5754 - admin@®192168.1.50 - WinSCP =R =
Local Mark Files Commands Session Options Remote Help
[ &5 3 synchronize Bl F | -8 (5} Queue ~  Transfer Settings Default - @
& odmin®192.168.1.50 | New Session
£,C: Local Disk -EE e DT |% admin =T 0 2 B FindFiles | 2,
R Upload [ [ Edit 3¢ =5 [ Properties | £ [& i £ (& ¥
Cisfsd Nolume/home/admin
Neme Bt Size Type Change * || Name  Ext Size | Changed
- Parent directory  8/22/2(] | | 4. 10/2/2014 11:48:14 AM
pegrid_de_agent.git File folder 82220 | | 5] fme2okey 19588 9/7/2015 6:35:13 PM
pegrid_remediation.git File folder 87222 | | [ fme2.cer 14988 9/7/2015 6:32:30 M
Sourcefire_3D_Device Virtualbd_VhMuware... File folder 8222 | | Bfmezp1z 25018 9/7/2015 6:24:40 M
[ fme.cer 23138 CERFile 8/22/2( | | |sfdc-pxgrid-agent_v1.0-35:sh 2315 KB 8/22/2015 5:33:25 PM

E2%: [ WinSCP 5 HAth 772:%% FireSIGHT 8 CA AJLIEHFIA# CA %45 %3 FireSIGHT MC

/Volume/home/admin

B KEINEIETIURE
3% @it SSH L4 %) FireSIGHT 4 7 b0 5 N LR P25

sudo bash sfdc-pxgrid agent v1.0.35.sh

800 192.168.1.6




sl el ]l
L& {EIER |C|I S clo .

EZ A RIA BT LA A2

Verifying archive integrity...All good.
Uncompressing Cisco pxGrid Agent Installer......
Installing the agent...

Installing the pxGrid libraries and Perl module...
Setting up the agent to be managed by PM...
Installation done!

Configuring pxGrid...

Below you will be asked a series of questions relating to your pxGrid install
and the files supporting it.Health alerts WILL be generated by PM until the
configuration is completed, however.The answers to these questions will
populate the /etc/sf/pxgrid/pxgrid.conf configuration file, which can be
manually modified later at any time.A configuration example is provided in the
same directory with the filename pxgrid.conf.example.

To get this all to work, the agent will need to connect to a pxGrid server.
This is typically your Cisco Identity Services Engine instance, which must also
have the pxGrid service enabled.

What is the IP address of your pxGrid server
> 192.168.1.71

Every agent connecting to pxGrid must have a unique host certificate which will
be used to identify the agent host.Associated key and CA certs must also be
provided.

What is the full path and filename to the host certificate?
> /Volume/home/admin/fmc2.cer

What is the full path and filename to the host key?

> /Volume/home/admin/fmc2.key

What is the host key password?

> ciscol23

What is the full path and filename to the CA certificate?

> /Volume/home/admin/iseld4lab.pem

Configuration witten to /etc/sf/pxgrid/pxgrid.conf

F4H: EFHE>ZRS (System)->H# (Monitoring)->FR 4t H & (Syslog) UL T fif FireSIGHT & FE .00 & 15 CAF
R i I M £ ISE pxGrid 5 53 5T 1 EPS

Overview Analysis Policies Devices Objects AMP A Health BTN Help v  admin v

Localv  Updates  Licenses  Monitoring » Syslog  Tools ¥

L Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Sun Oct 11 12:47:00 2015

Sensors are being registered. Check
task status to monitor progress.

[ case-sensitive  [] Exclusion Messages

Oct 12 2015 13:24:25 sourcefiredc SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Assigned
i apability to

Oct 12 2015 13:24:25 sourcefiredc SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Connected to pxGrid server

pxarid

e |

Oct 12 2015 13:24:24 sourcefiredc SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Attempting to connect to pxGrid
server (192.168.1.71)

Oct 12 2015 13:24:24 sourcefiredc SF-IMS[3947]: [3947] pm:process [INFO] Started pxgrid_agent (12566)

Oct 12 2015 13:23:25 sourcefiredc SF-IMS[3947]: [3947] pm:process [INFO] Pracess pxgrid_agent {12469) exited
cleanly

Oct 12 2015 13:23:25 sourcefiredc SF-IMS[3947]: [3957] pm:log [INFO] Process ‘pxgrid_agent' closed output.
Oct 12 2015 13:23:25 sourcefiredc SF-IMS[3547]: [3957] pm:log [INFO] Process ‘pxgrid_agent’ closed output.

Oct 12 2015 13:23:25 sourcefiredc SF-IMS[12469]: pxgrid_agent.pl:fatal [WARN] No CA certificate defined in the
configuration file

Oct 12 2015 13:23:24 sourcefiredc SF-IMS[3947]: [3947] pm:process [INFO] Started pxgrid_agent (12459)
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$5%: FEISETEE, EEF>BH (Administration)->pxGrid iRS% (pxGrid Services). &1,
FireSIGHT 4 ¥ #% i & £.73 /M 2 ISE pxGrid ¥7 & EndpointProtectionService Capability

€ | B hittps://192168.1.71/sdmin/#pageld=com cisco xmp_web_page_administration_messagesel @ || Q search WwoBa L #

¢ita ISE {ta Defense Center

LicenseWarning /i, | ==14 | admin | Llogout | Feedback | O
7 Home  Operations | ¥ I%oi«:y\' Guest Access | ¥ Administration | ¥

ofe System £ Identity Management: I Network Resources |24 Device Portal Management [® pxGrid Services |E Feed Service
{8 pxGrid Identity Mapping

©@Enable Auto-Registration Disable Auto-Reg
View By Cal

WfErsble  @Disable  (@dpprove @ Group WiDedne @Dkt w  §@Refresh | TotslPending Approval(®) + 1-30f3  Show |25 « | perpage  Page ol

O Client Name Client Description Capabilities Status Client Group
O » ie-mntisel4 Capabilities(2 Pub, 0 Sub) Online Administrator
O » ise-admin-isel4 Capabilities(3 Pub, 1 Sub) Online Administrator
O« fsmc-agent-sourcefiredc Cisco FireSIGHT Management Ce... Capabilities(0 Pub, 1 Sub} Online EPS
(Capability Detail 1-10f1 Show |25 +| perpage Page
Capability Name Capability Version Messaging Role Message Fiter
@] EndpointProtectionService 1.0 Sub

©2016 BRAG AR F£20:
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CA ZRRIERIB E X pxGrid 1=1R

[ s LA 2% 2 ity B 3 B VI R R 55 4% 47 360 11E (1) 384 5 AL %% 6H FHVZ: (EKU) (1) H 5E X pxGrid B T pxGrid 2
¥+ FireSIGHT & ¥ Hr.0 F1 ISE pxGrid 7 £ 2 8] ) pxGrid £1E & T 1. IX5F T FireSIGHT & H H1.0 A1 ISE
pxGrid 17 S H [F— CA T2 4 FIE T ATUR LA (CA) 2544 858 /& b 75 1

F14: EFS>EHETH (Administrative Tools)->IEFH M EHLH (Certificate Authority)->CA EF 554K
“+” FRSEH-SHERE->BIHEHREMR (Certificate Templates)->& F (Manage)

B certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templ: [l 5||
Fie Acton View Help

Bl Certificate Templates Console

T Certification Authority (Local) |_Hle  Action  View  Help

Bl \auwww-uamsm{‘@ Y ‘| EE]

1 Revoked Certificates
1 Issued Certificates
1 Pending Requests
] Failed Requests

| Certificate Templates.

5] Administrator
T Authenticated Session Windows 2000
) BasicErs Windows 2000
E CA Exchange Windows Server 2003 Ent..

Windows 2000

F2h: ARAEIHESHPER->%EEE->Windows 2003 Enterprise->ffi £ (OK)

5 Domain Controller Authentication Windows Server 2003Ent... 11
3 £Fs Recovery Agent Windows 2000 6.1
5 Enroliment Agent Windows 2000 4.1
5 Fnrollment Anent (Comnuter) Windouss 2000 5.1

6.1

You can create certificate templates with advanced properties. However, 7.1

not al Windows CAs support all certificate template properties. Select the 81
wversion of Windows Server supported CAs) for the duplicate 71
certificate template.
11
@ Windows Server 2003 Enterprise 102
101
€ Windows Server 2008 Enterprise 100
101
Learn more about Certificate Template Versions. 5.1
41
o] _cms | |
1L
4] subordinate Certification Authority Windows 2000 5.1
3 Trust List Signing Windows 2000 31
& user Windows 2000 a1
5l User Signature Only Windows 2000 4.1
5 wieb Server Windows 2000 41
5 Workstation Authenticaton Windows Server 2003Ent... 101
-
« | 2l | o[

B3H: BMANEPERELHR, BUEEF “7E Active Directory H ZATUEFS” (Publish certificate in Active
Directory), JiRULHBIFISITH.

Certificate Templates Console =10l |
= Propertics of New Template x|
lemioce Roauremerts | Swersedod Tempiates | Btensons | Seamy | | |
4| Certificate Templates (WIN-BG7GP | = | | Lo o
Template dispiay name: [l Certificate Templa..
6.1
== b More Actions >
Minimum Supported CAs: Windows Server 2003 Enterprise: 51w -
a1
Template name: 6.1 More Actons >
[pxGna 7.1
8.1
7.1
Validty period Renewal period 110
5 [years ~ 52 [weeks = 103

™ Publish certficate in Active Directory 104
I~ Do not automatically seenoll i & duplicate cerificate exists in Active
Directon

[ For automatic renewal of smart card cefficates. use the exsting key
2 new key cannot be created

« g m Ok ] _cancet | mey | mee |




REVIEHRIEER

lllll'lll
CIsCO.

-
(Apply)

Certificate Templates Console
File Action View Help

=@ 0= Bm
[T Ceroicate Templates (WIN-BG7GR

[Encrypting File System
|Secure Email 6.1
|Server Authentication 11,
51
i -
3.1
21
41
101
- | 1 OK | _ Cancel | Moy | Hee || b

KT & (Extensions)->¥ N (Add)->k 5558 S BHE (Server Authentication)->#f 2 (OK)->M.F

= =101kl
= T
Genersl | RequestHanding | SubjectName | Server |
e Bxtensions
Issuance Requirements | Superseded Templates | Securty
To modify an extension, select it. and then click Edit. 1 Certificate Templa... ~
6.1
Mare Actions >

Extensions included in this template:
[Application Policies. 54
|| Basic Constraints
|_|Centificate Template Information
| _l1ssuance Policies
Key Usage

User

More Actions

>

E5%:

] Certiicate Templates Console
File Acton View Help
eI

Certificate Templates (WINATE11S

T |

Properties of New Template x|
lssuance Requiements | Superseded Templates | Exensions | Securty |
| Request Handing Scbject Name | Server

& Supply in the request

[ Wse sublectnfermation fiom esistina ceficetes for eutoenrolinent
reneyal iequests,

" Buid from this Active Directory infornation ——————————— g
Select this option to enforce consistency among subject names and to s
simplify certificate administration. 6.1
Siect e format: ;1
[None = | ol
I lnclude e maf neme in subject rarme 11
Include this information in altemate subject name: 112;
I E e rame 101
™ DS name: 51
™ User pinieipal rame (UFH] 41
I Seryice piincipal name (5RN] 6.1

11,
5.1
3.1
31
4.1
4.1
101
Ok [ cancel | me |t || T

More Actions 3

F6H:

E Certificate Templates Console '

File Action View Help

Properties of Hew Template . x|

$$|‘D|§‘ " General | RequestHanding | SubectName | Server |
T Certificate Templates (WINLTELLS

lssuance Requirements | Superseded Templates ~ Extensions | Security

To Mo an evtancinn_ealact i and than clicke Frt

M

Bdentt  un issuance policy describes the condtions under which
A acerificate is issued

:|Ei

[l

P

o

Add I

Eit. | Remove |

™ Make this extension critical

OK Cancel

0K Apply

R EBEFK (Subject name), 3 HFEERF AL (Supply in request)

By B (Extensions)-> & K (Issuance Policies)->Zr%E (Edit)->F1A MK SK#% (All Issuance Policies)

More Actions 3

©2016 BRAG AR
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BT REFBRCEMRARE

Certificate Templates Console I = [m] ]
T e B
@ H%‘ BE] Issuance Requirements | Superseded Templates | Extensions | Semnty |
: General Request Handing | Subject Name |
] Certificate Templates (WINATEL1S
Pumpose:
I Delete revoked or evpied cartficates [do ot arctive]
¥ Include symmetric algorthms alowed by the subject
I™ Archive subiject’s encryption private key
41 More Actions »
Minimum key size: [2048 = 5.1
7.1
8.1
7.1
11C
¥ Allow private key to be exported "
iy e e it i n e s e e it e i 104
associated with this centficate is used: 101
e Nl ey et skt i ] e e et :1
" Prompt the user during enroliment 6.1
(- Promttheuserdurng envolnentand recure Lser et when the 1
" private key s used 51
3.1
To choose which cryptographic servics providers 5P 31
{CSPs) should be used, click CSPs rr
41
101
i > oK |[ Cancsl | Moph | Heb | i

EB8L: LAE->ATHFEPREIR (Certificate templates)
Foh: EHESHEBEMR (New Template) LK H Hi%EFE pxGrid

B certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTH-€ te o ] s
Fie Acton View Help
CEETEEY N |
T Certification Authority (Local) Name [ tntended Purpose [
=) i lab7-WIN-TE11SBAKTM-CA 5] CEP Encryption Certificate Request Agent
" Revoked Certificates [l Exchange Enrollment Agent (Offine req... Certificate Request Agent
| Issued Certificates 5l psec (0ffine request) 1P security IKE intermediate
| Pending Requests = _ .
| Failed Requests [N Enable Certificate Tem plates x|

| Certificate Templates
Select one Certficate Template to enable on this Cerfication Authorty.
Note: I a certficate template thal was recently created does not EEcy this list, you may need to wait urtil
information about this temelate has been replicated to all domain contra

For more information, see Cerificale. lemplate Conceois:

Name | Intended Purpose. -]
[ Exchange User Secure Emai

& IPSec IP security IKE intermediate

T Kerberos Cliertt Aut . Server . Smart Card Logon, KDC Authert
T Key Recovery Agert Key Recovery Agert

& OCSP Response Signing  QCSP Signing

& pxGrid Server Authertication, Secure Emai, Encrypting File Systsm, Client Authertics
5 RAS and IAS Server Cliert Authentication, Server Authentication

& Router (Offine request) Cliert Authentication

& Smartcard Logon Cliert Authentication, Smart Card Logon

ﬁJSmancam User Secure Email. Client Authertication. Smart Card Logon | Ll;l

F10H: ENIZEF pxGrid FAR

tion Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates] =1al =
J Action  View Help
s ALARNENES
_-T:g] Certification Authority (Local) Mame | Intended Purpose |
= q':’ lab7-WIN-ATE115BAKTM-CA -E;(Grid Server Authentication, Secure Email, Encry...
._J Revoked Certificates 5 CEP Encryption Certificate Request Agent
J Issued Certificates )| Exchange Enrollment Agent (Offline req... Certificate Request Agent
:J Pending Requests E IPSec (Offline request) 1P security IKE intermediate
[ Failed Requests E Directory Email Replication Directory Service Email Replication
E Domain Controller Authentication Client Authentication, Server Authenticatio. ..
E EFS Recovery Agent File Recovery
E Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentication
5 web Server Server Authentication
@ Computer Client Authentication, Server Authentication
E User Encrypting File System, Secure Email, Clien...
E Subordinate Certification Authority <All=
E Administrator Microsoft Trust List Signing, Encrypting File. ..

©2016 BRAZG AR F23 M
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E{EA pxGrid B IFMEFEACE CA ZFRZIEP R ISE

EARTF, K AERHRNIN (CA) ZZINER E ISE pxGrid 71 . &), i pxGrid H & XA ISE 1
R “pxGrid” CSR 1K H CA IR #2854 . WE T4 90 % W45 ISE CSR 15K

CA wmzw%%)@u ISE iEH 25 EF . ISE G UEE4E ISE WEP RS E S . KA pxGrid #4553 H
ISE ¥ &,

B|1H:  H KRN ISE pxGrid 35 £ ISE 15 £ /E B CSR i 3K
B (Administration)->& 4t (System)->IFF (Certificates)->iEF244 15K (Certificate Signing
Requests)->*£ B, (Generate)

R RERIRE pxGrid BE VIR, FRARETEEE. LHEN pxGrid.

Lcense Viarning |

ty Services Engine (b Home  Operations| ™ Policy | T Guest Access| Y administration |7

5 1dentity Management i Network Resources 28] Device Portal Management &2 pxGrid Services [&) Feed Service 28
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management:
Certificate Signing Request
Overview

Certificate types will require different extended key usages. The list below outlines which extended key usages are
1SE Identity Certificates:
System Certificates
« Multi-Use - Client and Server Authentication
Endpoint Certificates « Admin - Server Authentication
« EAP Authentication - Server Authentication
« Portal - Server Authentication

WG « pxGrid - Client and Server Authentication

(OCSP Client Profile 1ISE Certificate Authority Certificates:
« ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for ti
Certificate Signing Requests « ISE Intermediate CA - This is an Intermediate CA Signing Request.
« Renew ISE OCSP Responder Certificates - This is not a signing request, but an abilly to renew the OCSP re
ISE Root CAVISE Intermediate CA.

i
i

Usage

Internal CA Settings Certificate(s) will be used for I:,.,mi,, v I

Allow Wildeard Certificates [] i

Certificate Templates

Node(s)

External CA Seltings Generate CSR's for these Nodes:
Node CSR Friendly Name
fseld isel4#Admin

g2 K CSREEEHIAENEFERIEFR (Request a certificate)->E ZiF 15 R (Advanced Certificate
request) 1, A HE X pxGrid Bk, AR (Submit)

Microsoft Active Directory Certificate Services - lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques
Request box.

Saved Request:

EA GlA/OKOPkmzOVTmrdHFW2EJOPPS5280gnzob0d /1
Base-f4-encoded | o 1 ;¢ pe BT y+mO Vet JHOE+r6QUEALF00ZY0KT Td
rWG1BGLEWULRYPTEn9u0eNIENngD2LIyFEPVRIub

certificate request

(CMC or 67v5hS TUAPCSZLhh6/Hi+/DZ313/040d34zhovIp
PKCS #10 or 8xr503L4yPLEMLUQE L/ QChpBVQ==
PKCS #7): | ————- END CERTIFICATE REQUEST--——— y

Certificate T

[ pxGrid H ]

Additional Attributes:

Attributes: | J

| Submit > |




REVinERIEIER Cisco.

F3H:

F54:

Eo6d:

T %K base-64 FafidA% =01 CA FRIET

Microsoft Active Directory Cel te Services - lab6-WIN-46T17723U08-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
800 Opening certnew.cer
3

To download a CA certificate, certificate chain, or CRL, select the certifi 3
You have chosen to open:
CA certificate:

| certnew.cer

which is: Document (1.3 KB)
from: hitp://192.168.1.14

Current [lab6-WIN-49T17723U08-CA]

What should Firefox do with this file?
Encoding method:

() Open with| Keychain Access (default) 3]
(#)Save File

Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL [ Cancel |
Download latest delta CRL D

¥ CA WRIF 5 FAL 3] ISE WF B2 EF RS E
%> B (Administration)-> &R %t (System)->iEF (Certificates)->Z{Z4FUEF (Trusted
Certificates)->_F4% CA fRiEF

License Warning .
/i) Home  Operations| ¥  Policy |  Guest Access|¥  Administration | ¥

[_] Do this automatically for files like this from now on.

Engine

T 1dentity Management B Network Resources |22 Device Portal Management ] pxGrid Services &) Feed Service {8 pxGrid Identity Mapping
Deployment  Licensing logging  Maintenance  Backup&Restore  Admin Access  Seftings
Certifical nageme: b
= o Import a new Certificate into the Certificate Store
* Certificate File | Browse... | root.cer
Overview
Friendly Name | i
System Certificates
Trusted For:
Endpoint Certificates Trust for authentication within ISE

[ Trust for dlient authentication and Syslog
Trusted Certificates
[ Trust for authentication of Cisco Services
OCSP Client Profie [] Validate Certiicate Extensions

Certificate Signing Requests Description |

£ ==

Certificate Authority

JEF “{24F ISE WIS IIE” (Trust for authentication within ISE), 2R/ (Submit)

¥4 ISE pxGrid 5 siiE 15 BA& 2] ISE UF B R4 FE
HEFE->EH (Administration)->RGHEFEZ1E R (System-Certificate Signing Requests) HRHIEF545
EZ| CSREXR

License Warning 1. ol
@) Home  Operations | *  Policy|*  Guest Access| ¥ Administration | ¥ Setup Assistant
4 System i Tdentity Management B Network Resources |24 Device Portal Management &) pxGrid Services [ Feed Service 28 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Seftings

Certificate Management
Certificate Signing Requests

Overview Generate Certificate Signing Reguests (CSR)

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request
System Certificates has been signed, click "bind" to bind the request to the signed certificate issued by that autherity. Once a CSR is bound, it will be removed from this list.

T — b
d (Certificate Subject Key Length Portal group tag | Timestamp 4 Host
CN=ise14.lab7.com 2048 Sat, 5 Sep 2015 isel4

Endpoint Certificates view @oExpot | M€ Delete

Trusted Certificates

OCSP Client Profile

Certificate Signing Requests:

Certificate Authority

©2016 BRAG AR F25W
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E1%: W EFE ISE pxGrid F5 AIEFH, REHRAL (Submit)

License Warning
e /iy Home  Operations | Y Policy|Y  GuestAccess|Y  Administration | ¥

2 Identity Management i Network Resources [ Device Portal Management [ pxGrid Services [&5 Feed service 248 pxGrid Identit
Depioyment  Licensing logging  Maintenance  Backup &Restore  AdminAccess  Settings

Certificate Management

Overview

Bind CA Signed Certificate

* Certificate File [ Browse... | certnew-B.cer

‘System Certificates

Friendly Name |

Endpoint Certificates Validate Certificate Extensions [] @

Trusted Certificates
Usage

OCSP Client Profile

Certficate Signing Requests

Admin: Use certificate to authenticate the 1SE Admin Portal

EE (cencel |

K. F.

£ ISE 7 s _F 5 FH pxGrid
1 #-E #( Administration)-> R 4t (System)-#& (Deployment)->ZRH &7~ ISE 35 535 A pxGrid
At

I — .
5 4 Home  Operations| Y Policy | Y Guest Acress| ¥ Administration | ¥ \

22 1dentity Management B Network Resources [ Device Portal Management [ pxGrid Services [ Feed Service 4.8 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > ise14

Deployment
- Edit Node
avle- @ — .
Settings Profiing Configuration
> of Deployment
% PAN Failover
Hostname ise14
FQDN ise14.lab.com
1P Address 10.0.0.15
Node Type Identity Services Engine (ISE)
Personas

/I Administration Role PRIMARY Make Standalone

: [ Monitoring Role PRIMARY  ~ Oher Monitoring Node

Policy Service

Enable Session Services

Include Node in Node Group 0

Enable Profiling Service

BIFH: KIF pxGrid RS LB IEEIZITHBH “JHRHAB3EM” (Enable Auto Registration)
BH (Administration)->pxGrid &% (pxGrid Services)

HEE: RRE/LEN RS HI pxGrid AR5

License Warai- 0
4 Home  Operations | ¥ Policy | ¥ GuestAccess| ¥  Administration | ¥ Assistant ~
oo System 8 Tdentity Management: B Network Resources [24 Device Portal Management [ pxGrid Services [ Feed Service 248 pxGrid Identity Mapping
[ Enable ] l“= ble i !
View By Capabiliic

[ cies OO
ofEnatle  @Disstle  Qhoprove @ Group M Decline @ Delete ~ | @-Refresh | Total Pending Approval(0) 1-20f2  Show > v perpage Page[1 3| of1
0/ | cientName Client Description Capabilities Status Client Group Log
O » ise-admin-ise14 Capabilities(3 Pub, 1 Sub) Online Administrator View
O » ise-mnt-ise14 Capabilities(2 Pub, 0 Sub) Online Administrator View

| Server Response
Irm.madmpmru l ( Should see ] lient action completed successfully
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At E CA ZZiIFBHY FireSIGHT & dhiy

AT, G RIE BRI (CA) Z 41 AEBLE FireSIGHT & # .0 (FMC). FireSIGHT % # .0 FAEH AN
CSR 153K M FireSIGHT & # H.0O 88 & (FMC) #4781 . CA RS #8FF H 52 X pxGrid &R % CSR i >R i3t
&Léﬁ}?%E{M F“ACIE%G%UEq%O

FMC iE 15 F1 FMC %4335 EAL 2] FMC AEGE B FEH . CA MRIUET &3] FMC 2{51% CA FEH.
$¥1%: K FireSIGHT fA%H

FEE: R EIFLE pxGrid RIBELE P HETE L

openssl genrsa —-des3 -out sourcefire.key 4096

B2 A CSRIER

openssl req —new —-key sourcefire.key -out sourcefire.csr

$3%: 1] WinSCP ¥4 34 M FireSIGHT & i r.0» (FMC) PAAH 7 R & #13] PC

B admin - 5dmin@10.0.0.21 - WinSCP (=2
Local Mark Files Commands Session Options Remote Help

[ & G synchronize B &P [F] @ | | £ Queve v Transfer Settings Default LR

[ 2dmin@10.0021 |G New Session

&, C: Local Disk CEE e EERE % 1, admin ~EE e B & & | G Find Files | B

B (& [l Download [l | [ Edit 3¢ 4 [ Properties | £5 (3 =]

Ci\sme_certs Nolume/home/admin

Neme Bt Sze Type Sze Changed

P Parent directory 10/2/2014 11:48:14 AM
[} fme.cer 14988 CERFile | 17448 9/5/201542425PM

|2 fme2.key 19588 KEYFile 8/31/2015 || | 2] sou | 32478 9/5/20154:23:24 PM

FaL: HHHEE N pxGrid BACKE FMC CSR 1R EHl/ALNE 2] “1ERIUET” (Request a certificate)-> 524 H
F1iE3K” (Advanced User request) ', SRJEHEAC. %K base-64 Fahd#% =L 1S

Microsoft Active Directory Certificate Services — lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
by an external source (such as a Web server) in the Saved Request box.

Saved uest:
VWaBFVLNNG L4Y)VPUPOYNSPZMeqTBuYiOyV2ZIT7nBYuR
Base-84-encoded AVIIBBLOMzE [LIHYXBBBEXK /wdLiX + OEwSTtzdye
request |, Mg IgjGT2gv3EFYSL3EEC
(CMC or pmKTmMKIIKu: u aygKnbzASUb2LuwMjoBcS e/ TEVMpDc
PKCS #10 or CLHK?DHrDeoGDabHcY/3K /CV3qophHay4hLjj5KZodFn:
PKCS #7): I]TMApy9KCSVRZLsUBIOE7 /) BIFMdzZ 5 aillrOKSyVMQ=
————— END CERTIFICATE REQUEST————-| p

Certificate Template:
| pxGrid

Additional Attributes:

Attributes:

4

| submit > |

B5%: T[4 base-64 Zfig XK CA HIEF
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atfran]es
CISCO.

F6L: B CANIED 1443 FireSIGHT & HZfE/F CA fErh
HEFE->XTE (Objects)->H R EH (Object Management)->PKI->32{5/FE CA (Trusted CAs)->¥R 152

{54E CA (Add Trusted CA)-> AL TR B CA EH, RIGRFE (Save)

8B 7%: ¥ FireSIGHT & 1.0 A FAEP AR FAEF] FMC N HBE 2

Import Trusted Certificate Authority

Name: | CA_root

----BEGIN CERTIFICATE -

MRMWEQYKCZImIZPYLGQBGRYDY29tMRQWEGYKCZIMIZPYL GQBGRYEDGFINJEGMB4G
IDIyODI4WhN

MjAWNTE4MDIZODI4WIBNMRMAEQYKCZIMIZPyL GQBGRYDY 29tMRQWEQYKCZIMIZPY
i U

XSU4NDIU ]
MAOGCS: 8b/nFY
1K
66070+ FpYGUILO!
XGINAQaTYID el Q) U
GLpNgBY sanehDIMWTURLDBUZ +Ce YHCAO+eC+
J9gbakGI0emWS! b0,
QH/MBOGAIU IdDGQWBBRF
QUHQTRZZOISTETAQ)
/AQsFAAOCA 00

Nywouek qcg p
XKzZnRveMAaCK + xBrhUVEOYY 72TOPYZDGRSHVZXrwH04CswHnuzavlyCIKEHIH
i JghwizGd

() Encrypted, and the password is:

HFE->KTR (Objects)->XT R EF (Object Management)->PKI->H E{EF; (Internal Certs)->¥s 1

Sourcefire CER 3CfEF1 Sourcefire KEY 34, #R/51F7F (Save)

Add Known Internal Certificate

Name: | FMC_Chcert

(Certieate Datalor fchooeeta fic]

MIHZTCCE T . o
CZImiZPyLGQBGR) EQVKCZImiZPYLGQY
y FRFMTFT OTAIMJEYMTT
i MAKGALUEBhM Bl o
i 1L YOV (JEUMBIG
ALUEAXT it IBpYZhABGFINI5)
£0g cAQD Rgezt
e

----- BEGIN RSA PRIVATE KEY-—-

-y fid J JmIWMQISZpnCu
ug7011Uly OoGFI3t7Z7LRY -
IQPEIFQTW1CX 57526P7EKIT: USq8MF
SQKzuNdHr/L: I7HKKEABEACT;

rh9496 -T/C3yKghL8- COVtLCwB3pzIP

A !

() Encrypted, sword

5 CA ZRZIEBBELE pxGrid {CIE

pxGrid fXEE 7 7 FireSIGHT ‘& P+ A1 ISE pxGrid 5 fiZ (B FE B EC B AE(E . 75 2 ISE pxGrid 15 s 1) 1P Hh
bk %% FireSIGHT 48 B A0 19 A FLIE TR 281 S0 #F

FireSIGHT & # Fp Oy ) FEE 15 FHAE EMLUE 15 . CA MRIEAVE FHAE CA IET.

FireSIGHT % 4H SR 2 EHLEH . 1Ak, 0¥ 75 B H I,
E1®H: [ winSCP ¥ pxGrid fEE 1% 2] FireSIGHT & B %] &

F2F: I WinSCP s HAth 777544 FireSIGHT AJLIETS. FireSIGHT CA 2 4HA1 CA #RIE 15 4L 2
FireSIGHT MC /Volume/home/admin

©2016 BRARZ AT
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B ASINBIEETURE
$3%: Wid SSH 4£4i 3| FireSIGHT & #0488 AN DL T P24

sudo bash sfdc-pxgrid agent v1.0.35.sh

HS A BAR LT WA

Verifying archive integrity...All good.
Uncompressing Cisco pxGrid Agent Installer......
Installing the agent...

Installing the pxGrid libraries and Perl module...
Setting up the agent to be managed by PM...
Installation done!

Configuring pxGrid...

Below you will be asked a series of questions relating to your pxGrid install
and the files supporting it.Health alerts WILL be generated by PM until the
configuration is completed, however.The answers to these questions will
populate the /etc/sf/pxgrid/pxgrid.conf configuration file, which can be
manually modified later at any time.A configuration example is provided in the
same directory with the filename pxgrid.conf.example.

To get this all to work, the agent will need to connect to a pxGrid server.
This is typically your Cisco Identity Services Engine instance, which must also
have the pxGrid service enabled.

What is the IP address of your pxGrid server
> 10.0.0.0.15

Every agent connecting to pxGrid must have a unique host certificate which will
be used to identify the agent host.Associated key and CA certs must also be
provided.

What is the full path and filename to the host certificate?
> /Volume/home/admin/sourcefire.cer

What is the full path and filename to the host key?

> /Volume/home/admin/sourcefire.key

What is the host key password?

> ciscol23

What is the full path and filename to the CA certificate?

> /Volume/home/admin/root.cer

Configuration witten to /etc/sf/pxgrid




REVEHRIERR

$4%: FireSIGHT EH A 0N L RINEM A pxGrid % 7 5t 311 [ EPS KA 3
I FEH (Administration)->pxGrid J#%5 (pxGrid Services)

I— £ Home  Operations | v policy | ™ Guest Access | ¥

oo System 52 Identity Management i Network Resources

elay

fEnble  @Disble  @Approve @ Growp Wi Deciine (@ Delete +

[0 Client Name Client Description

L3

& Refresh  Total Pending Approval(0) v

Capablities

Status

Administration | ¥

24 Device Portal Management [ pxGrid Services i) Feed Service

Lcense:

248 puGrid Identity Mapping

atfran]es
CISCO.

OEnable Auto-Registration Disable Auto-Registratior

View By Cape

1-30f3  Show 25 | perpage Page of 1

Client Group Log
O P ise-admin-ise14 Capabilities(3 Pub, 1 Sub) Oniine Administrator View
O » isemntise1d Capabilities(2 Pub, 0 Sub) Online Administrator View
O v fsmeagentsd Cisco FireSIGHT Management Ce...  Capabilities(0 Pub, 1 Sub) Oniine EPS View
pabllity Detal 1-10f1  Show 25 v perpage Page[1 3| ofl
Capability Name Capability Version Messaging Role Message Filter
O EndpointProtectionService 1.0 sub

abilties

©2016 BRARZ AT
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FireSIGHT pxGrid %M RiiER

AT, pxGrid AN 4% %) FireSIGHT & HE A0 KRG G pxGrid S26 2 AMREERL, X ik
AR AR e 87 43 B 21 2% B 0 SRR SRS i $2 4 pxGrid ANC Thg .

X EEAM RS 45
o [®BE (Quarantine) - ARHEIH 1P HuhikFe &5 4 i
o WO (portBounce) - £ B a4 £ WL 1
o %It (Terminate) - £ 1R A - 221
o XU (Shutdown) - 5 3 AL 5G], IXAG7ES ML ML E FAfA “shutdown” dr 4
o EIHMUWIE (reAuthenticate) - FHN 2 T #EAT S 4y B IE
o EUVHKRE (UnQuarantine) - B g 25 4

& FireSIGHT pxGrid #p R4k

B1E: N pxGrid RS 4% 2 FireSIGHT & H .0
EPEREE (Policies)->EAE (Actions)->#ME (Remediations)->HE (Modules)- 22355 L (Install a
new module), Y% Jf AL pxGrid_Mitigation_Remediation_v1.0.tgz SCff .

Install

BIEFT L

F1E:  QIEHM pxGrid 241
1P SERE (Policies)->EE{E (Actions)->%MB{ (Remediations)->SE4] (Instances)->%sINFT L4 (Add a
new Instance)->HE2% (Module type)->Talos L4 = - pxGrid Z2f# (Talos Labs - pxGrid
Mitigation)->%s 1 (Add)->3E2H 4 FR (Instance Name)->pxGrid->8#& (Create)

Create ][ cancel




REVinERIEIER cisco

8122 FireSIGHT pxGrid £Efi# 38!
XA TE SCAE D9 5350 3 72 28 s b Ak AR RO B0 SRR U ) pxGrrid ANC 22 i3k

AB: RETRABITIES

RE

R 22 A 1) 22 ol 128 2 M 45 A

F1E: K& (Policies)->EAE (Actions)->F#MRL (Remediations)->1EHR (Modules)->Talos 324 % - pxGrid Z4#
(Talos Labs - pxGrid Mitigation)->E.Ft B 524 (Configured Instances) T ¥l pxGrid

L2H: g “BORE” SRIBEZBIRGINH MBS E

E3E: HAAMALFR: Quarantine_SourcelP

LAL: XN TEMAEAE, BN THEREFEREE (quarantine)

B5F: AHTRTE (Save)

portBounce

MR HE 2 YR A1 2 portBounce 2% fif 44 F

14

$£25:
$F3:
$45:
E5%5:

TREG (Policies)->#E{E (Actions)->5L4 (Instances), i CHECE ISLH] (Configured Instances) T
“pxGrid” SRR KE

MR Fi s ik BRER ARV (Mitigate Source), R )5 SN (Add)

HIANKNR A FR: portBounce

T RMEERAE, 15N NPk i O Bk% (portBounce)

HiREE (Save)




' Wl
L& {EIER ICIII!".véIC)

EHSHEIE
HELAR A 0 T3 4 B A £

F1H: KW (Policies)->HRIE (Actions)->SEH) (Instances), a7 CECE IS4 (Configured Instances) T
“pxGrid” 4 HITBORE

F2h: NFhEphikFEEMIE (Mitigate Source), 7R )5 A4 (Add)

E3IL: HAFKAFR: reAuthenticate

LA NTHMAEAE, SN TR EFERHHRUE (reAuthenticate)

E5%: S EHRSF (Save)

ices Objects | AMP

KH]
HRA RV O 2 K I 1

F1H: K& (Policies)->#1E (Actions)->SEH| (Instances), o S ECE FISEH] (Configured Instances) T
“pxGrid” FHIHKE

$F28: NI s ik REMEIE (Mitigate Source), A5 540 (Add)

E3H: WA KHLFR: Shutdown

FAL: XN TRMERE, BN TFH SRR IEEERA (shutdown)

E5%5: SRERFE (Save)
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Overview Analysis LLIHSEEN Devices Objects AMP

Access Control Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors Users  Correlation Actions » Instances

Task Notification
Task Status Your task Installation Setup (Register)
succeeded at Sat Aug 22 09:19:25 2015

red. Check
task status to monitor s

Edit Remediation

Remediation Name Shutdown
Remediation Type Mitigate Source
Description

Mitigation Action [ shutdown

Whitelist
(an optional list

save ] (cancel J(_bone

2k
HRA AR G 24 1 AR A

$1F: ERE (Policies)->1E (Actions)->3E4) (Instances), a7 CEC B K524 (Configured Instances) K
“pxGrid” EFUHBKE

E2E: NTH R EFRZMBIR (Mitigate Source), 785 58N (Add)

Fi3H: HWAKALFR: Terminate

Ba4L: XNTEMERE, BN TH SRR EFA L (terminate)

B|5%:  AULRTF (Save)

Access Control Intrusion v Files Network Discovery ~ SSL  Application Detectors  Users  Correlation Actions > Instances

Task Notification

Remediation Name Terminate
m Mitigate S¢

DDDDDDDDDDD

i Actiol mi

Whitelist

(an aptional list of networks )

BGEPRES

41 22 e ) 7 B30 ot 8 % e

$1F: KR (Policies)->1E (Actions)->3E4) (Instances), a7 CE B K)S24) (Configured Instances) K
“pxGrid” SRR KE

28 NI H ik REMEIE (Mitigate Source), A5 540 (Add)
E3F: HAAKLI: UnQuarantine_SourcelP




sl el ]l
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BaE: WTEMEEANE, BN TFHREAPEFIIEFEE (unquarantine)
$E58: AR (Save)

Overview Analysi Policies ol

Access Control | Intrusion v  Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation = Actions > Instance

s Objects | AMP

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Edit Remediation

Remediation Name UnQuarantine_by_SourcelP
Remediation Type Mitigate Source

Description

Mitigation Action | unquarantine  + | (:
Whitelist

(an aptional list of networks )

save || cancel || Done

©2016 BRAG AR E35M
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FireSIGHT pxGrid N\ {25& 1%

AT T, K20 E pxGrid N2 5FME 3K H 358 ) FireSIGHT 14/ 8% . 5 1% €14 “SERVER IIS CMD.EXE
i ” F), 2] A R P R N www.yvahoo.com/cmd.exe I}, IXAGHRYE CECSERE CHUIH G o Bt
HKEEBRAN) A MNREAE .

B1E
g2¥
B3F
F4P

B5F

Fed

S 21 5K #& (Policies)-> A\ 12 (Intrusion)-> A\ 2K (Intrusion Policy)
M A SRR (Create Policy)

V438 S fiv 4 4 pxGrid_Intrusion_Policy

BRI K#E (Create Policy)

Create Intrusion Policy

Policy Information
Name * | mxGiid ntrusion Policy
Descrption [

Drop when Inline (]

Base Policy | No Rules Active

+ Required e ———
({Sreate roliey ) [Greste and sdit poliey ) (_cancel

R d3->pxGrid_Intrusion_Policy PLi#3H17 4w

Access Control  Intrusion » Intrusion Policy  Files  NetworkDDiscovery ~ SSL  Application Detectors  Users  Correlation Actions v
Import/Export Rule Editor Access Control Policy Network Analysis Policy.

¥ Compare polices | (© Create Poicy

Task Notification & x
‘Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Intrusion Policy Drop when Iniine Status  Last Modified I
Initial Inline Policy - sd.lab6.com s N ntrol polces use tis ol 20150907 12:30:49 ER & &
Default policy Policy not applied on any devices Modified by “admin® <8
Initial Passive Policy - sd.Jab6.com . No access control polces use this palicy 20150907 12:30:45 ERY &
Default policy 2 Polcy not applied on any devices Moified by “admin” <8

You are currently edting tis polcy 0907 20:37-
PGrid_Intrusion_Policy* No No access control policies use this poli [Roea g ERe 6

Policy not applied on any devices Modified by “admin”

B> (Rules) H5%F emd.exe #4713, SRJG1EFELL T HE0]

Overview Analysis JLIISEEEE Devices Obj AMP
Access Control Intrusion » Intrusion Policy Files Network Discovery SsL Application Detectors Users Correlation Actions ¥
Edit Policy: pxGrid_Intrusion_Policy
Task Notification ®
Task Status Your task Installation Setup (Register}
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered, Check task status to
monitor progress.
Policy Information /&, Rules
Rules Rule Configuration Filter: [cmd exe
FireSIGHT Rec Busicoptent Filter returned 21 results
Categor
@ Advanced Settings [ AR =v T @~ (TR v
app-detect Rule State Event Filtering Dynamic State Alerting Comments
Policy Layers i
L ) GID SID Message a
browser-chrome [0 1 17442 FILE-OTHER Microsoft Windows download of .Ink file that executes cmd.exe detected
browser-firefox ()1 18756 INDICATOR-COMPROMISE Microsoft emd.exe banner Windows 7/Server 2008R2
browser-ie ()1 18757 INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows Vista
browser-other O 1 2123 INDICATOR-COMPROMISE Microsoft cmd.exe banner
browser-plugins 1 30380 INDICATOR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs
browser-webkit 01 3193 SERVER-IIS .cmd executable file parsing attack
content-replace @ 1 1002 SERVER-IIS cmd.exe access
1 23626 SERVER-IIS cmd.exe access
Classifications: ¢
™ 1 1661 SERVER-1IS cmd32.exe access

Bl e Wi s B B

©2016 BN ARG AT F 36 M
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BT1H:  AHEHNARE (Rule State) > £ i ZH 4 (Generate Events), 78 /5% (OK)
[ overiew nayss [N Devices o

Access Control  Intrusion * Intrusion Policy = Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

Edit Policy: pxGrid_Intrusion_Policy

ts | AMP

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
manitor progress

Policy Information /&, Ru
Rules Rule Configuration Filter: [cmd exe
FireSIGHT Rec BulsiContent Filter returned 21 results
Category
® Advanced Settings = 7 b - @r Ov
2pp-detect Rule State _Event Filtering [Bynamic State Alerting Comments
Policy Layers blacklist

Generate Events -

browser-chrome DTHER Microsoft Windows download of .Ink file that executes cmd.exe detected

Drop and Generate Events

browser-firefox ( [ATOR-COMPROMISE Microsoft cmd.exe banner Windows 7/Server 2008R2

browser-ie L LATOR-COMPROMISE Microsoft cmd.exe banner Windows Vista
browser-other 1 2123 INDICATOR-COMPROMISE Microsoft cmd.exe banner
browser-plugins (1 30390 INDICATOR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs
browser-webkit 01 319 SERVER-IIS .cmd executable file parsing attack
content-replace # 1 1002 SERVER-IIS cmd.exe access
[ e ™ 1 23626 SERVER-IIS cmd.exe access
# 1 1861 SERVER-IIS cmd32.exe access

B8P ERZER FHINHE, £Y “CRIEE 3 MMIKHIPRE " (successfully set the rule state
for 3 rules)

F9P: LidiKEE{EE (Policy Information)

Ovel Pol

w Analys

TN Devices Objects | AMP

Access Control  Intrusion » Intru

n Policy Files Network Discovery SSL Application Detectors Users Correlation Actions v
Edit Policy: pxGrid_Intrusion_Policy

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Men Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

FUM(V Information I Rules

Rules I Filter: [cmd exe
FireSIGHT R Eefsicontent) Filter returned 21 results
Advanced Settings Cabegory, =v - v Ov
app-detect Rule State Event Filtering Dynamic State Alerting Comments
olicy Layers blacklist ) 6 s Message s
browser-chrome 1 17462 FILE-OTHER Microsoft Windows download of .Ink file that executes cmd.exe detected
browser-firefox (1 18756 INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows 7/Server 2008R2
browser-ia 01 18957 INDICATOR-COMPROMISE Micrasoft cmd.exe banner Windows Vista
browser-other 01 2123 INDICATOR-COMPROMISE Microsoft cmd.exe banner
browser-pluging ()1 30390 INDICATGR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs
browser-webkit 1 3183 SERVER-IIS .cmd executable file parsing attack
content-reptace &1 1002 SERVER-TIS emd.exe access
™ 1 23626 SERVER-IIS cmd.exe access
&1 166t SERVER-IIS cmd32.exe access

erview Analysis ts | AMP

Access Control Intru n »* Intrusion Policy Files Network Discovery SS5L Application Detectors Users Correlation Actions v

Edit Policy: pxGrid_Intrusion_Policy

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Policy Information /&, Policy Information

Rules

Name [pGrid_Intrusion_Palicy
FireSIGHT Recommendations

Description

Advanced Settings
Drop when Inline @]
Policy Layers

| Base Policy | No Rules Active 3]
@ The base policy is up to date (Rule Update 2014-09-02-001-vrt)

This policy has 3 enabled rules
= 3 rules generate events
€ 0 rules drop and generate events

No recom i have been generated. Click here to set up FireSIGHT recommendations.

lCﬂmm\t Changes I

Discard Changes

©2016 BRAG AR BITM



sl el ]l
L& {EIER CII S CIO .

BN H: SdiFE (0K)
125 IEFIYIEIREE (Policies)->T) 1) #H] SRH% (Access Control Policies)->ERIANZ il (Default

Intrusion Prevention)

Overview Analysis JIZJIIJEER Devices Objects | AMP A Health System Helpv admin v
Access Control Intrusion ¥ Files Network Discovery SsL Application Detectors Users Correlation Actions v

Object Management Intrusion Policy Network Analysis Policy Import/Export

[ 4 compare policies | [ (& New Policy |

Access Control Policy L3 Status |
5 . Applied to 1 out of 1 targeted devices e .
Default Intrusion Prevention Ubcto-date on 1 devices [CANRE P4 &

E13H: £ “BRINEAIE” (Default actions) F, M FHi%)FRHi%EF pxGrid_Intrusion_Policy

Overview Analysis LISEEN Devices Objects | AMP A Health System Help v
Access Control Intrusion v Files Network Discovery SSL Applicatien Detectors Users Correlation Actions ¥
Default Intrusion Prevention Vou have unsaved chonges | [ save | [ @ concel ][ 4 save

Enter a description "

m Targets (1)  Security Intelligence  HTTP Responses  Advanced
&R Filter by Device (@ Add Category () AddRule  Search Rules

e LT DLE;Iﬁ
Administrator Rules
This category is empty
Standard Rules
This category is empty
Root Rules
This category is empty
Default Action Intrusion Prevention: pxGrid_Intrusion_Policy| M |
#: mlib
E14L: I (Save)
47 T B IR (Logging) IR
158 SR A T HEIRR (Logging) Elbr
Overview Analysis JIJIGEEN Devices Objects | AMP A Health System Help v admin v
Access Control | Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions v
Default Intrusion Prevention X 1 (eucancaly) widisaceand sprivy)

Enter a description
Targets (1) Security Intelligence  HTTP Responses  Advanced
#R Filter by Device (@ Add Category (@) Add Rule | Search Rules

- i sl

Administrator Rules

This category Is empty
Standard Rules

This category is empty
Root Rules

This category is empty
Default Action Intrusion Prevention: pxGrid_Intrusion_Policy i @

165 MEEEITHMES R T HHEids. &8 “BhifiH .0 (Defense Center) /£ 4 H b
E1TH: ridiHE (OK)

Logging
@ Log at Beginning of Connection
@ Log at End of Connection

Send Connection Events to:
@ Defense Center
(O sysiog MG

() SNMP Trap v @




REVEHRIERR Cisco.

F185:
19

F20 %
BANH:

F2F:

E 035

FHRFEF M (Save and Apply)
TS NAZE B LR N2

Apply Access Control Palicy
Access Control Policy: Default Intrusion Prevention

Apply this Access Control policy and all associated rule canfigurations, objects,
and policy changes to affected devices.

| appyan || oetsils.. |[ I Caneel

RN (Apply Al
1 MZ A BT S E I BAF

Apply Access Control Policy

Policy apply task queued.
Task Status

MiiHRE (OK)
%P RS (System)->MiF% (Monitoring)->fE &R (Task Status) DAIREUEE R, 157E BT 5% E RN 5E %

Overview Analysis Policies Devices Objects & AMP

Local * = Updates Licenst

Job Summary [:
Running 0 L3
Waiting 0
Completed 12
Retrying o
Failed 0
Jobs

e e ——— L o

[ Active Directory Download Tasks
0Running 0 Walting 1 Completed 0 Retrying 0 Failed

Download users/groups from Lab LDAP dewnload successful: 37 groups, 8 users downloaded 2015-09-07 18:46:11 2015-09-07 16:46:12
LDAP Download

(= Policy apply tasks

0 Running 0 Waiting 4 Completed 0 Retrying 0 Failed
Apply Default Intrusion Prevention to 192.168.1.51 Access Cantrol Policy applied successfully 2015-09-07 17:51:37 2015-09-07 17:52:37
Access Control Policy
Network Discovery policy apply to 192.168.1.51 0009 19eear 00 17eeas
Nework Discovery ROy Network Discovery policy successfully applied 2015-09-07 17:52:37 2015-09-07 17:53:38
apply Batauls Intruslan Pravsation i 192.104.1.51 Access Control Policy applied successfully 2015-09-07 21:10:39 2015-08-07 21:11:27

Access Control Policy

Pply Default Intrusion Prevention to 192.168.1.51 Access Control Policy applied successfully 2015-09-07 21:12:33 2015-08-07 21:13:19
ccess Control Policy
= on




REVIEHRIEER

lllllllll
CIsCO.

FireSIGHT &350 0

FEAT T, FRATE SCELAR N 2 BRIV 0] SEBE b BRI o St BRIA VT 1) 5B L A0 45 pxGrid A\ 5Klg . b
FUE R HTTPHTTPS WA, TR X SRR 4015 B0 5 2 FireSIGHT & # Lo BIER NN
UnQuarantine 0% H T 32 il % unquarantine $hKEEA HIE R H .

14

S 55K 8E (Policies)->Vj [a]#2#)] (Access Control)

B2y AR ERRSERIANRY S (Default Intrusion Prevention)

AMP

Network Discovery SSL

Overview Analysis ZIITEN Devices Objects

Access Control Intrusion ¥  Files Application Detectors. Users

Access Control Policy

Correlation

Actions ¥

A Health System Help ¥ admin

@DJe:t Management Intrusion Policy Network Analysis Policy Import/Export

[ ¥ compare plicies || © New Policy

Default Intrusion Prevention

Applied to 1 out of 1 targeted devices

E3L:
a4k
EB55:
ek

#B71%:

RN (Add Rule)

BRI 44 “HTTP Checks”
EPENG O (Ports) &I~

% HTTP 1 HTTPS 1£5 H brii

Add Rule

Name  HTTP checks ™ Enabled Insert | below rule MNES

Action |+ Allow ~| IPS: no policies  Variables: n/a Files: no inspection Logging: 1o logging

Zones Networks VLANTags Users Applications m URLs Inspection  Logging

Up-to-date on 1 devices

Commen its

Available Ports & Q

24, Search by name or value ‘

Selected Source Ports (0) Selected Destination Ports (2)

o HTTRS

F £ WrTP
o Aol s

5 Bittorrent

£ DNS over TCP ‘

¥ DNS over UDP
o FP

o HTTPS

& HTTP

o AP

o oap

£ NFSD-TCP

e o] 2]

Protocol Protocol

i TIPS H1%E# pxGrid_Intrusion_Policy

Add Rule

Name |HTTP checks ™ Enabled Insert | below rule

Action |« Allow hd IPS: pxGrid_Intrusion_Po... Variables: default Files: no inspection

Zones  Networks VLAN Tags Users Applications m URLs

o1

Logging: no ogging

Inspection Logging Comments

Avallable Ports € @

%, Search by name or value |

Selected Source Ports (0)

P AoL
¥ Bittorrent
Add to

44" DNS over TCP
‘ Source

+4” DNS over UDP
o F1e

7 HTTPS

& HTTP

o Map

o LoAP

¥ NFSD-TCP

| o o] L |

Protocol

Selected Destination Ports (2)
o HTTRS &
e 8

Protocol

| o eer o | |

Add J|

Cancel |

©2016 BRAG AR
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E8E: EFEHBZILF (Logging)

Add Rule X
Name |HTTP checks © Enabled Insert | below rule > 2

scton o ] 178 e nirln .. Valbln il e o pacn Lo ceoecions 2

Zones Networia VU TageUsers_dpplestions_ports_Unls tnspecton Comments

 Log at Beginning of Connection
{4 Log at End of Connection

File Events:

Send Connection Events to:

@ Defense Center

(0 Sysiog v

() swe Trap v

lllllllll
CIsCO.

(i) (o
Vitd Y [/\ w3
/R NS
BoH: BNIZEILUUTHARE
Overview Analysis IEIEEER Devices Objects =~ AMP A Health System Help v admin v
Access Control | Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation | Actions ¥
Default Intrusion Prevention You have unsaved changes | [E] Save || €) Cancel || §# Save and Apply |
Enter a description
m Targets (1)  Security Intelligence  HTTP Responses  Advanced N
88 Fiter by Device B e N eoreh Rales
Source Dest Source Dest
Name Zones. Zones. Networks ~ Networks  VLANTags  Users Applications  Src Ports DestPorts  URLs
Adminlstrator Rules
This category is empty
Standard Rules
e = =
1 HTTP checks AL o Alow Bo 28
Root Rules

This category is empty

F10F: EFEFF (Save)

Overview Analysis LLIHGEER Devices Objects | AMP

A Health System Help v admin v

Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation Actions v
Default Intrusion Prevention You have unsaved cwmesl\ [ save i @ cancel || o saveand apply |

m Targets (1)  Security Intelligence  HTTP Responses  Advanced

il Filter by Device

@ Add category () Add Rule  Search Rules

2T E . B eene e | Wl

#  Name Zones Zanes. Networks  VLANTags  Users Applications | Src Ports. DestPorts  URLs Action U
Administrator Rules

This categary is empty

Standard Rules

1 HTTP checks 5:?;5 o Allow Bo £8

Root Rules

This category is empty

3¢ x |

EN L EHRFIHFHA (Save and Apply

Overview Analysis JUITSEEN Devices Objects = AMP

Access Control Intrusion v Files Network Discovery S5L Application Detectors Users Correlation Actions v

Default Intrusion Prevention

Enter a d

iption

m Targets (1)  Security HTTP

A Health System Help v admin v

&8 Filter by Device (@ Add Category () AddRule  Search Rules

DB R B e e | Sl
# Name Zones Zones Networks Networks VLAN Tags Users: Applications  Src Ports Dest Ports URLs. Action v m B =
Administrator Rules

This category is empty

Standard Rules

1 HTTP checks 3 5 2 an j::E;s o Allow Ho 8

Root Rules

This category is empty

Default Action Intrusion Prevention: pxGrid_Intrusion_Policy

Qo r ]

©2016 BRAG AR
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B128: SEEHNA (Apply Al

Apply Access Control Policy
Access Control Policy: Default Intrusion Prevention

Apply this Access Control policy and all associated rule configurations, objects,
and policy changes to affected devices.

[ appyan | petais.. |[ [ Gncel | |

B3P EBIIZER] RIS SRS (Policy apply task queued), i\ (OK)

Apply Access Contraol Policy

Policy apply task queued.
Task Status
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Bc & ISE EPS AR & bR = IR AR EE

AU FE ISE HJE H EPS BAAAE ISE Hh O Ra S ARG 23R £ ISE 1.4 h,  “Zamf{Ryr RS Hind

N CHENMZES]” o FEISE2.0 HF, BAEN TSR ESS, £ “FH” (Administration) N A HiE

7 XA 2 428 i iR 55 10

FER:  ISE 2.0 Y EE N KI5 SR B BUR T M ) AdaptiveNetworkControl Capability B pxGrid 25 /7. %I F FireSIGHT IR0 ME 5 H3EMN
Itt. FireSIGHT &8 ¥ % EndpointProtectionService Capability 34k T ISE AU 5EME . 5E=, 7 ISE 2.0 dh, ZifER pxGrid

GCL EPS_unquarantine BiASREUGEBRES 2. X7E FireSIGHT S0 AiEd 6132 unquarantine JXBXERES, BUHRECHINIFHIGBUERE/
R RN NS EC ) unquarantine X CERBE SR T .

E1&: 5o ISE Kuifry AR5
Z3 (Administration)->& 4t (System)->% B (Settings)->Z {3 {5 (Endpoint Protection Service)
F 8 &Ry k% ->TR 47 (Save)

AE: ZIRRIRSIE ISE 2.0 FTER; BIMVER TSITFULRS

License Warning | |
/0 Home  Operations| ¥  Policy| ¥  GuestAccess!*  Administration | ¥ i

dentity Management | Network Resources [&) Device Portal Management |l pxGrid Services |, Feed Service 8 pxGrid Identity Mappir

Deployment ~ Licensing  Certificates  Logging  Maintenance  Backup &Restore  Admin Access
Settings Endpoint Protection Service

i= Client Provisioning

i= FIPS Mode Service Status Enabled =

i= Alarm Settings
» [ Posture

i= Profiling Save Reset
» £ Protocols

B2 QIR ERBECE S
$RBE (Policy)->3RHEJTE (Policy Elements)->%5 58 (Results)->1%1X (Authorization)->3Z At B L4
(Authorization Profiles)->%s il (Add)->%#% (Name): Quarantine->f£7F (Save)

< S ise 7> Home Operations| ¥  Policy| ¥  GuestAccess|¥  Administration | ¥ -
|4 Authentication |8, Authorization 4 Profiling =) Posture |5 Client Provisioning |5 Trustsec
Dictionaries. Conditions

Authorization Profiles > Quarantine

Results
( %) Authorization Profile
il L=
» B A Description ‘
* [ Authorization * Access Type |ACCESS_ACCEPT i
* [ Authorization Profiles .
Service Template

() Blacknole_Wireless_Access
(2 Cisco_IP_Phanes

(&) DenyAccess

(& Non_Cisco_IP_Phones

&4 PermitAccess

 Common Tasks

EE: fEAfIh, “UiE2EE” (Access Type) ¥ & AN ACCESS ACCEPT, LUERIBHEHEE i




REVIEHRIEER

atfran]es
CISCO.

F3H:

01 S22 o 8 PR A S

K& (Policy)->1%AL (Authorization)->%14 (Exceptions)-> -> D e e e I

BMAMUTHE:
N 4ZFR: EPS Quarantine

BB BRI &AEFN]:  Session:EPSStatus:EQUALS:Quarantine
PAUERC E SCF: Quarantine
B> (Done)

72> Home  Operations | ¥  Policy| ¥  Guest Access| ¥  Administration | ¥

€O loent ne
] Authentication 2] Profiling (@) Posture &) Client Provisioning (S TrustSec &, Policy Elements

Assistant ~
Authorization Policy
Define the Autharization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
[ First Matched Rule Applies -
+ Exceptions (1)
Status  Rule Name Conditions (identity groups and other conditions) Permissions
EPS Quarantine if ion: EQUALS Q hen  Quarantine Edit | v

FaE:

Rar->fR7F (Save)
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FireSIGHT &2 0 X BX TR K

FEATT R, KONRRES . ui Db H . BT ESARIRUE. I DGR 2 LRI R RS 6 2 FireSIGHT K HEME AR
o SXEE TN I HO A HL A E A AN RO N, 7R 2 AR i pxGrid ANC Z2fif kbt .

ARG BRI NS, AR5 QU MR . SCIRAEMOR AN LA B AR AR B . AR HORE 0 Bl AT H 4% B
M 7 o

B, R QU B ORHR NS . R QIR NS, DMEE R A NAR AR, K B B 22 im0 TP Huhik .
el 2 AL RS RS 7 BCAT B B AN RS M N o K e & 3 R pxGrid N AR SR I, IR A N 1R, IF Hid
fioh A AR o 0 RIS R 8 1 5 o 8 R 5 A 1 SRR A

g VR . BB S SR S I OR P 2R SRR [ A

ST Rl 25 Sy LA 2 i A R AR IR I B B A e, 4 i D (R Ry 5E URL 3 sl I, R AR AR 2855 (Y19 TP
bbb 3ot FEHCI B 5

m=
R B I

E1EH:  IKEE (Policies)->FKEk (Correlation)->SKEEEH (Policy Management)->8l £ 5 #% (Create Policy)->
pxGrid_ANC_Quarantine->f£7F (Save)

Overview Analysis [EBIGEER Devices

Access Control  Intrusion v Files  NetworkDiscovery = SSL  Application Detectors ~ Users  Correlation  Actions v

(el Rule Management t  White List  Traffic Profiles

save || cancel

[ © add Rutes

$E2E: IKHE (Policies)->FKEX (Correlation)->3 )& (Rule Management)->EZ N (Create Rule)->¥s 1N
N %2 FR->Quarantine_by_SourcelP, FHHALLTHZE, REHRF (Save)

GEE: EHURENR P it F2FRE AL &R




REVinERIEIER Cisco.

BIL

B4L

[Ooverview Analysis i N Devices Objects | AMP

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

Policy Management nm White List  Traffic Profiles

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Rule Information

Rule Name lquamnm ne_by_Sourcelp ]

Rule Description [

Rule Group [_ungrouped ¢ |

Select the type of event for this rule

" and it meets the following conditions:

(©.Add concition ) (@244 complex condition |

XI Source IP ) (s +] [192.168.1.7 | I

2 BE (Policies)-><Ek (Correlation)->3K IS B (Policy Management)->pxGrid ANC Quarantine>¥s
AN (Add rules)->pxGrid ANC Quarantine->¥8 0 (Add)

Available Rules

Select the rules you wish to add to this poliey, then click "Add".

= Ungrouped Rules
] portBounce_bySourcel
@ Quarantine_by_Source!P
(] Ungurantine
) shutdown_ySourcel?
) terminate_bySourcelP
| reAuthenticate_bySourcelP
| UnQuarantine_by_Sourcel?

White List Rules
() Default White List

add_] [ cancel

ok, BATEGINmR, 5 Em R (Responses) 1

Overview Analysis [IUINEEN Devices Objects | AMP A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

Alerts Remediations Groups.

LS Rule Management  White List __ Traffic Profiles 3

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information Vou have unsaved changes | Save [ cancal |
Policy Description [
Default Priority [(None+ |
Policy Rules [ © Add Rues |
T bl
Quarantine by SourcelP This rule does not have any responses. | Default_+ | uﬁ

©2016 BN ARG AT 46
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E5%: 4 Quarantine_SourcelP %% B4 AL HI WM. (Assigned Responses)->5 #7 (Update)->fR7F (Save)

Responses for Quarantine_by_SourcelP

Assigned Responses
Quarantine_Sourcel?®

Unassigned Responses

Shutdown
Terminate
UnQuarantine_by_Sourcelp
portBounce

reAuthenticate

| update || cancel

BoP: I AR T R R OISR S

A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors | Users  Correlation | Actions v

T il Rule Management  White List _ Traffic Profiles

Task Notification
Task st

© Success
Activated Policy: pxGrid_ANC_Quaranine

iR

B2 PR AR L NE AR B B N www.yahoo.com/cmd.exe, X2 T FireSIGHT [ pxGrid A2 5 & &k
A “SERVER-IIS.cmd.exe 7 ]~ UL B0 1T ik e NAR Ao & ol AR 9 20 BE 28] S B SRS v B s ST I 25 10
F14) I 55 2% it S 3 A T 5

EL1E: BAHPEHLNEEE PN www.yahoo.com/cmd.exe
E2h: KA “Web MM ” (Web Application Attack) N2 FHAF

Overview ECURENSER Policies Devices Objects | AMP A Health System Help v admin

Context Explorer Connections ¥ Intrusions » Events Files v Hosts v Users v Vulnerabilities ¥ Correlation v Custom v Search
Bookmark This Page Roport Designer Dashboard View Bookmarks Sagegh v

Events By Priority and Classification tswith worktio

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Men Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress
il 2015-09-08 17:02:58 - 2015-09-08 19:31:18¢
Expanding

No Search Constraints (Edit Search)

Jump to... ¥
o e oty e | couns
# () SERVER-IIS cmd.exe access (1:1002) high Web Application Attack 1



http://www.yahoo.com/cmd.exe�
http://www.yahoo.com/cmd.exe�

sl el ]l
L& {EIER lCll S CIO

FIL: XLk “RBFEAF”
THVE S ERE B U5 TP Huhik 1 3L T FireSIGHT LDAP/H A AL B K A E R

lealth System Help

Devices Objects | AMP

Centext Explorer |~ Connections v Intrusions v Files¥ | Hosts¥ = Usersv  Vulnerabilities v = Correlation » Correlation Events  Custom v  Search

Overview UM Po

Bookmark This Page Report Designer Dashboard View Bookmark
Correlation Events
Task Notification * L3

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress.
Correlation Events il 2015-09-08 17:02:58 - 2015-03-01 ;

No Search Constraints (Edit Search)

Jump te... ¥

O ~ Time Impact * Inline * Source IP Source X Destination » Destination * Security Intelligence * Source User * Destination * Source Port / *
Result Country Pl Country Category User ICMP Type
3 () 20150908 19u15:05 3 ol 192.168.1.7 9813018300 5 USA 4 John Eppich (jeppich, LDAP) 53245 / tcp

FaL: MHERNMSEHF—F M
THVE R H bpufi A1 pxGrid_Intrusion_Policy R A AL AR 35 B

es Devices Objects | AMP

text Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

CVE Analysis il

ks Search

19:27:21
=xpanding

Destination Port / *  Description X
ICMP Code

80 (http) / tep

B5F: BEERNEBIRN L F]—
TR T i A 7 P 14 9 125 8 A i 2 1) X BB SR AR SR IR )

alth System Help v admii

AMP

v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

Policy * Rule Priority ¥ Source »  Destination ¥  Ingress % Egress %  Device X Ingress *  Egress ¥
Host Host Security Security Interface Interface
Critical Criticality Zone Zone

pxGrid ANC Quarantine Quarantine by SourcelP None None Passive 182.168.1.51 gth2

©2016 BRAZG AR F a8 M
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E6P: ZAEISEHEFME, HEF “B1E” (Operations)-> “ S 31E” (Authentications)

Ucense Warning 1 | Iseldsd | O
.
Identity Services Engi —
i Bl ﬂ Horme: Operations R Policy A Guest Access | ¥ Administration | ¥ Setup Assistan
Authentications i Reports licp Adaptive Network Control ", Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices '© RADIUS Drops 7 Client Stopped Responding Repeat Counter ¥
o 0 0 1] 0
[l Show Live Sessions 4+ Add or Remave Columns = 5 Refresh &) Reset Repeat Counts X Refresh| Every I minute  v| Show| Latest 20 records v | within| Last 24 hours
Status i . i i - i . ol - i ol . i
Tima . Details  Repeat Count ‘]dent\ty | ‘Endpclm ID | ‘Endpcmt Profile | ‘N 1 Palicy | ‘Aumor\zauon Policy ‘ |Aumorlzannn Profiles ‘ ‘Netwcrk Device | ‘Dewce Port. |
2015-09-08 23:15:18.995 o a 0 jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior
2015-09-08 23:15:18.377 a jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Quarantine  Quarantine sw GigabitEthernet1/0/3
2015-09-08 23:15:18.032 a 00:0C:29:CB:EB:4F sW
2015-09-08 23:12:50.239 a jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior Default >> DotlX >> D.. Default >> Basic_Auth... PermitAccess W GigabitEthernet1/0/3

v O Bd%
R T B

$E138:  KBE (Policies)->5KEk (Correlation)->SK G H (Policy Management)->81| 2 5K #& (Create Policy)->
pxGrid ANC portBounce->{£7F (Save)

Overview Analysis I £l Devices Objects | AMP A Health System Help v admin|
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v

X Alerts Remediations Group:

Policy Management Rule Management ‘White List Traffic Profiles

Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check
task status to monitor progress.

Correlation Policy Information save || Cancel
Policy Name pxGrid_ANC_portBounce
Policy Description

Default Priority | Nene

Policy Rules [ @ Add Rules

§E238: KR (Policies)->3KEk (Correlation)->H & # (Rule Management)->8l|ZH N (Create Rule)->¥s 1

M| 2 FR->portBounce_by_SourcelP, FHHIALATFARE, RERFAE (Save)

(Overview Analysis JLIIEESE Devices Objects | AMP

Access Control  Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors = Users  Correlation

Policy Management llule UPUET T White List  Traffic Profiles

Task Notification
Task Status Your task Installation Set
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. ¢
task status to monitor progress

Rule Information

Rule Name portBounce_bySourcelP

Rule Description

Rule Group [ Ungrouped

Select the type of event for this rule

b3 I an intrusion event occurs l and it meets ing

| © Add cenditien | | & Add complex condition |

% || source 1P ;| [is s ] 921687 M

©2016 BRAG AR BT
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$E3F: IKEE (Policies)->FKEX (Correlation)->KIS B H (Policy Management)->pxGrid ANC portBounce>%
IIFEN->i%EFE “portBounce_by_SourcelP” , #RHIFLN

Available Rules

d to this policy, then click "Add"

BaL: HTK, RATERImS, REmBL (Responses) T
F0|iCiES Devices Objects = AMP

Access Control  Intrusion v Files.

A Health System Help v admin v

Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions v

Alerts Remediations Groungyy

(T Rule Management  White List  Traffic Profiles

Task Notification

Task Status Your task Installation Setup (Register)
succeeded at Sat Aug 22 09:18:25 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information

You have unsaved changes (uSavan) [_Concel |

Policy Rules [© add Rutes |

ortBounce_bySourceIP This rule does not have any responses. [ Defaurt+ ] I:F

E58: ELFEEE (Policies)->KEk (Correlation)->portBounce_by_SourcelP, ¥ portBounce # £ 4Bt i
i B2 (Assigned Responses)->5 3T (Update)->{R-f% (Save)

Responses for portBounce bySourcelP

Assigned Responses
portBounce

Unassigned Responses

Quarantine_SourcelP
Shutdown

Terminate
UnQuarantine_by_SourcelP
reAuthenticate

{ Update I Cancel
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Overview Analysis JLLIEEEE Devices Objects | AMP A Health System Help v admin v

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions v

Nerts Remediations Groupdp

[P Rule Management  White List  Traffic Profiles

© create Poiiey

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

© Success *
Activated Palicy: pxGrid_ANC_portBounce

DxGrid_ANC_portBounce

DxGrid_ANC_Quarantine

pxGrid ANC reAuthenticate a» o

a]
BXGrid_ANC_shutdown am & 8
DXGrid_ANC Terminate am» s G
PxGrid_ANC_Unguarantine a®» s 8

iz,

A PR AR & O BN www.yahoo.com/cmd.exe, X442 BT FireSIGHT ] pxGrid A\ 12 5 0% H1 &
£ “SERVER-IIS.cmd.exe Vi ™ MU AT Ab A N AR S0 o /005 28 3 14 i 1 REAR S 50 i 21 5 B SRS Bl s X
FRT R ) 1 P 4 e il S R AT IR e

FL1H: HAHPAELNEZS P % www.yahoo.com/cmd.exe
F2h: XKk “Web NAMET” (Web Application Attack) N1&H4

Po

[ YEIUEVYE Analy: s Devices Objects = AMP

Ith System Help v admin
Context Explorer ~ Connections ¥ Intrusions » Events  Filesy  Hostsy  Users¥  Vulnerabilitiesy  Correlation v  Custom¥  Search

Bookmark This Page Report Designer Dashboard View Bookmarks S%hv
Events By Priority and Classification tswicch workiow

Task Notification *
Task Status Your task Installation Setup (Register}
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered, Check task status to
monitor pragress.
Drilldown of Event, Priority, and Classification ) Table View of Events ) Packets B — 2015-09-08;9;"1;;@9\

No Search Constraints (Edit Search)

Jump to... ¥

(] Message ~ Prio; Classification Count
# () SERVERIIS cmd.exe access (1:1002 high Web Application Attack 1

BIP: Kbk “REEM”
Uiy FUREET 6] 8 T8 TP bl i = AL AT kAL

AE: BITARABMKLIENFA S, FHWKEETHER.

Overview EUEIVEER Policies Devices Objects | AMP

Health System Help v admi

Context Explorer ~ Connections ¥ Intrusions v Filesy  Hostsv  Usersv  Vulnerabilites v Correlation * Correlation Events  Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Searc
Correlation Events

X
Task Notification *
Task Status Your task Installation Setup (Register)
Succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress.
. 2015-09-07 22:35:00 - 2015-08-08 23:42:00
Correlation Events
Static
No Search Constraints (Edit Search)
Jump to... ¥
O | ~Time % Impact % Inline % SourcelP ¥  Source ¥ Destination * Destination ¥ Security Intelligence % Source ¥ Destination X  Source Port/ % Destination Port / %
Result Country Country Category User User ICMP Type ICMP Code
3 [ 2015-09-0801:02:16 @ 192.168.1.8 98.139.180.149 =5 USA 49552 / tep. 80 (hitp) / tep

©2016 BRAG AR B ]
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BaAE: MEERNGLIF —FHHF
15VE R pxGrid_Intrusion_Policy FIU A AL A LN B B

Analysis i s Devices Objects | AMP
Context Explorer Connections v Intrusions v Files » Hosts v Users v Vulnerabilities v Correlation » Correlation Events

A Health System Help v

Custom v Search

Description *

#:

Wt AT 4R SR N AL PR [F] — A
THVE TR A BT 7 FE 10 S 1 B A 5 PR i 2 PR S5 R SR A S BB R U

g5

ects = AMP A Health System Help v admin
Files v Hosts v Users v Wulnerabilities v Correlation » Correlation Events Custom v Search
L3
Policy * Rule > Priority * Source X% Destination x Ingress » Egress Device » Ingress Egress
Host Host Security Security Interface Interface
Critical Criticality ne Zone
pxGrid _ANC portBounce portBounce bySourcelP None Passive 182.168.1.51 eth2
N N = . » . .
B6F: AL ISE T EFME, 1HEFEERIE (Operations)- 5143 %HE (Authentications)
Ucense Warning 1 | lseldsd | s}
10
e i Home  Operations | ¥  Policy | ¥  GuestAccess| ¥ Administration | ¥ Setup Assist:
Authentications i Reports Iy Adaptive Network Control "4 Troubleshoot
Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops ¢ Client Stopped Responding ¢ Repeat Counter
1] 0 o [} 1]

[l Show Live Sessions 404 Add or Remove Columns * & Refresh €Y Reset Repeat Counts

Refresh | Every 1 minute v| Show| Latest 20 records | within| Last 24 hour

Status i . i i 5 . i i .
Time o Detalls Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device Device Port
2015-09-08 05:06:44.968 u a 0 00:0C:29:5F:04:E 00:0C:29:5F:04:E0 VMWare-Device
2015-09-08 05:06:44.051 ir- 00:0C:29:5F:04:E 00:0C:29:5F:04:E0 VMWare-Device Default >> MAB > Def.. Default >> Basic_Auth... PermitAccess W GigabitEthernet1/0/3
2015-09-08 05:04:10.726 (] a 00:0C:29:5F:04:E 00:0C:29:5F:04:E0 Default >> MAB >> Def.. Default >> Default DenyAccess s GigabitEthernet1/0/3
2015-09-08 05:02:37.896 u a 0 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior
2015-09-08 05:02:37.353 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior Default >> DotiX >> D.. Default >> Basic_Auth... PermitAccess s GigabitEthernet1/0/3
2015-09-08 05:02:22.866 Q 00:0C:29:C8:EB:4F sw
2015-09-08 04:32:21.130 a jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior Default >> DotiX >> D.. Default >> Basic_Auth... PermitAccess EN GigabitEthernet1/0/3
N =]
©2016 BRALAR #52mW
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Other Attributes
ConfigVersionld
DestinationPort
Protocol
Acct-Terminate-Cause
Event-Timestamp
AcsSessionlD
CPMSessionlD
EndPointMACAddress
Location
Device Type
Device IP Address

CiscoAVPair

41

1700

Radius

Admin Reset

1441688542
ise14sd/231029914/147
0A0000010000004001ED7026
00-0C-29-CB-EB-4F
Location#All Locations

Device Type#All Device Types
192.168.1.3

audit-session-id=0A0000010000004001ED7026,
subscriber:command=bounce-hosi-port

Session Events
2015-09-08 05:02:22.866
2015-09-08 05:02:22.861
2015-09-08 04:32:21.953

2015-09-08 04:32:21.13

Dynamic Authorization succeeded
RADIUS Accounting stop request
RADIUS Accounting start request

Authentication succeeded

Ak, B W LA E FireSIGHT & B A,

Overview Analysis Pol

() Case-sensitive ] Exclusion
(=]

AMP

Messages

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015 L3

Sensors are being registered. Check
task status to monitor progress.

v  Updates Licenses

atfran]es
CISCO.

F40 H EF AR k% 92 AR A 2 5 )

A Health IEVEZIN Help v admin v

Monitoring » Syslog  Tools v

Sep 08 2015 01:16:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process ‘store_whitelist_history’ closed output.

Sep 08 2015 01:16:00 Sourcefire3D SF-IMS[15096]: [15096] pm:process [INFO] Started store_whitelist_history (21412)

Sep 08 2015 01:11:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process ‘store_whitelist_history’ closed output.

Sep 08 2015 01:11:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Pracess 'store_whitelist_history” closed output.

Sep 08 2015 01:11:00 Sourcefire3D SF-IMS[15096]: [15096] pm:pracess [INFO] Started store_whitelist_history (20831)

Sep 08 2015 01:06:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process 'store_whitelist_history closed output.

Sep 08 2015 01:06:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process 'store_whitelist_history’ closed output.

Sep 08 2015 01:06:00 Sourcefire3D SF-IMS[15096]: [15086] pm:process [INFO] Started store_whitelist_history (20250)

Sep 08 2015 01:02:17 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Mitigation Successful
Sep 08 2015 01:02:17 Sourcefire3D SF-IMS[19876]: pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

Sep 08 2015 01:02:17 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=portBounce, ip_address=192.168.1.8

Sep 08 2015 01:02:01 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process 'RUAScheduledDownload" closed output.

©2016 BRAG AR
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E15:  KE& (Policies)->5<Ek (Correlation)->3RISE H (Policy Management)->El| 2 5K #& (Create Policy)->
pxGrid_ANC_shutdown->{# 4% (Save)

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥

Alerts Remediations Groups
<

Policy Management Rule Management White List Traffic Profiles

Task Notification ®

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check
task status to monitor progress.

Correlation Policy Information save || cancel |

Policy Name pxGrid_ANC_shutdown

Policy Description [

Default Priority | None 3

Policy Rules | © Add Rules |

$E28: K& (Policies)->FKEE (Correlation)->H N & # (Rule Management)->8Z N (Create Rule)->¥8 11
FM|4Z FR->shutdown_by_SourcelP, FHHALLTHE, REHRFF (Save)

Overview Analysis JJJIEEER Devices Objects | AMP

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation

Policy Management Rule LLEETGEL T White List  Traffic Profiles

Task Notification

Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. C
task status to monitor progress

Rule Information

Rule Name Ismmnwn,ms\mmaw '

Rule Descrption |

Rule Group [Lungrouped |

Select the type of event for this rule

I and it meets the following conditions:

| © add condition | | © Add complex condition |

% |[ source 12 s [is - | lis2.168.1.8 ||

$E3F: KEE (Policies)->FKEX (Correlation)->SKISE H (Policy Management)->pxGrid_ANC_shutdown>%s 1l
FN| (Add rules)->i%EFE “shutdown_bySourcelP” , 7 #EEN]

Available Rules
Select the rules you wish to add to this policy, then dlick "Add".
7 Ungrouped Rules

(] portBounce_bySourcelP
() Quarantine_by_SourcelP

I white List Rules
(] Default White List

Add || Cancel
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BaL: HTK, RATESRIOmS, oS (Responses) 71+

overview Analysis JEBIIMEEY Devices Objects = AMP A Health System Help v admin
Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users ~ Correlation  Actions v

Alerts Remediations Groups
L gl Rule Management  White List __ Traffic Profiles s

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information You have unsaved changes (L Save) (_Cancel ]
Policy Name pxGrid_ANC_shutdown

ey I

Defautt Priorty [(None_+)

Policy Rules | © add Rues |
shutdown ourcelP ‘This rule does not have any responses. | Defaurt |

58 LK (Policies)->KEk (Correlation)->pxGrid_ANC_shutdown, *# Shutdown £ Z B\ 4)Hc i) W B2
(Assigned Responses)->5 #7 (Update)->f~1F (Save)

Responses for shutdown_bySourcelP

Assigned Responses
Shutdown

v oA
Unassigned Responses
Quarantine_Sourcel?
Terminate
UnQuarantine_by_SourceIP
portBounce
reAuthenticate
[ Update | Cancel
R N
+H: BWOSLIEBOE, RS ) LA T
Eod: PUSLIEECE, SES % :
[Overview Analysis JLIIITSTEN Devices Objects | AMP A Health System Help v admin
Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions ¥
N e
L 3 Rule Management  White List Traffic Profiles
@ create Policy
Task Notification ®
Task Status Your task Installation Setup (Register)
Succaeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to manitor progress.
© Success *
Activated Policy: pxGrid_ANC_shutdown
DXGrid_ANC_shutdown
pxGrid_ANC_portBounce
DXGrid_ANC_Quarantine
DXGrid_ANC_reAuthenticate
PpxGrid_ANC_Terminate
DxGrid ANC Unquarantine o - Woals]
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iz,

B2 PR e L0 BE 28 T 1 B N www.yahoo.com/cmd.exe, X4 H T FireSIGHT [ pxGrid A2 5& &%
4z “SERVER-IIS.cmd.exe T [a] " AR UNE R fis A NAR A o 2 1) i 11 44 AR 4 0TI 21 S IBG SR v BT g SR
DU PRy iy 11 5 P 2 g i 7 1R 47 9% AT o

FL1E: HAHPAELNEZS P % www.yahoo.com/cmd.exe
F2h: XKk “Web NAMET” (Web Application Attack) N1&ZH44F

Overview EEUENVHEN Policies Devices Objects | AMP A Health System Help v admin

Context Explorer ~ Connections v Intrusions » Events  Filesy  Hostsv  Users ¥  Vulnerabilities ¥  Correlation ¥  Custom v  Search

Eotai i N Ol BB oy D) SoRoie i Sy

Events By Priority and Classification (switch worksiow

Task Notification »
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
manitor progress.
11 2015-05-08 17:02:58 - 2015-09-08 19:31:18 ¢

Drilldown of Event, Priority, and Classification > Table View of Events » Packets .
. Expanding

No Search Constraints (Edit Search)

Jumpto... ¥

[ Message ~ Priority Classification Count
# () SERVER-IIS emd.exe access (1:1002 high Web Application Attack 1

F3P: Kbk “RBCEM”
VHER, J& TR IP bk AL RO

AR BHTARFBMSERIENFMA, BWRBEARER.

Overview EUENYSER Policies Devices Objects = AMP A Health System Help v admin|

Context Explorer ~ Connections ¥ Intrusions ¥ ~ Files v  Hosts ¥  Users ¥  Vulnerabilities ¥  Correlation » Correlation Events  Custom ¥  Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

Correlation Events

Task Notification x LY
Task Status Your task Installation Setup (Register}

succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

menitor progress.

2015-09-07 22:35:00 - 2015-09-08 23:42:00

Correlation Events

Static
No Search Constraints (Edit Search)
Jump to... ¥
[ ~Time x Impact X Inline % SourcelP *  Source ¥ Destination X Destination X  Security Intelligence X  Source X  Destination ¥  Source Port/ ¥  Destination Port / X
Result Country i) Country Category User User ICMP Type ICMP Code
$ () 2015-09-0802:13:38 (0 192.168.1.8 98.139.183.24 M5 USA 49885/ tep 80 (http) / tcp

LA HERINGSAE I R —F 1
15VE R pxGrid_Intrusion_Policy Fi I A 6225 ) FE I i At
Analysis

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search w

h

Description *



http://www.yahoo.com/cmd.exe�
http://www.yahoo.com/cmd.exe�

REVIEHRIEER

B5F: BERNEBIRN G —

TR TR A R P G R i 11 S PAT 2 PR M T2 14 SR JEK SR s AT SR IR AN L)

atfran]es
CISCO.

Pbj AMP A Health System Help admin
v Fllesv Hostsv Users¥ | Vulnerabilitiesv  Correlation » Correlation Events = Custom v | Search
Policy % Rule % Priority ¥  Source ¥ Destination * Ingress * Egress * Device X Ingress * Egress
Host Host Security Security Interface Interface
Criticality Criticality Zone Zone
xGrid_ANC_shutdown shutdown_bySourcel? None Passive 192.168.1.51 eth2
vy 2 B . > . .
BESE ISE R & F W N, 15 IEEFEE (Operations)-> 543 5AF (Authentications)
Lcense Warning 4 | iselds sl
=) Seriea 4 Home  Operations| ¥ Policy | ¥ GuestAccess| Y Administration | v NS Rssistar
' Reports I Adaptive Network Control ‘4 Troubleshoot
. . . k
Misconfigured Supplicants 1 Misconfigured Network Devices ¢ RADIUS Drops i Client Stopped Responding © Repeat Counter 1
1] 0 0 0 o
Show Live Sessions | {07 Add or Remave Columns | G Refresh ) Reset Repeat Counts. Refresh| Every 1 minute | Show| Latest 20 records | within| Last 24 hours
Stat i i i G . i i i . i
Time. . us Details | Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device Device Port
2015-09-08 06:13:44.636 G a 0 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior
2015-09-0806:13:4463 @ o 0 00:0C:29:5F:04:F 00:0C:29:5F:04:E0  VMWare-Device
2015-09-08 06:13:44.625 E 00:0C:29:CB:EB:4F s
2015-09-08 06:08:40.474 - Jepich 00:0C:29:CB:EB4F  Micrasoft: Default >> DotiX >> D.. Default >> Basic_Auth... PermitAccess s GigabitEthernet1/0/3

L1H: BT PETRINE SR, RATE B RS CiscoAVpair J& PEET4E

Other Attributes
ConfigVersionld 41
DestinationPort 1700
Protocol Radius
Acct-Terminate-Cause Admin Reset
Event-Timestamp 1441692824
AcsSessionlD ise14sd/231029914/167
CPMSessionlD 0AQ0000100000043022EA41A
EndPointMACAddress 00-0C-29-C8-EB-4F
Location Location#All Locations
Device Type Device Type#All Device Types

Device IP Address 192.168.1.3

audit-session-id=0A00000100000043022EA4 1A,

SheoA subscriber:command=disable-host-port

Session Events
2015-09-08 06:13:44.636 RADIUS Accounting stop request
2015-09-08 06:13:44.625 Dynamic Authorization succeeded
2015-09-08 06:08:40.976 RADIUS Accounting start request
2015-09-08 06:08:40.474 Authentication succeeded
2015-09-08 06:08:13.178 RADIUS Accounting start request
2015-09-08 06:08:12.592 Authentication succeeded
2015-09-08 05:43:34.043 RADIUS Accounting start request

2015-09-08 05:43:33.832 Authentication succeeded

©2016 BRAG AR
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Overview Analysis Policies Devices Objects = AMP

Localv | Updates  Licenses  Monitoring » Syslog

Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015 L3

Sensors are being registered. Check
task status to monitor progress.

() Case-sensitive ] Exclusion Messages

e YTrERETr e
Sep 08 2015 02:13:39 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Mitigation Successful

Go Sep 08 2015 02:13:38 Sourcefire3D SF-IMS[29484]: pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

Sep 0B 2015 02:13:38 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=shutdown, ip_address=182.168.1.8

Can MR N1 (17013152 GANreefire N QF-TMGI 7151 1201111 shrnnal f heartheat (INF] Gavsd GW VERSION fram nesr 102 1RR 1 &1 (5 4 01

UeAh, FERZHHLE, K5 fENG I & ] “shutdown”

interface GigabitEthernetl/0/3
description internal LAN
switchport mode access

shutdown

authentication host-mode multi-auth
authentication open

authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication fallback mab

mab

ESHIIiE

15 FH I B 473 U6 IE SRS

F15:

L25:

$EH% (Policies)->3<EX (Correlation)->3£ & (Policy Management)->81]Z 55 #& (Create Policy)->
pxGrid ANC reAuthenticate->fR7F (Save)

Overview Analysis [EIIEIoY Devices Objects | AMP A Health System Help v admi
Access Control Intrusion v Files Network Discovery ssL Application Detectors Users Correlation Actions v

Alerts Remediations  Group

(PRI Rule Management  White List  Traffic Profiles Y

Task Notification *®

Task Status Your task Installation Setup (Register)
suceeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information save || cancel
Policy Name PGrid_ANC_reAuthenticate

Policy Description

Default Priority [“None

Policy Rules | @ Add Rules

$RI% (Policies)->J<EX (Correlation)-># & (Rule Management)->BIE N (Create Rule)->#R N
M| 42 FR->reAuthenticate_bySourcelP, FFHi NI FNZ, SRJGIRAFE (Save)




sl el ]l
L& {EIER CII S CIO .

Overview Analysis IUISIER Devices Objects | AMP

Access Control  Intrusion v | Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation

Policy Management Rule UPTTT U White List  Traffic Profiles

Task Notification
Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. C
task status to monitor progress

Rule Information

Rule Name [ TeAuthenticate bySourcelP ff |

Rule Descrption |

Rule Group ("ungrouped_+]

Select the type of event for this rule

(D.asd consiion)] (8.4 complexcondition)

K| source 1P +] Lis +] [192.168.1.8 |

$E33%: KBE (Policies)->KEE (Correlation)->SKISEH (Policy Management)->pxGrid_ANC_reAuthenticate>
IR (Add rules)->%F “reAuthenticate_bySourceIP” , ¥5 AR

Available Rules

Select the rules you wish to add to this policy, then click "Add".

/ Ungrouped Rules

(] portBounce_bySourcelP

(] Quarantine_by_Sourcel?

] Unqurantine

(] shutdown_bySourcelp

(] terminate_bySourceIP

(@ reAuthenticate_bySourcelP

] UnQuarantine_by_SourcelP
D White List Rules

(] Default White List

B|AL: TR, RAVEAIWISL, S dm M (Responses) LI

Sl Devices Of AMP A Health System Hel| admin

Pverview Analysis 4

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥

lerts Remediations Groups

[ETEEREIETE  Rule Management  White List  Traffic Profiles &

Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information You have unsaved changes | Save || Cancel |

Policy Name pxGri Authenticate

Policy Description [

Default Priority [ None
Policy Rules | © Add Rules |

reAuthenti SourcelP This rule does not have any responses.

[ Default_:

©2016 BRAG AR F 59 M
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B5F: LK (Policies)->KEX (Correlation)->pxGrid_ANC_reAuthenticate, *; reAuthenticate EZ£
43 BE BV R (Assigned Responses)->5 387 (Update)->f£7F (Save)

Respaonses for reAuthenticate_bySourceIP

Assigned Responses

reAuthenticate

Unassigned Responses

Quarantine_SourcelP
Shutdown

Terminate
UnQuarantine_by_SourcelP
portBounce

l Update l Cancel ]

F6D: BORKILEOE, RS ITITIZENS LT A

Overview Analysis JLGIIGEEN Devices Objects | AMP A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation | Actions v

Alerts Remediations Groups

[T BRI Rule Management  White List  Traffic Profiles L3

@ create Policy

Task Notification x

Task Status Your task Instaliation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

© Success ®
Deactivated Policy: pxGrid_ANC_portBounce

Sort
DXGrid_ANC_reAuthenticate l L) G

xGrid ANC_portBounce 0.+ Py
xGri uaranti a» s 6
a® & 6
a» s 6
a® & 6

iR

B 2 PR e L0 BE 28 T 1 B N www.yahoo.com/cmd.exe, X4 H T FireSIGHT [ pxGrid AR 5& &%
£ “SERVER-IIS.cmd.exe Vi in] 7 KU BT il A NAR A o B 2 P W ARARE 20 TG 28 DG I SRS A B s S 38T
By 3 56 UE 2% fft v . EETEEAT B A B IE

F1E: HAHPAELNEZS P % www.yahoo.com/cmd.exe
E2dH: XHAK “Web BIFHIH” (Web Application Attack) N2
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VCUEYE Analys

es

Context Explorer Connections v Intrusions * Events Files v Hosts v Users v Vulnerabilities » Correlation v Custom v Search

Events By Priority and Classification tswich workion

Task Notification

Task Status Your task Installation Setup (Register}
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

x

lllllllh
CIscO

Health System Help v admin

Bookmark This Page Report Designer Dashboard View Bookmarks Se{ﬁh v

monitor progress.
2015-09-08 17:02:58 - 2015-09-08 19:31:18¢
Drilldown of Event, Priority, and Classification > Table View of Events » Packets i
Expanding

No Search Constraints (Edit Search)

Jump to... T

] Message ~ Prio Classification Count
3 (] SERVER-IIS cmd.exe access (1:1002 high Web Application Attack 1

F3P: Kb “RBCEM”
R, B TR 1P bk B & H] 8 T AT B Bk

AR BTRABRKLIENFA ), BAKEEMRES.

Overview WEUEIVEEN Policies Devices Objects | AMP

Context Explorer Connections ¥ Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

A Health System Help ¥ adm

Bookmark This Page Report Designer Dashboard View Bookmarks Sear

Correlation Events

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Correlation Events

Ne Search Constraints (Edit Search)

Jump to... ¥

2015-09-07 22:35:00 - 2015-09-08 23:42:0

Stat

O ~Time % Impact % Inline ¥ SourceIP %  Source % Destination % Destination ¥  Security Intelligence ¥ Source ¥ Destination ¥  Source Port/ % Destination Port / %
Result Country pid Country Category User User ICMP Type ICMP Code
$ () 2015-09-0801:28:56 (0 192.168.1.8 98.139.180.149 S USA

Fa4L: AN F—F 4
15VE R pxGrid_Intrusion_Policy Fi I A 6225 ) FE I i At

49637 / tep 80 (http) / tep

aAnalvsis Policies Devices Objects & AMP ealth System Help ¥ ad

t Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

Description %

[1:1002:18] "SERVER-IIS cmd.exe access” [Impact: Unknown] From *192.168.1.51" at Tue Sep  05:29:01 2015 UTC [Cl : Web Application Attack] [Priority: 1] {tcp} 192.168.1.8:49637 (unkn,

Wt AT 4R SR N AL PR [R] — A
TR T i A 7 FC (8 BT B 3 96 1IE 8 A i I 1) X BER SRR A S IR AN I

n)-»>98.139.180.149:80 (united states)
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r Files v

atfran]es
CISCO.

ect: AMP A Health System Help admin

Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

xGrid ANC reAuthenticate

B6L

reAuthenticate bySourcelP None Passive 192.168.1.51 eth2

B ISE HEFEWN, iEIEFEERIE (Operations)->& 4356 1F (Authentications)

Lcense Warning {. | pel
7 Home Operations |¥  Policy|¥  GuestAccess|¥  Administration | ¥ Setup Assistar
+ Reports I3 Adaptive Network Control "4 Troubleshoot L3
Misconfigured Supplicants ' Misconfigured Network Devices RADIUS Drops ' © Client Stopped Responding © Repeat Counter 1
o o /] o 0
[ Show Live Sessions 43} Add or Remove Columns = 3 Refresh @ Reset Repeat Counts Refresh| Every I minute  +| Show| Latest 20 records  +| within| Last 24 hours
Status i i i - i N i N i i . i
S o Details  Repeat Count ‘]dermlv | ‘Endwmt D | ‘Endpmm Profile i Authentication Policy *  Authorization Policy Authorization Profiles ‘Netwnrk Device i ‘Devm Port |
2015-09-08 05:29:03.133 0 jeppich 00:0C:29:CB:EB:4F  Microsoft-Workstatior
2015-09-08 05 jeppich 00:0C:29:CB:EB:4F  Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Basic AUth... Permitccess w GigabitEthernet1/0/3
2015-09-08 05 00:0C:29:CB:EB:4F sw

2015-09-08 05:06:44.968

:E 00:0C:29:5F:04:E0  VMWare-Device

B B PERANE S, RATE B AR CiscoAVpair J& PEREIT4E

ConfigVersionid

DestinationPort
Protocol
Event-Timestamp
AcsSessioniD
CPMSessioniD
EndPointMACAddress
Location

Device Type

Device IP Address

CiscoAVPair

41

1700

Radius

1441690142
Ise1450/231029914/154
0ADDO0010000004 102092652
00-0C-29-C8-EB-4F
Location#All Locations

Device Type#All Device Types
182.168.1.3

dit 10:
subscriber:command=reauthenticate

0926!

Session Events
2015-09-08 05:29:02.437
2015-09-08 05:29:02.175
2015-00-08 05:02:37.896

2015-09-08 05:02:37.353

Authentication succeeded
Dynamic Authorization succeeded
RADIUS Accounting start request

Authentication succeeded
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F8E:

K1k
B & 1 E SR BRSNS
£1%:

g2

B4k, BT LA FireSIGHT 4 B rb 5 58 H 38 FAF R IGAIE 50T B 0 U0 ISR R V2 75 L

Overview Analysis Policies Devices Objects | AMP A Health ISEILE Help v admin

Local v Updates  Licenses  Monitoring » Syslog  Tools 1

Task Notification * X
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

() Case-sensitive () Exclusion Messages

Sep 08 2015 01:36:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process ‘store_whitelist_history’ closed output.
o | Sep 08 2015 01:36:00 Sourcefire3D SF-IMS[15096]: [15096] pm:process [INFO] Started store_whitelist_history (24188)

Sep 08 2015 01:31:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log (INFO] Process ‘store_whitelist_history' closed output.

Sep 08 2015 01:31:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO) Process 'store_whitelist_history’ closed output.

Sep 08 2015 01:31:00 Sourcefire3D SF-IMS[15096]: [15096] pm:process (INFO] Started store_whitelist_history (23616)

ep 08 2015 01:28:56 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Mitigation Successful

ep 08 2015 01:28:56 Sourcefire3D SF-IMS[23376]: pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

ep 08 2015 01:28:56 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=reAuthenticate, ip_address=192.168.1.8

—
Sep 08 2015 01:28:03 Sourcefire3D SF-IMS[207151: 1290111 sftunneld:sf heartbeat [INFO1 Saved SW VERSION from oeer 192.168.1.51 (5.4.0)

W% (Policies)->5<HEk (Correlation)->SEHEE H (Policy Management)->£1] 5K #% (Create Policy)->
pxGrid ANC Terminate->{R7F (Save)

LTSl Devices Objects | AMP alth System Help v  admin|

Access Control  Intrusion ¥  Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

Over

w  Analysi

Alerts Remediations Group:

[T PPN Rule Management  White List  Traffic Profiles

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information save |[ cancel |
Palicy Name pxGrid_ANC_Terminate

Palicy Description

Default Priority | Nene

Policy Rules | © Add Rules

$EBE (Policies)->><Ek (Correlation)-># & (Rule Management)->El|EH N (Create Rule)->#R 1l
N FR->Terminate_by_SourceIP, 4 AL FHNZ, RIGHFE (Save)

£l Devices Objects | AMP

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation

Overview Analysis i3]

Policy Management I'lllh inagement ‘White List Traffic Profiles

Task Notification

Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered, C
task status to monitor progress

Rule Information

Rule Name

Rule Description

Rule Group | Ungrouped

Select the type of event for this rule

1 | and it meets the following conditions:

| © add condition | | & Add complex condition |

#K || source 1P 2] s : | [192.168.1.8 Jf

©2016 BRAG AR E 637
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$E3F: IKEE (Policies)->FKEX (Correlation)->KISEH (Policy Management)->pxGrid ANC Terminate>¥s il
FN (Add rules)->i%# “Terminate_by_SourcelP” , ¥ ki)

Available Rules

Select the rules you wish to add to this policy, then click "Add".

17 white List Rules
() Default White List

(naa_ [ comn |

BLak: Tk, BATKEINmIR, SR (Responses) iE TR

Pverview Analysis JLIILIEEN Devices Objects = AMP A Health System Help v admin v

Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation Actions v

Alerts Remediations Groups

[T Rule Management  White List  Traffic Profiles [

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information You have unsaved changes | Save || Cancel |

Policy Name

Palicy Description |

Default Priority | Nene

Policy Rules | © dd Rutes |
L. o) ——

terminate_bySourceIP This rule does not have any responses. | Default 3|

B5F: LK (Policies)->KEX (Correlation)->pxGrid_ANC_Terminate, ¥ Terminate 2 £ 4 Hic. F i
[ (Assigned Responses)->5 #T (Update)->f#4F (Save)

Responses for terminate_bySourcelP

Assigned Responses

Terminate

Unassigned Responses

Quarantine_Sourcel?
Shutdown
UnQuarantine_by_SourcelP
portBounce

reAuthenticate

(pdate) (_cones
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Fo6L: BOSLIEBOE, SdRSFTIRZREE LT IR

Access Control  Intrusion v | Files  Network Discovery ~ SSL  Application Detectors ~ Users ~ Correlation | Actions v

Alerts Remediations Groups

L3
LO SRR Rule Management  White List  Traffic Profiles
@ create Policy
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
@ Success ®
Activated Policy: pXGrid_ANC_Terminate
soreoy
DXGrid_ANC_Terminate @
pxGrid ANC portBounce O™ & G
pXGrid_ANC_Quarantine a» s G
pxGrid ANC reAuthenticate ™ & 6
DXGrid_ANC_shutdown o W]
pXGrid_ANC_Unquarantine [ Walls]

i,

B2 PR A L BE 2% 7 O B N www.yahoo.com/cmd.exe, IX¥54 BT FireSIGHT (1] pxGrid A1 S #& H &%
4= “SERVER-IIS.cmd.exe U5 7] 7 FUMBE I At A NAZ AT o 528 F ) A9 2 1R AR5 73 e 2 SR I SR BT 5 SC
(RN (%) 2 1 E R ffh ) 3R AT 2% 1

F1H: HAFHEHLNER A www.yahoo.com/cmd.exe
L2H: XEflk “Web M EH” (Web Application Attack) A= S 14

[N EE Analy: Policies Devices Objects | AMP

Context Explorer ~ Connections v Intrusions » Events  Filesy  Hostsv  Users ¥  Vulnerabilities ¥  Correlation ¥  Custom v  Search

alth System Help v admin

Bookmark This Page Report Designer Dasnboard View Bookmarks Segesh v

Events By Priority and Classification

(switch workflow

Task Notification »
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Ne Search Constraints (Edit Search)

Jumpto.. ¥

(] Message = Prio Classification Count
4 [ SERVER-IIS cmd.exe access (1:1002 high Web Application Attack 1

L3P Rk “REKFEM”
TR, B TR IP HhE R R A ] iR 4k

AR BATFARABRMKRUENFMAF, FAWREETHAER.

Overview EGENUSER Policies Devices Objects = AMP

Context Explorer ~ Connections ¥ | Intrusions ¥ ~ Files v  Hosts ¥  Users ¥  Vulnerabilities ¥ = Correlation » Correlation Events  Custom v  Search

ealth System Help v admin

Bookmark This Page Report Designer Dashboard Ak Bookmarks Search

Correlation Events

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress,
2015-09-07 22:35:00 - 2015-09-08 23:42:00

Correlation Events

Static
Ne Search Constraints (Edit Search)
Jump to... ¥
[ ~Time x Impact X Inline * SourcelP X  Source X Destination ¥ Destination %  Security Intelligence *  Source ¥  Destination X  Source Port/ *  Destination Port / X
Result Country g Country Category User User ICMP Type ICMP Code
3 () 2015-09-0801:43:27 @ 192.168.1.8 96.139.180.149 5 USA 49687 / tep 80 (http) / tep

©2016 BRAG AR E 657
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BaAE: MEERNGLIF —FHHF
15VE R pxGrid_Intrusion_Policy FIU A AL A LN B B

Analysis Pol s Devices Objects = AMP A Health System Help v

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

Description *

W5 A RMNGBIRNALIF —F 1
TR TR i A 7 T P 4% L A T 7 (14 S TR SR M AR S I KL

jects | AMP A Health System Help v admin
Files¥ = Hosts¥ Usersv Vulnerabilities v = Correlation » Correlation Events  Custom * | Search
L3
Policy * Rule % Priority % Source *® Destination * Ingress Egress X Device * Ingress Egress *®
Host Host Security Security Interface nterface
Criticality  Critical Zone Zone

pxGrid ANC Terminate terminate None Passive 192.168.1.51 eth2

BESE ISE H BN, 1HIERE “#4E” (Operations)- “ B34 1UE” (Authentications)

Lcense Warning 4 | Iseldsd jel

g6

- Identity Servi Engi —
= ceEsngine < Home  Operations | ¥  Policy| ¥ Guest Access| ¥ Administration | ¥

[ Authentications i Reports k) Adaptive Network Control "4 Troubleshoot
Misconfigured Supglicants ¢ Misconfigured Network Devices @ RADIUS Drops ¢ Client Stopped Responding © Rep:
0 1] 1] 0
[i] Show Live Sessions {3+ Add or Remove Columns ~ 5 Refresh () Reset Repeat Counts Refresh| Every 1 minute | Show| Latest 20 records  ~ |
S 5 o 7 : G . 5 : 7
— q e e |Idermty | ‘Endpo\m D | ‘Endpﬂ\m Profile | Authentication Policy | Authorization Policy ' | Authorization Profiles ' Network Device [

2015-09-08 05:43:34.043 ! a 0 jw 00:0C: 29:CB:EB:4F Microsoft-Workstatior
015-09-08 05:43:33.832 a jeppich 00:0C:29:CB:EB:4F Mi ft- ior Default >> DotiX >> D.. Default >> Basic_Auth... PermitAccess sw ¢
015-09-08 05:43:33.618 q 00:0C:29:CB:EB:4F sw I
2015-09-08 05:29:02.437 a Jeppich 00:0C: 29:CB:EB:4F Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess sw «

L& MWH, EFUIEFE FireSIGHT & B0 248 H B FARIIEL RS2 iR /2 75 )
Overview Analysis Policies Devices Objects AMP A Health system

Local v Updates Licenses Monitoring » Syslog Tools v

L3
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task Status to monitor progress.

(] Case-sensitive (] Exclusion Messages.

Sep 08 2015 01:43:28

e S
ire3D SF-IMS[11218]: pxgrid_agent.plznormal [INFO] Mitigation Successful

Go Sep 08 2015 01:43:27 Sourcefire3D SF-IMS[25338]: pxgrid_mitigation.pl:normal (INFO] Notificatien pushed to the socket

©2016 BRAG AR %5 66 71
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B H PR B <R R

ST R 128 DR BB SR e AR U (1) 1) e i R 5 LA R IBC SRS A /) o PE— X RIAE TR “IERRFAE” A RAE “ AR
FAT LA SRIBIN o = f5e 24 P ) 565 2 HCVR I 8 RO v 5 SR URL I, BT I 120 2 A i 4 R o 28 24 B

PAVEN T 200 R N, DMEFTA HTTP/HTTPS S #S2 i rid %, Ham e a4 pxGrid
AR WS A ER AT 17 g o

F14: KK (Policies)->KEk (Correlation)->RIEE H (Policy Management)->6 E 5K #& (Create Policy)->
pxGrid_ANC_Unquarantine->{£ 4% (Save)

Overview Analysis JZIISEER Devices Objects = AMP A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

(T Tl Rule Management  White List _Traffic Profiles

Task Notification

Correlation Policy Information save || Cancel

Policy Rules [© Ada Rutes

§E2H: EHE (Policies)->3K Ik (Correlation)->¥ I & (Rule Management)->8] 3N (Create Rule)->¥ 11
FM|4Z FR->UnQuarantine_by_DestinationIP, X J54+%F (Save)

n_: | and it meets the following conditions:

$E3H: IKEE (Policies)->7<EX (Correlation)->REEEH (Policy Management)->pxGrid_ANC_Unquarantine->
PNIIFEN (Add rules)->UnQuarantine_by_DestinationIP, X J5{£#F (Save) ¥ i




REVIEHRIEER

atfran]es
CISCO.

I white wist Rutes
) Default White List

Select the rules you wish to add to this policy, then click "Add".

Available Rules

aga [ concel

Fak: Ik, BAVGAIMMIN, fMdimR (Responses) i1

Overview Analysis JEEIINEEN Devices Objects = AMP

Access Control  Intrusion v Files  Network Discovery ~ SSL

White List  Traffic Profiles

(L EP T Rule Management

Application Detectors

A Health System Help v admin

Users = Correlation  Actions v

Alerts Remediations Groups

Correlation Policy Information

pxGrid_ANC_Unquarantine

Policy Name

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

You ave unsaved changes (LiSave] (_Canca

Pelley Deserption \

Default Priority

None

Policy Rules

UnQuarantin ourcerp

This rule does not have any responses.

HEFRIENE (Policies)->3<Ek (Correlation)->UnQuarantine_by_DestinationIP, ¥

UnQuarantine_SourcelP 2 24 B K M (Assigned Responses)-> ¥ ¥ (Update)->fR-7F (Save)

Responses for UnQuarantine_by_SourcelP

Assigned Responses

UnQuarantine_by_SourcelP

Unassigned Responses

Quarantine_SourcelP
Shutdown

Terminate
partBounce
reAuthenticate

_Update | Gancel

©2016 B AL A A]
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Access Control  Intrusion v  Files  Network Discovery = SSL  Application Detectors ~ Users  Correlation  Actions v
Al Remediations Groups
Rule Management _ White Ust _Traffc Profies
@ Create Policy
Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

© Success x
Activated Policy: pxGrid_ANC_Unquarantine

pxGrid_ANC_Unquarantine
pxGrid ANC portBounce
pxGrid ANC Quarantine
pxGrid ANC reAuthenticate
pxGrid ANC_shutdown
pxGrid ANC Terminate

i

B2 R AL

& EE N www.yahoo.com/cmd.exe, X442l T FireSIGHT [#] pxGrid \f& 5 0% H &

A “SERVER-IIS.cmd.exe iy i)~ DU i b0 1 ik e NAR A o 24 ol AR 91 40 C 28] S R ST e w58 SCIRT A D] 7 i

T 98 1 R AR 2 SR HH o 24

F15:

F2d: XM CERT S

Overview JEUENIEN Policies Devices Objects | AMP

Context Explorer Connections » Events Intrusions v Files v Hosts v Users » Vulnerabilities v Correlation v Custom v
Connection Events (swien workion)
Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitar progress.

[ with ication Details > Table View of Connection Events

& AR R A H 4N hitp://192.168.1.14/Unquarantine/unquarantine.htm

A Health System Help v adi

Search

Bookmark This Page Report Designer Ddpboard View Bookmarks Sear
Malicious URLs
Possible Database Access
Risky Applications with Low Business Relevi
Standard HTTP
Standard Mail
Standard SSL

2015-09-08 17:02:00 - 2015-09-09 18:4¢

s
» Search Constraints (Edit Search Save Search}
Jump to... ¥
[] v First Packet Last Packet Action Reason Initiator IP Initiator ResponderIP  Responder Ingress Egress Source Port /  Destination Port /. ication  Cli
Country Country Security Zone ~ Security Zone  ICMP Tvpe ICMP Code Protacol
Passive 53348/ tcp 80 (http) / tep [ HrTe (]
6 2015-00-08 19:43:03 Allow =i 192.168.1.14 Passive 53334 / tep 80 (http) / tep O ure =l

LA 2 S o A (1 e 52

B3P

dilities v Correlation v Custom v Search
Search v k
18:45:00 2
Static
Client Web URL
Application

[ Eirefox Web Browsing  http://192.168.1 14/favicon.ico
[ Firefox Web Browsin htty 192.16! 14/Unguarantine/unguarantine.htm

©2016 BRAG AR
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Eap: XELME B
VPR, VB IP M R

— - [—— oo

Context Explorer  Connmections ¥ Intrusions ¥ Files¥  Hosts v  Users v ion Events | Custom v | Search

Bookmark This Page Report Designer Dashboard View Bookmarh

Correlation Events

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Chieck task status to
monitor progress.

Correlation Events 2015-08-08 17:02:00 - 2015-08-09

\o Search Constraints (Edit Search)

Jump to... ¥

() ~Time x Impact x Inline X Source P X  Source X Destination * Destination * Security Intelligence %  Source User x Destination %  Source Port / X
Result Country I3 Co Category User 1CMP Type
3 (] 2015-09-08 19:42:58 =i 192.168.1.7 = 192.168.1.14 4 John Eppich (jeppich, LDAP. 53334 /tc0

WP BERAIGRE I F —
TR

rview JLUEIEEN Policies Devices Objects AMP

ealth System Help v admin v

text Explorer ~ Connections v  Intrusions v Files¥  Hosts¥  Users v  Vulnerabilities ¥  Correlation » Correlation Events  Custom ¥  Search

s Search [y

18:45:009
Static

Destination Port / %  Description %
ICMP Code

80 (http) / tep Connection Type: FireSIGHT

Bo6P: FEERMNEBIRNLHF]—
TR T i A 7 P 14 98 125 8 A i 2 1) X BB SR AR SR IR )

AMP

alth System Help ¥ admin

Files v Hosts * Users v Vulnerabilities v Correlation » Correlation Events Custom ¥ Search

Policy * Rule Priority ®*  Source ¥ Destination * Ingress ® Egress *  Device ¥ Ingress Egress X
H Host Security Security Interface Interface
Critical Criticality Zone Zone

pxGrid ANC Unguarantine UnQuarantine by SourcelP MNone MNone Maone Passive 192.168.1.51 eth2

©2016 BERNAEZEN FT0M
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F1H: FLEISEHEBEWL, 1EEFERME (Operations)->S 7 KHE (Authentications)

Ucense Warning ¢ | s}
fan filis %) Home Operations|¥  Policy |  GuestAccess|Y  Administration | ¥

Setup Assista
1 Reports i@ Adaptive Netwark Control "4 Troubleshoot

Misconfigured Supplicants ' Misconfigured Network Devices & RADIUS Drops © Client Stopped Responding ©
0 1] 0 1]

Repeat Counter ¢

0

[ill Show Live Sessions 405 Add or Remove Columns & Refresh  €)) Reset Repeat Counts

Refresh | Every 1 minute 7| Show| Latest 20 records
Status i

| within Last 24 hours

T v Details | Repeat Count | 19€NtEY Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device Device Port
2015-09-08 23:43:06.661 [} a 0 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior

2015-09-08 23:43:06.289 a jeppich 00:0C:29:C8:EB:4F Mi ft- Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess sw GigabitEthernet1/0/3
2015-09-08 23:43:05.772 a 00:0C:29:C8:EB:4F sw

$8P: 4, BV LIAE FireSIGHT & H .

G0 0 S SR IO RS 28 S i 15 2 75

Overview Analysis Po

es AMP A Health JERETUN Help v
Local v Updates Licenses = Monitoring » Syslog
Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015 k
Sensors are being registered. Check
task status to monitor progress.
[) Case-sensitive [ Exclusion
l:l Sep 0B 2015 19:42:59 sd SF-IM5[5214]: pxgrid_agent.pl:normal [INFO] Mitigation Successful
(=3

Sep 0B 2015 18:42:58 sd SF-IMS[24297]: pxgrid_mitigation. plinormal (INFO] Notification pushed to the socket

Sep 0B 2015 19:42:58 sd SF-IMS[5214]: pxgrid_agent.pl:normal [INFO] Mitigation: a«

ip_address=192.168.1

©2016 BN ARG AT FMRA
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CISCO.

ACREHERR

ISE pxGrid R FH R E R

iR 73k 1E ISE pxGrid ¥ & _Li247/45 1k “application stop ise” .

pxGrid {XERIEBIRIRIA R

fE R J7i%: B FireSIGHT & H .0 R4 H AN B UL TIRIE P RE S
FERUE TS 1) e B R A2 1. /Volume/home/admin/+++ .

Hif% FireSIGHT ‘& ¥ #y Rl ISE pxGrid 15 s [A] AR B ) [ 25

FireSIGHT . ISE pxGrid 77 s 1 2% i 4= # B 0] gt DNS

FireSiGHT EHrhilyk 5 ISE #HTiE(S

fift e J5i%: FireSIGHT. ISE pxGrid 7 i Fl 25 4= %5 N A @ Afr DNS
Wi FireSIGHT & BE A0y, AL RZE A ISE pxGrid 5 2 [A] (I a] [F) 25 .
=75 5l FireSIGHT & # bt

1E FireSIGHT IR /L IR H IR B HE G

fip R Jii%: iR FireSIGHT B HH0 . A& BAR A ISE pxGrid 75 s 2 [ ¥y ] [ 25

FireSIGHT & 2B ff 5k T

R TT % HR FireSIGHT B RO, A& /EE5 A1 ISE pxGrid 5 £ (B [ (] [F] 25

W7 )5 3)) FireSIGHT & B A0

Z% “BRRY” =i

T IR I TP Mk Codid ISE #H7 S SiiE . o UERC B MR AL
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M FireSIGHT EI212%I & & tHFREA pxGrid 2 EFEEMH AL HEEIRER

R vk JEILAE FireSIGHT & BEEH] & CLI Liz47 PA T a2 K £ ISE pem SCAEL S E 1

openssl x509 -noout -text —-in isel4lab.pem

pem AR ALEIEF
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
56:19:0£:90:00:00:00:00:ab:b7:4£:a0:57:21:a0:03
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=iseld4.lab8.com
Validity
Not Before: Oct 11 01:46:56 2015 GMT
Not After : Oct 10 01:46:56 2016 GMT
Subject: CN=iseld.lab8.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:a3:9e:b5:4e:68:e7:£f9:db:4b:c6:3£f:£4:£9:12:
e8:6f:ba:05:4d:b6:0b:13:fc:3c:35:61l:ed:d6:dl:
0d:65:f4:e5:38:3d:5a:55:ac:94:e6:34:57:44:30:
64:75:9c:35:6£:£2:9c:0a:d6:£4:86:9d:94:10:2€:
b6:eb:ba:76:2:33:84:77:70:20:71:a0:23:21:4b:
af:cc:6a:d9:c2:ba:9%9a:9c:eb:27:e6:b3:64:a7:e5:
29:31:65:03:23:06:d8:39:09:74:48:32:75:de:b6a:
5c:71:6a:27:8e:6:d3:58:d0:44:e6:52:ec:3£:d8:
38:5b:d2:fc:c2:d6:90:02:e8:5a:9f:a7:a2:dc:44:
81l:31:fc:5e:£d:60:41:40:e6:57:09:9b:d6:11:0e:
a6:93:1b:b0:cl:c5:9p:¢c4:98:45:af:78:1b:9c:55:
02:d3:5:91:48:8b:1c:77:46:6:49:d5:f0:5f:4c:
51:6c:d0:90:82:25:03:32:3b:ab:64:32:49:e5:b7:
45:db:9e:2c:c4:87:dc:dl:££:9¢c:£8:99:d7:88:be:
c6:9d:7c:c6:ea:74:bd:b0:c5:a2:b5:a4:d4:£d:04:
64:61:db:c5:cb:07:69:d3:¢c7:72:8f:17:a7:2e:04:
11:d5:58:0d:00:aa:26:3a:5f£:¢c3:08:2c:dc:a0:26:
e8:87

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Key Usage:
Digital Signature, Key Encipherment, Key Agreement, Certificate Sign
X509v3 Subject Key Identifier:
8E:C0:5C:25:3A:5C:4E:9F:C4:6F:66:41:33:C3:6A:27:4C:00:A1:17
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
Netscape Cert Type:
SSL Server
Signature Algorithm: shalWithRSAEncryption
40:cc:1b:4d:94:94:d9:68:7b:95:6e:36:e4:3a:41:41:6c:fl:
4e:f0:1la:fa:3e:42:7e:00:73:80:ad:0f:4a:bb:d4:ce:cd:da:
ef:32:£9:d0:58:£0:¢c4:90:0c:97:20:88:26:£5:9¢c:96:d7:61:
£fe:05:09:40:0a:£6:33:04:dc:30:ec:10:d2:82:f2:ec:5d:£9:
b2:d1:69:5e:ed:ae:ab:b4:6d:bl:cd:16:bf:67:14:e9:ec:4f:
9c:83:07:35:64:26:9d:e4:41:bb:65:5e:77:7b:eb:da:d1:98:
9c:c0:50:fc:ba:ad:dc:51:c4:e5:49:28:55:9£:40:0c:61:20:
1d:49:e3:ca:ab5:a2:35:74:5¢:57:71:17:32:71:2c:2b:51:2c:
cf:49:30:9e:31:28:19:4a:62:1b:4a:86:21:0d:54:73:08:86:
92:df:8c:ae:3d:92:91:5£:70:d5:17:4c:14:07:d1:0c:59:0b:
3d:6d:6a:16:ca:a9:3a:06:08:37:£1:28:af:¢c5:03:32:30:82:
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3d:53:8b:77:ed:e7:8a:5a:38:b6:3b:0e:c0:93:63:cl:f6:2e:
a3:ce:33:24:0a:82:d4:£7:8£:0£:¢2:99:9e:96:36:¢c5:89:a2:
9£:£3:66:01:12:da:13:53:d4:92:ef:17:9e:2b:26:4b:3c:7d:

1f:6f:a3:b4
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E1H: ¥4 FireSIGHT W CA AN F AR ISEIEB ARG EH . B HEAAEN,
B (Administration)-> % 4t (System)->1E15 (Certificates)-> R St 1E 15 (System Certificates), HH5 A
FireSIGHT W ASIALHRT o S ALY

Ucense
4 Home  Operations | ¥  Policy|¥  GuestAccess|¥  Administration | ¥

52 Identity Management

Depioyment  Licensing logging ~  Maintenance  Backup &Restore  AdminAccess  Settings

Overview

Endpoint Certificates

Trusted Certificates
OCSP Client Profile

Certificate Signing Requests

Internal CA Settings
Certificate Templates

External CA Settings

BB Network Resources [24 Device Portal Management &) pxGrid Services [65) Feed Service 248 pxGrid Identity Mapping

Import Server Certificate

" s ode
* Certificate File | Browse... | fmc2.cer

* Private

ey File | Browse.. | fmc2 ke:

Friendly Name |

Allow Wildcard Certificates
Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Validate Certificate Extensions [] @

Usage

[ Admin: Use certificate to authenticate the ISE Admin Portal

EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

PXGrid: Use certificate for the pxGrid Controller

Portal: Use for portal

[

E2H: NIEP “HE” B> pxGrid, SRJEHAC (Submit)

B3P: BMZEILTHE:
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/) Home Operations | ¥  Policy | Y GuestAccess|v  Administration | ¥

5 Identity Management I Network Resources 22 Device Portal Management PXGrid Sevices Feed Service =48 pxGrid Identity Mapping (S
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Corticeso Manegoment System Certificates [ For disaster recovery It is recommended to expart certificate and private key pairs of all system certificates,
. / Edit | [ Generate Self Signed Certificate | (g Import | (@ Export || X Delete || fO view
‘ Friendly Name Used By | Portal group tag ! Issued To ‘ Issued By valid From Expiration Date ‘
System Certificates v isetd
Admin, Portal,
Endpaint Certificates o ':sz;c“:te"'e‘f's‘g”e“ SEVETE Enp gzz"" Portal Certicate 1cq14 fab7.com Ise14.1ab7.com Sat, 22 Aug 2015 5un, 21 Aug 2016
Authentication i
Trusted Certificates o Edubf)?m"'#mm"”m* pxGrid sd.labZ.com sd.lab7.com Mon, 31 Aug 2015 Wed, 305ep 2015 WP
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pxGrid FN1 S BRET AR FZ EFTE BN

PERH: W EM ISE #E HIEATE S NMIBRIE TS, pxGrid 15 4y b iR 55 5k 23 76 ISE pxGrid 5 i - HE 5 5)
PRI : CSCuv43145

fRRITIE: TCHAEMIRIE, BOOR B EN R SIS, (BAEARSSAbT EH R SRS, KA A BT i b5
HE.

fEMTHR]: ISE Carlsbad 2016 EHEZEIA

FEZh pxGrid 5 K BRTE GUI by B RBRZE CLI Fh

PEBH: Y4 pxGrid HA ¥ PR pxGrid T5 5, —MEF EPRE, 55— M THHUIRE . iRBIMEASTT
BT EEPRA, IF HAE PR T BEAE CLI P8 8 pxGrid KA. CIRZSAE UL #F2 iif t A 4. K 7E Carlsbad
FREAT S N

FRGRITIE: ] CLI i 5E :shm sk s
fEMTHR]: ISE Carlsbad 2016 SEHFFA
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754 70 ISE M55 H AL & pxGrid:  http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo-88-
Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf

ey fsE FH R pxGrid #BIEF: FCE CA 2541 ISE pxGrid 15 5 Fl CA 254 1) pxGrid % F ¥ :
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how _to/HowTo-89-
CA signed pxGridISEnode CAsigned pxGridclient.pdf

W] 45 BB} pxGrid #5ZEHS: ISE pxGrid 7 S pxGrid % )7 5 () EH 2544 1E 5«
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo0-90-
Self signed pxGridClient selfsigned pxGrid.pdf
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