Y
CI1SCO.

Cisco FireSIGHT &! ISE Rapid Threat

Containment Solution




HOoF HMA 'Y J10|E CISCO
SXt
0TI 5 L 4
= = 2 5
TS L e B B I | e 8
LD AP B et neeas 8
ME AFERELDAP T ettt e e et e e e 10
pPxGridE A6l S SE0AM A MHE QIS A0 CHSHISE 71 .o 11
ISEID M= MHEEZI QAIZSAME ISEL| ME|TY 5= QU= QSN HEUAZ LHELYZ ......... 11
MIT MEHE 21Z M0 CHSH FireSIGHT Management Center 1. 14
M MEE AISME AFE SN pxGrid HO|THE T4 e, 19
CA MY ZtH0j| CiSt AF2 X} X|-HEl pXGrid BFIES] ... 22
pXxGridE AI25l= S 21 SHZA0AM CA MH QAUSMO| CHBHISE A e 26
CA M Q1= A0 CHSt FireSIGHT Management Center 14 ... 30
CA MY CIZSME AMESIH pxGrid YO TME LA i 32
FireSIGHT PXGrid LI Bl ....cooiiiiicieeerire e e e s sss s sssnses e e s e e e s s s ssnnns s e e e e e e es s e s snnnn s e s e e e e sesassnnnnnnnnnnnns 34
FireSIGHT pxGrid Il 78 B & B L e 34
M O A B A A e e et 35
FireSIGHT pxGrid &t} S Al A e 35
e e SR 35
TSR 36
D NS USRS 36
B E(SNUIDOWN) ..ot e e e e e e e e e 37
el = ( (=140 4110 = 1 (=) PRSP 37
o e e SR 38
FireSIGHT pXGrid Rl @l T et rr e e e e s s rrn e e e e s s s s e e e e s s ne e e e s s s sneeeessssnneeeensnnneeesnsanns 39
=X [ o I e e e R 44
ISE EPS AH|A S ZZ| AHTEEO| A LA s 48

Cisco Systems © 2016 2 1| 0| X|



HOt oHMA giH 7io| = CISCO
FireSIGHT Management Center ArZFEAH] TEH ..o 50
SRS 50
S e e e e e e et e e e a e e et a e e aneeeaanraeeaneean 53
eSS SPRRRSR 54
S e e e e e e et e e e a e e et a e e aneeeaanraeeaneean 56
B D R oo et e e e e e e et aeeeeeeeee———————————aaarerra——— 59
S e e e e e e et e e e a e e et a e e aneeeaanraeeaneean 61
DN R SRS 64
S e e e e e e et e e e a e e et a e e aneeeaanraeeaneean 67
= 2RSSR 69
El| 2 e 71
T e B (S e | 74
] e e et e et e et e e ae e e e nneeeeaneeas 76
e | I - 79
ISE pxXGrid AH|AZE LEEFLEX] QS e 79
PXGrid OO M E QBT A @F THAX] oot 79
FireSiGHT Management CenterZ} ISEQL EMSEX| S oo, 79
FireSIGHT Management CenterOf| At2t2tA| O|HIET HA|E| K| RS 79
FireSIGHT 2t} A E ATl oo 79
L B Bt T USSP PRR 79
FireSIGHT Management Console2| pxGrid 12 AlIj Al syslog @& HA|X] ........ 80
ISE A|AE FHEAZ 7P AT MEE OIS A 2Rl e, 81
g I T SR 83
pXxGrid S!ID O & A H[A TEA] A| R e 83
=M pxGrid = E7F GUIO| BFEE|X| Q30 CLIO BFEE e 83
- 84

Cisco Systems © 2016 3 o] x|



||||||I||
HO M| A HitH J10| = CISCO

O] 24 &

0| M= FireSIGHT Management Center 5.4& Cisco ISE(Identity Service Engine) 1.3 O| &1 St} 1 =35=
H 20| &= Cisco AX|L|0] B! TZHE LA O Z S, pxGrid(platform exchange Grid)2| ANC(Adaptive
Network Control) 2t3} ZX|E AF2SI0] A EZOIEY M ZX|E =&l THL|Ct 0| 2A= FireSIGHT
Management Center 5.40{| 3t S{ & £|H FireSIGHT Management Center 6.00{ = Sl & &| X| Q& L|C}.

Ol EAX= A MEEZI QIS A2t &7H pxGrid7t 2Hd 3=l CA(Certificate Authority) A & 0,_I"A1E A8 Sl=
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M3 LICH pxGrid 7 2&, pxGrid Of O| M E & X[ 8! AL 12 0|d M&E HEE CHELCH prrld mbs|
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23| Sy
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FireSIGHT 0| O| M E 7} ISE pxGrid ' E0f pxGrid 22}0|HEZ SE |1 pxGrid ANC 2t3 ZX|E £
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Al Ucense Viarning 1, | lsed4 | admin | Feedback | O
alufn v L
Identity Services Engi ——
e SYS=ivices Engine /> Home Operations|*  Policy | ¥ GuestAccess| ¥ Administration | ¥ o Bsistonicy
o8 System 5 Identity Management [ Network Resources |24] Device Portal Management 1B pxGrid Services |6, Feed Service 248 pxGrid Identity Mapping

©Enable Auto-Registration  Disable Auto-Registratior
View By Capabilitie:

L Live Log L3

fEnable  @Disae  (@Approve @ Group W Decine  JDelets v FRefresh  Total Pending Approval(0) 1-303  Show (25 v|perpage Page[1 3 ofl
[ Client Name Client Description Capabilities Status Client Group Log
O P ise-admin-ise14 Capabilities(3 Pub, 1 Sub) Online Adminictrator View
O » ise-mnt-ise14 ‘Capabilities(2 Pub, 0 Sub) Online Administrator View
Ow fsmc-agent-sd Cisco FireSIGHT Management Ce...  Capabilities(0 Pub, 1 Sub) Online EPS View

Capability Detail 1-1of1  Show 25 v perpage Page of 1

Capability Name Capability Version Messaging Role Message Filter
O EndpointProtectionService 1.0 Sub

AlKX| FireSIGHT pxGrid £¢-2 pxGrid 00| ™M E 8! pxGrid ' 2 =& FireSIGHT Management Center0|

AEESHO] Lot}
pxGrid 0| O| M E A X[= M| 7}X| 7|52 HSE LI
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LDAP AFEXL HE S MSotE QS M7t o gLt £t A8 RZAR/ZARE M2 JEA SAE
=
o

L =
= =)
SE A 23 HA MF ZEE MS5H7| ?loh AHEXAF 214 0] Ed=te| 1 HERT HAM0| 2FE LI

LDAP 7 74

C ici i 74 X = S = oo
1ct Policies(’d*H)->Users(At-2 X})->Add LDAP Connection(LDAP ¥HZ F7}HE MEISI 2 2SS
eS| Ch
H=d L{CF.
Overview Analysis JLISEEE Devices Objects | AMP
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v
External Authentication Object
Name * Lab
Description
Server Type | MS Active Directory  # |
Primary Server
Host Name/IP Address ™ 192.168.1.14 ex. IP or hostname
Port * 389
Backup Server (Optional)
Host Name/IP Address ex. IP or hostname
Port 389
LDAP-Specific Parameters
Base DN * dc=Iab6,dc=com | Fetch DNs ex. dc=sourcefire,dc=com
User Name * Administrator ex. en=jsmith,dc=sourcefire,dc=com
Password*  [esssesess
Confirm Password *
Encryption () SSL () TLS () Nane
SSL Certificate Upload Path No file selected ex. PEM Format (base64 encoded version of DER)

Timeout (Seconds) 30

2CHA| Enable(2H/43})->User/Group Access Control Parameters(AI2XH/18 UM A HEE
O} 7§ B4 2=)->Fetch Groups(1& 7t 27|)

A3 ASR 1

mjo

o 2= QAES ZeLCL

rin

User/Group Access Control Parameters

Enable [
Available Groups Groups to Include
<none> | = | Account Operators
e Administrators
|- = | Allowed RODC Password Replical Users in Groups to Include will be used for User Awareness.
Backup Operators
Group Filter Groups to Exclude

| - | <none>

— Users in Groups to Exclude will be excluded from User Awareness.
Fetch Groups
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C 242 St SLS - ES 32|36l
4THA| LDAP A2 gdslstn->HES S L Lt
Overview Analysis JIEEN Devices Objects | AMP A Health System Help v ad|
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v
External Authentic
Task Notification "

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

LDAP Connections

LDAP server connections that contain user accounts and information | d) Add LDAP Conne

Lab

SCHA|  Chemt 24o| mA| & ofof SfLich.

Overview Analysis JELISEEN Devices Objects | AMP A Health System Help v admin v|
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v

External Authentication

Task Notification

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.
© Success x
Successfully enabled LDAP connection
LDAP Connections
LDAP server connections that contain user accounts and information [ @ Add LDAP Connection
Name
Lab & 278

6THAl S AE AEXL A OfEE|AH 0| MO Ciot HEXT dME gdatetL .
Policies(’d*#)->Network Discovery(L| EQ{3 HAM)E MEiSI 2 HES
A
o

£2|35}l10 Hosts(SAE),
Users(At2X}) Y Applications(Ol Z2|7|0| )& M=t Chg Save(XH)E

gL

Overview Analysis JRLII{<I-=E8 Devices Objects | AMP A Health System Helpv admin v

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥
Custom Operating Systems Custom Topology

Up to date on all targeted devices.

m User Advanced

k. @ Add Rule

Zones Source Port Exclusions Destination Port Exclusions Action | |

« Discover: Hosts, Users, Applications & 8
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User Activity(AFEXt 2F) 2t B0 = £[T ALEAF 271 #A[E L CH

[oTETNEVE Analysi Pol

ies Devices Obj AMP A Health System Help admin v

Context Explorer Connections v Intrusions v Files v Hosts » Users » User Activity Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

User Activity L3

Task Notification x
Task Status Your task Installation Setup (Register}
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check task status to
monitor pragress.

Table View of Events > Users 2015-09-08 17:02:00 - 2015-09-09 18:455[;2?:@

No Search Constraints (Edit Search)

[ v Time x Event % User % User Type X IP Address ¥ Description % Device *
# (O 2015-09-08 20:16:06 User Login 4 jeppich [ oap =i 192.168.1.7 192.168.1.51
# ([ 2015-05-08 20:10:03 User Login 4 jeppich [ pap =i 192.168.1.7 192.168.1.51

3t o2 2| PC O}O|

rH

= =03 of2f o IP =20 Hiet "s A E =2 up "ol 4l L Ct.

—

800 Virtual Defense Center 64bit 5.4.0 Build 763 (sd.lab6.com) - admin & -
| @ hrtps://192.168.1.50/network_map/view_host.cgitip=192.168.1.7 | e e -
@ | (Q search ) < Ui a6 =
Host Profile fost || Generate W ) GBS il
1P Addresses 192.168.1.7 A Hea e elp d
NetBIOS Name JEPPICH-PC - -
Device (Hops) 192.168.1.51 (0) lerabilities ¥ | Correlation ¥ | Custom v Search
MAC Addresses (TTL) 00:0C:29:C8:EB:4F (VMware, Inc.) (255) Bookmark This Page Report Designer Dashboard View Bookmarks Search
Host Type Host
Last Seen 2015-09-08 20:16:07
Current User John Eppich (jeppich, LDAP)
View Context Exglorer | Connection Events | Intrusion Events | File Events | Malware Events h x
Hnstallation Setup (Register)
Indications of Compromise (0) | & Edit Rule States | {7 12:30:51 2015
S Histered. Check task status to
Operating System » | & Edit Operating System | | 2015-09-08 17:02,00 - 2015-09-09 18;45:00 &
Vendor Product Version Source state
Microsoft Windows 7 FireSIGHT
‘ Description * Device *
Servers (1) »
192.168.1.51
Protocol Port Application Protocel Vendor and Version
192,16 192.166.1.51
tep 445 [ NetBIOS-ssn (SMB) UL a6 o 19216017 192,168,151
- =i 192.168.1.7 192.168.1.51
Applications (7) » =
il 192.166.1.7 192.166.1.51
Application Protocol Client 'Version Web Application
= =i 192.168.1.7 192.168.1.51
] wsop ] wsop L&
= =i 192.168.1.7 192.168.1.51
O Hre [ Firefox 0.0 [ Google L&
=l 192.168.1.7 192.168.1.51

9 # o ME ot TeELCH

0| 2AE T Z2IAUAN|= AIEX 7|8 HE, S AE TZE

MR

User History »

Users. 2015-08-07 20:33:54 2015-09-08 20:33:54
John Eppich (jeppich, LDAP)
Attributes v | & Edit Attributes |

Host Criticality None

Host Protocols »

Protocol Layer

icmp Transport u]
tep Transport (]
udp Transpert (]
ipv6-icmp Transpart [u]
® Network u]
ARP Network 5]
RARP Network [u]
IP Version & Network [u]
34958 Network [u]

Vulnerabilities (78) » | & Edit vuinerabilities |
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PXGridS AL St S BH0M U= NHE
QIS M|l ChE ISE T4

Of M0 M pxGridE ArEStE SEE 2HE0M A= MYE ASME AMESHH ISES Td5t=
ZZMA HAS 2L

ISEID M= MEE ASME ISEQ| MEE 4 Y= ASM HELAR
L 2 LY 7|

0|5 Aot ISEZF 22 MBE ASME A 2(3H0F LTt

£ 30 ISE 2.00) A= 0] TPH0| TREHX| U&L|CH 7|25 O 2, pxGrid7} ISEO| A EHAISHE| B AA| Sl & E7} TA|E| 1 ISE pxGrid = E0f CHt
40| HFELICH O] ISEID A MYE Q1F M7t Ma|FL|C

1CHA| Administration(2t2|)->System(A| A &l)->Certificates(21 S A{)->System Certificates(A| AEl
QIS M)E MEYSID ISE I MHE ID QISME MeygtL|ch.

/2 Home  Operations | ¥  Policy| ¥ Guest Access| ¥ Administration | ¥
5% Tdentity Management i Network Resources Device Portal Management PXGrid Services Feed Service {8 pxGrid Identity Mapping
Deployment Licensing _ Logging Maintenance Backup & Restore Admin Access Settings.

Certificate Management System Certificates /. For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

— [/ Edit | (4 Generate Self Signed Certiicate | (= Import | (& Export | [ Delete | [ 0 View |
Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
LEe
‘Admin, Portal,
Endpaint Certificates Rt ek sensce) (i Defak Poral Cerificate. 4 7 com se14.ab.com Sat, 22 Aug 2015 Sun, 21 Aug 2016
ertificate eAren Group (i

26H  QIZMT RS2 MEish & Export(h =L 7|)E S LICH

Export Certificate 'Default self-signed server certificate’
(&) Export Certificate Only

O Export Certificate and Private Key
*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

=22 (cencel |
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3¢HA|  ISEID A= MBE ASMEISEL MEE = A= P22 TP FZL L
Administration(2t2|)->System(A| A El)->Certificates(21 5 A{)->Trusted Certificates({M 2|2 5=
9l = Q1= A{)->Import(7}X 2 7|)->ISE ID M= M HEl OI=A{(PEM)E MEHS}T Trust for
authentication within ISE(ISE L} 2| QI Z A Z|)E E/d3I$t & Submit(X|=)E &g}

jcense Warning ¢ | isel4 |
"
Sy SeTvices Englne % Home  Operations | ¥ Policy | Guest Access | ¥ administration | ¥
Shicersity Mongemene | [l Network Reouroes | [i Device Portal Mongemert. | [ peGrd Snices. | [ Fesd Service. 4] peGri ety Mapping
Deployment  Licensing logging  Mantenance  Backup GRestore  AdminAccess  Settings
- Import a new Certificate into the Certificate Store
* Certificate File [ Browse... | Defaultselfsignedservercerti(s). pem

‘Overview

Friendly Name [

System Certificates

Trusted For: 7

Endpoint Certificates st for au
[ Trust for n and Syslog
Trusted Certificates.
[ Trust for auther rvices

OCSP dlient Profile

[ Validate Certificate Extensions

Certificate Signing Requests Description |

= )
Certificate Authority

4ATHA| ISE = E0f| A pxGridE ZHd 3}t L Ct.
Administration(2t2])->System(A| A&l)->Deployment(11 )& &It £ L £ MEHSI
pxGridE 433t [} Save(XZ)E gLt

g Lcense arning ¢ 1 le1a |
o
' Identity Services Engir e

£ oy = 4 Home  Operations| v Policy| ¥  Guest Access | v ion | v

5 Identity Management i Network Resources |2 Device Portal Management & prGrid Services i) Feed Service 18 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore: Admin Access Settings
Deployment Nodes List > ise14

Edit Node

v LABMN  General settings T eRY
» &% Deployment

=% PAN Failover

Deployment

Hostname ise14
FQDN ise14.lab?.com
1P Address 10.0.0.15
Node Type Identity Services Engine (ISE)

Personas

| Administration Role PRIMARY | Make Standalone |
Monitoring Role | PRIMARY |~ Other Monitoring Node
Policy Service

Enable Profiling Service

,,
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HL

S5THAl  pxGrid MH| AT} A S QIX| =telgL|
Administration(22|)->pxGrid services(pxGrid A{H|A)E MEHSI 1"Enable Auto
Registration(X} & 5§ 2d3h)"S g/dstetLict.

- omne g 1 £
costngine e T e
Sy 38 Mwory Meagemart i Neowork Amscurces (5, Dovice o Manapamant Fond Sorven e ety Magong
(o)  [oosermmmmmeoo
T o v
Vi QDb Qhowon O Guo @Ouie (lsete v  Phetwh ot Fending Aprowt®) * 1-20f2  Show 35 v perpage Page(1 3

ﬁ:ﬂ-m ' '
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M MEE 215 A0 C{St FireSIGHT Management
Center 1+°d

Of MO M= ISE pxGrid ' £ XS 98} M MBEl 0I5 ME ALRSHE 2 FMC(FireSIGHT
Management Center)& 1AL Ct. LfE FMC 91Z 7| 20| FireSIGHT Management Center0f| A 44 |
SMI4Q 7| NS ISE QIS A A|AE HEAAZ LHELHD 79 SLCH LHE FMC 38 215 A E ISE
OIZMO| AlZ|at 2 9l A|AE KAAZ LYEWUL|CH ISEID MZ MIYE 28 OIS ME FireSIGHT
Management CenterQ| Al2|3t &= Q= CA A AZ 7ML L}

:I:

1StA|  Objects(7 H|)->Object Management(7} H| 22])->PKI->Internal CAs(L} 5 CA)->Generate
CA(CA ¥¥)E HHiot = ofefio| ASM BEE MSFLILH
0] OO A= L& CAO|| X|™H &l O|20] FMC2Q!L|C}.

Generate Internal Certificate Authority
Name: FMC2
Country Name (two-letter code): | Us
State or Province: Maryland
Locality or City: Germantown
Organizatio Lab
Organizational Unit (Department):  |ab
Commen Name: sd.lab7.com|
Generate CSR Generate self-signed CA || Cancel
. _— = .
2¢HA| Generate self-signed CA(A = AHE CA M/Md)E ZalstL|C}.
C I OE-I I.OIO I.O | |. |.HO| ool A2ls II.
3CHA CAQIZAM I CI2E2ESHD o2 S et
Overview Analysis Policies Devices QolOEISER | AMP A Health System Helpv admin v
Object Management
| © Generateca || () tmport ca H_; Filter |
4 5= Network Name l Value s
= : . —_— —
Individual Objects
O s fme2 CN=sd.lab6.com, ORG=Lab, OU=Lab, C=US

ST O e
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4Tt  Download(Ct22E)E ME{SIL|CE

Edit Internal Certificate Authority

Neme:  [fme2

4 Subject:
Common Name: sd.lab.com
Organization: Lab
Organization Unit: Lab
4 Issuer:
Common Name: sd.lab.com
Organization: Lab
Organization Unit: Lab
4 Not Valid Before:
Sep 7 23:03:59 2015 GMT
4 Not Valid After:
Oct 7 23:03:59 2015 GMT
4 Serial Number:
ESD624E48734213E
4 Certificate Fingerprint:
60:5F:77:50:85:85:58: 58: DF:9E: EE:BC:AB:FC:61:76:EB:9E:89:79
4 Public Key Fingerprint:
cbaefa2423f429a3702e3260742bbaa065e2afea

4 Downioas

S5THAl U= otHIZHSE YHo = OK(&H)E =28

ok

FL|Ct. O Of| 0| A| = cisco1230| AFE & A& L|C}.

Encrypt Download File

Password: [TTTTTTTY

Confirm
Password:

Passwords Match: &

6THAl  pl2mes 2HO| MYLIC

You have chosen to open:

B 8le5adad-55b4-11e5-a8bb-8d638a691462.p12
which is: Binary File (2.4 KB)
from: hitps://192.168.1.50

Would you like to save this file?
4 Issuer:

Common Nz (save File |

Pzt

7THA 2+ A=E p12 0t 0|55 HEYLICL O] oM = It 0| FS fme2.p122
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8THA| winSCP EE= CH2 YIS AF2 510 IS FireSIGHT Management Console2 ¢ 2 = 3tL| Ct.

1541 - admin@192.168.1.50 - WinSCP =N ECR
Local Mark Files Commands Session Options Remote Help
ool % E Synchronize | [l @ = {3} Queue - - Transfer Settings Default - e -
& admin@192168.1.50 | New Session
£2,C: Local Disk -EE ie- 2% | admin -2 0 2 B FindFiles 5,
£ [a & [
CA541 MNolume/home/admin
Mame Ext ’ Size Type Change * || Mame Ext Size  Changed
. Parent directory 9/7/201 & . 10/2/2014 11:48:14 AM
| Sourcefire_3D_Device_Virtual64_Vhware... 543 MiB  GZ File 8/12/20 fmd.plZ 2,501 B 9/7/2015 6:24:40 PM
| Sourcefire_Defense_Center_Virtual54_V... 677 MiB GZ File 8/12/20
|| SFIRETERMFEAT201500071316572380.lic 1046 B LICFile 9/7/201
|| SFIRETERMFEAT201509071318082330.lic 1,033 B LCFile 9/7/201
|| SFIRETERMFEAT201500071318222530.lic 1,056 B LICFile 9/7/201
|| SFIRETERMFEAT201500071318343330.lic 10708 LCFile 9/7/201
| Sourcefire_3D_Device_Virtual4_VMware... 212B  MFFile 1072720 =
| Sourcefire_3D_Device_Virtual4_VMware... 210 B MF File 10/2/20
| Sourcefire_Defense_Center_Virtual54_V... 222B  MFFile 10/2/20
| Sourcefire_Defense_Center_Virtual54_V... 220B  MF File 10/2/20
| Sourcefire_3D_Device_Virtuald_VMware... 5912B OVFFile 10/2/20
| Sourcefire_3D_Device_Virtuald_VMware... 36,957 B OVFFile 10/2/20
| Sourcefire_Defense_Center_Virtualdd_V... 4711 B  OVFFile 10/2/20
| Sourcefire_Defense_Center_Virtualdd_V... 34856 B OVFFile 10/2/20
[Hfmc2.p12 2501 B Personal Informati...  9/7/201)

OCHA| FireSIGHT Management Console0| SSHZ < 3otL|Ct.

=]

10CH  Chs Y-S Y350l p12 It US CER SLKEY MU 2 HeketL|C.

—_

% 7: CER Y KEY I} 0| £E2 2o|2 X|™E! L|C}. original.p12 I} 2| 0| 20| fmc2.p12E2 WAL S L|CT.

sudo openssl pkcsl2 -nokeys -clcerts -in fmc2.pl2 -out fmc2.cer
Enter Import Password:

MAC verified OK

admin@sd:~$

sudo openssl pkcsl2 -nocerts -in fmc2.pl2 -out fmc2.key
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

admin@sd:~$

11CH4|  winSCPE AL2310] fmc2.cer & fmc2.key It 2 S FireSIGHT Management Center0j Al 22 PCZ
AR LICE

A H

B admin - admin@10.0.0.21 - WinSCP = la ==

Local Mark Files Commands Session Options Remote Help

[ &2 F3 synchronize [l & | - & 51 Queue = - Transfer Settings Default -
| & admin@100021 |5 New Session |

£,C: Local Disk EE - &% |, admin CER e 2 T FindFiles| 7o

£ [ & 8 Downlo ([ Edit % o [ Propertis | £ [y “ [

C\smc_certs /Volume/home/admin

Name Ext - Size Type Changed || Name Ext Size | Changed

. Parent directory 9/5/2015 1| & . 10/2/2014 11:48:14 AM
7| fmc2.cer 1498B CERFile 8/31/2015 | | || bash_history 2419B  9/3/2015 2:20:29 PM
7 fc2.key 1958 KEVYFile 8/31/2015 || |4 1498 B 8/31/20158:39:40 PM
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12CHA|  FireSIGHT Management L5 CA &2 QIS A E ISE QIZ A ME| {EUAZE L EWHESL|C
Administration(2t2])->System(A| A &l)->Certificates(Q 5 A{)->Trusted Certificates(2 2|8 5=
Ql= 9I=Z A{)->Browse(&0lH 7|)E MEHSI 1 fmc2.cerS Y2 E8HL|CL

license Warning /, | =el4 | admin | Logout | Feedback | O
Services Engine —
Z@Y Home  Operations | ¥ Policy | ¥ Guest Access | ¥ Administration | ¥ St

8 Identity Management B Network Resources [22] Device Portal Management [&) pxGrid Services [&) Feed L Nvice

28 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

R ncz.cer
Overview

Friendly Name ‘},

System Certificates

Endpoint Certificates Trusted For: 7
Trust for authentication within 1SE

Trusted Certificates [ Trust for client authentication and Syslog

[ Trust for authentication of Cisco Services
OCSP Client Profie

[ Validate Certificate Extensions
Certificate Signing Requests -

Description |

Certificate Authority [ cancel |

13CHA|  "Trust for authentication within ISE(ISE L 2| Q1= ME|)"E 24355t & Submit(X|&E)E
st

14CHA|  ISEID A= MBE 38 1S X 72 7|8 25 ISEQ| ME[E = U= ASM MY A0AM
LHEHL|CI ISEID A Z MHE 38 915 ME FireSIGHT Management?| A2 £~ /= CA

HEAZE LYELYZ|3t S5tH E L|C}. FireSIGHT Management ConsoleO| O] OIS ME ME|T &=

Ue ASME QlAgtLCt.
Administration(2t2|)->System(A| A El)->Certificates(Ql "A-I)->Cert|f|cate
Management(Q1 = A 2t2|)->Trusted Certificates(2 2|2 = Y= QASM)E EEI5t10 ISE
ASME MElist 2 Z7| U 7| 7|E 25 LHE LD H|Y L2§ | S gt

—_—1

OH Ha

ke
g
o
ux

4 X ISE 2.001 M & S At T}

"Default self-signed server certi x
O Export Certificate Only

® Bxport Certificate and Private Key

Warning: Exporting a private key is not 2 secure operation. It could lead to possible exposure of the private key.

EXN el

Cisco Systems © 2016 17 | 0| X|
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15CHA| ISE A= MEEI ID 915 A E FireSIGHT Management2| A 22t 4~ Q= CA A E JFH S L C}.
Objects(7} |)->Object Management(7j&|| 2t2|)->PKI ->Trusted CAs(4l2|E = Q= CA)->Add
Trusted CA(M 2|3t 4 Q1= CA $7)E M3 5 0|22 YRS} D Save(KH)E SYBLICL

Import Trusted Certificate Authority

Name: IS

Certficate Data or, choose a file: | Browse... |

—BEGIN CERTIFICATE-—
MIIDKICC?

) Encrypted, and the password i:

save cancel |

16CHA|  FireSIGHT Management L5 CA 3 71/71 9! 7| A& FireSIGHT Management CenterQ| L £
IEM MYz 7t S L L
Objects (7 M|)->Object Management(7§ | &t2|)->PKI->Internal Certs(L} 5 21= A{)->Add
Internal Cert(LHF Q1S A -’F—7H§ MEHBHL|CL.
ZHel 710 CHOHM = 5 2ot RS AetLCt.

%t1: ---Begin Certificates7| EA|ZE |77t X| Bag E48 AH|SIAA| 2.

Add Known Internal Certificate
Name: | FMC2_InternalCA
Certificate Data or, choose a file: Browse...
Iudl@:yln AB CB C1 14 F2 36 05 9D 5C AF 0B 9F 4D DB D4 2A 61 8D 4A 11
_____ /CN=sdlab7.com
I
----- SEGIN CEI\'I'lFlCATE---»-
MIIDGDCCY QL ‘AMchQA]BgNV
BAYTAVT
MAQGAIUEngDTGﬁM(MngYD‘JQQLDANMY‘MxFDMBgNVBAMMC!NKlmmV):uYZQ(
Key or, choose a file:  |_Browse...
(] Encrypted, and the password is:
Cancel
= HI R i RPN S |- | | _|-0|0| E M2 A} -Il'é'l- | |-
17¢H Begin..." ZIMJtX| 7| Lt O| Bag E4 & AtA|BL|CL.

-~—BEGIN ENCRYPTED PRIVATE KEY-——
MIIFDjBABgkqhkiGOwWIBBQOWMzAbBgkqhkiGOWIBEQWWDOQIPhTEKZraQBACATDA
MBQGCCqGSID3DQMHEAN0OUXMPRKE ZASCEMhLLGRIINDGK/YKS+ARIE+HYEXZyshE
cOKMAdFIZyaBDxN/NAZyDtcGUUISVWLawIVmPUSKI 1vfatskgSpfic40dvNKaPC
i41KbecwQj/YeLrFoZeHHxcMqaCQFST7x3XBVWE+ hTZXwAYOWSFGUIaT/FCIOEX W
PMAL5UEIQq0Yzn6UR4ea03mfmAowlXXaGmOeZZHVKDXku+LI0ZPryKWEZTIK5Siq

Cisco Systems © 2016 18 | 0| X|



|||||||||
HOF QM| A i J10|E CISCO

18THA|  IESh </no>F MAOtL = otE HIZHMS S YHE L

Key or, choose a file: | Browse... |

Inl:aKey]D 60 5F 77 50 85 B5 58 58 DF 9E EE 8C AB FC 61 76 EB 9E 89 79
Key Attributes: <no attributes=""|
----- BEGIN ENCRYPTED PRIVATE KEY-——-
MIIFDBABgkghkiGIwIBEQIWMzAbBgkghkiGIWIBEQwwDgQIPb7BKZraQBACAGgA
MBEQGCCgGSIbIDOMHEAhoOUxmpREG2ASCEMALLGRIINOGK YKS+ ARDE+HY6xZyshB
eOKMAdFIZygBDxN/JNAZy0tcGuUISVWLOWIVmPUGKl 1vfatskgSpfic40dvNKgPC

i41Kbecw i/ YcLrFoZeHHxcMgaCQFS77x3XByWe+hTzXwAYOWSITGUIaT/FO9EX v
PMdL&UEIna0Yzn6UR4ea03mfmAowXXaGmOeZZHVKDXku+L20ZPrvKWEZTIKSSia

19CHA|  CHE4F 20| EA|Z|O{OF ghL|Ct OK(=H2)E 25t 2tz L(Ct.

Add Known Internal Certificate ? %
MName: | FMC2_InternalcA

Certificate Data or, choose a file: | Browse.. |

MIIDgDCCAmigAwIBAGIAObWIOSHNCE+MAOGCSGSIb3DQEBBOUAMGxCzAIBGNY
BAYTANVTMREWDWYDVQQIDANNYXISbGFUZDETMBEGALUEBWWKR2YYDWFUdGI3bIEM
MAOGA1UECGWDTGFIMQuwCgYDVQQLDANMYWIXFDASBGNYBAMMCINKLmxhYjYuY29t
MB4XDTE1MDkwNzIzMDM10VOXDTETMTAWNZIZMDM10VowZZELMAKGA1UEBhM CVVIMX
ETAPBGNVBAGMCE 1hcnlsYWSkMRMWEQYDVQQHDAPHZXIRYWS0b3duMQuwCgYDVQRK.

DANMYWIXDD JEUMBIGALUEAWWLC v
CSqGSID3DQEBAQUAA4IED EKAOIBAQCZYRIVARAM + HGEWKIYFIRTTDVGEp1

Key or, choose afile: | Browse.. |
FtigQFmT7026U0eBA6C5159CZ001 +5MASBY I mO+4H4frWpL3PiGY9amXLSBHGN
ZCSFaBUQuZaPHPRPSIGBTIFFWSHACCI6p2ICqSTop3k4QgHAmBbAIOPMYYEY Do A

HLnpJEXADENy 813T54yivITRNanCYD
LG/ BnTS kPR DORBIT StV wdexbFZamluy = TRk CPRES
PPEjLKWIZNIS7AV227k9 Q4FM2affFDz6HAfOBAY/dFRnnze/IdPCUIBIDF dkxNE
/ngkeumwmFcFFsauAk7Amsz+cdpummmoumusqux7yzs/ygdxh54tzumow
OIVWCEF4FIPF/COCQCAI0I0Qs2e1D)

Encrypted, and the password is: | ees

M= MPE ASME ALEH0] pxGrid 00| HE 74

xGrid Of|O| ME = QF A 74m|12{|0| M &l FireSIGHT Management Center?} ISE pxGrid - £ 7t2| E4=
SHESEL|CE ISE pxGrid = E9| IP A7 Z QoL L} CH2 CHAIE 2|9l FireSIGHT Management CenterQI
g 0ISM & 7| mhYo| HagtLoh

o

[=]
e §
o

FireSIGHT Management Center?| 38 QSA 7t SAE QSME AFEEL|CE ISEID M= MHE
OIZ M7} CA QIS M2 AR EIL|CH

FireSIGHT Management Center2| 7§ Q! 7| It 0| S A E 7| L|C}. 7| H|LHS = EQBFL|C}.

1CHA| winSCP = MENSE CHE SCP/SFTP Z2210|HEE AF23810] pxGrid 00| M E Z FireSIGHT
Management Console0f & Z =3tL|LCt.

B 754 - admin@192.168.1.50 - WinSCP = ===
Local Mark Files Commands Session Options Remote Help
M 53 E3 synchronize Bl of [ & Queue ~ - Transfer Settings Default - -
| & 2dmin@192163.1.50 | New Session |
&2, C: Local Disk =] o= o2 % ., admin -EE @ 2 |G FindFiles | T
[ Upload (15 | [ Edit 3¢ o5 L Properties | E [5 [=A
Cisf5a /Volume/home/admin
Name Bt Size Type Change* || Name  Ext Size Changed
4. Parent directory  8/22/20 ||| 4. 10/2/2014 11:48:14 AM
prgrid_de_agent.git File folder 8/22/20 ||| |4 fmc2.key 19588 9/7/2015 6:35:13 PM
prgrid_remediation.git File folder 82220 ||| [ fme2.cer 14988 9/7/2015 6:32:30 PM
Sourcefire_3D_Device Virtual6d_YMware... File folder 822720 ||| [Btme2p12 25018 9/7/2015 6:24:40 PM
[ fmc.cer 23138 CERFile 8/22/20 ||| | sfdc-pxgrid-agent v1.0-35.sh 2375KiB  8/22/2015 5:33:25 PM
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2CHA| WinSCP CE= C}E "t S AR S}0] FireSIGHT L& CA
MC/Volume/home/adminOf &€ 2 E¢tL|LC}.

OH

2 QIZ A, LHE CA 7| ZE FireSIGHT

o>

PR 2R A 2R 720 SX|EL T

w

cHA| FireSIGHT Management Center0j] SSHZ ™31 CtS2 S & etL|C}.

sudo bash sfdc-pxgrid agent v1.0.35.sh

8 00 192.168.1.6

Verifying archive integrity... All good.
Uncompressing Cisco pxGrid Agent Installer......
Installing the agent...

Installing the pxGrid libraries and Perl module...
Setting up the agent to be managed by PM...
Installation done!

Configuring pxGrid...

Below you will be asked a series of questions relating to your pxGrid install
and the files supporting it. Health alerts WILL be generated by PM until the
configuration is completed, however. The answers to these questions will
populate the /etc/sf/pxgrid/pxgrid.conf configuration file, which can be
manually modified later at any time. A configuration example is provided in the
same directory with the filename pxgrid.conf.example.

To get this all to work, the agent will need to connect to a pxGrid server.
This is typically your Cisco Identity Services Engine instance, which must also
have the pxGrid service enabled.

What is the IP address of your pxGrid server
> 192.168.1.71

Every agent connecting to pxGrid must have a unique host certificate which will
be used to identify the agent host. Associated key and CA certs must also be
provided.

What is the full path and filename to the host certificate?

Cisco Systems © 2016 20 H| 0| X|
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> /Volume/home/admin/fmc2.cer

What is the full path and filename to the host key?

> /Volume/home/admin/fmc2.key

What is the host key password?

> ciscol23

What is the full path and filename to the CA certificate?
> /Volume/home/admin/isel4lab.pem

Configuration witten to /etc/sf/pxgrid/pxgrid.conf

4THA| System(A| AEll)->Monitoring( & L| E{&!)->SyslogZE M EHSIO] FireSIGHT Management CenterZ}t
N B3XOZ ISE pxGrid = =0 22I0|HER SEL|U L EPS THE MEATEMIAME=X]

[

o o
stoletLct.

Overview Anal Policies Devices O A Health JSREGHE Help v admin v

Local v Updates Licenses Monitoring » Syslog Tools v

L Task Natification *
Task Status Your task Installation Setup (Register)
succeeded at Sun Oct 11 12:47:00 2015

Sensors are being registered. Check
task status to moniter progress.

[ case-sensitive [ ] Exclusion Messages
P Oct 12 2015 13:24:25 sourcefiredc SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Assigned
L I apability to

Go |

Oct 12 2015 13:24:25 sourcefirede SF-IMS[12566]: pxgrid_agent.pl:normal [INFC] Connected to pxGrid server

Oct 12 2015 13:24:24 sourcefiredc SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Attempting to connect to pxGrid
server (192.168.1.71)

Oct 12 2015 13:24:24 soureefirede SF-IMS[3947]: [3947] pm:process [INFO] Started pxgrid_agent (12566)

Oct 12 2015 13:23:25 sourcefirede SF-IMS[3947]: [3947] pm:process [INFO] Process pxgrid_agent (12469) exited
dleanly

Oct 12 2015 13:23:25 sourcefiredc SF-IMS[3947]: [3957] pm:log [INFO] Process 'pxgrid_agent' closed output.
Oct 12 2015 13:23:25 sourcefirede SF-IMS[3947]: [3957] pm:log [INFO] Process 'pxgrid_agent' closed output.

Oct 12 2015 13:23:25 sourcefirede SF-IMS[12469]: pxgrid_agent.pl:fatal [WARN] No CA certificate defined in the
configuration file

Oct 12 2015 13:23:24 sourcefirede SF-IMS[3947]: [3947] pm:process [INFO] Started pxgrid_sgent (12469)

5CHA| ISEQ| M E 2{™ Administration(2t2|)->pxGrid Services(pxGrids AMH|A)E MEHSH

FireSIGHT Management ConsoleO| ISE pxGrid ‘= E EndpointProtectionService 7| &

SEEAS LI

€ | & https://192.168.1.71/admin/#pageld=com_cisco_xmp_web_page_administration_messagesel c || Q Search * B

ks 1SE ik Defense Center

license Warning i\, | Bsi4 | admin | Logout | Fesdback | O

i
Identity Services Engine % e
- /2 Home  Operations | ¥ olicy | ¥ Guest Access | ¥ Administration | ¥

U 4

Setup Assis

o2z System £ Identity Management B Network Resources 2] Device Portal Management B pxGrid Services &) Feed

48 pxGrid Identity Mapping

@Enable Auto-Registration

e Log

Service

Disable Auto-Reg

View By Ca|

ofEnable  @Disable  @Approve @ Group W Dedine @pelete ~ i Refresh | Total Pending Approval(0) + 1-30f3  Show 25 + perpage Page of
| Client Name Client Description Capabilities Status Client Group
O » isemnt-seld Capabilities(2 Pub, 0 Sub) Online Administrator
O » iseadmin-se14 Capabilities(3 Pub, 1 Sub) Online Administrator
O« fsmc-agent-sourcefiredc Cisco FireSIGHT Management Ce... Capabilities(0 Pub, 1 Sub) Online EPS
(Capability Detail 1-10f1 Show |25 = perpage Page
Capability Name Capability Version Messaging Role Message Fiter
Q EndpointProtectionService 1.0 Sub

Cisco Systems © 2016
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CA M =0l Ci3t AR Xt X| B E pxGrid HE3!

pxGrid 22}0]| 0_1_, FireSIGHT Management Center 2! ISE pxGrid ' £ 7t2| pxGrid 2 3 0f|l= & }0| HE

013 8 MH Q& 2 &9| EKU(Enhanced Key Usage)7t = A2 Xt X| ™ &l pxGrid HIZ 20| 2 3tL|C}.
0| HIZ2l2 FireSIGHT Management Center 3! ISE pxGrid .- E7} = 3t CAO| A A HEZl CA(Certificate
Authority) M3 2t 40| ZQ$HL|LC}.

|I°|'

1CHA| Administrative Tools(2t2| &)->Certificate Authority(2!5 7|2t)-> CA X
E ECI2S MEdsl D Certificate Templates(2F A BIES)E OIRA RLE
Manage(&2|)E 28 gL Ct.

fa certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTIH rtifical o ] 54
File Acton View Help |

e 26|
17: Certification Authority (Local)
El g lab7-WINATE11SBAKTMC
1 Revoked Certificates
| Issued Certificates
| Pending Requests
| Falled Requests
| Certificate Templates.

257 DI9A QEEZBE

Certificate Templates Console
File Acton View Help

o= E o= HE

El) Certificate Templates (WIN-ATE 119

= =
5 Administrator Windows 2000
) Authenticated Session Windows 2000
) BasicEFs Windows 2000

1 cA Exchange Windows Server 2003 Ent. |
=t ik

& Certficate Templates (WIN-BG7GP( | T
%] Domain Controller Authentication

Windows Server 2003Ent...  11C

3] EFS Recovery Agent Windows 2000 6.1
& Enroliment Agent Windows 2000 4.1
5 Frroliment Anent (Comniter) Windows 2000 5.1
6.1
You can create certificate templates with advanced properties. However, 7.1
not all Windows CAs support allcertificate template propertes. Select the. 8.1
version of Windows Server (minimum supported CAs) for the duplicate 71
certificate template.
11C
% Windows Server 2003 Enterprise 102
101
" Windows Server 2008 Enterprise 100
101
Learn more about Cer tificate Template Versions. 5.1
4.1
Co ] o || <
1L
'] subordinate Certification Authority Windows 2000 5.1
5 Trust List Signing Windows 2000 3.1
User Windows 2000 31
15 User Signature Only Windows 2000 4.1
5 wieb Server Windows 2000 41
] wiorkstation Authentication Windows Server 2003Ent... 101
-
T | Ml 0 =in

© 2 Duplicate User template £ &!->Windows 2003 Enterprise->0OK £ &l
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3CHA| oI5 M EHIEEIo| 0|22 =5t 1" "Publish certificate in Active Directory(Active Directory0j|
= o
o aT

1 o x| o - o = —_

QIZM AAI" Mg FHA% = g7 7|17 U A M 7|72k M S L CL
Bl Certificate TemplatesConsole o) x|
| Fle Acton view Hep |l =
Issuance Requirements | Superseded Templates | Extensions | Securty | |
[T corttom Tomts vmvaeron. > | Fowesttmdng | Swjecttame | Sever

Inwuxamu-ym

pocGrid

Minimum Supported CAs: Windows Server 2003 Entemrise.

Template name:
[pGrid
5 [years - 52 [weeks =

I Publish certificate in Active Directory
I | Do not sutomatically reernall if & duplicate certificate exists in Active
Directon

[~ For automatic renewal of smart card certficates. use the existing key.
i a new key cannot be created

KT | [l
- T | —

4THA| Extensions(Z%})->Add(3=7})->Server Authentication(AH Q1=)->0K(2HQl)->Apply(HE)E

=gt

[ B Certificate Templates Consele =11
R e o~ of v Tempote = T
e e A e |
=T Cerbihcate Templates (WIN BG7GPt [E2 — I 2
To modify an extension, select 1, and then click Edt
Extensions included in this template.
Application Policies.
|_] Basic Constraints
|| Cenficate Template Information
] lssuance Policies
Key Usage
110
105
e
10C
Description of Application Policies: A
;I 5.1
Encrypting File System o
|Secure Email 6.1
|Server Authentication 11
5.1
= 5y
3.1
41
41
101
let i | & Cocel | poow | veb || b
T

5THA  Subject Name(H| % 0| F)2 225t Supply in request(27 A| T8)E E-’gd2tetL|Ct

Bl Certiicate Templates Consol =101x]
Fe Acion View Hep Properties of New Template x|
s “ Bl Issuance Requirements | Superseded Templates | Extensions | Securty |
_——————————  Genen st Handi Subject Name: Server
" Certificate Templates (WINATELLS = [ = - I
& Supply in the request
U subfect nfmation fiom exisig cerfioates o autasnolient:
renewal requests.
" Buid fromthis Active Directory information
Select this option to erforce consistency among subject names and to 41 More Ackians 4
certificate administration. 6.1
Subjest ame format 24
8.1
[one =l o
IT Include emai name i subject name 11c
Include this information in alremiate subject name: llg;
™ Esmail name 103
I DG nzme 5.1
I User prinicipal rarme (UPH) 4.1
I Service pincipal name (5PN 6.1
11
5.1
3.1
31
4.1
4.1
1014
. ] 8K [ Cancel | ooy | e
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Extensions(Zt%)->Issuance Policies(t& ™

M) E YL

Certificate Templates Console i

XH
A

e e et ]
@@llml_;?‘ Gereral | RequestHanding |  SubjectName | Server |
-j— Exds
S Cortificate Templates (WINATELTS lssuance Requirements | Superseded Templates ensions ISecunty
To MOrihs =n svtancinn calart & and than ek Fri
=
Bxent  an issuance policy describes the conditions under which '
[ Ta acerilicate i issued :
%‘é 4: 1 More Actions 4
[ s poices Bt
s: .
7.1
Ke
E 8.1
7.1
11C
[ 102
101
Descri 101
= = ||
4.1
Add... I Edit... | Remove | 6.1
™" Make this extension crical 11-
5.1
0K Cancel LI 3.1
=<5 |
4.1
4.1
101
. ] Ok | Cancd | Aoy | Hep | i
! T

75H

Fle Action View Help
e=|wE = E
| Certificate Templates (WINATE11S

K |

854

Certificate templates(21 S A

Certificate Templates Console il

i
Issuance Requirements | Superssded Templates | Extensions | Securty |
Generdl Request Handing |  SubjectName | Server

Pumose:

™ Delets revoked or expired cerificates (do ot archive]
¥ Include symmetric algorithms allowed by the subject
™ Archive subject’s encryption private key

Minimum key size: [2048 -

[V Alow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certficate is used

= Enroll subject without requiring ary user input

" Prompt the user during enroliment

¢~ Promp the user duing enroliment and regquire user input when the
private key s used

To choose which cryptographic service providers

{C5Ps) should be used, dlick C5Ps. e
oK [ Comcd | Aoy | Hep |

EHI=Z=2

2

= |

e
Certificall; Templa... &
More Actions »

More Actions »

Request Handling(2X X 2|)of Cist 7|22t A2 SL|c}.

)->Edit(i &!)->All Issuance Policies(2 £

Hi
2d
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. H - = = [P =1 i
9EHAl  New Template to issue(HEE M HEH)E Mot £ pxGridS e gtL|Ct.
certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTH-CA\( =10l x|
File Acton View Help
R ne.d AN N REY [
5] Certification Authority (Local) Name [ tntended Purpose I
= 6;] lab7-WIN-LTE11SBAKTM-CA 4| CEP Encryption Certificate Request Agent
(] Revoked Certficates T Exchange Enroliment Agent (Offine req... Certificate Request Agent
| Issued Certificates :I Psec (Offine reques?) 1P security IKE intermediate
| Pending Requests _ A _ .

|| Certificate Templates
Select one Certficate Template to enable on this Cerfication Authority.
Nate: f a cetficate template that was recently created does not a)pearonm\siﬂ You may need to wat urtil
information about this template has been repiicated to al domain control
All of the certficate templates in the oraanization may ot be avaiabletoyou( CA
For mare information, see erificate. Lem

Name [ Intended Pupose. |
5 Exchange User Secure Email

HIPSec IP securty IKE intemediate

T Ketberos Authentication  Client Authentication, Server Authentication, Smart Card Lagon, KDC Authert

5] Key Recovery Agent Key Recovery Agert

[# OCSP Response Signing ~ OCSP Signing

 paGid Server Authertication, Secure Email, Encrypting File System, Client Authentics
[ RAS and IAS Server Client Athentication, Server Athentication

T3 Router (Offfine request) Cliert Authentication

5 Smartcard Logon Client Authentication, Smart Card Logon

‘ﬁ|| Smartcard User Secure Email. Cliert Authertication. Smart Card Logen | _"Ll

1054 pxGrid B 20| EA|&|0{0} SHL|Ct.

E;! certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates] i & |EI|1|

Egcﬁon Wiew Help

a2 |%|gl=|H

_@ Certification Autharity (Local) Name | Intended Purpose |
El @i lab7-WINATE115BAKTM-CA -E;(Grid Server Authentication, Secure Email, Encry...
[] Revoked Certificates E CEP Encryption Certificate Request Agent
[ Tssued Certificates :@ Exchange Enrollment Agent (Offline reg... Certificate Request Agent
[ Pending Requests E IPSec (Offline request) IP security IKE intermediate
'.J Failed Requests E Directory Email Replication Directory Service Email Replication
E Domain Controller Authentication Client Authentication, Server Authenticatio...
E EFS Recovery Agent File Recovery
E Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentication
] Web Server Server Authentication
:@ Computer Client Authentication, Server Authentication
E User Encrypting File System, Secure Email, Clien...
E Subordinate Certification Authority <All=
E Administrator Microsoft Trust List Signing, Encrypting File. ..
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tok

PXGridE ALB8E S

OIZ MOl L8t ISE T

FE0IA CA M

r

0] M M0 M= CA(Certificate Authority) A{ & 2tZA 0| LSt ISE pxGrid = E& S| Ct HK], "pxGrid"
CSR 70| ISE . E0{|M - d x| 10 pxGrid AL AL X|H HESS AL S CA MO M M E L|Ct.
OIZ ML Xx7| ISE CSR S0 QI &l LT},

CARE QSME ISE 215 A2 ME[T = U= NEAE 7IHZLICH ISE ID QIS M E ISE Q15 A A|AH
MNEAE WE-LCHISE =E7) pxGrid 2 Y0l AH8 S 5= U= F =gzt LT

1CHA| ISE pxGrid =E7} & ISE = E0f L3t CSR @ H S MatL|LCt.
Administration(22|)->System(A| A El)->Certificates(Q1 = A{)->Certificate Signing
Request(21 S A AMH 2 H)->Generate(44/d)

e

1 HEZ 20| pxGrid AL X} X|H HZ 2101 Z20]| = certificate usage(1 S A AHR)Z}F admin(&2|), multipurpose(CHE &) = pxGrid Y 4= Y& LICT.

Uicense Warning

. —
QS C= Engine 4> Home  Operations | ¥ Policy | *  GuestAccess| ¥ Administration | ¥

5 Identity Management i Network Resources |22 Device Portal Management &5 prGrid Services 5] Feed Service I
Depioyment  Licensing (=) loggng  Mantenance  Backup&Restore  Admin Access  Settings
Certificate Management
Certificate Signing Request
Overview

Certificate types will require different extended key usages. The list below outiines which extended key usages are
ISE Identity Certificates:
System Certificates
 Muti-Use - Client and Server Authentication
Endpoint Certifcates « Admin - Server Authentication
« EAP Authentication - Server Authentication
« Portal - Server Authentication

Trusted Certificates @ pxGrid - Client and Server Authentication

0CSP Clent Profile ISE Certificate Authority Certificates:

« ISE Root CA - This Is not a signing request, but an ability to generate a brand new Root CA certificate for ti

Certificate Signing Requests o ISE Intermediate CA - This is an Intermediate CA Signing Request.

« Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP re
15E Root CA/ISE Intermediate CA.

II
i

usage

Internal CA Settings Certificate(s) will be used for l::mm . I

Allow Wildcard Certificates [ ] i

Certificate Templates

Node(s)

External CA Settings ‘Generate CSR's for these Nodes:
Node CSR Friendly Name:
isel4 ise14#Admin
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2CHA| A XL X|H &l pxGrid HEZ 212 MEISIO CSR HE E S ASH = Request a certificate(Q1 5 A

2 H)->Advanced Certificate request(11g QS A 2H)0| &0{ 211 Submit(X|=)E =2/ atL|C}.

=1
S

Microsoft Active Directory Certificate Services -- lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques
Request box.

Saved Request:

G1A/OKOPkmzOVImr4HFW2ZKjQPP5S5Z80gnzob0J /1

Base-64-encoded
certificate request

SeIRUEREBIy+mOj Vit jHOE+r6QUEALEQOZY 0kITd
rWG1BGLEWULRYPT8n9u0eNIKNngD2LIyFBPvRIub

(CMC or 67v5h57UApcSZLhh6 /Hj+/DZ31T/040d3 4zhovIp
PKCS#100r  |gyr503L4yPLKMLUQSL/DChpEVQ==
PKCS#7):  |emees END CERTIFICATE REQUEST--——- y

Certificate Templ
| pxGrid :)

Additional Attributes:

Nlributes:| /J
| Submit > |
3T CAREE 7264203 HACZ LHR2ERLCL

Microsoft Active Directory Certificate Services - |ab8-WIN-48T17723U08-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification autherity, install this CA certificate.

8.0.0, Opening certnew.cer

To download a CA certificate, certificate chain, or CRL, select the certifical
You have chosen to open:
CA certificate:

| certnew.cer
which is: Document (1.3 KB)
from: http://192.168.1.14

Current [lab6-WIN-49T17723U08-CA]

What should Firefox do with this file?
Encoding method:

(_)Open with| Keychain Access (default) o
(*)save File

[_] Do this automatically for files like this from now on.

Install CA certificate
Download CA certificate
Download CA certificate chain
Download |atest base CRL
Download |atest delta CRL

CAZEE ISE QIS AQ| Al &

[ cance |

ol -
T M

a5t N2 K22 Q2B

.ge -
Admini tratlon(--PE|)->System(A| AHl->Certificates(Q1 5 A{)->Trusted Certificates(2 2| g 5=
L x = ~ = =
Sl QIS A)E MU CA RE ISHE Y2 ESCH.
Ucense Warning '+ | Isel
ey Saris B g /> Home Operations| ¥ Policy| Y GuestAccess| T Administration | ¥
IR Identity Management [ Network Resources [ Device Portal Management [ piGrid Services [ Feed Service 41§ pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
L3
S e Import a new Certificate into the Certificate Store
* Certificate File | Brawse... | root.cer
Overview
Friendly Name |
System Certificates
Trusted For: i

Endpaint Certificatas Trust for authentication within ISE

[ Trust for client authentication and Syslog

i
i

[ Trust for authentication of Cisco Services

OCSP Client Profile [J Validate Certificate Extensions

Certificate Signing Requests Description |

B (o)

i
i
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5CHA| "Trust for authentication within ISE(ISE L{2| Q15 JM2|)"E g/dslet & Submit(X|=)E

e
gL

6CHA| ISE pxGrid =E QIZSME ISE QIS M A|AH HEAZ P2 EBHL|CE
Administration(2t2|)->System(A| A El)->Certificate Signing Requests(2ASAM MH @ H)E
MEistn QIS ME CSR 270 Hiel gL ot

Ucense Warning /| P
) Home  Operations | ¥ Policy | ¥ Guest Access | ¥ Administration | ¥ Setup Assistant »
5 Identity Management | Network Resources [2] Device Portal Management [&5) pxGrid Services [5) Feed Service: 2 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management
_ Certificate Signing Requests
Qverview

Generate Certificate Signing Requests (CSR)

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request

System Certificates has been signed, click *bind” to bind the request to the signed certficate issted by that authority. Once a CSR is bound, it will be removed from this lst.

Endpoint Certificates JView  @oExport | M Delete || Bind Certificate Show ‘ 9B
[]_Friendly Name Certificate Subject Key Length Portal group tag  Timestamp « Host

WELIEEL LD ise144Admin CN=ise14.Jab7.com 2048 Sat, 5 Sep 2015 ise14

OCSP Qlient Profile

te Authority

§

75tA ISE pxGrid =

[n
i)

ASME Ot HEESH Z Submit(H|EF)E S = &LICH

License Warning v
Eilne > Home Operations| ¥  Policy| ¥ GuestAccess|Y  Administration | ¥

5 1dentity Management i Network Resources |22 Device Portal Management &) pxGrid Services i Feed service 2{8 pxGrid Identit
Deployment Licensing Logging Maintenance Backup &Restore  Admin Access Settings

Certificate Management

Bind CA Signed Certificate
Overview

* Certificate File [ Browse.. | certnew-8.cer
System Certificates

Friendly Neme |

=l B Validate Certificate Extensions [ (i

Trusted Certificates
Usage
OCSP Client Profile Admin: Use certificate to authenticate the ISE Admin Fortal

Certificate Signing Requests

[sore JE=
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8CHAl  ISE LEO|M pxGridE 2-datetL Lt
Administration(2t2|)->System(A| A El)->Deployment(11 %) & M

¥ pxGrid& g/gstgtL|ct.

Zx BA

njn
rot

EiSHD ISE =

Ucense Warming 1 |
S /) Home  Operations | ¥  Policy | ¥ GuestAccess| v Administration | ¥
e m jentity Management [} jork Resources. 1) Device Portal Management Gl pxGrid Services &5 Feed Service 2(8 pxGrid Identity Mapping
58 Tdentity M t Network Re 4] Device Portal M: t Grid Ser Feed Sei Grid Tdentity M
nnnnnn 9 fcates ging aintenance ackup ore imin Access ings
Licensi Certificat: Maint Backup & Restt Adrin Acc Setti
e 5 Deployment Nodes List > ise1a
P 7 Edit Node
= = o General Settings Profiling Configuration
< Deployment
ofe PAN Failover
Hostname isel4.
FQDN ise14.lab7.com
1P Address 10.0.0.15
Node Type Identity Services Engine (ISE)
Personas
v| Administration Role PRIMARY | Make Standalone |

: Monitoring Role | PRIMARY |~ Other Menitoring Node

Poliey Service

Enable Session Services
Include Node In Node Group d

Enable Profiling Service

pxGrid || 7

Jn

fo
0x
fot
njo

9CHA| pxGrid MH|A T} AlSH Z0OI1X| 221351 11 "Enable Auto Registration(XtS S

— —
gLt

Administration(22])->pxGrid services(pxGrid A{H| )

B3 pxGrid MH|A7F EAIE= O R 27 228 5+ AFLICL

| S —=

2 Syeten I 16ereny Mansgemert I Nootmons Aescnrcms 14, Oevice Portal Management i Pemd Sarvicn 1.8 puGns 1dertsty Magsng
(e ) | [epr—" N
View By Cacotsita
Tl o
Jiee  QUute Qhwow OGus @Ouie lsee v Gheteh  Tot Pnding Arrowt?) * 1:20f2 Show 3 v pwpscn Pege[1 I o1
Cant Nama et Descrotion Capatats PR Cant oo ™
> Capabities() Ao, | Sub Aomtran -
Capatsaties(2 0, 0 Sub) Orace 2ot -

Conected to puGrd | '
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CA A9 Q1= A{0]f| CHot FireSIGHT Management
Center 1+/d

0| MM 0| M= CA(Certificate Authority) A& 2t S 2|5lf FMC(FireSIGHT Management Center)&
TetL| Tt FMC(FireSIGHT Management Center) Console0f| A FireSIGHT Management Center 7§ QI 7|
2 CSR 0| WY ELICE CA MHO|M CSR 22 MBI ALZAL XY E pxGrid BEE S At83t=
FMC ID 2IEME MSELICH

FMC Q1S M 8L FMC 7|7t FMC W2 2IEM MY20| Y2 EE L CHL CARE AF M7 FMCe| Al 2|g =
A= CAMZ 20| 2 EF LT

1CHH|  FireSIGHT 719l 7|2 A4 A3k T},

B3 of7]o H| 27} pxGrid Of| O] M E AL 12| 0]40f| Y| E LTt

openssl genrsa —des3 —out sourcefire.key 4096

20t  CSR 2¥s dd=LCh

openssl req —new —key sourcefire.key —out sourcefire.csr

3CHA| winSCPE At IS FMC(FireSIGHT Management Center)0j A PCOj| 2Z 2 Z AtgtL|Ct.

B admin - admin@1000.21 - WinSCP [=lfa =
Local Matk Files Commands Session Options Remote Help
[ & 53 Synchronize BN @ [F @& ) Queue = ~Transfer Settings Default L -
[ 2dmin®100.021 |G NewSession|
4, Local Disk CE@D e BEQT % |, admin CEE e B Z Beindfes 5
5 [ i@ @ Download [ | [ Edit 3 = [ Properties £ [& =
Chsme_cetts Nolume/home/admin
Name Bt Sze Type Changed || Name  Ext Size | Changed
& Parent directory  9/5/2015 | & . 10/2/2014 11:48:14 AM

Jlfmc2.cer 14988 CERFile #/31/2015
Tl fmc2key 19588 KEVFile #/31/2015

|2 Sourcefire.csr | LB O/5/2015 42425 PM
|2 sourcefire key | 378 o515 42320 PM
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4THA| A A K| H &l pxGrid I Z2 212 AH23510] FMC CSR 2 H & EALSH = Request a
certificate(®1 5 A 2 )->Advanced User request(l 5 AFE A 28)0 20 € 2 CtS X &2LCt.
QIZAE 7|2 64 QAL HAOR CrRREBL|CH,

Microsoft Active Directory Certificate Services — lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate R R IR

q or q

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
by an external source (such as a Web server) in the Saved Request box.

Saved uest:
64 WWaBFVLNNGL4YIVPUPSYNSPZMeqT8UYIOYV2ZIT7nBYUR
Baat nooded leuV\\BBLGJMzFiL\HleﬂEB!XX/deIXdu +OEwBTiZdyc!
request g QM JajGT2gv3EFY9H3EEC
(CMC or PMKTmMKIIKurpaygknbzASUb2LuwMjo6c5e TEVMpDC
PKCS #10 or CLHk7DHrDeoGDgbHeY/3K /CV3qophHay4hLjjSKZo4Fn
PKCS #7): 1|TM4py9KGSVRzLsUBIDG? /5JBFFMdz S aHillr0TKSyVMQ=
---~-END CERTIFICATE REQUEST-----| y

Certificate Template:
[pxGrid

Additional Aftributes:

Attributes: ‘
4

[ submit > |

5CHA| CA RE Q1A

i

7|64 23 HAOR CHRREFLICE

6CHA| CA 2 E QIZ M E FireSIGHT Management2| A Z|gt 4= Q= CA HEHAZ Q2 ES
Objects(7} H|)->Object Management(7}{ || £2])->PKI->Trusted CAs(A 2| 5= U

Trusted CA(ME|% 4 Qli= CA 2712 ME8}1 0|28 X B3 £ £E CAASNE

r

Ct

CA)->Add

A2 E5l1 Save(XZE)E SalgtL|Ct.

Import Trusted Certificate Authority

Name: | cA_root

Certificate Data or, choose afile: | Browse... |
|-—BEGIN CERTIFICATE—
MIIDdT QsFADBN
ImiZPyLGQBGRYDY251 ImiZPYLGQ
XSU4NDIUL
ZImiZPyLGC IWEGYKCZImiZPy
1GQ INVTZgtQUEWggED
moquﬁsmanr‘ _____
NI3TI
PW‘IGSLiloFszPGBSZEPcrm607DoFquiu7LDMMl)1\EWQEBA‘WQQOM\NPVBZDGU
YXGEhaQaTYT/el
LONSBY DIMWTURLDBUZ#CY \,aO‘eC-v
2RWKUHFO
QH/MBOGA1UADGQWBBRF
IAQSFAAC 008K

NWﬂuszIEP\ave\DdP]OstQzDZySa/TqleZJmDpWB\LnVyH]Sl!leuUV
HKzrxveMAaCK 4+ xBrUNEOVY 72 TOR ZDGRSHVZxrwtDACswHnuzquyCIKEHTH

0 Jghw12Gd
e

() Encrypted, and the password is:

s e
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TEHA| FireSIGHT Management Center &8 QIS5 A{ Gl 742l 7| £ FMC L{& QIS5 HZE A0 FRESHL|LCE
Objects(7l H|)->Object Management(7 &| &2|)->PKI->Internal Certs(L 5 1S A{)E AMEdSI D

Sourcefire CER I} 5! Sourcefire KEY L} & 7|5t £ Save(X{&)E =L C}.

Add Known Internal Certificate

e

CA M QIS ME ALZt0] pxGrid 00| HE 4

pxGrid O| O| ME= QIS A Am 12| 0| M 8l FireSIGHT Management Center2} ISE pxGrid .= £ 7t9]
SHEESHL|CE ISE pxGrid = E 9| IP A7 Z @ 3HL|Ct. FireSIGHT Management Center?| && QIS A 8! 7|
ool HRehL o}

FireSIGHT Management Center2| & & 9IS A7 SAE QS AZE AL EL|ICL. CA R E QZ A7t CA
IS =Z ArEE L L.

FireSIGHT 7| I} 0| 3 AE 7|Q/L|C}. 7| H| 2 HS = T QstL|C}.

1Zt4|  winSCPE ALE5H0] pxGrid 0| 0| ™M E & FireSIGHT Management Console0f & 2 E2tL|LC}.
2CtH|  winSCP EE&= CHE Y2 A2 10 FireSIGHT 5-& 91Z A, FireSIGHT CA 7| 2l CA R E
215 M E FireSIGHT MC /Volume/home/admin0j| & 2 EgtL|C}.

B HEXWAEX FEO| FRIE LI

3ctA|  FireSIGHT Management Center0j| SSHZ X £310] Ct2S Ql2istL|C}.

sudo bash sfdc-pxgrid agent v1.0.35.sh

Cisco Systems © 2016 32 H|0| X|




atfren]es
HOt oHMA giH 7io| = CISCO.

HE LAJH-EE OFE T2

Verifying archive integrity... All good.
Uncompressing Cisco pxGrid Agent Installer......
Installing the agent...

Installing the pxGrid libraries and Perl module...
Setting up the agent to be managed by PM...
Installation done!

Configuring pxGrid...

Below you will be asked a series of questions relating to your pxGrid install
and the files supporting it. Health alerts WILL be generated by PM until the
configuration is completed, however. The answers to these questions will
populate the /etc/sf/pxgrid/pxgrid.conf configuration file, which can be
manually modified later at any time. A configuration example is provided in the
same directory with the filename pxgrid.conf.example.

To get this all to work, the agent will need to connect to a pxGrid server.
This is typically your Cisco Identity Services Engine instance, which must also
have the pxGrid service enabled.

What is the IP address of your pxGrid server
> 10.0.0.0.15

Every agent connecting to pxGrid must have a unique host certificate which will
be used to identify the agent host. Associated key and CA certs must also be
provided.

What is the full path and filename to the host certificate?
> /Volume/home/admin/sourcefire.cer

What is the full path and filename to the host key?

> /Volume/home/admin/sourcefire.key

What is the host key password?

> ciscol23

What is the full path and filename to the CA certificate?

> /Volume/home/admin/root.cer

Configuration witten to /etc/sf/pxgrid

4GHA|  FireSIGHT Management Center7t 3% 2 2 pxGrid 22/0|E2 S2&| 1 EPS A A| FH|of
MEAZZIME|Q0]{0F L L.
Administration(®2])->pxGrid Services(pxGrid A{H|A)E MEHSHL|C}.

Ucense Waming 1 | s 2
/D Home  Operations | ¥ Policy | Y GuestAccess | Administration | ¥ Setup Assistant ~

ofeSystem % Identity Management [ Network Resources  [24] Device Portal Management Eli o) [GlFecdSenice 1§ puGrid Mentity Mapping

©Enable Auto-Registration Disable Auto-Registratior
View By Capabilitie

s JECEY x
ffrable @Dsable  @Appove  @Group  WiDecine  (@Delete v | @Refresh | Total Pending Approval(D) + 1-30f3 Show 25 v perpage Page E of 1
0O | dlentName Clent Description Capabilties Status Client Group Log
O > ise-admin-ise14 Capabilties(3 Pub, 1 Sub) Oniine Administrator View
O » ise-mnisetd Capabilties(2 Pub, 0 Sub) Online Administrator View
O v fmcagent-sd Cisco FireSIGHT Management Ce...  Capabilties(0 Pub, 1 Sub) Oniine EPS View

o Laesl 1-10f1  Show 25 v|perpage Page of1

Capability Name Capabilty Version Messaging Role Message Filter
O EndpointProtectionService 1.0 Sub
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FireSIGHT pxGrid nd R &

QIAEAT SR 0y RO F FHLICE O|2{eh WE RE2 2 22t Ao tict SE2 =2
2= 8% pxGrid ANC 7| 5= MS2LIC

ot
-
i
o
P
>t
rir
[>
o
>+
Hel

e ZR(Shutdown)-TAE ZE ZFE AR E 4o 20| M0
A

"shutdown" @ 22 AtQISHL|C}.

o MAUS - ZT ALEXAE MASLH L

o ZHI| oA - A== ES] A2 S YA T L L.

FireSIGHT pxGrid i R 5 g2 C

1CHA| pxGrid W8 2 & FireSIGHT Management Center0f| & 2 = gL |LC}.
Policies(’d*tl)->Actions(Zx X|)->Remediations(u!d)->Modules(& &)->Install a new
module(A] 2 & AX|)S MEHSI D 2=, pxGrid_Mitigation_Remediation_v1.0.tgz I} -2 A0t A
A2t C}

Overview Analysis [l Devices Objects | FireAMP

Access Control Intrusion v | Files  Nerwork Discovery  Application Detectors  Users | Correlation  Actions » Modules

Install a new module

Install
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1Tt M pxGrid QIAEAZ MAMSHL|CE
Policies(’d*)->Actions(Z X|)->Remediations(1l d)->Instances(Q| A Ei A)->Add a new
Instance(A] QIAEIA FE71)->Module type(2 & §3d)->Talos Labs - pxGrid mitigation(pxGrid
2t3})->Add(F7})->Instance Name(Ql A E{ A 0] §)->pxGrid->Create(4)S MEHSIL|CL.

Overview Analysis [EEICERN Devices Objects

Access Control Intrusion v  Files  Network Discovery  Application Detectors ~ Users  Correlation  Actions » Instances

A ABLE MO 2 10| Ha| 28t RA|S AAELICE

1CHA| Policies(’d*#)->Actions(Zx X|)->Remediations(u! %d)->Modules(&2 &)->Talos Labs - pxGrid
Mitigation(pxGrid 2t2})->3t4d El QI AE A of2f 2] pxGrid

2thy "ERII"E S0t T AA AFE J|HMCR 510 M 1™ FH S FILELICH

3CHA| 74 0|2 Quarantine_SourcelPE Q|24 3tL|C}.

4THH|  EECHR 0|5 220 A quarantine(Z2])S &3t X2 MERSHL|CE,

5¢CHA4|  Save(ME)E ZELCH

Overview Analysis [LUISEER Devices Objects | AMP

Access Control | Intrusion ¥ Files  NetworkDiscovery = SSL  Application Detectors ~ Users  Correlation  Actions » Instance:

Task

tallation Setup (Register)
ep 7 12:30:51 2015

Edit Remediation

Remediation Name Quarantine_SourcelP

Remediation Type Mitigate Source

eeeeeeeeeee
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1CHA| Policies(®™d*)->Actions(Z X|)->Instances(QAEIA)S ME#S} 1 LG El QIAE A ofzfjQ
"pxGrid” Fof| = EHI|E SEELCH

2tH]| EEC02 Hw0lA Mitigate Source(22 243} S 1EHSE D Add(F7HE S = LI

3CHA| 17 0|2 portBounceE Q| stL|C},

4ThA|  EECH2 O 220jA portBounce(ZE HI2A)S 23} k|2 MENSHL|C},

5CHA|  Save(ME)E ZEgLCH

P Devices Objects | AMP

nnnnnnnnnn

cccccc

15HA|  Policies(™*H)->Actions(Z X|)->Instances(Q AEIA)S MENSI D A El QIAEIA
ot2f2|"pxGrid” Foj|l A= EL7|E S LLICL

20H]| E=ECH2 w0 Al Mitigate Source(2 2 23h)E M EHSHT Add(F7HE S L CH

3t 1™ 0|2 reAuthenticateE Q| 243tL|C}.

4CHA| EC}2 055 2 20j|A reAuthenticate(X Q1 S)E 2t} X2 MEATHL|CY,

5CHA Save(I-I HE S UL

Overview Analysis [(2I0atd Devices Objects | AMP

uuuuuuuuuuu
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Z 2 (shutDown)
AN Q432 7|80 2 8l0] Z & (shutdown) 243} XX S A A SHL|C}.

1CtH|  Policies(Z*H#)->Actions(Z X|)->Instances(QIAEIA)E MEHSI D LM El QIAEIA OF22
"pxGrid” Fof| = EHI|E SEELCH

2tHy| EEC0R Hw0M Mitigate Source(22 2t3}H) & 1EHSI D Add(F7HE S 2L

3ct4l 1 0|2 Shutdowng 2gtL|C}.

4ty EECR Ui SF0M shutdown(F8)S &tot X2 ME4GHL|CL

5¢tA|  Save(MF)E SEELICHL

Overview Analysis LTSRN Devices Objects AMP

Access Control Intrusion ¥ Files Network Discovery SSL  Application Detectors Users Correlation Actions » Instances

Task Notification
Task Status Your task Installation Setup (Register)
succeeded at Sat Aug 22 09:19:25 2015

Sensors are h ing registered. Check
task status to monitor progress.

Edit Remediation

Remediation Name Shutdown
Remediation Type Mitigate Source
Description

Mitigation Action |_shutdown

Whitelist
(an aptional list of

% & (terminate)

AN RABE J|HIO 2 80| T2 (terminate) 2t3F ZX|Z M A THL|C}

1CHA| Policies(’d*H)->Actions(Z X])->Instances(Q A E A)E MEUSI D L El QIAEA Of2f 9
"pxGrid” Fof| = EHI|E SEELCH

2t EECH2 O w0 A Mitigate Source(22 2t9h)E M EHSID Add(F7}H)E 2 =L Tt

3¢HH WX 0|2 TerminateZ ¢ 2istL|Ct.

4T EELR U SE0M terminate(Z3R8)E 2ot K| 2 ARSL(C
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SEA Save(RME)E 2TLICH

Overview Analysis [EIVISEEN Devices Objects | AMP
Access Control Intrusion ¥  Files  Network Discovery = SSL  Application Detectors ~ Users  Correlation  Actions » Instances

Edit Remediation

Ae| siA|

>

2 2SS 7|He 2 5t0] AZ| i 2tet =X S 4G eL ).

—

i
rx

1CHA| Policies(d*#)->Actions(Z X|)->Instances(QAE A)
"pxGrid" Qoj| Y= EWT|S S|}
2¢HA| E ECH2 070l Al Mitigate Source(&A 2t3H)E MEISIT

3ct4l 1™ 0|2 UnQuarantine_SourcelPS Q|2{gtL|LC}.

ENSt D TAIE QIAEIA Of2f2

= [

Add(%7hE 223tLICt

4THA| CEECIR M5 250 AM unquarantine(ZA 2| siA|)S 23t X2 MEHSHL|CT

5¢HA4|  Save(XMF)E SHYLICH

Overview Analysis JIIIGTEN Devices Objects | AMP

Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation Actions » Instance

Task Notification

Task Status Your task Installation Setup (Register)
ucceeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress

Edit Remediation

Remediation Name UnQuarantine_by_SaurcelP
Remediation Type Mitigate Source

Description

Mitigation Action [(unquarantine  + |
Whitelist

(an optional st of networks )

| save || cancel || Done |

Cisco Systems © 2016
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FireSIGHT pxGrid & Q! 4 *H

O] MM Oj A= pxGrid £1Q] H 0| MAIE| T FireSIGHT MIA{0ff T2/ L|C}. 0] M 0j<= "SERVER IIS
CMD.EXE M| A" 7 210] ZBHEL|CE O BN A A2 X|T AHEXLZL H2tL K 0f
www.yahoo.com/cmd.exeE &g [ 2| s{A & 2t2tA HHM S K Qo Azt EME 7|Hte = 5to
A OHEE MMotL|Ct.

1CHA| Policies(’d*4)->Intrusion(%! 1)->Intrusion Policy(%& & H*H)Z 0|z gtL|LCt.
2THA| Create Policy("dxlf M/Md)E Z=grL| L}

3cHA|  Af ™o 0|22 pxGrid_Intrusion_Policy 2 X| & etL|C}.

4THA| Create Policy(®d* MM)E Z=IotL|LC}.

Create Intrusion Policy

Policy Information

Name * xGrid Intrusion Policy
Deseription
Drop when Inline o

Base Policy | No Rules Active

= Required

((Craate policy | [_Creats and Eat Policy | _Cancal

5CHA| ™ &gt pxGrid_Intrusion_PolicyE 2 =!3tL|LCt.

Overview Analysis [IIGEEN Devices Objects | AMP A Health  System Help v admin

Access Control  Intrusion » Intrusion Policy  Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions ¥

T = e |
p—— meene Y
i e : ooy BB @
PxGrid_tntrusion_Policy* No oo oy e =]

6THAl  Rules(1#4)S 25t emd.exeZ TE Yot = Of2f o 2|5 M EHSILIC}

Overview Analysis JZCIISEEE Devices Objects = AMP

Access Control Intrusion * Intrusion Policy Files Network Discovery SSL Application Detectors Users Correlation Actions ¥
Edit Policy: pxGrid_Intrusion_Policy

Task Notification x
Task Status Your task Installation Setup (Register}
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Policy Information &, Rules
Rules Rule Configuration Filter: [cmd exe
FireSIGHT R Rale Contant Filter returned 21 results
Category
@ Advanced Settings e — T~ @ @y O~
app-detect Rule State Event Filtering Dynamic State Alerting Comments
Policy Layers
il Blacidist [ 6D s Message .
browser-chrome () 1 17442 FILE-OTHER Microsoft Windows download of .Ink file that executes cmd.exe detected
browser-firefox (1 18756 INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows 7/Server 2008R2
browser-ie () 1 18757 INDICATOR-COMPROMISE Microsaft cmd.exe banner Windows Vista
browser-other ()1 2123 INDICATOR-COMPROMISE Microsoft cmd.exe banner
browser-plugins (1 30390 INDICATOR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs
brawser-webkit 01 3193 SERVER-IIS .cmd executable file parsing attack
content-replace @ 1 1002 'SERVER-IIS cmd.exe access
1 23626 SERVER-IIS cmd.exe access
Classifications &
& 1 1661 'SERVER-IIS cmd32.exe access

[
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Access Control Intrusion

» Intrusion Policy Files

Edit Policy: pxGrid_Intrusion_Policy

Policy Information /i

Rules

FireSIGHT Rec

Rules
Rule Configuration
Rule Content.

Network Discovery

Rule State(11+%! AEl)->Generate Events(O|HI E H

= = =
Ao.l)E EEIO

-

=

Task Notification

c Actions ¥

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to

monitor progress,

Filter: [cmd exe

dvanced Settings

Policy Layers

9THA|

Overview Analy! Pol

Access Control

Category
app-detect
blacklist
browser-chrome
browser-firefox
browser-ie
browser-other
browser-plugins
browser-webkit
content-replace

Classifications

[P

TH Devices Objects = AMP

Edit Policy: pxGrid_Intrusion_Policy

Rules

FireSIGHT R

Rule Configuration

Rule Content

dvanced Settings

Policy Layers

10CHA|

Access Control

Intrusion * Intrusion Policy

=v

Disable

2123
30390
3193
1002
23626
1661

1
1
1
1
1
1

Intrusion » Intrusion Policy = Files  Network Discovery

Rule State Event Filtering

Generate Events

Drop and Generate Events

) v o

O

ynamic State Alerting Comments

Filter returned 21 results

DTHER Microsoft Windows download of .Ink file that executes cmd.exe detected
EATOR-COMPROMISE Microsoft cmd.exe banner Windows 7/Server 2008R2
CATOR-COMPROMISE Microsoft cmd.exe banner Windows Vista

INDICATOR-COMPROMISE Microsoft cmd.exe banner

INDICATOR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs

SERVER-IIS .cmd executable file parsing attack

'SERVER-IIS cmd.exe access
'SERVER-IIS cmd.exe access

'SERVER-IIS cmd32.exe access

st

Application Detectors  Users

Task Notification

Correlation

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to

monitor progress.

"successfully set the rule state for 3 rules(37§f +&10f| CHSF %! A
43 HIAIX|7F HA| 0] OF g L CF.
Policy Information(®™H* M H)S

Actions ¥

Fiter: [cm exe

Files

erview Analysis JLI-TEN Devices Objects | AMP

Edit Policy: pxGrid_Intrusion_Policy

Policy Information /2,

Rules

Policy Information

Name

FireSIGHT Recommendations

Advanced Settings

Policy Layers

Description

Drop when Inline

Network Discovery SSL

Filter returned 21 results

713 C}S "Commit Changes(HZ AFgH #HOl)'E 22

Application Detectors

Task Notification
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

manitor progress.

pxGrid_Intrusion_Policy

Base Policy | No Rules Active

© The base policy is up to date (Rule Update 2014-09-02-001-vrt)

This policy has 3 enabled rules
= 3 rules generate events
3 0 rules drop and generate events

No recommendations have been generated. Click here to set up FireSIGHT recommendations.

(Cataory e v v Ov
app-detect Rule State Event Filtering Dynamic State Alerting Comments
blacklist [ G s Message x
browser-chrome 01 17442 FILE-OTHER Microsoft Windows download of .Ink file that executes cmd.exe detected
browser-firefax 01 1s7se INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows 7/Server 20082
browser-ie 01 18757 INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows Vista
browser-other 01 2123 INDICATOR-COMPROMISE Microsoft cmd.exe banner
browser-plugins ()1 30390 INDICATOR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs
browser-webkit 01 3193 SERVER-IIS .cmd executable file parsing attack
content-replace “ 1 1002 SERVER-IIS cmd.exe access

[ —— ™ 1 23626 SERVER-IIS cmd.exe access

I @ 1 1661 SERVER-IIS cmd32.exe access

S

Users Correlation

ICnrmmt Changes I | Discard Changes
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HT
ro

1B OK(Z9)E S3LCt
12CH74|  Policies(d*H)->
I

Prevention(7

Access Control Policies(8 M| A 71 E &£ d*H)->Default Intrusion
2 5 X)) Meystol MEBLICH

Overview Analysis JLIITGEER Devices Objects | AMP A Health System Help ¥ admin v

Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation Actions v
Object Management Intrusion Policy Network Analysis Policy Import/Export
| 3% compare paiicies || & wnew Palicy |
Access Control Poliey L3 Status ‘ ‘
. 8 Applied to 1 out of 1 targeted devices . 1d
Default Intrusion Prevention Uprto-date on 1 devices CAWEE 7

13CHA| 7|2 =X|9| EELCIR20| A pxGrid_Intrusion_PolicyS M EHSHL| L}

Overview Analysis JITCEN Devices Objects A Health System Help v
Access Control | Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

Default Intrusion Prevention You have unsaved changes [ [=] Save | [ I Cancel | [ 5 save

) L3
m Targets (1)  Security Intelligence  HTTP Responses  Advanced
A Filter by Device © Add Category () Add Rule | Search Rules
Source Dest Source Dest
# Name Zones Zones Networks Networks VLAN Tags Users Applications  Src Ports Dest Ports URLs Action T

Administrator Rules

This category is empty

Standard Rules

This category is empty

Root Rules

This category is empty

14CHH Save(MF)E Z2gtL Lt
=
—

2|
15¢H|  HIO|=2 REF olHof s 27 Ot0|2= S L L

Overview Analysis STl Devices Objects A Health System Help v admin v

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v
Default Intrusion Prevention N (@ cancel || saveand fosy |
m Targets (1)  Security Intelligence  HTTP Responses  Advanced
@A Filter by Device (@ Add Category | () Add Rule | Search Rules
Source Dest Source Dest. -
# Name Zones Zones Networks Networks. VLAN Tags Users Applications  Src Ports Dest Ports URLs Action P w B -

Administrator Rules

This category is empty
Standard Rules

This category is empty

Root Rules

This category is empty

16THA| Ao A% Bl 20| 2=

it

318k L|Ct Defense Center(20{ ME)E CHA O 2 MENSHL|CY,
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Logging

(@ Log at Beginning of Connection
@ Log at End of Connection

Send Connection Events to:
@ Defense Center

() Syslog  select
() SNMPTrap 5

18Tt  Save and Apply(XE o H&)E S /LTt
19CHA|  Ch30f 20| HA|Z|OfOF BfL|LCH.

Apply Access Control Policy
Access Control Policy: Default Intrusion Prevention

Apply this Access Control policy and all associated rule configurations, objects,
and policy changes to affected devices.

[ appyan || petils.. ||

205H|  Apply AR5 Xg)2

£ M8)2 LI

14

=
=
21THA| X O| Fof| 7| S| AT EA|Z|OfOF LY.

Apply Access Control Policy

Policy apply task queued.
Task Status

225HH|  OK(ZHe)E S2leti|ct.

=
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23ct7| System(A|AEl)->Monitoring(2 L|E{&)->Task Status(Zr AFEf)E MEHSIO| 2F Q0|
= !
=

YBXo2 ARE|YCHs AIE HOIBTLICL

o Y Sy = |

Overview Analysis Pol Devices Objects | AMP

local v Updates Licenst

Job Summary |

Running 0 L3
waiting 0
Completed 12
Retrying ]
Failed ]
Jobs
Task Description Message Creation Time Last Change

(= Active Directory Download Tasks
0Running 0 Waiting 1 Completed 0 Retrying 0 Failed

Download users/groups from Lab

e e e LDAP download successful: 37 groups, 8 users downloaded ~ 2015-09-07 18:46:11 2015-09-07 18:46:12
(= Policy apply tasks

0Running O Waiting 4 Completed O Retrying O Failed
Apply Defauit Intrusion Prevention to 192.168.1.51 Access Control Policy applied successfully 2015-08-07 17:51:37 2015-09-07 17:52:37
Access Control Policy
Network Discovery policy apply to 192.168.1.51 Network Discovery policy successfully applied 2015-09-07 17:52:37 2015-09-07 17:53:38
Network Discovery Policy
Apply Default Intrusion Prevention to 192.168.1.51 Access Contral Policy applied successfully 2015-08-07 21:10:39 2015-09-07 21:11:27

Access Cantrol Policy

G- Ce TSI LI T e H L B Access Control Policy applied successfully 2015-08-07 21:12:33 2015-09-07 21:13:19
ccess Control Policy
=2 Reaistration

Cisco Systems © 2016 43 1| 0| X|



Bt

M 2 7ol =

illlallll
CISCO

FireSIGHT HZ& 11 %

O MMOI A 7|8 AL RO F74e BT ARG 9|6.;L|cr JIEELTTES
Mo meEL|Th 0] @ FAS HTTPHTTPSE £3
J 2 £ FireSIGHT Management Center0j| 7| &g} L|C}. 3,E|

T Ol

Sl A

12HA|
2¢HA|

35HA|
4t
5HA|
6t

Access Control

— O 1

SE E3

Eg|Hol= HZ O|HEE ZL{H YR LIL]

TTo=2

Policies(*H)->Access Control(U M A HEE)Z 0|5

g/51 0] Default Intrusion Prevention(7| 2 A ¢ #X])2 H

ole =
EEE =

Overview Analysis JIIGCR Devices Objects | AMP

Intrusion ¥ Files Network Discovery ssL Application Detectors Users Correlation

Access Control Policy

Actions ¥

A= pxGrid H &

ZoMES BLIE|YstD 0]2f3t AZ M=
SR HHol M 0] 1 A ARSI} A

St |__| [:|-

=
XS
SElIng
A Health System Helpv admin

Policy Network Analysis Policy  Import/Export

{Gptect Management Intrusion

| & compare Policies || © New Policy

‘mm ‘

Default Intrusion Prevention

Add Rule(1%] F£7HE 22EHLICH

7% 0|22 "HTTP Checks" 2 X| & EL|C}.
Ports(ZE) B2 MEBIL|C}.

HTTP %! HTTPSE CjA ZEZ MENSHL|C}.

™ Enabled

v| IPS: nopolicies  Variables: n/a Files: no |

Name | HTTP checks Insert  below rule MEE

Action | o Allow inspection Lagging: no logging

Zones  Networks VLAN Tags Users  Applications m URLS Inspection

Applied to 1 out of 1 targeted devices
Up-to-date on 1 devices

Logging  Comments

Available Ports & @ Selected Source Ports (0)
‘ , Search by name or value ‘ & HTTPS

o HrTP

o NFSDTCP Protocol ~ | Port |Enter aport| [ Add | protocol

Selected Destination Ports (2)

~ | port [Enter a port

Add || cancel |

a
a

port |[_Add |
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8cHA|

9

o

A

Add Rule

IPSE = =!5} 11 pxGrid_Intrusion_Policy S ME{SHL|C}.

Name |HTTP checks @ Enabled Insert | below rule >

Action |+ Allow ~| IPS: pxGrid_Intrusion_Po... Variables: defoult Files: no inspection Logging: o logging

VLAN Tags Users  Applications m URLs

Zones  Networks Inspection Logging Comments

Available Ports G @ Selected Source Ports (0) Selected Destination Ports (2)

o HTTPS
o TR

2, Search by name or value |

& @

o aoL
& Bittorrent

+f° NS over TCP I Add to ‘

Source
+#° DNS over UDP

odid

o HTTPS

o HTTP

7 AP

o Loap

4 NFSD-TCP

v | port[Enter a pot J{aca |

| Add J |

Add Protocol

Protocal ~

Cancel J

Logging(2Z)= MEigrL|CL.

Add Rule

Name  HTTP checks @ Enabled Insert  below rule =i 1

Action |+ Allow v 1PS: pxGrid_Intrusion_Po... Varlables: default Files: no inspection Logging: connections: dc

Zones Networks VLANTags Users Applications Ports URLs 1nspection [FETTTEFN comments

@ Log at Begieing of Connection
@ Log at End o Comecton

File Events:

‘Send Connection Events to:
@ Defense Center

O syslog
() SNMP Trap.

aaa [ concel

C5 1t 20| EA|X|0fOF L.

AMP A Health  System  Hel, admin v

Overview Analysis [

Access Control  Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions ¥

Default Intrusion Prevention You have unsaved changes | [E] Sve || @ Cancel || i Saveand Apply |

Enter a description

m Targets (1)  Security Inteligence  HTTP Responses  Advanced X

© AddRule  Search Rules

T

© Add Category

#A Filter by Device

Administrator Rules

This category is empty
Standard Rules

any 3 an, y any any any an; & HrTe any y ] 3
1 HTTP checks any any any any any any any [ pdisy any Salow o £8

This category is empty

Default Action Intrusion Prevention: pxGrid_Intrusion_Policy
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10CHA| Save(I-| IOI-)% MEHSEHL|C}.

LW Devices Objects | AMP A Health System Help v admin v

Overview Analysis id

Access Control Intrusion v Files Network Discovery SssL Application Detectors Users Correlation Actions v

Default Intrusion Prevention You have unsaved cnange\ ¥ Save and Apply

Enter a description
m Targets (1) ~ Security Intelligence  HTTP Responses  Advanced
## Filter by Device () Add Category () AddRule Search Rules x

Administrator Rules

This category is empty
Standard Rules

# HTTP i o Allow 0] o 78

1 HTTP checks any any any any any any any any 5 wrTes

Root Rules

This category is empty

Default Action Intrusion Prevention: pxGrid_Intrusion_Policy

11t Save and Apply(K% U M 8)S MEHSHL|CE

Overview Analysis JELIEEE Devices Objects = AMP A Health System Help v admin v

Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation Actions v

Default Intrusion Prevention

Enter a description

m Targets (1)  Security HTTP

#8 Filter by Device (@ Add Category (@ AddRule  Search Rules X

Administrator Rules

This category is empty
Standard Rules

any any any any ﬁ:gis an; o Allow whEHo LA

1 HTTP checks any any

Root Rules

This category is empty

Default Action Intrusion Prevention: pxGrid_Intrusion_Policy

12CH4|  Apply AR5 XM 8)S Z2/3tL|C}.

Apply Access Control Palicy
Access Control Policy: Default Intrusion Prevention

Apply this Access Control policy and all associated rule configurations, objects,
and policy changes to affected devices.

Apply All H Details... H Cancel

Cisco Systems © 2016

46 1| 0| X|



HOt A U Jlo|E CISCO.
13CHA M NE YO0l FOfl CH7| = AT EA|Z|0fOF LIt OK(ZHRI)E S &letLICt.

Apply Access Control Policy

Policy apply task queued.
Task Status
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ISE EPS MH|A 2 72| A 50] M LA

O] MMOj|A= ISEO|AM EPSE 2/d2t5t1l ISEO| 2| Ht £0] HMS M-d5t= tHAE dE LI ISE
1.40{| M= EPS(Endpoint Protection Service)7} Adaptive Network Control2 O|£0| HZA L} S L|Ct. ISE
2.00{| M= O] MH|AZ 7| 2R o2 2515 7| [ 20 Administration(2t2]) OF2H 0f Adaptive Network
Control MH|A A™0| gi&L|C}.

¥t31: ISE 2.02| Adaptive Network Control H %42 AdaptiveNetworkControl 7|50 §&5}= pxGrid 22+0| E 0| Z2-&l L|C}. FireSIGHT Management
Center@| Z 2+ CtEL|C}. FireSIGHT Management Center—= EndpointProtectionService 7| 50| S 28|11 ISE Het 20 M*Hof| o|&gtL|LCt. ISE
2.00{ M+ pxGrid GCL EPS_unquarantine A3 EEE AL3I0] MEZQIE 2| SiK|E =&l Of BtL|Ct. O]= FireSIGHT Management Center0j| A
2| SiA A FA S M RS gtk e shE o 2EtA B0l 2| siA| 2tet SEHE 2Eete = E L.

SdH= 2o

1CHY|  ISEUEZQIE B35 MH|AS ZdsletL|Ch
Administration(2t2|)->System(A| A &l)->Settings(4d % )->Endpoint Protection Service(AI EZQIE
B3 MH|A)E MEfsln QIEZQIE BS MH|AS S35t 5 Save(KZHE S2l8tLICt

A1 ISE2.00| M= AEZQIE H5 MH|A

mju

N8% 4 gLt 71502 HFslof YLt

License Waming | | ise3 |
.
e Endlne 4 Home  Operations| ¥  Policy | ¥  GuestAccess| ¥  Administration | ¥ !
52 Identity Management | Network Resources |2 Device Portal Management |& pxGrid Services |& Feed Service 41§ pxGrid Identity Mappir
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access
Settings Endpoint Protection Service
= Client Provisioning
FIPS Mode Service Status [ Enabled ~
= Alarm Settings
» [ Posture
= Profiling save | | Reset
» [55 Protocols

2CHA| 2| WSt 20] TROAUS MAISHL|C}
Policy(’4*H#)->Policy Elements(d* 2 4)->Results(Z1})->Authorization(# st 50{)->
Authorization Profiles(# ¢t £0{ & 20} )->Add(3F7})->Name(0]| £): Quarantine->Save(X{ %)

w ¥ s /) Home  Operations| ¥  Policy | ¥  GuestAccess| ¥  Administration | ¥ _-
|2/ Authentication |®, Authorization |4} Profiling |@) Posture |&5) Client Provisioning | TrustSec -4 Policy Elements
Dictionaries Conditions €

Results Authorization Profiles > Quarantine
( o ] Authorization Profile

* Name | Quarantine

e B
v Il Acitenikat Description ‘
* [ Authorization * Access Type | ACCESS_ACCEPT i

= ] Authorization Profiles
(2 Blackhole_Wireless_Access
2 Cisco_tp_Phones
§4 DenyAccess
&4 Non_Cisco_IP_Phones
&4 Permitccess

Service Template

¥ Common Tasks

£ 0] 00 A= Access Type(2 A2 S&)0| ACCESS_ACCEPTE AN E|0] st Hol A ZT20AUS B FLC.
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Policy(’d*H)->Authorization(# ¢t 5 0{)->Exceptions(0{| 2|)-> (T.ﬂ E)->
| Insert New Rule Above

(Flofl M A% HYU)E S8 F LSS Y™HELICH

Xl 0| &: EPS Quarantine
H 7& *c*,'é:'.: Session:EPSStatus:EQUALS:Quarantine
x~

N + AT il s I e

|2 Authentication 4] Profiling @) Posture |6 Client Provisioning |5 TrustSec &, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[ First Matched Rule Applies -]

+ Exceptions (1)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
EPS Quarantine Session:EPSStatus EQUALS Quarantine h Quarantine Edit | =

4%t Save(NI)E SYFLICL
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FireSIGHT Management Center 2r2t2tA| - xH

Of 4MOM= Ael, ZE HI2A, MeF, ZE &, T8 A A2| SiH 0 CHet FireSIGHT o 2HtA E4 8
20| W E ULt oot Mo Z42te| nE SHO| 2T AEZNE pxGrid ANC 2t

ocood

ZX|7t HlS & U Ct.

AR HMO| M E S B DEO| MAELICL BB YM0| 2t 3 BES FIHFUCH 34
20| 2 SEO| Bt

Ol SO, 22| MTTZ YOl MAELICH Y O[HE S A ASTOIE| AA IP FAT} 2|5l
H2| 3% 250| YYEUCH %2 7 B8O 22| 3% R SEO| LI 5 A X7} pxGrid
M HMS QIetd MY oMET} 275D H2| Y |F ST Ofet H2| ¥} TN S At
ABEA oMES E27ELTH

ZEHA NS, EE B2, 55 YME SUAS B2LE S

A oM o= AHZ O|HMES EC|HSt= A2 SiM & 2=0| JASLICEH A2l i 2 252
7| e = o5t AL| oAl g LI}

1CHA| Policies(’d*t)->Correlation(4f2t2t4|)->Policy Management(’dA 2t2|)->Create Policy(’d*H4

M M)->pxGrid_ANC_Quarantine->Save(X{ %)

Overview Analysis [l Devices Objects | AMP A Health System Help v admi

Access Control | Intrusion v Files  Network Discovery = SSL  Application Detectors  Users = Correlation  Actions v
Alerts Remediations Group

T 3l Rule Management  White List  Traffic Profiles

Task Notification *h
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information save || cancel
Policy Name PeGrid_ANC_Quarantine

Policy Deseription

Default Priority [ None

Policy Rules | © Add Rules

Cisco Systems © 2016 50 1j| 0| X|
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HL

2CHA| Policies(’d*4)->Correlation(%r2t2t7|)->Rule Management(11%! £t2|)->Create Rule(11%!

xH
48)s dEol £ 74 O|F Quarantine_by_SourcelPS 71511 L3S 2Hct =

Save(X%)E SBILICH

| A2 22 1P F27F AZ|E = i S HS LT

0%t
ki
o

Dverview Analysis JiJIISEEN Devices Objects =~ AMP
Access Control  Intrusion ¥ Files = Network Discovery ~ SSL | Application Detectors  Users  Correlation | Actions ¥

Policy Management kule UELERIUENIA  white List  Traffic Profiles

Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Rule Information | © Add connection Tracker | \E

Rule Name

Rule Description [

Rule Group | ungrouped 3

Select the type of event for this rule

| © Add condition | | @ Add complex condition |

+| [192.168.1.7

X ) source 1P

3cHA| Policies(’d*)->Correlation(% 22t #4|)->Policy Management(d 2 £t2|)->pxGrid ANC
Quarantine>Add rules(1t %! 3=7})->pxGrid ANC Quarantine->Add(37})

Available Rules

Select the rules you wish to add to this policy, then click "Add",

7 ungrouped Rules
portBounce._bySourcelP
o

&

28
g

7 white List Rutes
[ Defautt White List

Add || cancel
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4THA| OS2z SEHE F/IELIC Responses(SH) B S & LI

Overview Analysis g4

Tl Devices Objects &= AMP A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users ~ Correlation  Actions v

Alerts Remediations Groups

[CEEN BRI  Rule Management  White List  Traffic Profiles

L3
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
Correlation Policy Information You have unsaved changes | Save || Cancel |

Policy Name PGrid_ANC_Quarantine

Policy Description [

Default Priority [(None ]

Policy Rules
= ==

uarantine urce1p

This rule does not have any responses.

5CHA| Quarantine_SourcelP£ Assigned Responses(2t2hzEl S EHZ 0] 5511 Update( 0| E)->
Save(X{%)E 2 eHct.

Responses for Quarantine_by_SourcelP

Assigned Responses

Quarantine_Sourcel?

Unassigned Responses

Shutdown

Terminate
UnQuarantine_by_SourcelP
portBounce

reAuthenticate

[ Update || cancel |

6THAl HE

jo
iy
n
Ot
2

N
|
0
H
H
X
o

2
o

fo

%
ot
oot
-
Il

Overview Analysis [i3 Devices Objects | AMP A Health System Help v admin
Access Control | Intrusion v Flles | Network Discovery  SSL Application Detectors | Users  Correlation | Actions v

Aerts Remeditions Grouely

T il Rule Management  White List _ Traffic Profiles

© create Poicy

Task Notification x

Task Status Your task Installation Setup (Register)
Succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

© Success x
Activated Policy: pxGrid_ANC_Quaranine

xGrid_ANC_Quarantine
pxGrid_ANC_portBounce
DxGrid_ANC_reAuthenticate
DxGrid_ANC_shutdown
xGrid_ANC Terminate

pxGrid ANC_ Unaquarantine
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X AFERZE EEFR N & O www.yahoo.com/cmd.exeE @12 gtL|Ct. O| 2 A| S}™H FireSIGHT2| pxGrid
A9 M0| M "SERVER-IIS.cmd.exe | A" 7151 9|uh A| & O|HIE 7t 3| E LI ALBEHA Mo
Ho|E U= A2 2o 2FE Al 2tz SEHES 7|He 2 ot A=EZQIETF A2 E L L

= AP X7 EBFR X 0| www.yahoo.com/cmd.exe S @ 2L C},
A StH "H O E2|AH 0| 34" &Y O|HET EB[AHEL|C

| o

Overview ILUENWEIER Policies Devices Objects | AMP A Health System Help v admin
Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks S%h'
Events By Priority and Classification tswich worion)

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress
11 2015-05-08 17:02:58 - 2015-09-08 19:31:18 €
Expanding

Drilldown of Event, Priority. and Classification > Table View of Events > Packets

No Search Constraints (Edit Search)

Jump te... ¥

[] Message ~ priority Count
3 (=] SERVER-IIS cmd.exe access (1:1002 high Web Application Attack 1
3THA| ok "dEtEtA O E" 7 EB| A E L T
AE|E|l= &4 IP 342} FireSIGHT LDAP/AE AL Q14] AL 12|04 0f (2 AFE X H &0
Fo|HAlL.

Overview LY ELHIER Policies Devices Objects | AMP A Health System Help v
Context Explorer  Connections ¥ Intrusions ¥ | Files Yy  Hostsv = Users¥  Vulnerabilties v Correlation » Correlation Events = Custom Y  Search
Bookmark This Page Report Designer Dashboard View Bookmarki

Correlation Events

Task Notification x L3
Task Status Your task Installation Setup (Register)

succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

monitor progress.

2015-09-08 17:02:58 - 2015-09-08 1
Correlation Events i e

No Search Constraints (Edit Search)

Jump to... ¥

[ ~Time x Impact * Inline x SourcelP X  Source X Destination X Destination X  Security Intelligence X  Source User ¥ Destination *  Source Port / %
Result Country I3 untry Category User ICMP Type
$ () 201505-0819:15:05 @ =il 192.168.1.7 B 98.139.183.24 EEUSA 4 John Eppich (jeppich, LDAP) 53245 tep

a5t

STt O|HMEE A &5l= 8%
pxGrid_Intrusion_Policy T#+&10f| Z&H=l %! Q[EE Gl CHA ZE O FOIBHAMA| 2.

prview JELENHEN Policies Devices Objects | AMP

text Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

ks Search

19:27:21 &
=xpanding

Destination Port / % Description %
ICMP Code

80 (http) / tep [1:1002:18] "SERVER-IIS cmd.exe sccess’ [Impact: Currently Not Vulnerable] From "192.168.1.51" at Tue Sep B 23:15:10 2015 UTC [Classification: Web Application Attac

Cisco Systems © 2016 53 1| 0| X|
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|||||||||
HOF QM| A i J10|E CISCO

sl SU OMES A% Huss AL
2dYE 42 2ot SHE EB|Ao 2t A Sl g2EA A0 =St AlL.
AMP alth System Help v admi

v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom ¥ Search

L
Policy Rule x Priority ¥  Source X Destination » Ingress » Egress X  Device X Ingress »  Egress >
Host Host Security Security Interface Interface
Critical Criticality Zone Zone
pxGrid ANC Quarantine Quarantine by SourcelP None MNone Passive 192.168.1.51 eth2

6CHA| ISEQ| M S E S & 2™ Operations(2f & )->Authentications(915)E MEHSHL|C}.

| License Warning v, | Iseldsd | back | O
1l

o 2 Ee ES ’j’L\ Home Operations [ Policy [ Guest Access | ¥ Administration | ¥ Setup Assistan
[ Authentications ¥ Reports i Adaptive Network Control "¢ Troubleshoot
Misconfigured Supplicants ¥ Misconfigured Metwork Devices RADIUS Drops '/ Client Stopped Responding '/ Repeat Counter
1] 0 0 0 0

[ii] Show Live Sessions  40% Add or Remove Columns ~ 45 Refresh () Reset Repeat Counts n Refresh| Every 1 minute v | Show| Latest 20 records < | within| Last 24 hours

Status i i i i 5 i 5 i i i

Time o Details | Repeat Count ‘]dent\ty ‘ |Endpomt D | ‘Endpclnt Profile | |Aument|cat|on Policy | ‘Authorlzatlon Policy | ‘Aumnrlzahon Profiles | |Network Device | |Dewce Port |
2015-09-08 23:15:18.995 Qa 0 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior

2015-09-08 23:15:18.377 a jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Quarantine Quarantine swW GigabitEthernet1/0/3
2015-09-08 23:15:18.032 a 00:0C:29:CB:EE:4F sw

2015-09-08 23:12:50.239 a jeppich 00:0C:29:CB:EB:4F Micresoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess SW GigabitEthernet1/0/3

A 0| 4 g E Lt

1CHA| Policies(’4*#)->Correlation(%I2t2t7|)->Policy Management("d*H £t2|)->Create Policy(’d*H
M )->pxGrid ANC portBounce->Save(X{ %)

Overview Analysis LTG0 Devices Objects | AMP ealth System Help v admin|

Access Control ~ Intrusion v  Files  Network Discovery = SSL  Application Detectors ~ Users  Correlation  Actions v
k Alerts Remediations Group:
CETERET T ER T Rule Management  White List  Traffic Profiles
Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
Correlation Policy Information save || Cancel
Policy Name pxGrid_ANC_portBounce
Policy Description
Default Priority | None =
Policy Rules | @ add Rues

Cisco Systems © 2016 54 1| 0| X|
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2CHA| Policies(’d*4)->Correlation(%r2t2t7|)->Rule Management(11%! £t2|)->Create Rule(11%!
4d)2 dEst £ % 0| & portBounce_by_SourcelPE F715t1 L3S YT CHS
Save(X%)& 2 LICt

Overview Analysis LSRR Devices Objects | AMP

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors = Users  Correlation

Policy Management .! =:”“ : E . White List Traffic Profiles

Task Notification

Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensars are being registered. C
task status to monitor progrese

Rule Information

Rule Name [portBounce_bysourceP | |

Rule Description [

Rule Group | Ungrouped + |

Select the type of event for this rule

o o [ R

| © Add conditien | | © Add complex condition |

% )| Source 1P ] [is :] 10216817 |

3CHA| Policies(’4*4)->Correlation(%r2t2t7|)->Policy Management(d* 2t2|)->xGrid ANC
portBounce->Add rule(11%! F7})& MEHSE T portBounce_by SourcelPE MEHSIO| 1%l S
x7pgL

Available Rules

Select the rules you wish to add to this policy, then click "Add".

00®00

7 white List ry
) Default White List

[ aca [ cancel

ACHA| Lo 2 &2 72 LICt Responses(S &) 2 &L C}

buerviow avayis [N e Oviecs | AP Ao e o vimis

Access Control  Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions ¥
Mt Remediations Groupgy
(ST Rule Management  White List  Traffic Profiles

Task Notification ®

Task Status Your task Installation Setup (Register)
succeeded at Sat Aug 22 09:19:25 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information You have unsaved changes | _sSave || Cancel

Policy Description [

Default Priority [(vone <]

Policy Rules | © Add Rutes |
Rule L'“"‘"“‘ Lirhllh[ L
ortBounce bySourcerp Thi il doms o have any resps [oetaut_¢) Ej
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5CHA| Policies(’d*4)->Correlation(%t2t2t74|)->portBounce_by_SourcelPE MEIS| 11 portBounceE

Assigned Responses(&t2t=l 2EHZ 0|53 & Update(Y | 0| E)->Save(XMEH)E S2IEHL| Lt

Responses for portBounce_bySourcelIP

Assigned Responses
portBounce

Unassigned Responses

Quarantine_SourcelP
Shutdown

Terminate
UnQuarantine_by_SourcelP
reAuthenticate

[ Update || Cancel |

6THAl IMS 2F5t= ofdiel HES S80I TR M S E gLt

Overview Analysis [EIICEEN Devices Objects = AMP

A Health System Help v admin v

Access Control  Intrusion ¥ Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions ¥

Nerts. Remedistions. Groupp

[P Rule Management  White List __Traffic Profiles

© Create Policy

Task Notification *
Task Stetus Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to manitor progress.

© Success x
Activated Policy: pxGrid_ANC_portdounce

Sortby| State_: |
e )
am & &6
a» s &6
a® s 6
a7 &6
= & &6

DxGrid_ANC_portBounce

A Z A X7 EEFR X &0 www.yahoo.com/cmd.exe 2 Q12 LI O| & A 1 FireSIGHT2| pxGrid
X9 M 0j| A "SERVER-IIS.cmd.exe AN A" & Q6L A| X O|HIET} E

O
YolE Cf2 FA0| BHE LE B2 A 23t SEHES J|WoR o

—

ru

| 74 € L|CF. AFREREA & A4 o

1CHA| X|E AFE R EE2FR M 0| www.yahoo.com/cmd.exeE Q] 24 SHL|Ct.
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Overview EEUEIEIEN Policies Devices Objects | AMP

ith System Help v admin
Context Explorer Connections ¥ Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Sewh v

Events By Priority and Classification twich workiiow

Task Notification

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress

®

2015-09-08 17:02:58 - 2015-09-08 19:31:18 £
Drilldown of Event, Priority, and Classification > Table View of Events > Packets i Expanding

No Search Constraints (Edit Search)

Jump to... ¥

(] Message ~ Prio Classification Count
3 () SERVER-IIS cmd.exe sccess (1:1002' high Web Application Attack 1

3THA|  Eob "t A O|MIE"IE EB[ A E L L.
AA P A0 &8t SAEQ| CfS TEJ} IR AE L|CY.

B HEQS HM 2AE U ASAIL EFE O JUX| F282 ALER YLt GELICH

erview IERENEIEN Policies Devices Objects = AMP

alth System Help v admi
Context Explorer  Connections v | Intrusions v Filesv | Hosts  Usersv  Vulnerabiliies ¥ Correlation » Correlation Events ~ Custom v  Search

Bookmark This Page Report Designer Dashboard View Bookmarks Searc

Correlation Events

L3
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress.
5 2015-09-07 22:35:00 - 2015-09-08 23:42:00
Correlation Events
static
No Search Constraints (Edit Search)
Jump to... ¥
[ ~Time x Impact X Inline ¥ SourcelP ¥  Source % Destination x Destination %  Security Intelligence *  Source X Destination X  SourcePort/ X  Destination Port / *
Result Country ® Country Category. User Use ICMP Type
3 (O 2015-09-0801:02:16 O 192.168.18 96.139.180.149 S USA 49552/ tep 80 (http) / tep
- AL =
— o = = _—0= 1 [k

Analysis Policies Devices Objects | AMP alth System Help

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search
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HOF HM A giH 7io| = CISCO.

ols = e SH3L = o
SEH  SYUSHO[MES 7% UMt B2
> o Sk ercte Fe) el Sl a akn = =
S E LE HEA 2ot SEHS E[oh St M S A Ao FOSHA2.
ects AMP A Health System Help v admin
Files v Hosts » Users ¥ Vulnerabilities v Correlation » Correlation Events Custom » Search

LS

pxGrid ANC portBounce portBounce bySourcelP None Passive 192.168.1.51 eth

6CHA| ISEQ| M S E & &£ 2™ Operations(ZH)->Authentications (2!

/) Home  Operations| ¥  Policy| Y  GuestAccess| ¥  Administration | ¥
* Reports @ Adaptive Network Control " Troubleshoot

Misconfigured Supplicants '#

Misconfigured Network Devices i RADIUS Drops # Client Stopped Responding '

Repeat Counter @

0 0 0 o o

[l Show Live Sessions 43/ Add or Remove Columns ¥ % Refresh () Reset Repeat Counts

Refresh| Every 1 minute ~| Show| Latest 20 records ¥ | within| Last 24 hour:
Status i g

- " i i L i " L i ”
Tnel o Details  Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles

2015-09-08 05:06:44.968 0 00:0C:29:5F:04:E 00:0C:29:5F:04:E0  VMWare-Device

Network Device *  Device Port '

Q
2015-09-08 05:06:44.051 Q 00:0C:29:5F:04:E 00:0C:29:5F:04:E0 VMWare-Device Default >> MAB >> Def.. Default >> Basic_Auth... PermitAccess sw GigabitEthernet1/0/3
2015-09-08 05:04:10.726 Q 00:0C:29:5F:04:E 00:0C:29:5F:04:E0 Default >> MAB >> Def.. Default >> Default DenyAccess sw GigabitEthernet1/0/3
2015-09-08 05:02:37.896 Qa 0 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior
2015-09-08 05:02:37.353 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess sw GigabitEthernet1/0/3
2015-09-08 05:02:22.866 Q 00:0C:29:C8:EB:4F sw
2015-09-08 04:32:21.130 Q jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess sw GigabitEthernet1/0/3

TTHA MR EE HES UHSIH ZEJ} CiscoAVpair S80f el B2 AZ|SS & & AS LI

Other Attributes

ConfigVersionid
DestinationPort
Protocol
Acct-Terminate-Cause
Event-Timestamp
AcsSessionID
CPMSessioniD
EndPointMACAddress
Location

Device Type

Device IP Address

CiscoAVPair

41

1700

Radius

Admin Reset

1441688542
ise14sd/231029914/147
0A0000010000004001ED7026
00-0C-29-C8-EB-4F
Location#All Locations

Device Type#All Device Types
192.168.1.3

st

audit-session-id=0A0000010000004001ED7026,
h rt

Session Events
2015-09-08 05:02:22.866
2015-09-08 05:02:22.861
2015-09-08 04:32:21.953

2015-09-08 04:32:21.13

Dynamic Authorization succeeded
RADIUS Accounting stop request
RADIUS Accounting start request

Authentication succeeded

Cisco Systems © 2016
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Overview Analysis Policies Devices Objects = AMP

Case-sensitive () Exclusion

Go

Messages

lllllllll
CISCO.

ZE B2 Bt ZX0f YBYEX

SN system [RT dmin v

Local v Updates Licenses Monitoring > Syslog Tools v

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015 k

Sensors are being registered. Check
task status to monitor progress.

Sep 08 2015 01:16
Sep 08 2015 01:16
Sep 08 2015 01:11
Sep 08 2015 01:11
Sep 08 2015 01:11
Sep 08 2015 01:06
Sep 08 2015 01:06

Sep 08 2015 01:06

:00 Sourcefire3D SF-IMS[15096): [15106] pm:log [INFO] Process ‘store_whitelist_history’ closed output.

:00 Sourcefire3D SF-IMS[15096]: [15096] pm:process [INFO] Started store_whitelist_history (21412)

:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process ‘store_whitelist_history’ closed output.

:00 Sourcefire3D SF-IMS[15096): [15106] pm:log [INFO] Process 'store_whitelist_history’ closed output.

00 Sourcefire3D SF-IMS[15096): [15096] pm:process [INFO] Started store_whitelist_history (20831)

:00 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process ‘store_whitelist_history’ closed output.

:00 Sourcefire3D SF-IMS[15096): [15106] pm:log [INFO] Process 'store_whitelist_history’ closed output.

:00 Sourcefire3D SF-IMS[15096]: [15096] pm:process [INFO] Started store_whitelist_history (20250)

Sep 08 2015 01:02
Sep 08 2015 01:02

Sep 08 2015 01:02

Sep 08 2015 01:02

:17 Sourcefire3D SF-IMS[11218): pxgrid_agent.pl:normal [INFO] Mitigation Successful
117 Sourcefire3D SF-IMS[19876): pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

:17 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=portBounce, ip_address=192.168.1.8

:01 Sourcefire3D SF-IMS[15096]: [15106] pm:log [INFO] Process ‘RUAScheduledDownload closed output.

1CHA| Policies(’d*)->Correlation(% 22t 7|)->Policy Management(’g*H £t2|)->Create Policy(’d*l
M M)->pxGrid_ANC_shutdown->Save(X{ %})

Access Control Intrusion v Files

Network Discovery

(CIEPRER ST Rule Management  White List

AMP

A Health System Help admin|

S5L Application Detectors Users Correlation Actions v

Traffic Profiles

Alerts Remediations Group;
5

Correlation Policy Information

Policy Name: pxGrid_ANC_shutdown

Policy Description

Default Priority | None 3%

Policy Rules

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check
task status to monitor progress.

save || cancel

| @ Add Rules

Cisco Systems © 2016
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2THA| Policies(’4*#)->Correlation(%r22+

AH2E2H7|)->Rule Management(11%! £t2|)->Create Rule(11%!
Md)S dEitt 2 1% 0| & shutdown_by_SourcelPE F7t5t1 LS YT CHE
Save(X%)E SYBLICH.

Overview Analysis JJJIGEER Devices Objects | AMP
Access Control  Intrusion v Files  Network Discovery ~ SSL

Application Detectors  Users  Correlation

Policy Management . u::m’ White List  Traffic Profiles

Task Notification

Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. C
task status to monitor progress

Rule Information

Rule Name Ishu(duwn_bysuu rcelP I

Rule Description [

Rule Group |_ungrouped 3

Select the type of event for this rule

¢ || an intrusion event occurs

and it meets the following conditions:
| © Add condition | | © Add complex condition |

* || source 1P

] Lis

;| 192.155.1.5'

3CHA| Policies(’d*H)->Correlation(% 22t 7|)->Policy Management(d 4 2tz2|)->

pxGrid_ANC_shutdown>Add rules(11%! =7}HE 22!6l 1 "shutdown_bySourcelPE MEHSH
3 S F7rgLct

ot

Available Rules

Select the rules you wish to add to this policy, then dick "Add"

I Ungrouped Rules
(1) portBounce_bySourcelP
() Quarantine_by_SourcelP
(] Unqurantine
@ shutdown_bySourcelP
(] terminate_bySourcelP

) refuthenticate_bySourcel?
(0] UnQuarantine_by_Sourcel?

7 white List Rules
(] Default White List

Add || cancel

4THA| OS2z SEHE F7IELICt Responses(SH) ®S S &L/

Pverview Analysis JIISEEN Devices Objects =~ AMP A Health System Help v admin
Access Gontrol  Intrusion ¥ | Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

(DL T Rule Management

Alerts Rem: s Groups
White List __ Traffic Profiles i
Task Notification =
Task Status Your task Installation Setup (Register)
Succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
Correlation Policy Information You have unsaved changes | _save || cancel
Policy Description [
Default Priority [(None_+
Policy Rules [ © addRuies |
Rule Responses | priorty
shutdown_bySourcelP. This rule does not have any responses.

((Defautt :\I ' '

60 1 0| X|
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HOF HM A giH 7io| = CISCO.

5CHA| Policies(’4*1)->Correlation(%t2t2t74|)->pxGrid_ANC_shutdownZ ME S 1 ShutdownS

Assigned Responses(Z2HEl 2 &2 0| 5ot £ Update( | 0] E)->Save(XEHE 2oL}

Responses for shutdown_bySourcelP

Assigned Responses
Shutdown

v oA
Unassigned Responses
Quarantine_SourcelP
Terminate
UnQuarantine_by_SourcelP
portBounce
reAuthenticate
Update H Cancel
C o M ol ESO daZlg = o5 fe1 %)
6CHAl  HHS 27ot= ofgfe| HES 2E50 T M S Syttt

[Overview Analysis JLGIHSEER Devices Objects | AMP

A Health System Help v admin
Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions v

A Alerts Remediations Groups

[P Rule Management  White List  Traffic Profiles

© create Policy

Task Notification *
Task Stetus Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

© Success x
Activated Policy: pxGrid_ANC._shutdown

Sortby| state <
DXGrid_ANC_shutdown @
am & 6
am 6
am » 6
am s 6

X E AFEAZE EEFR N & O www.yahoo.com/cmd.exeE @12 gtL|Ct. O| 2 A| S}H FireSIGHT2| pxGrid
Y A0 M "SERVER-IIS.cmd.exe MM A" & 2{HHA| &Y O|HETL E2|HE LTt & 2h2tA FH o

FolE Ao e S 2tet SEO M NEZQJAES ZEI FRE L

1CHA| X AFE R EE2FR M 0| www.yahoo.com/cmd.exeE Q] 24 gL Ct.
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HOF QM| A i J10|E CISCO

20HA o FA ot "# of =2 AH 0]

OH

7" & ol EJ} EB|HE Lt

s Devices Objects | AMP ealth System Help v admin

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

R RO MLy B W B Sggio

Events By Priority and Classification cuitch workiow

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check task status to
monitor progress.

i 2015-09-08 58 - 2015-09-08 19:31:18(

Drilidown of Event, Priority, and Classification > Table View of Events > Packets "
— Expanding

No Search Constraints (Edit Search)

Jump to... ¥

] Message ~ Prios Classification Count
8 () SERVER-IIS omd.exe access (1:1002 high Web Apglication Attack 1

3THA ok "YEtEtA O|HIE"IE ER| A E L T

- o
AAIP FA 28 SAEQ| TEJ ZEEIL|CT

3
K
ird

m
(e}
i}

I

=
for
[>
|m
#a

AEX7E AHEOf UX| Fo o2 AMBK HEI glEL T

Overview WLENVSEN Policies Devices Objects = AMP

Health System Help v admin|

Context Explorer Connections v Intrusions ¥ Files v Hosts v Users » Vulnerabilities v Correlation » Correlation Events Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search
Correlation Events

Task Notification * L3
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
manitor progress.
2015-09-07 22:35:00 - 2015-09-08 23:42:00
Static

Correlation Events

No Search Constraints (Edit Search)

Jump to... ¥

(] ~Time %

Source X Destination % Destination X  Security Intelligence X  Source ¥  Destination ¥  Source Port/ %  Destination Port / X
Country i) Country. Category. User User ICMP Type ICMP Code

(] 192.168.1.8 98.139.183.24  EE USA 49885/ tcp 80 (http) [ tep

Analvsis Policies Devices Objects | AMP alth System Help

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search w
h
1@
Description %
[1:1002:18] "SERVER-IIS cmd.exe access” [Impact: Unknown] From *192.168.1.51" at Tue Sep 8 06:13:43 2015 UTC [CI : Web Application Attack] [Priority: 1] {tcp} 192.168.1.8:49885 (unknown)->98.139.183.24:80 (united states)
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H
HOF A vIH 70| E CISCO.
S5THA| St O|HIEE A% TAHS= 4%
. —
SlC z= Sl e St A XM AH Ol AbD} X X O|BLAl
A ZE T Aot SHE B[S 2t EH B g2 720 ooty Al L.
AMP A Health System Help v admin
v Filesv Hosts¥ Users¥  Vulnerabilities ¥  Correlation » Correlation Events = Custom ¥  Search
L3
Policy » Rule x Priority x Source x Destination x Ingress Egress Device x Ingress X Egress x
Host Host Security Security Interface Interface
Criticality Criticality Zone Zone
xGrid ANC shutdown shutdown bySourcelP None Passive 192.168.1.51 eth2
orto : : P x\= S
6CHA| ISEO| A S E 2 E2{H Operations(ZH2)->Authentications(Q15)E MEHSHL|C}.
Ucense Warning v | Iseldsd el
Shaini dariias Sode /) Home Operations|¥  Policy | ¥ GuestAccess|¥  Administration | Setup Assistar
Authentications ' Reports i Adaptive Network Control 4 Troubleshoot
Misconfigured Supplicants # Misconfigured Network Devices 7 RADIUS Drops Client Stopped Responding * Repeat Counter 7
0 1] 1] 0 o
[il] Show Live Sessions {24 Add or Remave Columns = & Refresh (€) Reset Repeat Counts Refresh | Every 1 minute v | Show| Latest 20 records  ~| within| Last 24 hours.
— LSt e RepeatCount | 1dENURY Endpoint 1D * Endpoint Profile *  Authentication Policy ' | Authorization Policy * | Authorization Profiles * Network Device ©  Device Port
2015-09-08 06:13:44.636 ° a 0 jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior
2015-09-08 06:13:44636 @ o 0 00:0C:29:5F:04:E 00:0C:29:5F:04E0  VMWare-Device
2015-09-08 06:13:44.625 E 00:0C:29:C8:EB:4F W
2015-09-08 06:08:40.474 T jeppich 00:0C:29:CB:EB:4F Default >> Dot1X >> D... Default >> Basic_Auth... PermitAccess ) GigabitEthernet1/0/3
= =S| EOo EHG it i ir EAM SIS HOS OF A Ol
el MF 82 HES UESIH ZETL CiscoAVpair S0 W2t H| 2 d=tEAS5S & = ASH

Other Attributes
ConfigVersionld
DestinationPort
Protocol
Acct-Terminate-Cause
Event-Timestamp
AcsSessionlD
CPMSessionID
EndPointMACAddress
Location
Device Type
Device IP Address

CiscoAVPair

41

1700

Radius

Admin Reset

1441692824
ise145d/231029914/167
0AQ0000100000043022EA41A
00-0C-29-C8-EB-4F
Location#All Locations

Device Type#All Device Types
192.168.1.3

audit-session-id=0A00000100000043022EA41A,
subscriber:.command=disable-host-port

Session Events
2015-09-08 06:13:44.636
2015-09-08 06:13:44.625
2015-09-08 06:08:40.976
2015-09-08 06:08:40.474
2015-09-08 06:08:13.178
2015-09-08 06:08:12.592
2015-09-08 05:43:34.043
2015-09-08 05:43:33.832

RADIUS Accounting stop request
Dynamic Authorization succeeded
RADIUS Accounting start request
Authentication succeeded
RADIUS Accounting start request
Authentication succeeded
RADIUS Accounting start request

Authentication succeeded

Cisco Systems © 2016
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Overview Analysis Policies

[) Case-sensitive [ Exclusion

oftA|  E3h

Devices Objects

ZzE

AMP

Task Notification L
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to menitor progress.

Messages.

lllllllll
CISCO.

g

Ob

= 2tst =X|0f

8 =
O A

A Health [EFETIE Help v

localv | Updates Licenses  Monitoring > Syslog

S
+ pxgrid_agent.pi:normal [INFO] Mitigation Successful

Sep 08 2015 02:13:39 Sourcefire3D SF-IMS[11218]

Sep 08 2015 02:13:38 Sourcefire3D SF-IMS[29484]: pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

Sep 08 2015 02:13:38 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Attempti

Mitigation: acti

, ip_address=192.168.1.8

Son MR IN1R N+13:5% Saurrefiraan GF-TMRIINT181:

I E 0 "shutdown"O| EA|E L|LC}.

—
1980111 cfrinnald-<f heartheat [TUFR Qauad SW WERSIAN fram neor 183 1RR 1 51 /%4 AY

interface GigabitEthernetl/0/3
description internal LAN
switchport mode access

auth

shutdown

authentication host-mode multi-
authentication open
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication fallback mab

mab

Policies(’d*t)->Correlation(4f2t2t4|)->Policy Management(%d

AMd)->pxGrid ANC reAuthenticate->Save(X{ %)

Overview Analysis

Access Control | Intrusion ¥

X 243|)->Create Policy (Y

Correlation Policy Information
Policy Name pxGrid_ANC_reAuthenticate
Policy Description
Default Priority [ Nome ¢

Policy Rules

Policies WelVlUel e NN A Health System Help v admis
Files  Network Discovery = SS5L  Application Detectors = Users  Correlation  Actions v
Alerts Remediations Group
White List _ Traffic Profiles N
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
save || cancel

(@ Add Rules

Cisco Systems © 2016
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HOF HM A giH 7io| = CISCO.

2THA| Policies(d*)->Correlation(42t2t74|)->Rule Management(1} %! 22|)->Create Rule(1%!
MM)E MEISE = 1%l 0| £ reAuthenticate_bySourcelPE F71sl10 CHS S {1235 CHS
x

HS
JEHS
-
Save(M&EH)E =2 LICt
o= =
Overview Analysis JELIISEEN Devices Objects | AMP
Access Control  Intrusionv  Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation

Policy Management . u=:m‘ White List  Traffic Profiles

Task Notification
Tasic Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. C
task status to maniter progress

Rule Information

Rule Name | reauthenticate bySourcel? | |
Rule Description [
Rule Group [Lungrouped ¢ |

Select the type of event for this rule

(D Ada consiton ] (D.add compiex condition )

Xl Saurce IP :] [is +] 192.168.1.8 J

3CHA| Policies(’d*H)->Correlation(4f2t2t7|)->Policy Management(’d Al 2t2|)->
pxGrid_ANC_reAuthenticate>Add rules(11%! F7HE 22l

"reAuthenticate_bySourcelPE MEHSI = 7|2 F=ItgtL|Ct.

Available Rules

Select the rules you wish to add to this plicy, then click "Add”.

= ungrouped Rules
() portBounce_bySourcelP
(] Quarantine_by_SourcelP
[ Ungurantine
(] shutdown_bySourcel®
[ terminate_bySourcelP
(¥ reAuthenticate_bySourcelP
[ UnQuarantine_by_Sourcel?
D White List Rules
|_] Default White List
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Hot 2t 710l

4t

pverview Analysis LBIIMEEN Devices Objects | AMP

Crg22 &S 7L Ct Responses(3H)

Cl

A Health System Help v admin

\ccess Control | Intrusion v Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions v
Alerts Remediations Groups
[PENTRRERR T Rule Management  White List  Traffic Profiles &
Task Notification *

Correlation Policy Information

PXGrid_ANC_reAuthenticate

Policy Name

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

You have unsaved changes | Save || Cancel |

Policy Description [

Default Priority | None 3

Policy Rules

| © add Rutes |

reAuthentica! SourceIP

5H

This rule does net have any responses.

|
[ Defauit

Policies(’d*1)->Correlation(%r2t2t7|)->pxGrid_ANC_reAuthenticateE ME{S|I 11

SCO.

reAuthenticate£S Assigned Responses(2t2hEl 2EHE 0|53t & Update(RiH| 0| E)->

Save(X|F)E SBILICH

6EtA  Hu2

o

2780t= Oteiel HES E &30

Responses for reAuthenticate_bySourcelP

Assigned Responses

reAuthenticate

Unassigned Responses

Quarantine_SourcelP

Shutdown
Terminate
UnQuarantine_by_SourcelP
portBounce
[ Update l Cancel
= MA LS A SLStH
e dMS gdatetnt

Overview Analysis ILLIIGEEN Devices Objects | AMP A Health System Help v admin
Access Control  Intrusion v Files  Network Discovery — SSL  Application Detectors ~ Users | Correlation  Actions v
Alerts Remediations Groups
Rule Management  White List  Traffic Profiles 3
@ create Policy
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
© Success x
Deactivated Policy: pxGrid_ANC_portBounce
Sortby| State
PXGrid_ANC_reuthenticate j ]
pxGrid_ANC_portBounce O & §
pxGrid ANC Quarantine s & 6
pxGrid_ANC_shutdown (o - WG]
pxGrid ANC Terminate s & 6
pxGrid_ANC_Unquarantine [@: - Wolls]
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HOF M| A HIEH 710| = CISCO

k

X AR EEFR N & O www.yahoo.com/cmd.exeE @12 gtL|Ct. O| 2 A| S}™H FireSIGHT2| pxGrid

Q) HH0j| M "SERVER-IIS.cmd.exe M| A" 74| Qb A| &I O|HIET} E2| 7 EL|CE AR H o
YolE = Ao 2YE WIS 2ot ST 7|UH2 2 5t0] 2[F AHEAZE X &I SE LT

1ChA| X E A XH7F 22 X 0ff www.yahoo.com/cmd.exeE @} 2L C}.
2tHA| O A ST " of E2[AH0|M 34" &Y O|HET} E2|AHEL|C

Overview IERQENEEN Policies Devices Objects | AMP A Health System Help v admin

Context Explorer Connections v Intrusions *» Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks S%h v

Events By Priority and Classification tswich worksiow

Task Notification

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Drilldown of Event, Priority, and Classification > Table View of Events > Packets S Tt 201509'%;?];?;‘2‘

No Search Constraints (Edit Search)

Jump to... ¥
(| Message ~ Priority Classification Count
# () SERVER-IIS amd.exe access (1:1002 high Web Application Attack 1

- ©
AP FA0 *are AE N8R OIS,

D UEST HM SAE U ASAE 4 FE0f UK YO0 ASA FEIH gL

A Health System Help v admil

Overview JEUENVSER Policies Devices Objects | AMP

Context Explorer Connections ¥ Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Sear

Correlation Events

Task Notification

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

monitor progress.
2015-09-07 22:35:00 - 2015-09-08 23:42:0

Correlation Events Stat
Mo Search Constraints (Edit Search)

Jump to... ¥

O +Time x Impact x  Inline * SourceIP x  Source * Destination Destination % Security Intelligence %  Source x  Destination x  Source Port/ X Destination Port / x
Result Country P Country Category User user ICMP Type ICMP Code
3 Q 2015-09-08 01:28:56 0 192.168.1.8 9B.139.180.149 &5 USA 49637 / tcp 80 (htty
_I_
4|:|-7_'" EO|O|— OlH‘"E 7:" Ol.i 71 ©
— — O

pxGrid_Intrusion_Policy 1#£|0f| &=l & Q|8H0f| FOISIAMA| L.

A Health System Help v ad

EAnalvsis Policies Devices Objects | AMP

tExplorer ~ Connections ¥  Intrusions ¥  Filesv = Hosts¥  Users ¥  Vulnerabilities ¥ = Correlation » Correlation Events Custom ¥ Search

Description x
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O} OH -" A HFEH I. I =
HOL QH || A HIEH 710 CISCO.
CHA| S UG O|HIEE A= Xdst= 42
5|_|- OEJOHIiI—E _|I_IC)OI_O_|_
- . o .
SiCHE HO =Q |-2|:|'2 E | -|o N gl nl 7:" A KAH Ol At 7:” ﬂ.XIO-" xOl |.A| |
AMP A Health System Help admin
r Files v Hosts v Users v Vulnerabilities Correlation » Correlation Events Custom v Search
Policy % Rule % Priority ¥  Source % Destination ¥ Ingress X Egress X Device % Ingress X Egress X
Host Host Security Security Interface Interface
Criticality Criticall Zone Zone
xGrid ANC refuthenticate reAuthenticate bySourcelP MNone Passive 192.168.1.51 eth2
orre . . . =\= =
6CHA| ISEO|| Al € &2 E2{H Operations(ZH)->Authentications(Q1=)E MEHSHL|C}
icense Warning v | Isel4sd 2
.
R Seyices Engine £) Home Operations| ¥  Policy| Y  GuestAccess|Y  Administration | ¥ Setup Assistar
[ Authentications i Reports I Adaptive Network Contrel "4 Troubleshoot L3
Misconfigured Supplicants © Misconfigured Network Devices ¢ RADIUS Drops 1 Client Stopped Responding '/ Repeat Counter ¢
0 0 0 0 0
[ill Show Live Sessions 0% Add or Remave Columns ¥ Refresh (@) Reset Repeat Counts Refresh| Every 1 minute  ¥| Show[ Latest 20 records ¥ | within| Last 24 hours
e B i e e ‘Identilv £ Endpoint ID_* | lEndpmmpmme i puthentication Policy © Authorization Policy ©  Authorization Profiles ' Network Device ' Device Port ©
201509-0805:29:03.133 @ o 0 jeppich 00:0C:29:C8:EB:4F  Microsoft-Workstatior
2015-09-08 05:29:02.437 jeppich 00:0C:29:C8:EB:4F  Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... Permithccess sw GigabitEtheret1/0/3
2015-09-08 05:29:02.175 E 00:0C:29:C8:EB:4F sw
201509-0805:06:44.968 @ g 0 00:0C:29:5F:04:E 00:0C:29:5F:04:E0  VMWare-Device
I:HI -"l:‘ ~ H-lEQAEH"'l- 1L E |- i i EA"O-" I- I- |§|-A‘|"'|. |O‘|22 OF A Ol A | I.
4= ME Me HES MElstB ZE T} CiscoAVpair EA0]| 2} H|EAESEUSS Y 4 Y& L|C
Other Attributes
ConfigVersionld 4
DestinationPort 1700
Protocol Radius
Event-Timestamp 1441690142
AcsSessioniD ise14s4/2310298141154
CPMSessioniD 0A0000010000004102092652
EndPointMACAddress 00-0C-26-CB-EB4F
Location Location#All Locations:
Device Type Device Type#All Device Types

Device IP Address 192.168.1.3
audit-session-id=0A0000010000004102092652,

ClscoAVPair subscriber:command=reauthenticate

Session Events
2015-09-08 05:29:02.437 Authentication succeeded
2015-09-08 05:29:02.175

2015-09-08 05:02:37.896

Dynamic Authorization succeeded
RADIUS Accounting start request

2015-09-08 05:02:37.353 Authentication succeeded
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CISCO.

CHA| CE St FireSIGHT Management Center
stolst 4 ALt

Overview Analysis s Devices Objects

Task

syslog O|HIES H 1 M QUF 2tet =X|0f SHEX]
ealth [EVEEN Help v  admin
Local » Updates Licenses Monitoring » Syslog Tools 1
Notification * n

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

(0 Case-sensitive (] Exclusion Messages

Sensors are being registered. Check
task status to monitor progress.

Sep 08 2015 01:36:00 Sourcefire3D SF-IMS[15096]:

Go
Sep 08 2015 01:31:

Sep 08 2015 01:3

Sep 08 2015 01:3

ep 08 2015 01:2¢

ep 08 2015 01:28:
ep 08 2015 01:28:

Sep 08 2015 01:28:

3G E LI

saa

Policies(’4*H#)->Correlation(

Sep 08 2015 01:36:00 Sourcefire3D SF-IMS[15096]:
00 Sourcefire3D SF-IMS[15096]:
:00 Sourcefire3D SF-IMS[15096]:
00 Sourcefire3D SF-IMS[15096]:
56 Sourcefire3D SF-IMS[11218]:
56 Sourcefire3D SF-IMS[23376]:

56 Sourcefire3D SF-IMS[11218]:

03 Sourcefire3D SF-IMS[207151:

#|)->Policy Management(%

[15106] pm:log [INFO] Process 'store_whitelist_history’ clased output.
[15096] pm:process [INFO] Started store_whitelist_history (24188)

[15106] pm:log [INFO] Process ‘store_whitelist_history® clased output.
[15106] pm:log [INFO] Process ‘store_whitelist_history" clased output.

[15096] pm:process [INFO] Started store_whitelist_history (23616)

pxgrid_agent.pl:normal [INFO] Mitigation Successful

pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

pxgrid_agent.pl:normal [INFO] Attempting Mitigation: a ip_address=192.168.1.8

1290111 sfrunneld:sf heartbeat [INFQ1 Saved SW VERSION from peer 192,168,151 {5.4.01

XH 1 Iélt_lll

=3

}

[

2|)->Create Policy(

M M)->pxGrid ANC Terminate->Save(X{ %)

Overview Analysis IZJILIEN Devices Objects | AMP

Access Control Intrusion v Files Network Discovery SSL Application Dete:

‘White List Traffic Profiles

[P EPT  Rule Management

ealth System Help v admin|

ctors Users Correlation Actions v

Alerts Remediations Group:

Correlation Policy Information
Policy Name pxGrid_ANC_Terminate

Palicy Description

Default Priority [ None

Policy Rules

Task Notification
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Cancel

Save

| @ Add Rules
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HOF WM A vIeH 10| E CISCO.
Policies(d*H)->Correlation(%F2t2t7])->Rule Management(11%! 2t2|)->Create Rule(1f

MEiot S 14| O|E Terminate_by_SourcelPE 71510 CHZ
223t

x| HAQ)=
S Q1243 [}S Save(HTHE

=

Overview Analysis JHINEEE Devices Objects | AMP

Access Control Intrusion ¥ Files. Network Discovery SSL  Application Detectors Users = Correlation

Policy Management Ilule Management ‘White List Traffic Profiles

Task Notification

Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. C
task status to monitor progress

Rule Information
Rule Nore [ferminate_bysourcer— | |

Rule Description [

Rule Group | Ungrouped #

Select the type of event for this rule

PE—

| © Add condition J | © Add complex condition J

#X || source 1P

:| [is +| [192.168.1.8

3CHA| Policies(d*t)->Correlation(%F22t7|)->Policy Management(d %t 2£t2|)->pxGrid ANC
Terminate>Add rule(11%] =712 MEHSI D Terminate_by_SourcelPE MEHSIO] 1212 F=74SL|CH

Available Rules

Select the rules you wish to add to this policy, then click 'Add".

7 Ungrouped Rules
] portBounce_bySourcelP
(] Quarantine_by_SourcelP
] Ungurantine
] shutdown_bySourcelp
# terminate_bySourcel?

) reAuthenticate_oySourcelp
) UnQuarantine_by_SourcelP

I hite List Rules
] Default White List

Add || cancel

a5t cigoz gE

Dverview Analysis LIILIEEN Devices Objects
Access Control Intrusion v

AMP
Files Network Discovery ssL

A Health System Help v admin v
Application Detectors ~ Users ~ Correlation  Actions v

Policy Management LU 0o T

White List  Traffic Profiles

Alerts Remediations Groups
Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress
Correlation Policy Information You have unsaved changes save || cancel
Policy Name pxGrid_ANC_Terminate
Policy Description [
Default Priority | None +
Policy Rules | © Acd utes |
terminate bySourceIP This rule does not have any responses

[ Defaule :\I lr

70 H 0| X|
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atfren]es
HOF HM A giH 7io| = CISCO.

5CHA| Policies(’4*1)->Correlation(%t2t2t7|)->pxGrid_ANC_TerminateE£ M EiSI 1 TerminateS

= - "1

Assigned Responses(&Hel 2¢HZ 0|53t S Update(H | 0| E)->Save(MqEH)E S 2L C}.

Responses for terminate_bySourcelP

Assigned Responses

Terminate

Unassigned Responses

Quarantine_SourcelP
Shutdown
UnQuarantine_by_Sourcel?
portBounce

reAuthenticate

((wpaste | [ cance |
6CHA  HHMS 27Yst= ofgfe| HES 2250 Tr M S gyttt

Overview Analysis JLGIHGEER Devices Objects | AMP A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery = SSL  Application Detectors ~ Users  Correlation  Actions v

Alerts Remediations Groups

L3
(T  Rule Management  White List  Traffic Profiles.

D Create policy.

Task Notification ®
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

© Success %
Activated Policy: pxGrid_ANC_Terminate

MW_SCEBE +
[E2e)] 7]
oY
a» s 5
[o: W]
a» s 5
[o: W]

X|E AFEX7F EBR N &0 www.yahoo.com/cmd.exe £ @l 24stL|Ct. O| 2 A S} FireSIGHTC| pxGrid
519} 0] A "SERVER-IIS.omd.exe 2 M| A" 714 9|8t A| A9 O|#IETH E2| 7 ELICH AT 0|

Ood
JOlEl tz A0 e S= st SEHES 7|82 2 5t 2T AHEAte| M4d0] S=E Lt

1CHA| X AFE X E2FR X 0| www.yahoo.com/cmd.exeE Q] 24 SHL|C}.
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WMEITE Analysi

Policies Devices Objects = AMP A Health System Help v admin

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

B D B B L B GG ST

Events By Priority and Classification cswich workion

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Drilldown of Event, Priority, and Cl i J » Table View of Events » Packets 11 2015-00-08 17:02:58 - 2015'09'055(991:”1“:‘;:‘;

No Search Constraints (Edit Search)

Jump to... ¥

(] Message ~ Brio: Classification Count
3 (] SERVER-NIS cmd.exe access (1:1002 high Web Application Attack 1

CEoF " 22 A OJHIE VL E2| A E Lt

&ot= X T AEAL M H0| S=ELICH

e b
| >
T g
sk
it
el

3
K
ird

m
(e}
i}

I

=
for
[>
|m
»E

L AFE R M™E|Of QK| ooz AMEAL HETL giE L CH

lth System Help v admin

Context Explorer ~ Connections ¥ Intrusions v | Filesv  Hostsv  Usersv  Vulnerabilities ¥  Correlation » Correlation Events ~ Custom v  Search

Bookmark This Page Report Designer Dashboard Ak Bookmarks Search

Correlation Events

Task Notification *

Task Status Your task Installation Setup (Register)

succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

monitor progress.

5 2015-09-07 22:35:00 - 2015-05-08 23:42:00 ¢

Correlation Events
e Static
No Search Constraints (Edit Search)

Jump to... ¥

O  ~Time x

Coun

Source * Destination *  Destination %  Security Intelligence %
Cous Category

Source Port / *  Destination Port / %
ICMP Type ICMP Code

$ () 2015-09-0801:43:27 @ 192.168.1.8 98.139.180.149 B UsA 49687 / tep 80 (hitp) / top

4T SUB OMES HLots B

= =
pxGrid_Intrusion_Policy %! 0]

ZEl 74| 90 Folet Al L.

Analvsis Policies Devices Objects | AMP ealth System Help

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

Description %
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SEHH|  SYUSOJMES 74 et 4
2 T 2t SEHS B JA Y B 2 # A0 FoSt Al L.
jects = AMP A Health System Help v admin v|

Files v Hosts v Users v Vulnerebilities v Correlation » Correlation Events Custom ¥ Search

Palicy % Rule % Priority %  Source %  Destination ¥ Ingress * Egress X Device % Ingress * Egress X
Host Host Security Security Interface Interface
Zone ‘Zone
xGrid ANC Terminate terminate_bySourcelP None Passive 192.166.1.51 eth2

6THA| ISEO| M S &2 2 2{™ Operations(%f & )->Authentications(21 5)E MEHTHL|C}.

Ucense Warning ¢ | Isels Jol

i .
= Ce=ismyine 4 Home  Operations|¥  Policy | Y  GuestAccess|¥  Administration | ¥

 Reports I Adaptive Network Control "4 TroUbleshoot

Misconfigured Supplicants ' © Misconfigured Network Devices RADIUS Drops & Client Stopped Responding ' Rep
1] 1] 1] 1]
[il] Show Live Sessions i Add or Remove Columns ¥ G Refresh (€ Reset Repeat Counts Refresh| Every I minute  v| Show| Latest 20 records 7|
Status i - i - i . i (0 o o - i i
o q Details | Repeat Count lmenmy | |Endpa|m jio} | |Endpa|m Profile ‘ Authentication Policy ' Authorization Policy Authorization Profiles ' Network Device
2015-09-08 05:43:34.043 n I 0_jeppich 00:0C:29:C8:EB:4F _ Micrasoft-Workstatior
— Hmm—
12015-09-08 05:43:33.832 a jeppich 00:0C:29:C8:EB:4F  Micresoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... Permithccess sw g
12015-09-08 05:43:33.618 P 00:0C:29:C8:EB:4F sw
2015-09-08 05:29:02.437 a jeppich 00:0C:29:C8:EB:4F  Micresoft- ior Default >> DotlX >> D.. Default >> Basic_Auth... PermitAccess sw ¢

ol

ot

TCHA| L St FireSIGHT Management Center syslog O|HIEE H 11 & 25} X[ 3 =X|

AA

]

Overview Analysis Policies Devices Objects AMP AH

RN Help v admin v

Localv = Updates  Licenses  Monitoring » Syslog | Tools v

L3
Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

() Case-sensitive (] Exclusion Messages.

—
Sep 0B 2015 01:43:28 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO) Mitigation Successful

Go Sep 08 2015 01:43:27 Sourcefire3D SF-IMS[25338]: pxgrid_mitigation. pl:normal [INFO] Notification pushed to the socket

Sep 08 2015 01:43:27 Sourcefire3D SF-IMS[11218]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=terminate, ip_address=192.168.1.8
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Ha| o AR A U A0l LIDIK| AR AT S U TR NAR MHELITH KU
XFOIZ 2 AR 0| "H Q" O E CHA "HZ O[ME"N E2|AHEICH: HYLICH AT ALBAP
2| %l 740 Hol® URLE 0| S5}3t 22 of ¥ 23t SE0| ASEOIES H2| ShHBHLICH

LSt B E HTTP/HTTPS EZf 0| BLIE Y50 2UE|D 7|2 M A Yo Sete
THAIZ WM OF BLICE 7|2 WM A FHOf|l= pxGrid & QY FME Zote[0f /S LT

1CHA| Policies(’d*H)->Correlation(42t2t4|)->Policy Management(’d2H 2t2|)->Create Policy(’d*H
AMd)->pxGrid_ANC_Unquarantine->Save(X{ %)

Overview Analysis JLIINEEN Devices Objects | AMP A Health System Help v admin

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors = Users = Correlation  Actions v

(AT Rule Management  White List Traffic Profiles

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded

Correlation Policy Information save || cancel
Policy Name pxGrid_ANC_Unquarantine

Policy Description

Default Priority ["None

Policy Rules | © Add Rules

2CHA| Policies(’4*#)->Correlation(4t2t2t74|)->Rule Management(11%! £t2|)->Create Rule(11%!
MM)E MEdSI D 1Al 0|2 UnQuarantine_by_DestinationlPE 7|5t & Save(X{&)E
ERisIeg

Network Discovery ~ SSL Application Detectors  Users  Correl:

Policy Management [JEFYTRFFRIT) white List _ Traffic Profiles
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3THA|

Available Rules

Select the rules you wish to add to this policy, then click "Add".

dd_ [ Gancel

4TH| O 32z 3ES F7Ie LIt Responses(SE) B2 2

Overview Analysis [LII-EER Devices Objects =~ AMP
Access Control  Intrusion v Files  Network Discovery ~ SS5L  Application Detectors = Users  Correlation  Actions v

(LT Rule Management  White List  Traffic Profiles

Policies(’d*#)->Correlation(4f 2t 7|)->Policy Management(Zd*H 2t2|)->
pxGrid_ANC_Unquarantine->Add rules(1t+%! 37})->UnQuarantine_by_DestinationIP, 0| % 84
A MEBHLIC

SR

A Health System Help v

Alerts Remediations Groups

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check
task status to monitor progress.

Correlation Policy Information

Policy Name

pxGrid_ANC_Unquarantine

Pallcy Description \

we || cancel

Default Priority [ Nane
Policy Rules | © ndd rutes |
UnQuaranting ourceIP This rule does not have any responses. [ Defautc_: | uﬁi

5CHA

e

UnQuarantine_SourcelP£ Assigned Responses(Z2HEl SEH£ 0| 5%t
Save(R TS 22YBILICH

Responses for UnQuarantine_by_SourcelP

Assigned Responses

Policies(’d*H)->Correlation(%2t2t7|)->UnQuarantine_by_DestinationIP

_l_

—

UnQuarantine_by_SourcelP

Unassigned Responses

Quarantine_SourcelP
Shutdown

Terminate
portBounce
reAuthenticate

[ update | cancel |

Ho|.

pdate(2iG|0| E)->
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Overview Analysis JGIISEER Devices Objects = AMP A Health System Help v admin v
Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors ~ Users  Correlation  Actions v

AlRes Remediations Groups

(TP Rule Management  White List  Traffic Profiles

@ Create Policy
Task Notification *
Task Stotus Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered, Check
tosk status to monitor progress.
© Success *
Activated Policy: pxGrid_ANC_Unquarantine
sortby
pxGrid ANC Unguarantine ED) 6
pxGrid ANC_portBounce am & 6
DXGrid_ANC_Quarantine G s 6
DXGrid ANC_reAuthenticate a® & 6
DXGrid_ANC_shutdown G s 6
DPXGrid_ANC_ Terminate a® & 6

HAE

oM

X AR EEFR N &0 www.yahoo.com/cmd.exeE @12 gtL|Ct. O| 2 A| S}™H FireSIGHT2| pxGrid
52} R0 4| "SERVER-IIS.omd.exe A A" 4] QI8 A| £} O E7}H E2|7{EILICE 4T Fof

HolE thz fAlof 2 E 2| oid| et SHE 7|82 2 510 AIEZQIET}F HE| SiH| & L Ct.

1CHA| X|E AFE X7 222 X 0f http://192.168.1.14/Unquarantine/unquarantine.htmS ! 245t L|C}.
20HA|  O|EHA| ofH "HA" O|HET}L E2[AE L|C.

Overview LLEIEEN Policies Devices Objects | AMP A Health System Help v ad

Context Explorer Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Ddpboard View Bookmarks Sear:

Connection Events (swich workiow) Mallcious URLS
Possible Database Access
Task Notification x Risky Applications with Low Business Relev
Task Status Your task Installation Setup (Register) Standard HTTP

succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress.

Standard Mail
Standard SSL

[« with i Details » Table View of Connection Events e 15:45;

» Search Constraints (Edit Search Save Search)

Jump to... ¥

[~ First Packet Last Packet Action  Reason Initiator IP Initistor Responder IP  Responder Ingress Egress Source Port /  Destination Port /  Application ~ Cli
Country Country Security Zone  Security Zone  ICMP Type ICMP Code Protocol
$ (] 2015-09-08 19:43:26 2015-09-08 19:45:22 Allow qu 192.168.1.7 EEJ 192.168.1.14 Passive 53348 / tep 80 (http) / tcp [ HTR ]
3 [ 2015-09-0819:39:36 2015-09-08 19:43:03 Allow =i 192.168.1.7 =i 192.168.1.14 @ 53334 / tep 80 (http) / tcp [ HrTe O
Page| 1 |of 1 Displaying rows 1-2 of 2 rows
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Health System Help admin

silities ¥ Correlation v Custom ¥ Search

Search v k

18:45:00 D
Static

Client Web URL

[ Firefox Web Browsing http://192,168.1,14/favicon.ica
O

Web Browsing  http://192.168.1.14/Unguarantine/unquarantine.htm

4ThH| Db EHEA O[HIE"IF E2| A E L L
AA P Z=A7F A2 SYH L C}.

brericn (IR ©

Context Explorer  Connections ¥ | Intrusions ¥ | Filesv  Hosts v Users v  Vulnerabilities ¥ = Correlation » Correlation Events = Custom ¥  Search

s Devices Objects | AMP ealth System Help v

Bookmark This Page Report Designer Dashboard View Bookmark
Correlation Events

Task Notification *
Task Status Your task Installation Setup (Register)
Succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered, Check task status to
monitor progress.
2015-09-08 17:02:00 - 2015-09-09
Correlation Events

No Search Constraints (Edit Search)

Jump to... ¥

[ ~Time x Impact X Inline X SourcelP x  Source X Destination X Destination X  Security Intelligence X  Source User X Destination %  Source Port / %
Resuit Country ® Country Category user ICMP Type
% (] 2015:09-08 19:42:58 =il 192.168.1.7 =i 192.168.1.14 4 John Epoich (jeppich, LDAP 53334/ tep

STHA

rview CUENIEEN Policies Devices Objects P Health System Help admin
text Explorer ~ Connections ¥ Intrusions v Files¥  Hosts¥  Users ¥  Vulnerabilities v  Correlation » Correlation Events ~ Custom ¥ = Search
= Search X
18:45:000

static

Destination Port / %  Description %

ICMP Code
80 (hitp) / tep Connection Type: FireSIGHT
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2 4| 2o SEHE EA e 2t A Gl G2 A0 oA L.
AMP Health System Help v admin
Files Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search
L3
Policy x Rule % Priority > Source X Destination * Ingress * Egress Device x Ingress X Egress x
Host Host Security Security Interface Interface
Criticality Critical Zone Zone
pxGrid ANC Unquarantine UnQuarantine by SourcelP None MNone None Passive 192.168.1.51 et

TCHA| ISEO|| A € &S E2{H Operations(ZH2)->Authentications(2=)E
" License Warning y | Iseldsd |
S St/ Seices Engine 4 Home  Operstions| ¥  Policy| Y Guest Access| ¥ i v
[T Authentications £’ Reports i3 Adaptive Network Control "4, Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices RADIUS Drops & Client Stopped Responding
0 1] 0

[il] Show Live Sessions {4 Add or Remove Columns ¥ 45 Refresh (@) Reset Repeat Counts

Time

Status
v

2015-09-08 23:43:06.661 °

2015-09-08 23:43:06.289

2015-08-08 23:43:05.772

8THA|

= A4

Overview Analysis Policies

() Case-sensitive

() Exclusion

Details Repeat Count |

Q
Q
-Q

Devices

Setup Assista

Repeat Counter 1

0

Refresh | Every 1 minute

| show| Latest 20 records 7|

within| Last 24 hours

Tdentity Endpoint ID_* Endpoint Profile © | Authentication Policy °

Network Device *

Objects | AMP
Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task Status to monitor progress.
Messages

Local v

Updates

‘ Authorization Policy g Authorization Profiles ‘ |Devica Port ‘
0 jeppich 00:0C:29:C8:EB:4F Microsoft-Workstatior
jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior Default >> DotiX >> D.. Default >> Basic_Auth... PermitAccess sw GigabitEthernet1/0/3
00:0C:29:C8:EB:4F sw
. el
L St FireSIGHT Management Center syslog O|HIEE H 11 22| 25} ZX| 0| M3} =X| =olzt

A Health [EES0N Help v

Licenses

Monitoring *» Syslog

——
Sep 08 2015 19:42:59 sd SF-IMS[5214]: pxgrid_agent.pl:normal [INFO] Mitigation Successful

Sep 08 2015 19:42:58 sd SF-IMS[24297]: pxgrid_mitigation.pl:nermal [INFO] Natification pushed to the socket

Sep 08 2015 19:42:58 sd SF-IMS[5214]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=unquarantine, ip_address=192.168.1.7
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=Ml a2

ISE pxGrid A{H| A7} LIE}LIX] QS

S| 2 g ISE pxGrid .= E 0| A| "application stop ise"” ZCHS MASIAA| L.

pxGrid OfO| M E QIS M 25 HA|X|

|2 2+ FireSIGHT Management Center Syslog HA|X| 0| A RQIZSAM @ F HA|X|E QIS A 2.

OF

QIS MOl ®H ZZ(/Volume/homel/admin/...)7} SHIEX| EQISIAA| 2.
FireSIGHT Management Center 3 ISE pxGrid ' £ 7H0j| A|Z10| 7|35 R =X| SRS A| 2.

FireSIGHT, ISE pxGrid .= 3! IC ZQIEJ} &= DNSE 2 A& 4 910{OF &L|C}.

8| Z Yt FireSIGHT, ISE pxGrid == 2 AIEZQIEJF O = DNSE 238t 2 9lofof tL| L.
FireSIGHT Management Center, 4l A] 5! ISE pxGrid .= E 7t0f| A|Zt0] 7|3t E|A}=X| 2 QIS A| 2.

FireSIGHT Management CenterE X £ EISIMA| 2.

FireSIGHT Management Center0f A2t2HA| O|HIE 7} T A|E|X| &S

A 2t FireSIGHT Management Center, MlA 3! ISE pxGrid ' E 7H0f| A|7H0| S 7|3} E| =X
OISIAA| 2.

Jor o

FireSIGHT 23} A| £ AT

4 "I FireSIGHT Management Center, Ml Al 3! ISE pxGrid ' £ 7t0f| A|7H0| S7|3tE| A =X
QIS L.

Jo o

FireSIGHT Management CenterE X £ EISIAMA| 2.

2 "3 A" Al

ol 2 &/ CIHO| A0 IP F=ATHISES SOl AT EA=A| &S A 240 Hieh W 70
TIE RS LI

Cisco Systems © 2016 79 H| 0| X|




atfren]es
HOt oHMA giH 7io| = CISCO.

FireSIGHT Management Console?2| pxGrid HZ 4ln| AT syslog 2 &
H| A X]

5l 4 BiH: FireSIGHT Management Console CLIO| A Ct2 S ASSIA ISE pem WO QIS A 71 Z&HE| O
QUEK| ZHOIBIAA|Q.

openssl x509 —noout —-text —in isel4lab.pem

pem L} 20f QIS A7t et E[OfOF gL LY.

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
56:19:0f:90:00:00:00:00:ab:b7:4£:a0:57:21:a0:03
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=isel4.lab8.com
Validity
Not Before: Oct 11 01:46:56 2015 GMT
Not After : Oct 10 01:46:56 2016 GMT
Subject: CN=iseld4.lab8.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:a3:9e:b5:4e:68:e7:£f9:db:4b:c6:3£f:£4:£9:12:
e8:6f:0a:05:4d:b6:0b:13:fc:3c:35:61l:ed:d6:d1l:
0d:65:f4:e5:38:3d:5a:55:ac:94:e6:34:57:44:30:
64:75:9c:35:6£:£2:9c:0a:d6:£4:86:9d:94:10:2€:
b6:eb:ba:76:e2:33:84:77:70:20:71:a0:23:21:4b:
af:cc:6a:d9:c2:ba:9%a:9c:eb:27:e6:03:64:a7:e5:
29:31:65:03:23:06:d8:39:09:74:48:32:75:de:ba:
5c:71:6a:27:8e:e6:d3:58:d0:44:e6:52:ec:3£:d8:
38:5b:d2:fc:c2:d6:90:02:e8:5a:9f:a7:a2:dc:44:
81:31:fc:5e:£fd:60:41:40:e6:57:09:9b:d6:11:0e:
a6:93:1b:b0:cl:c5:90:c4:98:45:af:78:1b:9c:55:
02:d3:e5:91:48:8b:1c:77:46:e6:49:d5:£f0:5f:4c:
51:6c:d0:90:82:25:03:32:3b:ab:64:32:49:e5:b7:
45:db:9e:2c:c4:87:dc:dl:££:9c:£8:99:d7:88:be:
c6:9d:7c:c6:ea:74:bd:b0:c5:a2:b5:a4:d4:£d:04:
64:61:db:c5:cb:07:69:d3:c7:72:8f:17:a7:2e:04:
11:d5:58:0d:00:aa:26:3a:5£:¢c3:08:2c:dc:al0:26:
e8:87

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Key Usage:
Digital Signature, Key Encipherment, Key Agreement, Certificate Sign
X509v3 Subject Key Identifier:
8E:C0:5C:25:3A:5C:4E:9F:C4:6F:66:41:33:C3:6A:27:4C:00:A1:17
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
Netscape Cert Type:
SSL Server
Signature Algorithm: shalWithRSAEncryption
40:cc:1b:4d:94:94:d9:68:7b:95:6e:36:e4:3a:41:41:6c:fl:
4e:f0:1a:fa:3e:42:7e:00:73:80:ad:0f:4a:bb:d4:ce:cd:da:
ef:32:£9:d0:58:£0:¢c4:90:0c:97:20:88:26:£5:9c:96:d7:61:
£fe:05:09:40:0a:£f6:33:04:dc:30:ec:10:d2:82:f2:ec:5d:£9:
b2:d1:69:5e:ed:ae:ab:b4:6d:bl:cd:16:bf:67:14:e9:ec:4f:
9c:83:07:35:64:26:9d:e4:41:bb:65:5e:77:7b:eb5:da:d1:98:
9c:c0:50:fc:ba:ad:dc:51:¢c4:e5:49:28:55:9f£:40:0c:61:20:
1d:49:e3:ca:a5:a2:35:74:5¢c:57:71:17:32:71:2c:2b:51:2c:
cf:49:30:9€:31:28:19:4a:62:10:4a:86:21:0d:54:73:08:86:
92:df:8c:ae:3d:92:91:5£:70:d5:17:4¢c:14:07:d1:0c:59:0b:
3d:6d:6a:16:ca:a9:3a:06:08:37:£1:28:af:c5:03:32:30:82:
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3d:53:8b:77:ed:e7:8a:5a:38:b6:3b:0e:c0:93:63:cl:f6:2e:
al3:ce:33:a4:0a:82:d4:£7:8£:0£:¢c2:99:9€:96:36:c5:89:a2:
9f:£3:66:01:12:da:13:53:d4:92:ef:17:9e:2b:26:4b:3c:7d:
1f:6f:a3:b4

O|t 20| EA|Z|X| Gi= HF ISEID A= MEE

=
AT NYE AIFAE FMCO| M2[2 4 it CA

oK

7H-7HQ1 7| M2 WWE W 0 H|YHS E M3 = ISEID
P2 0f S=7hehL T

ok
Rl
o

ISE A| AR KA AR 7hHQM 4T MBE QSN 2ol

|

”O HD

Al OPLIX|ZH T o B7H7HOl 7| M2 ISEQ| Malet 4 = AlAE HEAR
pxGrid SDKQ| ISE M E QIS A E AtES}7| IN20|[H, HAEE S Z 0 ALE |0
SIn 2 M SHHOM S ALRSIA| R 20| SALICH M MYE QIS Moj tht FireSIGHT

Management Center 7/42| T/ S ArE510] HZ M E 2ASME FIoHUAI2.

—_

1EH4|  FireSIGHT L{ £ CA S7H/7121 7| 43 ISE QISM Al A" M= 7P L CH 742l 7|
HIZHD 7t et
Administration(2t2|)->System(A| A Bl)->Certificates( 2! S A )->System Certificates(A| A Hl OIS A2

0| S3}0] FireSIGHT LI & SI0/7021 7| 5 7tMELICE 212l 7| H| 2= S YLt

Ligense Warning 1 |
ces En e
gin 4> Home Operations|*  Policy| ¥  GuestAccess|*  Administration | ¥

5 Identity Management BB Network Resources |2] Device Portal Management &) pxGrid Services |65y Feed Service {8 pxGrid Identity Mapping
Deployment  Licensing logging  Maintenance  Backup&Restore  AdminAccess Settings

Certificate Management

Import Server Certificate

Overview

* et Noce
* Certificate File | Browse... | fmc2.cer

* Private

Friendly Name |

System Certificates

Endpoint Certificates

ey File | Browse... | fmc2.ke

Trusted Certificates

OCSP Client Profile
Allow Wildcard Certificates
Certificate Signing Requests v Allow wildcarq is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Certificate Authority Validate Certificate Extensions [] '

Internal CA Settings Usage

Certificate Templates [] Admin: Use certificate to authenticate the ISE Admin Portal

EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

External CA Settings
pGrid: Use certificate for the pxGrid Controller

Portal: Use for portal
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4> Home  Operations| ¥ Policy| ¥  Guest Access|¥  Administration | ¥
58 Identity Management i Network Resources 22 Device Portal Management PXGrid Services Feed Service {8 pGrid Identity Mapping A
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
System Certificates /A For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
iy / Edit | Generate Self Signed Certificate | (<= Import | | Export || 3¢ Delete || 5O View

| Friendly Name Used By | Portal group tag | ssuea o | 1ssued By Valid From Expiration Date
ekl

Admin, Portal,
Endpoint Certificates (g Defaultselfsigned serverc  p,p Default Portal Certiicate 014 jab7.com sel4/ab7.com Sat, 22 Aug 2015 Sun, 21 Aug 2016
ertificate & Group (i
Authentication
Trusted Certificates ) R R e sd Jab7.com sd Jab7.com Mon, 31 Aug 2015 Wed, 30 Sep 2015 7
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2AHISE 2HHE 0| M pxGrid T£4: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how _to/HowTo-88-
Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf

Cisco pxGridE AI25}0] QIS M E HjZSH= Y CA A& ISE pxGrid =& 5! CA A& pxGrid 220|AHE

Td: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-89-
CA signed pxGridISEnode CAsigned pxGridclient.pdf

Cisco pxGrid& At23510] 2IZME H|ZLSI= HHHH: ISE pxGrid .. = 5l pxGrid 22}0|EE Eof| M=
M HEI 215 A: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-90-

O - L-O

Self signed pxGridClient selfsigned pxGrid.pdf
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