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FIRERE 1) 224 50g . AT pxGrid B R 25 42 1] (ANC) S fif 5 AE SIAb R A o
k31
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e TrustSecMetaData - [A] pxGrid & /' 3 & {1 A FF 1) 2 A 710 (SGT) 15 &
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- fHiH 802.1X iEK# . Cisco AnyConnect NAM B¢ RADIUS B4 F2/7 1 Windows PC %% J™ ¥

AR RRA 802.1X i, iBFEA RADIUS #EHIIZF.

e 802.1X ¥;¥i: Cisco Catalyst 3750-x. Cisco Catalyst 3560-x. Cisco Catalyst 3850, 1535 Y ISE
SXP IhfE, 152 H TrustSec R M FF: http://www.cisco.com/c/en/us/solutions/enterprise-
networks/trustsec/trustsec-matrix-archived.html, 75 W& B LR X 2505 7] % % 5 ISE %%, 165 -
http://www.cisco.com/c/en/us/td/docs/security/ise/1-4/compatibility/ise _sdt.html#pgfld-198199

o pxGrid %/ 5i: MAC B Linux 7 /"3 RNk Jr 5. 5 =07 pxGrid &1EKFER
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ReiiolER(Efar CISCO.

84 ISE g B
KN BT AP G0 5AE0F) AD WE .

AD RFigE

®1E  BE AD E#
1EFEHE (Administration)->E 435 (Identity Management)->41 54378 (External Identity
Sources)->Active Directory->¥NJll (Add)
P —NHE S FR: pxGrid_users
Active Directory 3% : lab6.com

"cll',',;u' Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System | ~ ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service ¥ pxGrid Identity Mapping

» ldentities  Groups  External Identity Sources  Identity Source Sequences  » Seftings

External Identity Sources

& vl - D * Join Point Name | pxGrid_Users i
» | Certificate Authentication Profile * Active Directory Domain | lab&.com|

[ Active Directory k
> @l LDAP

» [ RADIUS Token
* [ RSA SecurlD

v | cancel |
» 5 SAML Id Providers m'——-'

]

E2H  EFEA (Submit), RJEHFTA ISE ¥ AN F] Active Directory
B3 RAIMABEUE

Join Domain x
Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name i | ca

* Password | esssssess

|| Specify Organizational Unit i
m[ Cancel :|
Ba4E AR (0K), ERNE 2 CBREIMARES

Join Operation Status
Status Summary: Successful
ISE Node « | Node Status

ise201.lab6.com g Completed.

AR MRERIMENT SRS, BHR ISE 1 MS AD ZERIeTEZESH, H BB FQDN




REi)R(EIERE cisco

E5%  EBSKH (Close), KHEFTEAT/RMZ:

wthetl dentity Services Engine

Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System | w Identity Management | b Network Resources b Device Porlal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

b Identites  Groups External Identity Sources  |dentity Source Sequences » Settings

Attributes A

External Identity Sources Authentication Domains Groups vanced Settings

[~

#

* Join Point Name | pxGrid_Users

» [ Certificate Authentication Profile
o | Active Directory
<5 pxGrid_Users
=
» [ LDAP
» (] RADIUS Token

* Active Directory Domain  lab&.com

Join
[ ISE Node
[] ise201.lab6.com

| ISE Node Role
STANDALONE

Leave § Test User ﬁ Diagnostic Tool *&rRefresh Table

Status

[& Operational

Domain Controller
WIN-48T17723U06.1ab6.com

Site

$6EF L4 (Groups)->%HiN (Add)->M Active Directory E#2H (Select Groups from Active Directory)->
KR A (Retrieve groups)->iEFEEE (select all)->H & (OK)

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain| lab6.com 'l
Name Filter| = SID Filter| * | Type Filter ALL -
| Retrieve Groups... | 37 Groups Retrieved.
Name & | Group SID Group Type

RERNRRNRARRERRNRECRRERRERRE R R R RS

lab6.com/BuiltinfAccount Operators

lab&.com/Builtin/Administrators

lab6.com/Builtin/Backup Operators

lab&.com/Builtin/Certificate Service DCOM Access
lab6.com/Builtin/Cryptographic Operators
lab6.com/Builtin/Distributed COM Users

lab6.com/Builtin/Event Log Readers

lab&.com/Builtin/Guests
lab6.com/Builtin/liS_IUSRS

lab6.com/Builtin/lncoming Forest Trust Builders
lab6.com/Builtin/Network Configuration Operators
lab6.com/Builtin/Performance Log Users

lab6.com/Builtin/Performance Monitor Users

lab6.com/Builtin/Pre-Windows 2000 Compatible Access
lab6.com/Builtin/Print Operators
lab6.com/Builtin/Remote Deskiop Users

lab6.com/Builtin/Replicator

lab6.com/Builtin/Server Operators

lab&.com/Builtin/Terminal Server License Servers

lab&.com/Builtin/Users

lab6.com/Builtin/Windows Authorization Access Group
lab6.com/Users/Allowed RODC Password Replication ...
lab6.com/Users/Cert Publishers

lab6.com/5-1-5-32-548
lab6.com/3-1-5-32-544
lab6.com/5-1-5-32-551
lab6.com/5-1-5-32-574
lab6.com/3-1-5-32-569
lab6.com/35-1-5-32-562
lab6.com/5-1-5-32-573
lab6.com/3-1-5-32-546
lab6.com/3-1-5-32-568
lab6.com/5-1-5-32-557
lab6.com/3-1-5-32-556
lab6.com/5-1-5-32-559
lab6.com/5-1-5-32-558
lab6.com/3-1-5-32-554
lab6.com/5-1-5-32-550
lab6.com/5-1-5-32-555
lab6.com/3-1-5-32-552
lab6.com/5-1-5-32-549
lab6.com/5-1-5-32-561
lab6.com/3-1-5-32-545
lab6.com/3-1-5-32-560

5-1-5-21-485915346-3843970968-3126467437-571
5-1-5-21-485915346-3843970968-3126467437-517

BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
BUILTIN, DOMAIN LOCAL
DOMAIN LOCAL

DOMAIN LOCAL

@ =)
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REVIEHREiER

B1H

MiiHE (OK)

Identity Services Engine

Home

» Operations

» Policy » Guest Access

« Administration

» Work Centers

SIIr
CISCO.

» System

b Identities

 |dentity Management

Groups

External Identity Sources

+ Network Resources

External Identity Sources
=R

» [ Certificate Authentication Profile

« [~ Active Directory
-

v':g pxGrid_Users
» : LDAP
» 5] RADIUS Token
» [] RSA SecurlD

» [ BAML Id Providers

£8P
F9P

Identity Services Engine

b System

b Identities

~ |dentity Management

Groups

|dentity Source Sequences

+ Device Portal Management  pxGrid Services

b Settings

Connection Authentication Domains

o

& Edit +Add - Delete Group  Update SID Values
Name

oo oo o o o

lab6.com/Builtin/Account Operators
lab6.com/Builtin/Administrators
lab6.com/Builtin/Backup Operators
lab6.com/Builtin/Certificate Service DCOM Access
lab6.com/Builtin/Cryptographic Operators
lab6.com/Builtin/Distributed COM Users
lab6.com/Builtin/Event Log Readers
lab6.com/Builtin/Guests
lab6.com/Builtin/lIS_IUSRS
lab6.com/Builtin/incoming Forest Trust Builders
lab6.com/Builtin/Network Configuration Operators
lab6.com/Builtin/Performance Log Users
lab6.com/Builtin/Performance Manitor Users
lab6.com/Builtin/Pre-Windows 2000 Compatible Access
lab6.com/Builtin/Print Operators
lab6.com/Builtin/Remote Desktop Users
lab6.com/Builtin/Replicator
lab6.com/Builtin/Server Operators
lab6.com/Builtin/Terminal Server License Servers

lab6.com/Builtin/Users

ED reset |

MR (Save)

s pxGrid_Users,

Home

External Identity Sources

» [ Certificate Authentication Profile

Active Directory

» [ RADIUS Token

» [ R8A SecurlD

» [ SAML Id Providers
=

» Network Resources

External Identity Sources
e e

» Operations  » Poli

» Device Portal Management

|dentity Source Sequences

ERERNERAR

cy » Guest Access ~ Administration » Work Centers.

pXGrid Services b Feed Service
» Settings

Authentication Domains Groups

Attributes

» Feed Service

-

» pxGrid Identity Mapping

+ pxGrid Identity Mapping

Attributes

SiD

lab6.com/S-1-5-32-548
lab6.com/S-1-5-32-544
lab6.com/S-1-5-32-551
lab6.com/S-1-5-32-574
lab6.com/8-1-5-32-569
lab6.com/8-1-5-32-562
lab6.com/8-1-5-32-573
lab6.com/S-1-5-32-546
lab6.com/5-1-5-32-568
lab6.com/S-1-5-32-557
lab6.com/S-1-5-32-556
lab6.com/S-1-5-32-559
lab6.com/5-1-5-32-558
lab6.com/S-1-5-32-554
lab6.com/8-1-5-32-550
lab6.com/5-1-5-32-555
lab6.com/5-1-5-32-552
lab6.com/S-1-5-32-549
lab6.com/5-1-5-32-561
lab6.com/S-1-5-32-545

Advanced Settings

* Join Point Name | pxGrid_Users

* Active Directory Domain  lab6.com

= Join

]/ 1SE Node
[] ise201jabs.com

o Leave § TestUser 5 Diagnostic Tool 4 Refresh Table

ISE Node Role
STANDALONE

Status
Operational

Domain Controll

ler Site
WIN-49T17723U08.labf.com
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PRI &

ININMZS % RIS HHLIAC LR Bk 3 i 45 . R IEIEEIZ 1T RADIUS SRR 7, *%Tm{ b istT
RADIUS HIUFEFH PC 2 P i i) IP Huht. 7E¥45 I RADIUS #E4UFEFRS, f# ] secret /E 3L 2%

F£1% LS (Administration)->M 2 EVE (Network Resources)->M 4% (Network Devices)->%x i1
&4 (Add Network Device)
RULAAFR: AZHML 1P
Hifik: 192.168.1.2

'él.',';u’ Identity Services Engine Home + Operations » Policy » Guest Access ~ Administration » Work Centers.

» System » Identity Management = ~ Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
~ Metwork Devices ~ Metwork Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
——
(]

Metwork Devices List > New Network Device
Network Devices

* Name

+* IP Address: | 192.168.1.2 El

Metwork devices

Default Device

2% )5 H Radius S50k 15 B - A\ =% H

+ RADIUS Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret

[E— | \ Show |

Enable KeyWrap [ i
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format =/ ASCII HEXADECIMAL

CoAPort [ 1700 | [ et To Default |

B3F  AHEZE (Submit)
B4E ERHREINTEIRNE:

‘il Identity Services Engine Home } Operations » Policy » Guest Access = Administration » Work Centers ‘o License Waming

» System  » ldentity Management =~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  + pxGrid Identity Mapping

- Network Devices  Netwerk Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
—

]
Network devices Network Devices
Default Device
J et Jeadd QyDuplicate | @almport g Export + | (@ Generate PAC | 3¢ Delete + Show E
Name -  1P/Mask Profile Name Location Type Description
O switch 192.168.1.2/32 ik Cisco D All Locations All Device Types
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Bt B 1% A pxGrid B ISE

H 254 ISE Sk 56 T B H pxGrid k55 -

AE: AEISE13FISE14 s, ASHERXS ISE SMHER, HERHSAZEINRFEIERESD, AHED pxGrid BRS, MELKREARFIER
it

F1H EHFEHE (Administration)->iE$S (Certificates)->1C XN H & ZEH

Identity Services Engine Home »+ Operations » Policy » Guest Access ~ Administration » Work Centers

- System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

Deployment  Licensing - Certificates » Logging » Maintenance Upgrade  Backup & Restore v Admin Access  » Settings

(<]
- Certificate Management System Certificates 4 For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
Overview / Edit | [k Generate Self Signed Certificate | [ Import | @ Export | (3 Delete || O View
System Certificates Friendly Name Used By Portal group tag Issued To Issued By
Endpoint Certificates ¥ ise201
EAP
Trusted Certificate i o )
ru: il 5 O [_)efauil self-signed server cer Authgnucaﬂon. DefauII_PorlaI Certificate ise201.lab6.com ise201.lab6.com
= tificate Admin, Portal, Groupi
OCSP Client Profile pxGrid

®2H JBH pxGrid At
1% E P (Administration)->R 4t % 3& (System Deployment)->J3 Fi pxGrid 35 /5 (Enable pxGrid node)

“diey:  Identity Services Engine Home b Operations b Policy  » GuestAccsss [Tl il # Work Centers

~System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

Deployment  Licensing b Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore b Admin Access b Settings
Ty
oo PAN Failover
Hostname ise238
L3 FQDN ise238.lab6.com
1P Address 10.0.0.37

Node Type Identity Services Engine (ISE)

Personas
| Administration Role STANDALONE Make Primary
/| Monitoring Role PRIMARY |~ Other Monitoring Node

Y\ policy Servica

| Enable Session Services

Include Node in Node Group | None
! Enable Profiling Service

[ Enable sxp service

Use Interface | GigabitEthernet 0 -] @
[ Enable Device Admin Service

[ Enable Identity Mapping i

pxGrid
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E3% B MNT

A ES ISE KA S B X

ZE: XURFENLAMASHI

Identity Services Engine Home } Operations

» Guest Access ~ Administration

» Work Centers

» System b Identity Management b Network Resources  » Device Portal Management

Live Log

o Enable @) Disable @Apprm’e @ Group ‘ Dedline eneleke - @Refresh

pxGrid Services

Total Pending Approval(0) =

» Feed Service

» pxGrid Identity Mapping

O Disable Auto-Regi

1-20f2  Show

[ ] Client Name Client Description Capabilities Status Client Group(s) Log
[ = ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
i 1-30f3 Show 25 » | perpage Page 1 E
Capability Name Capability Version Messaging Role Message Filter
QO core 1.0 Sub
O IdentityGroup 1.0 Pub
) SessionDirectory 1.0 Pub

F4E  BeAE Admin T

sthali. |dentity Services Engine Home » Operations

R E S ISE RATHIE B

» System  » Identity Management  » Network Resources  » Device Porlal Management

Lvetog

¢ Enable (@) Disable @Appmve @ Group W Decline eue\g{e - %Rﬁfﬂaﬁh

» Guest Access - Administration

pxGrid Services

Totzl Pending Approval(0) +

» Feed Service

» Work Centers

» pxGrid Identity Mapping

(O Disable Auto-Regl

1-20f2 Srﬁw

] Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O w ise-admin-ise238 (Capabilities(4 Pub, 2 Sub) Online Administrator View

e 1-60f6 Show 25 ~ perpage Page 1 =

Capability Name Capability Version Messaging Role Message Filter

O GridControllerAdminService 1.0 Sub

Q AdaptiveMetworkCaontrol 1.0 Pub

Q core 1.0 Sub

(@) EndpointProfileMetaData 1.0 Pub

O EndpointProtectionService 1.0 Pub

O TrustSecMetaData 1.0 Pub

©2015 BRARG AT
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£ % pxGrid SDK

T SDK U, ISR, ERE BT SOk

= e e, —— B TXT = =

cgel doc lib README. txt samples

./samples/cert IR F 24T pxGrid A )7~ BIHIE TS
../samples/bin IR E pxGrid “Java” HIATRH]. cgel SXHFIRAE pxGrid “C” FE.

ANCAction_query.sh identity group download.sh
alpha. jks identity group_query.sh
alpha_root. jks identity group_subscribe.sh
capability query.sh multigroupclient.sh
common. sh propose_capability.sh
core_subscribe.sh securitygroup_ query.sh
endpointprofile query.sh securitygroup_subscribe.sh
endpointprofile_subscribe.sh session_download.sh
eps_quarantine.sh session_query by ip.sh
eps_unquarantine.sh session_sub_download.sh
generic_action_client.properties session_subscribe.sh
generic_client.sh sxp_download.sh
generic_publisher.properties sxp subscribe.sh

generic subscriber.properties

NIBATIX LA, 752 Oracle Java JT & T. B AL,




REVIEHREiER

SIIr
CISCO.

e BEZUEBIET pxGrid EFPImMR (RE[EDBYERIER)

H 2 AL 15 F T I8 1t ISE pxGrid MR pxGrid & /%o LA R 2 f# ] H &L AE 3T pxGrid AN IFEF

81~ pxGrid & A AL (140 alphakey) .

openssl genrsa -out alpha.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

$2H A HEZSH CSR (alpha.csr) 15 3R FEHE AL 5T %05 .

openssl req -new -key alpha.key -out alpha.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:LAB

R FEASCEELEAMRRER, TETES, HRDOHER

B3P ARAZLIEDAHUET (F40 alpha.cer) .

openssl req -x509 -days 365 -key alpha.key -in alpha.csr -out alpha.cer

F4E  RGOERIELPIA R PRKCSI2 X (Bl alphapl2) .

openssl pkcs12 -export -out alpha.p12 -inkey alpha.key -in alpha.cer

Enter Export Password: cisco123

©2015 BRARG AT
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Verifying - Enter Export Password: cisco123

E5%  alphapl2 B SANBGMHEHE (B0 alpha.jks) . ZEHEXH A TLLEY B4 N jks FIFENL
A IXAGAE pxGrid BIAS 78 A5 A 2R SO 44 PG HRAE AR FE B A

keytool -importkeystore -srckeystore alpha.pl2 -destkeystore alpha.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password: ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

FeL UM AILISE ik F HE] pxGrid & i, HE RS H R pem XK. WL E AT
RN pem SO LIMEILTE 5 F 132,  fEAEI HH1% S 4F 5y 44 4 isemnt.pem.

Export Certificate 'Default self-signed server certificate’

(®) Export Certificate Only

O Export Certificate and Private Key

*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

=3 (el |

B1H ¥ pem SCHFEHN der #53.

openssl x509 -outform der -in isemnt.pem -out isemnt.der

$8L R ISE HOEPAINEI S M E P . KM TAEIZAT pxGrid 235 T HUAAI {747 A ISE MNT
T REHT HIHEE 21 T #

keytool -import -alias mntl -keystore alpha.jks -file isemnt.der

Enter keystore password: ciscol23
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53cldd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:
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#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[ C

A:true

PathLen:2147483647
1

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

]

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC  ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

]

]

Trust this certificate?[no]: yes

Certificate was added to keystore

BLIL I pxGrid B FIIEH AR S HHE S .

keytool -import -alias pxGridclientl -keystore alpha.jks -file alpha.cer

Enter keystore password:

Certificate already exists in keystore under alias <1>
Do you still want to add it?[no]l: n

Certificate was not added to keystore

HE: R EEREIRYNESR QR MBI B RS PIERE R, WA BLEH  no”, EASHEMIAE. REH T Vyes”, BILIATAT LAIRIEEHZ
I TS

F105 F ISE SMMEH S AREEEHAE (40 alpha root.jks) H. 1X¥ 7824 pxGrid A ST E
A ARG AT R,

keytool -import -alias rootl -keystore alpha root.jks -file isemnt.der
Enter keystore password:

Re-enter new password:

Owner: CN=ise.lab6.com

Issuer: CN=ise.lab6.com

Serial number: 548502£500000000ec27e53cldd64£f46

Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
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Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA: true

PathLen:2147483647

1

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key_ CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7TA AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

1

1

Trust this certificate?[no]: yes
Certificate was added to keystore

E11% ¥ pxGrid B AIIE (alpha.cer) FAL3] ISE ZEAFIFHE T
$£125 EHFEHE (Administration)->IEHEH (Certificate Management)->32f54FiET) (Trusted
Certificates)->}5 alpha.cer 442l ISE pxGrid 77 15
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"¢|.','¢'|;’ Identity Services Engine Home } Operations » Policy » Guest Access ~ Administration » Work Centers
- System | » Identity Management  » Network Resources  » Device Porlal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

Deployment  Licensing = Certificates  » Logging » Maintenance  Upgrade  Backup & Restore » Admin Access  » Setlings
—

(<]
- Certificate Management Import a new Certificate into the Certificate Store
K * Certificate File | Browse... | alpha.cer
Overview 3 —
System Certficates Friendly Name [ 0
Endpoint Certificates Trusted For: ;
Trusted Certificates
Trust for authentication within ISE
OCSP Client Profile
[ Trust for client authentication and Syslog
Certificate Signing Requests
Certificate Periodic Check Settings [ Trust for authentication of Cisco Services
¢ Certificate Authority [ validate Certificate Extensions

Description |

EE ( cancel |

B3 KM EYE (alphajks) FEIE2E 8 (alpha_root.jks) & i F] ../samples/bin/.. CAFIH .
iRk pxGrid 22 FimHA ISE pxGrid T 5
1217 multigroupclient pxGrid FIA ST, K pxGrid 2 diigyd: M 21| ISE pxGrid 5 £

L1E ¥ pxGrid K7 umEM 2 ISE pxGrid 75 &1

./multigroupclient.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23




RV R bt

{3k B SDK BY7RBIIER #4T pxGrid iz

¥ rootSample.crt b 1&F] ISE pxGrid 15 i, XK HMEZEAFIESS . If FAL iseSamplel.crt F1 iseSamplel.key
SO, X FIE pxGrid 257 S B Uil T 1R, AEIERDA ciscol23.

B4y iseSamplel jks LA AIME AT % rootSample.jks LA M pxGrid BIA H i H o

AE: XMUERTMR, TERT ISE £7~8E

g1

g25
F3%
Fa4%

E55

F6P
B8

# rootSample.cert X AL ISE RGMEALE

I (Administration)-> &4t (System)->UE P& # (Certificate Management)->32{5/EiE+ (Trusted
Certificates)->5 A\ rootSample.crt {4

JaH “154F ISE H & 4358 UE” (Trust for authentication within ISE)

';I.','él‘:' Identity Services Engine Home + Operations + Policy » Guest Acoess - Administration » Work Centers
- System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
(]
- Certificate Management Import a new Certificate into the Certificate Store
* Certificate File | Browse... | rootSample.crt
Overview - -

System Certificates Friendly Name |

Endpoint Certificates Trusted For: ;
Trusted Certificates

Trust for authentication within ISE
'OCSP Client Profile

[] Trust for client authentication and Syslog
Certificate Signing Requests

Trust for authentication of Cisco Services
Certificate Periodic Check Settings o

+ Certificate Authority [ Validate Certificate Extensions

Description |

[some JE=N

EFFRAZ (Submit)

¥ iseSamplel.crt 4% 2] ISE RGLUF

1B (Administration)-> R 4t (System)->{EHEHE (Certificate Management)->R St iE P
(System Certificates)->5 A iseSamplel.crt ({4

B (Administration)->R 4t (System)->iEHEH (Certificate Management)->R 4t ik
(System Certificates)->5 A iseSamplel.key (14

N cisco123

J& Fl pxGrid (f5E 1348
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i+ Identity Services Engine Home } Operations } Policy } Guest Access ~ Administration » Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping
Deployment  Licensing = Certificates  » Logging  » Mainlenance  Upgrade  Backup & Restore  » Admin Access  » Seftings

L]

~ Certificate Management Import Server Certificate

Overviow * Select Node

System Certificates
Endpoint Certificates * Certificate File | Browse... | iseSamplel.crt

Trusted Certificates _—
* Private Key File | Browse... | iseSampleL.key

OCSP Client Profile Y

Certificate Signing Requests Password l----n-- I cisco123

Certificate Periodic Check Settings

Friendly Name [ i

» Certificate Authority

Allow Wildeard Certificates i
v Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Validate Certificate Extensions [ | i

Usage

[ Admin: Use certificate to authenticate the ISE Admin Portal
[ EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
pxGrid: Use certificate for the pxGrid Controller

[ Portal: Use for portal

E8F  IEFRE (Submit)

AR, pxGrid B A0 ISE pxGrid 553
47 pxGrid multigroupclient JIAS, # pxGrid %5 /7 433 M £ ISE pxGrid 5 £,

=
14 ¥ pxGrid &/ 5mvEM 2 ISE pxGrid 15 14

./multigroupclient.sh -a 192.168.1.23 -u SIMOl1l -k iseSamplel.jks -p ciscol23 -t rootSample.jks -g ciscol23

© 2015 BRARGE AR 24T
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RADIUS =2

RADIUS BiUFE FEAE B A [EEE 802.1X 45 IH LN IBIT .

RADIUS B Heft 802.1X Efﬁﬂﬂﬁﬁcﬁﬁhﬁﬂi)ﬁ P (4 1P, MAC MBS HEE) HuEH &k H 3.
SR (Il B0, g IR R BT 802.1X 3RHL.

EE:  7E(EF RADIUS #BHMf2FRT, PC ERREEAMIEKRER AnyConnect NAM. I1t5, RADIUS #&#Ii2FEBTE RADIUS EHIIEFSHTI%
PEXHGSITER.

M2 172%: -DUSERNAME. -DPASSWORD. -DCALLING_STATION ID. - DAUDIT SESSION ID. -
DACCT _SESSION ID. -DFRAMED IP ADDRESS. -DFRAMED IP MASK.
RadiusAccountingStart. RadiusAccountingStop. RadiusAuthentication KT 2 A B P B SR

F3=: RADIUS #EHIEEFHSRHANE

RADIUS HAUFEF 75 2 Java 7 & T E L. RADIUS #FEF AT 7E pxGrid 25 i B % ' o PC 847 .
WIERAEARAE Microsoft AD A, v DMEE A ISE &0 A - E47 MK

B2 ISE AERA A~
ISR R AE AD BT, JRASTEIL QI 3 ISE AP TR,

FT1H  EHFEHE (Administration)->E 12 # (Identity Management)->& {4} (Identity)->F /7 (Users)->
W (Add)->F /2 1 (userl), BIABEEBRMB A TH

» System = idendly Management b Network Resources  + Device Portal Management  prGrid Services  » Feed Service  # prGrid Idenity Mapping

widentiies Greups  External identty Sources.  Identity Source Sequences & Sefings

© - Network Access User

2 EFLRAF (Save)
35  THS 2 M 3 EEERERERAE
Fad BHEEITEPIRHNE:




R IEHE(EIERE e

‘Bt Identity Services Engine Home } Operations } Policy » Guest Access ~ Administration » Work Centers. .
» System = w |dentity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » pxGrid Identity Mapping
w|denties Groups  External Identity Sources  Identity Source Sequences b Settings
—_—
(]
EndPoints Network Access Users
L3
Users T — Ir o
J Edit -{%Add Gchange Status v  @nImport CExport v 3¢ Delete v L{7Duplicate
Latest Manual Network Scan Results 3
Status Name « | Description First Name Last Name Email Address User Identity Grou... = Ad
LB Enahled o CTSTestS
[ ] [ Enabled userl Employee
] [ Enabled user2 Employee
O & Enabled user3 Employee

SR E

1% i PC _FIZAT RADIUS, LIELHL 802.1X S 56AF o
F1F HERAHP SMWIE

java —-cp RadiusSimulator.jar -DUSERNAME=userl -DPASSWORD=Aal23456 -DCALLING STATION ID=11:11:11:11:11:11 -
DAUDIT_ SESSION ID=1001 -DFRAMED IP ADDRESS=192.168.1.60 - DFRAMED IP MASK=255.255.255.0 RadiusAuthentication
192.168.1.98

A S 4358 E
15 18 ISE MBHPRAL T 5 HRIE

tszimrjava —cop RadiusSimulator. jar —DUSERMAME=uzerd -—-DPASSUWORD=Aa123456 -DCALLI
G_STATIOM_ID=11:41:=41:11:=11:11 -DAUDIT_SESSION_ID=1861 -DFRAMED_IP_ADDRESS=192.
68.1.188 —-DFRAMED_IFP_HMASK=255_.255.255.8 RadiusfAuthentication 172.168.1.23
AccessAccept code=2 id=1 length=187

uthenticator=8e8e3217bee??dIf4bf38c21baZ3idle
Attributes={

UserHame=userl
State=ReauthSes=ion:18681
Class=CACS 1801 :ise281.-227764484.7227
vendorId=? vza=[profile—name=Unknown. ]
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g2 BEISE FHBHKALE
% #EE (Operations)->RADIUS Livelog

'yt Identity Services Engine Home [RICTSNISMN ) Policy b GuestAccess  » Administration b Work Centers @  License Waming 4

RADIUS Livelog =~ TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Metwork Devices 7 RADIUS Drops Client Stopped Respanding Rep
1 0 623 v = 0
[l Show Live Sessions 43¢ Add o Remove Columns = % Refresh @) Reset Repeat Counts Reffeshl Every 1 minute '| Show| Latest 100 records '|
Status i i i i = i E i i
S - Detalls  Repeat Count | 19entY Endpaint 1D Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device
| [ il | [ i | [ || |
2015-08-01 23:26:10.765 o Qa 0 userl 11:11:11:11:0111 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-01 23:26:10.765 Q userl 11:11:11:11:11:11 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim

RADIUS #IUFETF S5

BRINWE

-DUSERNAME

-DPASSWORD

-DCALLING_STATION_ID

-DAUDIT SESSION ID

-DRADIUS SECRET 5 (Secret)

-DNAS_IP_ADDRESS

-DFRAMED IP_ADDRESS

-DFRAMED 1P MASK

RadiusAccountingStop

RadiusAccountingStart

RadiusAuthentication
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pxGrid 2.0 7= 2

AHRIMEIR T AT HRAT R T A LU T R v s i, AR SR RHR ok S 1Ay s U B (5 P ) ik 2 461
pxGrid 7R B AIASE AL 1l pxGrid SRR 2 E BMERKA S % . PN AT DUESOX e AR I i ul
AR EE L

BER, AR TERTLUNELR 2 B EM: 1) ARk E pxGrid SDK ) RADIUS #IIFERF; 2)
fEFECE T 802.1X ¥ ISE #5% . ZLMA5E %1 ISE R INRE, EFEREHS M H A TR A & um2 i (Bl )
Wy FTEIHL. ZBICAR B & RS (Bl 2 22 2E MHo PSR BAES) & Thag, 15
PRSI JE A RE 802.1X M. o SRAE )4 FH S AN LK i B 1Y) TP-to-MAC-to-User JRHE, PACHEE A
FU5E RS TP Mk SGHBGEE SR, &0 UE ] RADIUS 8RR 5 .

WHRAEH 802.1X BTN, S5 RADIUS BUFEFAHLL, e N BGEE. Bk, A 802.1X Mk
B, ANFEW5ERIET RADIUS SRR E IR B .

AT 2 7 48] 000 B A Py 5 96 25 B«
ZHR P (B pxGrid 1.3/1.4 17/ register.sh) - 4% pxGrid 25 7 i HoRs HvE M 21 2 A% P 4

EE: Register.sh [6) L3 % ISE 2.0

ThEg - %1 4 pxGrid 9249 B 3235 HL pxGrid 25 P sl 3T 5l 1 B Th RSBk A7 32 1
EPS_Quarantine - $0471& Gt £ AR 97 B S (EPS)/ H &R M £5#51 (ISE 452 1P Huhk i ISE 13/1.4 F& B4

R I pxGrid B EIEEME] EPS B FIRAHIT RILIRIRIFBR S IhEE

EPS_Unquarantine - P47 4% G s AR 37 AR %5 (EPS)/ H i@ M. W 25451 (ISE _F4FE MAC Huhik (1) ISE 13/1.4 BUH
B B4

Identity_Group_Download - T #(5 ISE " i3G5l 23 1% SR FH 1 B 4 4H. Session_Download -
MISE R IR S50 R BTG 8 41% Session Query By IP - R4 IP bk W ISE R T
5451k Session_Subscribe - 1] i £ IR A& A8 B

EndpointProfile Query - £ 2 ISE "1 fC & {1 T &t & S (i skmg)
EndpointSecurityGroup_Query - 1% ISE WL E (1) TrustSec %424 SecurtiyGroup_Subscribe - 1T [
ISE "t B [ TrustSec %2420 H 1) B 14

ANCaction_query - #2555 X [¥] pxGrid ANC ZEff#f/E: MR, Ah. RS, SCHIsE . I F S
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{5 RADIUS 122 PR B2

Multigroupclient

IiF

BRI T 30AIE 5 =75 R G0/ 75 AT LAE pxGrid FiEM B2 % i (1. ANC) , R G iEd 5756
UEAMERAG IR AL -

EX

PxGrid 2 iy ENHER IR =07 N . 2 A B AU 2 7E L ANC 4, 8RB, K Linux
FHLEM B pxGrid ¥l #8. HAMA (@A) oTH, (B2, BHEA LN ISE MERARE, HEE
pxGrid B EHLHE, A2 TAEEN pxGrid 7=41

A M pxGrid & i e ] 78 “&#” (Administration) | [ ISE pxGrid lRESME R EFE .

pxGrid % i o] UG B R A RSS2 B 7, X — s e “ahS 387 AT Ui . ISE B ILiEEAEE,
TN P o (AP I B RSB R . — B pxGrid 27 3 D M 21 IR AL A, % P il il LASRAS
RS B A ), 0 pxGrid 7~ 1 BHIAS BT il 5 I AR

ER: EIXEREIF, pxGrid & 5ikf i1 1% SessionDirectory. EndpointProtectionService 1 TrustSecMedata
ifié.

=B

FEMo R, A4 Linux EHWERNSIEA R pxGrid % )7 5iE M 2 pxGrid #54]8% . Linux 3481 SIMO &
pxGrid & F i 7 4. BATEKGAE ISE HEFIEN pxGrid 77 i o

$1$  iE1T multigroupclient fHIA

./multigroupclient.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIMO1
group=Session, ANC,
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
10:33:58.911 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
10:34:03.470 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
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Create ANC Policy: ANC1438526035992 Result -
com.cisco.pxgrid.model.anc.ANCResult@6l2fcéeb|[ ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>

]

Session 1.1.1.2 not found

Connection closed

10:34:04.385 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped

Johns-MacBook-Pro:bin jeppich$

FE:

Usage: ./multigroupclient.sh [options]

Main options
-a <PXGRID_ HOSTNAMES> (comma separated hostnames)
-u <PXGRID_ USERNAME>
-g <PXGRID_ GROUP>
-d <PXGRID:bESCRIPTION>

The followings are certificates options

-k <PXGRID_KEYSTORE FILENAME>

-p <PXGRID_KEYSTORE PASSWORD>

-t <PXGRID TRUSTSTORE FILENAME>

-q <PXGRID_TRUSTSTORE_PASSWORD>
If not specified, it defaults to use clientSamplel.jks and rootSample. jks
Specifying values here can override the defaults

Custom config file can fill or override parameters
-c <config filename>

Config file are being sourced.Use these variables:
PXGRID_HOSTNAMES
PXGRID_USERNAME
PXGRID_GROUP
PXGRID_DESCRIPTION
PXGRID_KEYSTORE FILENAME
PXGRID_KEYSTORE_ PASSWORD
PXGRID_TRUSTSTORE_FILENAME
PXGRID_TRUSTSTORE PASSWORD

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session,ANC, Session
description=pxGrid
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
09:35:31.772 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
09:35:35.769 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1437658531354 Result -
com.cisco.pxgrid.model.anc.ANCResult@612fc6eb[ ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
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ancpolicies=<null>
1
Session 1.1.1.2 not found
Connection closed

$24 LB (Administration)->pxGrid RS (pxGrid Services)
1 pxGrid % /7 o simO1 MBI 1G 2 ~ im g . BOAEOL N2l ANC, 1X2 pxGrid H & B X 4
Pl (ANC) 2t pir e 5 Y o

“thuslie  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » |dentity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » pxGrid Identity Mapping

BE
BTN vew
« Enable @ Disable @Approve © Group ‘ Decline eDelete - vA@»,anfresh Total Pending Approval(0) - T
O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
a» ise-sxp-ise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
O » simo1 Capabilities{0 Pub, 0 Sub) Offline ANC,Session View

2 EITI
iF

IR T 56030E — 28 =07 RGN B pxGrid #8128, pxGrid 2 77 ¥4 15 2311 B4 ISE KA 02316 H s
DASE I B2 USCGE H

EX

— BB P R M B pxGrid 5 ] 28 14515 AT ANC L IF3RERBL, &7 i 23T e M Th A HF 3R Cai it &
By IE B P A e 2165 K o ISE MnT 75 550Kf & A ISE 2516 H 3 AE N pxGrid #5281 /8. pxGrid % /7
Uity VT e (b Th 8 I S I SR E L8 B 43 BRI 1 FH 7 103 B2 1 R E

~fl
pxGrid 2 F ot T Bl 22 i H SR IR RO P Ls P 2 MR P 3 S Bk @ A, Fd sl I ETRSC

e
H /o
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¥1%  iB1T session_subscribe A

./session_subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

O

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIMO01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

10:41:17.909 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected

Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,..." or <enter> for no filter): 10:41:19.311 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

Connected

E2F EFEHE (Administration)->pxGrid IR %% (pxGrid Services)
pxGrid % /73 SIMO1 BT 4316 H 5%

- u’ Identity Services Engine Home » Operations + Policy » Guest Access ~ Administration » Work Centers

» System  » |dentity Management  » Network Resources b Device Portal Management  pxGrid Services b Feed Service  » pxGrid Identity Mapping

@Enable Auto-Regi

cieis JA

4 Enable @D\sable @Apprm & Group ‘Decline enelgze - @Rﬁﬁesh Total Pending Approval{0) =

1-50f5 Show
O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-sxp-ise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O » simo1 Capabilities(0 Pub, 2 Sub) Online ANC,Session View
ity Dot 1-20f2 Show 25 ~ perpage Page |1 :
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
) SesslonDirectory 1.0 Sub

$3% £ PC _Fiz{T RADIUS BAUFEF, LU 1. FI/ 2 FFA ™ 3 (9 IEE 802.1X &
I
4% )\ RadiusAuthentication 148, N 11847 RADIUS #4027

B EEN—SE, SMEFHMAFZ. audit_session_id. acct_session_id. calling_station_id. framed_ip_address #~[E. MEIRFIEE
BE.

1% acct_session_id B EABREE; ZUEFEER LEMNBPHSIE.




2 L

C:swszimrjava —cp RadiusSimulator.jar —-DUSERMAHE=uzerd -DPASSWORD=Aail123456 -DAUDIT
_SESSION_ID=1881 -DACCT_SESSION_ID=2001 -DCALLING_STATION_ID=11:41:11:14:=11:11
DFRAMED_IF_ADDRESS =192 _168.1.1880 -DFRAMED_IP_MASK=255_255.255_8 RadiuzAuthentic
tion 192.168.1.23

AccezsAccept code=2 id=1 length=186

authenticator=dabbdlYe21??ce58115dchbcdef1aa?3
Attributes={
UserHame=userl
State=ReauthSession:16881
Class=CACS:1881 :ize2P01 7227983462781
vendorld=? vsa=[profile—name=Unknown . ]

#5% {§ F§ RadiusAccountingStart, “AH ' 1 21T RADIUS UL P

C:wzimrjava —cp RadivusSimulator.jar —DUSERHNAME=userd -DPASSWORD=Ral123456 -DAUDIT
| SESSION_ID=1881 -DACCT_SESSION_ID=20001 -DCALLIMG_STATIOW_ID=11:-14:11:11:11:11
DFRAMED_IP_ADDRESS =122 _168 .1 _.1A@ —-DFRAMED_IP_MASHK=255_255_255_H RadiusAccountin
Start 192_168.1_23

AccountingRezponse code=5% id=1 length=28
authenticator=alB5d5?fB8ed42Ba7ed4?h428f 1972f5cH22

gttrihutes={

#6% {1 RadiusAuthentication, AHI )} 2 21T RADIUS # L2+

tsnsimrjava —cp RadiusSimulator.jar —-DUSERMAME=user? -DPASSWORD=Aal123456 —-DAUDIT
SESSTON_ID=3001 -DACCT_SESSION_ID=48A1 -DCALLING_STATIOM_ID=22:22:22:22:22:22 -
DFRAMED_IP_ADDRESS=172.168.1.181 —-DFRAMED_IP_MASK=255_255.255.8 RadiusAuthentica
ion 192.168.1.23
AccessAccept code=2 id=1 length=186
uthenticator=ceSd7ht87e2?6e47a6177ad2d?9dc84
Attributes=<{
UzerMame=user2
State=Reauthfession:38681
Class=CACS:3801 :ise2@1-227783462 /75
vendorId=? vsza=[profile—name=Unknown. ]

7% 1] RadiusAccounting, NHIJ* 2 i&17 RADIUS #4 L7

C:szim>java —cp RadiusSimulator.jar —-DUSERMAME=user? -DPASSWORD=Aal2345%6 —-DAUDIT
 SESSION_ID=30801 -DACCT_SESSION_ID=4881 -DCALLING_STATION_ID=22:22:22:22:22:22 -
DFRAMED_IP_ADDRESS=192 .168.1_181 -DFRAMED_IP_MASK=255_255.255.8 RadiusAccounting
Start 192_.168.41.23

AccountingResponse code=5 id=1 length=2@
authenticator=7634b?3f66eb63IB8cleccPcIBS6e3dabhs
Attributes=4{

k
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g8 {1/ RadiusAuthentication, A" 3 51T RADIUS FILFEF

Ciswzim>java —cp RadiuvusSimulator. jar —-DUSERMAME=user3d —-DPASSWORD=Aal23456 -DAUDIT
_SESSION_ID=5881 -DACCT_SESSIOM_ID=58082 -DCALLING_STATION_ID=33:33:33:33:33:33 -
DFRAMED_IP_ADDRESS=122.168.1.182 —-DFRAMED_IP_MASK=255_255.255.8 RadiusAuthentica
tion 192.168.1.23

AccessAccept code=2 id=1 length=186

authenticator=7h?e??dabtd6899593d74833752eh8e

Attributes={
UserMame=uzer3
State=ReauthSesszion:=5861
Class=CACS 58081 :ise201.-227983462 784
vendorId=? vza=[profile—name=lUnknown. ]

g9  {# /] RadiusAccountingStart, A/ 3 i1T RADIUS #4UFE 7

C:sgimrjava —cp RadiuvsSimulator.jar —DUSERNAME=userd -DPASSWORD=Aal2345%6 —-DAUDIT
 SESSTON_ID=5801 -DACCT_SESSION_ID=56882 -DCALLIMG_STATION_ID=33:-33:33:33:33:33 -
DFRAMED_IP_ADDRESS=192 .168.1.1682 -DFRAMED_IP_MASK=255_255_255.8 RadiusAccounting
Start 192 _168_.1_23

AccountingResponse code=5% id=1 length=28
authenticator=6f51ae332ff253622e?51hb69dch?18
Attributes={

H

F0L  EREN WA E T XUEBAE TSR RoR. Xl RarfE s =J7 B A,
LRSI 2 £

./session_subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIMO1
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root. jks
truststorePassword=ciscol23
11:28:19.187 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,...' or <enter> for no filter): 11:28:20.547 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

press <enter> to disconnect...session notification:

Session={ip=[192.168.1.101], Audit Session Id=3001, User Name=user2, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=22:22:22:22:22:22,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=4001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:27:12 EDT 2015}

session notification:

Session={ip=[192.168.1.100], Audit Session Id=1001, User Name=userl, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=11:11:11:11:11:11,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=2001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:30:44 EDT 2015}

session notification:
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Session={ip=[192.168.1.102], Audit Session Id=5001, User Name=user3, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=33:33:33:33:33:33,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=5002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun

Aug 02 12:35:59 EDT 2015}

E11E EHFHEIE (Operations)->RADIUS Livelog 715 1

allis [dentity Services Engine Home

« Operations » Policy » Guest Access

RADIUS Livelog =~ TACACS Livelog  Reports » Troubleshoot ¢ Adaptive Network Control

» Administration

» Work Centers.

License Warning &

Misconfigured Supplicants ¢ Misconfigured Network Devices ¥ RADIUS Drops ¥ Client Stopped Responding Repeat
0 1] 45 0 3
m Show Live Sessions {,E‘} Add or Remove Columns ¥ @ Refresh o Reset Repeat Counts m?ﬁ'ﬂﬁ"‘| Every 1 minute '| Showl Latest 100 records '| w
Status . i i i S 5 i Ll i P i s i
Time o Details |Repeat Count ‘Idenbty | | Endpaint ID ‘ | Endpeint Profile Authentication Policy Authorization Policy | ‘Aulhor:zauon Profiles ‘ ‘ Network Device De'
2015-08-02 16:35:59.597 1 user3 33:33:33:33:33:33 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-02 16:34:43.062 userd 33:33:33:33:33:33 Default >> Default >> ... Default >> Basic_Auth... RadiusSim l
2015-08-02 16:30:44.458 1 userl 11:11:11:11:11:11 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-02 16:27:12.180 1 user2 22:22:22:22:22:22 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-02 16:26:13.273 user2 22:22:22:22:22:22 Unknown Default > > Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim I
e
2015-08-02 16:24:34.417 Q CT5-Test-Server Default >> Default >> ... Switch
2015-08-02 16:24:33.184
2015-08-02 16:04:56.767 userl 11:11:11:11:11:11 Unknown Default >> Default >> ... Default >> Basic_Auth... PermitAccess RadiusSim l

[ETH
36F

BRI T 30AIE 5 =07 R GATIE SN T SR S T EIRE ST .

EX
LR FBUM A RATI ISE 49 4% F At 2 it
ZNt]l

pxGrid 57544 M ISE MnT 5 £ R #3010 2518

./session_download.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

i

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23

©2015 BRAGLQF
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truststoreFilename=alpha root.jks
truststorePassword=ciscol23
12:23:49.800 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16..." or <enter> for no filter): 12:23:51.043 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

Start time (ex.'2015-01-31 13:00:00' or <enter> for no start time):

End time (ex.'2015-01-31 13:00:00' or <enter> for no end time):

Session={ip=[192.168.1.31], Audit Session Id=0A0000010000002803DBE3Cl, User Name=LAB6\jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station 1id=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Windows7-Workstation, NAS IP=192.168.1.2, NAS Port=GigabitEthernetl/0/12, RADIUSAVPairs=[ Acct-
Session-Id=00000053], Posture Status=NonCompliant, Posture Timestamp=Sat Aug 01 15:15:20 EDT 2015, Session
Last Update Time=Sat Aug 01 15:15:22 EDT 2015}

Session={ip=[192.168.1.100], Audit Session Id=1001, User Name=userl, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=11:11:11:11:11:11,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=2001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:30:44 EDT 2015}

Session={ip=[192.168.1.101], Audit Session Id=3001, User Name=user2, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=22:22:22:22:22:22,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=4001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:27:12 EDT 2015}

Session={ip=[192.168.1.102], Audit Session Id=5001, User Name=user3, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station 1d=33:33:33:33:33:33,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=5002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:35:59 EDT 2015}

Session count=4

Connection closed

12:23:59.504 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped

Johns-MacBook-Pro:bin jeppich$

P HITHRIEEN
I8iE
BB T 9 =7 RGO pxGrid ST S5 1P MBI 0 25036 WAL P L 1 S5 8 0

EX
2 1P BT R 22 6 B0 4 1P S b JR0 EL3 B 0 e F P 0 2 A5

Nl
R EI R, FATED N RZE T K IP bk R IRBUR & H P 2ii{E S, Bl 192.168.1.100.

© 2015 BRARGE AR
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1L iB1T session_query by ip A

./session_query by ip.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

O

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM01

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:30:45.610 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:30:46.935 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
IP address (or <enter> to disconnect): 192.168.1.100
Session={ip=[192.168.1.100], Audit Session Id=1001, User Name=userl, AD User DNS Domain=null, AD Host DNS
Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station id=11:11:11:11:11:11,
Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown, NAS IP=192.168.1.37,
RADIUSAVPairs=[ Acct-Session-Id=2001], Posture Status=null, Posture Timestamp=, Session Last Update Time=Sun
Aug 02 12:30:44 EDT 2015}
IP address (or <enter> to disconnect):

EndpointProfile 3] [5]

BnE
B P -5 585 7 ARGEAT B R A 0 2L B S BT R

EX

VEMHE pxGrid % P4k 17 % EndpointProfileMetaData DhRE, PASREN 4 J5) 70 M S o (14 B8 e B8 e S i &
P B A it B SO IDS KA 5E AR 2 144 FK o

{5

EMoRBI, KRR P PC HIERZS MAC Hulik €)% pxGrid EndpointProfile 7~ 5EH% . 24 pxGrid 7% ) ¥ 1 17
EndpointprofileMetadata Hj &g H. ISE 43 #7 SRBE A AR FME LN,  FoA TR SC I 7E IEAEIZ AT 1 Linux AT E # 21h
pUEpSI

%1%  iE17 endpointprofile subscribe fHIA<

./endpointprofile subscribe.sh -a 192.168.1.23 -u SIMOl1 -k alpha.jks -p ciscol23 -t alpha_root.jks -q
ciscol23
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——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM01

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:41:22.280 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:41:23.552 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

F24 EFEHE (Administrations)->pxGrid iR%5 (pxGrid Services).
pxGrid & /7 ¥ U175 EndpointProfileMetaData 1 fig

uhuli | dentity Services Engine Home + Operations » Policy » Guest Access ~ Administration » Work Centars

» Systemn  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services = » Feed Service  » pxGrid Identity Mapping

©En

Live Log

o Enable @ Disable @Appmve © Group ‘ Dedline ODehztg - @Rﬂfrﬂh Total Pending Approval(0) =

(| Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » ise-sxp-ise201 Capabilities{1 Pub, 1 Sub) Online Administrator View
O + simo1 Capabilities{0 Pub, 2 Sub) Online ANC, Session View
Capability Detail
1-20of2 Show 25 = perpage Pz
Capability Name Capability Version Messaging Role Message Filter
QO core 1.0 Sub
£ EndpointProfileMetaCata 1.0 Sub

3L LT (Policy)->A#T (Profiling)->%s Il (Add)
P L SR 42 Bk AN 1 B
eI B (If Condition)->BE#7 2 /4 (Create New Condition)->IP->{$ AL &) PN 4% i 4 & 1) IP
bk} T, %EF->ERZ (Submit)
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il Identity Services Engine Home » Operations » Guest Access » Administration » Work Centers

Authentication  Authorization = Profiing = Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > New Profiler Palicy

[ 3) Profiler Policy

@~k ez * Name | Add Device | Description trigger_endpointprofile_subscript_pxGrid
> EECTEERE Policy Enabled

> 'ﬂ Logical Profiles

* Minimum Certainty Factor | 10 | (Valid Range 1 to 65535)
* Exception Action | NONE x |
* Network Scan (NMAP) Action | NONE x |

Create an |dentity Group for the policy (®) Yes, create matching Identity Group

() No, use existing Identity Group hierarchy

* Parent Policy | NONE -]
* Associated CoA Type | Global Settings -]
System Type
Rules
If Condition | Conditions = |Then| Certainty Factor Increases v| |1l] ‘ - v
Condition Name Expression
[ submit JIT NN [1P:ip ] [ contains +| | 192.168.1.100] | &,

Fa4L  ERUE SR BT RS R, BT B 2 A S AN

./endpointprofile subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q
ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
12:41:22.280 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:41:23.552 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...EndpointProfileChangedNotification (changetype=ADD) Device profile
1d=8c8£42b0-393f-11e5-ac86-000c297fbl2a, name=Add Device, fgname=Add Device
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SRETE
i
B FE T B S =7 B GE AT IR B 3 B T AR

EX

ﬁgﬁ%ﬁ?%‘cﬂiﬂﬂiéi)\%ﬁ Ha M8 G A P AU it E 2 i, XA 4 ISE S dA 2y

il
FAVEF B 0 41 T R BIAC A ISE MnT 5 R A iR 5548 FETAAE L.
%1%  1Z17 identity group download A

./identity group_download.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23

i

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
13:01:21.977 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:01:23.242 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user=host/jeppich-PC.lab6.com groups=Workstation
user=LAB6\jeppich groups=Workstation
user=userl groups=User Identity Groups:Employee,Unknown
user=user2 groups=User Identity Groups:Employee,Unknown
user=user3 groups=User Identity Groups:Employee
User count=>5
Connection closed
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REHEEN

BE
SEIR PR30 55 =07 RO ISE T 22 S ALIRIE e
EX

A B HIAIEIT TrustSecMetadata ThRE F @UA T ISE HACE )22 & 4Hbr1d (SGT). Eftft—ANEWl ik,
KARPEME— 1D, AR ic (B A Ui BIAS 2R ISE HRCE M AT H SGT.

i

FERER I, 2 B WA TERITA Zadbrid LR UEE . WA S M ISE KR T TrustSec %4
HEE S, XEHE TrustSec ARIC AR, ME—ARIFT. BEHIAME.

X 24 bR I ) E 7]

B1EH  IB1T securitygroup query JHIA

./securitygroup query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

&R

——————— properties —--—-----

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO1

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
13:04:24.807 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:04:26.071 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
SecurityGroup : id=65fddc70-2a34-11e5-82cb-005056bf2f0a, name=Unknown, desc=Unknown Security Group, tag=0
SecurityGroup : id=660aadb0-2a34-11e5-82cb-005056bf2f0a, name=ANY, desc=Any Security Group, tag=65535
SecurityGroup : 1d=669e6230-2a34-11e5-82cb-005056bf2f0a, name=SGT_Auditor, desc=Auditor Security Group, tag=9
SecurityGroup : id=66bdd110-2a34-11e5-82cb-005056bf2f0a, name=SGT BYOD, desc=BYOD Security Group, tag=15
SecurityGroup : i1id=66dd3ff0-2a34-11e5-82cb-005056bf2f0a, name=SGT Contractor, desc=Contractor Security Group,
tag=5
SecurityGroup : 1d=66fcd5e0-2a34-11e5-82cb-005056bf2f0a, name=SGT_Developer, desc=Developer Security Group,
tag=8
SecurityGroup : id=671a2le0-2a34-11e5-82cb-005056bf2f0a, name=SGT DevelopmentServers, desc=Development
Servers Security Group, tag=12
SecurityGroup : 1d=673c9e00-2a34-11e5-82cb-005056bf2f0a, name=SGT_Employee, desc=Employee Security Group,
tag=4
SecurityGroup : id=6759%9ea00-2a34-11e5-82cb-005056bf2f0a, name=SGT Guest, desc=Guest Security Group, tag=6
SecurityGroup : i1d=6775d670-2a34-11e5-82cb-005056bf2f0a, name=SGT NetworkServices, desc=Network Services
Security Group, tag=3
SecurityGroup : 1d=67959370-2a34-11e5-82cb-005056bf2f0a, name=SGT_PCIServers, desc=PCI Servers Security
Group, tag=l4
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SecurityGroup : id=67b3a2c0-2a34-11e5-82cb-005056bf2f0a, name=SGT PointOfSale, desc=PointOfSale Security
Group, tag=10

SecurityGroup : id=67d50d70-2a34-11e5-82cb-005056bf2f0a, name=SGT ProductionServers, desc=Production Servers
Security Group, tag=11 B

SecurityGroup : id=67f16£f10-2a34-11e5-82cb-005056bf2f0a, name=SGT ProductionUser, desc=Production User
Security Group, tag=7

SecurityGroup : 1d=680df7c0-2a34-11e5-82cb-005056bf2f0a, name=SGT_ Quarantine, desc=Quarantine Security Group,
tag=255

SecurityGroup : 1d=682a5960-2a34-11e5-82cb-005056bf2f0a, name=SGT TestServers, desc=Test Servers Security
Group, tag=1l3

SecurityGroup : 1d=6846lec0-2a34-11e5-82cb-005056bf2f0a, name=SGT_TrustSecDevices, desc=TrustSec Devices
Security Group, tag=2

SecurityGroup : id=1beall90-37f8-11le5-aebl-000c297fbl2a, name=3750x, desc=, tag=16

SecurityGroup : 1id=e855d7c0-3805-11e5-aebl1-000c297fbl2a, name=ASA5505, desc=, tag=17

SecurityGroup : id=c0e5a9d0-38la-1le5-aebl-000c297fbl2a, name=Mobile Users, desc=, tag=18

Connection closed

13:04:26.450 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped

Johns-MacBook-Pro:bin jeppich$

RELHITIH

IGiE

SEPH FE0UESE =77 R 4uiEid pxGrid 17 % SecurityGroup & @ [1HE /7
EX

AT R A IE T TrustsecMetaDataCapability F @A F ISE FHCE 1) 2 AR E (SGT). WIS a /56 5/
MHER T 2242, A 21 18 b 2 s 22 4 2H B8 C5od A

B

AT B AT 1) ISE TrustSec HRIEH W . FATHAE ISE Hin— 22 4bmid. BN pxGrid % 7
Uiy LT 17 TrutSecMetadataCapability 5@,  FA TR IS8 51

®1% 1817 security_subscribe A

./securitygroup_ subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

&R

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIMO1l
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

13:07:12.322 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting. ..
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Connected
13:07:13.613 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

F2F EFEHE (Administration)->pxGrid R %% (pxGrid Service)
1B 3| smc0l TyEM F TrustsecMetadata Thfg

* Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services  » Feed Service  » pxGrid Identity Mapping

©Enable Auto-Regi

Live Log X

%y Enable @ Disable @Appro\fe @ Group ’ Dedline enele:e - @Refresh Total Pending Approval(0) = 1-5af5 Show
O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator View
0 » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
O P ise-sxp-ise201 Capabilities(1 Pub, 1 Sub) Online Administrator View
O = simo1 Capabilities{0 Pub, 2 Sub) Online ANC, Session View
[ 1-20f2 Show 25 = perpage Page 1 =
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
O TrustSecMetaData 1.0 Sub

gF3H  EETIEFL (Work Centers)->TrustSec->Z 4 (Components)->Z44 (Security Groups)->#i %
444 (New Security Group)->SMC01

"l Identity Services Engine Home » Operations » Policy » Guest Access STV~ Work Centers

«TrustSec = » Device Administration

¢ Overview  Authentication Policy  Authorization Policy ~ Compeonents  » Policy » SXP Reporis  » Setlings

(<]
Security Groups Security Groups List > New Security Group
) Security Groups
Security Group ACLs Ry
Network Devices SIMO1 |
Trustsec AAA Servers " leon
Det=o®
2 0w 2 > 8 @
2 E® v a b
Description

Security Group Tag (Dec / Hex): 18/0013

Generation Id: 0

ELL ( cancel |
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./securitygroup subscribe.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23

O

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIMO01l

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root. jks

truststorePassword=ciscol23
13:07:12.322 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
13:07:13.613 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...SecurityGroupChangeNotification (changetype=ADD) SecurityGroup : id=994e2140-
3941-11e5-ac86-000c297fbl2a, name=SIM01l, desc=, tag=19

L imle B X H &

WE
SEIN PR T 50 57 = 07 R G  ISE S LB (04 2t R B SCPRR
EX

endpointprofile_query A S fft— ity 757k, SRAER ISE HlCE K ITA O )0 FH 0 2 miic B0, JFR fE 2
Bo B SO ID. AARMSE A RE A4 FR. 402K ISE s /S B /MhBR 7 2 smilc B0 AF, R i sl s o

w5l
endpointprofile i) A K Z ISE AT & A F I HEC & S

®1% 21T endpointprofile_query JHIA

./endpointprofile query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

&R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM0O1
group=Session
description=null
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keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
13:14:11.358 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:14:12.631 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Endpoint Profile : i1d=8c8f42b0-393f-11e5-ac86-000c297fbl2a, name=Add Device, fgname Add Device
Endpoint Profile : id=4d852be0-2a33-11e5-82cb-005056bf2f0a, name=Android, fgname Android
Endpoint Profile : id=4dc7b320-2a33-11e5-82cb-005056bf2f0a, name=Apple-Device, fgname Apple-Device Endpoint
Profile : i1d=4e190770-2a33-11e5-82cb-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice
Endpoint Profile : i1d=4e452080-2a33-11e5-82cb-005056bf2f0a, name=Apple-iPad, fgname Apple-Device:Apple-iPad
Endpoint Profile : id=4e6f8be0-2a33-11e5-82cb-005056bf2f0a, name=Apple-iPhone, fgname Apple-Device:Apple-
iPhone

Thié

Wik

BEI ] T30 AE S = J7 R Gk R ISE T SR A ThREIRE ) .
EX

IREBIARL R ISE hFTAT CUAA IR %

Bl

THREBIAAG 2 B 7 s m] R AR BT 1] A5 U2 2 AL B T e

B1E  BITURRAE

./capability query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t

‘ﬁ'@
7

alpha root.jks -g ciscol23
————— - properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM01

group=null

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
13:16:57.359 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:16:58.607 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
capability=SessionDirectory, version=1.0
capability=GridControllerAdminService, version=1.0
capability=EndpointProtectionService, version=1.0
capability=IdentityGroup, version=1.0
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capability=EndpointProfileMetaData, version=1.0
capability=TrustSecMetaData, version=1.0

capability=AdaptiveNetworkControl, version=1.0

capability=Core, version=1.0

Connection closed

13:16:58.659 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

SR Ef

IHIE

BRI 500 28 =07 RGN P K& ISE S04 s B RIRE .
EX

BB E R IAK 2 ISE 04815 R

Nl

I 1. B 2 fA S 3 DSRELISE S s .

®12  iE1T identity group query A

./identity group_query.sh -a 192.168.1.23 -u SIMOl -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

‘ﬁ"‘@
7

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM01
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

13:18:59.446 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:19:00.755 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user name (or <enter> to disconnect): userl
group=User Identity Groups:Employee,Unknown
user name (or <enter> to disconnect): user?2
group=User Identity Groups:Employee,Unknown
user name (or <enter> to disconnect): user3
group=User Identity Groups:Employee

user name (or <enter> to disconnect):
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SRR TT IR

IHIE

SR T U60E 55 =7 24837 19 ISE R A 1 5 43 32 18 K A S N ) B 77
EX

VT B8 By 40 E R A VF pxGrid 25 7 i 2l e 802.1X 4113 40
Nl

7E ISE N B 7, R TIN5 %010, X Al A A
1%  iE17 identity group subscribe A<

/identity group_ subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23

i

R

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

$2h EF “EH” (Administration)-> “pxGrid k55" (pxGrid Service), &F 1 K G4 &%

'I¢'|Is'é|uh Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System b |dentity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

©@Enable Auto-Regi

Lve Log Y
o/ Enable @) Disable (Approve @ Group W Dedline €9 Delete ~ G Refresh  Total Pending Approval(0) 1-3cf3  Show
O Client Name Client Description Capabilities Status Client Group(s) Log
[0 » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
[0 » ise-mntise238 Capabilities(2 Pub, 1 Sub) Cnline Administrator View
[ + mac Capabilities(0 Pub, 2 Sub) Online ANC, Session View

o= pemiity Dl 1-2002 Show |25 v perpage Page |1 =

Capability Name Capability Version Messaging Role Message Filter
QO Ccore 10 Sub
O IdentityGroup 1.0 Sub
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B|3IF QAT UEIWISE HEM, DUA =T

» Work Centers

‘8l entty Services Engine Home b Operations b Policy b GuestAccess [EEFCHINSURTY
» Feed Service  » pxGrid Identity Mapping

» System  ~ identity Management  » Network Resources  » Device Porial Management  pxGrid Services
~ldentiies  Groups  External ldentity Sources  Identity Source Sequences  + Seftings
e

Network Access Users List > New Network Access User

EndPoints

~ Network Access User
Users
Latest Manual Network Scan Results “Neme [ jsmitn

Status | [Z Enabled ~

Email

~ Passwords

Password Re-Enter Password

* Login Password | .........

|
Enable Password | Il NG

~ User Information

FirstName
LastName

~ Account Options

Description \ J

Change password on next login [

~ User Groups

' [Employee o

FaL  (EHBNE ARSI SL R S0 UE A SCER S, IEFVTREEN (Guest Access)->
BC & (Configure)->1i %1/ (Guest Portals)->|] i URL (Portal test URL)

"J,',',;L" Identity Services Engine Home » Operations » Policy ~ Guest Access » Administration » Work Centers

-~ Configure | Manage Accounts  » Settings

Overview  GuestPortals GuestTypes  Sponsor Groups — Sponsor Portals

Portals Settings and Customization R—
EX3( cose |

Portal Name: * Description:
| Self-Registered Guest Portal (default | | Guests are allowed to create their own accounts and access the network us | Pl

Language File «

l,-”_""'-, Portal Behavior and Flow Settings Portal Page Customization
._I"lb_,' Use these settings to specify the guest experience for this I}}
~—" portal.

Customize portal pages by applying a theme and specifying
field names and messages displayed to users.

B/SL AUHTTFBUAR (Portal test) FHim A S 4L H ) H

at] et ]
CISCO

Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
Jsmith
Password:
........ !

Don't have an account?
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$6H  LiiliEF (Sign On)
L1  RGcERG0H P AAEM

./identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

i

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...user=jsmith
group=Employee

EPS Quarantine/EPS_UnQuarantine

IiF

U T B8R 58 =7 R GEAE P46 B 10 28 S P T 6l /28 BB T X 28 JE AR AR (N RE ) o IXHURE SR IE S =T R GE%
e MAC bk U 28 3 B 25 O BE T

EX

pxGrid 7 F iy M B SRS AL EPS 2 iH2 AT B ISE KA I 2 ORAP IR 55 Th g, IR B Caid £ 4 Bk
IR 25 1) TP HUBEANHZ MAC ik B o i B 4y 36k 1) B0 & R i

i

B P 1R B DA R ALE EPS 413147 %] EndpointProtectionService MjRE. eps b & A i@ it 1P
HubERE S 1. 8 A DynAuthListener BLAUIRAE B4 (CoA) FFHAT I B /HUTH B B it e . KigiT

eps_ quarantine 1A KRR 25 20k IP Motk . #43i2417 eps_unquarantine JHIAS K% MAC Huhik B 2 om I FR B 157
& pxGrid 7 7 i O VT B 28 S R AP IR 55 DI R

$E1$ 81T multigroupclient JHIA

./multigroupclient.sh -a 192.168.1.23 -u SIM02 -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23 -g EPS
-d RadiuSimEPS Tests
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——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM02
group=Session, ANC,EPS
description=RadiuSimEPS
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
13:54:57.950 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:54:59.800 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1438538097569 Result -
com.cisco.pxgrid.model.anc.ANCResult@6l2fcéeb|[ ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
]
Session 1.1.1.2 not found
Connection closed
13:55:00.434 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

$2F EFEHE (Administration)->pxGrid IR 55 (pxGrid Services)
pxGrid 7 3t 237 M 1) EPS %7 ot 41

‘thulie  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System » Identity Management » Network Resources » Device Portal Management pxGrid Services » Feed Service » pxGrid Identity Mapping

L3 @Er

Live Log

4 Enable @ Disable @Approve & Group * Decline 9De|ete v v@ARefrEsh Total Pending Approval(0) « Te
[T Client Name Client Description Capabilities Status Client Group(s) Log

[ » ise-admin-ise201 Capabilities(4 Pub, 2 Sub) Online Administrator View

O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View

[ P jea-cyn-ized( pahilitie Pub b Online Admini tn

pa mac apabilities(U PUb, U SUb Offline es5i0n View

0 » simo1 Capabilities{0 Pub, 0 Sub) Offline ANC,Session View

$3%  1£ PC 1iZ47 DynAuthListener

java —-cp RadiusSimulator.jar DynAuthListener

R E 2T B R A2

C:szimrjava —cp RadiuwsSimulator.jar DynfAuthLiztener

DynAuthListener listening
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$4F  EFEHE (Administration)->pxGrid iR % (pxGrid Services)
pxGrid % /7 oy O VT Ba) 2 3 R 3 i 55 D e

il |dentity Services Engine Home » Operations » Policy - Administration

» System } |dentity Management » Network Resources » Device Portal Management pxGrd Services » Feed Service » pxGrid Identity Mapping

or

Live Log

« Enable @D'za: e -jg,'-.ﬁpp-c--.-v: @ Group ’ Dedine QDeIete - @)Refresh Total Pending Approval(0) «

O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online Administrator View
O » simoz Capabilities(0 Pub, 2 Sub) Online ANC EPS,Session View
Capability Detail
1-20f2 Show |25 «| per page |
. Capability Name Capability Veersion Messaging Role Message Filter
O core 1.0 Sub
O EndpeintProtectionService 1.0 Sub

$5%  1Z1T eps_quarantine HIA

./eps_quarantine.sh -a 192.168.1.23 -u SIM02 -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=SIM02

group=EPS

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
14:04:41.263 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
14:04:42.619 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
IP address (or <enter> to disconnect): 192.168.1.100
IP address (or <enter> to disconnect):

$6F ¥ FET DynAuthListener U 2 b5 B F4F

C:szimrjava —cp RadiusSimulator.jar DunAuthLiztener
DynAuthListener listening
Received from ~172_168.1.23:38085
DizconnectRequest code=48 id=1 length=184
authenticator=8216c5c44?h45310a68317bfebcl1f12
Attributes={

MASIPAddrez=s=192_.168.1.37

CallingStationID=11i:=d4:=4d:44:44:=11

Unknown code=4% length=4

EventTimestamp=5un Aug B2 15:82:55 EDT 2615
MessagefAuthenticator=c?4125fc42845e8f ach6?3086525446
vendorld=? vsa=laudit-session—id=1881.1

B12%  AEPC LIPS emd &, FFZ1T RADIUS B PR AT 1 2547 B 43 BiE
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Ciszim>java —cp RadiusSimulator.jar —-DUSERNAME=userl -—-DPASSWORD=Aal123456 -DAUDIT
_SESSION_ID=1801 -DACCT_SESSION_ID=20081 -DCALLING_STATIOM_ID=11:-11:41:44:144:114 -
DFRAMED_IP_ADDRESS=172 _.168 .1 .1880 —-DFRAMED_IP_MASK=255_.255_255_0 RadiusAuthentica
tion 192.168.1.23

AccessAccept code=2 id=1 length=146
authenticator=2cff72c?7bobichdtB83?a224ae566afA

Attributes={
UzerMame =uzerl
State=ReauthBeszion:1861
Class=CACS:1001 :ise2B81-227983462 789
vendorId=? vsa=[ctsisecurity—group—tag=0@i4-8.1
vendorId=? vsa=[profile—name=Add_Device.,]

E8EH K FEZ DynAuthListener U2 b 25 S 4F

Received from ~#192.168.1.23:38885
DisconnectRequest code=48 id=2 length=184
authenticator=24151f820%2cchB8244112d2747aae?2
Attributes =4
MASIPAddress=192.168.1.37
CallingStationID=11:-d1:44:=14:=411:11

Unknowun code=49 length=4

EventTimestamp=Sun Aug B2 15:22:24 EDT 2615
MessagefAuthenticator=4ch2?5%ea4fd8333c?7hf Ye21bi4454
vendorId=? vza=[lauwdit—=ses=sion—-id=1881. ]

9%  iEHF#ME (Operations)->RADIUS Livelog

TS N Ve s
R O
':Ifg';l." Identity Services Engine Home ~ Operations } Policy » Guest Access + Administration » Work Canters . License Waming A

RADIUS Livelog = TACACS Livelog  Reports b Troubleshoot b Adaptive Network Control

Misconfigured Supplicants Misconfigured Network Devices & RADIUS Drops Client Stopped Responding © Repez
0 0 45 0
ﬁl Show Live Sessions  42° Add or Remove Columns ™ W‘» Refresh @ Reset Repeat Counts. Reﬁfshl Every 1 minute '| Shm'l Latest 100 records '| 1
Statl.ls i i i i = i i i
s = Details Repeat Count | 12Nty Endpoint ID Endpoint Profile Authentication Policy Authorization Pelicy Authorization Profiles Network Device D
- | il I il | [ | || | C

2015-08-02 19:17:00.214 CTS-Tast-Server Default >> Default >> ... Switch

2015-08-02 19:15:27.365 0 userl 11:11:11:11:11:11 Add_Device Default >> Default >> ... Default >> EPS_Legacy Quarantine

2015-08-02 19:15:27.365 userl 11:11:11:

11:11 Add_Device Default >> Default >> ... Default >> EPS_Legacy Quarantine RadiusSim

(<N <=7 -]
b b o

2015-08-02 19:02:55.195 11:11:11:31:11:11 RadiusSim

g 104 21T eps_unquarantine HI A

Johns-MacBook-Pro:bin jeppich$ ./eps_unquarantine.sh -a 192.168.1.23 -u SIM02 -k alpha.jks -p ciscol23 -t

alpha_root.jks -q ciscol23

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=SIM02
group=EPS
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root. jks
truststorePassword=ciscol23

14:24:07.282 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started




2 iy

Connecting. ..

Connected

14:24:10.852 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
MAC address (or <enter> to disconnect): 11:11:11:11:11:11

MAC address (or <enter> to disconnect):

E1MF$ 1217 RADIUS BHUFEF LU 1 HEAT B 4 B0k

uthenticator=2cff72c?7bbhichdbt83%a224aebbbafB
Attributes={
UzerMame =uzerl
State=ReauthSession:=10
Class=CAC5:18H1 = 1u5231/22?933462/89
vendorld=9 vza=[ctsisecurity—group—tag=Ad14-@.1
vendorId=? vsa=[profile—name=Add_Device, ]

ngimrjava —cp RadiuwsSimulator.jar -DUSERMNAME=userd —-DPASSWORD=Aal1234%6 -DAUDIT
SESSION_ID=1801 -DACCT_SESSION_ID=20881 -DCALLING_STATION_ID=11:11:11:11:11:11 -

DFRAMED_IP_ADDRESS =192 .168.1.188 —DFRAMED_IP_MASK=255_255_.255.8 Ri*‘.iusl’luthent ical
ion 192.168.1.23
AccessAccept code=2 id=1 length=18%
uthenticator=3ed5%313ecB8ceecbeld49fhebf23f 444
Aittributes={
UzerMame =uzerl
State=Reauthfeszion:-1881
Class=CACS 1801 :ize2@1 7227903462792

vendorId=9 vsza=[profile—name=Add_Device., ]

124 EF¥FE D) DynAuthListener Y5 2§ 2 F 44

Received from ~172.168.1.23:-38885
DizconnectRequest code=48 id=2 length=184
authenticator=24151f820%cch8244112d2747aae72
Attributes=4{
MASIPAddress=192.168.1.37
CallingStationID=11:41:44=11:=44:141

Unknown code=4? length=4

EventTimestamp=%un Aug B2 15:22:24 EDT 2815%
MeszagefAuthenticator=4ch2?5%ead4fd8333c?7?hfPe21hi4454
vendorld=? vsa=laudit—session—id=1881.1

F13%5 EHFHEIE (Operations)->RADIUS Livelog

‘dhth  Identity Services Engine Home ~ Operations » Policy » Guest Access » Administration » . License Waming 4|

RADIUS Livelog =~ TACACS Livelog  Reports » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Rep
0 0 45 0
@ Show Live Sessions 4 Add or Remove Columns = &% Refresh @ Reset Repeat Counts REF\EShl Every 1 minute | Show| Latest 100 records '|
Status i i Z i & % i - % & i o = i Z i
Time - Details Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device
-] | || |l || i i ] |
2015-08-02 19:24:01.804 @ a 0 userl 11:11:11:11:11:11 Add_Device Default >> Default >> ... Default >> Basic_Auth... PermitAccess
2015-08-02 19:24:01.804 @I a userl 11:11:11:11:11:11 Add_Device Default >> Default »>> ... Default >> Basic_Auth... PermitAccess RadiusSim

2015-08-02 19:22:24.856 [~] a 11:11:11:11:11:11 RadiusSim
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{5 802X MR = A

Multigroupclient

BnE

BEMA T T Y0 A =7 R GEA AT BAZE peGrid EEATEI 2 % P (&%, ANC) | IR TTIBAL 3%
AR

EX

PxGrid 2 iy ENHER IR =07 N . 2 A B AU 2 7E L ANC 4, 8RB, K Linux
FHLEM B pxGrid ¥l #8. HAMA (@A) oTH, (B2, BHEA LN ISE MERARE, HEE
pxGrid B EHLHE, A2 TAEEN pxGrid 7=41

BT A VE pxGrid 2 7 S #l Al 6“5 3”7 (Administration) T i ISE pxGrid IR EI A E .

pxGrid 2% /i o] DU S B IR AT IR S B BH /1, X — fUAE “Bhd /87 Rl T3, ISE B EIEEAE R,
MR w2 A= R UE R . — B pxGrid 27 i S i 2 CAR AU, %% 7 it o] LL3RAS
FR SRS B W), 10 pxGrid 719 B AS BT i 28 1 I RE

Nl

TESRBH, FATEH Linux EHEN—ASUEAN pxGrid 27 vy E M 2 pxGrid #2148 . Linux 3241 mac
& pxGrid 2 /I P 4 . FATEKAE ISE BB FEM pxGrid 2515 -

#®1$ 1217 multigroupclient A

./multigroupclient.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -g Session -
d pxGrid Client

R

Usage: ./multigroupclient.sh [options]

Main options
-a <PXGRID_HOSTNAMES> (comma separated hostnames)
-u <PXGRID_ USERNAME>
-g <PXGRID_GROUP>
-d <PXGRID DESCRIPTION>

The followings are certificates options

-k <PXGRID_KEYSTORE FILENAME>

-p <PXGRID_KEYSTORE_PASSWORD>

-t <PXGRID_TRUSTSTORE_ FILENAME>

-q <PXGRID TRUSTSTORE PASSWORD>
If not specified, it defaults to use clientSamplel.jks and rootSample. jks
Specifying values here can override the defaults

Custom config file can fill or override parameters
-c <config_filename>
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Config file are being sourced.Use these variables:
PXGRID_HOSTNAMES
PXGRID_USERNAME
PXGRID_GROUP
PXGRID_DESCRIPTION
PXGRID_KEYSTORE FILENAME
PXGRID_KEYSTORE PASSWORD
PXGRID_TRUSTSTORE_FILENAME
PXGRID_TRUSTSTORE_PASSWORD

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session, ANC, Session
description=pxGrid
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
09:35:31.772 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
09:35:35.769 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Create ANC Policy: ANC1437658531354 Result -
com.cisco.pxgrid.model.anc.ANCResult@612fc6eb[ ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
]
Session 1.1.1.2 not found
Connection closed

$2F %EFEH (Administration)->pxGrid k%5 (pxGrid Services)
¥ pxGrid % /7 Ui mac VM B 221E 2 P imdH . BRIAIE LT 20 ANC, X2 pxGrid H & W X 25 %
il (ANC) L2 fif A P L T3 17 6

“hul Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

+ System + ldentity Management + Network Resources + Device Portal Management pxGrid Services + Feed Service v pxGrid Identity Mapping

[N {
e s
& Enable @ Disable @Approve @ Group ‘ Dedine egehﬂe - v@Rﬁ(ﬂash Total Pending Approval(0) +
(] Client Name Client Description Capabilities Status Client Group(s) Log
Ise-acmin-Ise. pabilitie ub, Ul nling ministrator lew
[ » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Cnli Administratol Vi
ise-mnt-ise! pabilitie: ub, nline ministrator iew
[ 1= t-ise238 Capabilities(2 Pub, 1 Sub) Onli Administrator Wi
mac pxGri pabilitie: ub, 0 Sul ine ,Session iew
O » Grid Capabilities(0 Pub, 0 Sub) Offli ANC,Sessi Vi
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R E
wiE

I T3 E i R AT DL 26 =07 RGUERR pxGrid 27 3, %25 ) i 75 A LAVT B pxGrid AT H]
M5 . EXMIENL T, pxGrid 77 3wk T B F 7 B B IR 25 55T

EX

— H2 i I E A B pxGrid 42 #5183 1215 F ANC HIF3RGAL, %07 s 21T ) b Dh R 3R B 2l i &
YR [ P (A 52 221542 B ISE MnT 5 52244 ISE 21 H F4E N — A E UK A1 B pxGrid #2541 8%
pxGrid % P o BT P DhRE, S SRE E i 5y B0AE B3 B2 R EGE A .

i
pxGrid & i 417 [ SessionDirectory ThHg F: S i H2 IS &1
%813 1817 session_subscribe A

./session_subscribe.sh -a 10.0.0.37 -u mac_session -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

&R

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac_session

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
13:00:10.800 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,...' or <enter> for no filter): 13:00:12.205 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

B2  EFEH (Administration)->pxGrid RS (pxGrid Services)
pxGrid & F' i 1T [ SessionDirectory &l




REi)R(EIERE Cisco.

.;I|'|Iglloh Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration @ License Warni

» System  » |dentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Regis

Clients. Live Log

o Enable ) Disable @Approve @ Group ’ Dedline e[ﬂelete - @Refresh Total Pending Approval(0) -

) 1-90f9 Show
| Client Name Client Description Capabilities Status Client Group(s) Log
[0 » Te-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
[ ise-sxp-ise238 Capabilities{1 Pub, 1 Sub) Online Administrator Wiew
O « mac_session Capabilities{0 Pub, 2 Sub) Online Session View
(el el 1-20f2 Show 25 - perpage Page |l
Capability Name . Capability Version Messaging Role Message Filter
Q core 1.0 Sub
(@) SessionDirectory 1.0 Sub

E3%  IEWMIFEREIR G PC, K SEIN B LU A

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac_session

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
06:58:07.070 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16,..."' or <enter> for no filter): 06:58:08.835 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

press <enter> to disconnect...session notification:

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F006EE7EQ, User Name=host/jeppich-PC.lab6.com, AD
User DNS Domain=null, AD Host DNS Domain=labé6.com, AD User NetBIOS Name=null, AD Host NETBIOS Name=LABG6,
Calling station 1d=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Jul 28 07:57:25 EDT 2015}

session notification:

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F006EE7EQO, User Name=LAB6\jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Jul 28 07:57:56 EDT 2015}

session notification:

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F006EE7EO, User Name=host/jeppich-PC.lab6.com, AD
User DNS Domain=null, AD Host DNS Domain=labé6.com, AD User NetBIOS Name=null, AD Host NETBIOS Name=LABG6,
Calling station 1d=00:0C:29:79:02:A8, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Jul 28 07:59:17 EDT 2015}
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SEHR A F RIS =07 RGAT B TR R 205 FIRIAE .
EX

S FHUMAH AT ISE 1 2 FHd 2R

i

fEMRI . pxGrid % P 34 A ISE MiT 540 F 4220 418
B1H BRI FREA

./session_download.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

O

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root. jks

truststorePassword=ciscol23
12:30:38.687 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
Filters (ex.'1.0.0.0/255.0.0.0,1234::/16...' or <enter> for no filter): 12:30:40.056 [Thread-1] INFO
com.cisco.pxgrid.ReconnectionManager - Connected

Start time (ex.'2015-01-31 13:00:00' or <enter> for no start time):

End time (ex.'2015-01-31 13:00:00' or <enter> for no end time):

Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F004BE344, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:79:02:A8, Session state=AUTHENTICATED, ANCstatus=null, Security Group=null, Endpoint
Profile=Add Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-
Id=00000009], Posture Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 13:42:25 EDT 2015}
Session={ip=[10.0.0.37], Audit Session Id=0A0000020000000E004156F4, User Name=00:0C:29:87:8D:1F, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=00:0C:29:87:8D:1F, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=VMWare-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/37, RADIUSAVPairs=[ Acct-Session-Id=00000005], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 09:41:25 EDT 2015}
Session={ip=[10.0.0.3], Audit Session Id=0A0000020000000D00036A42, User Name=18:E7:28:2E:29:CB, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=18:E7:28:2E:29:CB, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/37, RADIUSAVPairs=[ Acct-Session-Id=00000007], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 09:43:42 EDT 2015}
Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F004BE344, User Name=18:E7:28:2E:29:CC, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=18:E7:28:2E:29:CC, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-Id=0000000A], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 13:42:25 EDT 2015}
Session={ip=[10.0.0.33], Audit Session Id=0A0000020000000C0003610A, User Name=68:05:CA:12:7C:78, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
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id=68:05:CA:12:7C:78, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Unknown,
NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-Id=00000006], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 09:43:42 EDT 2015}

Session count=5

Connection closed

12 IP HITHRIEEN

56E

SRR TR = 07 RGO pxGrid #7455 TP ML 0 5 25340 ) i
EX

i 1P BIAHEAT 1 22 T 20 21 1P MO EL I S 5 O L F 215 K
Zntll

TATER AL 1 1P HUIERIR A P i 5 .

81 iB1T session_query by ip A

./session_query by ip.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

&R

——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:50:33.356 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:50:34.961 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
IP address (or <enter> to disconnect): 10.0.0.15
Session={ip=[10.0.0.15], Audit Session Id=0A0000020000000F004BE344, User Name=18:E7:28:2E:29:CC, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=18:E7:28:2E:29:CC, Session state=STARTED, ANCstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/43, RADIUSAVPairs=[ Acct-Session-Id=0000000A], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Jul 23 13:42:25 EDT 2015}
IP address (or <enter> to disconnect
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EndpointProfile T[]

IGiE

LI T 56 IE 28 =5 RGBT [ A AT 1) 2 i L B SO AU e

EX

VEMH pxGrid % 7 5t 11 5% EndpointProfileMetaData LhRE, PAIREN 4 JR) 70 B S b o (14 B8 e sliis ede . 2 1l il 0
P & e B SO ID ZRRFSE 4 PR 2 I 2 7K.

=6

R EI, BARTE T PC BIEH A MAC Hihik6)% pxGrid EndpointProfile 75 S0 « 24 pxGrid % 7 ¥ 17 7]
EndpointprofileMetadata JJ§& H. ISE 43 #7 S BE A AR SN, FRATPHE SEIFE IEAEIZ 1T 1Y Linux A HE # 20%
SR ST

%1%  iE17 endpointprofile subscribe A<

./endpointprofile subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

‘ﬁ'@
7

------- properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
10:14:02.627 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
10:14:04.268 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...
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F2F EFEHE (Administration)->pxGrid &% (pxGrid Services)

“thutlie  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System  » Identity Management  » Network Resources » Device Portal Management ~ pxGrid Services » Feed Service  » pxGrid Identity Mapping

©Enable Auto-Regi:
Lve Log
of Enable @ Disable @Approve @ Group ‘ Decline BDeIete ¥ i&Re(resh Total Pending Approval(d) ~ 1-.30f3 Show
O Client Name: Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator WView
O ¥ mac Capabilities{0 Pub, 2 Sub) Online ANC,Session View
pability Detail r
1-20f2 Show 25 ~ perpage Page 1 o
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
O EndpointProfileMetaData 1.0 Sub

F3E  IEPFEE (Policy)->2HT (Profiling)->¥ 11 (Add)
SR SEmE 44 PR
EUN SR %484 (If Condition)->B) & FT %4 (Create New Condition)->IP-> {2 4L15 7] [X 25 ) % & 1) TP Hb
Bk} R, iE#ERZE (Submit)

“huth  Identity Services Engine Home » Guest Access » Administration » Work Centers

Authentication  Authorization = Profiing = Posture  Client Provisioning  » Policy Elements

Profiler Policy List > Mew Profiler Policy

Profiling
[ o) ] Profiler Policy
& v\ - {é} * Name | Add Device | Description trigger endpointprofile_subscribe pxGrid
= | = - script
» [ Profiing Policies Policy Enabled @
> E Logical Profiles
* Minimum Certainty Factor | 10 | (Valid Range 1 to 65535)
* Exception Action | NONE ¥, |
* Network Scan (NMAP) Action | NONE v
Create an Identity Group for the policy (®) Yes, create matching Identity Group
O Mo, use existing dentity Group hierarchy
* Parent Policy |NONE v|
* Associated CoA Type | Global Settings |
System Type
Rules
If Condition | Select_Attribute__ = | Then | Certainty Factor Increases v| | 10 | v
) Condition Name Expression
[ submit NNV [1Piip @] [equas ~] [1w0015 | &,

LA  OUE) SR E e B SO B E A, SR EEE 2 BT HE S N

./endpointprofile subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
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——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
10:14:02.627 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
10:14:04.268 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...EndpointProfileChangedNotification (changetype=ADD) Device profile
1id=a5469840-3150-11e5-9b58-000c29878d1f, name=Add Device, fgname=Add Device

SHETH
BiE
BER T HAE S =77 RGAT I G015 EHE R F R fe

EX

ﬁgﬁz\fﬂ?ﬁﬂfﬂi‘%}}\éiﬁ Hsr N AAE B P AW e i st XA 04 ISE Sid ey
G4,

i
TESRE R, BATE S 4 N A A ISE MInT 5 SUR AR IR S5 #3 N EFr A 415 E..
$1% 1217 identity group download A

./identity group_download.sh -a 192.168.1.23 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=mac
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root. jks
truststorePassword=ciscol23
20:36:26.820 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
20:36:28.397 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user=host/jeppich-PC.lab6.com groups=Workstation
user=LAB6\jeppich groups=Workstation
user=userl groups=User Identity Groups:Employee,Add Device
user=user2 groups=User Identity Groups:Employee,Unknown
user=user3 groups=User Identity Groups:Employee
user=00:0C:29:79:02:A8 groups=Workstation
User count=6
Connection closed
20:36:30.882 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
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Johns-MacBook-Pro:bin jeppich$

’ﬁ'@
P

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
20:36:26.820 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
20:36:28.397 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user=host/jeppich-PC.lab6.com groups=Workstation
user=LAB6\jeppich groups=Workstation
user=userl groups=User Identity Groups:Employee,Add Device
user=user?2 groups=User Identity Groups:Employee, Unknown
user=user3 groups=User Identity Groups:Employee
user=00:0C:29:79:02:A8 groups=Workstation
User count=6
Connection closed
20:36:30.882 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$
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BE
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EX

A B HIAIEIT TrustSecMetadata ThRE F @UA T ISE HACE )22 & 4Hbr1d (SGT). Eftft—ANEWl ik,
KARPEME— 1D, AR ic (B A Ui BIAS 2R ISE HRCE M AT H SGT.

i

FES R, el R RAK T 8T H Zadirid BT SUEE . AL N ISE KR T TrustSec %4241
SRR XA TrustSec ARid AR ME—FRIRAF. BEHIAIE.

X @A AR L A E 7).

B1EH  IB1T securitygroup query JHIA

./securitygroup query.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

&R

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:53:11.474 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:53:12.897 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
SecurityGroup : id=65fddc70-2a34-11e5-82cb-005056bf2f0a, name=Unknown, desc=Unknown Security Group, tag=0
SecurityGroup : id=660aadb0-2a34-11e5-82cb-005056bf2f0a, name=ANY, desc=Any Security Group, tag=65535
SecurityGroup : 1d=669e6230-2a34-11e5-82cb-005056bf2f0a, name=SGT_Auditor, desc=Auditor Security Group, tag=9
SecurityGroup : id=66bdd110-2a34-11e5-82cb-005056bf2f0a, name=SGT BYOD, desc=BYOD Security Group, tag=15
SecurityGroup : id=66dd3ff0-2a34-11e5-82cb-005056bf2f0a, name=SGT Contractor, desc=Contractor Security Group,
tag=5
SecurityGroup : 1d=66fcd5e0-2a34-11e5-82cb-005056bf2f0a, name=SGT_Developer, desc=Developer Security Group,
tag=8
SecurityGroup : id=671a2le0-2a34-11e5-82cb-005056bf2f0a, name=SGT DevelopmentServers, desc=Development
Servers Security Group, tag=12
SecurityGroup : id=673c9e00-2a34-11e5-82cb-005056bf2f0a, name=SGT Employee, desc=Employee Security Group,
tag=4
SecurityGroup : 1d=6759ea00-2a34-11e5-82cb-005056bf2f0a, name=SGT_ Guest, desc=Guest Security Group, tag=6
SecurityGroup : 1d=6775d670-2a34-11e5-82cb-005056bf2f0a, name=SGT NetworkServices, desc=Network Services
Security Group, tag=3
SecurityGroup : id=67959370-2a34-11e5-82cb-005056bf2f0a, name=SGT PCIServers, desc=PCI Servers Security
Group, tag=14
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SecurityGroup : id=67b3a2c0-2a34-11e5-82cb-005056bf2f0a, name=SGT PointOfSale, desc=PointOfSale Security
Group, tag=1l0

SecurityGroup : 1d=67d50d70-2a34-11e5-82cb-005056bf2f0a, name=SGT_ ProductionServers, desc=Production Servers
Security Group, tag=1l1

SecurityGroup : id=67£f16f10-2a34-11e5-82cb-005056bf2f0a, name=SGT ProductionUser, desc=Production User
Security Group, tag=7

SecurityGroup : 1d=680df7c0-2a34-11e5-82cb-005056bf2f0a, name=SGT_Quarantine, desc=Quarantine Security Group,
tag=255

SecurityGroup : i1d=682a5960-2a34-11e5-82cb-005056bf2f0a, name=SGT TestServers, desc=Test Servers Security
Group, tag=1l3

SecurityGroup : 1d=68461lec0-2a34-11e5-82cb-005056bf2f0a, name=SGT_TrustSecDevices, desc=TrustSec Devices
Security Group, tag=2

Connection closed

11:53:13:235 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager- Stopped

REHITIR

IGiE

BEIRH FE0UESE =77 R 4uiEid pxGrid 174 SecurityGroup & @ [1HE /7

EX

AT A AT TrustsecMetaDataCapability 22 #820 FF ISE HEC B 1) % A0 AR10 (SGT). WA/ 58 5/
IR T 22 A e, A 2 v A 2 R 22 4 T o

ANl

AT R AT B ISE TrustSec HE0& HH I B FEMLRBI A, FATIE A AT jsmith )24 bxid
5 R ovs 3. BUAE R et PR, B WK S . OO EAES] ISE. X/ A% )5, Linux &
ML IEFEIZ 1T securitygroup_subscribe JHIAS HUKE 2 7R SecurityGroupChange A1 1@ 5. 7E pxGrid 25 7 ¥

11 1% T TrustsecMetaDataCapability Hf 2 & A2 X FPHE L

$E1% 1817 securitygroup subscribe JHIAS

./securitygroup subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

O

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

12:12:22.902 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...
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Connected

E2H EFE “EH” (Administration)-> “pxGrid k55”7 (pxGrid services)
pxGrid % 7 ¥ 237 B4 TrustSecMetadata D) g

“luilie  Identity Services Engine Home + Operations » Policy + Guest Access ~ Administration + Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » pxGrid Identity Mapping

Lie Log

o Enable @) Disable @Appmve © Group W Dedline euehgte - @REFI’EEh Total Pending Approval(0) «

[ Client Name Client Description Capabilities Status Client Group(s) Log
[0 » ise-admin-ise238 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
0 ¥ mac Capabilities(0 Pub, 2 Sub) Online ANC, Session View

Capability Detail

1-20f2 Show |25 - per page
Capability Name Capability Version Messaging Role Message Filter
O core 1.0 Sub
O TrustSecMetaData 1.0 Sub

E3IH  EFE CTAEPL” (Work Centers)->TrustSec> “ZH14” (Components)-> “ %2420 %1|3%” (Security Group
List)->#l MAC_Group

lalie  |dentity Services Engine Home » Operations » Policy » Guest Access » Administration + Work Centers

- TrustSec » Device Administration

» Overview  Authentication Policy  Authorization Policy ~Components  » Policy » SXP  Reports  » Settings
|
L]
Security Groups List = MAC_Group
Security Groups
* Name
MAC_Group |

Security Groups

Security Group ACLs

Network Devices

Trustsec AAA Servers " leon
@[]
= 0
2

Description

#

= e

v K

» b 0
e

i
o w
h
@

Security Group Tag (Dec / Hex): 16/0010
Generation |d: 0

| save JEETY
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./securitygroup subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23
——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root. jks
truststorePassword=ciscol23
12:12:22.902 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:12:24.320 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...SecurityGroupChangeNotification (changetype=MODIFY) SecurityGroup :
id=af3c6ac0-315d-11e5-9b58-000c29878d1f, name=MAC Group, desc=, tag=16

Kimlc B X HEif

BNk
SEI T 90E 55 =77 RS ISE P HIFTH O PR B SCAH 0
EX

endpointprofile_query A St — il 57k, KKK ISE HECE K ITA )8 FH 2 miic B, R fE 2
BCE A ID AFRAI5E ERRE AR Q2R ISE Hasin/ S/ s 1 A omic & 3C/F, Ry Bam A .

i
FERE7R B, endpointprofile A 2 ISE A C 8 I HBC B SCF.
1% 21T endpointprofile_query JHIA

./endpointprofile query.sh -a 192.168.1.23 -u pxGrid02 -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

i

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGrid02
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

17:57:04.103 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected
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17:57:05.681 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected

Endpoint Profile : i1d=8c8f42b0-393f-11e5-ac86-000c297fbl2a, name=Add Device, fgname Add Device

Endpoint Profile : 1d=4d852be0-2a33-11e5-82cb-005056bf2f0a, name=Android, fgname Android

Endpoint Profile : 1d=4dc7b320-2a33-11e5-82cb-005056bf2f0a, name=Apple-Device, fgname Apple-Device Endpoint
Profile : 1d=4e190770-2a33-11e5-82cb-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-

iDevice

Endpoint Profile : id=4e452080-2a33-11e5-82cb-005056bf2f0a, name=Apple-iPad, fgname Apple-Device:Apple-iPad

ThRE

iE

SERIR A F RS =75 RGUR R ISE shHTA CRATNAEMIRES -
EX

ShHEMI AR S ISE BTA CLRAT I X A

Zt]l

ShHE M AK 3% P T LU AT ST B PO £ 5 AR D

81 IZ1T capability query JHIA

./capability query.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

&R

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=null

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
09:57:07.306 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
09:57:09.199 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
capability=SessionDirectory, version=1.0
capability=GridControllerAdminService, version=1.0
capability=EndpointProtectionService, version=1.0
capability=IdentityGroup, version=1.0
capability=EndpointProfileMetaData, version=1.0
capability=TrustSecMetaData, version=1.0
capability=AdaptiveNetworkControl, version=1.0
capability=Core, version=1.0
Connection closed
09:57:09.254 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
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®12 1217 identity group query A

./identity group_query.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23

&R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
10:58:54.937 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
10:58:56.869 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
user name (or <enter> to disconnect): Jjeppich
group=Profiled

©2015 BRARG AT
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SR4ATT

I

SEPRH FI0IESE =77 R Ge1T 17 ISE R AR ) By 32 8 K Fe @ En i e 1y .
EX

VB8 S 21 A VF pxGrid 7 3 0G T 802.1X FHAF(FIE %N .
i

£ ISE I N H -, FFH TR 2 117, X8 bk 4T .
$1% 1217 identity group subscribe JHIA

/identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha root.jks -gq ciscol23

&R

——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=mac

group=Session

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...

$2F %EFEH (Administration)->pxGrid iRS5 (pxGrid Services) & & 1] [ (1 5 4y 4H 4515

Hees’  Identity Services Engine Home  »Operations  » Policy  » GuestAccess [IRIERiiC ) * Work Centers @  Ucense Waming

» System b |dentity Management  » Network Resources » Device Portal Management ~ pxGrid Services » Feed Service  » pxGrid Identity Mapping

©Enable Aute-Regi

L Log ©

o/ Enable @) Disable Approve @ Group W Decline Delete ~ & Refresh  Total Pending Approval(0) ~

1-30f3 Show

O Client Name Client Description Capabilities Status Client Group(s) Log
[J » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
[J » ise-mntise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
0 v mac Capabilities(0 Pub, 2 Sub) Online ANC,Session View

i 1-20f2 Show |25  perpage Page |1 =

Capability Name Capability Version Messaging Role Message Filter
O core 10 Sub
QO IdentityGroup 1.0 Sub
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B|3IF QAT UEIWISE HEM, DUA =T

cisco  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System - Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » pxGrid Identity Mapping

~Identities Groups  External Identity Sources  Identity Source Sequences  » Settings
——

Network Access Users List > New Network Access User

EndPoints

v Network Access User
Users
Latest Manual Network Scan Results *Name [ jsmith

Status Enabled v

Email | jsmith@abc.com|
~ Passwords

Password Re-Enter Password

*Login Password [ assamesee

Enable Password |

v User Information

FistName
LastName

w Account Options

Description | Pl

Change password on nextlogin [

* User Groups

Employee o

FaL  (EHBNE ARSI SL R S0 UE A SCER S, IEFVTREEN (Guest Access)->
BC & (Configure)->1i %1/ (Guest Portals)->|] i URL (Portal test URL)

cisco  |dentity Services Engine Home » Operations } Policy ~ Guest Access » Administration » Work Centers

- Configure | Manage Accounts  » Settings

Overview  GuestPortals  Guest Types  Sponsor Groups  Sponsor Portals
B ]

Portals Settings and Customization )
[ seve [N
Portal Name: * Description:

| Self-Registered Guest Portal (default | | Guests are allowed to create their own accounts and access the network us | Portal fest URL Language File -

"\ Portal Behavior and Flow Settings Portal Page Customization
| Use these settings o specify the guest experience for this I}} Customize portal pages by applying a theme and specifying
portal. field names and messages displayed to users.

$B5F  ABTTPWRR (Portal test) F-4 N S 44 F 1

cisco Sponsored Guest Portal

Sign On
Welcome o the Guest Portal. Sign on with the usemame and password provided to you.
Username:
jsmith
Password:
........ q

Don't have an account?
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$6H  LiiliEF (Sign On)
L1  RGcERG0H P AAEM

./identity group_subscribe.sh -a 10.0.0.37 -u mac -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23

i

R

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=mac
group=Session
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:20:22.839 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:20:24.468 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Press <enter> to disconnect...user=jsmith
group=Employee
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A

R 43l (ANC) SRAg

3 S X 48 45 1) SR (ANC) pxGrid 22 SEms $2 At o5 = 5 B BB kb 22 i v 5 %8, il H @ UERME (BR 3.
. HEL. port_bounce. port_shutdown) PLEEHE HE XME. BASAI 7 AT 0 22 R0 . B0 2
bR, TRHIERS. ANC HREE DL R BSE AN Session: ANCpolicy 7£ ISE FHTRLE . &L
RERZIEIE MAC B 1P itk T30 7 2 o _ESAAT G2 #R AT

7EISE 2.0 "1, ANFAT ISE 1.3 H i s PRI AR S5, A FA 75 24 ISE )5 H LAM#E ANC 2@ nl #:/E R B iE
N2l (ANC) AR4s . tLIhae A H o

gNic;";ction_query AR 5 Cal it SR IRIER 802.1X A LA IEAT, LB AT LA it BT ANC 22
A H -

o[RS IR UERYT 802.1X i

o HUHZumMEE GERRD

o HRAEANKE T ANC SERSGHL L L 41 %

o B ANC Zjfig PAFR WK RORT 1 e 38 A1

ANC $E R B&

ANC FZBURNS & ANC SRS 25 AF R BT 51 % 1 R 25 $54E

F1H A ANC AL

F24d LIRS (Policy)->#Z M (Authorization)->fE_EFIEAFHN, RE=FAFE&MN
R 44 #5%: ANC_Quarantine:
B3 2514 : Session:ANCpolicy: ANC_Quarantine
24270 : Quarantine

‘e Identity Services Engine Home b Operations » GuestAccess  » Administration  » Work Centers @  LicenseWaming &

Authentication = Authorization | Profiing  Posture  Client Provisioning  » Policy Elements

Authorization Policy L3

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

| First Matched Rule Applies

» Exceptions (1)
Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
ANC_Quarantine Session:ANCPolicy EQUALS ANC_Quarantine n  Quarantine Edit |

E3F  AE5ER (Done)->fREF (Save)
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ANC RHE: PRE

ANC 50 5E SCEHAT I ANC pxGrid [ 2 2 il 14 o

E1E  EFHEME (Operations)->HiEMN M 25155 (Adaptive Network Control)->3KE& 53R (Policy List)->44FK
(Name)->ANC_Quarantine

'EI.'.',':IJ' Identity Services Engine Home ~ Operations » Policy » Guest Access » Administration » Work Centers

RADIUS Livelog  TACACS Livelog  Reports + Troubleshoot - Adaptive Network Control

Policy List ~ Endpoint Assignment

= ]
List > New

Input fields marked with an asterisk (*) are required.

Name ANC_Quarantine

Action* | [« QUARANTINE |

oot D

g2  EFRZ (Submit)
BRI EPIRNE

tthulie  Identity Services Engine ~ Operations » Policy » Guest Access » Ad

RADIUS Livelog TACACS Livelog Reports  » Troubleshoot |~ Adaptive Network Control

Policy List  Endpoint Assignment

List
1 Selected

S Refresh <=Add T Trash = & Edit

() | Policy Name ANC Actions

(] ANC_Quarantine QUARANTINE

EB/FREVR A R B 2% 3% A9 pxGrid ANC PRSI
TEMRIT, HHIZAT ANC BB 3R ANC_Quarantine 500G, 45 L 40K 7 FH 12058
®1% 1217 ANCAction query IR

./ANCAction_query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23
——————— properties —-------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks
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truststorePassword=ciscol23
21:27:57.849 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
21:28:00.252 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:

1. ApplyEndpointPolicyByMAC

2. ClearEndpointPolicyByMAC

3. ApplyEndpointPolicyByIP

4. ClearEndpointPolicyByIP

5. GetEndpointByIP

6. Subscribe
7. CreatePolicy
8. UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

g2k R 10 HEMAFKIE LK

Enter number (or <enter> to disconnect): 10
Policy name (or <enter> to disconnect): ANC Quarantine
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a|
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=[com.cisco.pxgrid.model.anc.ANCPolicy@74adlflf]
name=ANC Quarantine
actions=[QUARANTINE]
11
]

B3P L 4 IHFMAKIRAIR

Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 14
Policy name (or <enter> to disconnect): ANC Quarantine
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@66d1af89|
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=[com.cisco.pxgrid.model.anc.ANCEndpoint@8646db9 [
policyName=ANC Quarantine
macAddress=00:0C:29:79:02:A8
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ipAddress=<null>
1]

Ba4F L3 IFRAKIEHAK

Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
. UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

Policy name (or <enter> to disconnect): ANC Quarantine

IP address (or <enter> to disconnect): 192.168.1.38

ANCResult=com.cisco.pxgrid.model.anc.ANCResult@462d5aee|
ancStatus=SUCCESS

ancFailure=<null>

failureDescription=<null>

ancEndpoints=<null>

ancpolicies=<null>

W J o U Wi

E54%  EFHME (Operations)-> RADIUS Livelog, &

‘el Identity Services Engine ~ Operations » Policy » Guest Access » Administration

CLat B 3 38R A TP kit R bR =S

RADIUS Livelog =~ TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

» Work Centers

Misconfigured Supplicants Misconfigured Network Devices ' RADIUS Drops '

1) 1]

@ Show Live Sessions ?é} Add or Remave Columns ¥ QA Refresh o Reset Repeat Counts.

Status Identity EndpointID_ Endpoint Profile

45

Authentication Policy *

License Waming &

Client Stopped Responding £ Repeat Co

0

2

REfrESh‘ Every 1 minute

" Shm'l\_atest 100 records '| withil

Authorization Policy *

Authorization Profiles

Time Details  Repeat Count
i \ | |

i I

2015-08-03 02:40:22.644
2015-08-03 02:40:22.549 #CTSREQUEST#
2015-08-03 02:40:22.530

2015-08-03 02:40:22.128

oEOme
b o b b

00:0C:29:79:02:A8

0 LAB6\jeppich 00:0C:29:79:02:A8 Windows7-Worksta... Default >> Dot1X >> D..

LABS\jeppich 00:0C:29:79:02:A8 Windows7-Worksta... Default »> DotlX >> D..

Default >> ANC_Quarantine

Default >> ANC_Quarantine

Quarantine

Quarantine 4

©2015 BRARG AT
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FeL  EHUHREE GERRD , b 4 FFRAE MAC Mk

Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):
MAC address (or <enter> to disconnect): 00:0C:29:79:02:A8
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a[
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>

E1H  EFEME (Operations)->RADIUS Livelog
B CHH R S

‘tluth  Identity Services Engine ~ Operations + Policy » Guest Access » Administration » Work Centers @  Lcense waming 4

RADIUS Livelog | TACACS Livelog  Reports » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants Misconfigured Network Devices © RADIUS Drops £ Client Stopped Responding ' Rej
[1] 0 46 1]
@ Show Live Sessions {E‘;} Add or Remove Columns ™ @r Refresh 0 Reset Repeat Counts Pﬂfﬂiihl Every 1 minute '| Showl Latest 100 records "
Stakus Leai (] i : i . =l S i S i i
Time i Details | Repeat Count |Ident|ty | |Endpo\nt D | |Endpomt Profile | |Aumenttcat\on Policy | |iuthonzat|on Policy | |Authonzat|on Profiles | |Network Device |
2015-08-03 03:23:53.087 o Q 0 LAB&\jeppich 00:0C:29:79:02:A8 ‘Windows7-Worksta... Default >> DotlX >> D.. Default >> Compliant Compliant
2015-08-03 03:23:52.766 Qa #ACSACL#-1P-PEI Switch
2015-08-03 03:23:52.734 Qa LABS&\jeppich 00:0C:29:79:02:A8 ‘Windows7-Worksta... Default >> DotlX >> D.. Default >> Compliant Compliant Switch
2015-08-03 03:23:52.603 Q 00:0C:29:79:02:A8 Switch
2015-08-03 03:23:24.526 Q #CTSREQUEST# Switch
2015-08-03 03:23:24.432 Q #ACSACL#-1P-Po: Switch
2015-08-03 03:23:24.412 a LAB&\jeppich 00:0C:29:79:02:A8 Windows7-Worksta... Default >> DotlX >> D.. Default >> Posture Posture, SGT_Employee Switch

ANC # &t
ANC #MRUz et A 17) F P SR (It R g .

F1E5  EEF#ME (Operations)->HEMN M 25 #%H#] (Adaptive Network Control) 1 ANC_Remediate, R)5iEF
#M¥ (REMEDIATE) #4E
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‘thutl:  Identity Services Engine Home - Operations » Policy » Guest Access » Administration
RADIUS Livelog  TACACS Livelog  Reports b Troubleshoot =~ Adaptive Network Control

Policy List ~ Endpoint Assignment
= 1]

List

T Refresh 4 Add @ Trash~ (& Edit

(] Policy Name ANC Actions
[ ANC_Remediate REMEDIATE
[J ANC_Quarantine QUARANTINE

2% 1&fT ANCQuery I, IEFF 6 HEATIITH

Johns-MacBook-Pro:bin jeppich$ ./ANCAction_query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23
-t alpha root.jks -q ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridClient
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:42:49.269 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:42:52.131 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect) :6
Press <enter> to disconnect:

E3IH EHFEE (Administration)->pxGrid &% (pxGrid Services), pxGrid % ) i fF %82 5] ANC 4
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“huths  Identity Services Engine Home » Operations + Policy QTP Administration + Work Canters

» System b Identity Management  » Network Resources  Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Regi

EEE e

4" Enable @ Disable @Appmve ® Group ’ Decline Bne\ete - %Rﬁfresh Totzl Pending Approval(0) « 1-11of 11 Show

[ ] Client Name Client Description Capabilities Status Client Group(s) Log
[ » ise-admin-ise201 Capabilities{4 Pub, 2 Sub) Online Administrator Wiew
[ » ise-mnt-ise201 Capabilities(2 Pub, 1 Sub) Online *Administrator View
O » pxgridcremediate ‘Capabilities(0 Pub, 2 Sub) Online ANC View
= pxgridclient Capabilities{0 Pub, 2 Sub) Online ANC,EPS View
pabity e 1-20f2 Show 25 - perpage Page 1 =
Capability Name Capability Version Messaging Role Message Filter
O AdaptiveNetworkControl 1.0 Sub
O core 10 Sub

Fa4L TR ML REBITUUT A

./ANCAction_query.sh -a 192.168.1.23 -u pxGridCRemediate -k alpha.jks -p ciscol23 -t alpha root.jks -gq
ciscol23
——————— properties —--—----—-
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridCRemediate
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:49:35.734 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:49:37.043 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect
Policy name (or <enter> to disconnect): ANC Remediate
IP address (or <enter> to disconnect): 192.168.1.41
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@l1758f2al[
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>

O J o U b Ww N

]
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
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4. ClearEndpointPolicyByIP

5. GetEndpointByIP

6. Subscribe

7. CreatePolicy

8. UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

E5H BRI RIA P BZ & BoRiE A

./ANCAction query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridClient
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
11:48:17.245 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
11:48:18.563 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 6
Press <enter> to disconnect:
Apply Endpoint Policy Notification:
Policy=ANC Remediate IP Address=192.168.1.41

ANC BEC
ANC A BREARER 1 P SR B Bt

B12& 1817 ANCAction AWHIA, SR/GE+#E 6 BEATITIH
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Johns-MacBook-Pro:bin jeppich$ ./ANCAction _query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23
-t alpha root.jks -g ciscol23
——————— properties —--—----

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=pxGridClient

group=ANC

description=null

keystoreFilename=alpha.jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
11:42:49.269 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...

Connected
11:42:52.131 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect) :6
Press <enter> to disconnect:

W J oy U W

F2p  EEREUPOHIRE, K ANC TSRS R 4

12:03:43.784 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 4
IP address (or <enter> to disconnect): 192.168.1.41
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a(
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>
]
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
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GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllbPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect
Policy name (or <enter> to disconnect): ANC Provisioning
IP address (or <enter> to disconnect): 192.168.1.41
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@74adlflf[
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=<null>
ancpolicies=<null>

@0 ~J o U

]
Operation selection:

1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

W J o U W

$3F 7 E ANC D SN E 50

./ANCAction query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridClient
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
12:04:19.804 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
12:04:21.292 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
5. GetEndpointByIP
6. Subscribe
7. CreatePolicy
8. UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
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12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 6
Press <enter> to disconnect:
Apply Endpoint Policy Notification:
Policy=ANC Provisioning IP Address=192.168.1.41

54 ANC SFEERVZRIRFIZR
HoRplkEs SN T ANC SRS & um )% . Bilan, & LK ANC FE 2 skmg N H 21— AN m 41 38 .

$1% 1817 ANC_Action A, 1EHF 14, IEFEHREK A FK ANC_Provisioning.
IBSFE R T ANC_Provisioning T[] MAC Hihik 5138 .

./ANCAction_query.sh -a 192.168.1.23 -u pxGridClient -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23
——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=192.168.1.23
username=pxGridClient
group=ANC
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
13:32:53.702 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting...
Connected
13:32:54.973 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Operation selection:
1. ApplyEndpointPolicyByMAC
ClearEndpointPolicyByMAC
ApplyEndpointPolicyByIP
ClearEndpointPolicyByIP
GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy
9. DeletePolicy
10. GetPolicyByName
11. GetAllPolicies
12. GetEndPointByMAC
13. GetAllEndpoints
14. GetEndpointByPolicy
Enter number (or <enter> to disconnect): 14
Policy name (or <enter> to disconnect): ANC Provisioning
ANCResult=com.cisco.pxgrid.model.anc.ANCResult@11758f2a(
ancStatus=SUCCESS
ancFailure=<null>
failureDescription=<null>
ancEndpoints=[com.cisco.pxgrid.model.anc.ANCEndpoint@74adlflf[
policyName=ANC Provisioning
macAddress=00:0C:29:79:02:A8
ipAddress=<null>
11

ancpolicies=<null>

O J o Ul W

]
Operation selection:
1. ApplyEndpointPolicyByMAC
2. ClearEndpointPolicyByMAC
3. ApplyEndpointPolicyByIP
4. ClearEndpointPolicyByIP
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GetEndpointByIP
Subscribe
CreatePolicy
UpdatePolicy

9. DeletePolicy

10. GetPolicyByName

11. GetAllPolicies

12. GetEndPointByMAC

13. GetAllEndpoints

14. GetEndpointByPolicy
Enter number (or <enter> to disconnect):

o J oy U»
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SR

NS ARVFERE] ISE pxGrid 19 5511 pxGrid & 7 s & A0« 1 FlE B 38 0 E B SCR IUEE. s+
BEFE LT N2

o FHWHA:
T, ERIH FEAEDUE M H “propose capabiility.sh” & X o
o RATTM

RATR S 28 1H ] “ generic_client -c publisher.properties” & X, HH kA0 IRk 5525 @ PN —N
B EE (Bia, EEAARR. KA RS a8 & b o S AT H D ARC & SO

o TP F
P {$ ] “generic_client -c subscriber.properties” & X, HHH PR U A EHE S (i,
TR AT E 7% 7 s ge G DS B ) R/ el A 44 R AR S AR I H D (R & SO
R ) 44 AR g T P R Ry 2 U7 1) U5 R .
AT E [ AR T RME B R (H AR AT E W .
XEF SR, R AR I B ) B 2 A S A4 S2 AR S5 - sdk-01-pub pxGrid 7% il KA FASE 88, 1 sdk-01-
sub pxGrid 2 /' ST i T, IR RV CSREUEAFIRSS” A “IRBCHATIRAR” o S pxGrid 27 i
sdk-01-act 2 F 2397 [ = AW T AN, (2 I 7 it R BE X T H #50h5 7 B R B AE
BT IR
2 pxGrid 7 P il b “A%o0” FRRT, $RUEThRe S EuE A 1R
B1E BITUTHA:

./core_subscribe.sh -a 10.0.0.37 -u core_user-01 -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23 -g
Session -d pxGrid Client

ARICAT I Zh e A 2 A%

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=core user-01
group=Session
description=pxGrid
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

11:38:47.850 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...
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Connected

11:38:50.611 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
getlist: status=CREATED capability=TrustSecMetaData, version=1.0

getList: status=CREATED capability=EndpointProfileMetaData, version=1.0
getList: status=CREATED capability=IdentityGroup, version=1.0

getList: status=CREATED capability=GridControllerAdminService, version=1.0
getList: status=CREATED capability=SessionDirectory, version=1.0

getlList: status=CREATED capability=AdaptiveNetworkControl, version=1.0
getlList: status=CREATED capability=EndpointProtectionService, version=1.0
getList: status=CREATED capability=Core, version=1.0

Capability name [, version] to query (or <enter> to quit)

®2H  AE pxGrid F i O] FAZOIIERE GREFREE
[Administration]->pxGrid %% [pxGrid Services]

"¢|.'|'¢'IJ' Identity Services Engine Home » Operations + Policy » Guest Access ~ Administration » Work Centers License Waming &

» System b Identity Management b Network Resources b Device Portal Management = pxGrid Services | b Feed Service b pxGrid Identity Mapping

@Enable Auto-Registration

Live Log

o Enable (@ Disable @Approve @ Group W Decline ODe\gte - '@Refresh Total Pending Approval(D) - 1-50f5 Show 25 =

1 Client Name Client Description Capabilities Status Client Group(s) Log
[ P ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
O« core_user-01 pxGrid Capabilities(0 Pub, 1 Sub) Online Session View
e 1-1of1 Show 25 v perpage Page |1 =
Capability Name Capability Version Messaging Rele Message Filter
O core 1.0 Sub

Propose_New IjjgE

ﬁprnd W RE H I EBE R, BOTEE RN AR. AL WL P E . EilAERIEIE Sl
(3 bR DR AP HERES . B3 pxGrid & B Btk .

B1&  BITUTHEAE:

./propose capability.sh -a 10.0.0.37 -u sdk0l -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -g -d
pxGrid New Publisher

DIREfE BRI, RE IR ERAZE L.

——————— properties —-------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01
group=Basic
description=null
keystoreFilename=alpha.jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23

12:02:07.373 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started

Connecting...

Connected

© 2015 BRARGE AR
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12:02:08.779 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
New capability?(y/n): y

Enter capability name: Auction

Enter capability version: 1.0

Enter capability description: Auction Service

Enter vendor platform: ABC Auction Service

Enter query name (<enter> to continue): GetInventoryltems
Enter query name (<enter> to continue): GetCurrentBids
Enter query name (<enter> to continue):

Enter action name (<enter> to continue): BidOnItems

Enter action name (<enter> to continue):

Proposing new

capability...Press <enter> to

disconnect...Connection closed

g2 EFEH (Administration)->pxGrid iRS (pxGrid Services)->#Z I BEEE (View by Capabilities)
BB E] “IH2” (Auction) THREAL T “ArAtbiEIRE”

‘thul Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers. + License Waming &

» System  » Identity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Ry Disable Auto-Ri 1
View By Clients
ety saar
ofEnable @ Disable (JApprove Wk Decline §@Delete | 4 Refresh | Total Pending Approval(1) 1-9019  Show 25 +| perpage Page ’1—;‘
Capability Name Capability Description Vendor Platform Capability Vers... Status Publisher Count | Subscriber Co...  Supported Filter Type Created By
O »  GridControllerAdminService 1.0 Enabled 0 1 N/A
O » AdaptiveNetworkControl 1.0 Enabled 1 0 N/A
O »  Auction Auction Service ABC Auction Service 1.0 Pending create 0 1] N/A sdk01@xgrid.cisco.com
O » core 1.0 Enabled 0 4 N/A
O EndpointProfileMetaData 1.0 Enabled 1 0 N/A

B3P EFEFE> “HE” (Approve)
$4E  pxGrid HHE GHEAE T E

“dutl Identity Services Engine Home b Operations b Policy b GuestAccess |[EETTINCUTCLM » Work Centers License Waming &

» System  » Identity Management  » Network Resources  » Device Porial Management = pxGrid Services | » Feed Service  » pxGrid Identity Mapping

©@Enable Auto-Registration Disable Auto-Registration k

View By Clients
Capabilities Live Log sdk01
o Enable (@) Disable] W@ Decline ) Delete | 4% Refresh | Total Pending Approval(1) 1seleciediiem  1-90f9  Show |25 +| perpage Page |1 =
Capability Name ‘Capability Description Vendor Platform Capability Vers... Status Publisher Count ~ Subscriber Co... = Supported Filter Type Created By
O » GridControllerAdminService 1.0 Enabled 0 1 N/A
()P AdaptiveNetworkControl 1.0 Enabled 1 0 NfA
@ > Auction Auction Service ABC Auction Service 1.0 Pending create 0 0 N/A sdk01@xgrid.cisco.com
" » Core 1.0 Enabled 0 4 NfA
O » EndpointProfileMetaData 10 Enabled 1 0 NfA

B5F LT FERIEIE

‘bl Identity Services Engine Home » Operations » Policy [CTEEY SN~ Administration ¥ Work Centers License Waming &

» System b Identity Management  » Network Resources » Device Portal Management  pxGrid Services » Feed Service  » pxGrid Identity Mapping

©Enable Auto-Registration Disable Auto-Registration

View By Clients
Live Log sako1
o Enable @) Disable  (Approve Wi Decline g Delete | B Refresh | Total Pending Approval(0) 1-90f8  Show |5 +| perpage Page ’1—;‘
‘Capability Name (Capability Description Vendor Platform Capability Vers...  Status Publisher Count = Subscriber Co... = Supported Filter Type Created By
O P GridControllerAdminService 1.0 Enabled 0 1 N/A
Q» AdaptiveNetworkControl 1.0 Enabled 1 0 N/A
O P Auction Auction Service ABC Auction Service 1.0 Enabled 0 0 N/A sdk01@xgrid.cisco.com
O » core 1.0 Enabled 0 4 N/A
Q» EndpointProfileMetaData 1.0 Enabled 1 0 N/A

BoL  WHE pxGrid B/ N Esmn T “core subscribed” , £ G BT -F AU &N

©2015 BRAEZLF F8TT
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/core_subscribe.sh -a 10.0.0.37 -u core_user-01 -k alpha.jks -p ciscol23 -t alpha root.jks -q ciscol23 -g
Session -d pxGrid Client
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=10.0.0.37

username=core_user-01

group=Session

description=pxGrid

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha_ root.jks

truststorePassword=ciscol23
11:48:41.155 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
11:48:42.946 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
getList: status=CREATED capability=TrustSecMetaData, version=1.0
getList: status=CREATED capability=EndpointProfileMetaData, version=1.0
getList: status=CREATED capability=IdentityGroup, version=1.0
getList: status=CREATED capability=GridControllerAdminService, version=1.0
getList: status=CREATED capability=SessionDirectory, version=1.0
getList: status=CREATED capability=AdaptiveNetworkControl, version=1.0
getList: status=CREATED capability=EndpointProtectionService, version=1.0
getList: status=CREATED capability=Core, version=1.0
Capability name [, version] to query (or <enter> to quit) : notification: status=CREATED capability=Auction,
version=1.0

$T74H %% Live Log &L 1 W& B 1id %

alwl |dentity Services Engine Home » Operations » Policy » Guest Access w Administration » Work Centers

b System  p Identity Management » Metwork Resources » Device Portal Management | pxGrid Services » Feed Service » pxGrid Identity Mapping

Clients 2 L
edear Logs @ Resync '@; Refresh
Client Name Capability Name Event Type Timestamp Other Attributes
sdk01@xgrid.cisco.com Client offline 5:21:26 PM UTC, Jul 24 2015
sdk01@xgrid.cisco.com Core-1.0 Client unsubscribed 5:21:26 PM UTC, Jul 24 2015
sdk01@xgrid.cisco.com Auction-1.0 Topic create completed 5:21:25 PM UTC, Jul 24 2015
sdkD1@xgrid.cisco.com Auction-1.0 Group created 5:21:25 PM UTC, Jul 24 2015 group Auction_Action
sdk01@xgrid.cisco.com Auction-1.0 Group created 5:21:25 PM UTC, Jul 24 2015 group Auction_Subscribe
sdk01@xgrid.cisco.com Auction-1.0 Group created 5:21:25 PM UTC, Jul 24 2015 group Auction_Publish
sdk01@xgrid.cisco.com Auction-1.0 Topic create pending 5:01:59 PM UTC, Jul 24 2015
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gF8H  EFEET (Administration)-> pxGrid iR % (pxGrid Services)->sdk01->4 (Group)->#E:A ., &if.
SE R (Basic, Session, Action Publish)->f£7% (Save)

AR EEEWHN “BER ANREMBIEMA. “EAK” BRI pxGrid Ei#EH.

Client Group

Name sdk01

|
Groups Basic Session Auction_Publish

NC

EPS
uction_Subscribe
uction_Action

FoF il sdk01 SZHEF (View)
BB BRAMIZI .

‘sl Identity Services Engine Home » Operations » Policy » Guest Access » Work Centers License Waming &

» System  » Identity » Network R » Device Portal Management [ pxGrid Services | » Feed Service  » pxGrid Identity Mapping

@Enable Auto-Registration

Live Log

o Enable @ Disable aAppravE @ Group W Dedline em\m v @Mresh Total Pending Approval(0) = 1-50f5 Show |25 +|
O | cientName  Client Description ' Capabilties | status Client Group(s) g

O P ise-admin-ise238 Capabilities{4 Pub, 2 Sub) Online Administrator View

O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View

O core_user-01 pxGrid Capabilities{0 Pub, 1 Sub) Online Session View

O » mac Capabilities(0 Pub, 0 Sub) Qffline ANC,Session View

[0 » sdko1 Capabilities(0 Pub, 0 Sub) Offline Basic, Session,Auction_Publish View

B10E  BAFEMC RAFMI ARG . 4 publisher.conf SCAF
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® 00 || conf — vim — 8024 "
GEMERIC_TOPIC_MNAME="0ne"

BENERIC_CLIENT_MODE="publisher"

GENERIC_QUERY_MNAME_SET=""

GEMERIC_ACTION_MNAME_SET=""
GEMERIC_PUBLISH_DATA_SET="pub-notif-@81,pub-notif-002, pub-notif-283"
GEMERIC_REQUEST_DATA_SET=""
GENERIC_RESPONSE_DATA_SET="resp-0@1, resp-0082, resp—203, resp—-0a4"
GEMERIC_SLEEP_INTERVAL="5@88"

GEMERIC_ITERATIONS="28"

e

LR S S S S N S AN A A

generic_publisher.properties" 9L, 324C

#114% i GENERIC _TOPIC NAME="AUCTION", GENERIC CLIENT MODE="PUBLISHER"
R AT B B R [ B4 B

lENERIC_TUPIC_NAME:”Auction”

GEMERIC_CLIENT_MODE="publisher"

GEMNERIC_QUERY_MAME_SET=""

GEMERIC_ACTION_MAME_SET=""
GEMERIC_PUBLISH_DATA_SET="pub-notif-881,pub-notif-882,pub-notif-8@3"
GENERIC_REQUEST_DATA_SET=""
GEMERIC_RESPONSE_DATA_SET="resp-201, resp-202, resp-203, resp-284"
GENERIC_SLEEP_INTERVAL="2@80"

GEMERIC_ITERATIONS="28"

,-\,

[ S S

[ S ST S S S S

“generic_publisher.properties" 8L, 328C

F12F  ISAT AT NS E R A S A

./generic_client.sh -a 10.0.0.37 -u sdk01l -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23 -c
generic_publisher.properties

‘ﬁ'@
7

Initialized : GenericClient:
topicName=Auction
clientMode=PUBLISHER
sleepInterval=2000
iterations=20
queryNameSet=[]
actionNameSet=[]
publishDataSet=[pub-notif-001, pub-notif-002, pub-notif-003]
requestDataSet=[]
responseDataSet=[resp-001, resp-002, resp-003, resp-004]
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------- properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01
group=Auction_Publish
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root. jks
truststorePassword=ciscol23
14:12:59.548 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
14:13:00.921 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847981189]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847983193]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847985194]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847987195]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847989196]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847991197]pub-notif-003
Publishing notification: GenericMessage:
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messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847993199]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847995200]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847997201]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437847999202]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848001203]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848003207]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848005209] pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848007210]pub-notif-002
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Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848009211]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848011213]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848013214]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848015216]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848017217]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437848019218]pub-notif-002
Press <enter> to disconnect...

E13F  pxGrid % i sdk01 KA HH3L 3 @
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slul |dentity Services Engine Home

» System  » |dentity Management

Live Log

¢ Enable (@) Disable @Approwe © Group W Decline eDeIete - '@Refresh

} Network Resources  » Device Portal Management

» Guest Access = Administration

pxGrid Services

Total Pending Approval(0) +

» Feed Service

» Work Centers

} pxGrid Identity Mapping

. License Waming

@Enable Auto-Registri
L

1-6of6  Show 2!

l Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities{4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O w» sdko1 Capabilities(1 Pub, 1 Sub) Online Basic,Session,Auction_Publish View
Bpaniity Deml 1-20f2 Show 25 « | per page Page 1 -
Capability Name: Capability Version Messaging Role Message Filter
O auction 1.0 Pub
O core 1.0 Sub

FT145 FHNFEREHPAEEEEN “Getlnventoryltems” «  “GetCurrentBids” 251 & A 1A 3% 3 @

IENERIC_TUPIC_NAME="Auction"

GEMERIC_CLIENT_MODE="subscriber"
GENERIC_QUERY_MAME_SET="GetInventoryItems,GetCurrentBids,BidOnItems"
GEMERIC_ACTION_NAME_SET=""

GEMERIC_PUBLISH_DATA_SET=""
GEMERIC_REQUEST_DATA_SET="req-081, req-002, req-083"
GEMERIC_RESPONSE_DATA_SET=""

GEMERIC_SLEEP_INTERVAL="5@88"

GEMERIC_ITERATIONS="2"

~

.

S5 BATH S REE P A, 1R AT 1) ) A 3 Getlnventoryltems. GetCurrentBid 1fi
BidOnltems. BidOnltems A & S A7 i) 3 @

./generic_client.sh -a 10.0.0.37 -u sdkOl-sub -k alpha.jks -p ciscol23 -t alpha_root.jks -q ciscol23 -c

i

R

Initialized : GenericClient:
topicName=Auction
clientMode=SUBSCRIBE
R sleepInterval=500
iterations=20
queryNameSet=[GetInventoryItems, GetCurrentBids, BidOnItems]
actionNameSet=[]
publishDataSet=[]
requestDataSet=[req-001, req-002, req-003]
responseDataSet=[]

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01l-sub
group=Auction_Subscribe
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root. jks
truststorePassword=ciscol23

© 2015 BHRGLQEH
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15:51:33.423 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
15:51:36.123 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896264] req-001
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896285] resp-003 - for request[QUERY[1437853896264]req-001]
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896885] req-002
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896945] resp-004 - for request[QUERY[1437853896885]req-002]
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=BidOnItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853897457] req-003
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=null
operationName=null
body:
error=not authorized
Sending request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853898077]req-001
Received response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
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contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT

value=RESPONSE[1437853898428] resp-001 - for request[QUERY[1437853898077]req-001]

$£16% EFEHE (Administration)->pxGrid &% (pxGrid Services)
VER pxGrid & 5 4t sdk01-sub EL1T [ #3523 @t

alel |dentity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Centers

b System  » |dentity Management  » Network Resources » Device Portal Management = pxGrid Services » Feed Service  » pxGrid Identity Mapping

o ST

o Enable @Disabie @Approve @ Group *Decline eﬂelete - v@Rﬁfrﬁsh Total Pending Approval(0) «

O Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities(2 Pub, 1 Sub) Online Administrator View
O ¥ sdkdi-sub Capabilities{0 Pub, 2 Sub) Online Auction_Subscribe View

Capability Detail

1-20f2 Show |25 = per page
Capability Name Capability Version Messaging Role Message Filter
O Auction 1.0 Sub
O core 1.0 Sub

HE
F15 AR sdk0l KA L

./generic_client.sh -a 10.0.0.37 -u sdk01l -k alpha.jks -p ciscol23 -t alpha_root.jks -gq ciscol23 -c
generic_publisher.properties
Initialized : GenericClient:
topicName=Auction
clientMode=PUBLISHER
sleepInterval=2000
iterations=20
queryNameSet=[]
actionNameSet=[]
publishDataSet=[pub-notif-001, pub-notif-002, pub-notif-003]
requestDataSet=[]
responseDataSet=[resp-001, resp-002, resp-003, resp-004]

——————— properties -------
version=1.0.2-30-SNAPSHOT
hostnames=10.0.0.37
username=sdk01
group=Auction_Publish
description=null
keystoreFilename=alpha. jks
keystorePassword=ciscol23
truststoreFilename=alpha root.jks
truststorePassword=ciscol23
15:47:52.196 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
15:47:53.548 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
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operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853673689]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853675695]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853677696]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853679697]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853681699]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853683700]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853685701]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853687703]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
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capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853689704]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853691705]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853693706]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853695710]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853697711]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853699712]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853701713]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853703714]pub-notif-001
Publishing notification: GenericMessage:




REVIEHREiER

alllillll
CiscoO

messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853705715]pub-notif-002
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853707717]pub-notif-003
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853709717]pub-notif-001
Publishing notification: GenericMessage:
messageType=NOTIFICATION
capabilityName=Auction
operationName=sampleNotification
body:
content:
contentTags=[NOTIF-TAG-201]
contentType=PLAIN TEXT
value=NOTIFICATION[1437853711718]pub-notif-002
Press <enter> to disconnect...Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853868986] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853869075] resp-001 - for request[QUERY[1437853868986]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853869589] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853869616] resp-002 - for request[QUERY[1437853869589]req-002]
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15:51:10.148 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853870656] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853870693] resp-003 - for request[QUERY[1437853870656]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853871201] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853871231] resp-004 - for request[QUERY[1437853871201]req-002]
15:51:11.776 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853872281] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853872418] resp-001 - for request[QUERY[1437853872281]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853872924] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids
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body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853872950] resp-002 - for request[QUERY[1437853872924]req-002]
15:51:13.485 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853873991] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853874019] resp-003 - for request[QUERY[1437853873991]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853874538] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853874566] resp-004 - for request[QUERY[1437853874538]req-002]
15:51:15.106 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853875612] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853875639] resp-001 - for request[QUERY[1437853875612]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
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value=QUERY[1437853876145]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853876175] resp-002 - for request[QUERY[1437853876145]req-002]
15:51:16.719 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853877240] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853877270] resp-003 - for request[QUERY[1437853877240]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853877776]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853877800] resp-004 - for request[QUERY[1437853877776]req-002]
15:51:18.383 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0l-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853878895]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853878925] resp-001 - for request[QUERY[1437853878895]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
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operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853879433]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853879459] resp-002 - for request[QUERY[1437853879433]req-002]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896264] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896285] resp-003 - for request[QUERY[1437853896264]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853896885] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853896945] resp-004 - for request[QUERY[1437853896885]req-002]
15:51:37.506 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853898077]req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853898428] resp-001 - for request[QUERY[1437853898077]req-001]
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Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853898938] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853898977] resp-002 - for request[QUERY[1437853898938]req-002]
15:51:39.509 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853900015] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853900041] resp-003 - for request[QUERY[1437853900015]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853900547] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853900571] resp-004 - for request[QUERY[1437853900547]req-002]
15:51:41.109 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853901614] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
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body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853901641] resp-001 - for request[QUERY[1437853901614]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853902147]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853902172] resp-002 - for request[QUERY[1437853902147]req-002]
15:51:42.706 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdk0Ol-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853903210] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853903237] resp-003 - for request[QUERY[1437853903210]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853903743]req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853903771] resp-004 - for request[QUERY[1437853903743]req-002]
15:51:44.412 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
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value=QUERY[1437853904916] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853904944] resp-001 - for request[QUERY[1437853904916]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853905450] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853905479] resp-002 - for request[QUERY[1437853905450]req-002]
15:51:46.024 [Smack-Cached Executor 2 (0)] INFO c.c.p.i.GenericMessageDispatcher - Returning error -
Authorization failed for sender: sdkOl-sub@xgrid.cisco.com, capability: Auction, operation: BidOnItems
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853906529] req-001
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetInventoryItems
body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853906557] resp-003 - for request[QUERY[1437853906529]req-001]
Received request: GenericMessage:
messageType=REQUEST
capabilityName=Auction
operationName=GetCurrentBids
body:
content:
contentTags=[QUERY-TAG-301]
contentType=PLAIN TEXT
value=QUERY[1437853907066] req-002
Returning response: GenericMessage:
messageType=RESPONSE
capabilityName=Auction
operationName=GetCurrentBids body:
content:
contentTags=[RESP-TAG-101]
contentType=PLAIN TEXT
value=RESPONSE[1437853907099] resp-004 - for request[QUERY[1437853907066]req-002]
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F24 EFEHE (Administration)->pxGrid &% (pxGrid Services)
sdk01 pxGrid 2 /7 Ui E M R & AT AR 55 4

whulie  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

G

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services  » Feed Servite » pxGrid Identity Mapping

Live Log

o Enable (@ Disable (JApprove @ Group W Decline egehgte v & Refresh  Total Pending Approval(0) =

[T Client Name Client Description Capabilities Status Client Group(s) Log
O » ise-admin-ise238 Capabilities(4 Pub, 2 Sub) Online Administrator View
O » ise-mnt-ise238 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » sdkoi-sub Capabilities{0 Pub, 2 Sub) Online Auction_Subscribe View
O » ise-sxp-ise238 Capabilities{1 Pub, 1 Sub) Online Administrator View
O » sdko1 Capabilities{1 Pub, 1 Sub) Online Basic,Session, Auction_Publish View

Capability Detail

1-20f2 Show |25 = per page
Capability Name Capability Version Messaging Role Message Filter
O Auction 1.0 Pub
O core 1.0 Sub
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SXP 275

ISE 2.0 $2f—/> SXP LM FEF . pxGrid $24E ISE KA SXP ##:(5 B (Filhn IP Hihk. SGT Fric. VEAl
STEEFHD) BIREST .

ISE /R~BIEIA sxp download 1 sxp_subscribe HIA ] FSRIREULAE S .

1E R, ?ﬂﬁ“?ﬂuﬁqjﬁﬁﬁ 7 Cisco Catalyst 3750x Fl1 ASA 5505, X641 TrustSec ¥ Al LAYES %
%%ﬁ%Uo -‘LE 23‘54;%:’ %‘JA\ \ﬁ&ﬁlﬁﬂ\ﬂ'ﬂ/‘] TrustSec ﬁﬁjﬁy&jﬁ%o

AL E SXP g W B 2, WEHRIETE A SXP & & LIEMRCE T CTS. W UEEIEHRPURES & 2 i 2
T5NEIER) #CTS i K#.

“lusl Identity Services Engine il ) Policy b GuestAccess b Administraion b Work Centers @  Ucensewaming 4

RADIUS Livelog = TACACS Livelog  Reports » Troubleshoot » Adaptive Metwork Control

Misconfigured Supplicants ¢ Misconfigured Network Deviees RADIUS Drops & Client Stopped Responding Repeat Counter ¢
1 o 683 0 L]

[il] Show Live Sessions 404 Add or Remove Columns * % Refresh (E) Reset Repeat Counts Refresh | Every 1 minute =] Show| Latest 100 records  ~ | within | Last 24 hot
e d suisie s ’Mntity ! ‘ Endpoint ID_* | Endpoint Profile * | Authentication Policy /| Authorization Policy Authorization Profiles * Network D
2015-08-01 06:14:09.217 a #CTSREQUEST# ciscoasa
2015-08-01 06:14:09.210 a #CTSREQUEST# NetworkDeviceAuthorization >> Ndac Policy 2 ciscoasa
2015-08-01 06:14:06.212 a #CTSREQUEST# ciscoasa
2015-08-01 06:14:06.205 a #CTSREQUEST# NetworkDeviceAuthorization >> Ndac Policy 2 ciscoasa
2015-08-01 06:09:34.111 a #CTSREQUEST# ciscoasa
2015-08-01 06:09:34.105 a #CTSREQUEST# NetworkDeviceAuthorization >> Ndac Policy 2 ciscoasa
2015-08-01 05:44:34.962 ] a CTS5-Test-Server Default >> Default >> ... Switch
2015-08-01 04:44:47.059 a #CTSREQUEST# Switch
2015-08-01 04:44:47.042 a LAB&\jeppich 00:0C:29:79:02:A8 Microsoft-Workstatior Default >> Dot1X >> D.. Default >> SGT_Employee SGT_Employee, PermitAccess Switch
2015-08-01 04:38:38.857 a hestfjeppich-PC.lz 00:0C:29:79:02:A8 VMWare-Device Default >> Doti1X >> D.. Default >> Basic_Authenticated_Access PermitAccess Switch
2015-08-01 04:38:37.939 ° a 00:0C:29:79:02:A 00:0C:29:79:02:A8 Default >> MAB >> Def.. Default >> Default DenyAccess Switch
2015-08-01 04:24:01.813 a #CTSREQUEST# ciscoasa

15 B E “TrustSec #ER 7 T AR

BN T EAE “4E 7 (Administration)-> “#B3” (Deployment) A H SXP AR 5% ity [ HIE 5 .
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TrustSec AAA & &
F1EH  EBFEIT/EHO (Work Centers)->TrustSec->ZH 44 (Components)->AAA I 45%% (AAA Servers)
TrustSec AAA fiIR5 #4414 CL 1l 7] ISE e &

“lwilie Tdentity Services Engine Home » Operations » Policy » Guest Access » Administration ~\Work Centers

wTrustSec  » Device Administration

» Overview  Authentication Policy  Authorization Policy =Components  » Policy » SXP  Reports  » Settings
ECsTO——

(<]
Security Groups AAA Servers
Security Group ACLs
§ Edit Add ¥ Delete Push
Network Devices = T ©
] Neme Description IP Address
Trustsec AAA Servers O ise201 192.168.1.23

BL & AT TrustSec BRI &

€ SUE T TrustSec #2515 %5 %€ X T Cisco Catalyst 3750x 22 #HLFI ASA 5505,

Cisco Catalyst 3750-x
E1EH  EFITIEHL (Work Centers)->TrustSec-># 44 (Components)->M 4515t - (Network Devices)

“thali. Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

wTrustSec = » Device Administration

» Overview  Authentication Policy  Authorization Policy = Components  » Policy » SXP  Reports  » Settings

P T —
<]

Security Groups Network Devices
Security Group ACLs
Network Devices J Edit pAdd [fyDuplicate | @almport @»Export v @) Generate PAC | 3 Delete v
Trustsec AAA Servers Name «  IP/Mask Profile Naf\te Location Type

[0 Sswitch 192.168.1.2/32 4k Cisco ® All Locations All Device Types

[0 ciscoasa 192.168.1.1/32 g Csco © All Locations All Device Types

© 2015 BRAEZK AR 109 ;T



REi)R(EIERE cisco

g2  EFEITMEPD (Work Centers)->TrustSec->Z 14 (Components)->M 4514 (Network Devices)
B3F  EFMFAHRE ID #H4T TrustSec iR5] (Use Device ID for TrustSec Identification)

Fa%

EFAEH (Using) CLI (SSH) & IAHC B 5 (254 (Send configuration changes to device)

FE: EFEME SSH B WREFME SSH B, ERIUESMEN T TMRR R ZM IP ik, L% ssh ] P Hihiteh, HFFE/RHY SSH

.

B55
F6d

B1H

il Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

~TrustSec b Device Administration

» Overview  Authentication Policy  Authorization Policy  ~ Components » Policy » SXP Reporis » Settings
——

° (& » SNMP Settings
Security Groups
~ Advanced TrustSec Settings
Security Group ACLs

Network Devices
 Device Authentication Settings
Trustsec AAA Servers

Use Device ID for TrustSec
Identification

Device Id | switch

ez (ehond

 TrustSec Notifications and Updates

* Download environment data every | 1 ‘ |ﬂgys jé |

* Download peer authorization policy every [1 | [pays -]
* Reauthentication every | 1 ‘ |Days ¥ | i

* Download SGACL lists every [T | [pays ]

Other TrustSec devices to trust this device

Send configuration changes to device Using (O CoA (® CLI(SSH)

Ssh Key [ c9:9e:73:50:1f.e7:7c:f4:31:4a:88:07:90: 1c |

£ “WABEERE” (Device Configuration Deployment) T->Jg F “ #5824 4HARiC E Hiit
A4 (Include this devices when deploying Security Group Tag Updates)
N BLRE R DARIES 2

v Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Device Interface Credentials

* EXEC Mode Username | jeppich

* EXEC Mode Password

assssssss | | Show |

Enable Mode Password

asanaeiy | (‘Show |

¥ Out Of Band (OOB) TrustSec PAC

Issue Date 01 Aug 2015 03:11:18 GMT
Expiration Date 30 Jul 2016 03:11:18 GMT
Issued By admin

| Generate PAC |

i E, AR PAC
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ASA 5505

F1E  EFEITA/EFL (Work Centers)->TrustSec->ZH /4 (Components)-> %1% % (Network Devices)
F2LH EFMHBA ID 34T TrustSec P17 (Use Device ID for TrustSec Identification)
E3IH  EHFMEH (Using) CLI (SSH) K iEAD B % 3% % (Send configuration changes to device)

“ahulic Identity Services Engine Home  »Operations  » Poliy  » GuestAccess b Administration

v TrustSec b Device Administration

» Overview Policy Policy ~C ts b Policy »SXP Reports b Settings

° m] » SNMP Settings
Security Groups. =2
|+ Advanced TrustSec Settings
Security Group ACLs
Network Devices
 Device Authentication Settings
Trustsec AAA Servers

Use Device 1D for TrustSec [
Identification

Device 1d | ciscoasa

e —

~ TrustSec Notifications and Updates

* Downoad environment cataevery [1 |

* Download peer authorization policyevery [1 | [oays -
= Reauthentication every [ )
* Download SGACL lists every E
Other TrustSec devices to trust this device (7]
Send configuration changes to device [7] Using () CoA (& CLI(SSH)
SehKey [97: e |

Fa4E 1 “KEBBEHE (Device Configuration Deployment)” T->FH “HMEBREHRCEHHL
44 (Include this devices when deploying Security Group Tag Updates)
B5P  WABSFEKHEIERER

~ Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Device Interface Credentials
* EXEC Mode Username
* EXEC Mode Password | esssssess | [‘show |
Enable Mode Password | ......... ‘ [ show |

+ Out Of Band (OOB) TrustSec PAC

Issue Date 01 Aug 2015 04:16:39 GMT
Expiration Date 30 Jul 2016 04:16:39 GMT
Issued By admin

| Generate PAC |
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AL E TrustSec i E

SO BRI R
F1H  EBFEIT/EP O (Work Centers)->TrustSec-># B (Settings)

“huth Identity Services Engine Home » Operations » Policy » Guest Access » Administration Work Centers

~TrustSec  » Device Administration
» Overview  Authentication Policy — Authorization Policy  » Components b Policy » SXP  Reporls  w Seftings
e

General TrustSec Setiings General TrustSec Settings

TrustSec Matrix Settings

. Protected Access Credential (PAC)
SXP Settings

*Tunnel PAC Time To Live | 90 | [Days N

*Proactive PAC update when % PAC TTL is Left

Security Group Tag Numbering

(®) System Will Assign SGT Numbers
[ Except Mumbers In Range -  From | 1,000 To| 1,100

(O User Must Enter SGT Numbers Manually

AERE4E

B T 3750x Al ASAS5505 SGT ##ics
F1E  EHETHEHD (Work Centers)->Z 44 (Components)->Z4 4 (Security Groups)->7 il (Add) Z&4H

uluilie Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

= TrustSec » Device Administration

» Overview  Authentication Policy  Authorization Policy ~Components » Policy » SXP  Reports b Seftings

e S
<]

Security Groups Security Groups

For Policy Export go to Administration = System > Backup & Restore > Policy Export Page
Security Group ACLs
Network Devices J Edit ohAdd | @aimport o Export v | 3 Delete v | () Push
Trustsec AAA Servers Name « | SGT (Dec / Hex) Description

] a750x 16/0010

0 AsA5505 17/0011

fic B PO4R 1% IR LR

N ASAS5505 Al 3750x 2244 AN T S
$1E  EFEITAEFL (Work Center)->TrustSec->3REE (Policy)->¥INET I I 25 B2 )
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‘thulie Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

= TrustSec | » Device Administration

» Overview  Authentication Policy  Authorization Policy » Components  w Policy » SXP  Reporis » Setlings
em—

L]
» Egress Policy Network Device Authorization
Netwark Device Authorization Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order.
Rule Name Conditions Security Group
* Secieiiy Group Mappings Ndac Policy 2 I TrustSec:SGADevicelD equals to ciscoasa then  ASAS505
Ndac Policy 1 If TrustSec:SGADevicelD equals to Switch then 3750x
Default Rule i no rules defined or no match then Unknown

TE M SGACL

F1E  EBFET/EFL (Work Centers)->TrustSec->ZH 4 (Components)->Z 44 ACL (Security Group
ACLs)->%1N (add)-> R4 (permit all)

‘bl Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

= TrustSec = » Device Administration

» Overview  Authentication Policy  Authorization Policy ~Components » Policy » SXP  Reports  » Settings

<]
Security Groups Security Groups ACLs
Security Group ACLs
# Edit Add yDuplicate )€ Delete Push
Network Devices = + % ©
MName | Description 1P Version
Trustsec AAA Se
e bt O permit_al 1Pv4

S SAGL B)5ERE

# SAGL 43t 8 H I SRIEAE RS, DA HoM bR ic B 48 B IR 25 15 1) . 7EJE AL 3750x AT ASA 5505 2 [a] 6]
T AN E FH B R VF A (permit all).

B1E  EFEIT/EH O (Work Centers)->TrustSec->K B (Policy)->H M KBS HHFE (Egress Policy Matrix)->%s
fn (Add)

aluili Identity Services Engine Home + Operations » Policy + Guest Access + Administration ~Wark Centers

= TrustSec = » Device Administration

» Overview  Authentication Policy ~ Authorization Policy  » Components  =Policy » SXP  Repors  p Settings

e
(]
= Egress Policy
Matrix Egress Policy (Matrix View)
Source Tree J/ Edic obAdd | € Clear Mapping * | () Push | Monitor All - OFf | (@aImport (RaExport |G View = Show | Al
Destination Tree
MNetwork Device Authorization < 5 a
Destination » = " o ﬁ o g 2 .
» Security Group Mappings 2 3 = o Z ] o & =]
ﬁ =] = = = =]} ! =} ! =]
E & 3 = g 2 g - E &
Source ~ @ @ @ @ @ |

@ 3750

16/0010
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BEE SXP BL4 1% IP B SGT BRET 4 ECRIHE TrustSec &%

3750x Il ASAS505 AR IL 1P M. A €aididT 17 .
F1H  EFETIEDHD (Centers)->TrustSec->3KH (Policy)->SXP 4 (SXP Devices)->¥ Il (add)

“thuli Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

- TrustSec = » Device Administration
+ Overview  Authentication Policy ~ Authorization Policy  » Components  » Policy ~SXP  Reports  » Seftings
—

SXP Devices SXP Devices @

Static SXP Mappings RowsiPage| 2 ~| 1 @l
All SXP Mappings > Refresh + Add WTrash - @ Edit Assign VPN
[ Name IP Address Status Role(s) Ver. To
Type Version [dd:hh:mm:ss
[ Switch 192.168.1.2 PENDING ON  SPEAKER DEFAULT v2 158201 100:00:01:59
[ ciscoasa 192.168.1.1 PENDING_ON LISTENER DEFAULT vz ise201 00:00:01:59

S ECRSTSARGY

BIEE T 3750x A1 ASA5505 W5 I & A5 P 2% .
E1F  EFEITEPO (Work Centers)->TrustSec->SXP->5E M P44 15 % KA BT

“hulie Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

w TrustSec | » Device Administration

b Overview  Authentication Policy  Authorization Policy  » Components  » Policy «SXP  Reports  » Settings
R

(<]
SXP Devices Static SXP Mapping @
Rows/Page x 1 (8 |£1

Static SXP Mappings ge| 2 -] :

~ = - g
All SXP Mappings = Refresh =+ Add [ Trash & Edit

] MName IP Address SGT VPN

[] clscoasa 192.168.1.1/32 ASAS505(17/0011) default

[ Switch 192.168.1.2/32 3A750x(16/0010) default
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1E pxGrid %75 SXP 48 %E

£ pxGrid _EJ AT SXP WS, VU] SXP JIAKE R TrustSec 21615 2 -

B1E  EFEIT/EF DO (Work Centers)->TrustSec-> B (Settings)->/g Fl “7E pxGrid L&A SXP 48 ”
(Publish SXP bindings on pxGrid)

$24  J5H (Enable)->% radius BEHRINZE] SXP IP SGT B4t (Add radius mappings into SXP IP SGT
mapping table)

FIL  WAEREG

“halie Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

= TrustSec = » Device Administration
v Overview  Authentication Policy  Authorization Policy  » Components  » Policy » SXP  Reports - Settings
N
(<]

[Q Publish SXP bindings on PxGrid

General TrustSec Settings
@] Add radius mappings into SXP IP SGT mapping table

TrustSec Matrix Settings

Global Password
SXP Settings

Global Password | .csesses

This global password will be overriden by the device specific password

TrustSec 3= HIE R

B F TrustSec 1G5, HIUTESIH) SGT 215 NAD i&3).
g1 EFETHEFS L (Work Centers)->TrustSec->$%H|H#X (Dashboard)

~TrusiSec b Devios Administrasn

~Ovndew  AuhenicationPuicy  AubZANPOKY b Componsnis »Polcy  KSXP  Repors b Sellings
L] X
o SGT Sessions ¢ S6Ts in e Atarm NADS in Use |
Ea— 2E3 13 ()] -~ | 123 Tove Frame [ i 7]
CnartTwe  [Bars +]
| [ 1 | o
Active SGT SeSsi0NS i Most Used | Least Uised Alarms Quick View wap | ser
ST Emgoyer Name Nap [Bhon tatee: Logs

HOGS

P Address
Actrve Sessions
PAC Exiny
Last Posicy Refresn
Last Authentication
Active SGTs
Lt TS Cok
Livelog  Trustssc sessions | naD Activity
s 20 (50|10 s T ——_— Y
Login Tima « | 1dantity Details CoA Action | Security Group MAS 1P Addrass
2015-06-01 17:18:33.083 LABE\jeppich o T SGT_Employes 19216812
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g2 EFENADIES

License Waming &

il Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~Work Centers

~TrustSec | » Device Administration

wQOverview  Authentication Policy  Authorization Policy » Components  » Policy » SXP Reports  » Settings
—

- &
idtcton SGT Sessions i SGTs in Use i Alarms i NADs in Use i
2 13 (0] o= 1
I I I I Each bar represents 5 Minutes
Active SGT SesSiONS @ Mostused | Least Used Alarms Quick View wap | scr
SCT_Employes W 1 Name NAD | | (Srow Latest Logs )
MNDGs
IP Address
Active Sessions
PAC Expiry
Last Policy Refresh
Last Authentication
Active SGTs
o 25 5 75 10 125 D
L-IVelclg TrustSec Sessions | NAL A&kt
3
‘Operation Time ~ | NAS IP Address Security Group Event Server Location De
2015-08-01 17:18:32.256 192.168.1.2 SGT_Employee TrustSec Data Download Succeeded ise201 All Locations All
2015-08-01 17:18:32.226 192.168.1.2 SGT_Employee Authentication sucoeeded ise201 All Locations All
2015-08-01 17:17:09.153 192.168.1.2 Authentication sucoeeded ise201 All Locations All

SXP HERE
SXP R & 48 e AE R RIS AP,

B1L  EFEITEPD (Work Centers)->H & EH (Device Administration)-># 55 (Reports)->SXP->SXP 4 &
(SXP Binding)

Identity Services Engine Home » Operations » Policy » Guest Access » Administration «Work Centers License Waming

» TrustSec w Device Administration

Overview b Identities  User |dentity Groups b Metwork Resources  Network Device Groups b Policy Conditions  » Policy Results  Policy Sets  Reports  Settings
——

Report Selector SXP Binding 7 Favorite @
Favorites G
From 08/01/2015 12:00:00.000 AM to 08/01/2015 05:27:38.392 PM
» Audit
10 reports Page.
» Device Administration Generated Time Peer IP TAG VPN S¥P Node Ip SRC Peer Sequence  Is Active Operatio
4 reports
[ m— 2015-08-01 06:53:54.49  197.168.1.1/32 17 default 192.168.1.24  192.168.1.24  192.168.1.24  true ADD
10 reporis 2015-08-01 06:52:13.28  1gp.168.1.2/32 16 default 192.168.1.24  192.168.1.24  192.168.1.24  true ADD
¥. Endpoinos and teem 2015-08-01 04:44:47.241  1gp 168.1.31/32 % default 192.168.124  192.168.1.2 192.168.1.24,192 true ADD
15 reports
P Guest Access Reports
5 reports
v SXP

F2H  EFTIEFL (Work Centers)-># ZEH (Device Administration)->f% £ (Reports)->SXP->SXP EH#;
(SXP Connection)
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‘il Identity Services Engine Home  »Operations  »Policy b GuestAccess b Administration |[IRAM R @  Ucensewaming &

» TrustS8ec = Device Administration

Overview  » Identiies  User Identity Groups  » Network Resources  Network Device Groups  » Policy Conditions  » Policy Results ~ Policy Sets  Reports ~ Settings
—

Report Selector SXP Connection 17 Favorite @by Export To o
Favorites Generated at 20
—— From 08/01/2015 12:00:00.000 AM to 08/01/2015 05:28:32.047 PM
" :
> Audit
10 reports Page 2 .. >> Records1tod
PSS | Generated Time Peer I Port SXP Node Ip VPN SXP Mode SYP Version Password Type  Status
4 reports
e 2015-08-01 17:27:06.945 197 168.1.2 64990 BN default SPEAKER VERSION_2 DEFAULT PendingOn
10 reports 2015-08-01 17:27:06.939 197 168.1.1 64999 i default LISTENER VERSION_2 DEFAULT PendingOn
b Endpoinks and,lisem 2015-08-01 17:25:06.497  192.168.1.2 64999 e default SPEAKER VERSION_2 DEFAULT PendingOn
15 reports
2015-08-01 17:25:06.493 193 168.1.1 64999 i default LISTENER VERSION_2 DEFAULT PendingOn

» Guest Access Reports

sxp_download FA sxp_subscribe BZA

T sxp FEE L.

$1E  EETHERD (Work Centers)->TrustSec->SXP->F# A SXP Bt (Static SXP Mappings), R 5%
IR 48 5 % DAl R SXP fiiA

‘il Identity Services Engine Home » Operations » Policy » Guest Access » Administration ~ Work Centers

- TrustSec » Device Administration

v Overview  Authentication Policy  Authorization Policy » Components  » Policy ~SXP  Reports  » Setlings
ESE—

<
SXP Devices Static SXP Mapping @
) i Rows/Page 2 j 1 B 1

Static SXP Mappings

i~ = - - i
All SXP Mappings © Refresh =+ Add  Trash @ Edit

(] MName IP Address SGT VPN

[ clscoasa 192.168.1.1/32 ASABS05(17/0011) default

[ Switch 192.168.1.2/32 3750x(16/0010) default

$24%  1E17 sxp_download I A sxp_subscribe A

Johns-MacBook-Pro:bin jeppich$ ./sxp_download.sh -a 192.168.1.23 -u mac -k alpha.jks -p ciscol23 -t
alpha root.jks -q ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:42:02.433 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:42:03.677 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
SXPBinding={ipPrefix=192.168.1.1/32 tag=17 source=192.168.1.24 peerSequence=192.168.1.24}
SXPBinding={ipPrefix=192.168.1.2/32 tag=16 source=192.168.1.24 peerSequence=192.168.1.24}
Binding count=2
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Connection closed
12:42:05.062 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Stopped
Johns-MacBook-Pro:bin jeppich$

Johns-MacBook-Pro:bin jeppich$ ./sxp_subscribe.sh -a 192.168.1.23 -u mac -k alpha.jks -p ciscol23 -t
alpha_root.jks -q ciscol23
——————— properties -------

version=1.0.2-30-SNAPSHOT

hostnames=192.168.1.23

username=mac

group=Session

description=null

keystoreFilename=alpha. jks

keystorePassword=ciscol23

truststoreFilename=alpha root.jks

truststorePassword=ciscol23
12:43:00.420 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Started
Connecting. ..
Connected
12:43:01.646 [Thread-1] INFO com.cisco.pxgrid.ReconnectionManager - Connected
press <enter> to disconnect...Binding deleted: SXPBinding={ipPrefix=192.168.1.1/32 tag=17 source=192.168.1.24
peerSequence=192.168.1.24}
Binding added: SXPBinding={ipPrefix=192.168.1.1/32 tag=17 source=192.168.1.24 peerSequence=192.168.1.24}
Binding deleted: SXPBinding={ipPrefix=192.168.1.2/32 tag=16 source=192.168.1.24 peerSequence=192.168.1.24}
Binding added: SXPBinding={ipPrefix=192.168.1.2/32 tag=16 source=192.168.1.24 peerSequence=192.168.1.24}
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19:37:39.475 [main] WARN o.a.cxf.phase.PhaselnterceptorChain - Interceptor for
{https:/lise238.1ab6.com:8910/pxgrid/mnt/sd}WebClient has thrown exception,
unwinding now

Ensure that pxGrid client(s) and windows 7 clients are DNS resolvable

19:37:39.475 [main] WARN o.a.cxf.phase.PhaselnterceptorChain - Interceptor for
{https://ise238.1ab6.com:8910/pxgrid/mnt/sd} WebClient has thrown exception, unwinding now

org.apache.cxf.interceptor.Fault: Could not send Message.

at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage(MessageSend
erInterceptor.java:64) ~[cxf-api-2.7.3.jar:2.7.3]
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2EFH

TrustSec ¥ ZFHELE

TrustSec i FZECE
ASA-5505 Big & HL &

$1% 1L ASA it E RADIUS

conf t
aaa-server isel protocol radius
aaa-server isel host 192.168.1.23 {shared secret}

F1H QRS

conf t

aaa-server ciscoasa protocol radius
aaa-server ciscoasa(inside) host 192.168.1.23
key Richard08

exit

cts server-group ciscoasa

245 MWKEESA O0BPAC X1

conf t
cts import-pac ftp://jeppich:Richard08192.168.1.13/ciscoasa.pac password Richard08 {shared secret}

$E3L K ASABLE N SPX MW

conf t

cts sxp enable

cts sxp default password Richard08 {password should match other SXP devices}

cts sxp default source-ip 192.168.1.1 {ASA internal IP address}

cts sxp connection peer 192.168.1.2 {switch IP address} password default mode local listener

cts sxp default sxp connection peer 192.168.1.37 {bayshore} password default mode local listener

$4F oA ASA RELERIL SGT Wi, KA.

conf t
sh cts sxp sgt-map ipv4 detail
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3750x HIE FECE
E1% K E RADIUS HIAZ#AL

conf t
aaa authorization network isel group radius

cts

authorization list isel

ip device tracking
radius-server host 192.168.23 pac key Richard08

®2H  BLE CTS KIEZHL

cts
cts
cts
cts

sxp enable

sxp default source-ip 192.168.1.2 {ip address of switch}

sxp default password Richard08 {shared secret}

sxp connection peer 192.168.1.1 (ip address of ASA) password default mode local
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