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tHEAET
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15 TR 28 ity Uy ) Fa 1 5 07 1) 42 1 R GE (TACACS+) J& A PR A5 Hh 2 2 4 42 i) R SRIUGT % 1 3% B0 A7 190 28 15
] L A% B 78 BRI M) BLRR 128 7 - R 25 28 B« TACACS+ LU AAA IR

o HENIE - T RHE
o BABL- uVFH AT H A 3RAE
o LMK - WEME A2 LRI 1]

ARG AL DL ERL B 3 IR 55 51 % (ISE) 18 TACACS+ Il 55 %8 3 LR G £6 J5 38 M 4% ] 2% (WLC) 1EN
TACACS+ % '3 ) TACACS+ it & 7~ .

ERA{ERa
KPR W4, BUR ] ISE SR I8 WILC 038 51 U W BUR.

o B 1Ry - N A HACE ISE
552 B4y - N TACACS+ & WLC

e RYE &

ARSCRG rP AE BBET DU B A R A «

e ISE iitA 2.0
o fHH AireOS BAFRA 7.6 F1 8.0 '] WLC

ARSCR P 5 B AR NS B A T QI . P s IR ) (BRA) BB
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£ ISE EiFmi R ETE

B RS A F IRV AT, (E A 7 I HAT 1) ISE P sl s VRl iiE .

£ ISE LB R &EH

7E ISE 5 i, BRAEIL N R B H R &E RS (TACACS+). #F—2 & | HiZmR5%

15 AP DS 28 E s 5 ISE &P Web [/,

8 248 NP (Administration) > &4t (System) > ¥ (Deployment). %7 ISE 5 55 ()% N & i AHE,

SR E St (Edit).

il |dentity Services Engine

Home ¥ Operations * Policy b Guest Bss * Administration

w Syziem b [dentity Management ¥ Metwork Resources b Device Portal Management  prGrid Semrvices ¥ Feed Senice

Deployment  Licensing b Cettificates ¥ Logging P Maintenance  Upgrade  Backup & Restore P Admin Access
——

Modle Status

Deployment Deployment Nodes
Qv - 8.
» 5% Deployment /' Edit r & svreup | [ Derenister
s PAN Falaver ] Hostname «  Mode Type  Personas
ise-1 ISE Administration, Monitoring, Policy Service

E 1. ISEZERE

8 3% EHEFBE (General Settings) F, [7] FRZ) 1% 4 8 % & B K% (Enable Device Admin
Service) [ M & EHE .

‘it identity Senvices Engine  Home
wSystem b Identity Management b Network Resources  » Device Portal Management  pxGrid Services  » Feed Service b Identity Mapping
Deployment  Licensing b Certificates  » Logging  » Maintenance  Upgrade  Backup & u 3
—_—— Enable SXP Service
Deployment Doployment Nodes List > atw-ise243
g s Use Interface | GigabitEthernet 0
;.:D”NFIIM
e ] -
1P Ada 10.1.100.24 i H H
e . Enable Device Admin Service
Personas
S [ Enable Identity Mapping
! Monitod
L Service:
¥ gnable Session Services |:| prnd J
Inciude Node in Ne
ijf_nanh SKP Service
Use Interface | GigabitEthernet 0
[ gnable Device Admin Service
O nabe 1dentity Mapping
Oprig @

& 2. ISE SEEHILE
8 45 T (Save) ILE . MHT7E ISE O )8 & & EHIRS .
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REEET{EdD
ISE 2.0 5| A\ T TrutSec Fl&&EH TAEF . TAEF OB EREEIREM TG 0ER.
F1%: EZEZTEF L (Work Centers) > K& EH (Device Administration) > #EiR (Overview)

‘dutl Identity Services Engine Home  » Operaions b Policy b GuestAccess b Administration [N @  Lcensewaming 4

» TrusiSec - Device Administration

Overview  » Identiies  User Identity Groups  » Network Resources  Network Device Groups  » Policy Conditions  » Policy Results  Device Admin Policy Sets  Reports  Settings
—

Device Administration Overview

» Configure Devices

All the devices that will be controlled
and audited by TACACS device
administration, should have TACACS

« Authorization Roles secrets set. « Audit the System

‘Consider the roles your organization View reports to check access and
needs to manage its devices. Create » Define Policies X authorization is as intended.
Authorization Profiles and Command Create a policy within the policy sets for
Sets to determine the operations VOUF_U&W\FB administration §
admins may perform. service.Firstly, set the authentication
policy to select the identity stores that
= Device Administrators contain the device administrators. Next
All users who will perform device use the authorization policy to select the
administration, whether internal or Profiles and Command Sets, according
external, should have a common tothe re\ev_am c_ondmons. for example
attribute or be assigned to a suitable NDGs and identity groups.
group.
» Settings
« Migrating from ACS 5.5/5.67 Check the default Settings for )
Use the handy migration tool to import connections and password control suit
all your data and set default TACACS your organization.

secrets for all network devices.

3. R EHEMA

B PR SR AL 28 B R R i R SR 3R

e B 4R B P 4R 1 24
PUAE, LA IR R 4 45 L 46 4.
ISE BI85 e 45 M MO SRAR BB K 1 B S L. A BRI Rt s — R L ELI ST (A 26 6 02K

EF1E5: SHIITHEF D (Work Centers) > &5 EH (Device Administration) > P28 #2540 (Network Device
Groups)

.::|I|!.:|g- [dentity Engine

Home b Operations + Paolicy b Gues - v Administration ~YWiork Centers

P TrustSec - Device Administration

Cwerview  F dentittes User [dentity Groups ¥ Metwork Resources  Metwork Device Groups v Policy Conditions b Policy Results  Device Admin Policy Sets Reports Seftings
————

Network Device Groups Network Device Groups
¢ 2]
v[i= ~ ol Edit faAdd  [fy0uplicate Delete | (@almport @ Expart Show | Al
* | Groups [ Mame - Type Description
> g'_lg Al Device Types O &l Device Trpes Dievice Type Al Device Types
> &y Al Locations [ A Locations Location )l Lacations

4. MEEREE

“ETA &2 (All Device Types) fil “Fr A7 E” (All Locations) A& ISE $2 (it [ BRINE IRZEH
AT DAV N B L JZ IR GBS T 2B A SR R ) I K 10 SRS 2% A2 Hh A FE 1) TR 2% 44 %
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B2E: EENSMEREMG, “MER&L4” (Network Device Groups) ¥ 41 fli 7w :

v | Groups

- i?i All Device Types
- i?i Network Devices
i?i 105 Devices
i?i Nexus_0S5
i?i Wireless Devices
- i?i Security Devices
i?i Firewalls
i Ps
iy VPN
- i?i All Locations
- i?i East_Coast
i?i Boston
i?i New York
- il.l\i West_Coast
i?i Los Angeles

i?i San Jose

5. MR EZARCRIE

PAELCAE TN T &Pk 2 A DL S o B o

3% UE, BRI WLC 1EAMS TS, 2 TA/EFL (Work Centers) > & H (Device
Administration) > 2§ ¥%JE (Network Resources). iFEIN (Add) DA 0T B /X 2% 15 4%
DMZ_BLDO_vWLC.

Network Devices List > DMZ_BLDO_vWLC
Network Devices

* Name | DMZ_BLDO_wWLC
Description | virtual wLC

*IP Address: | 10.1.100.170 2

* Device Profile | Cisco| »| &

Software Version l:l

* Network Device Group

Location |San Jose | Set To Default |

Device Tvbe [wireless Devices ) ||| Set To Default |

» RADIUS Authentication Settings

= TACACS+ Authentication Seftings

Shared Secrst [seaesenes | [ Show |

Enable Single Connect Mode [

* Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

Bl RMMLIRE

B NV A& (1) TP Mk R A ORI o % AL B A % K8, e, JoH TACACS+ 4 BiFRE
(TACACS+ Authentication Settings) Jf-1i5 € L =% 4.
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EXSEE

AT BIEENREER RS E. S ETUUZ ISE N EEH 7 FI/EUEAT 2 S FF AN S i X T IhAC &,
FRA PR A5 FH A58 B 43 U5 Active Directory (AD).

$15: SHi3EHE (Administration) > §435 3 (Identity Management) > M54 EE (External Identity
Stores) > Active Directory. 7% 1 (Add) PLSE SUHTHI Active Directory I i F8EIIN S5 FR
1 AD ¥4, 25 SR (Submit).

asco  /OENLTY Services Engine Home ¥ Ciparations ¥ Policy v GuestAccess = Administration ¥ Wark Centers

b Systemn = |dentity Management b Metwork Resources b Dievice Portal Management  pxGrid Services v Feed Service b |dentity Mapping

v |dentities  Groups  External ldentity Sources  Identity Source Sequences b Settings

External Identity Sources Connection
v |z~ i * Join Point Namme | dernoaD
v [ Cerdificate Authertication Profile * Active Directory Domain | securityderno.net|

v | Active Directory

B 3. &M AD MIANE

B2 MR “REZEFIA ISE 1S EIIF L Active Directory 3 ? ” (Would you like to Join all ISE
Nodes to this Active Directory Domain?) I} st & (Yes)
WMNEA AD AR FIFEUE, 854 ISE IMAE] AD. £ ERAS DL IE 2 5 T #4E

B Authertication Domans Groups Attributos acvancod Sottings
= Join Painl Hame f&e:'r:c;.n- ] |
* Actve Directory Domain  securitydemao.net
o fDssonostic Tool 4 Refresh Table
[ iSE Mode a [SE Nade Role Status Drosmains Contraller Sitis
O ise-1.securtydemonat STAMDALOME demoAD securiydemo nat Deefautl-Fiest Sile-Mama

4. 4% ISE IIAEI AD

B 3% A (Groups) IR, K5 SR (Add) DERIFRZEMBTA A, HET XA mRAUH P T
BE&VT o N R R AR R I3RS A 4
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Connection Authentication Dormains |

Edit ='|]=Add - Delete Group  Update 5ID Values

] Name
O securitydemo.netDemoGroups/Contractors

O securitydemo.netDemoGroups/Doctors

[ | securitydemo.netDemoGroups/East_Coast |

securitydemo.netiDemoGroups/Employees

securitydemo netiDemoGroups/HelpDesk

securitydemo.netDemoGroups/MNetwork_QOperators

securitydemo.netDemoGroups/Murses

Oooooo

securitydemo.netDemoGroups/Physicians

O | securitydemo.netDemoGroups/Security_Operators |

O securitydemo.netDemoGroups/Staff
O securitydemo.netDemoGroups/Students
[ fsecuriydemo.netDemoGroups/Vest_Coast |

securitydemo.netlUsers/Domain Admins

securitydemo.netlUsers/Domain Computers
securitydemo.netlUsers/Domain Users

ooono

securitydemo.netlUsers/Super Device Admin

& 5. AD4R

i E TACACS FL B x4
FRATW 5 A FZ ARG TR g B ) = TACACS B & A4 -

e  WLC_Monitor_Only: HA “¥i#” (Monitor) i I+ U5 7] ALPR 1 AR 55 A0
e  WLC_Security_Access: Hf “%4” (Security) Al “#ir4” (Commands) &I 7 i) B PR () 22 4= #54F G
o WLC_Admin: FA7 58477 MR )& 2 5

WLC {# F 25 A rolel. role2 25/ TACACS+ H & @M. vt MONITOR. WLAN,
CONTROLLER. WIRELESS. SECURITY. MANAGEMENT. COMMAND. ALL £l LOBBY. Hi-t/>ff %t
T WLC &2 Web UL _EFSEEEDT. 0] LA — D ELE AN A SR R VPR E DI REAT I 5 V5 i), Ffxf H
RIEEFAT R,

i) WLAN. SECURITY 1 CONTROLLER #7 T35 7 AR, 58N LR A

role=WLAN
role2=SECURITY
role3=CONTROLLER

#14$: EISEGUI I, #ZET/EHL (Work Centers) > %5 (Device Administration) > K& %5 R
(Policy Results) > TACACS & X4 (TACACS Profiles). 713711 TACACS B & 1 (FrN
WLC_Monitor_Only) . [ F&z)%H %X & (Custom Attributes) 5 LU E X4 MONITOR
(5 1) AR

Carstomm Alritnfins

+add WTaen= © o
r Twpa Mama i

T MANDATORY roibed MONITOR [y |

6. WLC_Monitor_Only g TACACS EZE 3+
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CIscO

&g 245:

£ 3L

HHRAE (Save) LLORAFARC & A .
Iy —AEE S (BN WLC_Security_Access) PAE{EXT SECURITY 1 COMMANDS [ ]

U

dengd  WTesne  EEdn -
- e Harree Vialun

[ MAMDATORY Tl BECURITY 8

T EAMDATORY rolad CORMANDS £3 B

7. WLC_Security_Access #J TACACS Bt &3

HdHRAE (Save) DLRAERL & 1.
WO =AEE ST (RN WLC_Admin) , 383 B rolel=ALL )& P R4 A BT 1 5K (1) 7 17]
BLRR -

Ciitom Kitiibiite

& agd  WTrasne  @EEan i
r  Tma Hamna Walug

™ MANDATORY rde AL [~ |

8. WLC_Admin #J TACACS Bt & X

WEERRIE

T REEE, BOAEIL T 28 RIS AR . SRR AR i] DRI e 2 SRR R 7 5w, AT 2AR N TACACS P &
A i, Cisco 10S ¥ ff AL PR AN/ B an 25, 10 WLC B WA B € L k.

£ 15

%25

S5 TAEH L (Work Centers) > W& B (Device Administration) > #2855 BEIE4E (Device

Admin Policy Sets). HINEA LT &R IS4 (F7 WirelessLanControllers)
DEVICE:Device Type EQUALS Device Type#All Device Types#Network Device#Wireless Devices

Conditions
DEVICE Device Type EQUALS Device Type®all Device
Trpas@tletwork DindcesPMineloss Divices

Stz Hame Descripdior
WiredessLanControllers

9. REEEFM

BB O IR SN o X T S deil, FRATHEAE A Active Directory 1E4 ID FE.

» Authentication Policy

Default Rule (f no match) Alow Protocols - Default Device Admin and use . demoAD

10. BHRIIESREE

©2016 BRAG AR



' Wl
L& {EIER ICIII!".véIC)

£ 3L EURPURNE . WAATRATEARYE Active Directory HF 7 ZH AL 45 1AL B 5K 58 UIZALHEIG . 5,
Active Directory ZH West Coast H'[{JH ' R e V7 [ fi2 T West Coast 1, 1M Active Directory 21
East Coast /[ F " K BE 15 In]£2 T East Coast 1115 % o

S FU0U = AR £ Shell Bg &3
u WLC HelpDesk West |demoAD:ExternalGroups EQUALS WLC_Monitor_Only
securitydemo.net/DemoGroups/HelpDesk
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND
DEVICE:Location CONTAINS All Locations#West_Coast

u WLC HelpDesk East |demoAD:ExternalGroups EQUALS WLC_Monitor_Only
securitydemo.net/DemoGroups/HelpDesk

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND
DEVICE:Location CONTAINS All Locations#East_Coast

u WLC Security West | demoAD:ExternalGroups EQUALS WLC_Security_Access
securitydemo.net/DemoGroups/Security_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND
DEVICE:Location CONTAINS All Locations#West_Coast

u WLC Security East demoAD:ExternalGroups EQUALS WLC_Security_Access
securitydemo.net/DemoGroups/Security_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND
DEVICE:Location CONTAINS All Locations#East_Coast

u WLC Admin E and W |demoAD:ExternalGroups EQUALS WLC_Admin
securitydemo.net/DemoGroups/Network_Operators

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast




2 2 S RAE IR cISCo
S =R £ Shell AL & 32

u WLC Admin West demoAD:ExternalGroups EQUALS WLC_Admin
securitydemo.net/DemoGroups/Network_Operators
AND
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast
AND
DEVICE:Location CONTAINS All Locations#West_Coast

WLC Admin East demoAD:ExternalGroups EQUALS WLC_Admin

securitydemo.net/DemoGroups/Network_Operators
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND
DEVICE:Location CONTAINS All Locations#East_Coast

Default

DenyAllCommands

B 11, BRCRRE

FRATBAE EL5E 8 WLC W48 1% & & # 1 1 ISE Bl &
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TACACS+ By WLC B &

NTE WLC 5 H 88 hll B TACACS+, BT B2y .

Lol e e

NN TACACS+ S 356 IR AR 55 %%
I TACACS+ 2 BUIR 55 %

7RI TACACS+ 0 MK R 55 %

Bt B 8 2 FH P B 43 B0 UIE 1 A S R

75/ TACACS+ B IG1ERAR 525

SERR A, BRI TACACS+ & 45 561 IR 55 2% .

£ 145:

g 3%

M WLC GUI 1, 53224 (Security) > AAA > TACACS+ > B3 HE (Authentication), JR/J5 &
HETE (New)...

CISCO MONITOR WLANs CONTROLLER WIRELESS || SECURITY | MANAGEMENT COMMANDS HELP FEEDBACK

Security TACACS+ Authentication Servers New... |

v AAA
General
« RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
Authentication ff—
Accounting
Authorization
DNS

Server Index Server Address(Ipv4/Ipv6) Port Admin Status

12. TACACS+ B)IGERR 5525

i NME N TACACS+ AR5 25110 ISE ARSS 2810 1P bk, I N L8540,

MOMNITOR  WLANs  CONTROLLER  WIRELESS  SECURITY  MANAGEMEMWT  COMMAMDS  HELP
Security TACACS+ Authentication Servers > New
v AAA -
Server Index (Priorit 1.-
General ‘ ¥ Ij
» RADIUS Server IP Address(Ipvd/Ipve) |1D‘1.1DD.22
Authentication
Accounting Shared Secret Forrmat I ASCII 'I
el Lzl Shared Secret |ssssssses
DHS
Cownloaded AVP Confirm Shared Secret I ---------
» TACACS+
Authentication Part Nurnber |4g
Accounting lﬁ
P Server Status Enabled
DNE Server Timeout IS seconds

B 13. 750 TACACS+ B3Rk 525

mi LA (Apply).




REVIEHRIEER

lllllllll
CIsCO.

%N TACACS+ IS R 588

SERC R AP, DUMEES I TACACS+ 3 AR S5 4%

B 15

& 345:

M WLC GUI 1, Si32¢4 (Security) > AAA > TACACS+ > $ZAX (Authorization), X5 5 i

# (New)...

VNI0 ISE AR 55 #5100 TP HuhbAE AR 55 4% TP kb, Fffm AL =241,

cISco

Security

 MAR
General

» RADILS
Authentication
Accounting
Fallback
DNS
Downloaded AVP

» TACACSH
Authentication
Accounting
Authorization
DNS

MONITOR  WlLANS CONTROLLER  WIRELESS

TACACS+ Authorization Servers » New

Server Index (Priority)
Server IP Address(Ipvd/Ipve)
Shared Secret Format
Shared Secret

Confirm Shared Secret

Port Murnber

Server Status

Server Timeout

[E3E

|10.1.100.22

ASCIT = l

HELF

[eessesse
S
[Enabled =]
[ seconds

MR (Apply)

14. 7"h0 TACACS+ 12U BR 5528

%N TACACS+ gk R 588

SERC R AP, DUMEES I TACACS+ ic kAR %5 4% .

F15:

$ 2%

& 345:

M WLC GUI 1, 555|224 (Security) > AAA > TACACS+ > 12K (Accounting), #RJ5 fidhEae

(New)...

N ISE AR5 #31 1P sk /E R 2545 1P bk, FFdm AL =548,

MONITOR  WLANs  COMNTROLLER  WIRELESS

HELP

Security

v AAR
General

« RADIUS
Authentication
Accounting
Fallback
DS
Downloaded AWP

» TACACS+
Authentication
Accounting
Authorization
DS

TACACS+ Accounting Servers > New

Server Index (Priority)

Server IP
Address{Ipv4/Ipve)

Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Mumber

Server Status

Server Timeout

|

Jlo1.100.22

I ASCIT = I

|49—
[Enabled <]
IS_ seconds

MR (Apply)

& 15.

RN TACACS+ i2ikAR 585
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i B EE A P SRR ST R FF

LU IR B n e e B A B P B AR AR S Y . BRIASE T B8 B N A Al RADIUS (local and RADIUS).
{fiF TACACS+, S5 50F )0 7 7 LAY TACACS+ FZsH# (TACACS+ and local) 5{Z#if1 TACACS+ (local
and TACACS+).

$E1%5: MNGUIH, #4524 (Security) > BEHIFF (Priority Order) > B H ] ) (Management User). 1§
R IE) BRI S F k428, k8 “ A IRiE” (Authentication) JE# HAE 7 TACACS+ J5 i) LOCAL

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Security Priority Order > Management User
» AAA
} Local EAP Authentication
Advanced EAP
Not Used Order Used for Authentication
w Priority Order
Management User RADIUS [ = | Igccifs"' | up |

b Certificate

A
g
£
=]

¥ Access Control Lists

Wireless Protection
Policies

IF LOCAL is selected as second priority then user will be authenticated against

» Web Auth LOCAL only if first priority is unreachable.

B 16. BLESMHIEIEIRF
$ 25 LEHENHA (Apply).
X 58 TACACS+ [ WLC Bl & .
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REAR

U, WLC W& & B & A IO E AR e il R/ e &

£ 145
£ 2%5:
&£ 3%

E 4L

E 5%

CUE TSR 2H I 05 3 AN [R) 16 2% 00 45 P B 4 8 56 1) WLC.

SR, VAR P A AT RS S E TR .

XFRRS LR, SRR PE-R R 2R s SumIbE . B, #5453 WLAN FE 223500 5
Hrp—4 WLAN. BT IHH P {E MONITOR 7 AR, DAtk Rl DA R % 1 1 46 4a 4R

Authorization Failed. Mo sufficient privieges
[T Prevent this page from cresting additional dislogs

17. WLC LERIUEMEEIRIEE

M ISE GUI 1, 5 %#4E (Operations) > TACACS sEi} H & (TACACS Livelog). 7EIAMEZR AT

1 TACACS S SilE A AGE K, I H RIS B F DR 2 A SR R 3 55 8 /R M i Jis AT ) P4
=5

BT o

Lo Tima

EoEoEBE i E

[ 18. TACACS =ZAtHE

X ks, AR ISE B3 2 TAEH L (Work Centers) > B35 2 (Device Administration) > &
& (Reports) > W& EH (Device Administration) DRI S 3 501 RAFHC KR 2 .
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