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e
TACACS+(Terminal Access Controller Access Control System Plus)= 2H2E % CH2 {3 f&o
HEL(T HAM A ClHEO| A0 Cho 22| AMAE FY HEACE Hot Ko = U= S20[AUE MH

T2 EZYLICE TACACS+E CH3 2| AAA MH|AE HSeLICt.
o QT -AMEXE FTUN

o HTHEO|- AR O FHZ B 4 Tt

0| &AM+ Cisco ISE(Identity Services Engine)E TACACS+ A{H{ 2 A2 38}11 Cisco ASA(Adaptive Security
Appliance)S TACACS+ S2}0|91EZ AI23l= TACACS+ ZAI| 12{|0| M0oj| Cist Of| A| S H| S EtLLC.

710| E ALE

Of 7}O|=0j M= ISES Cisco ASAO] Liigh 22| AN A S 2E|oteE 2glsr| e 2 S 2712 IE2
Li+0f 2 F gL Cf.

e IIE 1_C|HIO|A 22| E 2ITHISE 7+
e I}E 2 _TACACS+E I3t Cisco ASA T+

AHRElE 74 94
O] ZM2 §E= of2iel AT ER 0] 8l 5tEQ 0 HES 7|He = SfL(Ct

o ISE VMware 7t&f O{EE210[1A, 22X 2.0
o Cisco ASAv(Adaptive Security Virtual Appliance), Cisco ASA 2T E Q|0 {7 9.5(2) &

ASDM(Adaptive Security Device Manager) {7 7.5(2)
e Oracle Java™ SE Runtime Environment, build 1.7.0_40-b43

Of ZMo| LHE2 # 2tB 2| LIHIO|AE EL 2 HYEJASLICE Of7|of ZetEl 2= C[HO|AE
7|8hE (7]=) Zm 2 0] oA AlEFREL T,
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ISECI A2 2o] Ml CfHo] A e

ClHFO|A EH2|(TACACS+)= 2XIE 7|E2 2 20| M AT RO{E[X[ 2 6] 7|0 = 7| E2| RE2 ISE Base
EE = Mobility 2f0|dl A7 HastL|Ct,

ISEO|A{2] C|HtO[A 2| Ed st

C|HFO|A ZH2| MH|A(TACACS+)E ISE =E0M 7|28 0 2 SE3te|X| f&LCH A HRY tHA= O
MH|AE 2dotdt= AL o

124 X@E= 222K S StLE AF8ot0] ISE 2| & ZEof| 22 Qlg Lt

[ =]

2 A Administration(22]) > System(A| 2 %) > Deployment(¥%])2 0| SELICt. ISE == HOfl A=
gtolzhg MEfSE D Edit(=™)E S 2/eL )

Al dentity Serdces Enging

Horme b Operations ¥ Policy » Guest Access * Adrministration r Wark Centers

wSystern | b ldentity Management b Network Resources  » Device Poral Management  peGrd Services  » Feed Sewvice P Identity Mapaing

Deployment  Licensing b Cedificates ¥ Logging b Maintenance  Upgrade  Backup & Restare b Admin Access ¥ Settings
———

Deployment Deployment Nodes
» %o Deployment /1 Edit r & svneup | [ Deregister

% PAN Failover [ Hostname a Node Type  Personas Rale(s)

Services Mode Status
Ise-1 I5E Administration, Monitoring, Policy Service STAMDALONE SESSION,..

a3 1. ISE K| I 0| x|
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3THYl  General Settings(¥ i A7)0l A Of2f = A3 E510 Enable Device Admin Service(E|HIO| 2
#a| M| A gdat) Fojl s &elets MElghL Ot

~System b identty Management b Network Resources  » Device Porial Management  pxGrid Services  » Feed Service b Identity Mapping

Deployment  Licensing  » Centificates  » Logging  » Maintenance  Upgrade  Backup &/ |_| Enabl.e SxP Service
Deployment Deployment Nodes Lis! > atw-ise243
v E 5P || SumNode Use Interface G|gab'tEmemet 0 ¥ |
o
[ Enable Device Admin Service
O Enable Identity Mapping
0 pxGrid

[ Enabie sk senvice

Use Intarface | GigabitEthernet 0
[ enavie Device Admin Service

[ ensbie 1dentity Mapsing

Opey @

a3 2.I1SE &% L 27

4 THA OO 0¥ S MFLICE OA| C|HO| A 22| ME|ATHISE o M 2g=HE LTt
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ISE 2.00|Al= 2 WEOICE 578 7| S0f Ciet 2E 245 Zols &Y ME7F =Y AS LT

1S4l Work Centers(Z ME]) > Device Administration(C|H}O|A #2[) > Overview(7H )2
O| s LCt.

~ Work Centers

bl Identity Services Engine o License Waming 4

» Operations » Policy » Guest Access » Administration

» TrustSec = - Device Administration TrustSec Device Administration

Overview  » Identities  User Identity Groups  » Network Resources  Network Device Groups  » Policy Conditions Overwefv . -
— Authentication Policy Identities
Authorization Pelicy User Identity Groups
Components Network Resources
Policy Network Device Groups
Device Administration Overview SxP Policy Conditions
Reports Policy Results
Settings Device Admin Policy Sets

Reports

Settings
. Define

+ Configure Devices

All the devices that will be controlled
and audited by TACACS device
administration, should have TACACS

» Authorization Roles secrels set. + Audit the System
‘Consider the roles your organization View reports to check access and
needs to manage its devices. Create » Define Policies authorization Is as intended.
Authorization Profiles and Command Create a policy within the policy sets for
Sels to determine the operations your device administration
admins may perform. service.Firstly, set the authentication
policy to select the identity stores that
s Device Administrators contain the device administrators. Next
All users who will perform device use the authorization policy to select the
administration, whether internal or Profiles and Command Sets, according
external, should have a common to the relevant conditions, for example
attribute or be assigned to a suitable NDGs and identity groups.
group.
» Settings
+ Migrating from ACS 5.5/5.67 Check the default Settings for
Use the handy migration tool to import connections and password control suit
all your data and set default TACACS your organization.

secrets for all network devices.

J8 3. CfHrO| A 22| 7R

—

ClHRO[A 22| 7§ Q0= C|HO|A 22| & Atd|of] 2Rt BHAE SMSHH 2Lt

HER3 C|Hjo|& Y Y EST C[HO|A OF

ISEE Of3] ClHf0|A 18 A50= SBEE Z2e C|Ho|AS MBLICH 2 A5 7xE HEYI
ClHtO| A2 MO BN SYHO2 28Y

1 ZH4  Work Centers(%®] ME]{) > Device Administration(C|HIO|A £2|) > Network Device
Groups(H|E${3 C|HIO|A O&)E O|=L L.

Bty dent Engine Home 0 ons » Pali A on = hiotk Centers

P TrustSec = Device Administration

Overview  » Idenfities  Userldentty Groups  » Metwork Resources  Metwork Device Groups  » Policy Conditions ¥ Policy Results  Device Admin Policy Sets  Reports  Seftings
———

Network Device Groups Network Device Groups
¢ )
vl - © Edit ofeadd  [yDuplicate Delete | @almport  @Export = Show | &l
» [ Groups [ mame - Type Description
» 4% & Device Types O &l Device Types Dievice Type Al Device Types
> oy A Locations O ailLocations Location Al Locations

a2 4. YEY3 ClHoj2 18
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DE Clbto|A R BE YIX|E ISEOIA RIBSH 7|2 A TEYLCL $3 HH U
AFSE 4 9l WSS CIHI0|AS A8 [ DR AS TXE FI161D CYs 74 RS
Holgt + YL

2B A5 TEES HOISHR LIESI ClB0|A 1E0]| CHS I KA LIEFHLICE

v | Groups
- i?i All Device Types
- i?i Network Devices
i?i 105 Devices
i?i Nexus_0S5
i?i Wireless Devices
- i?i Security Devices
&2 Firewalls
i Ps
i VRN
- i?i All Locations
- i?i East_Coast
i?i Boston
i?i New York
- i?i West_Coast
i?i Los Angeles

il.li San Jose

2 5 HEQA C|HIO|A 18 E2| B7|

=)

3 °HA

OlXl, ASAv € WIES/3 C|HIO|AZ FIHeEL|Ct Work Centers(%HY ME{) > Device

Administration(C|H}O| A £t2]) > Network Resources(H|EH 3 E|&A)E O| 5L

M HIEQI3 C|HIO|A DMZ_BLDO_ASAv £ F7t5l2{H +Add(F7HE 22/etL .

* Name | DMZ_BLDO_ASAv
Description | yirtual ASA

*IP Address: [ 10.1.100.150 32 |

* Device Profile g Cisco | « | &

SoftwareVersion [+

* Metwork Device Group

Location [san Jose

| Set To Default |

Device Type | Firewalls

Set To Default |

» RADIUS Authentication Settings

~ TACACS+ Authentication Setftings

Shared Secret | | (show |

Enable Single Connect Mode [

* Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

a2 6. Y ESQ3 C|HIO|A =7}
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Clbrol 20| IP F 4 2ot Clbto| 20| 9IX|9t Clbto|~ R¥ S 0f

TACACS+ Authentication Settings(TACACS+ 215

=
0

1) E 2835t S/ Y= E
X gg k.

ID M &

O MMOj| A= C|HIO|A RE2|XFO| ID K& A

2= R ID 2A7HE = JASLILE o 7[0| M=

AE Zo|gL|C}. CHtO| A #E|Af= ISE LF AFEXAL R AR’ E|=
Q& ID &4 F LRI AD(Active Directory)S At&%tL|Ct.
1 Tt4l  Administration(2t2]) > Identity Management(ID #2|) > External Identity Stores(2|/% ID
Active Directory) £ O|S2tL|CH Af AD £ X[ &2 Folst2™ Add(F7HE S2efL|ch =¢Q
X|H O|& % AD =02l 0| F2 X|’Z5t 22 Submit(HIE)S S = LIC

wranfn.

cisen  IOENTDY 5 Engine Horme

» Operations » Paolicy

b GUES = Administration » Wark Centers
v System = [dentity Management v Metwork Resources v Device Portal Management  puGrid Services v Feed Service v [dentity Mapping
v [dentities Groups External ldentity Sources Identity Source Seguences v Settings
External Identity Sources | |
vk - by * Jain Point Mame | demoaD i
v [ Cerificate Authertication Profile * Active Directary Domain | securityderno.net| i
w | Active Directary

a2 7. AD =0 X| & 7}

2CHY “REISELEEO

|IAeUtrets ZEEE

- EZIEZEJLEART
Yes(0)2 S2IstL|Ct AD &9 AH3H0| Q= A2|HAES ¢

=

22 YSt0 ISE E AD Off Z=QlgfLCt.

|_ -‘- | = s -
A EE|=X| 2I5t7| 28l Status(AEH)E Z2HQlgh L C

* Join Point Name | demoAD i
* Active Directory Domain  securitydemo.net i
Join Leave f,':_ Test User ﬁDiagnc-sticTc-c-l @RefreshTable
[ ISE Node a | ISE Mode Role | Status Domain Controller Site

[ ise-1.securiydemo.net STANDALONE [[5 Operafional] demoAD.securitydemo.net Default-First-Site-Name

&l 8. ADOJ| ISE =9I
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3Tl Groups(1E) 22 O|350l1 C[HIO[A KM A HSHO] Rl AFEALY M2l Bt BE JES
7t 22 Add(F7HE = LICH L5 Ol 0] 7t0|E9| dot 20 Mo ArEE OAES
EoEZL L

Connection Authentication Domains

Edit =|‘]=Add - Delete Group  Update SID Values

[ Name
[ securitydemonetDemoGroupsiContractors

O securitydemo.net’DemoGroups/Doctors

[ [ securitydema netDemaGroups/East_Coast |

[ securitydemo.netDemoGroups/Employees

O securitydemo.net’DemoGroups/HelpDesk

[ | securitydemo.netiDemoGroups/Metwork_Operators

O securitydemo.net’'DemoGroups/Murses

[J securitydemo netDemoGroups/Physicians

1] securitydemo netiDemoGroups/Security_Operators |

O securitydemo.net’'DemoGroups/Staff
[ securitydemonetDemoGroups/Students
[ fsecuritydemo.netDemoGroups/West_Coast |

%9 ADOE

TACACS Z 2 u}Q!

Cisco ASA= B3 et RO E 28l 167HX| 2|22 &l HM 2 Aots MSE LT BHS 371 222
72z FolE0 ASLICE.

ot g 0 — show checksum, show curpriv, show history, show version, enable, help, login, logout,
pager, show pager, clear pager R quit 3 518 210l 0|2 X[ WM A 715 20| 10|22 O]
0o 2= B2 ZE ARSI AEY 5 AE L

— O o1—

SE L= MEXEXEC RE= 2010t AFEXIL| 7|2 Aot 2f| 2 LT
=

|| A4 2= 7t & LICHO: “ciscoasa>”).

-n

ot 2 15 - Mt EXEC ZE = enable B CH2 0| #oh A QYJL|CH & TEZE &= C|HFO|A
DAE Ol FO| = E#) 7127t S L CHY: “ciscoasa#”)

EXOZ ASAC| R E HHo| At L2 0,1 = 15U L|CH ASDM ¥Et 7|HE K| 0] = 37}X| 2] ASDM
X A 15(22]), g 57 ME) A 2 3(ZLHE ME)S AN "L 7| =
olehg ISE HAO| AFRSH 0|2 0| ASDMO| HO| =l At X} SSHof| A M- EhL|CY.

EXEC #H3ot 20{o] 2 ASA C|HIO| A= AHE A7 A(EXEC) MM 2 AlE 2|
O] 2Lt 2|20f TACACS+ Hot 20 @3 AAA MHE METIL|CH ISEE AFEXIEZ EME

=
=)
HE2HSH7| fI8 CHE 2| 27HX] EHE FAIE = USLICH
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i
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o
I
2
ro
>
o
>

Ir
=)
nE
=2
>

Z|CH Aok sy & Mo HEE XM 2 ES X[YELICE Aeto] RO E ALEAHE O K2 7=
A= 2050 enable S AFESH0] O G0 2 E O =2 222 2U ez o5
= USLICEH QIF AAA MHE{ 9| B2, ASAE 2t 158 ALESH= & 3188 LTt
ASA 2L|EE HE
O] 7|52 ASDMO M ArE AL AotE & S ZLIHE Ho 2 Xotstr| g A YLt

ISE 22| ¥ L E 0| A Work Centers(& ¥ M E|) > Device Administration(C|HfO| A 2t2]) >
Policy Results(®d* Z1}) > TACACS Profiles(TACACS Z2I})Z 0| F8iLICH MZ2L

TACACS T 21}t 271511 0|22 ASA Monitor Only 2 X|H8tL|Ct.
Of2f 2 A3 E350] Common Tasks(S& &) MM = 0| LICH EFCHE MERZ|0|A 2k
3= MEiSI0] 7|2 HotE 2detstn EFLHROIM 44 E MEISHO] X0 oS Ed sttt

Task Attribute View Raw View
Task Attribute View Raw View

Profile Attributes
Common Tasks

priv-Ivi=3
max_priv_vi=4

[w Default Privilege |3 |(Se|e|:10t015}

¥ Maximum Privilege |4 |(Se|ed0t0 15)

% 10. ASA ZL|EE ME TACACS =2t

240l 421 2L A2 oA S 2let A2 2 07| M AFEX| S LICH O OlfE 2/F AAA
MHE ALEE T2 ASAO] T3l X 157t 5185 7| T2 Y LI Ct.
T2OYS st M submit(BlE)S S 2eLICH
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ASA 27| M8

O 7|52 ASDMO|| A A RO A &17] THE HM £ Aets MSot7| e AL

(@]

ACHA  MEZ2 TACACS T2t 2715l 0|22 ASA Read Only 2 X| Y gtL|C.

554 O£ A3 E3+0{ Common Tasks(-E',- HU)MMoZ O|5TLICH EFCHRE MEL |0 A 2k

[ S |
55 MEISHO] 7|2 AotS Edststn EELROIM g 7 2 MESHO] AT AotS st
Task Aftribute View ~ Raw View

Task Attribute View Raw View
Profile Attributes
Common Tasks
priv-vi=5

max_priv_vi=7

[ Default Privilege |5 |(Se|ect0t015}

¥ Maximum Privilege |? |(Se|ed0t0 15)

32 11. ASA 27| M8 TACACS ==t

20| 72! Z|Cf A2 OAIE ?ISt A22 07| M= AL ElX| HELICE 1 Olf& 2F AAA
MHE A& 2 ASAO| CHBY L 157t S8 &|7| U= & LT,

6 CHY IZ=od32 XTSI H Submit(HE)S 2= LY.
ASA 22|

O 7|52 ASDMO|| A FH|gh AN & Hots ME5H7| ?let A YLICE

7CHA  CHE Z2oYg 37181 0|28 ASA Admin 22 X|FBtLCt.
8THA  Ot2fE A3 ES Common Tasks(S& &) M= O|SL|CH ESCHR MEH7|0f| A
15 & WESIY 7|2 dots g detst EE0R20IM 2f 15 & M50 |0 Aot=
gdstetL o,
Task Attribute View Raw View Task Attribute View Raw View
Common Tasks Profile Attributes
priv-lvi=15
[v Default Privilege |15 |(Se|ec10to 15) max_priv_Ivi=15
[V Maximum Privilege |15 I(Selecﬂ]to 15)
% 12, ASA 2|8 TACACS 2t
Z|CH Mot 2L 15 AFE XL AL AL EXEC EE0fA “enable”2 AEE [ ASA CLIO|A]

A& & LIL,

9ty Z=zhYS NSt T Submit(®E)S S = LICH
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ASA 33 St F0j= ot 2| At 2HA §lof ClHO|A 22|Xt7t HE S Y els RO U= 67 E

2oty 9|8l A=l TACACS+ MHE Hz|&h L Ct.
0] 7| M= HelpDesk_Commands, Permit_All_Commands, ASA Basic % ASA_ReadOnly_Extra2| 47}X|
T S dogH ot

O] 382 10s C|Ho[A8 2B MO = FF 1 SLLICE F0| o|0] F2|&| = FF 0| 44

o
AL 1=

1 THAHl ISE GUI 0| A Work Centers(Z& MIE{) > Device Administration(C|H}O|A 2t2]) > Policy
Results(d%4 Z1}) > TACACS Command Sets(TACACS E& Zeh 2 O|STLICL MZ2

2etE F715l10 0| £ 2 HelpDesk_Commands 2 X| gL T,

2T oY Ho gd=S 5 H +Add(F7HE S LI
At 2o  HHO ol |
1K= debug
5|2 undebug
[ F=3 traceroute
in “(10-91(1,3})\. (10-91{1,3))\.
A Ping ([0-91{1,3))\.255%
1K= ping
52 show

0 7| M= HelpDesk &4 7}7} debug, undebug, traceroute X showE =38 & 4= AELIC} Ping2l
42, HEEIHAE PingO| Mote|O, 2l Hoj| A= EA0 20|= At 20| EEEIHAE
F27JAE HERA MEUO| 2552 B HCHD 7Y oL T

3EHA WS RXSIHE 2 TR Tof U 2O EAQ NS SELICE
4THA B IS AU 7X[5HH Submit(HF)S S =T LI
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Permit All @&

5CA Mz Y

mjo

Z=7tst 10 0|22 Permit_All_Commands Z X|§&tL|C},

6 Tt4l  Permit any command that is not listed below M(Of2{0f LIEZ|X| %2 ZE FE 5]8) FOf
e 2ol2hs MeEtstn Y S22 H|YEL 0}

T =

A o] B ol

=T

7TA FE UYS A2 FAI5HH Submit(HF)S = ESLICH
ASA Basic
8Tt  MZ2 IS F7tsl1 0|22 ASA Basic 22 X|FgL|C
9 THl oY Ao g=S 7ot +Add(F7hHE S LI

At 2of ¥Ho| A

'5-]-9- show checksum|curpriv|history|pager|version

5|8 enable

5|2 help

ik} login

52 logout

5|2 pager

58 clear pager

5|82 quit

5|2 exit

MR

o

Ja

2 show H OIS0 2= 3 & 7tstt 2l 552 O ELICH Ol =2 show
checksum, show curpriv, show history, show pager 5<| show version & 6|'l—|'9|'
LR T,

10 THAl S FX|st2{H 2 S 2oj| Qe 20l EAIQIVE S gL
11T 33 dgs A2 7XI5t24EH submit(X =)= S LICH
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ASDM Authz

1 Zt4  Work Centers(2 ME{) > Device Administration(C|H}O|2A £t2|) > Device Admin Policy
Sets(C|HFO| A 2t2| FXM M) E O| S LCH M FxH Eleh ASDM Authz E F=7tgfL(Ct

S 0|& 29 =4
ASDM Authz DEVICE:Device Type EQUALS Device Type#All Device Types#Network Devices#Firewalls
B AND
TACACS:Type EQUALS Authorization
AND
TACACS:Port EQUALS 443

=

28l 13. ASDM AuthzOf| CHet A Est 2

ASDM E3t 20] 5L 7|2 HTTPS ZEE AF2EH I TACACS ZE HS 44382 £ ML S L|CH ASDMO| A CHA|
ol= 7

ol e HEY LEZ YHO|ETLICY.

2E QI WMS MYTLCL A5 FP ADZ ID HYAR ALSSHD] BB 20l QHO|A AFS R
0|22 A3 W= AFSELICH

7|2 nE(EXSte =0 Qe BR): ZEEE o{ 8 7|2 C|Hio|A 22| 8! AFE: demoAD

12 14. ASDM AuthzOf| CH$H O15 4

3CHY Fot 2o HAMES HO|TL|C ASDM HMAE 3719 AHH HolEl Het HE ArE5HY
MO el 22 2tAasstY| sl 2 QIS = 22| Xto| Al Permit_All_Commands £ X &L Ct.

=7 cERE 8 Z2o

s | #% o
HelpDesk |DEVICE:Location CONTAINS All Permit_All_Commands ASA ZL|EZ ML

West Locations#West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk DEVIQE:Location CONTAINS All Permit_All_Commands ASA EL|E 2l
East Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

Cisco Systems © 2016 16 | 0| X|
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Security DEVICE:Location CONTAINS All Permit_All_Commands ASA 22|
= West Locations#West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security Operators
Security DEVIQE:Location CONTAINS All Permit_All_Commands ASA 22|
East Locations#East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security_Operators

S8 Admin DEVICE:Location CONTAINS All Permit_All_Commands oly| M

) ASA 17| T8
= West Locations#West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network_Operators
Admin DEVICE:Location CONTAINS All Permit_All_Commands ASA 27| M2
East Locations#East Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network Operators

— o HATZ ©T

‘ \ 7|% AX|8l= SH20| Q= Ao DenyAllCommands

=

2 15. ASDM AuthzOf| CHeF A 20 HAY

ASA Regular

4 THHl  Work Centers(%td MIE{) > Device Administration(C|HIO| A 22]) > Device Admin Pollcy
Sets(C|HIO|A 22| HA MH)Z 0| SELICt 7| & M T 0l ASDM Authz E MBS
[Ot2HOi| = AT LICH A S Teto| O FX Tt §50| ®7| M=o =70| E MZ22tE
T ASHLL 5 AHES YH0|ESt L Of2jef 20| C|BO|A | CHSHM T =S

28Ut
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ASA Regular DEVICE:Device Type EQUALS Device Type#All Device Types#Network Devices#Firewalls
13 16. ASA Regular0fl Cist H& Flot =A
5CHY 21T FME WLt Q15 Al AD E ID MEAE AL Lt
oI5 HY

7|2 AE(LX[SHE e50| Qe BR): ZE2E= o{ 2 7|2 C|Hto|A 22| 2! AHE: demoAD

=

12 17. ASA Regular0i CHsH 15 &t

Of YMZ FolgfLCt 07| M= AD 2| AFEAF 11} C|HIO|A X & 7|2 2 ATt
X |£ £0{, AD 1 & West Coast AF2XI+= West Coast 0 ¢|X|st

S ol 5 SLICL ASA. 2 ZE2MY2 ASA O 2Z TFH Aot 2O E
AF23H= ASA CLI 3 ASDM M A0 F2 AR El LT}

s | ##lolg =7 SRR 4 zza
HelpDesk |DEVICE:Location CONTAINS All ASA_Basic ASA ZL|EHE M2
West Locations#West_Coast AND
AND

HelpDesk_Commands
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

HelpDesk |DEVICE:Location CONTAINS All ASA_Basic ASA ZL|EHZ AL
East Locations#East_Coast AND
AND

HelpDesk_Commands
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/HelpDesk

Security DEVICE:Location CONTAINS All Permit_All_Commands ASA 42|
West Locations#West_Coast
AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/West_Coast

AND

demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security Operators
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Security DEVICE:Location CONTAINS All Permit_All_Commands ASA 22|
East Locations#East_Coast
AND
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/East_Coast
AND
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Security Operators
Admin DEVICE:Location CONTAINS Al ASA_Basic ASA 37| &
West Locations#West_Coast AND
AND HelpDesk _Commands
demoAD:ExternalGroups EQUALS AND
securitydemo.net/DemoGroups/West_Coast ASA_ReadOnly_Commands
AND
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network Operators
Admin DEVICE:Location CONTAINS Al ASA_Basic ASA 7| B &
—— East Locations#East_Coast AND
AND HelpDesk_Commands
demoAD:ExternalGroups EQUALS AND
securitydemo.net/DemoGroups/East_Coast ASA_ReadOnly_Commands
AND
demoAD:ExternalGroups EQUALS
securitydemo.net/DemoGroups/Network_Operators
‘ N ‘ 7| QK|S 20| Qe HO DenyAllCommands

O M| ASA C|HIO|A9| C|HIO|A E2[E

18l 18. ASA Regular0j Cist &gt

—

=

S0l B

flet ISE I 1209 S O S LIt
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TACACS+E 2|¢t ASA O 1gj|o|M

TACACS+E Td5t7| Tof IP =2 X X HEot A Q2 Z2EES UM FLJ30F LTt Cha2
ASA CLI M 25 2[5l SSHE %“85*2}3}1 ASDM HMAE I3l HTTPE E-d%t5t= R of Thot
Off Al 2 LICE.

hostname ASAv
domain-name securitydemo.net

crypto key generate rsa modulus 2048 noconfirm
console timeout O

interface Management0/0
management-only

nameif management

security-level 100

ip address 10.1.100.150 255.255.255.0
no shutdown

route management 0.0.0.0 0.0.0.0 10.1.100.1 1

ssh 10.1.100.0 255.255.255.0 management
ssh timeout 30
ssh version 2

http server enable
http 10.1.100.0 255.255.255.0 management

username sec-admin password ISEisCO0L privilege 15

aaa authentication ssh console LOCAL
aaa authentication enable console LOCAL
aaa authorization exec LOCAL auto-enable

O| CHAIOM ME W ERZ CIHIO|AY fEotIP FAZACDZ 2L 2010 QB E[X| A2 HEFO A
10.1.100.0/242| 22t0|AHEO| M SSHE & dzte += A& OOz o|M Zof e = A=
CHMA 2HE 9X|5He{H 240f Cf$t EXEC EYOIR S

HH 9.5(1)5E ASAE 2| Mg oIE 0|20 Cfs] YEo| 2t2E 0|22 JIELIC 07| e BE
AZE MU0 gl TtY MM E A1Zs7| Qo 7|2 F2E =otstct

ASAO| MOl &3t A2 Cisco I0S2t OH2 FAISHA BtS7| I8 EXEC et £ & |t auto-enable
Sk US

Z110] ASA T 9.2(1)01 =7t AELHEE O 21 S0 0| A= CIHO[A 2| H|ZHSE & H
2 et s
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ASDMZ AtE35t2{™ ASDM O| 7l I Y2 ASAZ| disk00f 22 E=6l{of BtLICH O & SO CtEat Z& L Ch
copy http://a.web.file.server/path/to/asdm-752.bin disk0:/

Cisco ASDM-IDM A|Z} 22| X}7F OF 2] AX|E|X| Gi2 4% & EEtR KM E AHESHY

https://10.1.100.150/admin 2 £ 0|53} [Install ASDM Launcher(ASDM A&} 2t2| Xt A X[)] EE= [Run

ASDM(ASDM & &)= SeigLICt MY 2/dat |2 G10], 617| M= ASDM-IDM A|ZF 22| X7t

10.1.100.1502 7t2|7| =& St H|Of Y= ALEX} 0| § H HIZ2HS E AFESIA L 2Z Ze[At A3 E S

AHESt0] 2l L| o

Cisco ASA C|HIO|A 9| TACACS+ AAAE L2 M2 LM E £~ Q& LTt

1. TACACS+ 215 Sl [ 243}
2. TACACS+ E& Hot 20 &5}t
3. TACACS+ F& A 22| M3}
TACACS+ 2= 5! CHH|
TACACS+ 9152 L34 SAte ZAD| OO 2 & atE =+ Q&L CH

aaa-server demoTG protocol tacacs+
aaa-server demoTG (management) host 10.1.100.21
key ISEisCOO0L

clear configure aaa

aaa authentication ssh console demoTG LOCAL
aaa authentication enable console demoTG LOCAL
aaa authentication http console demoTG LOCAL
aaa authentication secure-http-client

2t o 7| M= SSH % ASDMO]| LS BMAE 21557 2|8 TACACS+ZE &M S L|CH SSHE
TACACS+E AI2sl0] 29210 453t 2 Het 20| 10| ASDM 2210 53t ZL20= Het
g|=ol 15 L|C},

“enable” Q13 A2 2 E R HZS et AO|EZ VTY X CONSOLE 25 “enable” HMAE
2|8l TACACS+E Ar2%tL|CL. “enable”df| Ci 3t AAA QIS 2 Q4= QIO £=dlE|{ 7| 2340|152 MHE| 0]
Qoo 2 X|CH Ak 20| 1501 22| XDt “enable’ Ma3XMo 2 Mgt = QI&L|C}

—

Fl

T3 TACSACS+ MHE AHEE = GVl &l 8%, 2215t “2 2" AL At HIO[HH|O|AE AHESHE
oI5 N E 2-g=tetLCt. A4x Iﬁ CHMIZE S8 & AtEAtE BB AMAE 2lof AHle| 2Z B2 S

Q| F AAA M H| 2t 57| =tolOF LTt
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got g0l 3 dot RO YLt Of Y2 AHEAF 200 =0 Hi2 s 5T

aaa authorization exec authentication-server auto-enable

1 Z0[, ASA 9.2(1)0] auto-enableO| =7tE|F B 2 ASAO|A O|H ZEE A3 0l
M2 AUFMA|2. O] A|EO|M default Hot EE2 AtESH= & T 202 A SSH MM

9.4(1) HEEH ASAE CI2 39 HZ0|M ASDMY| CHEH EXEC HoHS 22|32 LTt MEtM O 7| M=

CteS F7hefL ).

aaa authorization http console demoTG

2Z 33 Aot Fo & Sof &2|At= Apilol Aot A 0[5t

—

mot
o
il
0}=]
o
mjo
>
ol
ot
>
30
>
-
in
(0}=]
o
rlo

aaa authorization command LOCAL
ASDMOf| M “H | El AEX} At

ASDMO| A HO|El ALE X} A2 ASDM HMAE
AM™SL7| 2o ASDM2 37tX| ok o HHS
Hojo|A &A™ A2 E[ AL TACACS+ EE Het &2

2t 37HX| At (3, 5, 15)2 LIEHALICE O] 2fH S
MEeketL|ct o] Mt ™M 0|s 22 HY M

C
= O

Ofof| Cieh CHAI = AFEE LT
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N BM AT 7HsSE ASA 22| XtZ ASDMO| 2 191611 Configuration(Z I 12|0]4) > Device
Management(C|HIO| A #2]) > Users/AAA(AFE X} 3! AAA) > AAA Access(AAA A M| A) >
Authorization($t £0{)2 2 0| 55}11 [Set ASDM Defined User Roles...(ASDMOf| Al HO| =l At Xt 9
M) HES 228tLICt. ASDM Defined User Roles Setup(ASDMOj| Al 4 O| =l AF2 X} &t M) &Y
HOlA [Yes(0l)E S = ELIC

isco ASDM 7.5(2) for ASA - 10.1.100.150
File View Tools Wizards Window Help

() Home Gié} Configuration Manitoring B Save @Reﬁesh o Back d Forward n‘) Help

Device Managem&nt o R Configuratinn = Device Management > Users/AAA > AAA Access > Authorization

----- Authentic3®8 Accounting |
&2 1Dap Ath'll:uute Map
%. Authenticati mpt Enable authorization for ASA command access.
- il (TN -E"'Z'ZESS [~ HTTP  Server Group: ILOCAL vl
i}- Dynamic Acc licies
-] User Accounts [¥ Enable Server Group: Iu:len'u:uTG I [ Use LOCAL when server group fails
- 34 Password Policy
ﬁ Change My Password I Set ASDM Defined User Roles.. Configure Command Privileges. ..
*-[E Certificate Management
[ﬂ---iﬁ‘ DHCP = Perform autharization for exec shell access
iI ' | » I When enabled, authorization will be performed for administrative console connections (ssh, http
and enable) that are configured for authentication to RADIUS, LDAP, TACACS+ or LOCAL
&) e authentication servers.,
4., Device Setup
¥ Enable
g— Firewall
& {* Remote server { Local server

¥ Allow privileged users to enter into EXEC mode on login

» Apply Reset

2 19. ASDMOJ| A OBl A X gt 47
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I

TdE Mot HHE FE2S E7| 8l 67| M= ASDM 7|2 273 0| A [@Preview commands before sending
them to the device(Z &S C|HIO|AO| MESHY| Mo O2|E7))) M8 278 = ASLICHor 218 16

Ex). O g 0[ 2 ASAO &St H [Apply(H&)E FELICE 0|2 27| 40| 2dstE 3¢
Preview CLI Commands(CLI & 0/2/ 27)) &Y HO| M [Send(T5)E 2L LY.

=

fi& Cisco ASDM 7.5(2) for ASA - 10.1.100.150

File View | Tools | Window Help [ ——
Home Command Line Interface. . ; ; ) ;
Zdicate your preferences and dick OK to activate them. To restore the default settings,

E Show Commands Ignored/S #dick Default, then dick OK to save them.

Packet Tracer...
| Rule Tables| Syslog'

3 9 Add
[ A
g Find: |_ e
E' IE Traceroute... [ Warn that configuration in ASDM is out of sync with the configuration on the ASA
J _____ @ | Preferences.. \/

) ASDM Java Consale. ..

L [V Show configuration restriction message to read-only user

[V Show configuration restriction message on a slave unitin an ASA duster

[v Confirm before exiting ASDM

[~ Enable screen reader support (requires ASDM restart)

V¥ Warn of insufficient ASA memory when ASDM loads

[V Warn when ASAv doesn't have a valid license or is overprovisioned

el ;

¥ Preview commands before sending them to the device

[v Enable cumulative (batch) CLI delivery

Minimum Configuration Sending Timeout: ISU seconds (default 60)

% 20. ASAE ©&SH7| Mo @E2 0|2 7] 2/ ASDM 7|2 dH
TACACS+ HJ0| ot &

TACACS+ B & JHot 20 E AtE5t2{H O3 2 Fd gLtk
aaa authorization command demoTG LOCAL

A ot3t 2t A3 WOl AR TH5 3 22 0| THO|E| D TACACS+ ABI B3 SZ0f 22|xte| WA
BCiEe A dol ¥YS T & ALtk

= o = T
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TACACS+ A &g

ASAE LHEE AFE3H TACACS+ AMH OF0 2| MEAL 255 255 &detE & AL

aaa accounting ssh console demoTG
aaa accounting serial console demoTG
aaa accounting enable console demoTG

PP AE 2els e 2 Z0l| ot SEE HEotH o] 3E0= B, W A ALEA 0| S0
ZetELICEH Chg2 o) O 00| o & 71510 O] AY 2| 7|55 2=ttt

aaa accounting command demoTG

O &2 “show” = Aot tlo|o] O Cich A'E 22| HAX|S HSLCH 22 Aot 2|ES

— — = =
X’g5te{ ™ MEl At ol Hot 7|IEE AP S 5= JSFLICE O 0], “aaa accounting command
privilege 3 demoTG £ “show’E A| 2|5t 20| 3 0|42l Ao CiS FH AE 2| E MESL L

O|M| TACACS+2 ASA ZAI|12|0|ME OrAl &L Ct.
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Cisco ASAE C[HIO|A 2|5 ?fet T2 0| 4 S = YS LI O|X| AL 20|35 HE3HOF LTt

OP

-

£

)]

SHE

miof

MY obotl CHeh A= ASA CIHO[ A0 2 QI8 L Ct.

2CHH  C|B}O|A CLI(Command Line Interface)Ofl Al $F B AR X}7F HEH HEH 0| YA A
SoIgtLICE O & S0, HelpDesk AHEAt= YEHIP A0 10.1.10.1)E Ping &
SHX|OF HEZ2EIHAE F4(0] 10.1.10.255)2| Ping & & & L|C}.

>~

3 A FEAt AZS 22T LS ALt

show ssh sessions
show asdm sesssions
show curpriv

ASAv# show ssh sessions

SID Client IP Version Mode Encryption Hmac State Username
2 10.1.100.6 2.0 IN aes256-ctr shal SessionStarted hellen
OUT aes256-ctr shal SessionStarted hellen

ASAv# show asdm sessions

0 10.1.100.6

AASAV# show curpriv
Username : hellen

Current privilege level : 3
Current Mode/s : P PRIV

4CtA| CtE8 C|H 1= TACACS+ 24 s Ao S88tL|Ct,

debug aaa common
debug tacacs

Cha2

mm

ClH 1 =5 YL

mk pkt - type: 0x1l, session id: 495

user: neo

Tacacs packet sent

Sending TACACS Start message. Session id: 495, seq no:
Received TACACS packet. Session 1d:1117437566 seq no:2
tacp procpkt authen: GETPASS
mk _pkt - type: Oxl, session_id: 495
mkpkt continue - response: ***

Tacacs packet sent

Sending TACACS Continue message. Session id: 495, seq no:3
Received TACACS packet. Session i1d:1117437566 seq no:4
tacp procpkt authen: PASS

TACACS Session finished. Session id: 495, seq no: 3

Cisco Systems © 2016 26 H| 0| X|
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mk_pkt - type: 0x2, session_id: 496
mkpkt - authorize user: neo
Tacacs packet sent

l'lllllll
CIsCO.

Sending TACACS Authorization message. Session id: 496, seq no:1l
Received TACACS packet. Session id:63315798 seq no:2
tacp procpkt author: PASS ADD
tacp procpkt author: PASS REPL
Attributes = priv-1vl
TACACS Session finished. Session id: 496, seq no: 1
mk pkt - type: 0x2, session_ id: 498
mkpkt - authorize user: neo
cmd=ping
cmd-arg=10.1.1.255 Tacacs packet sent
Sending TACACS Authorization message. Session id: 498, seq no:1l
Received TACACS packet. Session 1d:244563180 seq no:2
tacp_procpkt author: FAIL
TACACS Session finished. Session id: 498, seq no: 1
- - —_— : = D~
5 Al ISE GUI O A Operations(%t2]) > TACACS Livelog 2 0| 5¢L|Ct 2 & TACACS 215 & st
= o [=] o) E O = al AlTTHSE ©
2o 282 97|00 HUXNEH NEAS HES FEH EF EUMMO| S &Aoot 2l
o . = = a1 A e
Ciot AtMlet 2 E = olg = AEL T
Username Type Authorization Policy i Device Port | Remote Address Matched Cormmand Set Shell Profile
| fa ]| | |l | | |
neo Authorization ASA Regular == NetOps 22 10.1.100.6 HelpDesk Commands
neo Authorization ASA Regular == NetOps i] 10.1.100.8 ASA Read Only
neo Authentication a7 10.1.100.8
sean Authorization ASA Regular == SecOps 22 10.1.100.6 Permit All Commands
sean Authorization ASA Regular == SecOps 22 10.1.100.68 Permit All Commands
sean Authorization ASA Regular == SecOps ] 10.1.100.6 ASA Admin
sean Authentication 86 10.1.100.6
hellen Authorization ASA Regular == HelpDesk 22 10.1.100.6
neo Authorization ASDM Authz == NetOps 443 10.1.100.6 Permit All Cormmands
O3 21. TACACS Livelogs
Cisco Systems © 2016
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6 THYl U9 2[ZEQ 4R 25, dot 20 X AE 2| 2[ZEE 7 22{ ™ Work Centers(& Y 4IE]) >
Device Administration(C|HIO|A 22|) > Reports(2| £ E) > Device Administration(C|HFO| A
#2|)E ol gL Ct,

el Identity Services Engine

Home » Operations v Policy » Guest Acc » Administration ~Work Centers . License Warning &

» TrustSec | ~Device Administration
Overview  » |dentiies  User ldentity Groups ~ » Network Resources  Metwork Device Groups  * Policy Conditions  » Policy Results  Device Admin Policy Sets Reports  Settings
I

w Device Administration Logged Time Details = Usemname Command Command Arguments Device Port Remote Address

TACACS Accounting

20160118 21:20:30.936 & peo configure tarm 443 10.1.100.6
TACACS Authentication
016-01-1821:20:30.92 & neo o term 443 10.1.100.6
TACACS Authorization 0
2016-01-18 21:20:30.762 5 peg dir disk:/dap.xmi 443 10.1.100.6
TACACS Command Accounting 201601-1821:20:29.004 & neo e e 443 10.1.100.6
Filters
¥ T 2016-01-18 21:19:55.196 4 sean a@a authorization command demoTG LOCAL 0 0.0.0.0
* Time Range Lo
2016-01-18 21:19:52.207 5 sean no aaa authorization command LOCAL 0 0.0.0.0
2016-01-18 21:19:38.873 5 gean aaa authorization command demoTG LOCAL 0 0.0.0.0
m 2016-01-18 21:15:40.246 5 peg perfrmon interval 10 443 10.1.100.6
» Diagnostics 2016-01-18 21:14:42.509 5 hallen ping 10.1.100.1 22 10.1.100.6

17 22. TACACS E|ZE
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