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ARG ] 1] [ Ay B 1 2 22 #2844 (pxGrid) #52 E} Firepower & # A0 (FMC) 6.0 AR 7 IRk 55 51 %
(ISE 1.3 B kA i AR TR ImAUEENE .

R, HE Firepower & H A0y (FMC) 6.0 A3 HF pxGrid JeiifE 2

Hur, E&l Firepower &ALy (FMC) 6.0 AR IET pxGrid KHU) ISE 216 @G B, SRPUTH 20 4 50 .
XL AT AR 2 Gl BLEL Firepower $447) 328 1) NGIPS A% 245 All/8i B & Firepower IR 55 (1] ASA. 1M
H, E% Firepower x5 11 ASA FHRALAHRIFEDT, 1] LU ASDM A Hi 7 HHIX LE SR 0K

AR VEA U A A fer A58 ) ASIE 5 CA GIEBAURNIAY ) 244 0E+s, 78 ISE ShAr A sg i ic & R} Firepower
E .G (FMC) 6.0 1 pxGrid 5 ISE I#E . A RWHTLE ISE A = R #8%E pxGrid, 52
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf,

TEARSCRSF, AT H ASA Firepower (SFR) BHUK AL B — 1~ H % Firepower AR 4511 ASA,  FF¥K Lyt 2
JAL Firepower B HHH .0y (FMC) 6.0, LUMEAE A LAl Firepower & H fp O A5 A0 87 HE ) 5% . FRAT T8 XA~ A
% Firepower IR 55 1] ASA FL B M7 T FMC 4 H: Firepower A2 5% A7 i) 425 il KL

S8} Firepower & BE A0 H 1) %2 4 TRIE AT ASA A Firepower B 2 SIS AR AL & — 20 MR SRIE AN “ 2 1.7
(Employee) SGT V7 il 4=, FHT-4E 4805 55 1€ WY 28 S Vg 1+

ARSCRY I A FH 5 B #A K ISE S8R Firepower 7 A0 A pxGrid FIAHIG AR
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K1 ASA, SRAE A R ST 4H 2R 2 A K .

FMC 6.0 15 2 R S SGREUE P 005 5. BbAbh, 'BiERefd A SFUA (Sourcefire i ACEE) SREUHE A& 4N
HIH P V4SS . SFUA I TF3REUH 7 5 1P MLt . {52, SFUA 5 ISE ANw] [ f# FH .

&3 F P F 4 KR % AD B¢ LDAP AU T . FMC 6.0 2 R¥EH F 4G R, K& 442 4 5k g BRI SRS
I 2R} Firepower NGIPS 1% /248 8 B % Firepower IR 55 1 ASA. %4 5% o] DAL & AR S5RBE CLLSEit Tl
e BT 22 HoND LA P R E BT el 4

FRLF 638 #1288 (pxGrid) RERSIRBEAISNT ISE B 1. 4 Hbrid (SGT). Kumlid B XX & &5 8, PLEAL
B IP. XEF B A 7E AL Firepower B HEH.Cy 6.0 7 i 45 il 0 0 S A

SGT (ZAHArid) & TrustSec M2 —, fEISE H5E X, I HARMEAL LK) 22 4 FuE AL ISE HAE N S
UESRME S HtE, T S vs AR BE . B, BT i B A m) SR 5 A 26 265 FH P 78 i Dhid i ISE 347 &
EEfS, 2BL “ 5 T (Employee) SGTs A AR A w37 ¥ 25 B TG £ 28 F 2 78 i DA T B Sk J=
3t “JE .7 (Non-Employee) SGT. 1XLEH] 7 A ZiA7AE T Firepower & 2 HH.0» ISE 205 H .

FMC 6.0 2R #1% 2 22 4> 41 i S A U5 [l g i B0 . A ik, FMC 6.0 & 7] LUE %S ISE pxGrid J& 1,
15 5t 90 Firepower B FEH0 6.0 TR o

BRI 55 515 (ISE) F T30 5 i ok 5 SEAB RTS8 (pxGrid) HESE.

Pl Firepower ETEA (> 6.0

J8 %} Firepower & #H0y (FMC) $24E3T Web S FIEH & HzH &, T Firepower % % (NGIPS) Al
Firepower It 55. FMC o] LATEHL, T AR EAT S5 . BbEE AL BRSCBNRIES) . SO B AE.
RINGER . R RS, MG SRR 2 BN B Rsem, JE6EFEERIUCNENR IR

BH TrustSec

ZARHC (SGT) & B EL TrustSec k77 R —iB45r. 'EFE ISE i X, AN (ZEEN S B
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FNCTETE” W28 2R B ]

RS AR3551 2 (ISE)

By iR %5 51 % (ISE) #& — 22 4= SR M AN B 40 U5 AU BR S BV S v 7 &R o ISE @I 8 /AR /AT 802.1x

B IR, VIR, Kui i eiPE . B i AECA TrustSec TR SRS R L ﬁ%HmEmmx%

BYEAEA T, ISE i B LRt EFE N RER, XBEETH T2 E, LLE pxGrid 23
B H A

AN, ISE &4 B TR 2 A 2. Jo4M VPN 42 115 il f A0 22 4 5 R, Izl Ak 22 42 g
TR S

BF pxGrid

BRPE & A #48H0) (pxGrid) W 7E IT At 1A R (Bl s Fa il R, W SRES-F & . PRI
BT EE . SOy BTG, DUAJUFITE HAM T 85 F6) 2RSS & 02 41 N i N 4%
RGME.
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%ﬂmewf%%WmO%ﬁﬁm&mEF%E%ﬁBEm&m%ﬁ,ﬁ‘ﬁﬂ%mEEﬁmiﬁﬁ%%
KR ISE 1G5 E, AR 2%4Hbrid (SGT). AU B A R&E R, DU E . Xuefs B
F T Firepower & # 0> 6.0 (15 1325 DI RE -

‘ouehr Identity Services Engine Home » Operations » Policy Guest Access = Administration » Work Centers @ License Waming &

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices » Feed Senvice nlaenmfr.lapmé

@Enable Auto-Registration

e Log

- @sooove @Gow WiDedne @Delete v $Refresh | Total Pendng Approval(0) ~ 1-110f11  Show 25
n Chent Name Chent Description Capabilties Status Chent Group(s) Log
O » ise-admin-ise20 Capabiities(4 Pub, 2 Sub Onlne Administrator View
O » se-mt-se20 Capabiities(2 Pub, 1 Sub Onlne Administrato ew
O w* seagent-fmcs0.5b9.com-97563 r 0 Pub, 3 S @55I0f aw

o -

1-30f3 Show 25 = perpage Page |1 =

Capability Version Messaging Role Message Fiter

Sub

ISE & i5/5 BA5 UL N R

e TrustsecMetadata - &3t 22 4= 20 b1 i 2 5 A1 15 B

SecurityGroup : i1d=150138d0-cfc7-11e3-9e0e-000c29e66166, name=Engineering, desc=, tag=3

e EndpointProfileMetadata - 2t ISE Z 3 50& (5 8., Blanx} ISE 73 Hr 5% i) 58 iz 2

Endpoint Profile : 1d=886f£7570-bd0c-11e3-a88b-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice

o SessionDirectory - #8415 285 S Uy Sk i H A A2 il B S B, Bl P A A& E R

session (ip=192.168.1.14, Audit Session Id=0A0301030000001EOOFEBAD7, User Name=jsmith, Domain=lab4.com,
Calling station i1id=00:0C:29:77:A8:C7, Session state= STARTED, Epsstatus=null,Security Group=Engineering,
Endpoint Profile=Microsoft-Workstation, NAS IP=192.168.1.2, NAS Port=GigabitEthernetl/0/9,
RADIUSAVPairs=[ Acct-Session-Id=00000027], Posture Status=null, Posture Timestamp=, Session Last Update
Time=Tue Apr 29 15:11:46 GMT-05:00 2014
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J8 K} Firepower & B i O E R B BLE B AR 200, SHCE FHEYIEIRHA P &6 aiEE B E T EgEL
JHIT ISE RESTful API 7F ISE MNT 5 S 47 . FEPIS1EFEEEHE: HI 4. IP ik, SGT flZumic & 3¢
o R 1EAE B A AT B (fﬁJﬁnHﬂfﬁllﬂJlﬂUéZ—:ﬁ%mAﬁEE’ﬁﬁ ISE A/, 8EIA SGT #E) , XL

o2 SR 7E R} Firepower 7 3 FR O 7 35 RS IR 350 /0 AR I H R

B TREDNASSE ""
s B ISE MnT
‘ Ha
g&iﬁﬁ; 0 FMC 6.0 #1754 >

(&
[£] SessionDirectory. TrustsecMetaData #1 EndpointProflieMetdata #{T1Ti#
s ¢ ¥ ISE pxGrid
TR
B Y ISE RS, AP &, IP ik, SGT MR E

M ISE 35453 () ISE 2115 B 8./~ 7E Firepower & B0 “F PG5l (User Activity) T .

overview IUELEILE Polices Devices Objects | AMP
Intrusions *  Filesv  Hostsv  Users » User Activity Vulnerabilities ¥ Correlationv  Customv  Search

Context Explorer Connections v
Bookmark This Page Report Designer Dashboard View Bookmarks Search

2016-03-11 20:25:00 - 2016-03-13

TR, A M ISE 38151 IEEE 802.1X I F & fn ik A 7 44 v] LS. F 1) FMC 6.0 g, T Hix g f f
WIAELE T Firepower ISE 43+ . IEEE 802.1X HL#% & 17 50 1iF F M4 5L MAC Huhik I - 42 T6 i 3 2|

FMC 6.0 5%,
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atfran]es
CISCO.

BR SRS IEISREL

Fric

A2 A SR W] LR 22 bR (SGT) 3 o 3X AT AR R4 G RENE AE B8 P8 Y BB St 4t — M 42 J/y % 425K
o W RALZHRHLF R T TrustSee, ZAMFRC R REBSIEIMEH. EHEHFLT, ZeUrid2 2

IITCER AT 2 M R 45 I 4% 1

FEARSCHGF, BAD R EE S Bk, I HJE T+ Windows FH S5 2 (1 Z 5 FH 2 70 B 44

€ =

71 1.7 (Employee)

1874 SGT. % SGT ¥4 H T — 2%t Firepower NGIPS Ji #l4% J8#% A1 H % Firepower A 25117 ASA fifi FH I 5L it

) Firepower & B HHCo 1y [l 42 i AR o
EEE, WA LEE M ISE S5k sEmg 8¢ ISE (1) “ TAEH

i»” (Work Center) -> TrustSec -> “ZH{f”

(Components) -> “%4241” (Security Groups) % H.IC B 3 £ 2 A& Hbrid.

H$TE1 AE “R T (Employee) %44 xid

R “HEME” (Policy) -> “4%AL” (Authorization) -> In > M, SR 5 Hi A\ L

—F {%‘ A%\ H

At % FK: Employee;
FTEE %A External Groups:equals:pxGrid_Users
FERUACE S : Employee and Permit Access

» Administration

» Work Centers . License Waming &

uhalh identity Services Engine

Home  » Operafions

Authentication Authorization Profiing Posture  Client Provisioning » Policy Elements

Authorization Policy

Define the Authorization Policy by co

For Policy Export go to Administration > Sysle

nfiguring rules based on identity

[ First Matched Rule Apples

¥ Exceptions (1)

Status Rul onditio antit an tions
Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Access Edit
u Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit
Profiled Non Cisco IP Phones Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones Edit
Employee | Any paGrid_Users:ExternalGroups EQ Employe Done
@ Compliani_Devices_Access Network_Access_Authentication_Passed Compliant_Devices PermitAccess Edit
] Employee_EAP-TLS Wireless_802.1X BYOD_is_Registered EAP-TLS PermitAccess BYOD
MAC_in_SAN
D Employee_Onboarding Wireless_802.1X EAP-MSCHAPV2 NSP_Onboard BYOD Edit
> [—4

B2 EFESER (Done)

e

EFLRFE (Save)
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atfran]es
CISCO.

EH B FUEBHRIELR

i B R R D ROGE T POC M85, WRIE TR 258 CA BA4EH, AT EN TR,

FCE ISE 2.0
HZAEH T POC 355, fEARBE S, ISE LIS it & 5HE .

AR: ISE 2.0 "E{& ISE 1.3 7 ISE 1.4 ¥, FTEBEESMMERSHE ISE ZIEEDERBESF.

HER 1

HER2
B3

P (Administration) -> &4t (System) -> #5E (Deployment), RFiEFT A, SAHHE (Edit),
ik pxGrid EEHE

‘tik Identity Services Engine Home  »Operations  » Poicy b GuestAccess |[IRA i al
~System | b Identity Management  » Network Resources b Device Portal Management  pxGrid Services » Feed Senvice b Identity Mapping
Deployment  Licensing  » Certiicates  » Logging  » Maintenance Upgrade  Backup & Resiore b Admin Access b Setings

FQDN ise20306.1ab8.com
IP Address 192.168.1.38
Node Type Identity Services Engine (ISE)

L3

Personas

/| Agministration Role STANDALONE  "yape primary |

Y| Monitoring Role _PRIMARY |~ Other Monitoring Node

! policy Service

/| Enable Session Services

Include Node in Node Group | None
*/| Enable Profiling Service

[ Enable SXP Service
Use Iniertace | GigabitEthernet 0

[ Enabe Device Admin Service

[ Enable Identity Mapping

eGrid |

EFLRFE (Save)

BN R AT SRR TE “pxGrid ARSS” (pxGrid Services) N, 1M HURES A &R .

‘%3 (Administration) -> pxGrid f45 (pxGrid Services)

EE: CAANDATREEZLT—BREEASER. EATLURIZZE ISE VM ¥5 5 EiE1T sh application status ise 44 %142 pxGrid REZEF
BZ83.

HER 4

1% )3 F B 307EM (Enable Auto-Registration)

» Operations » Policy » Guest Access ~ Administration » Work Centers .

‘b Identity Services Engine Home

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Identity Mapping

License Waming A

@Enable Auto-Registration C

‘asce Identity Services Engine Home » Operations » Policy » Guest Access = Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Serices  » Feed Sendce  » Identity Mapping

%] - = (JDekte ~ D Refresh  Total Pending Approval(0) =
Chent Description Capabiities Status Chent Group(s)
& -

©2017 BHAELGAA
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SBW5  HIRE LTS HEEES pxGrid (Connected to pxGrid)

)3 Firepower ISE 4%}
ISE %k FH + ISE S4n564F, 5 21 Firepower & B0 6.0 1 B 47 ZRME 48 H &
$B|,1  EPFERS (System) -> %% (Integration) -> 43 (Realms) -> FE IR (New Realm)

Add New Realm
Name * LAB
Description
Type * AD >
AD Primary Domain * labg.com ex: domain.com
Directory Username * fmc@lab%.com ex: user@domain
Directory Password * sssssssns
Base DN * dc=lab9,dc-com ex: ou=user,dc=cisco,dc=com
Group DN * dc=lab9,dc=com ex: ou=group,dc=cisco,dc=com
Group Attribute Member o
* Required Field
OK Cancel

SE2  EEFE (OK)
SB3 &SR E R (Add Directory), A /5% A\ FQDN E A4 5K &

Hostname / IP 192.168.1.26

Address

Port 389

Encryption ) STARTTLS LDAPS @ None
S5L Certificate v @

B4 EFWNR (Test), N E T CRTIMAERZER (Test Connection has succeeded) 71 5., ML FEHE
(OK)

EE: MRARGIETRERAN, FHE “GUHAEIE” (Realm Configuration) P2 HRE T ERNBRAFRZMERE.

S5 EEFAE (OK)
HB6  EIFARFE (Save)
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Overview Analysis Policdes Devices Objects AMP Deploy o, RN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitornng Tools v

Cisco CSI m Identity Sources eStreamer Host Input Client  Smart Software Satellite

# Compare realms .J New realm

Name Type Base DN Group DN Group Attribute State

Global AL de dc=lab%,dc=com membe

L

S8 LY (Realm), RFEF —NLF
Overview Analysis Policies Devices Objects | AMP Deploy ] 5ystem

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

74 Compare realms (&) New realm

s s e Bisty BT Lacurea NS T T T —

ILED I Lab Global AD dc=1abB,dc=com dc=1ab8,dc=com member &0 Tl |
SB,9  SdHAP TR (User Download)

Overview Analysis Policies Devices Objects | AMP Deploy s ISl Help ¥ admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring * Toals v

Lab [

Lab

Realm Configuration IUser Download I

Cancel

(&) Add directory

URL (Hostname/IP Address and Port) Encryption |

192.168.1.50:389 none & 8

10 & TEAFMA (Download users and groups)
ST ik “WH4L” (Available Groups) RFTA LU R B ER, AEEFRMBIGHE (Add to Include)

Directory  Realm Configuration [IETURLIETILET |

 Download users and groups

(Warning: You must enable the realm in order to perform an en-demand user/group download. Enable Realm)

Begin automatic download at |12 v | |AM || America/New York Repeat Every 24 v Hours

Available Groups & Groups to Include (0)

‘ %, Search by name

s
@5 Certificate Service DCOM Access

% Read-only Domain Controllers

% Print Operators

% Dnsadmins

% Domain Admins

5 IS_IUSRS

§3 Group Policy Creator Owners

% Event Log Readers

[ Addto |
Exclude

£ Pre-Windows 2000 Compatible Access
% Replicator

7% Domain Computers

5 Cert Publishers

§3 Users

@5 Guests

& RAS and IAS Servers

SE12 LR (Save)
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HW13 GASFH DL A2

Overview Analysis Policies Devices Objects &= AMP System JELRSEETILRY

Cenfiguration Users Domains Integration Updates Licenses v Health v Monitoring v Toals v

L3

Cisco CSI m Host Input Client  Smart Software Satellite

W Compare realms (&) New realm

Lab Lab Global AD de=Iab8,dc=com de=labB,dc=com member & LS aE

Bt E Firepower EErhi> 6.0

EARTH, FRATKACE Firepower & E H .0 (FMC), VT HASUE AT ISE pxGrid 15 s . FATHAE
Firepower & BE 1.0 1 A1 i — AN 3 FMC E BAUR AL, SR )55 H A HORIET, 5\ B Firepower & # H.00 1)
WHEIE T EE . BA LK N EH FMC AFHET S H B ISE IE B2 EE RS E Y, 5% ISE S BEAIHER S
A ZI| Firepower & ¥ H1 0025 1F CA Fi .

S EFEXTR (Objects) -> TR E P (Object Management) -> PKI -> P& CA (Internal CAs) -> 4, CA
(Generate CA), #AEHME T EFTRIERER:
EARGIF, HWEE CA a4 N “FMC60”

Generate Internal Certificate Authority

Name: i FMCE0 i

Country Name (two-letter code): | us ‘

State or Province: | Maryland ‘
Locality or City: | Germantown |
Organization: | Lab ‘

Organizational Unit (Department): | Lab |

Common Name: |dram3.lab8.cum ‘

Generate self-signed CA J [ Cancel ]

SB2 ERERBEZA CA (Generate self-signed CA)
SE],I R TERIPORK “HE” BbR, TE CA R

Overview Analysis Policies Devices Deploy y System Help v admin v

Object Management Intrusion Rules

| © cenerate ca | [ @ 1mportca | ‘* Filter |

== Network

& port

@ Security Zones
[ IR PR .

FMCS0 CN=dram3.lab8.com, ORG=Lab, OU=Lab, C=US. i




REVEHRIERR

TIRIIT
CISCO.

SE4

HERS

i

i

1EFFE (Download)

NN 2L, AR EIEFERE (OK). A6 N 200 & ciscol23

FEARMPRAF p12 STIF

Edit Internal Certificate Authority

4 Not Valid Befare:
Oct 31 19:27:38 2015 GMT

4 Not Valid After:

Oct 28 19:27:38 2025 GMT

4 Serial Number:

B617FSBF943AB2F0

4 Certificate Fingerprint:

54:C7:E4:48:9A:15:AA;07:A4:D2:F9: F5:48:2B:40: 26:60: CE:75:D5

4 Public Key Fingerprint:

51edeB51ddbacbBie2bBbBcbba2biSe7304e772f

Encrypt Download File

Password: | --------

Confirm | --------

Password:
Passwords Match: @

You have chosen to open:

which is: Binary File (2.5 KB)
from: hteps://192.168.1.90

Would you like to save this file?

B f4420706-8004-11e5-a50a-ff82dch91866.p12

[ Cancel ] w

Hgdi% pl2 A DT Y T 408 fEARFIh, X Em Y “fme60.p12” .

© 2017 BRARG QR



sl el ]l
L& {EIER |C|I S clo .

$B8 i WinSCP B H Ath T Eo 4 4% 2| Firepower & B 4% | &

& dram3 - admin@192.168.1.90 - Win5CP
Local Mark Files Commands Session Options Remote Help
R % @ Synchronize | Bl @ = {3} @ Queue = - Transfer Settings Default - e -
| & 2dmin@192168.1.90 [ New Session |
&, C: Local Disk - = <= - o2 % | admin - = Y & |G Find Files | T
@ Upload @ [of Edit 3¢ é Properties | [ |ﬁ| 5 |ﬁ|
Chdram3 NVolume/home/admin
MName Ext Size || Name Ext Size Changed
. . 10/22/2015 8:19
~ Cisco_Firepower_NGIPSv_VMware-6.0.0-972.tar Efmcﬁﬂ.pll 2509 B 10/31/2015 2:43

S$B9  JHIT SSH &3 Firepower & H% | &

B0 BN LN pl12 SCEE A CER AT KEY S04

FEE: CERMKEY XH-&2MEHM. HKiVEEIR p12 XHESEA “fmc60.p12” . B, REIRRERA sudo ZiB. SAERM PEM 0%
R Z AR B EAED.

sudo openssl pkcsl2 -nokeys -clcerts -in fmc60.pl2 -out fmc60.cer
Enter Import Password:

MAC verified OK

admin@sd:~$

sudo openssl pkcsl2 -nocerts -in fmc60.pl2 -out fmcé601.key
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

admin@sd:~$

HB11 FH WinSCP ¥ fmc60.cer 1 fmc60.key 14 M Firepower & 2 Fh 0 & il 2| A H PC.

B8 admin - admin@192.168.1.90 - WinSCP =n E=h <"
Lecal Mark Files Commands Session Options Remote Help
@ % ESynchromze = @ @ {3} @Queue ~ - Transfer Settings Default - e -
| [ 2dmin@192.168190 | New Session |
&2, C: Local Disk = <= - m & | admin = D & O Find Files | T
B4 R Ef Download B | [ Edit 3 =75 [ Properties | £ Iﬁ} =
Chdram3 NVolume/home/admin
Mame Ext Size || Name Ext Size Changed
£ . 10/22/2015 8:19
\ Cisco_Firepower_MNGIPSv_Vhware-5.0.0-972.tar ||_“, fmchl.key | 1958 B 10/31/2015 2:48
. Cisco_Firepower_Management_Center_Virtual_VMware-6.0.0-97... |7 #mch0.cer: | 1512B 10/31/2015 2:47
[5}£4420706-8004-11e5-a50a-Ff82d ch01366.p12 25008 || [ fmee0.p12 25098 10/31/2015 2:43
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S$B12  Firepower & H A0 N HE CA AFUEK#8 5 H 2 ISE UE BELEFEF .
B (Administration) -> &4t (System) -> iF35 (Certificates) -> 32 {S/EiE+F (Trusted
Certificates) -> M % (Browse), XJ5 FA% fmc60.cer

el Identity Services Engine Home » Operations » Policy » Guest 55  Administration » Work Centers

~Systemn | b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service v |dentity Mapping
Deployment  Licensing = Cerificates » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Setftings
(<]
~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Browse... | fmcB0.cer
— [ Browse.. |

FriendlyName |

System Certificates

Endpoint Certificates Trusted For: ;

i
Trusted Certificates
Trust for authentication within ISE
OCSP Client Profile
[ Trust for client authentication and Syslog
Certificate Signing Requests

Certificate Periodic Check Settings [] Trust for authentication of Cisco Services

¢ Certificate Authority [ validate Certficate Extensions

Description |

Cancel |

$|13 ik “54F ISE WHI B3 56IE” (Trust for authentication within ISE), 4R )5 % #33% (Submit)
L4 EFANFMCIERE, BSFRWNFELEHEE, EHFRE (Yes)

f . This Certificate has a signature that uses the SHA-1 hashing
Lo algorithm and is considered less secure.

Are you sure you want to import this certificate?

i

$B15 L PFEE P (Administration) -> R4t (System) -> iE+H (Certificates), %£# ISE §#4HEEH, B
5 H (Export), #AJ5itd “FHIUEBFFALH” (Export Certificate and Private Key)

Export Certificate 'Default self-signed server certificate’
O Export Certificate Only

(® Export Certificate and Private Key
—

Warning: Exporting 2 private key is not a secure operation. It could lead to possible exposure of the private key.

[ Eot [T
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HEE: XHIERESR Defaultserversignedeerti.zip 3C . BHREMEZCH, UFAKIES PEM XHSHE| FMC Z5EE. BRBXHEGEA
ISE2.0.pem, LUEEESTRA.

S$B,16 % ISE HZ S0k 5 A 3 Firepower & FEH 0325 /F CA FE
IR (Objects) -> Xt REH (Object Management) -> PKI -> 32{g4F CA (Trusted CAs) -> &
Z{Z4E CA (Add Trusted CA), RJGHINGFR. AFIFEHFZE “ISE” .
N ISE i NN BB, SR Ui (OK)

Import Trusted Certificate Authority

Name: 1SE20

~-——BEGIN CERTIFICATE-—-
MIIDMDCCANigAWIBAGIQV]FZOAAARADIZNs536HITANBgGhKIGIWOBAQUFADAC
MROWGAYDVQQDEXFpC2UyMDMWNISSYWIALmNvBTACFWONTEWMigyMZIONDBaFW0xX
NJEWMjcyMzIONDBaMBWHGIAYBONVBAMTEWIZZT IWMzAZLmxhYjguY 29tMIIBLIAN
BkohkiGIwWDBAQEFAADCAQBAMIIBCGKCAQEAICY PwdSNIZaFIEcaPQBW2i8QsS5rS
IWHEXW(jt/aBSeH4zoVpQeBF2W2gN7 JtD40YNUCCEEY IQET35Yn49frtIMOAVN7
RfIN61CIMCca6HEIa4IsI3K0UGCKIOVOhBRHBIND 3P LUKXQeh2NAPXCIFA3VLEe
ZpWWiyRBFUFLZLBU9GY TSRIGWp9e0INQ7ZpkagEbPBLKOYb3eW3fGuLeO0esX Iwx
00s4ABHPWKVS;im3GavibWCKFBAt3FaaG3Ene438/Y/ZLKR 1xyQvPUIMQIDAQAB
024wbDAMBgNVHRMEBTADAQH/MASGALUJDWQEAWIC7DAGBINVHQAEFgQUEUB4DEph
QS ThoDi+y7Ur09dfpowHQYDVROIBBYWFAYIKWYBBQUHAWEGCCSGAQUFBWMCMBEG
CWCGSAGG+EIBAQQEAWIGQDA QUFAAGCAQEADTIO

tM/gymf4ZRLFozpXpSekbrilYFadzv/Db1X8IE003bOvYIYAGKNQIF3QFQpBhVIE
15MZmkBAr8FArFFrR971QRYNn2+CCaSHelt+ TQ4VMIShakszP6S 1IhFhE/ZbCmoas

BufikDn ==

@ Encrypted, and the password is: | sssssser |

SBAT 4 Firepower B HHL.O A CA ABH/E AN T T Firepower & B Ao 1 P EUE 15
LR (Objects) -> PKI -> HNEFEF (Internal Certs) -> ¥R 11 A EFIEF (Add Internal Cert)
BT FAEH 1 MR [F) — F2 7 AT A

SEE: MBREREY, EEZiL ----Begin Certificates

Add Known Internal Certificate ? %

Name: FMCE0

Certificate Data or, choose a file:

BEGIN CERTIFICATE——
MIIDhCCAMGOAWIBAGIIALYXOb-+UOrLWMADGCSqGSIb3DQEBBQUAMGOXCZAIBGNY
BAYTANTMREWDWYDVQQIDARNYXISbGFUZDE TMBEGA LUEBWwWKR2VybWFudG93bIEM
MA0GA1UECowD TGFIMQuwCgYDVQQLDANMYWIxFZAVEgNVEAMMD mRy YWozLmxh Yigu
Y29tMB4XD TELM TAZMTESMjczOFoXD TIL M TAYODESMiczOFowajELMAKGALUEBhMC
VVMXETAPBgNVBAGMCELhenlsYWSKMRMWEQ YDVQQHDAPHZX It YWS0b3duMQwwCg YD
VQOKDANMYWIXDDAKBONVBASMAOXh YIEXMBUGA LUEAWWOZHIhb TMUbGFIQCSib20w
goEMADGCSqGS5Ib3DQEBAQUAA4IBDWAWOOEKA0IBAQDZeREVHO4/4XmUkTEEVWPS o

] »
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LB EMBRE SRR, BEEE IR T “--Begin'” Al

Bag Attributes

Key Attributes: <no attributes="">

~---BEGIN ENCRYPTED PRIVATE KEY-----
MBQGCCAGSIbADQMHBAGh7ZWWZBMMGSCBMjoaxQEN+/WWMHoBFH2c] +gAHRDOV3T
hHVa2py8G19IBecvSREIYE0Y 2kpaYiRY3jSkuCxGewtpUFWO3uVBHde7E2vNpXP
mpVX25Zq0)/xURNS7a3ihh9qq357iAAlecl+nISN1omMriX16r87VIKDFqCRI+HI

BB ETFHEMER “</no>”"

DPycz8/fK1JQWWEYY/65U0eQB8hUMMaAeNYqfagAOIhwntn /8y +ABR3ytK4AcZCIQ
GWOMizAIZNSjneQxjI450]njuSiwgkHwWB2wHFEFL9pRE6ZMoN7xU3eYDI)/n15g0
ENMYGROjCs7kNxVwqtc2 1FFIQOURKEZSjOUFUSSEQTAXxbCAFTTKmHjZdQmCICA
3hOWUSIKHHTASKreD5AYLellhW3xESgLByHSXOSfFdREwg1aX2GU4BEQgGMDtkGbg
D7w=

--—-END ENCRYPTED PRIVATE KEY-----

</no>

BB AN
TR EREICLTHE:

Add Known Internal Certificate ? X

Name: FMCe&0

Certificate Data or, choose a file: | Browse... |

I—B EGIN CERTIFICATE-—
MIIDhjCCAMBgAWIBAGDALYXOb+U0rLwMADGCSqGSIb3DQEBBQUAMGoxCZAIBgNY
BAYTANTMREWDwWYDVQQIDAhNYXI5bGFUZDETMBEGALUEBWWKRZVybWFudG93bjEM
MAGALUECoWD TGRMQwwCaYDVQQLDANMYWIxFzAVBaNVBAMMDmRy YW 0zLmxh Yigu
Y29tMB4XD TEIMTAZM TESMjczOFoXD TIIMTAYODESMjczOFowaiELMAKGA1UEBhMC
VVMxETAPBgNVBAGMCELhcnlsYWSkMRMWEQ YDV QQHDApHZOEYWS0b3duMQuwCa YD
VQQKDANMYWIXDDAKBgNVBASMADxh YIEXMBUGALUEAWwWOZHIhb TMUbGROCSib 20w

| »

gOEMA0GCSqGSIh3DQEBAQUAA4IBDWAWGOEKADIBAQDZEREVHOA/4XmUKTEEVWRS &
Key or, choose a file: | Browse... |
OpUVVP TLd6dny/8IHeVWspHZQES Yk8/UHhaR/ 20fVWiHEDKCe7 SV b1Wp6RXG75/Dy -

d9PdgfEmy2KsSL0IC9BYS228RxmgXmKSFzzFP8WaqDmUdWUZPVrmy TDpzb 6fKWXWE
0G26FK+uZ4YUmIAKzEYKra862tBwoCKGEM Yulhvw(tSIVIFOCVLLKg0C9i2gCyM
aVoFt+EnXrBggUbrdQacrLoYurkKaWk+P9Z/ySUNFXEqs1 SMGbOLeS0fXZ9FnchH
MNO+V7ECLQ+arQYLyvi4q6QQ0I30uPB45mArlZ0gFUBC++pR7VFbd/+aQQKD1BSbg
Zhs=

——---END ENCRYPTED PRIVATE KEY-—-

m

Encrypted, and the password is: | eesessese

Save | | Cancel |

SB;22 LR (Save)
B ERLLUT NE:

Overview Analysis Policies Devices Eulij{Eue yeploy : Help ¥ admin v
Object Management Intrusion Rules {b
| @ Add Internal Cert | | , Filter |
(B DNS Lists and Feeds  » | yame value ‘ |
| URL Lists and Feeds -
.Sinl-chole FMCGE0 CN=dram3.lab8.com, ORG=Lab, OU=Lab, C=US5 &




REVinERIEIER cisco

BC & Firepower ISE B4R

IR 5 B E € LT ISE pxGrid 15 fUEREZ L. ISE MnT 7 fUUEF A FMC 6.0 &4 FE+.

SR 1

SR 2

I3
R4

& RS (System) -> £ (Integration) -> Y& (Identity Sources) -> B4} Ik 55-5] % (Identity

Services Engine)

LB LY EFIP 5 (Primary Host Name/IP Address) - F FQDN pxGrid )4 FRE} IP ik
FHH) T HLE FRIP 241 (Secondary Host Name/IP address) - % Bl FQDN pxGrid )44 FREX 1P Mk
*pxGrid JR55#% CA (pxGrid Server CA) - ISE pxGrid i fiFH (AR ISE HZ S 40 iE+H)
*mnt JR%#% CA (mnt Server CA) - ISE pxGrid i fiiE+H (S A ISE A S 4E+)

MC JR# #55F 15 (MC Server Certificate) - FMC S4piE+5 (5 NN EIE )

Overview Analysis Policies Devices Objects | AMP

Configuration Users Domains

Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type None | ‘ Identity Services Engine | | User Agent

Primary Host Name/IP Address * 192.168.1.38

Secondary Host Name/IP Address

pxGrid Server CA * 1SE20 v @
MNT Server CA * ISE20 ¥ @
MC Server Certificate * FMCS0 v @
ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24, ..
* Required Field | Test |
\ 523
EFERIR (Test)

ENIZE BILL T N

Status

- ISE connection status:
Primary host: Success

P E (OK)
EFART (Save)




REVinERIEIER Cisco.

SB’5

% RS (System) -> 3% (Monitoring) -> &%t H & (Syslog)
HEREAE FMC 215 2RI iEH 3] ISE IRk 5% 4%

verview Analysis Policies Devices Objects | AMP System QRS0

Health v Mo

Configuration Users Dom Licenses v Toaols v

Integration Updates oring * Syslog

Oct 31 2015 17:36:11 dram3 sudo: pam_unix(sudo:session): session closed for user root

() Case-sensitive

(] Exclusion

Oct 31 2015 17:36:11 dram3 sudo: pam_unix(sudo:session): session opened for user root by (u

Oct 31 2015 17:36:11 dram3 sudo:
{L Oct 31 2015 17:36:10 dram3 sudo:
Oct 31 2015 17:36:10 dram3 sudo:
Oct 31 2015 17:36:10 dram3 sudo:
Oct 31 2015 17:36:10 dram3 sudo:
Oct 31 2015 17:36:10 dram3 sudo:

Oct 31 2015 17:36:10 dram3 sudo:

: pam_unix(sudo:session): session opened for user root by (ui

www : TTY=unknown ; PWD=/ ; USER=root ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

pam_unix(sudo:session): session closed for user root

0)
www : TTY=unknown ; PWD=/ ; USER=roat ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

pam_unix(sudo:session): session closed for user root

pam_unix(sudo:session): session opened for user root by (uid=0)

www : TTY=unknown ; PWD=/usr/local/sf/htdocs/events ; USER=root ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

Oct 31 2015 17:35:36 dram3 SF-IMS[4114]: [4528] SFDataCorrelator:Userldentity [WARN] Unable to find realm for user AB:A6:68:9F:50:5D, domain
Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.ISEConnection [INFO] bulk download processed 3 entries.

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.ISESessionEntry [ERROR] Failed to parse session element: <session xmins="http://www.cisco.com/pxgrid/net'><gid
xmins="http://www.cisco.com/pxgrid'>0A0000010000001A01077EA1 </gid> <lastUpdateTime xmins="http://www.cisco.com/pxgrid'>2015-10-31T18:37: 29.520Z</lastUpdateTime> <extraAttributes
xmins="http://www.cisco.com/pxgrid'> <attribute>UGVybWIOQWN]ZXNz </attribute> < /extraAttributes> <state>Started </state> <RADIUSALtrs> <attrName>Acct-Session-Id</attrName>
<attrValue>0000001C</attrValue> </RADIUSAttrs> <interface><macAddress >00:0C: 29: 3C:FB:BF </macAddress > <deviceAttachPt> <deviceMgmtIntf1D> <ipAddress xmins="http://www.cisco.com
/pxgrid'>192.168.1.3</ipAddress> </deviceMgmtIntflD > < port> <portld >GigabitEthernet1/0/11< /portld></port > </deviceAttachPt> < interface> <user> <name xmins="http://www.cisco.com
/pxgrid'>00:0C: 29:3C:FB:8F</name> </user> <assessedPostureEvent/ > <endpointProfile>VMWare-Device </endpointProfile> </session>

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.LdapRealm [INFO] search (| (SAMAC
Skiber,CN=Users,DC=lab8,DC=com’.

e=Ida Skiber){u Skiber@LABB))' has the following DN: 'CN=Ida

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10997] ADI:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-10-31T21:35:36 [ INFOJ: curl_easy_setopt() for CURLOPT_URL:
*https://ise20306.Iab8.com: 8910/pxgrid/mnt/sd/getSessionListBy Time'

Oct 31 2015 17:35:36 dram3 SF-IM5[3800]:
Oct 31 2015 17:35:36 dram3 SF-IMS[4114]:
Oct 31 2015 17:35:35 dram3 SF-IMS[3800]:
Oct 31 2015 17:35:35 dram3 SF-IMS[3800]:

Oct 31 2015 17:35:35 dram3 SF-IMS[3800]:

[10996] ADI:adl.ISEConnection [INFO] Starting bulk download
[4528] SFDataCorrelator:adi.subscriber [INFO] ADI subscriber connected to ADI service at /tmp/vdi.socket
[3B00] ADI:infra.ev-rpc [INFO) Started server ADI, listening for clients.

[3B00] ADI:adi.RpcServer [INFO] starting rpc server

[3800] ADI:adi.ISEConnection [INFQ] ...successfully connected to ISE server.

$B6  ENAE ISE A F T 40

~ Administration

» System » Identity Management » Network Resources » Device Portal Management pxGrid Sen » Feed Senvice

» Identity Mapping

@Enable Auto-Registration Disable

> ° o e 2 QDekcte » @Refiesh | Total Pending Approval(®) v 1-110f11  Show 25 v perpage Page |1 +|
] Chent Description Capabilties Status Chent Group(s)
0o» 3 " Administrat
1 » i Onin Adein %
O » Sessior | |
oo
apabilities(0 Pub, 0 5 fhine Sessio e

Capabilities(0 Pub, 0 5 Sessio ew
apabilities(0 Put Offine Session I ew
Capabaties ) P 0 v
apabiities(0 Pub, 0 5 Offine

©2017 BRAZAHF F 20
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M CA GEBHLNA) FRIEBHRIESE

A HAE ISE ST 335 b #5238 ISE 2.0 A1UE R} Firepower & HE A0 6.0 FITEMIRC B E R . WREFETEH
ZAEF, AT T IEERAE

BT CA ZZ2IEBRIEL TR E X pxGrid 4R

BALE pxGrid % it Firepower 7 B 0o fll ISE pxGrid 15 52 [A] 523 pxGrid #:4E, Aig1E—ANE E X
pxGrid R,  FELEH AN IR I SCRFR - B 5 A7 36 UF AR 5528 B 43 B6riE (1) 3G 5 284 2% B FH Y (EKU). X T
Firepower & 2 F1:0> Fll ISE pxGrid 7 5535 B [F]—E B LA (CA) #EATE LI CA B2 MEE, PR
W

HEBT7T  EFEHTH (Administrative Tools) -> iEFAR LI (Certificate Authority), 57 CA %2555
W “47 BIF T HiAIR, RG4S TAEFIEAR (Certificate Templates), %% (Manage)

iR certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certi Templal Y ] [
Fle Acton View Help |

e |c = H

ﬁ Certification Authority (Local) File Action View Help
= Gﬂ |.a‘E:?Jn|‘.|'IN-LTE115lBAKI'M—C @ $ | | Gl =5 |
|| Revoked Certificates
[ Issued Certificates fll Certificate Templates (WIN-LTE 1158 [EE 1l By bl VR L= 10 = | Minimum Supported Cas
[ Pending Requests 5 Administrator Windows 2000
|| Failed Requests 5 Authenticated Session Windows 2000
| Certificate Templates E Basic EFS Windows 2000
ca Exchange Windows Server 2003 Ent..
[= - 5 HLORT Do

S8 ST IEEHIH PN, %+ Windows Server 2003 Enterprise, F R iHE (OK)

2 Domain Controller Authentication Windows Server 2003Ent...  11C
3 £FS Recovery Agent Windows 2000 6.1
) Enrolment Agent Windows 2000 4.1
T Frenllment Anent (Comniiter) Windows 2000 51
x| s
6.1
You can create certificate templates with advanced properties. However, 71
ot all Windaws CAs support al certficate template properties.Select the | 5.1
version of Windows Server (minimum supported CAs) for the duplicate 71
certificate template.
11
& Windows Server 2003 Enterprise 10%
101
€ Windows Server 2008 Enterprise 10C
101
Learn more about Certificate Template Versions. 5.1
41
e I
1
‘5 Subordinate Certfication Autherity Windows 2000 5.1
5 Trust List Signing Windows 2000 31
B user Windows 2000 31
5 User Signature Orly Windows 2000 41
5 Wb Server Windows 2000 41
5 Workstation Authentication Windows Server 2003Ent... 101
-
4 | Al | N




REVIEHRIEER

atfran]es
CISCO.

SE9

Directory), FFH&fiiA RA AT H i .

EINAE PR PR, BUHIES “7E Active Directory H1 R AT UETS” (Publish certificate in Active

HE10

(OK) -> MA (Apply)

Certificate Templates Console

Certificate Templates Console I =101 x|
R TR T |
e ([ (= | HFm  lswence | | T-ml IISw-wl |
T Certificate Templates (WIN-BG7GRt Facimet Hexting St Has S ‘Actions
Template display name: ja| Certificate Templa... =
[pxGrid 6.1
I a1 More Actions »
Minimum Supported CAs: Windows Server 2003 Enterprise: 5.1 , -
a1 -
i sichs ows. 6.1 More Actions >
[pGrid 7.1
8.1
71
Valiclty period: Renewal period 110
5 [years ~ [ 52 [weeks = 102
101
100
™ Publish cedificate in Active Directory 03
™ Do nct sutomatically reenroll if & dupficate certificate exists in Active 21
Directory 1
6.1
[ For of smart card use the existing key 11
i a new key cannot be created 5.1
3.1
31
41
a1
1014
=
< 3 Ok | Cancel Aooly v || W
I

M “9TRE” (Extensions), EFFERIN (Add) -> R S0 I E (Server Authentication) -> i &

Properties of New Template ﬂ

File Action View Help

] Certificate Templates (WIN-BG 7GRt

@ |7 [ | @] Geed | RoawstHanding | SuectNeme | Sever |
Issuance |

| Secuy

To modify an extension, select it. and then click Edit.

Dcmﬁcae Template Information
[ _issuance Policies
Key Usage

Description of Application Policies:

i

©2017 BHAELGAA
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$IR 11

$IR 12

mii “EBAFR” (Subject Name), & “IEiERFHHEML” (Supply in the request)

7l Certificate Templates Console

-1Oyx1

Hle  Act T e Properties of New Template i ﬂ

T Cortficate Templates UINATELE oo | Reauest Handing e | Sover
' Supply in the request

se subject infarmation from existing certificates for autoenmollment
renewal requests,

€ Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration

Subject name format:
INDne j

™ Include e-mailiname i subject name

Include this information in altemate subject name:
™ E-mail name

™ DN name

™| Wser privicipal name [UPK]

I™ Sevice principal name [SEH]

Certificate Templa...

Mare Actions

4.1 More Actions »

A3 (Extensions) -> R $EHE (Issuance Policies) -> g% (Edit) -> FrE MK K& (All Issuance

Policies)

[ Certificate Templates Console Il

e o o «
¢$||@| Genersl |  Request Handing | sm,eaNEZne_I Sever |
m Issuance Requirements | Superseded Templates ensions |Sect.rﬁy
moifu an evancinn calart # and than clicl Edit
Edit Issuance Policies Extension: If x|
Exent An issuance policy describes the conditions under which :
jﬂ a certificate is issued .
41
6.1
7.1
8.1
7.4
1160
| 102
101
Descr 101
= =) o
Ad. |  Edt. | Femove | ol
I~ Make this extension crtical ;11
oK | Cancel j 3.1
=1
41
4.1
101}
q N oK Cancel Apoly L | B

Certificate Templa...

More Actions

More Actions 3

©2017 BHAELGAA
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HE 13

S 14
S 15

TRERTERAC B BRI B B

|| Issued Certificates
| Pending Requests
| Failed Requests

| Certificate Templates

IP security IKE intermediate

: 10l x|
] x
@*lan_i?l ImmHﬂmﬁnﬂslSupersededTanplatele:deﬂsunslSemﬁyl
Request Handlin Subject
T Cortficate Templates WINATELS. O ke =
Purpose:
™| Delete revoked or expired certificates (do not achive)
¥ Include symmetric algarthms allowed by the subject
[~ Archive subject’s encryption private key -
41 More Actions 3
Minimum key size: lM—LI 6.1
7.1
8.1
7.1
: 110
¥ Allow private key to be exported o
Do the following when the subiect is errolled and when the private key iy
associated with this certficate is used: 101
% Enol subject without requiring any user input :1
" Prompt the user during enrolmertt 6.1
- Prompt the user during enrollment and require user input when the: 1L
private key is used 5.1
3.1
To choose which cryptographic service providers CSPs 5 51l
(C5Ps) should be used, click CSPs. 41
4.1
101
q | ok |[ cancel | Aoy | Hew | EE
({3 »
A “UETRINR” (Certificate Templates)
IRFFEM R FIFEENR (New Template to issue) -> pxGrid
FH certsrv - [Certification Authority (tmal}\lah?-m—l_TElm & | Dlll
File Action View Help
= || 6= [
J;:Tb Certification Authority (Local) Mame | Intended Purpose |
B e |_a|_J?WIN-LTE1155NG'M-CA 5| CEP Encryption Certificate Request Agent
|| Revoked Certificates 5 Exchange Enrolment Agent (Offiine req...  Certificate Request Agent

:] 5 1PSec {OFﬁlne request}

W] Enahle Certrﬁcate Templates |

Select one Certificate Template to enable on this Cerification Authority.
Mote: i a cerificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templ
For mare information, see

be available to your CA.

E Exchange User

5 1PSec

] Kerberos Authentication
& Key Recovery Agent

E (QCSP Response Signing
%] pxGrid

] RAS and IAS Server

E Router (Offline request)

E Smartcard Logon

ﬁl Smartcard User

Name Intended Purpose

=l

Secure Email

IP security IKE intermediate
Client Authentication, Server Authentication, Smart Card Logon, KDC Authent
Key Recovery Agent

OCSP Signing

Server Authentication, Secure Email, Encrypting File System, Client Authentic:
Client Authentication, Server Authentication

Client Authentication

Client Authentication, Smart Card Logon

Secure Email. Client Authentication. Smart Card Logon

© 2017 BRARGAF



sl el ]l
L& {EIER lCII S clo .

$B16  1ENIZFE P pxGrid AR

Fﬂ certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates] T 2 |EI|£|
File | Action  View Help

&= |*|a=|H

ﬁ Certification Authority (Local) Marme | intended Purpose |
= a:ﬂ lab7-WIN-ATE115BAKTM-CA E_prrid Server Authentication, Secure Email, Encry...
;I Revoked Certificates B cep Encryption Certificate Request Agent
;I Issued Certificates H Exchange Enrollment Agent (Offiine req... Certificate Request Agent
% Pending Requests E IPSec (Offline request) IP security IKE intermediate
% aile Requests E Directory Email Replication Directory Service Email Replication
it e E Domain Controller Authentication Client Authentication, Server Authenticatio...
E EFS Recovery Agent File Recavery
E Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentication
] web Server Server Authentication
E Computer Client Authentication, Server Authentication
E User Encrypting File System, Secure Email, Clien...
E Subordinate Certification Authority <All=
E Administrator Microsoft Trust List Signing, Encrypting File. ..

. E ISE 2.0

ROk, AT NS B AR BATR ML (CA) 244455 1C & ISE pxGrid 1 &. &4, f#H pxGrid H & X
FERR M ISE 5 fi Bl “pxGrid” CSR 153K I H CA RS 28254 . IEHH 41 %€ 94 ISE CSR &K,

CA HRE T S A E| ISE iE P2 E L EF . ISE S EEAE ISEIE B RGFEF FH . %N pxGrid #:4E A H
ISE 1 1,

BT 15 NN ISE pxGrid 15 £ 11 ISE 5 /542 B CSR i3k
B3 (Administration) -> &%t (System) -> UEF5 (Certificates) -> UEF52544 15K (Certificate Signing
Requests) -> 4 % (Generate)

AR ERERETNEER “EER” (Admin). ZRIE FMC 6.0 8 FEIEISE, LIUHITIIHIRE

- Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers & License Waming &

» Identity Management  » Network Resources ¢ Device Portal Management  pxGrid Senvices » Feed Senice * Identity Mapping

Deployment Licensing ~Cenificales » Logging  » Maintenance Upgrade  Backup & Restore  » Admin Access  » Seftings
B I
° * ISE Rool

is not a signing request, but an ability to generate a brand new Rool CA certificate for the ISE CA functionality

i A ning Request
Responder Certificales - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by
the ISE Root CAISE Intermediate CA

= Certificate Management

Oveniew
Systemn Cerificates Usage

Endpoint Certificates Certificate(s) will be used forlhcmn 'I

Trusted Certificates

Allow Widcard Certificates L ¢
OCSP Client Profile

Centificate Signing Requests HNode(s)
Certificate Periodic Check Seftings Generate CSR's for these Nodes
» Certificate Authority Node CSR Friendly Name
[ ise20 ise208Admin
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$B2 %P UERIUET” (Request a Certificate) -> “ HZUE 515K ” (Advanced Certificate Request), 5 CSR
FOREHIFRINGR] “ CARLEMER” (Saved Request) #5757, SR JGiEFR H 7€ X pxGrid #itk, If i

“$24Z” (Submit)

Microsoft Active Directory Certificate Services - lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques

Request box.

Saved Request:
™ [G1A/0KOPkmz0V Tmr AAFW2K]QBBS5 ZHognzob0T /1
E:rﬁf;:::“::; ScIKU6R6BIy-+mO3VxE jHOE+r6QUEALEQOZ¥0kITd
9UeS! | G 1 BCLEWUbRY PT8nIu0eNI Kl ngD2LIyFBPVRIub,

(EMC or 67v5h57UApcSZLhhE /B +/DZ]13/040d34zhovIp)
PKCS #10 or 8xr503L4yPLKMLUQEL /QChp8VQ==
PKCS#T): oo END CERTIFICATE REQUEST--—-- 4

Certificate Template:

| pxGrid |

Additional Attributes:

Attributes: | J

| Submit > |

S 3 %k Base 64 Zfid % =01 CA HRIET

‘Microsoft Active Directory Cerlificate Services — lab8-WIN-49T17723U08-CA

Dt a CA Certif Certi Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

8.00 Opening certnew.cer
L3

To download a CA certificate, certificate chain, or CRL, select the certifit
You have chosen to open:

CA certificate:
[ certnew.cer
Current (lab6-WIN-49T17723U08-CA] which is: Document (1.3 KB)
from: http://192.168.1.14
What should Firefox do with this file?
Encoding method:

() Open with | Keychain Access (default) D

(2)Save File
Install CA certificate
Download CA certificate
Download CA certificate chain

Download latest base CRL [ cancel | ok ]

Download latest delta CRL

(] Do this automatically for files like this from now on.

¥ CA HRUFP FAL R ISE WF B2 E(F R G E
& EH (Administration) -> R4t (System) -> iE$5 (Certificates) -> Z{Z/FiE+ (Trusted
Certificates), 71 1% CA HRIEF

ik “{E4T ISE I B 581E” (Trust for authentication within ISE), A5 iE#$23Z (Submit)

Identity Services Engine Home » Operations

=System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Sernvices  » Feed Senvice  » Identity Mapping

Deployment Licensing ~Certficates  » Logging  » Maintenance  Upgrade Backup &Restore  » Admin Access  » Seftings
o
« Certificate Management Import a new Certificate into the Certificate Store

Overview

System Cerlificates

Endpoint Certificates

Trusted Certificates

OCSP Client Profile

Certificate Signing Requests
Certificate Periodic Check Seltings

» Certificate Authority

+ Policy » Guest Ac = Administration » Work Centers

* Certificate File lBrowse.. root cer .

Friendly Name

Trusted For: ;

F Trust for authentication within ISE_Jj

[ Trust for chent authentication and Syslog

Trust for authentication of Cisco Services

[ valdate Certificate Extensions

Description |

©2017 BHAELGAA
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6 K ISE pxGrid 11 AUE T _EAL R ISE UEH R4 E
EFEH (Administration) -> R4t (System) -> iF 5 (Certificates) -> IE & # (Certificate
Management) -> iE 4544 K (Certificate Signing Requests), #R)5 M7 “48€IEFH” (Bind
Certificate), F£i%&H CSR ER

‘duth: Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

=System  » identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices  » Feed Senvice  » Identity Mapping
Deployment Licensing ~Certificates  » Logging  » Maintenance  Upgrade Backup & Restore  » Admin Access  » Seflings

= Certificate Management Certificate Signing Requests

Oveniew Generate Certificate Signing Requests [CSR)

Systern Cerlificates A Centificate Signing Reguests (CSRs) must be sent to and signed by an external authority. Click “export” to download one or more CSRs so that they m
request has been signed, click "bind" to bind the request to the signed certificate issued by that authority Once a CSR is bound, it will be removed from
Endpoint Certificates

Trusted Cerficates Fven @Eport | Xodete s
‘

OQCSF Client Profile Certificate Subject Key Length Portal group t Timestamp

Certificate Signing Requests CN=ise20.b%.com 2048 Sat, 16 Jan 201¢

Certificate Periodic Check Seftings

» Certificate Authority

HB|T B (Administration) -> R4t (System) -> {EF; (Certificates) -> iFH & B (Certificate
Management) -> IF 242K (Certificate Signing Requests) -> 4= JRiEH& 415K (CSR)
(Generate Certificate Signing Requests [CSR]), #R 5 iE 1 IR0 B N E 2 5B (Admin)

Usage
Certificate(s) will be used for [Admn -]
Allow Wildcard Certificates ¥

S8 TET A (Node) FIEFETI AL

SB|9  EEBH4 (SAN) (Subject Alternative Name [SAN]) #75, 1E#% DNS £ZF% (DNS Name), FFfiA
DNS 4 %5

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices  » Feed Service  » Identity Mapping

Deployment Licensing ~Certificates  » Logging  » Mainlenance  Upgrade  Backup & Restore  » Admin Access  » Seftings

o
Node CSR Friendly Name
= Certificate Management

ise20#Admin
Overview
System Centificates

Subject
Endpoint Certificates
Trusted Cerlificales Common Name (CN) | SFODN$ I f
OCSP Client Profile
Organizational Unit (OU) |

Certificate Signing Reguests
Certificate Periodic Check Seftings Organization (0) |

» Certificate Authority City (L I
ity (L)

State (ST) i |

Country (C)

Subject Alternative Name (SAN) DNS Name -'} { 5e20.2b9.com

SB10  EFEAER (Generate)
SB11  EFFH (Export)
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FE12 37T pem XA, K CSR 1EREHIERENE R H € X pxGrid BAR

800

| | ise20306Admin.pem

BEGIN CERT

MITC5]CCACACAQAWHDERMBaGATUEARMRAXNLM] AZM
£5a651b A

kol o,
19TwAsHIIYS6133PgbI+el

END CERTIFICATE REQUEST-

IFICATE REQUEST-

SBA3 R “UERIET” (Request a Certificate) -> “ 2 UE T51E3K ” (Advanced Certificate Request), ¥ CSR
TERKE MG “ DARAFRIIER” (Saved Request) #8747, SR JFIEFE H € X pxGrid BEAR, Ff i “H48”

(Submit)

Microsoft Active Directory Cerlificate Services -- |ab8-WIN-JSVUL3DQTBN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or |

Request box.

Saved Request:

Base-64-encoded
certificate request

Ry0SEng0f4UnKVGx ] IwEPM7 ydWpHBJAEYz6najPm|
eJmMRw5Sv+0GMw 1 0WEMObeve /dLgMf nMHZRKIsQvgY
rgJ2vralUwTimSDUygQPMrj3ysfwSM4nXBsjxeuTP

(EMC or nXyWIS22CookbMyWiSGthTnyyNbeFb15jucLhNjx
PKCS #10 or 19TwASHIJYS6I33Pg6I+el32TCof JEAgLlOS=
PKCS#T):  |emee END CERTIFICATE REQUEST----— 4
Certificate T i
| pxGrid |

Additional Attributes:

Attributes:

A
| Submit> |

B4 EFRZZ (Submit)
$B15 T4k Base 64 Zihg R FHEH

Microsoft Active Directory Certificate Services -- lab8-WIN-JSVUL3DQTBN-CA

Certificate

Issued

The certificate you requested was issued to you.

(DER encoded or () Base 64 encoded

Download certificate
=1 Download certificate chain

©2017 BHAELGAA
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$B16 4k Base 64 #1 CA HET

Microsoft Active Directory Certificate Services — ISVUL3DQTBN-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this 1 authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:
Current [1ab8-WIN-JSVUL3DQTBN-CA]

Encoding method:
(DER
@Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

HB|1T B (Administration) -> R4t (System) -> {EF; (Certificates) -> iFH & B (Certificate

Management) -> 2{5/FIEF (Trusted Certificates), &)5 S AARIED

SE18 L {S/E ISE F K F 4 KHE (Trust for authentication within ISE)

Identity Services Engine Home  » Operations b Policy b GuestAccess [EEFNTINETUSIN > Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

Deployment  Licensing v Certificates  » Logging  » Maintenance ~ Upgrade ~ Backup & Restore  » Admin Access  » Settings

~ Certificate Management

Overview

System Cerficates

Endpoint Certficates

Trusted Certficates

OCSP Client Profile

Certificate Signing Requests
Certificate Periodic Check Settings

» Certificate Authority

SE19
S 20

Import a new Certificate into the Certificate Store

* Gertificate File | growse... | carcot.cer

Friendly Name |

Trusted For: ;
‘Trust for authentication within ISE
[J Trust for client authentication and Syslog

[ Trust for authentication of Cisco Services

[ valicate Certificate Extensions

Description |

D (o)

HEPEHRAZ (Submit)

B (Administration) -> &%t (System) -> iEF; (Certificates) -> iEH &R (Certificate

Management) -> iE 254475 K (Certificate Signing Requests), 1£#% CSR &R, R sidigfEiE$
(Bind Certificate)

\dentity Services E

m  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices

Deployment Licensing

= Cerfificate Management

Ovenview

System Cerlificates

Endpoint Certificates
Trusted Certificates

OCSP Client Profile

Certificate Signing Requests

Home » Operations + Pol

w Certif

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)

CSRs) mi

A Certificate Signing Requests
request has been signed

d the requestio th

) Vew  Export ) Delete

Certificate Periodic Check Seftings

¢ Certificate Authority

» Logging » Maintenance Upgrade Backup & Restore

pe sent to and signed

Certificate Subject

» Seftings

Key Length

¥ Identity Mapping

Click "export™t
d certificate issued by that authority Onq

SR

ownload one or more CSRs s
ound, it will be

Portal group t

Timestamp

©2017 BHAELGAA
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$1B21 4% ISE CA B4 G4iEH

‘Gses’ |dentity Services Engine Home » Operations » Policy » Guest 55 ~ Administration » Work Centers

= System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices  » Feed Senvice  » Identity Mapping

Deployment Licensing -~ Certificales » Logging » Maintenance Upgrade Backup & Restore » Admin Access » Seftings

o
~ Certificate Management Bind CA Signed Certificate
Lok Centificate File | Browse.. | fmc.ce
System Certificates
Endpoint Certificates Friendly Name i

Trusted Certificates o
Vaidate Certificate Extensions LJ '/
OCSP Client Profile
Certificate Signing Requests

Usage
Centificate Periodic Check Seftings

» Certificate Authority || Admin:

G

HB22  EFERAZ (Submit)
B2  YEIWFEEEER, EFER (Yes):

@._ Enabling Admin role for this certificate will cause an
4 . application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under

_ =R
BR2U AEHWTETHER, EFR (Yes)

/@ The certificate you are importing or generating matches an

L5\ existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced; and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

e [Ty

FB25 ARE, RBEHRL, HIRFEZE GUI

Identity Services Engine

| 4

.
Problem logging in? '

82015 Inc. Cisca, ystems and I trademarks of Cisco Systems,Inc. and/ar it wiliali

affiates n the LLS and certain other countries. cisco
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F$®26 EPEHE (Administration) -> R4t (System) -> 5% (Deployment), ZniEFEH44 (Hostname), Jfi%k
i pxGrid

‘thulss * Identity Services Engine Home  »Operaions  »Polcy  » GuestAccess [IRECAL il * WorkCenters

~System | » Identty Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
FQDN i5e20306.Iab8.com

IP Address 192.168.1.38
Node Type Identity Services Engine (ISE)

Personas
¥ Administration Role STANDALONE oo primary |
| Monitoring Role | PRIMARY = Other Monitofing Node

| Policy Service

/! Enable Session Services

Include Node in Node Group | Nene
/| Enable Profiing Service

[ Enable SXP Service

Use Intertaco | GigabitEthernet 0
[ nable Device Admin Service

O nable Identity Mapping

piGrid

SB2T LR (Save)
S 28  EPFEEHE (Administration) -> pxGrid {55 (pxGrid Services), il & & A7 1R 5 B 1E 51| R H

“dacs Identity Services Engine Home  »Operations  » Policy b GuestAccess [ERCLINIEUEVEUNN » Work Centers @  Licensewami

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Senices » Feed Service  » Identity Mapping

@Enable Auto-Regist

5] - Joelete » BRefresh  Total Pendng Approval(D) = 1-11of11 Show

Chent Description Capabiities Status Client Group(s) Log

FE: BEAANTAAREEZE LW AE2ER. BALUEEE ISE VM 55 _EIEIT “sh application status ise” @4 5&i % pxGrid (REETEE
B,

$B29 & B BE3EM (Enable Auto Registration)

‘asco \dentity Services Engine Home  » Operations  »Policy  » GuestAccess [ERSCRBIEIEILENE » Work Centers @  LicenseWaming &

@Enable Auto-Registratiorl O

» System  » |denfity Management  » Network Resources  » Device Portal Management = pxGrid Senices  » Feed Senvice  » Identity Mapping

SB30 HIIRE S A EEES] pxGrid (Connected to pxGrid)

onnected to pxGrid
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)2 Firepower ISE 4515

ISE 45/ ISE S 964F, 75 Z7E Firepower & BEA0 6.0 1) B 43 S Mg A8
I 1 PR G (System) -> FE % (Integration) -> 4115, (Realms) -> T2 471% (New Realm)

Add New Realm
Name * LAB
Description
Type * AD -
AD Primary Domain * lab%.com ex: domain.com
Directory Username * fmc@lab%.com ex: user@domain
Directory Password * sssssssns
Base DN * dc=lab9,dc-com ex: ou=user,dc=cisco,dc=com
Group DN * .dc-[nhg,dc-com ex: ou=group,dc=cisco,dc=com
Group Attribute Member N
* Required Field
OK Cancel

T2  EEHE (OK)
$B3 %N EZ (Add Directory), JRJ5%i A\ FQDN 34144 i 5612 &

Hostname / IP 192.168.1.26

Address

Port 389

Encryption ") STARTTLS LDAPS @ None
SSL Certificate v 9

SE4  EFNNR (Test), ENEF B RIIINRIZERE (Test Connection has succeeded) 7.5, N LA E (OK)
IR MRRAGIRRBREN, BFRE “GUHECE" (Realm Configuration) FE2&HIRE T ERANERHA PR MEFZE,

$E|5  EFEHRE (OK)
$B6  IEIFRAF (Save)

B} iﬁ%E)ﬁﬂWﬁ%}

M System QEETE ST TR

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v

Cisco CSI m Identity Sources  eStreamer  Host Input Client  Smart Software Satellite

¥ Compare realms &) New realm

LaB Global AD de=lab9,dc=com de=lab9,de=com member S E

©2017 BRARZ AT
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SES AT Realm), REEFE—-NLFE
s Devices Objects | AMP Deploy ] S\rstem

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v

Overview Analysis Po

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

% Compare realms (&) New realm

| Description Domain Type Base DN Group DN Group Attribute State ‘
Lab Global AD dc=1abB,dc=com dc=1ab8,dc=com member &0 s b a
$®9  AdHP T (User Download)
Overview Analysis Policies Devices Objects | AMP Deploy s+ Il Help v admin v
Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Toals v
Lab €,Cancnly,
Lab
Realm Configuration IUsar Download '
(&) Add directary
URL (Hostname/IP Address and Port) Encryption |
192.168.1.50:389 none |

B0 L TR (Download users and groups)
HE|A b “FTHI” (Available Groups) THIFTA TUHE R M ER, M5 EFAHNZIEIEIR (Add to Include)

Directory ~ Realm Configuration User Download

@ Download users and groups

(Warning: You must enable the realm in order to perform an on-demand user/group download. Enable Realm)

Begin automatic download at |12 v | |AM || America/New York Repeat Every |24 v Hours

Available Groups & Groups to Include (0)

‘ , Search by name

-
£ Certificate Service DCOM Access

£ Read-only Domain Controllers

% Print Operators

% DnsAdmins

4% Domain Admins

& IIS_1USRS

% Group Palicy Creator Owners

& Event Log Readers

Add to
Exclude

a} Pre-Windows 2000 Compatible Access
5 Replicator

/4 Domain Computers

5 Cert Publishers

£ Users

& Guests

£} RAS and 1AS Servers

$B,12 LR (Save)
SE13  BEERLLFNE:

erview Analysis Po s Devices Objects | AMP Deploy s Ea Gl Help ¥ admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Toals v

&
Cisco CSI m Host Input Client Smart Software Satellite

bt compare realms &) New realm

Name Description Domain Type Base DN Group DN Group Attribute

Lab Lab Global AD dc=Iab,dc=com dc=Iab8,dc=com member & &S0

©2017 BRARG AT F3BM
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BCE Firepower BRI 6.0
TEARERSY, FRATIEET X FE B AR (CA) Z22E T REHLECE Firepower & # HH .0y (FMC). H G,

M Firepower & # F.0: 42l & (FMC) )4 Firepower
i CA k55 as%f CSR ¥

EHPLFAEAR CSR 1ER . R)EMHH H E X pxGrid *%19;2,
FRATE4, IR FMC S HE .

FATEEANE FMC E A FMC %48 FAL 2] FMC AEGEBES, 3% CA MRIET FAE 3] FMC Z{51E CA FE.

i

A B% Firepower FA%H

AR IAMERIGEE pxGrid RIBELE P#{TE N

openssl genrsa -des3 -out sourcefire.key 4096

B2

A R% CSR i3k

: RESRERERAANERL, HBEBNSEZaMmANEER

openssl req -new - key sourcefire.key -out sourcefire.csr

HER3

HR] 4

{1 WinSCP ¥4 sourcefire.csr Fl sourcefire.key 34 M Firepower & 510> (FMC) & ffill E| A& Hh PC

: admin - admin®192.168.1.90 - WinSCP - - - £3u]

Local Mark Files Commands Session Opticns Remote Help

[F &5 3 synchronize [l g [ " . £ Queue ~  Transfer Settings Default

| & sdmin@192.168.1.90 | New Session |

s

42, C: Local Disk B e w2 % 1. admin @ 2 |5 Find Files | P
£ Upload [ [ Edit ¢ = [ Properties £ [Fy = Efl Download ¢ | [ Edit 3¢ o [ Properties £ [& =
20306

Name Ext Size || Name Changed

. . 10/22/2015 8:19
| 7] caroot.cer 12828 ||jsou:cahre.tsr; 11/1/2015 41131
| 7] sourcefire.cer 2672B || | 7] sourcefirekey 11/1/2015 407

i AR ITIT CSRAER, JFE M CSRIER A&

T
BBk XE|DC |8 e & Ecodng & | @

————— BEGIN CERTIFICATE REQUEST-—————
IIEOTCCAP kCAqu.E\r 5XCZAIBGNVBAYTATVTMREWDWYDVQQTEWNNYXJ5bGFUZDET
BEGALUEBXMKR2VybwFudc93) h.] EMMAOGAL UEChMDTGF iMQWwCgYDVQQL EWNMYWIX.
FZAVE: N\FE‘AMTDmRVYWOZLm:hY ﬂ

guY29TMRBWHQYIK0ZIhvCNAQKBFhBGZXEBWaWNO
‘H;QP.OEAQEFAADCAQBAMI gKCAQEAUF+XFhpr

83y32qcko NCFNM]kuvawzH'\n
XzIMIQRTFOWbzMaIH58ZGdST!

G7kCSAWQVG
7 NhL]]tE\'MCLIaaEE'IIFhE

h‘]QNkMR»\‘d\JLL‘dZVN'IVWulZ, E]
Dpown4 BEYplIQfwZ THSKgPBIhLEAFZTTneHLe2gm> Jiye
DXBOXL 6EBQRRNOHEyhYV6OhUEUPGGYDATNT ILbE 5] ETWF 2M1kzXL 13YET Rywi 1y
RGRZ ENSPMAGGT gMEM BV mhOK 3p4E+18DCC7 3FPVhm+/FWZTT STLNfGINUXT
oh7L pwBN1ZpxvMkB10DXUGIbmeY 17 107KINVpiPAROFNIHY: Ehznd 1PITtXEThNE
31H7 2aP5T nk6ZCxYc 51 hGm2 gOhuXypw? F 1 BCAWEAAIAAMADC
A4ICAQATQYDr 5ZB5X3VIG]2TO6EOX2 j4dMge3wlvinexVi pK
eeM+TMQLVNBEQZ 7 hsXTdnGUIMp

ADZAV ccAdATFsRsVymIJIargueM 'Icuchaqy.
cha\b iw5kTSUMThWhoRTUhHKPO L 07 vGkWYBT6GOLk4TwEPO4s1qMT
z1 b'IfC-TDNUth- F7 dugtwBnNNE 8V 3x7 dONO-+NKCCT7 Nr 5G5Sy ITwE 0 yvQ+M
/RETQ4cUsC 5Mh92QoUxpM 1 cPRTY4vQ5R0I7BEVI0Ype
FE‘F'HT‘quau\WNT JEXOL+wCj14Tsi4NmNKEYh+/ASkP]eN1E+FKHVIqGVTgi
apQG93zL0asL 1KXNDBOEC 5LauRD2M 1 YSpSmytBSMUT TS THBEGULXSGHDpXIFAkG
UOXB2ZATE EE\Zk\ogth\uAdvILac11~H\1F+frw. 8nkuyyM13F9stAPdKBYEXpO52n
DTuFknyXEc,/b221C84fY62G2AURC BARx. \T+w,gmm 0yT+x1R

©2017 BRAEZ AR
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REVIEHRIEER

lllllllll
CIsCO.

S5

HIR6
B}

g

R “UERIUET” (Request a Certificate) -> “ =2 /71K ” (Advanced User Request), % FMC CSR
THRAEG 2] “ DORAEHIE R (Saved Request) #47, RJEEHEH & X pxGrid Fifk, FFridh “$258”

(Submit). F#k Base 64 Zihdkg = AIE

Microsoft Active Directory Certificate Services — [ab8-WIN-JSVUL3DQTBN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

AFBEi+TWapsuxWNTeA ExOL+wei14TSi4NnNEBYR »
Base-64-encoded apQG93zL0aSLiKXnDBOECSLauROZMIYSpSmytBSH
certificate request u0xB2ATeTES2kx0ggriVTade IcaCQeHVF+5rWT8n

(CMC or DIUFENYXEC/b2zICE4TY62G2AUPRERIPEUSZE0RS
PKCS #10 or 06gklLiz0kngAImoRuM4X1P/ yTg84B/ CxF3yTEQd| |
PKCS#7) - END CERTIFICATE REQUEST---—— L

< [ +

Certificate Template:
pxGrid -

Additional Attributes:

Attributes:

R (Submit)
% Base 64 #ZC1IFEH

Microsoft Active Directory Certificate Senices - lab8-WIN-JSVUL3DQTBN-CA

Certificate Issued

The certificate you requested was issued to you.

' DER encoded or @ Base 64 encoded

Download certificate
=4 Download certificate chain

%k Base 64 Zifid %01 CA HRIET

Microsoft Active Directory Certificate Services - lab8-WIN-JSVUL3DQTBN-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab8-WIN-JSVUL3DQTBN-CA]

Encoding method:

(DER

(=)Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

©2017 BHAELGAA
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atfran]es
CISCO.

$|9  F CARIEP EAEF Firepower B HAZ{5F CA JFEH
LB (Objects) -> M HREHE (Object Management)-> PKI -> 32{&4E CA (Trusted CAs) -> #in%
f54F CA (Add Trusted CA), #{t—MN4FRIE LALIR CAET, R)5IEFRFE (Save)

$BE10 4 Firepower & H A0 A FUEBAIREH FAZ 2] FMC A EIE S

Import Trusted Certificate Authority

Name: |MS_CA

}-—BEGIN CERTIFICATE-——
MIIDATCCAI2gAWIBAGIQNUCQWXCZbbtPDWKNFhjrGzANBGkghkiGSWOBAQSFADEN
MRMWEQYKCZImiZPyL GQBGRYDY29tMRQWEGYKCZImiZPyLGQBGRYELGFIODEGMBAG
ALUEAXMX0GRIOC1XSU4tSINWYUWZRFFUQKAtQDEWHNCNMTUWOTIZMDAXNTM1WheN
MjAWCTTZMDAYNTMIWiBNMRMWEQYKCZImIZPyLGQBGRYDY29tMRQWEGYKCZImiZRy
LGQBGRYEbGFIODEGMB4GAT UEAXMXDGFIOCIXSU4LSINWVUwzRFFUQK4tQOEWGgE
MADGCSQGSIb3DQEBAQUAAAIBDWAWICEKACIBAQCSY TUOAYDTHKX +Q4/4exis/U4|
1ngHAJZCA3KSEicVDY TBA6BO0KTMngyhddoKHATbsyFghaBX rROBXQIALNBW3IA
HK7HKDMB9OPRj4TudBHONrEdX syl kdaSaQoyfassT+GIG4bQ +sd0dQAAXKaOscqlH

NAMN5}jUW/ 2MxeIHt0dmockalvOhd S60bwW5tbxkgwQisaB3QE]90Tr6jZxZ5 L2
FsIIhXcHGeZTvjwE2Iab+gozsaxwF737NK7Cpg7 pk6LXnDQ9a7 LaXA7ai48IrpW0
HSAylztl T2)Egrege1 dUOEY +jzl 125vGhQpGTigHQ312an2Githx5PAMXpGVAQMB

TDHLGMIFSSSNIonIPLIIFBIRLIAQ) 13FQEEAWIBADAN
AQSFAAQCAQEAI7mWHXnecp1TqundyChs30DA72Zm0BXTTO3 2apYl/yiAjkNBKeaS
1zXVFIXt6zl/ pRdL7jswhn55Ru/5CKuChW2bCgQOMITHOWCIOImal6Z/fatB +ufl
(GSCB7yelhJuiAYJOH7pZFIXXkOy1tMMAqw3lqmYLQU-+AB09VGQyBonLYR7SEYw

: 176

QA7) M7  TinhRnRarNA ZDATEY YO

AAGJUTBPMASGA1UdDWQEAWIBhjAPBgNVHRMBATBEBTADAQH/MBOGA1UdDgQWBBRe

() Encrypted, and the password is:

HEFEXTAR (Objects) -> X R EH (Object Management) -> PKI -> P ¥FiF+5 (Internal Certs), 51

Sourcefire CER {4 F1 Sourcefire KEY S, #HAZN, #RJ5 AR (Save)

Add Known Internal Certificate

Name:  FMCE0

Certificate Data or, choose a file:

-—BEGIN CERTIFICATE-—
MIHa TCCBIGgAWIBAGIKYSigVAAAAAAATANBgkghkiGOWOBAQSFADBNMRMWEQ YK
CZIMiZPyLGOBGRYDY20tMRQWEQ YKCZIMiZPyLGQBGR YELGFIODEGMB4GALUEAXMX
bGRIOCIXSULSINVWYUZRFFUQK4tQOEWHhCNMTUXM TAYMDAIMTUYWhCHMT oM T Ay
MDEWMTUYW]CBZELMAKGALUEBRMCVVMXETAPBNVBAGTCELhenls YWSKMRMWEQYD
VQQHEWPHZXIEYWS0b3duMQuwCg YDVQQKEWNMYWIXDDAKBGNVBAS TAOXH YiEXMBUG
ALUEAXMOZHIhb TMub GFIOCS]b20xHzAdBokghkiGOwIBCQEWEGPICHBpY2hAb GFi
0CSjb20wgglMAIGCSqGSIh3DQEBAQUAA4ICDWAWGGIKAICAQCAXSAWGMS2P Msz

Key or, choose a file:

——BEGIN RSA PRIVATE KEY—

Prog.Typg: 4,ENCRYPTED
DEK-Info: DES-EDE3-CAC,FSAFE654013DDODS

hdkqCOgtaBZEUUENBOFhnwBP Qa-Tx+sSRI24253Wi 0L+yDLIspSWauP NCrBExe
WhzSz1+CZWQEevF20v2Met68Fdgwibc/SnnYBEhGasCeFpYfagoEiKa/yHmiTHR
dN1jM7 SJiBxvbReE3kSnaljvv S3FsAKLGRRIF TFhSW3jyuoSiLergfiLwxvdcla
ZPhy/ pIAT+CEb GGNUIpwwY 3yFddSmikfefzwt TYICIQXssSGBMI7BA2sUYZFFB]

Encrypted, and the password is: |ooooo.no| |

l Save ] l

Cancel

©2017 BRARZ AT
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ISE B 43iF CA ZZiEBEE

B3R 5| BB B E T ISE pxGrid 1 #2480, ISE MnT 5 SUEH A FMC B3iE+ . i5ER, IhEd &K
T ISE M7 8 T CA B4R,

£/ EIFRSG (System) -> ZEL (Integration) -> H}IE (Identity Sources) -> B4 k455 % (Identity

Services Engine)

FE YL FIP Hohf (Primary Host Name/IP Address) - 3= FQDN pxGrid 1) 44 R IP bkt
)3 HLE FRIP 1) (Secondary Host Name/IP address) - §fiBf) FQDN pxGrid [ 44 #REX TP Mtk
*pxGrid %5 #% CA (pxGrid Server CA) - ISE pxGrid 71 & fll FMC R CA &4 iE+

*mnt JR557% CA (mnt Server CA) - ISE pxGrid %5 51 EMC 4R CA 244315

MC JR%#%iF15 (MC Server Certificate) - FMC [ CA 24 G4k 1

*CA B4 5% (CA Signed Environment)

Overview Analysis Policies Devices Objects | AMP

Configuratior

Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type | None | | Identity Services Engine | | User Agent |

Primary Host Name/IP Address * 192.168.1.38

Secondary Host Name/IP Address

pxGrid Server CA * MS_CA &7 @

MNT Server CA * MS_CA v @

MC Server Certificate * FMCs0| >~ @

ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24, ...
* Required Field | Test |

SB2  EFEWIR (Test)
1S NAZE B LR N2

Status

ISE connection status:
Primary host: Success

$E3  EFALRFE (Save)
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L& {EIER CII S CIO .

$B4  ENAE ISE pxGrid 15 i A 2| K 5150
i FEH (Administration) -> pxGrid %5 (pxGrid Services)

deh Identity Services Engine Home » Operations » Policy * Guest Access = Administration » Work Centers . License Waming &

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices » Feed Sendce  » |dentity Mapping

@Enable Auto-Registration Disab

e .o @ckte » @Refresh | Total Pendng Aproval(d) v 1-110f11  Show 25 v perpa

Chent Description Capabiities Status Client Group(s) Log

1 Sut Onine Administratol lew

3 cub Onine Sassic

Capability Detail — -
1-30f3 Show 25 - perpage Page |1 ~|
Capability Name Capabiity Version Messaging Role Message Fiter

onDirectory 1.0 5

FER EARAPIRE, FMC RIECHhiE M 2 ISE pxGrid 9 5%, Ff H. AT EAXF EndPointProfileMetada.  SessionDirectory
Hl TrustsecMetaData ZREREAT A o
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Firepower ZI8 ()

BREMEKLI
Ja F M 2% BILCASREUH P & 035 B
SB1 kPR “EIE” (Policies) -> “MZ% K I (Network Discovery), &5 st D FIIT “GmiEEn ) ”

(Edit Rule) & I
S22 sk “HHP” (Users)

Edit Rule

B z

mm Port Exclusions

Available Networks € ‘ Networks
earct e £ 0.0.0.0/0

& any - = 0

SE’3 IEFELRFE (Save)
ERAZE BT N

ST Devices Objects = AMP £, System Helpv admin v

Access Control » Network Discovery Application Detectors Correlation Actions ¥
Custom Operating Systems Custom Topology

Up to date on all targeted devices
LUVt Users Advanced

& Add Rule

= 0.0.0.0/0
= /o

«” Discover: Hosts, Users, Applications |




sl el ]l
L& {EIER |C|ISC|C) _

ISE 573 SR &

RN ISE G I6GUE, 7 1E Firepower B H HpCa (BRI U ) 42 il S o 48 ] ISE 5 1y TR .

BB EFRIEEE (Policies) -> 15 3% H) (Access Control) -> 543 (Identity) -> FT K (New Policy) -> Hi
543 5K BE& (New Identity Policy), i N\%F%, RJ5 S diRAF (Save)
R ERILLN A

tegon
Source Dest Source Dest
* Name Zones Zones Networks Networiks. VLAN Tags  SrcPorts DestPorts  Realm Action Auth Type
Administrator Rules
Standard Rules
Root Rules

W2 LRI (Add Rule)

$®|,3  (E L7 (Name) EH 4N\ : ISE Authentication

S$B4  7E “EAE” (Action) HEF ¥ : Passive Authentication

SBS AR (Realm), SR (Add), PAEIEREE 2 HIE LY ISE 4
& B R N5 B AR

Add Rule |
Name | [SE Authentication | Enabled Insert  into Category ¥ | Standard Rules i
Action Passive Authentication + Realm: LAB (AD) W

Zones Networks VLANTags Ports Realm & Settings i
Realm * LAB (AD) v |

Use active authentication if passive authentication cannot identify user

* Required Fiald

Add Cancel

FW6 sl RAF (Save) (RATH L
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mATA 7 [B)4% I SR

BRIV o) 42 ) MR 0 5 ISE Sy 0% . T FH LR 55 B AL i/ X 28 IR TRAC B AR e B . U 4zl ), DA%
Firepower & B H O I N AR B o

1N ISE S ERE
FEER AV 0] W& A I ISE S 4y SR
S IEFRIERE (Policies) -> U5 A 324 (Access Control), 4R )5 i ERIA ] ] g

Overview Analysis JEWISESE Devices Objects AMP L, System Help v admin v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

&) New Policy

Access Control Policy Status Last Modified

Default Targeting 1 devices 2016-01-11 22:44:26 [ y
Default Up-to-date on all targeted devices Madified by “admin 1 J

$E2 i (None) -> B4 5KHE (Identity Policy), M TFHiHPk£E “ISE”

Overview Analysis IUJUIISIEY Devices Objects | AMP !, System Helpv admin ¥

Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥

Default You have unsaved changes | |= Save ) cancel

SSL Policy: None

EHIME E LR E
FFH1EZ T Firepower B HL R KBGO BE )M &, FEUXLRE.

ST i AR/ )Z AL IS E " (Transport/Network Layer Preprocessor Settings)

Overview Analysis JEGIISEEE Devices Objects AMP L, System Help v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
Default D cancel
Default
Identity Policy: ISE S5L Policy: None

‘5 Inheritance Settings | %] Policy Assignments (1)

Rules  Securty Intelligence HTTP Responses m

General Settings r Transport/Network Layer Preprocessor Settings D
Maximum URL characters to store in connection events 1024 Ignore the VLAN header when tracking connections Yes |
Allow an Interactive Block to bypass blocking for (seconds) 600 Maximum Active Responses




sl el ]l
L& {EIER CII S CIO .

B2 LRI AT IE

Transport/Network Layer Preprocessor Settings 7 X
Ignore the VLAN header when tracking v
connections
Maximum Active Responses 25
Minimum Response Seconds

Troubleshooting Opbions -

Revert to Defaults OK Cancel

T3 Ik “HiE” (OK)

3% 1IN BEL L M) 2 BT T
HR 4R Firepower 7 e 0o A7 T M i BELL: 190 48 A6 0% 28 B2 0 BEL L 57 3«

£ %E$E HTTP WS (HTTP Responses), #A & X Wi B 0T R FEAT 40 T 3 &

Overview Analysis JEGIISEEN Devices Objects AMP

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Default

Default

Identity Policy: [SE SSL Policy: None

Rules  Securty Intelligence Advanced

Block Response Page
This page will be displayed when HTTP traffic is blocked

System-prowvided 5

Interactive Block Response Page
This page will be displayed when HTTP traffic is blocked, but the user may choose to continue.

System-provided N

HE2 SRS (Save) fRAFE K
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W3 IEFEEE (Deploy), K5 GHE B LKA

Access Control » Access Control Network Disr =" T s R — o

eploy Policies Version:2016-01-12 10:05 AM
DEfaL”t Group Current Version
Default . S
Identity Policy: 1SE SSL Policy: N

Tg Inheritance Settings | [¥] Poli
Rules Securty Intelligence BGLLLEES DU

Block Response Page
This page will be displayed when HTTP traffic is blocks

System-provided

&9 Device Configuration

Interactive Block Response Page

- s SR T S P

HE4 RS PILERE “HE 7 (Deploy) AT LLEHE #EE

cain IDE isis UETENSE LENTET

Overview Analysis JEGIIEESE Devices Objects AMP Deploy #© | ystem Helpv admin v

-0

Access Control » Access Control Network Discovery Application Detectors

Correlation Actions v

Deployments

Default (1 total 1 success
Default

¥ 192.168.1.31 Deployment to device successful.

BIEE “RI” SGT #=&ifialiEHlsm

AV 07 2L AT e 2 A s, B —AS “SA " (Employee) SGT 1y il 4 il 5 .

WE AT 2 A0 PR SR MR AP0 /D B “ BT RS, BB . PR AR SO TR

ST LIRS (Policies) -> 15 A3 (Access Control) -> 15 5241 (Access Control) -> ¥ (Rules),
SR u BEAT Yt

Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
Object Management Intrusion Network Analysis Policy DNS Import/Export
o) New Policy
Access Control Policy Status Last Modified
Default

Default

devices 2016-01-16 14:25:29
all targeted devices Modified by "admin’ 5 i




sl jlal ]l
%4 IEHRIE T Ll

$B2  EFBHIFN (Add Rule), 7EZFK (Name) HEF 41\ : Deny Employee SGT Access, 1E#:{E (Action)
REF4IN: Block, ¥ IPS % &4 pxGrid NMZ3EH#E (pxGrid Intrusion Policy). #4/51£#% URLs ->
K5 (Category), L ETE (Gambling). AXT AL (Peer-to-Peer). J#EAK (Streaming Media) 1 2B%
(Hacking), M 75NN (Add to Rule)

Editing Rule - Deny Employee SGT Access
Name |Deny Employee SGT Access 7] Enabled Mg
ction | X Block v IPS: Variables: Files: Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports ISE Attributes Inspection  Logging Comments

Categories and URLs & J Selected URLs (5)

Add

oK Cancel

$I®3 % ISE J§ % (ISE Attributes) -> 7] Fi ISE <% )@ (Available ISE session attributes) -> Z4&2H R
g (Security Group Tag) -> 7] f] ISE JE$(#E (Available ISE Metadata), %% T (Employees), &
Ja sS AN EIFLN (Add to Rule)

Editing Rule - Deny Employee SGT Access
Name |Deny Employee SGT Access /| Enabled Move
Action X Block v IPS: Variables Files: Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports  URLs Inspection  Logging  Comments
Available ISE Session Attributes Available ISE Metadata € Selected Source 1SE Metadata (1)
- Employees
»
-
Add
oK Cancel
i i i FAZ T BT IO E
B4  EFEHEILF Logging), FHiZE AT
Editing Rule - Deny Employee SGT Access
Name Deny Employee SGT Access | Enabled Move
Adtion | X Block ~ IPS: Variables Files: Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports URLs ISE Attributes inspection ST comments
7] Log at Beginning of Connection
File Events:
Send Connection Events to:
¥| Event Viewer
Syslog
SNMP T
oK Cancel




REVEHRIERR

SB5

HIR 6
BE]T

g

HEHRE (OK)
BNIZE BILLU T N

Access Control » Access Control Netwaork Discovery Application Detectors Correlation Actions v

Default You have unsaved changes

Default

Identity Policy: I1SE SSL Policy: Nene

atfran]es
CISCO.

© Cancel

Tg Inheritance Settings | (%] Policy Assignments (1)

Security Intelligence  HTTP Responses  Advanced

) Filter by Device  Add Category () Add Rule

w Mandatory - Default (-) 1

Add Rule or Add Category

w Default - Default (1-1)

* Gambling (
* Malware Si
1 Deny Employee SGT Access ® Peer to Pec 3 Block
® Streaming
* Hacking (A

HEPARTE (Save)
T SR B B AR
M EE (Deploy), EFALELY, FHONSTEE (Deploy)

Deploy Policies version:2016-01-12 11:01 AM ?x
Default _ Device Group Current Version
Defeok 192.168.1.31 2016-01-12 10:16 AM
- e o D Access Control Pokcy: Defsult
Sy ok S8 Policy: Hon © \-Intrusion Policy: Balanced Security and Connectivity
© |- 1dentity Policy: ISE Tg Inheritance £
Q L_DNs Palicy: Default DNS Policy
© Network Discovery Add Rule | Search

© Device Configuration

w Mandatory - Default (1-2)

1 Deny Employees Youtube Acce: any an @youtube X

2 ConnectionEvents any an any v

e

There are no rules in this section. Add Rule or Add Cat

Default Action Salanced Security 2
1 Row Selected ing 1 -2 of 2 rules

Selacted devices: 1 Cancel

it I B2 5000, HABRE S 2.

©2017 BRARZ AT
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Firepower pxGrid \ {3 5R%

TEAFTH, AT pxGrid NMZ5EME, FH4H 32 2 Firepower NGIPS L4 . ILIRIG AL

“SERVER IIS CMD.EXE ¥jj[i]” (SERVER IIS CMD.EXE access) FII, 215 £ i i 7 76 30 U5 2% g A
www.yahoo.com/cmd.exe, 2R NMZHEM, RGUGHATNELEF, H Firepower & HEEHI G 1) “/rHr A
2%+ ” (Analysis Intrusion Events) H A H Ll fF . EARH, pxGrid KIS H TR E A&
Firepower /it 55 1] ASA.

Ak, BATER B ASDM 7E H. 4% Firepower AR 5511 ASA A< Hi1 61 31X 4% S M

SB1 LIRS (Policies) -> 75 73] (Access Control) -> A12 (Intrusion) -> N123K#& (Intrusion Policy) ->
BIZESKIE (Create Policy), #RJ5%i A\ % #% pxGrid_Intrusion_Policy, Jfi% & N EERTEZF (Drop when

Inline)

Create Policy | Create and Edit Policy | Cancel

PR2  THAIEKE (Create Policy)
iz S i D O 4B BT A 1) SRR

s IUGISEEN Devices Objects

Access Control * Intrusion Network Discovery Application Detectors Correlation Actions v
Import/Export Intrusion Rules Access Control Network Analysis Po
¢ Compare Policies = () Create Po

Intrusion Policy Drop when Inline Status Last Modified

. . Mo access control policies use this policy 2016-01-15 21:23:44 = 1
pxGrid_Intrusion_Policy Yes Policy not applied on any devices Modified by “admin® ] I o

B4 SEHHN (Rules), 7EITIERS (Filter) Bt i : iis cmd exe, #8514 AR TiE R

Access Control * Intrusion Network Discovery Applhication Detectors Correlation Actions ¥

Edit Policy: pxGrid_Intrusion_Policy

Pelicy Information Rules
Rules Rule Configuration Filter: [iis cmd exe
Firepower Recommen dations  [Eule Content 3 selected rules of 4
& Advance: d Settings Catbypory v O
app-detect “ Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Layers blacklist e TP
browear-d heoma 1 3193 SERVER-1IS .cmd executable file parsing attack
browser-firefox ¥ 1 1002 SERVER-IIS cmd.exe access
Drowsrie ¥ 1 23626 SERVER-IIS cmd.exe access
i - Y 1 1e61 SERVER-IIS cmd32.exe access



http://www.yahoo.com/cmd.exe�

sl el ]l
L& {EIER |C|ISC|C) _

$E|5  AHHAPRE (Rule State), EFEEFHARFMH (Drop and Generate Events), £i1#iE (OK)
¥ BB DL A

Overview Analysis LISl Devices Objects | AMP

Access Control » Intrusion  Network Discovery  Application Detectors  Correlation  Actions v

Edit Policy: pxGrid_Intrusion_Policy
Policy Information Rules
Rules Rule Configuration Filter: s cnd exe

Rule Content
Firepower Recommendations  Rule Conten 3 selected rules of 4

® Advanced Settings -v v v by v
Rule State Event filtering Dynamic State Alerting Comments

T A GID SID Message + ST SORT]
1 319 SERVER-IIS .cmd executable file parsing attack x
v SERVER-IIS cmd.exe access x
7 SERVER-IIS cmd.exe access xX
i SERVER-IIS cmd32.exe access X

$|,6 KT, (ELIEE (Filter) FE 4N : win gen buffer overflow, 1t 3#EE R 4i-Windows & B
BB P IX B H 22, (OS-Windows Generic Hyperlink Buffer Overflow Attempt)

Overview Analysis JEGIISEEE Devices Objects = AMP

Access Control » Intrusion  Network Discovery  Application Detectors ~ Correlation  Actions v

Edit Policy: pxGrid_Intrusion_Policy

Palicy Information Rules
Rules Rule Configuration Filter: [win gen buffer overfiow
R Rule Content
Firepower Recommendations Filter returned 7 results
Catego
@ Advanced Settings Bgory aw T v ' R v
app-detect = = = i
Rule State Event Filtering Dynamic State Alerting Comments
$ Policy Layers ot L
N blacklist GID SID Message o
browser-chrome 17410 05-WINDOWS Generic HyperLink buffer overflow attempt

SBT  SEPHPRE (Rule State), EHFEFIHARZEMH (Drop and Generate Events), 1idi#E (OK)

P8 sy “HKEKIEE” (Policy Information)

Overview Analysis [EIIINERN Devices Objects = AMP

Access Control » Intrusion  Network Discovery  Application Detectors  Comelation  Actions v

Edit Policy: pxGrid_Intrusion_Policy
o Rules

Rule Configuration
BsinContast 1 selected rule of 7
Category

= -y L 2 . "hd

tate Event Fiering Dynamic State Alerting Comments

Glo SID Message «

¥ 1 4 0S-WINDOWS G:

flow attempt x

B EREBILLUTAA:

Overview Analysis [EBIISEEN Devices Objects AMP

Access Control » Intrusion ~ Network Discovery  Application Detectors  Correlation  Actions v

Edit Policy: pxGrid_Intrusion_Policy
Policy Information Policy Information
Rules.
Firepower Recommendations
® Advanced Settings

@ Policy Layers

S Up to date (Rule Update 2015-10-01-001-vrt;

© The ba:
This policy has 5 enabled rules

= 0 rules

X 5 rule

No recommendations have been generated. Click here to set up Firepower recommendations.

Commit Changes | | Discard Changes

B0 LRI EY (Commit Changes)
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FB|1M A “BaE” (OK)
BRZE BILL N N

Overview Analysis JREITSEEN Devices Objects AMP b, System Help v admin v

Access Control * Intrusion Network Discovery Application Detectors ~ Correlation  Actions ¥

Network Analysis Policy

# Compare Polices J Create Policy

Intrusion Policy Drop when Inline Status Last Modified

pxGrid_Intrusion_Policy Yes

SET12 gy BT (Deploy), EHEEKE, FHUSE “H8E” (Deploy)

S 13 EFRIEEE (Policies) -> 15 1384 (Access Control) -> A2 A/ # 4l (Intrusion Access Control), W
ZAERIDL T NE:

Overview Analysis JEGIISEEN Devices Objects | AMP yeploy f, System Help v admin ¥

Access Control » Intrusion  Network Discovery  Application Detectors ~ Correlation  Actions v

¥ Compare Policies «# Create Policy

Intrusion Policy Drop when Inline

pxGrid_Intrusion_Policy Yes

HE14 LR (Policies) -> 17 W2 (Access Control) -> 157 %4 (Access Control)
TGN BBR NV (7] S s

Overview Analysis JIGIIGGEN Devices Objects | AMP b, System Help v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
Object Management Intrusion Network Analysis Policy DNS Import/Export
. New Policy
Access Control Policy Status

Default Targeting 1 devices
Default p-to-date on all targeted devices

W5 Nk D G A BRIV 1) SRS

Overview Analysis JENIISEEN Devices Objects = AMP

Access Control * Access Control Network Discovery Application Detectors Correlation Actions ¥
Object Management Intru: e Ana o Import
w# New Policy
Access Control Policy Status

Default Target
Default .

n}




PSP, "cln's'élc;f

SB16 1 “BRNEME” (Default actions) #84), M FHiF|FRFiEE “pxGrid_Intrusion_Policy”
IBRAZEBILL N N

System Help v admin

Overview Analysis JUGIIISEEN Devices Objects = AMP

Access Control » Access Control ~ Network Discovery  Application Detectors ~ Correlation  Actions ¥

Default © Cancel

Default

Identity Policy: ISE SSL Policy: None
Tg Inheritance Settings | [¥] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced
@8 Filter by Device &) Add Category () Add Rule  Search Rule

w Mandatory - Default (-) -

on. Add Rule or Add Category

® Gambling (&
* Malware Site

1 Deny Employee ! *® Peer to Peer X Block ! ] & O
® Streaming V -
*® Hacking (An

Intrusion Prevention: pxGnd_lntrusion_Policy

Default Action

HE: FAURSRTERMTENEHIRRE. RNBEEHFRE “RIL" (Employee) SGT KR MM

BT AR (Save)

HER18  Zw’E SGT Uy 4= 5ng, 7EH PN pxGrid NR S
HETE19 i u 77T HEEF (Logging)

PE]20 T HERHATRE, A5 SEE (0K)

Logging X

V| Log at Beginning of Connection

¥| Log at End of Connection

Send Connection Events to:
| Event Viewer
Syslog
SNMP Trap -

oK Cancel
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SR

B 22

S5 23

S 24

MR (Save)

System Help v admin v

Overview Analysis [EIIEEN Devices Objects = AMP

Access Control » Access Control ~ Network Discovery  Application Detectors  Correlation  Actions *

Default © Cancel
Identity Policy: ISE SSL Policy: None
g Inheritanc ings | [£] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced

8 Filter by Device ) Add Category () Add Rule

w Mandatory - Default (1-2)

1 Deny Employee @ voutube X Block l o s 0

2 ConnectionEven bkl o Allow o L8

w Default - Default (-)
Add Rule or Add Category

[ — T e
RdTHEE (Deploy), EFB%

Policies
Access Control » Access Control  Network Disr

Deploy Policies version:2016-01-15 10:13 PM X
DEfau"; v Device Group Current Version b Show Warg
R 4 192.168.1.31 2016-01-13 10:45 PM

a4 — " D Access Control Polcy: Defauit
Identity Policy: SSL Policy: Nen

5k © }Intrusion Policy: Balanced Security and Connectivity
D }Intrusion Policy: pxGrid_Intrusion_Policy Tg Inheritance Se

© |- Identity Policy: ISE
© LDNs Policy: Default DNS Policy Add Rule | Search |

© Piatform Settings: Clodk_Sync
© Network Discovery

& Device Configuration
w Mandatory - Default (-) - b

There are no rules in this section. Add Rule or Add Cat

w Default - Default (-)

There are no rules In this section. Add Rule or Add Cat

rid_Intrusion_Policy

ault Action

IR FERE (Deploy)

it I =500

Mabuinrl Pisraar: Amnleabinm Pabackaee Farealabinn

SER: SE “ESIKA” (Task Status) AIEEHWE FAEPRS

NEE % RRINTEE, RYIHNE O 2 2L s

Deployments

(1 total) 0 1 success O 0

v 192.168.1.31 Deployment to device successful.
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B Firepower [EFUERLESER “RI"” SGT *TH i
1T

IR R, AT P4 “ 517 (Employee) SGT, FK H 15 B NH%UL Firepower & # Hp 0 5
] 45 ) SR, FE4aHT A L SGT ﬁlﬂﬁ‘]m]:ﬁilﬁ] CHZIR” WU, CRETSET Wb RO s R AT AR R
AN, FAVE SR G, LA ZaX 52 I8 GL ) Web IR 21015 ] .

RIS TEEE 802.1X #HAT B 43 36 UE 1 283 F 7 2 8 FRid — > “ 2 1.7 (Employee) SGT (W' FAiR)

‘oies: Identity Services Engine Home ~ Operations » Policy » Guest » Administration » Work Centers I[§ License Waming A

RADIUS Livelog  TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants * Misconfigured Network Devices ! RADIUS Drops Clent Stopped Responding * Repeat
0 0 5 8 0
m Show Live Sessions 45 Add or Remove Columns ~ € Refresh o Reset Repeat Counts Refresh | Every 1 minute v| Show| Latest 20 records i Vﬂ““"l
Status i i i i i i
Time v o) Detals Repeat Count Identity _Endpoint ID Endpont Profle = Authentication Polcy  Authorization Poicy ~ Authorization Profles  Network De
Al__~ JiL
2016-01-16 23:34:30.668 i 0 0 skber@b9.com 00:0C:29:72:D6:07  Microsoft-Workstat.. Default >> DotlX »>> ... Defaut >> Employee  Employees,PermitAccess

2016-01-16 23:34:29.788 skber@ib9.com 00:0C:29:72:06:07  Microsoft-Workstat.. Defauk >> DotlX >> ... Default >> Employee  Employees,PermitAccess Switch

Firepower & EEH1.0 6.0 2 3KHUISE 2165 8., JHAE “HPiESI” (User Activity) T _E /R IX (5 H.

view IEMEWESEN Polices Devices Objects AMP =l p. System Help v admin v

Context Explorer Connections v Intrusions » Files v Hosts v Users » User Activity Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

r Activity
. 016-01-15 15:53:00 - 2016-01-18 16:53:00D

View of Events Users
e PR Static
irch Constraints (Edit Search)

» Time * Event % Realm » Username * Iype *  Authentication » IP Address *  Description ¥  Security ¥  Endpoint ®  Endpoint *

Type Group Profile Location
Tag
2016-01-16 18:34:30 New User Identity LAB 4 iskiber JLDAP  No Authentication
2016-01-16 18:34:30 User Login LAB Passive Authentication 168, Employees Micresoft-Workstation

THERLLVN ISE &g EM:  “HP 4”7 (Username).  “Z44HFric” (Security Group Tag). it & A4
(Endpoint Profile) M1 “#¢ 3 & ” (Endpoint Location). FATCAEH] “ZZ444xid” (Security Group Tag) J& A1
i — %% FEMC Vj il F2 ) 520 .
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W R 2 FH P 4T FF 00 W28 U7 7] poker.com, RGUKFFHIE1ZF 55, H EIR Firepower & HH A0 fH 1k A B2 5T T

€ Access Denied - Windows Intemet Explorer =
@\J' Bl hey poktas;caey ~ [ 4 | x | 180 £ing P~
i Favorites 13 [ Suggested Sites v @ Web Slice Gallery

[£] Access Denied -8 - #® ~ Page~ Safety~ Took~ @~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

2R 2 FH P 4T 100 U8 2% B R 3 pwdump7.

‘& pwdumpT - Google Search - Windows Intemet Explorer [l & ]
@@o G hitps google.com/search’hl=enfisourc » g;-_iﬁtyf,‘"b:"--; R~
w Favorites | % B Suggested Sites » | Web Slice Gallery v

’;. * B 0 mm v Pagev Safety~ Took~ g~

& pwdump] - Google Search

Ta OV TN TowWTio 505 RO, pWaumpl Works with 15 own 5
Past week filesy s0 users with

Past month

Past year Pwdump - aldeid

https:/iwww.aldeid. com/wiki/Pwdump ~
Apr 16, 2015 tion. Pwdump7 uses rkdet
SYSTEM file: n the system and extracts password hashes. This tool =

Description - Installation - Usage - Example

SAM and

All results

Verbatim

pwdump - Wikipedia, the free encyclopedia
https://fen wikipedia. org/wiki/Pwdump ~
rd tools - with copies of pwdump, pwdump2, pwdump3, pwdump3e

pwdumpb, fgdump. and pwdump7

Openwall pa
pwdumpd, p

Pwdump Download

pwdumpdownload myfileget con

ws named pwdump?

RYE o  vi F 7 =85 1) S BE b e 82 T, JRBE LR RS B

'€ Access Denied - Windows Intemet Explorer = |
@U @ | @ http//searchinweb.net/sn/mbn.cgibiseoref= http . B " | [ Bing e
i Favorites L b ug 1 Sites v @ | Web Slice Sallery =
& Access Denied %5 v B -~ ®® v Page~ Safety~ Tools~ i@~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.
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T 5 & FH P 223 U5 18] bittorrent MG, FHou )i sk L .

. ‘€ Access Denied - Windows Intemet Explorer [DTE—-@
@u » | P httg bittorrent.com ,f @24 | x Ilb Bing v
s Fovorites | 5ia [ Suggested Sites » | Web Slice Gallery w
8 Access Denied "'.I' * B -~ [0 mm v Page~v Safety~ Tools~ i~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

an R L P E R TR emd.exe BRI BERE (L2 IR ALY Web IR554%) » M7 RiEshth
BHL 1k

'€ Internet Explorer cannot display the webpage - Windows Intemet Explorer —_—
.t ———— PPl =
i Favorites = b Suggested Sites » @8 | Web Slice Gallery =
@ Internet Explorer cannot display the webpage Y ~ B - 9 #m ~ Pagev Safety~ Tools~ i~
g Internet Explorer cannot display the webpage
What you can try:
5 Diagnose Connection Problems
> More information
EUIE I R FoAth U5 1) TS SRR A8 1R TAE, &t AT AT R0 R Y
€ MSN.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos & Videos - Windows Intemet Explorer o |
@I\;’; ¥ B http msn.com vl ’?i x || Bing o M .
i Favorites = h suggested sites = ﬂ Web Shice Gallery «
@ MSN.com - Hotmail, Outlook, Skype, Bing, Latest... M v E) -~ ) @ v Pagev Safety~ Tooks~ @~

m e

’ msn b bing = web sean

Recent Searches: www.yah... wWww.msn... Man
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An SR 2 F P B INN B ARUR B, U7 RS s g L

-

€ hacking sites - Google Search - Windows Internet Explorer o
@@Q S https google.com/searchlg=hacking+si v &} !._J- ’f!)‘-llb Bing o -
Jp Favorites | sz [ Suggested Sites » @] Web Shice Gallery v
G hacking sites - Google Search ,‘.I - m = [ @ v Pagew Safetyv Tools~ o~
Fasl year -
Hack This Site!
All results https:/iwww_hackthissite org/ -
Verbatim HackThisSite! is a legal and safe network security resource where users test their hacking

skills on various challenges and leam about hacking and network

Login - Register - About the Project - Forums

Website Hacking - HackersOnlineClub
hackersonlineclub.com/website-hacking/ ~
" JUes as normal then the database 1s

not vulnerable, and the website is not vulnerable to SQL Injection

ey P UM B ARUR S, 45 R PHE .
.hccessDenied * Y + E=E |Q

(‘ hackersonlineclub.com = ﬁ E u ‘ ﬁ e =

Go back one page

Right-click or pull down to show history

You are attempting to access a forbidden site.

Consult your system administrator for details.

w2 2 FH P B U5 17) www.youtube.com,  H 24 T8 246 4

r@kcmw-mmmw I'.:.'f"él"@]
@\J' 2] http youtube.com | 2 44| % || Bing D w
J Favorites | 53 [ Suggested Sites » @] Web Slice Gallery »
i Y3 * B v 0 m v Pagev Safety~ Took~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.
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£ Firepower B 3 A0 “ 3205 425 FH P 4804048 (Access Controlled User Statistics) il AR H1,  #A] LA
i iskiber £ B YR AN

(ST MU Analysis Policies Devices Objects ), System Helpv admin v

Dashboards v Reporting Summary v

AEp L s

Access Controlled User Statistics 3
Provides traffic and intrusion event statistics by user
_i Intrusion Evenls X + Showthelast 1thour « I
) Add widgets
Allowed Connections by User Unique Users over Time Traffic by Initiator User
Username ¥ Allowed Connections 45 Username ¥ Total Bytes (KB)
308 40 4 pxand (UAB\pwgrid, LDAPY 1,683.21
247 3s «2 % ida skiber (LA 889.42
194 30 4 Unknown 672.44
111 2s \ \—/ +1# 54 iohn eppich (LAB\ieppich, LDAP) 20.94
20
15
10
0s
00
1808 18:18 1828 1838 1848

Last updated less than a minute ago Laat pdniad jons tharce miraie 390

Last updated 3 minutes ago

Username v Denied Connections
Dy
©/% saard (asiox [E—

W A d S iskiber XTI “gEfE 467" (Denied Connections), RV s fE4A 1K) URL 285, IXEeiE 40
12K 53K 7R Firepower & # HCo Ty [ 2 1B “F6465 52 T SGT HI1j i~ (Deny Employee SGT Access) 115 X IH]
URL 2551,

Devices Objects AMP

Context Explorer Connections » Events Intrusions v Files Hosts v Users v Vulnerabiliies v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboar

Connection Events ¢

@ Info x
Event counts may differ from Dashboard as events
are pruned.

x 3 = i 2016-01-16 1£
Connections with Application Details able View of Connection Events

» Search Constraints (Edit Search Save Search)

Jump to... ¥

Initiator IP Initiator Responder IP Responder  Ingress Egress Source Port /

Country Country Security Zone  Security Zone ICMP Type
L} gl 192.168.1.10 8l 173.194 Internal Internal 60425 / tep
L 9l 192.188.1.10 @i 146.148.46.20 g UsSA Internal Internal 60424 / tep
3 gl 192.168.1.10 @l 146.148.46.20 5 USA Internal Internal 60420 / tcp
5 gl 192.168.1.10 ol 146,148.46.20 g USA Internal Internal 60396 / tcp
3 gl 192.188.1.10 gl 199.148.81.138 g USA Internal Interna 60375 / tep
3 gl 192.168.1.10 of 69.28.187.228 WEusa Internal Internal 60295 / tcp
13 gl 152.168.1.10 Internal Internal 60288 / tep
3 gl 192.168.1.10 Internal Internal 60286 / tcp




REFE)RIEER Cisco.

T TR A P PR

Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
'd View Bookmarks Search v
1:05:00 - 2016-01-16 19:02:17 O
Static
Destination Port /  Application  Client Wweb URL URL Cateqgory [f URL Device Security
ICMP Code Protocol Application Reputation Context
80 (http) / tcp -] HTTP ™) Internet Explorer [7] YouTube Streaming Media | Well known 192.168.1.31
80 (http) / tcp | HITP ntern xplorer W rOWEIn bttp:/fwww liveadexchanger.com/a/display.php?r=992. .. i Malware Sites High rigk 192.168.1.31
80 (htt to | HITP ] Internet Explorer Web Browsing http://www.liveadexchanger.com/a/display.php?r=992,,, i Malware Sites High nsk 192.168.1.31
80 (http) / tep ~] HTTP ] Internet Explorer Web Browsing http://www.liveadexchanger.com/a/display.php?r=992 Malware Sites High risk 192.168.1.31
443 (htt 1 1 HITPS ] SSL client bttps://www.hackthissite.or Hacking well known 192.168.1.31
80 (hi A= = HITP | Internet Explorer [ BitTorrent http://www. bittorrent. com/ Peer to Peer Wwell known 192.168.1.31
B0 (htt te ~] HTTP "] Internet Explorer [] Gooale http://searchinweb. net/sn/mbn.coi?6aseoref=http%3A. .. [l Malware Sites High risk
443 (https) / & " HITPS 7] SSL clien "] YouTube https://ima.youtube.com Streaming Media ll Well known  192.168.1.31
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EL% FirePOWER PRZ5HY ASA

TEARSCR R, FRAEH ASA 5506W $ AT, FRATTH 2225 ASA Firepower (SFR) b, FREFXTPLTF I AXS
AT«

- ¥ Firepower pxGrid N 5HEF “ 52 1.7 (Employee) SGT v v 4% ill KL o

- RHFEE Firepower pxGrid N2 5HgF1 “ 51 1.7 (Employee) SGT v [l 4% il LI .

{5 A& Y Firepower BRI 3REE

FEATH, FRATHE %3¢ ASA Firepower (SFR) ik, SEACE G, AT ASA 32 Firepower & B0y,
BT ASA PUTHEE JEEL Firepower 5K

AR ERRANFTEEERRE Firepower fRFSH) ASA RIEE REIFRIIES R FKIFFTIE.

22 4% ASA Firepower (SFR) 34§ EL;E i 2 Firepower &I Fhily

$B1 T3 ASDM 7.5.2 Al ASA 9.5.2, SRJEK FHE 0 AL E] ASA
S 2 %% ASA Firepower R

ciscoasa# sw-module module sfr recover configure image diskO:/asasfr-5500x-6.0.0.img

HWI  TTUFERTIRE, DMEEA SR DR

ciscoasa# sh debug
ciscoasa# debug module

$4 fn# ASA Firepower 5| F#%

ciscoasa# sw-module module module sfr recover boot

SBS  FRFRZ 5-15 08, UME ASA Firepower 5E A st 72, 2R G MIEH| & 4TI 5 METE 1T ASA
Firepower 5| FBUE 1216 %0 LL4% JLIX Enter 5, AJG8EALL N T4

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr.Escape character sequence is ‘CTRL "X’ .

Cisco ASA SFR Boot Image 5.3.1
asasfr login:admin
Password: Adminl23
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e (RGBT RGME, NIV fip 1 dr 276

asa-boot>system install http://jeppich:password@192.168.1.8/asasfr-5500x-6.0.0.1img

RGBS AT 4 R I EHE ). 12 SFR WOSLEAT 2 AT, (TR B — B, %4 F
AR ASA 5506, S5 IE 30 4MERLA . (0T BLR I fr K2 TR

sh module sfr

IR E B, S FEE SFR AL 1R SER BFEW RS, i IR IE7E 222
S$BT  $TIF5 ASA Firepower L &1

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr.Escape character sequence is ‘CTRL- "X’ .

Sourcefire3D login: admin
Password: Adminl23

S8 REFHFHZ EULA, ARG AAMLE
B9 K HEK ASA Firepower R %5 ¥ N £ Firepower Management 6.0

> configure manager add (ip address of Cisco Firepower Management Console) password

HE10  FARIEN ASA 223 T IER AT IE
S 11 ¥ ASA Firepower ¥ &1 3] Firepower B H 0 6.0, RJEHMANKSAE L, FH8HETIE
R4 (Devices) -> & B (Device Management) -> ¥ (Add) -> BN % (Add Device)

Add Device
Host 192.168.1.115
Display Name: 192.168.1.115
Registration Key: password
Group: Nene X
Access Control Default ok
Policy
Smart g
Malware: El
Threat v
URL Filtering Fl
Advanced
@ On version 5.4 devices cor earlier, the licensing options will need to be
specified from licensing page.
Reqister Cancel

B2 & VEM” (Register)
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$B 13 ASA Firepower M5, ENEZ T EFIREHE:

Eile Edit View Higtory Bookmarks Jools Help [B=0 = =

% Login ® | 2% CiscoFirepower Managem... » | 4 Identity Services Engine x| +
€ a 192168.1.30 - P
i ISE 5 Defense Center N

volicies vices (g8 Deploy System Help v admin v

Device Management NAT VPN Platform Settings

By Group v D, Adde. >
Name Model License Type Access Control Policy
# (J ungrouped (2)
& 192.168.1.115 ASASS06 Prote ontrol, Mal Default
192.168.1.115 - ASASSO6W - v6.0.0 SASS06W otection, Control, Malware, UR Default & 8
9 ::?_'.::""_;?1 NGIPSY for VMware - v6.0.0 r VMware Protection, Control, Malware, UR. Default & i

IBITHEE Firepower EIRREEER “S 1" SGT Ml

FEARTH, BAVEE ST —4Fsich “ R T7 (Employee) FI255 P IIRAIRATTEIZE () FMC 6.0 51 . HR¥E ISE
SO I0UE SRS, 2 F P TR RGEhIE T 802.1X B ISAIEJE 4 /3Bl “ 2 1.7 (Employee) SGT.

"t Identity Services Engine CEUO - Operations »Policy  » GuestAccess » Administration  » Work Centers

RADIUS Livelog = TACACSLivelog Reports  » Troubleshoot  » Adaplive Network Control

Misconfigured Supplcants * Msconfigured Network Devices ¢ RADIUS Drops ! Clent Stopped Responding '* Repeat Counter
0 0 3 1 o0
[l] Show Live Sessions i) Add or Remave Columns + €% Refresh () Reset Repeat Counts Refresh | Every 1 minute ~| Show| Latest 20 records  +| withn| Last 24
Status i i i i i i i
Time 4 - Detals |Repeat Count Identity Endpoint ID ‘ Endpont Profie Authentication Policy ' Authorization Policy Authorization Profiles _Netwo:k Device
2016-01-13 22:42:14.125 a 0 00:00:00:00:00:( 00:00:00:00:00:03  Xerox-Device Default >> MAB >> D... Defauk >> Basic_Aut... PermtAccess
o 00:00:00:00:00:( 0 3 Xerox-Device Default >> MAB >> D... Defauk >> Basic_Aut... PermtAccess Switch
: o 0 pxgrid@hbg.com 00:0 Microsoft-Workstat.. Default >> Dot1X >> ... Defauk >> Employee  Employees,PermitAccess
2016-01-13 22:41:15.217 a pxgrid@ab9.com 00:0C:29:72:06:07  Microsoft-Workstat.. Default >> Dot1X >> ... Defauk >> Employee  Employees,PermtAccess Switch

L SR 2w P T 0 a8 FF U7 [ www.youtube.com, U )R 4 4

S Google % | AccessDenied x|\ + [ o & s

€ youtube.com . *E U 3 e =

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.
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fE Firepower & B rfrLo, #%$E53 4T (Analysis) -> #$# (Connection) -> 4 (Events), 0 F#FH 1EH)H 5501
NS,

System Help v admin v

Overview JUUBIESEN Policies Devices Objects AMP

Context Explorer Connections » Events

Connection Events

Connections with Application Details » Table View of Connection Events

» Search Constraints (Edit Search Save Search

Jump to v

Intrusions v Files »

Hosts ¥ Users ¥  Vulnerabilities v

Correlation v

Custom+  Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Action Reason [Initiator IP Destination Port /
ICMP Code
3 { 2 Block B L1 443 (hitps) / tcp
1 3 2016-01-13 17:49:56 Block o 192.168.1.11 @i 74.125.228.200 W5 USA 52759 /ico 443 (hitps) / top
3 2016-01-13 17:49:37 Blogk ol 192168011 o 74.125.228.200 W ysa 52758 / tep 443 (httos) / tco

TE T T RE 22 b A&, Al BB 3] www.youtube.com

System Help v

Hosts v Users v Vulnerabilities v Correlation v Custom v

Search

Application  Client Web URL

Protocol Application
HITPS SSL client YouTube ww . youtube.com
HITPS SSL chent YouTube  bitps://www.voutube.com
HITPS ] SSL chent YouTube  hitps://www.voutube.com

£ Firepower & HrOorp, HAMEY (Overview) -> $ZHH AR (Dashboards) -> 327 I H] K P Gt 838
(Access Controlled User Statistics), #8J5 ri i F P Gt IR 4 B (Denied Connections by User) T (1)
pxGrid

Ip v admin v

[SIUISW Analysis Policies Devices Objects AMP

Dashboards v Reporting Summary v

v Allowed Connections
8,141

5,076

2,711

666

418

Last updated less than a minute ago

Username w Denied Connections

459
401
354
304
254
204
151
104
054
o0

Apr Jul

Last updated less than a minute ago

Oct

&) Add Widgets

Username v Total Bytes (KB)
+ 1900 eppich (LAB\jeppich, LDAP) 110,350.89
4 Unknown 39,303.26
4 pxgrid (LAB\pxgrid, LDAP) 20,918.29

uired 11,966.50
786.32

Last updated less than a minute ago
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2 25 www.youtube.com FHFS I FH 1FZE B A

Overview JCUEI'ECHE Polices Devices Objects AMP eploy S Gystem Help v  admin v

Context Explorer Connections » Events Intrusions v Files v Hosts Users v Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search ¥
Connection Events
@ Info x
Event counts may differ from Dashboard as events
are pruned.
Connections with Application Details » Table View of Connection Events “’l
C ch Save Search

ZHb Firepower SRESE T

AR VEA U T ik ASDM XJ H £ Firepower R %5 1 ASA #HATAHEHE . WEF R, ZiEid ASDM fE
ASA STt AH Firepower Hilg, &7 ZA8 M PVEOTUE, FF H 5 ZEMNT CA 254 M 5C B B 4% Firepower
k55 H) ASA.
M Firepower E¥E (> 6.0 A ffif& ASA
i M Firepower & # A0 6.0 F IR ASA5500 % %

PR (Devices) -> B & B (Device Management), 785 it kR ASA 5500 1& /&2

ER: IMRELEM FMC 6.0 FHIRR ASA &%, ASDM 14 F:5E2| ASA Firepower BL Bif4HE R . BIEHEE—HPMAIFANE, #HITAM M

ISE Suisific &
T, AT EAE ISE L E ISE 4l
S 1 1% ASA Firepower A & (ASA Firepower Configuration) -> 47i3% (Realms)

ASA FirePOWER Configur... @ 2
Ty U Ty )
k. Device Management
+ 173 Object Management
¥ 5> Local
System Information
Updates
i Licenses
¥ {5 Tools
y Integration

ces
[E) Remate Management
|4 eStreamer
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S22 EEEHESE (New Realm), FH4 A\ AT B V£ 4015 S

E I

Realm Configuration I User Download |

AD Primary Domain * lab9.com

com
ectory U pxgrid @labd.com ex: user@domain

Directory Password *  ssesssss

Base DN * de=labs,de=com ex: ou=user,de=cisco,de=com

Group DN * dcmlabg,dc=com ou=group,de=cisco,d

Group Attribute Member bt

User Session Timeout

Authenticated Users 1440

utes
aled Authentication Users 1440 utes
est U 44 utes
Required Fiel

SEI  EFFE (OK), 25 S 3RZ (State) i 5 2 11 4,
$B4 RPN EF (Add Directory), FEIZHRUNT F ARG S

Hostname / IP 192.168.1.2¢|

Address

Port 389

Encryption STARTTLS LDAPS '® None
SSL Certificate w

=)

BE|S  EFWIR (Test), [ENE BHRIERINAI TR

$E6 i T (User Download), i%H T#H F R4 (Download users and groups), A5 i 2B
£ (Download Now) -> R INE|GFEI (Add to Include)

Labl

‘ Directory ] Realm Configuration | User Download i

'_‘.‘.I‘:uﬂd users and groups

Begin automatic download &8 12 v aMm v America/New York

1ty Download Now

Repeat Every 24 |v Hours

Groups to Incu

" Account Opera

-3 dmuns

g Group Poli t ner
an

Add to
Exclude

Rbbbibi

Add

H$BT i fE#E ASA Firepower 4 (Store ASA Firepower Changes)
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ISE S 43iRECE

B UrJR S B LS B & Firepower IR 4511 ASA 5 ISE pxGrid 15 j5 2 [A]FER S, 1HFER, ASA B CAE4
WEH . WREAHARIUET 23 HAE, SR CA B2 UEPRERESIR.

$|1 %% ASA Firepower it B B il (ASA Firepower Configuration Changes) -> 5 #3J& (Identity Sources)

ASA FirePOWER Configur... 3 0
Ty
+- [y Device Management
+-0r3 Object Management
+ 42" Local
System Information
Updates
He] Licenses
¥ ﬁTw}s
¥4 Integration
@ Cisco CSI

-

$|2  EFSHYREI % (Identity Sources Engine), #RJ5 1% T B iRt ISE pxGrid it & :
AR BHEZIEEM CA ZEZIEBRBEHRERER

Cisco CS1 I Realms I Identity Sources ] Remote Management I eStreamer ]

Identity Sources

Service Type None | | Identity Senices Engine User Agent |

Primary Host Name/IP Address * 192.168.1.15

Secondary Host Name/TP Address

pxGrid Server CA * CA_root v 9
MNT Server CA * CA_root h * )
MC Server Certificate * ASA_Cert v 9

ISE Network Filter

* Required Field Test |

HW3  EFWIR (Test) K7 5 ISE pxGrid 5 S 0ERE, BN E P TR

Status

i ISE connection status:
\J Primary host: Success

oK
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FB4  ENFEF| ASA Firepower &R INVEM A pxGrid % 7 bify
1 EH (Administration) -> pxGrid %5 (pxGrid Services)

I ! ] Log
o E @ Disa (] O o WD eDdg'ev ¢hRefresh  Total Pending Approval(l)

Client Name Clent Description Capabilities Status Chent Group(s)

SES5 R RGTRR AR,
FI6  iHEFMIE (Monitoring) -> ASA Firepower 53% (ASA Firepower Monitoring), DL A ) 4L
FE

ER: HARRMAR AT RE R E AIEB B SH

ISE 55 SRH%

BERK, BRAVEEE ISE S0 5K0g, LSRR S 9830E, JH7E Firepower B F BRI 1] 22 i) 0] o 4
ZSFNG 34T ISE S0 36 IE

1 1% ASA Firepower fic & (ASA Firepower Configuration) -> 55§ (Policies) -> 513K #% (Identity
Policy)

ASA FirePOWER Configur... 3@ 9
15} Polices
B Access Control Policy
# ¢ Intrusion Policy
Files
[+ 28

=l Device Management
[ Device
I8l interfaces
# {0 Object Management
572 Local
a Crmbom Tenformaban

B2 SHBIHN (Add Rule), AR TR, EFEHS) G403 HAUE (Passive Authentication), H15 B4
1%, (Realm)

Name  ISE + Enabled
Action  Passive Authentication >

I Zones I Networks | Ports |
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$B®3 L% ASA Firepower 52§ (Store ASA Firepower Changes)
SB4  EFIE (Deploy) -> #2& Firepower B (Deploy Firepower Changes) -> {3 (Deploy) -> i€
(OK)

:a Cisco ASDM 7.5(2) for ASA - 192.168.1.1
File View Tools Wizards Window Help

Ei:] Home u::l] Configuration D Monitoring ' Refresh o Back \_)

e —— & & % el Deploy FireP ONER Changes | Ctrl+D §

To bookmark a page, right-cick on a Save Running Configuration to Flash Ctrl+5S
Y e in the mavianatinn tras and cslact

RN ISE B KRR
T, FATEEAN ISE S0 N7 INE] Firepower & HE b0 (BRI 17 i 450K

$B1  i%L$E ASA Firepower fic B (ASA Firepower Configuration) -> $E#& (Policies) -> 5 a3 1 SR #%
(Access Control Policy)

ASA FirePOWER Configur.. 3@ &

Files

i 55L
ﬁ Actions Alerts
Identity Policy
3) DNS Policy
= [ Device Management
W Device
I8l Interfaces
5 ﬂ Object Management
¥ 5 al
R maian

H2 k% ASA Firepower -> HIIEN] (Add Rule) -> B4 5E8& (Identity Policy) -> & (None), K5 M F
P HIFR L PRI\ B4 SR (Default Identity Policy)

Identity Policy

Default Identity Policy v &

Revert to Defaults OK Cancel

SE|,I  ILEFEHE (OK)
$B4 ST ASA Firepower B (Store ASA Firepower Changes)
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RN g ETA RS E
PATE 7 B L/ N 28 JZ AL BE 2R 5 B, DUERRYE Firepower A f SEHE BH (F 9 2% 5 [7]
S S ER (Advanced) -> £H/ME EHL LR R E (Transport/Network Layer Preprocessor

. 2y — M4
Settings) -> , NIRRT BRI T IR E
[ Transpo:t:’Netw;rk Layer Preprocessor Settings
Ignore the VLAN header when tracking 7
connechions
Maxamum Active Responses 25

Minimum Response Seconds

Troubleshooting Options

Revert to Defaults oK | Cancel

SB;2  EPEHE (OK)

375% 100 BEL L Pfey 2 B T
T BRI RGBS T, (97T Firepower Vi R SCHFRIBLIE L

S5 1 Al HTTP WS (HTTP Responses), &5 3% U0 F EUR AT # & -

Identity Policy: Default Jdentity Policy SSL Policy: None

[ Rules I Security Intelligence I HTTP Responses I Advanced l

Block Response Page
This page will be displayed when HTTP traffic is blocked.

System-provided ¥

Interactive Block Response Page
This page will be displayed when HTTP traffic is blocked, but the user may choose to continue

System-provided »

$B2 7 ASA Firepower I (Store ASA Firepower Changes)
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£ ASA I “BII” SGT #RZEifaliaHil A

“H1 1.7 (Employee) SGT ARZE1js [l 4% il MU FH T 52 X — 2% F) vl B 52 fd FH 3R mg,  PABHIEXS PAR SRR 115
CHZIR” W, B XN CCREIER” WA GRS

$B1  i%LFE ASA Firepower At B (ASA Firepower Configuration) -> 15 |5 $% | 5K & (Access Control
Policy) -> ASA Firepower -> #5138 (Add Rule)

$B2  EFHRIMIN (Add Rule), 7EZFRK (Name) HEF %N : Deny Employee SGT Access, 7E#fE (Action)
HEF 4\ : Block with reset, ¥ IPS ¥ E A pxGrid N2 KHE (pxGrid Intrusion Policy). #X)5i%+#¢
URLs -> 25 (Category), %+ 1 (Gambling). X%} (Peer-to-Peer). JiiE4E (Streaming
Media) 1% (Hacking), /i if~%F (Save)

Editing Rule - Deny SGT Employee Access

Name Deny SGT Employee Access ¥| Enabled Move
Action | JE Block with reset ~ IPS: Variables Files: Logging:
[ zones | networks | users | avoiications | ports | uRLs | 1sE Attributes | comments |
ategories and URLs ¢ |
| Category | JRLS I
* Ar stegorized
M
tatior
| 5 nograph
- d Toba
n A
-
nd Economy v Add
Save C |

$I®3 %P ISE JE¥ (SE Attributes) -> B Fi ISE <1 B4 (Available ISE session attributes) -> &4 43
it (Security Group Tag) -> A F§ ISE Jo¥{3% (Available ISE Metadata), i%£#% & T (Employees), &
Ji B AINEFER] (Add to Rule)

Editing Rule - Deny Employee SGT Access
Name Deny Employee SGT Access | Enabled Move
Action 3 Block v IPS: Varnables: Files: Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports URLs BC UL TETH Inspection  Logging Comments
Available ISE Session Attributes Available ISE Metadata € Selected Source ISE Metadata (1)

Employees
& Employees

oK Cancel
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S|4 HHE CHKITR” (Logging), IFHIET T AL

Editing Rule - Deny SGT Employee Access

Mame  Deny SGT Employee Access ¢ Enabled Move

Action | J§ Block with reset v IPS: Variables Files: Logging:

] Zones [ Networks ] Users [ Applications ] Ports ] URLs [ ISE Attributes [ Inspection [ Logging l Comments ]

Log at Beginning and End of Connection

* Mo Logging at Connection

File Events:

Send Connection Events to:

Save Cancel
’
>4
HE5 LR (Save)
ie A N e
EROZEFILL T NE
Identity Policy: Default Identity Policy SSL Policy: Nong
[ Rules I Security Intelligence I HTTP Responses I Advanced l
o Add Category o Add Rule
Source Dest Source Dest
# | Name Zones Zones Networks | Networks | Users Applica... Src Ports Dest Ports | URLs Action

Administrator Rules

Standard Rules

SE6  ERLRFF (Save)

$BT  IEFAEME ASA Firepower i (Store ASA Firepower Changes)

S8  EIFHE (Deploy) -> &BE Firepower 5 £ (Deploy Firepower Changes) -> #53& (Deploy) -> i &
(OK)

SB;9  EFEIEFE (Monitoring) -> ASA Firepower 53 (ASA Firepower Monitoring) -> f£4-{R% (Task
Status), HBEIRS




REVIEHRIEER

atfran]es
CISCO.

ASA Firepower pxGrid \ {2 50&

TEARTTH, FRATKOIE pxGrid MR 3N, FER LA B Firepower /&85 . RIS % “SERVER IS
CMD.EXE 1Jj17]” (SERVER IIS CMD.EXE access) A, 40 5 23 H 2 £ B3 2% i\ www.yahoo.com/cmd.exe,
ok NREHE, REGBPATNEEES, H Firepower & EEHI G 1 “ 0T NMRFHM” (Analysis Intrusion
Events) H & F# 4 sl 14

EZ

S 2
S 3

i%F “ASA Firepower it & ” (ASA Firepower Configuration) -> “ N2 %% ” (Intrusion Policies) ->

“HIE NS (Create Policy), #RJ5 %R T~ EBHT & -

Create Intrusion Policy
Policy Information
Name * pxGrd Intrusion Policy

Description

Drop when Inline Cd

Base Policy No Rules Active bl

Required

Create Policy | Create and Edit Policy | (Cancel
MBI R (Create Policy)
T o B3
BRZEFIL TN
¢ Compare Policies ad Create Policy
Intrusion Policy Drop when Inline Status Last Modified
No access control policies use this policy 2016-0

xGrid Intrusion Polic Yes
L ¥ L Policy not applied on device

i u G 4L BT S ) SRS

> Intrusion Policy > Intrusion Policy

Intrusion Policy Drop when Inline Status

2 1-16 13:46:37 I 1
= =" O
Modified by “admin i

¥ Compar{pPolicies | | &J Create Policy

Last Modified

Mo access control policies ugse this policy
Policy not applied on device

pxGrid Intrusion Policy Yes

2016-01-16 13:46:37 I
Modified by "admin” =

MABUN (Rules), 7EidyEE3 (Filter) FEHHiA: iis cmd exe, 28 )54% T PR 725

Rules
Rule Configuration Filter: |us crmd exe
Bulo Conteed 4 selected rules of 4
Eakemey = v Tv- ) v 1R v
app-detect Rule State Event Filtering Dynamic State Alerting Comments
blackiist v GID SID Message a
L4 3193 SERVER-IIS .cmd executable file parsing attack
L4 1002 SERVER-11S cmd.exe access
L 23626 SERVER-IIS cmd.exe access
) 1 1661 SERVER-IIS cmd32.exe access

©2017 BHAELGAA
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L6  SHHNPRE (Rule State), EHFEFIHAELZFEM (Drop and Generate Events), sidi#iE (OK)
TS ERLUR 2

Rules
Rule Configuration Filter: |iis cmd exe
Hule Conant 4 selected rules of 4
Caeny = v b A 2 o i Policy
app-detect Rule State Event Filtering Dynamic State Alerting Comments
¥ GID SID Message & =¥ v
Ld 3 SERVER-IIS .cmd executable file parsing attack b4
L4 02 SERVER-11S cmd.exe access X
L4 23626 SERVER-11S cmd.exe access X
L4 1661 SERVER-IIS cmd32.exe access b4

$BT 5, £ “LPES” (Filter) FEBH I : win gen buffer overflow, FiEFE#AE R 4i-Windows i#
AR P X i H 223K (OS-Windows Generic Hyperlink Buffer Overflow Attempt)

Filter: |win gen buffer overflow
1 selected rule of 7
— T o TR L4
Rule State Event Filtering Dynamic State Alerting Comments
GID SID Message &
1] 17410 OS-WINDOWS Generic HyperLink buffer overflow attempt

$B8  HHANRE (Rule State), EFEEFFHA LT (Drop and Generate Events), M E (OK)

Rules
Rule Configuration Filter: |win gen buffer overflow
Rule Content 1 selected rule of 7
Eatapocy = v T C R TR v Policy
app-detect Rule State Event Filtering Dynamic State Alerting Comments
blackhst GID SID Message . =
browser-chrome ¢ 1 17410 0S-WINDOWS Generic HyperLink buffer overflow attempt X
SO N “R%ERE” (Policy Information) $& 48 5 24
Confiquration > ASA FirePOWER Confiquration > Policies > Intrusion Policy > Intrusion Policy
SEB10 il “IRAZHE” (Commit Changes) -> “HfiE” (OK).
$B11  BNIZEIUTAR
Configuration > ASA FirePOWER Confiquration > Policies > Intrusion Policy > Intrusion Policy L3
¥ Co
Intrusion Policy Drop when Inline Status Last Modified
Mo access control policies use this policy 2016-01-16 21:40:52
pxGrid Intrusion Policy s Policy not applhied on dewice Modified by “admin
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SB12 K pxGrid N {2 SIS BRI U 10] 428 1] SR A&
1EH “ASA Firepower it &~ (ASA Firepower Configuration) -> “ %H&” (Policies) -> “1jj in] 5 ill S #& ”
(Access Control Policy), M FHiFIFAIERE “ NRPiH: pxGrid AR 3##&” (Intrusion Prevention:
pxGrid Intrusion Policy)

Root Riiles

Default Action Intrusion Prevention: pxGrid Intrusion Policy

[ [ e R g Bama 1 ok 2

i AR ﬂ P H Sl E

Fuenlswinn 1 - 1 AF 1 fuilas Dana 1 ~F 1 -
ik radtred — -+ 3 3
SET|14  FRTEPoREE HSdsR i E
Logging ? X
* Log at Beginning and End of Connechion
Log at End of Connection
Mo Logging at Connection
Send Connection Events to:
¥ Event Viewer
Syslog (Connection Event only)
SNMP Trap
| oK Cancel

HES  fiil “HE” (0K)
SB|,16 i “1Fif ASA Firepower B {” (Store ASA Firepower Changes)
ST i “EE 7 (Deploy) -> “ % Firepower 524" (Deploy Firepower Changes) -> “#E% ” (Deploy) ->
[43 Eﬁ% » (OK)
S8 i “IiE” (Monitoring) -> “ASA Firepower #11%” (ASA Firepower Monitoring) -> “f1:4%” (Task),
BEMBERS
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B A Firepower EIRREGER “GI1” SGT MR
AR

TP AT ISE S ik fa, 2ot —4 “RT” (Employee) SGT.

‘aucs. Identity Services Engine ~Operations » Policy » Guest Ac » Administration » Work Centers

RADIUS Livelog ~ TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Confrol

Misconfigured Supplicants Misconfigured Network Devices ¢ RADIUS Drops ¢ Client Stopped Responding * Repeat Counter
0 0 5 9 0
Show Live Sessions 43 Add o Remove Columns * ¥ Refresh  (§) Reset Repeat Counts Refresh | Every 1 minute v| Show| Latest 20 records  v| within| Last 24 hours v
Status i i i i i i
Time 5 - 5 Detals Regeat Count Identity Endpoint ID Endpoint Profie | |Authencutron Policy " Authorization Policy ‘Aumommn Profies Network Dey
Al -
Q 0 jeppich 00:0C:20:D9:54:82  Microsoft-Workstation Defauk >> DotlX >> ... Defauk >> Employee = Employees,PermitAccess

a Jeppich@Rb0. com [iJs Microsoft-Workstation Default >> DotlX >> ... Defauk >> Employee  Employees,PermitAccess Switch

HATE 3 Firepower & H 0 B4 368 T H P &Gz A

Analysis AMP eploy J elp v admin v

Context Explorer Connections v Intrusions ¥ Files v Hosts v Users » User Activity Vulnerabilities v Correlation v Custom ¥ Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search

User Activity

>

Table View of Events > Users 2016-01-16 2 622:22:330
Static
No Search Constraints (Edit Search)
» Time x Event ¥ Realm ¥ Username ¥ Type ¥  Authentication x [P ¥  Description ¥  Security ¥  Endpoint *  Endpoint X Device X
Iype Address Group Profile

' ! 2016~ 22:19:10 Userlogin LAB 4 ieppich LDAP Passive Authentication &l 192.16 Microsoft-Workstation 192.168.1.3 fmc60.lab%.com

W% 5 1.7 Ial www.poker.com, W< BI4E 44

| - oIl

€ pokescom & |[Q Searc e D A® X

You are attempting to access a forbidden site.

Consult your system administrator for details.

You are attempting to access a forbidden site. p

Consult your system administrator for details.

©2017 BHAELGAA
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Rz 5 TR E N B {H IR 6 (www.hackersonlineclub.com), [FIff£ %4644

Access Denied . +

FE i hackersonlineclub.com te = wBe U 4+ & B =

Access Denied

You are attempting to access a forbidden site.

= wls

Consult your system administrator for details.

W% G T2 R 2 P 4 A\ www.msn.com/cmd.exe, W2#%FE 4535 1] .

€ msn.com L - £ ﬂ' B v) £ A (<] =

@ The connection was reset

The connection to the server was reset while the page was loading

® The site could be temporarily unavailable or too busy. Try againina few

moments

® |f you are unable to load any pages, check your computer’s network
connection

® |f your computer or network is protected by a firewall or proxy, make sure

that Firefox is permitted to access the Web.
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R8T RN a1

& AT LATE “ ASA Firepower 75 ” (ASA Firepower Reporting) A A th o 1H 1 B HHE 40 1 X 285 250 45 DU
AR IR IR 55 25 TIS-Web %544

Fle View Tools Wiards Window Help s saich sevch “ bl
|®m%wm[amgww -GM&-|°M°W—N| ‘?H-b cIsco
| Bookmarks. @ 8 x ﬁ
¥ To bookmark a page, nght-ciick on a y

| st At X, Device Dashboard | 2, Firewal Dashboard | (=) ASA FirePOWER Dashboard ~ £7% ASA FirePOWER Reportng | [0 ASA FirePOWER Status |
& "Add to bookmarks”. Network Overview
ol
| @ Go [ Dele
[;J: b . - Time Range | Last 30 minutes = Sat 1/16/16 10:10:00 PM (EST) to Sat 1/16/16 10:43:09 PM (EST) 4
Transactions | Data usage Al - Transactions | Data usage - Transactions | Data sage
Policy hits View more Users. View mare Applications

Transactions Transactions | (ot oo All = Transactions | Duta sage Al

Signatures View more Web categories View more Destinations

uter and Internet . | 2162393410

205.251.196.95 [
“SERVER-IIS cmd.exe . I 3

TR S E TR RIG “Bil” (Threat) #75, %7 & SERVER-IIS {14544

File View Took Wizards Window Help  —— = bl
|@}) rome] 03 contouraton (5] monorng | (g oesoy - Qb refresh | Q) sack () rorvers | P v cisco
;ﬁ’l'—h—wﬁ
3 :::'::‘“ 'ﬂ::::";a ¥ Device Dashboard | %, Firewall Dashboard | B9 ASA FirePOWER Dashboard ) ASA FirePOWER Reporting | [ ASA FirePOWER Status |

élmbw Metwork overview Users  Applications  \Web categories  Policies Ingress zones Egresszones Destinations Attackers Targets Threats Filelogs DNS record types

[5]| @ o [ Delet=

Threats
Time Range | Last 30 minutes - Sat 1/16/16 10:10:00 PM (EST) to Sat 1/16/16 10:44:52 PM (EST) A\
Items shown: | 10 =

Message Total Transactions

1 SERVER-IIS cmd.exe access” ]




2R "clnls' élcl»f

ARG P SRRk S, FF AU jeppich

File View Tools Wizards Window Help

|@ %cwﬂwm[amgm Gm|°mos=wad|‘?u¢ o . .é|lls.é|oh

B N A T P L
|1h bookmark a page, right-dick on a

 Hideopeged paiigiat % Device Dashboard | %) Firewal Dashboard | [ ASA FirePOWER Dashboard [ ASA FrePOWER Reporting | [ ASA FirePOWER Status IS
§|"lﬂ‘lbw. Metwork overview Users Applications Web categories  Policies Ingress zones Egress zones Destinations Attackers Targets Threats Filelogs DNS record types
[5]| @ co [ pelere
Users
Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:46:07 PM (EST) A\
Users Items shown: |10 Tz
User Transactions Allowed Transactions Denied Transactions Total Bytes Total Bytes Received
1 Special Identities/Unknown . 2 12K 0 63.6M8 43M8
2 Labljjeppich e | 72 339 EH] 129M8 121M8

B Bl IS5 RSN

File View Tools Wizards Window Help

Type topic to search CINNTTT
. . .

@ma&wm[am_gm-om‘OmOFumd|?w cisco

(L e e e et
\ Heme
‘Tﬂh"'":‘“m'ﬂ*“";a 4o | 2 Frewall Dashboard | 53 ASA FirePOWER Dashboard X ASA FirePOWER Reporting | [ ASA FrePOWER Status | X

.§ e Users > Labi /jeppich

[.;ﬂom Il et [

T ]  TimcRange [Last30mmutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:47:05 PM (EST)

Lab1/jeppich

Allowed T Denied Transactions Total Bytes Total Bytes Received Total Bytes Sent

n 339 k] 129mM8 121 M8 768.6 KB

Transactions | Dt wsage Transactions | 0ata sase - Transactions | Dot usage Al
Policy hits Viewmore | | web categories Viewmore | | apglications
] 7
= e - Computer and Interne o) -
VY S ss Unknown - Web category MMM 50
Internet Portals NI 54 e
o s e Search Engine; N 55 -
Cee—
Unestegenzed M 57

v AEE “NH” (Applications) &5 T 1 4H{E S

File View Tools Wisrds Window Help RV S 0 Sdarck:

Go
|l|l|||l|
I@ma&wm[ﬁlm-gm-ow|°m°m.a|?u¢ CISCO
% To bockmark » page, right ick n a 0 8 =) (67 ASA FrePOWER Reporting | I8 ASA FirePOWER Status |
,§ “Add to bookmarks™. Network overview Users Applications Web categories Policies Ingress zones Egresszones Destinations Attackers Targets Threats Filelogs DN record types %
[5)| ® co ff peiere
Applications
Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:49:01 PM (EST) A\
Applications Items shown: | 10 s
Application Allowed Denied Total Bytes Received
1w I 980 0 368568 7848
2w | 385 354 n 122m8 1.6M8
3 wes | | 133 133 0 953268 75188
4 Unknown{0) | | 133 3 2 20.7%8 18288
5 NP ] 8 & 0 1418 7208
€ Unknown(§5535) I 1 [ 62418 3618
7 Citrix GoTaMeeting Platform | 1 1 0 506.9 KB 239.6K8
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BT UIAR “HKIE” (Applications) i 7 ,

File View Tools Wizards Window Help LI0% A 6 waar = sl
|®he&wm|§mmgm -Gm|°m0m«a|?u¢ ciIsco
| Bookmarks @ & x |[Heme
= |To baokmark a page, right-cick on a T T D: I B
|y peisialt £, Device Dashboard | €2, Frewal Dashboard | £ ASA FrePOWER ) ASA FirePOWER Reporting | (%) ASA FrePOWER Status |
E “Add to bookmarks”. Network overview Users Applications Web categories FPolicies Ingress zones Egresszones Destinations Attackers Targets Threats File logs B’Grm&tﬂu
[5l| @ co [ Delete
‘Web categories
Time Range | Last 30 minutes =~ Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:49:55 PM (EST) A\,
Web categories Items shown: | 10 -
Transactions Allowed Transactions Denied Transactions Total Bytes Total Bytes Received

. 13K 0 636 M8 438

1 57 57 0 104 M8 101M8

1 55 55 ] 296.5 KB 27.7%8

1 54 51 3 2218 330.5K8

| 2 27 0 1532 KB 113.6KB

| 25 3 o 4215k I24 KB

| 2 2 ] 281KB 2524 KB

| 17 17 0 389.6 kB 348.2 KB

| 16 o 16 11.3kB 168

| 15 15 ] J1LIKB I144 KB

PLR “smg a8 (Policy Hits) )5

File View Tools Wizards Window Help Type topic to search

Go
tl'l!l'lo
|® %Eﬂiﬂtlhn Dmmugnduy Gm|°m°mw|?u¢ cisco
:il“-b a8 %
= |To bookmark a page, right-diick on a T 3 B |
gy | padizial X Device Dashboard | €%, Frewall Dashboard | B ASA FrePOWER Dashboard 79 ASA FrePOWER Reporting | () ASA FirePOWER Status |
§ “Add to bookmarks®. Network overview Users Applications Web categories Policies Ingresszones Egresszones Destinations Attackers Targets Threats Filelogs DNS record types
E| ®co [ oelete
Policy hits
Time Range | Last 30 minutes - Sat 1/16/16 10:20:00 PM (EST) to Sat 1/16/16 10:50:56 PM (EST) 4,
Policy hits Items shown: | 10 .
Policy Transactions Allowed Transactions Denied T Total Bytes Received
1 Default Action |  EEG 15K 3 764 M8 163M8
2 DenySGT Employee Access | 30 0 30 211K 19K8




REVinERIEIER cisco

A

EHERR

ISE pxGrid I 2
REGARER pxCGrid ZH TR, MERAZ pxGrid EHE

WIERAE ISE 1.3/1.4 R B2 UEF, WE#IRIES A pxGrid Z #1, 26 ISE H A S ik 155 H 2
ISE RS2 AGAEUE TS FE A

WA CA ZZ2E T, WEHIRTE G H pxGrid Z /T, C7E H € X pxGrid B H I RIS SZREAR %5 4%
S B e AN Ui B A7 B8 UE ) EKU

WA P2 B 308 pxGrid, 1R H % FH ISE pxGrid 17 £, KL APFFX FAF|
PPAN 1 PMNT 5 fid . a0 3B 7 -2 1 pxGrid 77 5, 5B R4 Bl pxGrid 77 50 A 53/ AL %
S ONF4 B SPAN A% B SMNT 5 g

TEIAE RS AL TEZNARAS B pxGrid 9 s FIg T B AIRE ISE, LA £ ISE pxGrid ™7 sUATE S 15 A
KM ISE - EH 55, 4RJ5181T application stop ise/application start ise 7% . WA LM ISE 75 s 2%
F pxGrid, fZ1EIFE )3 ISE fR%s, AR5 )8 H pxGrid.

TR R 2 PIE TS 2 Base 64 gmtdfg =
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Fo A7 Firepower IR HMEI B IEM ASA B EHISH
o iBHIIRLE Firepower & #0719 ASA B S4R 6t T IER 9B & VF T

SFR —ETRERES

o HUHHMAT SFR 22 %R}, RIRETR BE—EATIE] . XA SR ) ASA 5506, IXANEFEFE T 30 434
&0 LLiZ 4T sh module sfr iy 4, KA 7 SFR /2 7% CLE 5 3

ASA Firepower &P LHREER

o IHMACE UM ASA Firepower IRZ T B i &
o MCERHIT:

ciscoasa# conf t
ciscoasa(config)# sh run policy-map
|
policy-map type inspect dns preset dns_map
parameters

message-length maximum client auto

message-length maximum 512
policy-map global policy

class inspection default

inspect dns preset dns map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc
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inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options
|
ciscoasa (config)# policy-map global policy
ciscoasa (config-pmap) # class class-default
ciscoasa (config-pmap-c)# sfr fail-open
ciscoasa (config-pmap-c) #
ciscoasa (config-pmap-c)# sh service-policy

Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 5531, lock fail 0, drop 0, reset-drop 0, 5-min-

pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
Inspect: ftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate O

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: h323 h225 default h323 map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: h323 ras default h323 map, packet 0, lock fail 0, drop 0, reset-drop 0, 5

-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
Inspect: rsh, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: rtsp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: esmtp _default esmtp map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-

min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: sglnet, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: skinny , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sunrpc, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: xdmcp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: sip , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: netbios, packet 15, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: tftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: ip-options default ip options map, packet 0, lock fail 0, drop 0, reset-

drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
Class-map: class-default

Default Queueing SFR: card status Up, mode fail-open
packet input 250, packet output 250, drop 0, reset-drop O
ciscoasa (config-pmap-c) #
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ciscoasa (config-pmap-c)
ciscoasa (config-pmap-c)# sh service-policy sfr

Global policy:
Service-policy: global policy
Class-map: class-default
SFR: card status Up, mode fail-open
packet input 264, packet output 264, drop 0, reset-drop O
ciscoasa(config-pmap-c)# sh service-policy sfr

Global policy:
Service-policy: global policy
Class-map: class-default
SFR: card status Up, mode fail-open
packet input 290, packet output 290, drop 0, reset-drop O
ciscoasa (config-pmap-c) #
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154 70 ISE A5 H AL & pxGrid:  http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-
Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf

el A5 R pxGrid H#ZHUET: FLE CA 2544 1) ISE pxGrid 77 s CA 2244 1) pxGrid 25 /7 % :
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-89-
CA_signed pxGridISEnode CAsigned pxGridclient.pdf

ey 4 F RELRE pxGrid #BUFHS: ISE pxGrid 7 fF pxGrid 25 7 3 () 5 25 44 3E 45 -
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowT0-90-
Self signed pxGridClient selfsigned pxGrid.pdf

B Firepower B 7l 6.0 B E 57

http://www.cisco.com/c/en/us/td/docs/security/Firepower/60/configuration/guide/fpmc-config-guide-v60.html
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