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o] drg Mo A= AI2E AN 2E #|-F317] 93] Cisco Wireless Controller= Cisco ISE(Cisco Identity Services
Engine)& 74 8l W& T2 A A5 thF Ut o] AW A o] @A ol whef oF 24 7Fo] | ARRALE 918 A E

AN~ B 5 Gt

o] A= ISE 1.3 AH&-3he] 24 ¥ 2 0.1 ISE 1494 = A g et
o) 4R AN 2714 el THE AT

o SR AREY H2E A2 EH

o AT AZEY AXE A2 XY

AP 7 FE 02 Y5 o ISE ¥ Cisco WLC(Wireless Controller)E AF-8-3le] F-4 AX~E WA ~E A X 5kaL
7] 913 &Eol] sl A

1% - Cisco WLC(Wireless Controller) A X 2 F4 - 1 5o A= AA] AL A4 2 34 &58 ofF1, o]
25-9] 2§} A&l 7] el sl oF T

o 2% - VMware®l ISE(Identity Services Engine) AX| B T4 - 250l A = VMware A/ ¥ o] ISE &2ZE gJo] &
Yy g
2 A8kl 7% = Ares == 25 785 A= Uy .
S T WLCE AHgsto] Al~E AHl 28 T4 shs A8 Tt
Part 1 — Installing and Configuring Part 2 — Installing and Configuring ISE on
Cisco Wireless Controller (WLC) VMware for WLC Guest Services

Configure Settings for
—> Self-Registration

Connect to WLC
Install Cisco Identity Optional
Setup Your Controller Services Engine on I S
VMware

Configure Settings for
Sponsored Guest Flows

Create Your Wireless Install Latest ISE Optional
Network Patches R S
Setting Up a Well-known
Certificate

Configure ISE for Guest Optional
Services S S

Configure Basic Portal
Customization
Optional

O 1. ISEWE £X ¥ 200208 Z2AA - HAE MHIAS 218 WLC
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e 2] 4 Cisco WLC(Wireless controller) 7.6.x B+ 8.x.
Fal: B AHAE A AR TS g o2 Ut Al AX]7)obd A5 HEE 2 ol disl #H (factor) A E A=
TGP AEEY QLA dAl g AA T HES DES AP E FxHA L.
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Cisco ISE Download Software S 22 3}4] Cisco ISE 2XZ E9o] T} 22 = H o] X o] A ~5hH t}L gdS
e ze e 5 A

e ISE 1.3 B3 1.4: Virtual SNS-3415 2] ISE VM OVA 3

2=

Mo

=  d: ISE-1.3.0.876-virtual-SNS3415-2.0va
o ISE 1.3 E& 1.49] 4l 9% 91
» d: ise-patchbundle-1.3.0.876-Auto1-125229.x86 _64.tar.gz

Z31: ISE Patch(tar.gz) & T2 =3 0] OSX Safari¢} 22 A5 ] HE}9-A &= o}7fo]| B G2 & FX| 8% &HFU T
WX & A e off o}Fto] B F 2 & A8l oF st =, o] & ¢] 3l A & Firefox 52+ Google Chrome H.2}-5-4 &
AU T

ol#fjo] F A& S8 3} Cisco ISE AZEFo] T2 =0 tjg BT 0. & & F AF YT
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e DNS

e NTP Y 7|3 Alo] E ¢o]

ESX 2 NTP 3 AE || A A|7}o]

AEF o,

€38 8 M3AE

FAFUT TAE A

{bo] g 7] 8t of of Mu| 2 Bl IS A 7F Al =

B | dHIA &3 ool #22 J1=
1 WLC AlAE 015 o WLCHI RAE 2ES2 AIAEO | WLC AIAE 015:
=
o J:WLC
2 SHAEEY IP, MEY | o WLCH THE HERD B SMAESY P
Ot 01 E9 0]
AE4 0tA3
HOIESIOl:
3 DHCP MHi IP e WIE® 32 DHCP MH DHCP MH IP:
o WLCHIA P&
4 HAE SSID o HAEDI MHAZ HEHYI0IE | HAE SSID:
o WLCHIA 2&E
o Jf: yourcompany-guest
5 HAE VLAN(EE ALE) | o HAEN AHEE = VLAN HIAE VLAN:
mo|yER Ay s | * WLCHA 783
HIEIE HAEO . 0):50
ABSHE A2 0l g2
LS YLICH
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o ISEUIA & E
9 ISE IP, MEY! DtA 3, e ISEE RISt HIERA EE ISE IP:
AOI=HA0 * ISEUIA &= L NiPNSF
HOIESIOl:
10 ISESAE OIS e ISE AHSI 0IB ISESAE 0|S:
o ISEUIA & E
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11 22| UES 3 VLAN o ISE&WLCIESX () SAEMA 22| HIES 3 VLAN:
HBE HERA
e WLC & ESX(i) SAEUNAN &S
e f: 100
12 SR Y3 o SHI0AM RADIUS HE = 25 2435
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S5ot= HIg2HS
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WLC = 4

o] 2] 7}A] WH 0 2 Cisco Wireless LAN ControllerE -4 & = 315Ut} o] A8 A ol 4] = WLAN Express Setup=
AHE-3 Y TF WLAN Express A7 % WLC 3] 1 o] o g g 2 g U &2 th3 4 5 stUE A9t 2.

e WLAN Express 24 H| ] 2
e (Cisco WLAN HY A B

WLCO| H&
Cisco 74 AIXE MH|2~F 4317 98] Be 74 845 Adst7]of 94 HE(E7H) 2 WLC 1l A4&
AAsoF Futh B5 3 WLC 7He] 7] 418 24T v st=dol A4 B Az Eo] A2 A5 45
AF U
HEEH &3
WLCel| dAstd ™ 5 dAE T3tk
1€ 29 13 o] A AFS WLCS £E 20] A2t
WLC - 1582 168.1.1
8 2. #85-WLC HZ

5ol B 192.168.1.024 Z5-E] [P T4 Wrolof T},
26| BEl9-AE il 54 A Eol https://192.168.1.1-2 5} WLC ¥2] &} AF-&-2| 21 5] 0] 29

N A 2~ o},

19 29} 7ol WLC #He] A} AREA} QIE #| o] =7} EA o
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rthseli* Cisco 2500 Series Wireless Controller

United States (US) ;]
Date&Time  04/03/2015 | 9:42:23
Timezone Pacific Time (US and Canada) j

3 Senver 10.1.100.10

‘anagement P Address 10.1.100.42
Subnet Mask |~ 255.255.255.0

Defautt Gateway | 10.1.100.1

vianagement VLAN ID | |

[(=1=]

2 3. WLC - Controller & & &

S ZEZY #e o AEH = JSAE ek Alg Aldo A 2pd st A A A I EE
=
=

T 1. Wireless LAN Controller OF& At

zc sy
System Name WLC AIAE 01

AME HACIAE BS -1

Country S =0t /IX

Date & Time ST S L Al

Timezone CECH2 M0l A Timezone & &
NTP Server NTP AH2l IP =24

ME HIACIAE BS -8

Management IP Address PUEAEEH 2SS IPF2L

ME HIACAE BS -2

Subnet Mask WLCS MEY 0tA3

ME HIACAE RS -2

Cisco Systems © 2015 11 HOIXI



atfren]es
CISCO.

H
e
12
X
be
0T
I3
N
=}
In

ue!

- MO
— =2 o

Default Gateway WLC2| J|2 HOIEH 0]

ME HIACIAE BIS -2

Management Network VLAN | 22| U E® 3 VLAN

ME HIACIAE HS - 11

S NextZ ZE st A%yt
o)Al 41 vl E 9 A2 A4 g,

RHHENT 44

1&H| XE £45}l9] Employee NetworkS A 8] 3 A3t}

ZaL: AL AR AD) S f8 FA dotlx IEH A E AAste 212 2 A Ao b FA4 &5
2

37} 7+o] Guess Network &1 0] 891 T A& 23t}

Guest
Web Consant J

s 10.1.50.2
ask | 355.755.255.0

y 10.1.50.1

& 4. WLC - Create Your Wireless Network £
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H 2. Create Your Wireless Networks & Z &

et

[

Network Name

23

HAES 2

ME HIACAE RS -4

& UIES3(SSID)

Security CEEU2 =0l LEE SE S0lA ‘Web Consent’
2ot RS AdEHSLICH

VLAN CEUR M= UHEE SE S0A ‘New VLAN'S
SEHEHLIC

VLAN IP Address

HAE UWERAIIP =

MAE HIACIAE HS -6

VLAN Subnet Mask

VLAN A E DtAZ 2 IP 5

AME HI2IAE B

FOI'
>

VLAN Default Gateway

Jlz AOIEROIS IP =2

ME HIACIAE BS -6

VLAN ID (optional) VLANS| ID(ME ALEH0I 0 22l HERIAE AIEE
B E Q0K £3)
ME M AE HS -5
DHCP Server Address DHCP A2l IP =4
ME HIIAE BHS -3
S AL dA ] B FRE JHF T
S Next ZEalo] 29] S A STy,
15 59} o] el Fwol A WLC 39l W7 AFEHS A § 8] B3 OKE
A% A,
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System will reboot after these settings are applied. Click OK to apply these configurations, or chick
Canecal to retum 1o the setup wizard.

Cancel | oK

J8 5. WLC- R4 UIERD M4 =0l

S= X E 23| All1dlold

Cisco Identity Services Engine A~Z E ¢J|o] = of 2 §1 B 2}-9-#| o] 4] A L T}, Cisco ISE Al ~E A A 2 2 Apple
Safari §] H.2}h-9-#| ¢} 31 AEZ 2 & AH&3te| W ISE Al 2E AR 25 A A kil 433k 7] o] ShA T4 29 5-3)
ool TrA2E R ok Pt

24 ¥4 998 P EE 08 S SR
o]

1EHA| Putty$} 22 SSH Z}o] A E E 2143}
2CHH| ﬁE%ﬁcmﬂEJOﬂ o},
3EA = HEs dEg Iy

config network web-auth captive-bypass enable

t}
4SHH ThA CLIO) 21018k ohe e S Abgale] ALElS T A S o)

show network summary
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5SS b Ho] Kol A the E & R

§: 2ol 2 ks F W FE2W vpA v FH o] A & o] s Yot

Web Auth Captive-Bypass @ ....eiiiiieeennnn. Enable

6| SSH Ml -& T 53tal ¢ Bebs-A oA thA] WLC A4 Y Th.

—

ARG WL T 2e D sol hE T4 98] TS FxE4
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MEE=ZZL
o Aol 227151 Altk2l 2 ® A5 Lelol Holl tlak ol B Thg AE EE A FEaIA L

WLC -10.1.100.42

Trunk Link

Access Point

J8 6 M=

HN
HU
bl

=
=

EZZX] ME9] Cisco 3560G 2= X[(118 6)= B 74 840 71241 AZA & Al FFUth 299 =&
E= dA 2~ VLAN 100S 913 +AE YUY 28U EE 102> EY A X EZ FA S oF Ytk

29X Ay g o) Aol ek AFA B & FE AS B2 A Q.

2913
3 WLCZF A 5" 8 e 7]%5 0] VLAN 100014 23 F-o]™(4]: 10.1.100.42) T °]/¢ 7] & IP T4 E &3
S HstA FEUT

o] ZE 10] A4},

OJA| 229 X & AF-§-3Fo] WLCO A A 223 5= 25Ut (ol: https://10.1.100.42).
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RADIUSS <8t WLC /4

U Aol A= WLCOl A ISES} $HA| 253t 7] 913 Bt A48 73 9 th. RADIUS NAC Y &<l ISE°ll A
AFEA7E IS EH AT U E Jﬂoﬂ MA| 2=~ 7hsshs gl = COA(Change of Authorization) 2.7 < E‘é 9,11)5‘4‘:}

AP ISEZF A 2 Al A& GA Rl Sepo|AdES] AHlE SA WA = A Utk 29 5= 9130 ISE9
g ad s = ol A Blojubar A QIS HW SEfo|dE ’E}W = gulo]Esto] YELZA(: JIHY) AA~E
58 g A5

WLCOi| RADIUS 218 MW 4
RADIUS 913 AW E T ate ¥ thg AS Sa g u,

164 WLC A1H GUIo| 2123t}
2CH| 2% 73} o] 9% W iroll A Security > AAA > RADIUS > Authentication 21 B4 gH T}

CIscCo MONITOR  WLANs CONTROLLER WIRELESS  SECURITY
Security RADIUS Authentication Servers
¥ Acct Call Station ID Type 4 System MAC Address -
General
» RADIUS Auth Call Station ID Type AP MAC Address:55I0 -
Authentication
Accounting
Fallback Use AES Key Wrap 0 (Designed for FIPS customers and r
DNS .
» TACACS+ MAC Delimiter Hyphen -
LDAP

J& 7. RADIUS 215 AMH

3L News YT
19 83} 3] RADIUS §15 A8 st o] A Yt}

RADIUS Authentication Servers > New
Server Index (Priority) 2 -
Server IP Address 10.1.100.22
Shared Secret Format ASCII -
Shared Secret oy
Confirm Shared Secret "o
Key Wrap ] (Designed for FIA
Port Number 1812
Server Status Enabled «
Support for RFC 3576 iEnabled : ~
Server Timeout 2 seconds
Network User Enable
Management Enable
IPSec ] Enable

3 8. Radius @15 A -3
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ACHH| ISE IP address 2 Shared Secret2 ¢ &gk o},

5CHH| RFC 3576 A 95 &4 83t}

6SHH Applys 934}

WLCO|l RADIUS H & &2 A 24

RADIUS A &8 AHE TSI A v GAE T3t

194 WLC AH Guldl =131t}
26 1% 99} 2o] % | 7ol A Security > AAA > RADIUS > Accounting S 41 ] g1 T},

MONITOR WILANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS

Security RADIUS Accounting Servers

MAC Delimiter  Hyphen

= RADIUS
Authentication Network Server Admin
Accounting User Index Server Address Port IPSec Status

& 9. Radius AA 22| AH
3CHH| ANz HE7E FH3 )

13 103} 22 RADIUS Al7g #he] A spd o] yebd o

RADIUS Accounting Servers > New
Server Index (Priority) 2 -
Server IP Address 10.1.100.22
Shared Secret Format ASCII -
Shared Secret Ty
Confirm Shared Secret LTTT
Port Number 1813
Server Status Enabled -
Server Timeout 2 seconds
Network User Enable
IPSec 0 Enable

T18 10. RADIUS HIE 2tel Nt - =&

4CHH| ISE IP address 2! Shared Secret=- ¢ 2 g1t}
= ApplyE S84t
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CWA(Central Web Authentication)& AIE 65 WLC AL 1d01& HH
WLC 73] 29 o] d-& W3t CWAE AHE-3HA stel W th5 A& 3 v th

1SHAH| WLANs= A gl gy},
2CHHI Guest SSIDE A &gk o},

MONITOR ~WLANs CONTROLLER WIRELESS SECURITY ~MANAGE|

WLANs WLANSs > Edit "guest’
e R
WLANs
B Artvances d Profile Name Fre=t
Type WLAN
S5ID guest
Status. Enabled

¥ 11. WLAN's

A Security 515 A €3t T
4EtH Layer2 §1& S UL

1% 129} o] Layer 2 Security 5 A4 0] A g Yt

| General | Security | QoS | Policy-Mapping |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security @ Mone -
MAC Filtering®

9 12. Layer 2 Security

5¢HH Layer 2 Security°l] 4] None=- 41 8 g1 T},
6SH MAC Filtering S &4 3}t t}.
TS| Layer 3 512 S84t}

% 133} o] Layer 3 Security § A 0] AP YT}

' General | Security | QoS |ﬁ

Layer 2 "| Layer2 | AAA Serwi

Layer 3 Security £ None -

19 13. Layer 3 Security

SCHA| NoneS 41818 o},
9CtH| AAA Servers= A BlstL] T},
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19 149} 7o) AAA Servers &A1 0] A EH Ut}

[ General | Security | QoS | Policy-Mapping | Advanced |

[ Layer2 | Layer3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

[Tl enabled [T] Enabled
Server 1 None

MNone

% 14. AAA AH 20t

10 13 159} 29| Authentication and Accounting=- 93l Server 1 #| o] £l 4] ISE AW IPE A &5} aL
g st

Authentication Servers Accounting Servers

Enabled Enabled

Server 1 IP:10.1.100.22, Port:1812 - IP:10.1.100.22, Port:1813 «

% 15. AAA AH 20t

MEH  Advanced 512 =32 gLt}
12CH | 19 163} o] Advanced Tab 5/ ©] A S Yt}

| General | Security | QoS | Policy il | Advanced |
I Allow AAA Override Enabled I DHCP
Wi-Fi Direct Clients
Palicy Disabled NAC
Masximum Allowed 200 NAC State  Radius NAC -
Clients Per AP Radio Load Balancing and Band Select

12 16. Advance Tab A

13544l Allow AAA OverrideE &4 33t}

14| NAC Stateol| /] =35 U W75 A3} RADIUS NAC
1554 ApplyE =8 Y th

il

A,
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atfren]es
CISCO.

HAE e|UIFEE

o] A Kol A= WLCOI A ACLS 74 8k i< A
ACLE 1A &l ) E4 o] 9J5 U ).

o]
A=

o| 5}

ETI; 2

=

ACL 24

HHASE

§d Yt A=

E Fefo] I} A 2 E A 2ol 4 2T

o=
= T

ISE HIAE ZE0| HAE CHIO|A S SR EdI == ACL 714

16t WLC GUIZ ©] 5 3}3l Security > Access Control Lists > Access Control Lists S A1 8§ 1]t}
213 173} 7F9] Access Control Lists 3] ©] 2| 7} Y ERFE Y T, o] H o] x| ol A= WLC| 74 &
ACLo] YUt} =3 ojd ACLE A8 AW 241 = 54 th.
vl
[41-] MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists / New...
» AAA
» Local EAP
» Priority Order
» Certificate
w Access Control Lists
Ecmfm‘ =
13 17. Access Control Lists
2CHH| A ACLS A A5 New HES Z8 gt}
3EH 719 183} Z+o] GUESTREDIRECTE o] 5 © 2 ¢ 2] gt}
4CHH ACLS] 13& A st ¥ Edits =2 3yt
Security ces CotroILis> Nw ) = - - ) N ) < Back Appv 7
: ::;,EAP a:‘:ﬁ:s Control List GUESTREDIRECT|
» Priority Order ACL Type @1Pv4 OIPvE
» Certificate
v Access Control Lists
19 18. Access Control Lists
5CHH Apply HES 834
713 199} 7+o] Access Control Lists <=7 o] A 7} 3E A Y ¢}
Access Control Lists > Edit < Back Add New Rule
General
Access List Name GUESTREDIRECT.
Deny Counters 0
Destination Source Dest Number
Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP Direction of Hits
8 19. ACL =& HIOIX
6t Add New Rule &2 383t
TSHA Access Control Lists > Rules 3| ©] 2] 7} LEF Y o}
8CHH| 18 203} ol &S AT
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ZF31:10.1.100.22% ISEQ] IP 52 ¢] U THE 2 ISE IP 74 AFS).

General
Access List Name GUESTREDIRECT
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
1 permit 0000 /0.0.0.0 " uoe DNS B A Outbound 0 [ -]
- TEME p0.0.0 0.0.0.0 v m oun
. 0.0.0.0 / 0.0.0.0 {
2 P
2 ermit 0.0.0.0 0.0.0.0 uUDP Any DNS Any Inbound o [~}
0.0.0.0 / 10.1.100.22 /
3 Py A A
ermit 0.0.0.0 255.255.255.955 ny Ay Any ny Inbound o [~ ]
. = it 10.1.100.22 f 0.0.0.0 f A A A A Outb d 0 u
= FeME  5g5.255,255.255  0.0.0.0 n n n w aun

13 20. ACL 73 dEeg|
& HAES QIEY HHAS 55T S ACL 24

1CHH| WLC v AL Al A7 Al guest-acle] 2= ACLS A A g5 Ut
2&H3| guest-acl ACLS =33t}
3 Sequence 2 7ol TF5 270 ¢ Af 91325 FHH oh WEEA] oA E XA oF FU T

= Permit any to access the source ISE IP
= Permit any to access destination ISE IP

1% 21 Sequence 2 Th-oll 271 9] A - F o] F7HE S5 Holw U T

e
Ol

Access List Name guest-acl
Deny Counters 0
Destination
Seq Action SourceIP/Mask 1P/Mask Protocol  Source Port  Dest Port DSCP Direction Number of Hits
L pemit 2000 o000 uoP Ar DNS A A 0 -]
L pemit oo P ny ny  Any
2 permt 000 o000 uoP NS Any Any  Am 0 a
- " 0000 0.0.0.0 v v v
T remi 0000 10.4.100.22 N N . o A . o
= M o000 255.255.255.255 ™ v vooAw
s pemt 011002 /0000 ' pm an an Ay An 0 ]
- " s 0.0.0.0 v v v v v
0.0.0.0 10.1.100.0 -
2| H I |
J8 21, M 73 dER
o) o = AL& =
Z3L:10.1.100.22% ISE A ¥ o] IP FA YUtk A - H ol = AHEAF] ISEIP 45

g FU T

o] A S & Cisco Identity Services EngineZ} A| A~ E MH| A T2 A AE 931
WLC - Cisco Wireless Controller(WLC) A x| & G4 2] 158-& v}xq Y],
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VMwareOll (ISE) £ X| & 24

o] A F-E] = VMware A Bl o] ISE AL E ¢J|o] = A x| 3}aL A1 81 2k ol o el A ko).

OH 27 A OE YAZTE AP S HoFgUth o] JAZE] FF5218
AU 25 FF3817] 8] SR ok & Y-S YEE YT

&5
il
>
ofo
_OL
0
oX,
oK
2
|o
fru
X
[
|

Part 2 - Installing and Configuring ISE on
VMware for WLC Guest Services
e D
Configure Settings for
—> Self-Registration
(" Install Cisco Identity ) Optional
Services Engine on v
\_ VMware ) Configure Settings for
i Sponsored Guest Flows
Optional
Install Latest ISE
Patches - L
N < Setting Up a Well-known
i Certificate
Configure ISE for Guest L Optional
Services v
Configure Basic Portal
Customization
Optional
S )

8 22, VMwareOil (ISE) & Xl & 24
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Jt4aF H &10Jl Cisco ISE & X

OVA B1Z3 & AF&-3}o] 74 WAl Cisco ISE AX E o] E AR stal 5 4= A5 T 2A Cisco.comol] A
OVA &3 & g2 =g 5yt

Jtal HAI2 2 ISEOVA /15
ESX(i) 5.xZ A}-8-3}o] ESX(i) &7 o ISEOVAS F&3H W v A= =gy

1EHH| VMware vSphere = t}o] A EE ¢t}
2EH| VMware & 2 E 9] E:Lfﬂ%b]l:}
3CtH  VMware VSphere Z&}0] 91 E ¢l A File > Deploy OVF Template- 4 €31 T}

4| BrowseS =2 31o] OVA Bl &3S A 81313l Next=S 28 gt

5t OVF Template Details 3| ©] %] ol] A A - /\]—UL S 213513l NextE S8 YT

6SHH| Name and Location 3| o] ] o] A 7} W A1S 117314 2H & o] &8 ] &H 511 NextES 34T}
TSH  OVAZS 52853 Holg AZAS HAug )

8t Disk Format 3] ©] #] o] 4] Thick Provision 2}T] & &5 =¥ &} 3L NextE =8 & Ut}

=
A T2 Y S *da“ }% &401 “wu} ’%i —liﬂwﬂg e A5, 7] Y23 g Aol &
Aagol=, M By 2o 2] D g tjad FUHS AR = o 27 0] kS uke 4

b

AFH

Zk3L: Lazy %=+ Eager Zero S A 88t w21 A 7} YEFU A Lazy & A& @4
o] %

9CHHAI Ready to Complete 3|
10StHl  Power on after deployment 2
MEH  FinishE 2834t

I;;

ISE & & &l

o] A d ol] A = VSphere Console CLI(common-line Interface)E AF-8-31] ISE 7 M 218 A A3k t} A %]

TR A7 e 7HE mAle] Abs o= AR E g Y 7HE mAlo] AR Y H T A AF] ZE 2 E T e U T
1&H| A 2Bl 3 2 3 E o) A setupS Y 2513l EnterE 7 U U

Setup Wizard7} WEFLF 7] 719 1 o] A& A 2t Y T
26| =AY A A A A R g 1S AFE-3FY] Setup Wizard Eaoll B T

obf 2] o= setup FE 2] ME =H AU
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localhost login: setup

Press 'Ctrl-C' to abort setup

Enter hostname[]: ise

Enter IP address[]: 10.1.100.22

Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.1.100.1
Enter default DNS domain[]: yourdomain.com
Enter primary nameserver[]: 172.16.168.183
Add/Edit another nameserver? Y/N : n

Enter primary NTP server[time.nist.gov]:
Add/Edit secondary NTP server? Y/N : n
Enter system timezone [UTC]

Enter username[admin]:

Enter password:

Enter password again:

Bringing up network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Appliance is configured

A o] ) 3k 2AFA|SF &2 ] A A VMware A 2~ El9]| Cisco ISE A E ¢o] A x| A8

Z) AL ISE 7Fg walo] Al #bsto] A8 o of A Fof] wheh A|2gel] H Al s 25 A Ay

1SHA| ISE Admin Ul(http://iseapaddress)®l] = 1211 T},

2CHH| Administration > System > Maintenance > Patch Management > Install 2 ©]-5 31t}
K= Browses = ¥ 3}l Cisco.com®l| A Th- 2 =3+ 9| X| & A &l g o,

4SH InstallS 22l slo] 32| & A A F v

X7} 7] 2 Ae] == AXH A Cisco ISEO A AL ALE 2 10}-2-3bm, @ B S0 tha] 21203 of
gt
Zar: v %] A 27} 2138 S vl Patch Management 3] ©] A| ol A N A| =38t 4= Q1= 7] 52 Show Node
Statusi? ¢ U T}

5t Administration > System > Maintenance > Patch Management=. ©] 5 3} Patch Installation 3| ©] 2] =
Eoby o

ISE 3 A] o] th@h AbAl| g W82 ISE 1.3 ¥he] Arg A o) Az E g of sf 2] A S sk Al L.
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http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/installation_guide/b_ise_InstallationGuide13/b_ise_InstallationGuide12_chapter_011.html#ID-1417-000002e3
http://iseapaddress/
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_0101.html#ID202

atfren]es
CISCO.

HAE M AE Floll ISE 4

WLC(Wireless Controller)S NAD(Network Access Device)= &

1EHH ISE Admin Ul 212138 T},
2CHA| Administration > Network Resources > Network Devices= ©]-% ¢4t}
3CH 1% 233} o] AddE A E gt}

=3 System B Identity Management 7 Network Resources
Network Device Groups Extemnal RADIUS Server

Network Devices Network Devices
¢ )
[ Network Devices 3 Narme .

i Default Device

8 23. ISE UWIES A CIHLOIA - ClHHOl A =0t

719 249} 7+o] Network Devices 574 | o] ] 7} Al U T}

Network Devices List > New Network Device
Network Devices
DETIRTD

e —
Software Verson -

* Network Device Group

Location (4| Locations ©] [ Set To Default |
Device Type[al Device Types ©] [ Set To Defautt |

~ Authentication Settings

Enable Authentication Settings
Protocol  RADIUS

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format = ASCII

m] » SNMP Settings
O Advanced TrustSec Settings

oo =8

J8 24, UWER3 CHolA

4SH | device name< ¢} & 94 T},

5 device IP Address& ¢ = 4 t}.

6CHH Authentication Settings S &/J 3} 3 U}

TEH Shared Secret (Pre-checklist item number - 12)2 9 = gt}
8CH| Submits =& §H T}
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cisco
OIE MM &N
Q1% A AL Sl Cisco ISEON A S0l AHE S 8] 85 = TREZF S ID A2 £ D A2 A A28 ugHow
o3 5= 9l U T Cisco ISEE= 74 0.2 AIXE A 25 98] Abd 745 2hs 95 A8 & Ale vt
Jlg s 33 2|
HlE] A VI Rl A S B v WAl E s AL

1243 ISE Admin Ul 21134t}
2CH| Policy > Authentication©. 2 ©] &34t}

717 259} 7Fo] Default Authentication Policy ¥ ©] ] 7} 3£ A Yt}

v [MaB | + 1 | wired_MAB OR Wireless_MAB <> | Allow Protocols : [ Default Netwd

B - | Default : Use | Internal Endpoints ’:|

Identity Source |Intema| Endpoints

Options
If authentication failed | Reject d
If user not foun. m-l
If process failed | Drop v

Dot1X : If  Wired_

B

8l 25 JI2 s 3

E3xR1E t)$ MAB7} Continue= A8 F Ut 18 H (& F gle) AZE
E w2 e S S 4 et

ISEO HHAE EHQIEES LI EGIEE det F0 =8 &4
AEFAET} S 07 YEY T AT o 2L 93] ALE X9 gr]aMdslojof rh 1 s
Agsteld g o] Tego] P gt

16t Policy > Policy Elements > Results = ©] 5 %1 T},

2CH| AuthorizationS- 743} 31 Authorization ProfilesE 2 2 311 U},
3 AddE =Y

4EH3 U BRE YU

=  Name: Guest Redirect

*  Web RedirectionS- %1 B 5} 11 type of Redirection: Hotspot =+= Centralized Web Authentication (Self-
Registration == Sponsored Guest Flows®l| A}-8)& A &l gt}

= ACL: ACLE t/2 A4S 7k WLCell 74 o] 53t dAlsfof uth ALE v g e A%
ACL 74 2 A A 38 Ao -4 5 th 2 GUESTREDIRECTE AF-&-3Hu T}

*  Value: &2-2 7|2 ¥ H (Hotspot, Self-Registration, Sponsored)= A1 B} g1 T},
5t SubmitS 2T
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Authorization Profiles > Guest Redirect
Authorization Profile

* Name | Guest Redirect

Description [ Redirects MAB endpoints to guest portal

= Access Type [ACCESS ACCEPT v

¥ Common Tasks

Web Redrection (CWA, MDM, NSP, CPP)

Hot Spot v+ ACL [GUESTREDIRECT Value [ lotspot Guest Portal (defauk] =]

¥ Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = urlredirect-acl=GUESTREDIRECT
cisco-av-pair = urkredirect=https://ip:port/portal/gateway’

dvalue&portal=18b73f40-5e4e-11e4-b905-005056bf2f0adaction=cwaktype=drw

J8 26. det 20 222 -cl0dd AT

o
40
]
%]
[Fl
Hu
e

elE el

JE

&2 o

Authorization Profies > Guest Redirect

Authorization Profile

Descrption [ Redrrects MAB endpoints to guest portal
* Access Type [ACCESS_ACCEPT -

v Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

Centralzed Web Auth ~  ACL [GUESTREDIRECT Value [ istered Guest Portal (defautt) - |

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = urkredirect-acl=GUES TREDIRECT
cisco-av-pair = urkredirect=https://ip:port/portal/ gate

3y dvalueRportal=19b72310-5e4e-11e4-b! bf2f0a&days ToExpiry

8l 27. AE 20 Z2d -5 i0ad
HNAS ol Sol==E det F0 =22 44
o AP A AL AT Hhol 27t A5 E F U= M AT B GAES A NG Ho] TeBL WEUT
A 2% B Get7] o) B el LA S Y e B S S g,

= Policy > Policy Elements > Results = ©]-5 31 T},

2CHH| AuthorizationS- 217435} 11 Authorization ProfilesS =] &Fu U},
3EH AddE Y3y
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“13] 283} 79| New Authorization Profile 3H'H o] 3£ A] 5 Y t}.

orization Profiles = New Authorization Profile

Authorization Profile

* Name | Guest Permit |

Description | Internst Access for Guests

* Access Type [ACCESS_ACCEPT -]

Service Templats D

v Common Tasks

B Web Authentication (Local Web Auth)

Airespace ACL Name | quest-ac|

O3 28 M AsH2R0 22

et

48 a9 ol e AR E gy,
* Name: Guest Permit
= Description: Internet Access for Guests
» Airespace ACL NameS- A B3} guest-acle ¢ & 4t

F3: ACLS /A BALE T3k WLCS] 4 9|5t B85 A X3 oF Gtk o] ACLL: o Aol ALE
AL AT ACL T4 2 A2 5§ AHol A A5,

5CHH| SubmitS 3 3t}

HAE RANAE ?et et F0H ZZ2E 44

AE Eo e A A S Ak i B A ol 75L& YU B3 NG o] 752 45
tube] 2 E= ALE A} 1% F AEEIE TG o] nheh A% o4 27k Hse AU o

1S Policy > Authorization . = ©] &3t t}.

26t Default 772 2}QleA] Edit 9] sHAEE S

3CHA New Rule Above®l| 4¢3t}

4CH A 1% 299 o] 270 ] A & & F7beke] A S A v x| S A P T

[uest Permit GuestEndpoints Wireless MAB [uest_Permit Edit | =

Guest Redirect Wireless_MAR Guest Redirect Edit |

Default DenyAccess Edit | »
8 29, ASH R0 2 - M A= F=It

5CHH 3 WA ﬁLz] gl T2 o 2 AT,
6CHA| ?ﬁ’—". 0] -2 Guest Redirect= $}1]T}.
TEHA Wireless MAB©] M 1 &1 g T},
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CIsCO
8CH | A3l Ho] 3 2 7 Standard > Guest Redirect= A 8] gh1 T},
9CHAI DoneS =& &4
10t Guest Permit Rule ¢ ol TF& 517 S A gy o}
MEH 512 °]E&= Guest Permit= A A 31t}
1223 GuestEndpoint 2 Wireless MAB©] ™ A 813k},
1344 GuestPermit 3~ 2 3 A eigh}
14t Dones ¥ 3Y U
15544 SaveE T}
olw ¥ F3 9 Ay g ol R A7 AUP(SHA TN 597 ¢l EE o £ 1918} H o] x| &
FAFUTE ofH S 25914 = AUPO 52l 5td ﬂHM 27} GuestEndpoints©ll 5= 531 U2 2]t] €A glo]
304 7F N M| 27F 3-8 Ut} 304 o] AU t]Hlo] A= GuestEndpoints 150l A] A1 A =] 31 &2 9-7F HEEH YT

_OL
rir
ol
o
R

o

A7l e Ao AYdE 5 dFYHh

AF B 2N XYL AGIE PG S/ A aee] o] BaFUrh v A8 AT 55 L 2EA
AxES Bad 84 THoZ AAskil AL

Part 2 - Installing and Configuring ISE on
VMware for WLC Guest Services

4 N
Configure Settings for
—> Self-Registration

Install Cisco Identity optional
Services Engine on - J
VMware p v
L Configure Settings for
Sponsored Guest Flows
Install Latest ISE Optional
Patches . L J
l KSetting Up a WeII-known\
. Certificate
Configure ISE for Guest -
N ptional
Services | 7 J

Configure Basic Portal
Customization
Optional

. /

2 30. 22 WLC HAE MHIAS <IcH VMwareOll ISE & X & 74
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H
e
12
X
be
0T
I3
N
=}
In

— IT 1T =L =
NS SELAZEAHAE EZN HRASHFAEHF
DH(HE ALY
HAE 9IX| L BHE AlHH 24
A B2 G AEA ARE T292 A st W o] BAo] Aotk ARl FHFE u) AXE £ 2EATL
EF AMNE AL A e e F QEs ASES} or o A Y ES Fol Al ANA 1A S DA oF
Fh 9132 FASA $e A5 Ao FBke A7) B A F5Th
Ag S 9 EY W 2 EN TFOIA Shbe] AW ASHES FHE A ALE W 2EAE A G
Aol EAEA sy
PST A|7h0 2 753 u] A 2~8lo] 7] 2 0 2 4| 5 San Jose 42 AH§3 The 2EH A2E T290] BQ 7
24 74 AR o AT
713 San Jose 9] #] 9] o] 52 WA T 4= gl YT AFE-S) AEshA] oW FAIHA Fo B g AAT 8+
SERlEl

AZE A 2 55 A0HE A48t ts GAE s dyHh

1CHAH| Guest Access > Settings = ©| & t?ﬂh/] t}.
2CH3| Guest Locations and SSIDsE €733 T}
3EHA| 219 313} 9] The Guest Locations and SSIDs 3| ©] %] 7} 3£ A] 5 Y T},

 Guest Locations and SSIDs Specify the locations where you want to allow guest users and the S

Guest Locations

Use guest locations to determine a guest's time zone
Sponsors associate a location with each guest account they create.

Location name:™ Time zone:™ ) )
\ I L T

Location Name « | Time Zone L Edit J
O Boston (EST) ESTSEDT [ Dekte |
O san Jose America/Los_Angeles

a9 31.
4CHAH| Location Name and Time zoneS 9 2 31 th. ¢l|: Boston (EST) using ESTSEDT.

Z31: the San Jose X & 21t 2 5t}

5CHAH| ADDE =3yt
6CHA| SaveE =& 34t}
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FIXNE AISoI=SE ZE +4
Mz F7HE A& ARt S xS A oF FUTh
31 San Jose (PST time) & 7| 27k 0.2 AL b o] AHS A 4E 5 dFYTh

1&H| Guest Access > Configure > Guest Portals = ©]-5 31 T},

2CHH| A8 %<1 3 E(Self-Registration, Sponsored Guest Portal)-S /1 & g1 T},
3EHAH Portal Settings and Login page settingsS = 2~3 U U}

4| Page Settings®l| 4] Location: L% 329} 7Fo] A st 9| X & =713t}
5 ADDE imﬂ‘/] =

6CHH Submits £ & g

Lacation
Guests can choose from these locations to set their time zone:

San Jose |

Boston (EST)

>

832, HAE XE -9
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AENHAE Z2201 L8 8T T4(HS AR

o
frtl
[»
ri
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il
X
o
%
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2>
Q
5

5 A& A shA L} ISEE /d 3} Active Directory$} & 3 al= "
Directoryﬂ- 53 7% Active Directoryol| A 2E A AR AR A& AU HA A L.

16t Administration > Identity Management > Identities > Users=. ©| & 31 T},
28H| ADDE 834t}

IS Sponsor g H.E ¢ & g},

4EH| User Groups©ll ] ALL_ACCOUNTS(7]¥3hHZ A& ghy},

5¢tH Submits =8 T

6t Z2EA IFY AA 7 A o= Ag U

Active Directory2] AZ A HE AIS

O 7 AAE A RE MM 22 AJ 2B 2FEA T1459] 9+ Active Directory A1 H 9} 531 8h= 7 9-oll vk 2 @ .
(o] Ao "1 A5 gk g 2) ISE Al A E 2EA 155 AR S Al olal o] & ADSF 2 %5HA] o B o9

2EA AFY AA FAoE AYE F dF U
ZFA g 82 ISE -4 A A 9] 2] 5 ID 4221 Active Directory & 3234 Al Q..

Active Directory ol A] 223EA] Al S At v G A& T3 F ot

=] Administration > Identity Management > External Identity Sources = ©| 5 314t}
2CHH| Active Directory S 1 & 1 T},
3CHAH 19 333} o] AddE SH EY T

= S
== System ‘5 Identity Management B Network Resources E
Identities Groups L [External Identity Sources ] Identity Source Seq|

External Identity Sources Active Directol
n Edit &= Add 0

[ Certificate Authentication Profile (]| Join Point Name

2 33. ID 22l -2 ID &AL

4CHH| Joint Point2] name=- ¢

=}
5¢HH| AD domain< €] &3
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* Join Point Name | SecurityDemaJoinPoint

* Active Directory Domain | securitydemo.ne]

e | cancel |

& 34. Active Directory

TEHH Groups & =& @4}

Connection Authentication Domains m

Edit él]:mdd - Delete Group  Update SID Values
[] MNam Select Groups From Directory

[ ciscc.idg.(.;.rﬂf R — | s e T e =Ty P To E= N |

18 35. Groups &

8CHH| AddE =€ 3}l Groups from Directory S A 8] g1t}
9CtH IFS AER v dlo] A 9l ok ol A OKE SE L
10t o] #] 9 o} ol A SaveEs S = U T

All_AccountsOil A Active Directory AZA 15 & &

U O 284 e Aol X3E I1F

S 2EA Ou 3 ddss S BolEuUnh o7IM =
Domain UsersS AF-&-g Lt

1t Guest Access > Configure = ©] 531t}
2CH| Sponsor Groups > ALL_ACCOUNTSE =9 3t}
Yt

1% 363} 7] Sponsor Group 3| ©] | 7} 3L A

Sponsor Group

" Disable Sponsor Group

Sponsor group name:* [ AlL_ACCOUNTS (default) |

Description: ‘ Sponsors assigned to this group can manage all guest usd

l Members...E

Sponsor Group Members x
| @
ALL_ACCOUNTS (default)

I demoAD:demo.local/Users/Domain Users |

18 36. Sponsor Group HIO| X
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OF oK 4 CISCO.
A 1% 373} 7Fo] MemberE = ¥ 6} 31 Domain UsersE Selected User Groups & & 0. 2 o] -3t}
= |
Select Sponsor Group Members x
Select the user groups or individuzl users who will be member of this Sponsor Group
Available User Groups Selected User Groups s
E=) =)
[iemployee ALL_ACCOUNTS (default)

GROUP_ACCOUNTS (default) \ d5\1:E.~«D :demo.local/Users/Domain

GuestType_Contractor (default)

GuestType_Daily (default)

GuestType_Weekly (default) _I

OWN_ACCOUNTS (default) il

8 37. MEE MM A OIS
4t OKE S 3tk
= -
AZEANMAEY RAX 14
ENFAZE ARG AR W ALET B XS T Ao 2T San Jose 91K & AH§3 =
JJ&{%E}% ol A& HUHA L Ut 284 o A HAE "ir W‘Hﬂr
1t 19 383} o] 2~ FE A7 ALE-S 9] X £ Select the locations that guests will be visiting 4] A o] A
Aegc.

2EH| 49 = AAE AU

Create Guest Types at:
Guest Access > Configure > Guest Types

Select the locations that guests will be visiting

San Jose |

|antnn (EST)

218 38. Select the locations that guests will be visiting &

3CHA| Ho]x o] W Y& A~T=3}13L SaveS 8 e}
ACHH| CloseE &3 3y}

ISEAZ M EE FQDN J|Et HHA 4F

2EAN LY M= 2EA7 ALE, M AE Al A, AEAHE = S 93l LA AH S A s HTTP
L= HTTPS 2198 a3t Y EY T A~ AsS A4 & F S5 Uth MEYAE= A HEY Y 5
o, e dlof that AAAE AT =% 5T

N

=g 9] el ol A §lo] 2744 W O 2 ISE el IS Ba) 2E A Teol o423 5 &y,

Y=

e Manage Accounts Button - T2] <}-8 0.2 o okel AT},
e Portal Test URL - ©] URLS 2= EA o Al B HE|8HA] Alo] E
T AFUT] 8.

Cisco Systems © 2015 35 HIOIX|

il

A2 2 AQSA &




H
e
_l o
I3
J

(@]

H | A "} (o |I|I|I|I|
A= S8 H0l= CISco

2~ A He gk 2~ A X8 URLS Al &3F= 2 o] =54 o http:/sponsorportal.yourcompany.com

ISE 2EA T9E A4sHd b8 A Sy,

= Guest Access > Configure > Sponsor Portals = ©| 5 31t}

2CHH| default Sponsor portal= S 2 3t} 17 399} 7] Portal Settings &°] A F YT}
3CHA| Portal Settings©l| 4] Fully Qualified Domain Name (FQDN) ] A& 2t 31
“sponsorportal.yourcompany.com” S ¢ 2 1t}

[.

l'

l'

« Portal Settings

Fully gualified domain name (FQDN): | sponsor.securitydemo.nst = |

0739, ZE &3

483 W 9IR o) 53k Saves T Pk,

DNSE ¢ tlo] E&}o] FQDNo] ISEIP T4 = Q1% A| 3fj oF F T} o] & 913} sponsorportal.yourcompany.com==
yourise.yourcompany.com 2. = 7}2] 7] = CNAME Alias& AF&-3F 4= &5 Y th

AA B LS ISE 1.3 T8 A2 Ao A ~E 29 AL A2 1A A 9.
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H
e
12
X
be
0T
I3
N
=}
In

(@) = =)
a2HE OISAH EEH(EE AL
o] AMeo] AHE=ISE 1.38 AF-83Fo] 7)1k E 95Ut Release 1.49) 2 e 7l o1& A A 93 Z 2= ok7) o} &
T AFYh
O3 A S A 2ES A 2ELaL Al AE AN 2E 98] Adsts o a38HA] g5yt A8 Algo] A qt
BAAYT AFEAE ) B9 AE S8l AIRE, 2EA e #Ex; ol AAs uf A E ASAE FEs)A|
%A st 2 A7 o5 7] ol A ISE A B o] A f:z NSAE ARl oF gy T}
gL ol AN AV E A HAdg AAFS Aoz oS A Aoz APd = G5}

FHa: 2 ASA ATAT HE O E LR AFA FES AT F UF
AL-&3Fe] SAN B =9} 817 I 2 5k Ao s A = o] 2
FQDNS =5 ¥3}13} 3 CN= D =of FQDN©] Q& 15 E Zeva A aida] e

Sl EThe AFA W uk Aol th 3 AA G Ul 8-S T EA S FREAA S
o ISE ¥E| A} A A - Cisco ISEC] &t =7tE Q1A A€
e Moving Packets Article - When SSL Certificates Go Wild
e Aaron Woland Network World Blog - Wildcard certificates and how to use with ISE

& T2 A2 2] QA= Comodo?] A}3]A}Q] SSL.com| A A& SAN9| £} =E7FE7} 9l UCC(Unified
Communications Certificate) 23 2] o & H o F Ut}

CISA NS QE d4d 2 S J[&0 CSR M=

16t Administration > System > Certificates > Certificate Signing Requests=. ©] & 31 T},
2CHA| 1% 407 Zo] CSR< A/d 3171 91 &l values 9} &3t
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CIsCO.

Usage

Certificate(s) will be used for [portal ~]

Allow Wildcard Certificates i

* Certficate Group Tag [Add New... ~] [ssLcomodowidcard |

Subject

Common Name (CN ‘ ise.securitydema.net

Organizational Unit (0U) [ cisco

Organization (O

City (L) [ Boxboro

|

|

[ sampe ]

|

State (ST ]

[ma

Country (C;

Subject Alcernative Name (SAN) i [ DNS Name =] [ise.securitydemo.net |

\ DNS Name -| \ *.securitydemo.net \

* ey Leng
* Digest to Sign With [sHa 256 -

S o)

T8 40. OISMH AME 2F

= Certificate(s) will be used for: Portal
= Allow Wildcard Certificates: Checked
» Certificate Group Tag: Add New — ©] & *| % : Example SSLComodoWildcard

= Common name: yourdomain com.
- ABo e REe 240 Auw oA s Q.
= Subject Alternative Name (SAN)=
SAN DNS Name 1 = yourise.yourcompany.com
SAN DNS Name 2 = *.yourcompany.com
w2 BEE V| RGo R FuT)

3EHA GenerateZ =2 5}0] CSRS AUt} 138 4137} 72o] CSRo| A=),

Successfully generated CSR(s)
Certificate Signing request(s) generated:

ise.securitydemo.net#Portal

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

[ Eoot JES

4CHH| Exports =8 3lo] 3t -& A4

5E|-j1| Eﬂ/\E _z:] =] 7] oﬂ,ﬂ _‘q_o'l ‘EHE}

6CHA| ---- BEGIN CERTIFICATE REQUEST-----"%-¥] “-----END CERTIFICATE REQUEST----."
W}Xl EEHAEE BAg YT
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HoF M| A Bt J10|E alllallla
T cisco

TS CSRE| U] &5 B CAY JATA] 24 BoEdFUT
1] 412 SSL.com X8 & Hols5Y ),

Note: The Common Name (CN) field in your CSR must conform to the following rules:

« It MUST represent yaur fully-qualified domain name (i.e. submit.domain.com)

* Or, it MUST represent the name of your server (i.e. localhost or bizserver)

# It CANNOT not represent an ip address (i.e. 58.123.123.123 or 127.0.0.1 - see deprecated
names)

common name field in csr is: ise.securitydemo.net

’CSR= ----- BEGIN CERTIFICATE REQUEST—--—-
certificate signing request |MTIDTICCAJYCAQAWAZEAMBSGALUEAXMUaXNLLEN
use,. csr 1NCRZEOMAWGALUECHMEQZ12Y2BXEIA
mcmu-:csncrkmxc magwsu-mlvmnsxm
£1bSERTCS

ra
GBOQ YLSl‘_FElLlpZE/ te! hElLSHXN 5+4] Bgc/lJE

GBEZC
thqSQI.yBT Lmrwsjy/ 6bISuBzIVudwSqEveE
ReWhYQ0 0eBx5 4htd5KS 3pOEvUZqUidDgiwIDAOA

2

*Server Software T ]
nformational purposes onty | 10MGAL

Domains (prorated): @ [+ securitydemo.netise. securitydens.net.se
parated by spac uritydemo.net ise.securitydemo.net

can skip

2000 domai
5297.13 for first 3

582.41 ea non-wildcard domai

5241.07 ea wildeard domain

& 42, SSL.com €

BE  ABTAZME s

i AdH CAEAHS ASAE WYL= Bl 5 %Aqq 23 E}—?—EE EEojvd HF gd2

7l zip FFd o™, A2 AP E ASA L CASl F7] AT JAS5A7F £ JFYH o] & Cisco ISE 154 #7d4x0]
F7teloF Ytk gAY AW ASA FE CARJISA 9 TE S CAJSAGEIRE = B8 oA E
BeAE Adste 24 A 2" At o A A 71 & AY YT

[
o] Ao A BT AFAE /ASH Fehol I L M FAIL N S A FUTh ISEE BT 1) A
AFAS} 7] FE L FHB G A9 AFME Febold =] AFF U
Fw |8 AASA L AL T T ATAE H CAd A §19. 19

do®] #}3] A} Yt} Comodoi= AddTrust root CAl 43 5T} whehA] o]
ANSA = 7HA U e
H o SAE ST
16t Administration > System > Certificates > Trusted Certificates = ©]5 31T},
2CH| Import=E =2 gt}

2
o
>
N
ol
N
rO
ol\
_>L
o, o ﬂllﬂ.l

A QlE=ME BFE 7 2

»  FE CA: AddTrustExternal CARoot.crt
»  3}9] CA: SSLcomDVCA 2.crt
» 319 CA: USERTrustRSAAddTrustCA.crt
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3

4CH

5CHH
6
TEHA
8EHH
9CHH|
10EH |

1% 433} 7+o] Import a new Certificate into the Certificate Store &©] 3 A YT}

Import a new Certificate into the Certificate Store
* Certficate Fie AddTrusiExiemalCARoot crt
Friendly Name [ SSLComodoRootWidcard
Trusted For: i
Trust for authentication within ISE
T Trust for dient authentication and Syslog
[ Trust for authentication of Cisca Services
[ validate Certificate Extensions
Description | Root for SSL Comodo Wideard
[Ssipre JETER|

18 43. Import a new Certificate into the Certificate Store &

g8 A @-9) ol w) Bg A5A S AhA g

» FE CA: AddTrustExternal CARoot.crt
»  3}9] CA: SSLcomDVCA 2.crt
» 3} CA: USERTrustRSAAddTrustCA.crt

Browse=S =2 5lo] FE CAJISAE A8yt

Friendly NameS- ¢} 2 &4t}

CA°A] vgk3l FE QA=A = HElg )

Trusted for @] ©] &-l| A Trust for Authentication within ISE & &+-& =¥ gy},
descrlptlonv* =g

Submits 2934

CANMGE QISHE MY K0l ISl E

A" Ay < J% A& CAClAM HEEEEIAL CA JISHE 7HA St B2 T2 7= CAl A A8 3t Q15 & ISES]

CSRO]|

1€
2CH|
3EH

4|
5CH
6t

TEH

Hheld el AUtk 1w Q1549 CSR Aol AFEF A% 717 e A AU,

Administration > System > Certificates > Certificate Signing Requests = ©] 5 31t}
signing requestol] A A E 2] S A& g},
219 449} 7+o] Bind CertificateS 23 31t}

Jview  ErExport | 3 Delete | Bind Certiﬁca"

[1 Friendly Name Certificate Suf
| ise#Portal#SSLComodoWildcard. | Ch=ise.secur

3 44, QIS M HIRIE

Browse= =25l CA AW IS4 & A8

o1 Aol t) 3 Friendly Name= A 4 g1t}

Allow Wildcard Certificates 2} <1 ¢+-S- A1 €13} & Subject2] CN =+ Subject Alternative Name 2] DNS©]|
ofd =gt= 2k 7F 23 JASA & I E Fy ok

o0& A4S A5z gy
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OF OH M| A BftH c
EOF A A B JH0IS o praty
S 1% 459} 7+o] SubmitS S 3t] CA AT Q1 F A ulel g

Bind CA Signed Certificate

* Certificate File ise_securitydemo_netcrt

Friendly Name [ wyidcardComodaSecurityDemoPortal

Allowr Wildcard Certificates i

Validate Certificate Extensions [ @

Usage i
| Portal: Use for porta

* Certificate Group Tag |\i\.-’i\dmrdCUmUdU

oo RN

) = = = Al
2| ZE L EAP IS0 AI=RE CISH =3
o] 7= A8 AFIYTH ISE #e] TH ol A28 wf o] -3 AR A A S flE] 2 X AFAE
A&t = - (AHE AN Al Abs AW QIS S A A s Al shebe WA A S EASHA ) = 3 dotlx
Sefol Al Eol] Sgstel v the WA S b2 A A 2 uheld A1 R AT b o] A OoR Bols Q1 FA F g shol
A gl el o] Ealof F o
] =9 9 EAP 15l AR JISAE A Y vy dAE T d Y
1t Administration > System > Certificates > System Certificates = ©| 5 31 T},
2CH| 1% 463} 7+o] newly imported certificate: SSLComodoWizardE <=7 31 t}.
7 En‘{e;mi:mgm Certificate | (4 Tmport | (@ Bxport | (3¢ Delete | ((J0 View |
Friendly Name Group Tag Used By Issued To Issued By
'D‘SE Default self ertfica Default Portal Portal, pxGrid se.securtydemo.net _ se.securtydemoanel
718l 46. System Certificate &
A T1% 473} 7+o] EAP Authentication and Admin 91 22 A B135}o] ysage &4 = 4 FYth
Usage

+ EAP Authentication: [z Tl

¥ Admin: Use

[ pxGrid:

| Portal: Use for portal

* Certificate Group Tag | 551 ComodoWikdcard -| @

18 47. Usage &
ASt SubmitS YT
ISE A =8l o] ThA] Al 2§

Z AH A AFAZ ISEE A FAE YL
Q1A o] ek AP L ISE 13 2o HA e 2154 whe] 4He FasAA L.
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HoF M| A Bt J10|E alllallln

<
— =
A9 e R E Tho) JFE AU 2EA THE ALS
[e3)]

ﬂﬂﬁJ%ﬂH A e glaur.

5CHAH| ISE #&8] ¥ 9o 21218t}

6 St Guest Access > Configure > Guest Portals= ©] -5 31 T},
YA A FA VIR ARE 2 FAF AE TF B AEA S YU
8CHH| “19] 483} 7o Portal Settings & ©] =5 ThE wlyroll A 2 ezl JISAE 2GS v 283 AFA 1F

B1s e

* Portal Settings

€= e YL TR =Bl Default Portal Certificate Group
SSLComodoWl\d:ard

Admm tra

sem > Certificates > System Certificates

248 =€ 845 &

9t o] A W 9= A~ E3FAL Saves FE FY T}

103 “Do you want to change the certificate for all the portals on the same port”?2}1l = 9 OKE & ¢
ALY T

1A o)A 9l 9o A Closes 223 T]

Cisco Systems © 2015 42 HIOI X|




SImIr
CISCO.

Jl2 ZE ASX NE PH((EHE AE)

T A e A sH e A AT A AE A AE fa) Adehs o BasA gauh A AsE 2 tg 7
AL AA FAE ©)57)

ALE -5 AHEA Aot v dAE

1St Guest Access = Configure > Guest PortalsE =2 34T}
2CHH| AHE FQl X8-S 2819 (Hotspot, Self-Registered, Sponsored) 1 &S 4 3t}

1% 495} o] B o] TElo] %4 A el EAIsE G TAH

_E Guest Portals -
| &% configure the portals guests wil Create || Edit | Duplicate || Delete

~— use to access the network

Hotspot Guest Portal (default)
‘ IGuest Types Guests do not require username and passw
Specify guest's access privileges
i o ° Used in 1 rules in the Authorzation pq

Portals Settings and Customization

[ Save || Close |
Portal Name: * Description:

| Hotspot Guest Portal (default) ‘ | Guests do not require username and password credentials to access the | Portal test URL Language File -

Portal Behavior and Flow Settings /7~ Portal Page Customization
Use these settings to specify the guest experience for ( ) Customize portal pages by applying a theme and

this portal. -/ gpedifying field names and messages displayed to users.

&7

218! 50. Portals Settings and Customization H| 0| X|

ISE 1.& 718391 Abg A4 7] 50] Ul o} QiU ek ek Az W7 AL

o
E g AAS] B s A, Aol A W 9% w23 6, 7] Y
2 WA 5 dgUrh g A4 ek A d 5 95U

4t % 513 o] X g 9] vl M-S W75 H U 7g % Portal theme S A}-8-31 7 U Tweaks S AF-831]
R ha
Porm\Theme Tweaks. I Advanced Customization... = View in [%
 Global Page Customizations - o
Images Text Elements Footer Elements
Logo i P TRE P B
Logo (Deskiop) [ K9] Contact (Link)
Bannerimage .. | — [< X9

% 51, HIOIXI ALS X X8 S48
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Cisco.
564 TEHAIAANET ZR Y UYE Q2= 5 ST
AAARJ HARlE 24D 5 9l 712 A ofgoll A 7t dloj A & A S 2 dFUvh 2 44 3 29
ol el 5ol of e FA o] JERE YT soj Ao & G gl= B AEE 24T 5 AsUT
T WA ARE e & g e A A dSyY
BEAH T2 AREA AR S R v AL wE] 1Y) A 225 offlol 9l FAE FH 5 desktop

preview= 13U (o] %] W 9] ¥ E H|~E URLY} 5 Y).
ZaL: 7| o] A 9l 9] 9] Portal test URL= A}-8-31 AA| Seto]AEE AFEHA] il AMEAE 23S
AA E2¢E2 H2ES 5 s

TS0 dAE N 8] Hele A Fe BsuT,
8t sflolA] W 9ol A] SaveS Zel gL 1 533} R

Portals Settings and Customization

{5 [[ciose ]
Portal Name: * Description: /
[ Hotspot Guest Portal (defeult) | [ Guests do not require usemarne and password credentials to access the | Portal test URL | Language Fle ~
/7 Por tIBhEvlma nd Flow Settings
( ) Use these settings to specify the guest experience for in; e ar
\db/ e porbl R e e s

8 53. ZE HIOIX At2X XIE ME

AZE AL Aol ThE AA T G- vhe) ABA ) HF AL 9] Y AL A A AR FEIAA L

Cisco Wireless Guest Access with ISE 1.3 A X7} && 5 Y TH
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SEA-AQX A0l

ofefj= 2912 19 17 o] A 9 o o YT},

hostname 3560CG

1

vlan 50

name GUEST

1

vlan 100

name Mgmt

1

interface GigabitEthernet0/1
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/2
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/3
switchport access vlan 50
switchport mode access

|

interface GigabitEthernet0/4
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/5
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/6
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/7
switchport access vlan 90
switchport mode access

|

interface GigabitEthernet0/8
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/9
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/10
switchport trunk encapsulation dotlg
switchport mode trunk

1

interface Vlan50

ip address 10.1.50.1 255.255.255.0
ip helper-address 10.1.100.10
1

interface V1anl00

ip address 10.1.100.1 255.255.25
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