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AFeradE T ISE 1.3 G4, [F 3 #F ISE 1.4,
AP SRS P

o ARUIRMEENITS
o AARIERVIENIFENTTS

ERA{ERa

AIERAGPINE D, N EE ISE MUBR oLzl 8% (WLC) 23NN B Jo 2k U 2 N\ 5 103E 30

o F1Hy - ZRANMEBEBMLLIEHE (WLC) - 5 1 5N BT HATES 2 #Bah AR Bl
WA ZUE ) 22 2 T B AN B IS 2

C

o 25 -1 VMware ERIEMACE 545551 % (ISE) - 25 2 #43 4A4E VMware i 55 8% I 2 35 A0
Wi & ISE #4k LA & {4 F WLC Bt B V7 % IR %5 (1 72 .

Part 1 — Installing and Configuring Part 2 - Installing and Configurin_g ISE on
Cisco Wireless Controller (WLC) VMware for WLC Guest Services
e -
Configure Settings for
Connect to WLC —> Self-Registration

Install Cisco Identity Optional

Setup Your Controller Services Engine on I T
VMware

Configure Settings for

l Sponsored Guest Flows
Optional
Create Your Wireless Install Latest ISE
Network Patches I

l Setting Up a Well-known

Confi Canti Certificate
onfigure Lapfive Configure ISE for Guest Optional
Portal .
Services !
Configure Basic Portal
WLC Configuration for
Radius

A )

Customization
Optional

1. ISE (RIRZZMECEIIZUARER WLC BB R MRSHTIE

o VMware ESX (i) 4.x B sl A
o 1EN SNS-3415 WAIEATHIREHUML - 15 2 (] VMware % 25 HYE 13K 2
o HABHANT HUER S RS 51 % 1.3 5L 1.4 ik
o AFECAINAH (CSCus55690). BN 1% 437 1.3 Patch 3 F1 1.4 Patch 1 P13 Ef# k. EF
5 F AR S AT SRAF X S b T e S B R AT 22
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http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html#ID32
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https://software.cisco.com/download/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=1.3&relind=AVAILABLE&rellifecycle=&reltype=latest
https://www.youtube.com/watch?v=Kaoof2Ty77Y&index=1&list=PLvBZXH_IO6nDBkrnaoNBUQaaQBP8pUhni
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e DNS
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MEERER
wmE AR5 ik HFHLIERER
1 WLC R% 2 e 7E WLC LECERITHIZER WLC BEGZH:
LHIR TR
o H%7: WLC
2 FoekimHIzs 1P, e WLC HIMKZIEE Tkl IP:
F R AT 0 X 5
TR :
P 3% :
3 DHCP AR IP o M#&hfY DHCP BR&% 2 DHCP fR%588 IP:
e £ WLC LEE
4 5% SSID o IHEEEIMMEZ TR 5% SSID:
e 7 WLC LEE
e AI%1: yourcompany-guest
5 HE VLAN (i) o FTFiAER VLAN 5% VLAN:
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MRIFEFERRIN . Zw.wﬁﬂ
®wEEIEMEER ’
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6 FEML P Hik, o IFHIBEEEIHEME L HEMLE IP:
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e 7 WLC LEE
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7 DNS fR%8E IP o [MRRAY DNS fR$5ES DNS fR&5#% IP:
e 7E£ISE EEE
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7£ ISE LE2E
9 ISE IP. FM ISE FIMLBIE R ISE IP:
ARG FN M 5% ISE LEE
& TR :
B
10 ISE E#& ISE FR&Z=5HI AR ISE E£#%&:
£ ISE LR E
#147: yourdomain.com
11 Management ISE #1 WLC £ ESX (i) £ EIE M4% VLAN:
Network W EEEIER R 4%
VLAN £ WLC F1 ESX()) £ L
&
#%g: 100
12 H = 4R X 27 ISE #1 WLC z (8] HZ24H

BEREEMZRE, HE
A 2R$F RADIUS BB/
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ACEWLC RYEALHIR

A 2T IR B SRR R i i 88 . R T, BATR A WLAN PUE Bl E. A% WLAN R
BEM WLC FLERTRER, WER TR —

o  WLAN PRI 15 & 404
o ARl WLAN A

EHEE| WLC

FEERPTA AN D B AR U 2 55 20, B HRESEAEEICAR (HENL A WLC 2Z [
FEZEICA U WLC Z [ LA IRIa S5, B AT 58 st 0 5 AR AT 23R 7

WETHIE
TERF] WLC, EHATLL R B3

FE1 HEERELAEESE WLC BRI D 2, WK 1 fix.

WLC - 182.168.1.1

2. ZinAHK - WLC i
SEAC A HL IR AN T 192.168.1.0/24 3REX TP Mtk
B2 FIIFNNEE, ARG /EHEEARS AN https://192.168.1.1 LAijj[a] WLC & EE G FH ;' 51
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https://www.youtube.com/watch?v=nGFH38peF-w
http://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn76mr02.html#pgfId-1142625
https://192.168.1.1/
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1 (1] E
cisco Cisco 2500 Series Wireless Controller

Sysem Nare | WLE
United States (US) :J

Trme | 04/03/2015 M o4z
Pacific Tima (US and Canada) j

= | 10.1.100.10

Management P Address | 10.1.100.42
SubretMssk | 255.255.255.0

10.1.100.1

ﬂ

[ 3. WLC - Set Up Your Controller IR
3 AT EEEG RN, 2 REERR] T RN RRERER.
£ 1. T&BEMEHERS

=R ik

System Name WLC RZE &R

RERERTERS -1

Country BHAIMEERMXAE
Date & Time faf9 AT B #AFNET 8]
Timezone MRS IR ER X
NTP Server NTP fR$52589 IP itbik

TR EWNERTBHRS - 8

Management IP BTFEE &R (P it

Address
Mg ERERMEEHES - 2

Subnet Mask WLC B F M8

RERERTERS -2




REo1R{ElERE CISCO.
FE ik
Default Gateway WLC BIBRIAR %

TR B ERTBRS - 2

Management Network EEMLE VLAN
VLAN

g BN ERTBHRS - 11

B4 iy Next 4ES8R1E .,
BTk, BEUETLLME.

BT LML

LB i X DUEUHEY Employee Network.

E: KEEASAFANR T (W) BB L dotlx ML AR N2
$HB2 il Guess Network 571U Eikbric, WK 3 frw:

,'c,'s'é,,;' Cisco 2500 Senes Wireless Controller

Guest
Vet Gonsant J
Noerw VLAN- J

0.1.50.2
thask | 2557557550

y 10.1.50.1

4. WLC - Create Your Wireless Network i&If+
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CISCO.

% 2. Create Your Wireless Networks &I+~ EL

=R

Network Name

ik
BEMT LR (SSID)
Mg EREETEHE - 4

Security MNTREE R FRFIFNER PR FER SRR
“Web Consent”
VLAN M THIZE B R FRFIH9ET 1% VLAN

“New VLAN”

VLAN IP Address

R IP ik
TR BN ERTB RS - 6

VLAN Subnet Mask

VLAN FPR#R3AY IP it
Mg ERERMEHS -6

VLAN Default
Gateway

BRARISHY IP ik
TR BN ERTIBHRS - 6

VLAN ID (F]i%)

VLAN &) ID (FJi%, RERESEMLE,
ipmeayigzdliary)

TR EWMERTBHRS -5

DHCP Server
Address

DHCP RRr$5&3H9 IP ik
FEERERMBRES -3

B3 ML BN RER .
S 4 Ll Next 422881k,
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ARG WRi R, KOs —%HE, WiRERGENHE WLC A, @G ST OK
JR ARG EHRS, W 5 PR

System will reboot after these seitings are applied. Click OK to apply these configurations, or cick
Cancel 10 retum 10 the Setup wizard.

[ concer ] (iG]

5. WLC - Bl Z &M\ F=
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SEHII I PSRITECE

Z > Web P 2835 > R R S IR 25 51 35 k. 8 TRl T BB ISE 5 % 82 AF1 Apple [ Safari Web
PIVERY, BB R P RATICE SRR, ARG A R e IR B ISE Vi B RS .

EECE BB 5T, ERAT LT P IR,

TE1 ﬁ%%ﬁhmwﬁﬁHgﬁm ERE R L% TP Hudik.
g ¥ i@ﬂﬁ%ﬂ%& CLI.
HB3 HWALL s

config network web-auth captive-bypass enable

Pt 8% TR BN
B4 FEHOE I CLI AL LT dr & R Es

show network summary

BES  fEHJa T ERBIU TS
Ras: BMPT TSRS EERE I

Web Auth Captive-Bypass @ ...t iiiieeinnnnn.. Enable

HIE6 LM SSH &1, #RJ518H Web I a8 FF I ERE] WLC,
B oAE A REE T SATVEAE S, TES RIE R T4 e AR AR A f i B i 22



http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-6/configuration-guide/b_cg76/b_cg76_chapter_01010010.html
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b B

NS LU B A SRS PR i 1 K5 AL, 35 B LU R R4

ISE - 10.1.100.22

WLC - 10.1.100.42

Access Point

6. #hitRBI

ARG AR 3560G A2l (& 60 W5 A AT HAE S . JyPi iR VLAN 100, SZH#bL BRI
U RIS HEATRCE . (22, ¥ 10 75 EEE Jyh 4k .
ARZHNEE R TEMEL, TSR AL

Y¥: WLC EHE3hE, &HIhsehERIZE VLAN 100 (170 10.1.100.42) FAbTEGEIRS, AT @
IH 1P ik 347 Wi N

S| BEHRAEICAERS WLC L3 0 2 WiTiER:, HoovBHGERERI Byl Ers 0 1.
HB2 ¥ WLC ER3mE 1 82058 L E A 4k .

BN % BES AT FHAS H LT 0] WLC.  (ff70: https://10.1.100.42)



https://10.1.100.42/
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73 RADIUS it E WLC

AU A S ISE UME, Wife /e WLC LECE LB %41 E . it RADIUS NAC, ISE ] PALKI(SR
BT (COA) iEK, RHH M INCET S IIEHFRE U M N2, SEPr b, ISE &GRS Bl I 5 203 7 o 1)
R, MIEFTFS1E. GESLER  im M E 2 [ 3 ISE AT T T S B0 IE KPR ST Ve, RG4Sy
BOUESE, B P o RS O o VEVT I X 2% (R BRI

7£ WLC _F2 & RADIUS B3 I8FPR 5528

HNLE RADIUS S iiiE kg5 a5, 5T LT B ER:

S BRBNTLL RIS (WLC) k%3 GUI L,
£B|2 NN Security > AAA > RADIUS > Authentication, #1& 7 AR,

CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY
Security RADIUS Authentication Servers
* AAA
. 1 -
Genaral Acct Call Station ID Type 4 System MAC Address
= RADIUS Auth Call Station ID Type AP MAC Address: 551D -
Authentication
Accounting
Fallback Use AES Key Wrap |:| (Designed for FIPS customers and
DNS -
» TACACS+ MAC Delimiter Hyphen -
LDAP

7. Radius SHIEIEARS R

HB3 Ll News
Z 505 578 RADIUS Authentication Server Jf4=, WK 8 Frn.

RADIUS Authentication Servers > New
Server Index (Priority) 2 -
Server IP Address 10.1.100.22
Shared Secret Format ASCII «
Shared Secret e
Confirm Shared Secret e
Key Wrap [ (Designed for FIH
Port Number 1812
Server Status Enabled «
Support for RFC 3576 .Enabled -
Server Timeout 2 seconds
Metwork User Enable
Management Enable
IPSec 7]  Enable

8. Radius SR SS3S - 48

1B 4 %\ ISE IP Address fl Shared Secret.
$I®5 5 Support for RFC 3576.
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HB6  siidi Apply.

7£ WLC i E RADIUS i pR 5528

ENCE RADIUS ek &s %%, 1EHATLL N PIER:

|1 ERILL /MRS (WLC) i%4 GUI L.
HB2  MASE A% Security > AAA > RADIUS > Accounting, #1118 9 AR,

MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Security RADIUS Accounting Servers

w AAA MAC Delimiter  Hyphan
Network Server Admin
User Intex Server Address Part IPsee Status

9. RADIUS i2MBR %=

F$IB3 i New.
Z4UK 7R RADIUS ek RS #8 BE 5, anl&l 10 Aiw.

RADIUS Accounting Servers > New
Server Index (Priority) 2w
Server IP Address 10.1.100.22
Shared Secret Format ASCII -
Shared Secret rene
Confirm Shared Secret LTTY
Port Number 15813
Server Status Enabled
Server Timeout 2 seconds
Metwork User Enable
IPSec [7]  Enable

& 10. RADIUS i2tkBR$55S - 4miE
$£I®4 i\ ISE IP Address £l Shared Secret.
SES5 i Apply.
¥ WLC BECE ERt A ERE S Web SL81E (CWA)

EOR WLC BB O CWA, 15HATEL T BBk,

$E1  EF WLAN.
$B2 %P Guest SSID.
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lllllllll
CISCO.

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGE
WLANS WLANS > Edit ‘guest’
o LA neral | Security | QoS | Policy-Mapping | Advanced
b Advancer d Profile Home e
Tyee
S510 puest
Status 7| Enabled

SE3  EFE Security IETI R,
$B4 i Layer 2 Ui

5% EoR Layer 2 Security YEIRETH, W& 12 Fis.

' General | Security | QoS | Policy-Mapping |

Layer 2 | Laver 3 | AAA Servers |

Layer 2 Security @ None -
MAC Filtering®

12. F2EREM

HI,S5 X T Layer 2 Security, %4 None.
$B6 )i/ MAC Filtering.
SBT N5 Layer 3 &R

ARG TR Layer 3 Security EI-RIEDL, 40 13 Az,

' General | Security | QoS |ﬁ
. Layer 2 | Layer2 | AAA Servs

Layer 3 Security £ None -

13. EIEReN

S8 iEPE None.
FI9  %EF AAA Servers.

KK o8 AAA Servers &I, W1 14 Fios.
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[ General | Security | Qos | Policy-Mapping | Advanced ‘

| Layer2 | Layer3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface [ |Enabled

Authentication Servers Accounting Servers
[7] Enabled [C] Enabled
Server 1 MNaone None

14. AAA BRSSEZR 2

10 %1% Authentication and Accounting iE+#%FF 5 A Server 1 #3%% 1) ISE JIjR%5#% 1P, WKl 15 Fis.

Authentication Servers Accounting Servers

Enabled Enabled
Server 1 IP:10.1.100.22, Port:1812 » IP:10.1.100.22, Port:1813 «

15. AAA BRSSE% 2

£ 11 5 Advanced JETH k.
HB12 RGK B8 Advanced ETREDT, WA 16 Fixs.

| General | Security | QoS | Policy i | Ad

I Allow AAA Override Enabled I DHCP

Wi-Fi Direct Clients

Policy Disabled = NAC

Maximum Allowed NAC State  Radius NAC ~

Clients Per AP Radio

200

Load Balancing and Band Select

& 16. Advance EIRRIEIT

13 5 Allow AAA Override.
HTE 14 1£ NAC State T, A T HiKHILESE RADIUS NAC.
SB15 s Apply.
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BEERATAEEERAR ACL H 21

ARA S AITTE WLC FILE ACL. H b R B S VP 2 2 37 17 2 MR 50 ACL.
ECE ACL IS BEREZFEERE ISE HEITF

S FZE WLC GUI F:i%$F Security > Access Control Lists > Access Control Lists

A4 7R Access Control Lists T, 1& 17 Az~ HEimmsH WLC _EECE M ACL. Jlid bk vl i
A G B BR AT 7 ACL.

Saye Configueation  Ping

N

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security Access Control Lists _w LNew..
—
b oAAA
¥ Local EAP

¥ Priority Order

17. iiElEH TR

HB2 il New #%411 LG EHT ACL.
£33 %\ GUESTREDIRECT 1E N4 FR, & 18 Arx.
$B4 il Edit, DUEA ACL Gz .

MONITOR  WIANS CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP  FEEDRACK
Security Access Control Lists > New = Rack Apply
b AAR /

Access Control List
¥+ Local EAP P CUESTREGIRECT|

» Priority Ordor ACL Tyoe GPvd CIPvE

¢ Cerificate

18. iFElEHIFIFR
SBS5 rid Apply %4l

RG4S~ Access Control Lists Zw%5 1, W& 19 Frx.

Access Control Lists > Edit < Back Add New Rule
General
Access List Name GUESTREDIRECT.
Deny Counters 0
Destination Source Dest Number
Seq Action Source IP/Mask IP/Mask Protocel Port Port DSCP Direction of Hits

[E] 19. Access Control Lists 434571 @

$6 i Add New Rule 41 .
$BT7  ZG0FE7N Access Control Lists > Rules T [f
SIS FLEHN, W 20 s
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¥E: 10.1.100.22 /& ISE [ 1P #uhl: (ffiFH ISE IP #ihl) .

General
Access List Name GUESTREDIRECT
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 / 0.0.0.0 f
1 Py P A Al
1 Permit oo 0.0.0.0 up DNS ny ny  Outbound 0 a
y 0.0.0.0 / 0.0.0.0 f
2 P
2 ermit 0.0.0.0 0.0.0.0 uDP Any DNS Any Inbound o [~ ]
0.0.0.0 / 10.1.100.22
3 P Al A
ermit 0.0.0.0 255.255.255.255 ny Any Ay ny Inbound 0 [~}
N o it 10.1.100.22 / 0.0.0.0 f A A A A Outh 4 0 ﬂ
= FeME 5e5.255.255.255  0.0.0.0 e n n v eun

20. ACL #I%H

ECE ACL LI S SNIESS St 1 & 17 18] BB

|1 WLC M FAEKREMNEIE T —14 ACL, #FH guest-acl.
SB2 i guest-acl ACL.
I3 1E Sequence 2 Z 5L FIASEHEN . 1555 KT AN

» RV H Ui YR ISE 1P
» RV 2% H U5 A B 45 ISE IP

Kl 21 7~ Sequence 2 2 J5 8 1T P AN B AL o

F
E
P O O O DO

B 21. FMNEE

VE: 10.1.100.22 /2 ISE IR 2511 IP Huhik. &b 8i 0, %44 ISE 1P Hudil.

2 “MFHWA WLC MRERM SN IRES S ELEGEZERS” SENE TS - KENREBR LLE
] 3%& (WLC) B2 %M
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£ VMware &AL E (ISE)

TEASRFG ILEL 7>, AT IR AE VMware IR55 & L 22 NG E ISE B Frid S KIAE55 .

Bl 7 o AR B L R A TARRARAT 55 . W TARIARR PN S SR n A ISE B85 U5 & I 5%
ARSI S5 -

Part 2 - Installing and Configuring ISE on
VMware for WLC Guest Services
e D
Configure Settings for
—> Self-Registration
(" Install Cisco Identity ) Optional
Services Engine on &
VMware 4 ] .
\ Y, Configure Settings for
v Sponsored Guest Flows
N\ Optional
Install Latest ISE \ /
Patches L
> < Setting Up a Well-known
i Certificate
Configure ISE for Guest Optional
Services P v N
Configure Basic Portal
Customization
Optional
A8 )

22. 7 VMware FZREFMAE (ISE)
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EEM EREER ISE

fEaT D#E ] OVA FERE RS L E 22 Fp 8 R ISE Bt . B2 /i &M Cisco.com F#, T OVA FitR .

1% ISE OVA {EA MM TRESE
ZUFH BSX(i) 5.x 7£ ESX(1) 5 H#%E ISE OVA, iHHAT LN PR,

F$1  $7JF VMware vSphere Client.

$B,2 FxF| VMware host.

S8 3 M VMware vSphere Client Hi%£ 4 File > Deploy OVF Template.

B4 riidi Browse LULEHE OVA Bitl, #RJ5 miili Next.

S5 i\ OVF Template Details L[ F I FELI(E S, 285 i Next.

HTR6 {t Name and Location UT[H] HH i A R UL 44 FR CAME— R BHZ BN, 245 st Next.
F$|BT7 ik FE data store LLIEE OVA.

S8  Aiili Disk Format Bi[H # ) Thick Provision H.iE%4H, A5 i Next.

JOARLISE FiAS 1.3 RN SCRFVEAN ARG IR AC . (H A, FRATTEE U832 B 41 e DA S 30 B8 47 1) 14 g
W RERERE BRI AEWI . S AR DL R H &0 R 55 T B 2 AL = () M A E AR
BRERLY IR A P BE & 3252

¥ R ARG ERIEIEFE Lazy 5 Eager Zero, 151 Lazy.

HIE9  IIFE Ready to Complete T H HI{E ..
£IE 10 %L Power on after deployment & i%EHE.
HE 1 gk Finish.

E{TISERE
FEATH, 188 vSphere #5516 iy 247 7Ll (CLI) X E ISE ML, e #E5epiy, WL E ) EH
A8, MEWHLEREINN, BIEERRGHER.
TB1 (ERZRIRARF T, KA setup, AJ51% T Enter #.
RYHs o ) T 9 5 SR SE RV E
SB2 AR “TBER” — R IREERE B EIE sk B 2 W 0.

TR ER setup A2 R H

localhost login: setup
Press 'Ctrl-C' to abort setup
Enter hostname[]: ise

Enter IP address[]: 10.1.100.22

Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.1.100.1
Enter default DNS domain[]: yourdomain.com




REnliR{FiEm CIsco.

Enter primary nameserver[]: 172.16.168.183
Add/Edit another nameserver? Y/N : n
Enter primary NTP server[time.nist.gov]:
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC] :

Enter username[admin]:

Enter password:

Enter password again:

Bringing up network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Appliance is configured

ARZIRKELTHME L, ESH GG VMware 25t | 2% B ISE HAF—7.

L4 ISE AT
¥ ISE RN B N E s IEw T/, BT I 22350 AN T RE RG4T4#M T

HEA1
pi )
S 3
i )

SES5

&2 ISE Admin UI (http:/iseapaddress).

FiZ Administration > System > Maintenance > Patch Management > Install.
s Browse, #RJ5i%#EC M Cisco.com FHEAIFMNT .

R Install 2235408 TS

FELEAE A G AN T Ja, SR ISE B8R, AU Loret, M54 REH IS 3

E: fEANT Z23E3 7S EH, Show Node Status /& Patch Management U1 [H] | 7 1 7] [ fE—Zh BE
FM1% Administration > System > Maintenance > Patch Management LiR [7] 2] Patch Installation 5 [f]

A% ISE AN T I E4NE B, 1525% (ISE 1.3 EHIEm )Y Mzt T —.



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/installation_guide/b_ise_InstallationGuide13/b_ise_InstallationGuide12_chapter_011.html#ID-1417-000002e3
http://iseapaddress/
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_0101.html#ID202

REnliR{FiEm

lllllllll
CISCO.

ANEENEE ISE

LRIz HIES (WLC) B & A MILEIEN 5 (NAD)

1 &5¢F| ISE Admin UL

$®2 5fi% Administration > Network Resources > Network Devices .

$SB3 kP Add, WK 23 .

Network Devices

ofs System B Identity Management 7 Network Resources
Network Device Groups External RADIUS Server:

Network Devices

(=

2]

-

(| Network Devices > Name -

i Default Device

B 23. ISE MZig & - RN

R G s Network Devices g TR, W& 24 Fizs.

PRA AR EBIR
BTSN BRE 1P Hidk.
IR 6 )5 ] Authentication Settings.

Network Devices List > New Network Device

Network Devices
DETITD

A —
Software Verson |

* Network Device Group

Location 4] Locations ©] | set ToDefautt |

Device Ty Al Device Types @ | [ Set To Default |

~ Authentication Settings

Enable Authentication Settings
Protocol  RADIUS
* Shared Secrel | geeeese

* Key Encryption Key
* Message Authenticator Code Key
Key Input Format = ASCID

O » SNMP Settings
O Advanced TrustSec Settings

Co-

B 24. MERE

LT #Hi\ Shared Secret (Vi EETHIS - 12) .

$BE8 i Submit.

©2015 BHAGLF
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SHWIERR IR E

T S IS UEHENE , AT DL E LRV HM B S R ISE R A% H THlAE 1 S IR S R 7 41 BRI
LT, BRHISE NV 2 AR BETIUAC B 1035 Y 5 4 S8 I SR

ERFERAS B IR
LAE T B BN S AR SENE, AT B PR

$B,1  E %% ISE Admin Ul
$B2 S/ 2 Policy > Authentication.

Z 40K 2R Default Authentication Policy T, #4125 ATz

+ [maB | ¢ I | wired_MAB OR Wireless_MAB 4| Allow Protocols :[Default Netwd]

B - |Default . Use | Internal Endpoints ':|

Identity Source |Intema| Endpoints

Options
If authentication failed[Reject |

If user ot foun
If process faledbrop___+ |

Dot1x : If Wired_

B 25. BASHIIEREE

FEERIN S SRR SRS TR, RN A B % 3 (1) MAB 5t B Continue, JX{HU5% &0 CRAD REWS QAT S
RAIE I IRAF AL EE [ B P52 1)

ANERNEEXH AR ERIREE @ E ISE
S ST RN, R R BT ) PEAT S  E. AbT E SE B UR B SCAE

$B1 SN ZE Policy > Policy Elements > Results.

S 2 JEIT Authorization JF 1 i Authorization Profiles.
SEW3 il Add.

$E4 WALLTEE:

=  Name: Guest Redirect,

» % Web Redirection JFi%£ % E & MZEHE: Hotspot & Centralized Web Authentication (¥
Self-Registration B¢ Sponsored Guest Flows)

* ACL: ACL X4 KNG, FEHWHS WLC FiCE A FRAILE. %R “RERTHEEEN
B ACL F: ¥R 7 — 35 R AL & 1§ GUESTREDIRECT .

*  Value: EFAMIERINTTF (Hotspot. Self-Registration B Sponsored)
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S5 riili Submit.
ATFEEENASEESCH RG]

Authorization Profiles > Guest Redirect

Authorization Profile

*Name | Guest Redirect

Description \ Redirects MAB endpaints to guest portal

* Access Type [ACCESS ACCEPT. hd

¥ Commeon Tasks

‘Web Redirection (CWA, MDM, NSP, CPP)

Hot Spat *  ACL [GUESTREDIRECT Value [ lotspot Guest Portal (default]

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-par = urkredirect-acl=GUESTREDIRECT

cisco-av-pair = urlredirect=https://ip:port/portal/gateway’ ionId ionIdValue&portal=18b73f40-5e4e-11e4-b905-005056bf2f0akaction=cwaltype=drw

26. FREEXH - BT EEENASRESH
RIEXEE R

Authorization Profiles > Guest Redirect

Authorization Profile

*Name | Guest Redrrect

Description [ Redirects MAB endpaints to guest portal

* Access Type [ACCESS ACCEPT hd

¥ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth »|  Aa [GUESTREDRECT Value [istered Guest Portal (default) - |

w Attributes Details

Accass Type = ACCESS_ACCEPT
cisco-av-pair = urkredirect-acl=GUES TREDIRECT
cisco-av-pair = urkredirect=https://ip:port/portal/gateway dvalue&portal=19b72310-5e4e-11e4-b905-005056bf2f0akdays ToExpiry

ction=cwa

B 27. RWNEEXH - RIEXEER

BIEHRANECE AR IFiTIE)
AEATT, A5 2O — A FHE ARSI, DU P/ A AT R IR o VRIS U
QIR T L LU VTR, AT DL T 5.

$E1 T Z Policy > Policy Elements > Results.
B2 JEJT Authorization 7§ &7 Authorization Profiles.
HE|W3  aiil Add.

R 50% 7~ New Authorization Profile 5f4e, U1K 28 Fizs.




REnliR{FiEm

olllallll
CISCO.

orization Profiles = New Authorization Profile

Authorization Profile

*Name | Guest Permit |

Description ‘ Internst Access for Guests

* Access Type | ACCESS_ACCEPT b

Service Template [

¥ Common Tasks

B Web Authentication (Local Web Auth)

Alrespace ACL Name | quest-ac|

E 28. FEIRWNECE
$E4 MAUNMSE, WEAR:
=  Name: Guest Permit

= Description: Internet Access for Guests

»  J%& Airespace ACL Name ¥4 \ guest-acl

E: ACL X A/NE, FHUHS WLC Hif)E X5ELILEL. tt ACL 2 4RE “MBERTFHEEE

M ACL FERFVA” — T aEn.
SES5 i Submit.

APEEN QI ERPURHE

QUL Z R RBORN, (e EE MRV 117 . I8 QU RBURNS, IE AT AE B B 7 3EAT B A S0 R e iR

I3 £ oy 20 SE LA T 1] 6

$B1 FHZ Policy > Authorization.

$BE2 1F Default HNAT LA Edit FAREL-

S 3 iGN New Rule Above.

S|4 HINHAFTION CLUCE G B B N, anE 29 Fras.

Guest Permit GuestEndpoints Wireless MAB
Guest Redirect Wireless_MAB
Default DenyAccess

Guest_Permit

Guest Redirect

Edit

Edit

Edit

29. RALREE - RMEFAN

SBS R ANHUUE N e m U

$E6 A% Guest Redirect.

SBET  IEFE If Wireless MAB.

S8 L Authorization Profile Standard > Guest Redirect.
S$B,9 i Done.

©2015 BHAGLF




R 2iE)RiEIERE ncllns-élon.

£ 10 7F Guest Permit Rule | 77 #fi A\ AR KL
ST 4% Guest Permit.

$B 12 % F If GuestEndpoint and Wireless MAB.
$B| 13 %% GuestPermit fitt B C1f.

S 14 fiih Done.

HEE15 Ll Save.

FRARTT) P R A C B IR AR AR R — AU, Hh A P42 AUP (D) BB R EIEUE P . B — R
% AUP 2 )5, RAe¥ % &3 2] GuestEndpoints F1, FE7E 30 K P SR VFU7 0 1% ¥ & 1A R R AT B € 7] .
30 KJ5, ¥ M GuestEndpoints 4 H{ERR XN, RERAEREZIAT.

TGRS 2 BRAEAE ] )7 8 20 F IR H e AT 1 4 /25 B
AR IR TT  BATUIREON, WATBIgE 2 “ BB B AE”

—
R A B BT, T R ATACE . EEHT T ‘BB BB BT R
)&E” R

Part 2 — Installing and Configuring ISE on
VMware for WLC Guest Services

4 N
Configure Settings for
; N —> Self-Registration
Install Cisco Identity optional
Services Engine on N
VMware p v
L Configure Settings for
Sponsored Guest Flows
Install Latest ISE Optional
Patches = L =
l %eﬂing Up a WeII-known\
. Certificate
Configure ISE for Guest F onti
. ptional
Services
v
Configure Basic Portal
Customization
9 Optional )

30. % 2 #49: £ VMware £ WLC iF ERFZREMECE ISE
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B E B EMAMBHRNITERIFHREZE (AE)

BCELEMAEMETRX

i B IX L B R SR FVEN AR B U 3 . S L R B VIR AN M S PEE AL, DB R UG
A DALER PR EERGE  FEFA G RN DX o RS BCE AL, TR R AS S E IR R (0 I 1) B -

No TR, MBRNA —DMLERENETT P ASGENA PR, WA TR RN Tk E
(I T o

DL PST A T BEAT (P30 B T U FH N B T R4 1 San Jose (L B, RGBS “REBRBN VI ERATEIRE”

AR TR BRI San Jose (L& A FK. BATMBRZLIK, BFOSMRANEFEHNE, WHEAZER.
A RALEAN SSID ITEANME R, T8 Rl LA s iRl A S5 R R /N
ZRCE Ui A BRI X, AT LIP3,

H£ET,1 S 2 Guest Access > Settings.
8 2 JEJF Guest Locations and SSIDs.
$E'E3 Z4:% 5~ The Guest Locations and SSIDs T, & 31 fiw.

~ Guest Locations and SSIDs Specify the locations where you want to allow guest users and the S

Guest Locations

Use guest locations to determine a guest's time zone
Sponsors associate a location with each guest account they create.

Location name:* Time zone:™ ) )
\ | -] [ ad ]

Location Name ~ | Time Zone | Edit J
oston (EST) ESTSEDT

| Dekte |

O 8
O s

an Jose Americaf/Los_Angeles

31.
I, 4 1F Location Name 1 Time zone F i NALEZFRABFX . #l4n: 4 ESTSEDT /] Boston (EST).

VE: 15 San Jose 7 HE .

$E|,5 L Add.
;6 il Save.

EETPUERMVE
S A 1P A PR 75 D . .

E: R EFE A San Jose (PST B8] {EABRINE, WA LBk A,

£ 1 2% Guest Access > Configure > Guest Portals.
SB2 EFEMEHTT (Self-Registration BX Sponsored Guest Portal)



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html#task_D9739B7DD17B430BA0B47B8FDAFC7CBA

REnliR{FiEm

lllllllll
CISCO.

S 3  #1& Portal Settings 1 Login page settings .

$PW 4 {f Page Settings | [¥) Location H: IRINIC IR E, WK 32 AR,

SBS5 i Add.
$1B6 i Submit.

Location

Guests can choose from these locations to set their time zone:

sanJose |

Boston (EST)

E32. pEIP-UE

©2015 BHAGLF
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mﬁﬁﬂmﬁgmm SR E (Afik)

B LA D BOR SR BT % . an R A Ad 119 X /& Self-Registration |1/, W15 & 5¢ A5 7] PABk sbid #2 3¢
Ba “RBORIER” —7,

WEZEAA

I A 7 A K S B0 ISE Bt BN 5 Active Directory 2%, A LI E KA AN . RS Active Directory $5Y,
EEEIT “M Active Directory fEFREAKF 7 —77,

FLRVEA IR, AT AT D BR.

$B1  F/E Administration > Identity Management > Identities > Users.
B2 i Add.

HI,3  1E Sponsor FIHE KL NHIEE .

$R 4 1f User Groups FiE#f ALL_ACCOUNTS (ERil) .

$WS5  xiidi Submit.

FR]e = ‘MEFENAPMNE" —

M Active Directory £ & & AP

AR N R GG KR NH TR Active Directory 55 &8 MKITHOL T, 4 FEEH FHIPIT. TR
RIE T ISE LRI AR NIK S (FEL—Th5EsD » I HARERILE AD #i4gha, Wbl k2 E
RENHAKAE.

HREGMEE, WESH (ISERETER) FHILL Active Directory {E AZMNE S 4015 -
B\ Active Directory B & &AM P, EHAT BL T IR,

$B],1  FHiE Administration > Identity Management > External Identity Sources.
S8 2 iEF Active Directory.
$E|3  id Add, WE 33 R,

- S
=2 System {5 Identity Management BB Network Resources E

Identities Groups Identity Source Seq)

External Identity Sources Active Directo
i i frer =
| icati i

[ 2ain Point Name

33. BHEE-IMEFHIR

B4 Fi N\ Join Point )44 FK .
S5 i\ AD B
$B6 i Submit.



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01110.html#reference_2DED94723F2248B99730D5393E73AB56

REnliR{FiEm

CISCO.
* Join Point Name | SecurityDemaJoinPoint
* Active Directory Domain | securitydemo.net
| Cancel |
34. Active Directory
SBT i Groups £,
Connection Authentication Domains m
Edit él]:Add - Delete Group  Update SID Values
[] Nam Select Groups From Directory -
[l cism.fﬂ.ﬁrﬂ e [ FOUP. ANAQANNE
[ 35. Groups I~
HIE8 riili Add, Select Groups from Directory.
RO EEFEAE, SdIUmEER OK.
S0 fi TR E Save.
1E All_Accounts & B Active Directory & AR
DA PR R e A & R N B T S A N AR ORI . FEARBIrh,  FRATMSE FH )2 4 H

81 S0 E Guest Access > Configure.
#$®2 i Sponsor Groups > ALL_ACCOUNTS.

Z 80K R~ Sponsor Group TUH, &l 36 ATz

Sponsor Group

" Disable Sponsor Group

Sponsor group name:™ [ ALL_ACCOUNTS (defaul) |

Description: ‘ Sponsors assigned to this group can manage all guest usd

| Members. E

Sponsor Group Members .
| @

ALL_ACCOUNTS (defauft)

I demoAD:demo.local/Users/Domain Users |

& 36. Sponsor Group T1[H

FB|3  Alii Member JERIHH 7 474 3 Selected User Groups [X i, 4[] 37

B

©2015 BHAGLF




2o H RS "clnls'élc;f

Select Sponsor Group Members x
Select the user groups or individual users who will be member of this Sponsor Group

Avaiable User Groups Selected User Groups «

(E=Z E=E0)

[Employee \ ALL_ACCOUNTS (defaut)
GROUP_ACCOUNTS (default) demoAD:demo.local/Users/Domain
= Users
GuestType_Contractor (defauft)

GuestType_Daily (default) o

GuestType_Weekly (default)

OWN_ACCOUNTS (default) >>

B 37. PR/

$]|4 i OK.

AcEXEANENVE

ST EIEHIALE, DMEERGRENGIE V2K I . R G FRAEM San Jose £ 8, AT LBk AT
FEWL PR TR T VAT

$B1 I\ Select the locations that guests will be visiting 77> FIE PSR BT EERH AL E, W 38 Fiw.
T2 MEATENLE.

Create Guest Types at:
Guest Access > Configure > Guest Types

Select the locations that guests wil be visiting

San Jose |

‘Bustun (EST)

& 38. Select the locations that guests will be visiting &1&

SB3 RAFITLIINES, )5 5 Save.
$B4 i Close.

B EET ISE L4 A/ FQDN HI35ia

AN, SO BT . Uil AR B s - QUi ks, AT HTTP 8¢ HTTPS
IR LT AR o« S RT LGRS F] 4, B U ) ALRR AT LA A ELIB R R 1]

i3 ISE A& B UL 5 ) AR T AN BEAT AR T 45 R HC B A AT i

e Manage Accounts 4 - 1X N B AR
o [1P#IR URL - 3t URL A DURIEZI AN, MBI REWS B AAE A 3h s 25 - CBRUO

HUCON RN R NTT URL. 7~8140 R http://sponsorportal.yourcompany.com



http://sponsorportal.yourcompany.com/

R 2iE)RiEIERE ncllns-élon.

FUCE ISE KBNS, EHAT LT B3,

$B1 S ZE Guest Access > Configure > Sponsor Portals.

HB2 riili default Sponsor portal, FGH4 &7~ Portal Settings %, W 39 fiin.

S 3 1t Portal Settings [ 3% % Fully Qualified Domain Name (FQDN) 54 34 A
“sponsorportal.yourcompany.com”

* Portal Settings

Fully qualified domain name (FQDN): | sponsor.securitydemo.nef] ® |

39. IPRE

HEA RN T I sy Save.

WAE, BT ETH DNS, UUHfifRIE FQDN f##7 4 ISE 1P #ihit. i@ id {8+ sponsorportal.yourcompany.com fi§
] yourise.yourcompany.com [} CNAME %44, A LLSZELi H 1.

ARVEMER, WwZSM (ISE 1.3 [T 6 ) RS i%—16.



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/sponsor_guide/b_spons_SponsorPortalUserGuide_13/b_spons_SponsorPortalUserGuide_13_chapter_00.html#topic_4A0B003357EE42D68AA9B817EBEC2D3A
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EEAER (Fik)

AATHRE B ISE 1.3 FFRTI . IRAS 1.4 1) “WE CANER” TAERFE T Rens A A A .

THEPAT T 0EE, RSB ER sy, DT REN. Bk b, (HipZEE AT
DR, B AT Web WSS IERRIVIR . AR NS A P AR TR, N
Xt ISE AR 45 2845 F 0 /1 C 0E P Al R ML 25 44 HOAIE F

I RS AR BN BRI AR, AT DA SE AR B LN AR B R RN T
SSL.com J& 584 SCRFASHR B A IE TS R AL ) BRI RS, (ERAF AR FLAt T RE i T A SR AL R

H: FAOESRMEE AT RS A AR ZARNAE R EIE % 3 BB 2 7 s HAE L Web B R R Ui
] SAN B R B IE 2. HIFENIEIELE SAN 7B h &4 & EBCAT A FQDN HJIEF, o FQDN f & f£
CN= 7B,

AHBEE BA—RUE B RFEME R, 1525 00 30RY:
o ISE HH G145 - AL ISE rh i id fc uk 5 S KF
o BBIEAEK - 2 SSL L iEAC
e Aaron Woland W&t FHEE - 3 fiC ik 45 DL i 1 ISE

T—E PRSP BEESRM SSL.com (JAJBT Comodo) i SAN FHIERZF R E L —BEIER (UCC)
B~ o

BIEIEB FERIEKRHE CSR IBIZGIEBMA N

$B1  FHZE Administration > System > Certificates > Certificate Signing Requests.
B2 WA TER CSRMME, WE 40 Fios.

Usage
Certificate(s) wil be used for [portal hd ‘

Allow Widcard Certificates i

* Certfficate Group Tag [ Add New... ~| [ ssLcomodowidcard | @

Subject

Common Name (CN) | ise.securitydemo.net

Organizational Unit (OU) | cisco

City (L) [ Boxboro

|
|
Orgenization (0) [ sampe |
|
|

State (ST) [ma

G ©

Subject Alternative Name (SAN) i | DNS Name ~| [ se.securtydemo.net |

| DNS Name '| ‘ *.securitydemo.net |

* Key Length [2048 -
* Digest to Sign With [sHa-258 -

R e )

40. IEBEZIFK



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01000.html#ID126
http://movingpackets.net/2015/03/12/when-ssl-certificates-go-wild/?utm_content=buffer2c6ba&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.networkworld.com/article/2225032/infrastructure-management/what-are-wildcard-certificates-and-how-do-i-use-them-with-ciscos-ise.html
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Usage
= Certificate(s) will be used for: Portal
= Allow Wildcard Certificates: Eii&H
» Certificate Group Tag: Add New - NHIRALZFR: 541 SSLComodoWildcard

Subject
= Common name: yourdomain.com
= HRYE L GURE 12 T R At S O 5 AT L A A
»  Subject Alternative Name (SAN)=
SAN DNS Name 1 = yourise.yourcompany.com
SAN DNS Name 2 = *.yourcompany.com

o HEJE AT BURE N ERAE
S35 Generate 2% CSR. ARG 5E CSR, WA 41 Fix.

Successfully generated CSR(s)
Certificate Signing request(s) generated:
ise.securitydemo.net#Portal

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

(Cox ]
T ————————————————————————
41. 2RINERL CSR

HB4 S Export fRAF

pi RN LR LR AP

$B®6 M “—— BEGIN CERTIFICATE REQUEST-—-" ¥ “--—-END CERTIFICATE REQUEST-—-" & #|p7
B

HET 5 CSR A EREMGRIFTE CA FIIEIER A,
Kl 41 &7~ SSL.com [ ]},

Note: The Common Name (CN) field in your CSR must conform to the following rules:

» It MUST represent your fully-qualified domain name {i.e. submit.domain.com)
* Or. it MUST represent the name of your server (i.e. localhest or bizserver)
* It CANNOT net represent an ip address (l.e. 58.123.123.123 or W7.0.0.1 - sew deprecated

names)
common narne fleld in csr is: ise.securitydemo.net
*CSR: [_____NEGIN CERTIFICATE REQUEST---—-
tificase slgning request | MEIDTSCCAYCAQAW A EMBEGA] UEAXMUAXHLLIN
use p csr 2¥29xEIR
MAKEA ] UECRECTRNEC 2 ATBGNVEAY TALVTMI TRT A
{DmIAL 3B 1BSFRIGS
2]
SLFGLLLE SURRLS+BTS LTH
FiyIhRa0n gt Ingneac
L1eg59LyATALTOR Iy / eERTSune [V dwSqf vAF
™ idDg JWIDAGA
“Server Software:

netis 1 .;met.se

& 42. SSL.com [~
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FE;W8 THELIES.
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E: JFEEEE A EA BERZEN R EE . PENEREMNE CA. S fd 2 MJE T Comodo
#J SSL.com. Comodo M J& T AddTrust #f CA. K, =S ARZMRUEF PLA AN N JEIE T
BEENEHL=ET, BHHITCL I PR,

$®1 T2 Administration > System > Certificates > Trusted Certificates.
B2 i Import.

= R CA: AddTrustExternalCARoot.crt
=  MJE CA: SSLcomDVCA 2.crt
»  MJB CA: USERTrustRSAAddTrustCA.crt

$B3 ARG EoRN Import a new Certificate into the Certificate Store F 4%, K 43 Fix.

Import a new Certificate into the Certificate Store

* Certficate File AddTrustExtemalCARoot crt
Vildcard

Friendly Name [ SSLC:

[ valdate Certfficate Extensions

Description ‘ Root for S5L Comodo Wildcard

E ==

43. Import a new Certificate into the Certificate Store &#%&

R4 LHAUTEE @RI FATIIES:

» 8 CA: AddTrustExternalCARoot.crt
= MJB CA: SSLcomDVCA 2.crt
» MJB CA: USERTrustRSAAddTrustCA.crt

$B5 i Browse £ CA EH.

S8 6 1F Friendly Name % N\ A UF 14 HK

S|T % CAIRBIKHRIESR.

F$1B8 i Trusted for $7%5 T ) Trust for Authentication within ISE & i%4E.
S, AR

SB10 117 Submit.
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1 CA ZRRNEBAEENFERIER

WAE, BEUd) CA RFIREFZSZIERIF RN CA WEH, T3 M ISE ¥ CA B4 KIFHYES] CSR,
MTTEHIE TS 5 26 1 CSR AL B X

$B1 S/ % Administration > System > Certificates > Certificate Signing Requests.
B2 EHEBARFERONTNEE
$I8 3 il Bind Certificate, %1 44 f7R.

Jview  ElrExport | 3 Delete | Bind Certiﬂl]*

[1 Friendly Narme Certificate Sy
iser'r'P0rtaI#SSLCDdeU\-".‘iIdcard.| Ch=ise.secur|

44. HREMER

B4 i Browse 1EF CA L4 MIIET .

SB,S5 NiE4EE Friendly Name.

HIE6 Lt Allow Wildcard Certificates S EHE IS EUET:, 1ZIEFS1E Subject Alternative Name H7 [
Subject 5 DNS # [FJ{T{] CN WAL IEECTF, BIES (%),

BT RG0S E Atz I,

HW8 siili Submit LLGEE CA B4 IIET:, Wl 45 Fizs.

Bind CA Signed Certificate

* Certificate Fie ise_securitydemo_netcrt

Friendly Name | WildcardComodoSecurityDemoPortal

Allow Wildcard Certificates i

validate Certficate Extensions []

Usage
| Portal: Use for porta

* Certfficate Group Tag [ widcardComodo v| i

[ soore RN

B 45. BECEBHIES
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$E1 TN E Administration > System > Certificates > System Certificates.
$2 WERTSNKIEF: SSLComodoWizard, W1 46 Fiin.

and prvate key pars of al system ce

[® 46. System Certificate & 1%

HIR 3 iEid kT EAP Authentication 1 Admin {5 iEAE R 4% FHiRIED, WK 47 Fios.

Usage

v EAP Authenticatio

| Admin: Use certific
[ pxGrid: 1
| Portal: Use for porta

* Certificate Group Tag | 55 ComodoWidcard

B 47. Usage &#&

B4 riili Submit.

ISE #4045 B E 3.
BEBEAE A CANERRE ISE K.
ARMBUEBREME S, ES% (ISE 1.3 FHIErR) ME SIS —



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01000.html#task_C9747D3331A748E5818B2615B6AF3D23

229 IRIER "c||'5' élc;

KIIPREAEREHALES

BUE, BOBECHIES, {EREDEATZ, WES TR R GEER R . 27 ea
BEBREMPTA AT R EEH RGNS, MkiRiEe 801, BER w1 Lt
G

SE1 TR ISEBEERIT,.

$B2 FHZE Guest Access > Configure > Guest Portals.

$B3 SHEMAEHMERNTIET T/ : Hotspot. Self-Registered B, Sponsored .

PS4 LA Portal Settings EA% T I T h KA S EIHEHR, DT EM Certificate group
tag, WK 48 AR

 Portal Settings

Certificate group tag: *
SSLComodoWildcard

Configure certificates at:
Administration > System > Certificates > System Certificates

[E] 48. Portal Settings &#&

FHB]S RN THE I A7 Save.

6 ARG “Do you want to change the certificate for all the portals on the same port?” K}, 1% OK
Ak BRAE .

SB,T R THTE Close.
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SEA1
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B3

Rt Guest Access = Configure = Guest Portals.

MR (Hotspots Self-Registered B% Sponsored) ULZm#H1%1 ]/ .

K FAEEPIRS TP B B se R B K ZiEdric, W&l 49 Fior.

| &= | configure the portals quests wil Create || Edit § Duplicate | Delete

~—" use to access the network

— Hotspot Guest Portal (default)
( & '-IGUGSI_: Types Guests do not require username and passw
\ : _I SPACEY. QUBEE 2 acceds prieges ° Used in 1 rules in the Authorzation pq

& 49. Hotspot Guest Portal

M T TR A Page Customization 347, 41F 50 Fias.

Portals Settings and Customization

Portal Name: * Description:
| Hotspot Guest Portal {default) ‘ | Guests do not require username and password credentials to access the | Portal test URL

Portal Behavior and Flow Settings ™ Portal Page Customization
Use these settings to specify the guest experience for ( Customize portal pages by applying a theme and
this portal. - specifying field names and messages displayed to users.

| Save || Close |

Language File -

50. Portals Settings and Customization T3

ISE 1.3 NHR U EHe P B T s (B ASE H D g ol sg i), 34 RIS s i SIS 5 7 5 P A3 1) B 5
A A XTI AT IX T, ERERT DA TE AT &G, PO FE AL aT DL i it

b R A IE SCEE AL R oy o BIE RT DA £ — L8y B (0 2

BWA EEKI I EGE, 158 H N E Portal Theme B H] Tweaks 1B2(Zith, W&l 51 fis.

S5

Portal Theme [Default Blue theme =] Tweaks. | Advanced Customzation... « Viewin [Englsh - I
~ Global Page Customizations '\\-
Images Text Elements ( Footer Elements
Logo (Mobile) ‘/ e O Banner title: | Hotspot Portal Foater Elements
Logo (Desktop) ° O Contact Contact Support (Link)
Bannerimage .. | EE— (<R
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SB6 e EEAER G, Wil A A T EDT, &E desktop preview (5 TTTHITIES ]
MR URL AHED
BT Do A T BER T TR URL i AN SERR & P i) SRR P A AT I 52 5
/iy

BERT QPSR TN Y 28 T
HE8 il W AR Save. 1A 53 Fios.

Portaks Seltings and Customization

| Y Page Ciestomization
| Customine poetal pages by spohing 2 theme and
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hostname 3560CG

|

vlan 50

name GUEST

1

vlan 100

name Mgmt

1

interface GigabitEthernet0/1
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/2
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/3
switchport access vlan 50
switchport mode access

1

interface GigabitEthernet0/4
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/5
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/6
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/7
switchport access vlan 90
switchport mode access

|

interface GigabitEthernet0/8
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/9
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/10
switchport trunk encapsulation dotlg
switchport mode trunk

|

interface Vlan50

ip address 10.1.50.1 255.255.255.0
ip helper-address 10.1.100.10
|

interface V1anl00
ip address 10.1.100.1 255.255.25
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