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pxGrid 18R TN, FAREH TN SEKERE . 35 75 A pxGrid.

R A pxGrid, 1HZ -

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure_and_Test_Integration_with_Cisco_pxGrid.pdf

pxGrid sdk A A SERLE P 1 BAIREL .

AR v 2 e JRL S IR 95 51 % (ISE) 1.3 % T pxGrid % /'3, A LAMEAIZ4T 0SX 10.8.5 f] Mac, =#
Linux #¢/E RS, Bk, pxGrid 257 4 0b 75 B £ Oracle Java Development Kit 7 5%, 8.

TE (E/HF 15782 pxGrid) FR 5 A HABPIAS SCRY:
o MHHHERM RN (CA) 254 1) ISE pxGrid 7 fUIET5F1 pxGrid %/ i
o fHEANEBMAENIHI (CA) ZE44 1 pxGrid 75 7 5 Al H 2544 ISE pxGrid 15 £
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pxGrid SDK FFEAIES . BEALIER AR T AIMERIE, SHAE-RSUARNE (CA) A4, HE,
FEACRS T, ISE iR pxGrid 75 /7 3 () A8 3 2 ISE 25 AR UE 2 1 RABAE pxGrid 277 i (28

pxGrid & {54 pxGrid 27 i K ZAS A2 Y1 ISE AHE . —BoRUL, XHAEH B2 24,

Self-Signed

—

As long as Grid Client
Trusts the ISE’s Certificate
Signer Chain, and Vice-Versa
You are good!
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pxGrid client ISE pxGrid Node

S

System System
(Public/Private key) (Public/Private key)

Keystore values:
self1jks- used for keystoreFilename in pxGrid script

root1.jks- used for truststoreFilename in pxGrid script

B %14 ISE pxGrid 35 iEH 1 pxGrid B BELE

FEATH, JAT2K ISE AEAIE R SAS] ISE ZEAEIEHEH. 2 ISE SEBIARIZEEIERE S,
ISE 19 xi_E[¥) pxGrid At 245, pxGrid ISE 11 rURHE N 345

£1F FHAXSY ISE GOEHIF AN pem IS
Administration -> System -> Certificates -> 1% ISE B 4HE+ -> Export (U A7) .

Export Certificate ‘Default self-signed server certificate’

(®) Export Certificate Only

O Export Certificate and Private Key
*Private Key Password |_
*Confirm Password r

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

Export

© 2015 BRAGAHF E5M
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Administration -> System -> Certificates -> Trusted Certificates -> ¥ ¥ 3f_F4& 3 -> Submit.

Ja F “trust for authentication within ISE” .

/i) Home  Operations | ¥  Policy| ¥  Guest Access | ¥ Administration | ¥ ‘
£ Identity Management B Network Resources Device Portal Management pxGrid Services Feed Service afp
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Imm't anew Certificate into the Certificate Store

* Certificate File | Browse... | Defaultselfsignedservercerti.pem

Overview
Friendly Name |

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[T Trust for client authentication and Syslog

Trusted Certificates

[C] Trust for authentication of Cisco Services
SRl S [] Validate Certificate Extensions
Certificate Signing Requests Description |

PE——— D ==
Certificate Authol

TR BB 22K ISE ZEAEIE .

Trusted Certificates

J Edit  oRimport | @ EBport | 3 Delete

©2015 B ARG AA

[ Friendly Name ~ | Status Trusted For Serial Number

O Baltimore CyberTrust Root Enabled Cisco Services 02 00 00 B9

[ Certificate Services Endpoint Sub CA - ise2#00001 Enabled IE':ESGti"ng”m 0B A4 C8 E2 A9 Ad...
[  certificate Services OCSP Responder - ise2 #00003 Enabled Infrastructure 1A E3 25 3B 9B CA...
[0 Certificate Services Root CA - ise2#00002 Enabled IE':Ef;"ng”m 0D 9F C1 A1 C1 9D...
[J Cisco CA Manufacturing @ Disabled f:f‘:;’:t':utém 6A 69 67 B3 00 00 ...
] Cisco Root CA 2048 @ Disabled Sl sl SF F8 7B 28 2B 54 ...
[ ise2.lab6.com#ise2.labb.com# 00004 Enabled Infrastructure 54 8A 31 DD 00 00...
] rimary

Issued To
Baltimore CyberTrust

Certificate Services E
Certificate Services C

Certificate Services R
Cisco Manufacturing

Cisco Root CA 2048

ised.labb.com
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B3P 1 ISE T/5H pxGrid A,
Administration -> System -> Deployment -> 3 Fi pxGrid -> ¥/ &5 BN Primary -> Save.

{i> Home  Operations | ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

-4 System £ Identity Management BB Network Resources || Device Portal Management &) pxGrid Services &) Feed Service
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > ise2

Deployment

- : Edit Node
Ll L Profiling Configuration
» 0‘5;0 Deployment

Hostname ise2
FQDN ise2.lab6.com
IP Address 10.0.0.94
Node Type Identity Services Engine (ISE)

Personas
¥ Administration Role PRIMARY Make Standalone
Monitoring Role | PRIMARY = Other Monitoring Node

Policy Service

Enable Session Services i
Include Node in Node Group | None - U

Enable Profiling Service

pxGrid i

E: EEFREEZA Primary

F4d  RIEAAHIRSEECH.

Administration -> pxGrid Services.

/) Home  Operations | ¥  Policy| ¥  Guest Access | ¥ Administration | ¥ -
== System £ Identity Management B Network Resources [2& Device Portal Management [ pxGrid Services &3] Feed Service 28 pxGrid Identity

Live Log

o Enable (@) Disable @npprwe @ Group W Decline eDelelae - @Refresh Total Pending Approval(0) =

O Client Name Client Description Capabilities Status Client Group
O » ise-mnt-ize2 Capabilities(2 Pub, 0 Sub) Online Administrator
O »  ise-admin-ise2 Capabilities(2 Pub, 1 Sub) Online Administrator

E: £ ISE AT RHIZAE], FEESBEIE. R pxGrid AR ZHE], BHAREIEHR.

©2015 BRI ARG NF] ETH
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B R pxGrid &P imiE$H
KAV pxGrid &5 i F 1) B2 LU O AR . A% pxGrid AFH/ALEART S, FRIEFAEH (i
selfl.key) €% PKCS 12 3C1F (selfl.pl12).

It PKCS 12 SCER AN BIFE 2 pxGrid B IOAGE AE 2 SO 4 AUE AR PR B RS 1 H AR S 3 1 (I selfl.jks)
Ho ISE B IE A0 2 ILEAS B AR AR 0 21 5 B 2

ISE S IE 534 A I B 78 M5 AT SO 4 RME AT B B T SR 2 8 (B0 rootl jks) H.
B1E  lpxGrid B A AL (BT selfl.key) ©

openssl genrsa -out selfl.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

B2 AMEZS CSR (selfl.csr) iHRIFHEAL L.

openssl req -new -key selfl.key -out selfl.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:LAB

#: EAHEELEREROTERIETER, FEOHER

F3L5 AERAEZLIET/AHEIUET (F selfl.cer) .

openssl req -x509 -days 365 -key selfl.key -in selfl.csr -out selfl.cer

©2015 BRARGENF] E8m
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45 RSB RYIENE PKCS12 30 (Bl selfl.pl2) .

openssl pkcsl2 -export -out selfl.pl2 -inkey selfl.key -in selfl.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23

55  selfl pl2 M EANFI S EHIE (B0 selfl jks) B P4 0T T B4 AN jks BIBENL A
%o IXAGHE pxGrid A 1 78 A5 A S 44 AR AB AT R 505

keytool -importkeystore -srckeystore selfl.pl2 -destkeystore selfl.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password: ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

oL UK AILISE GHET S 2] pxGrid & i, TEE RS H SO R A pem 4%, FTLLEMAY
Je4479 pem HISTHF LAEILTE ) 130 HL,  AEA] HiZ SO 3 A 44 08 isemnt.pem

Export Certificate 'Default self-signed server certificate’

(&) Export Certificate Only

(@] Export Certificate and Private Key

*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

3 [ concel |

B1H K pem WA der #8530,

openssl x509 -outform der -in isemnt.pem -out isemnt.der

B8P K ISE HOHERARINEI S 0% P . K TAEIEAT pxGrid £33 T HAAK R4 A ISE MNT 7 1
BEAT AL R 21 A

keytool -import -alias mntl -keystore selfl.jks -file isemnt.der

Enter keystore password: ciscol23
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£f500000000ec27e53cldde4f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32

©2015 BRI ARG NF] FEoOm
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SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37

Signature algorithm name: SHAlwithRSA

Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

]

#5: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC  ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

]

1

Trust this certificate? [no]: yes

Certificate was added to keystore
Johns-MacBook-Pro:bin jeppich$

Johns-MacBook-Pro:bin jeppich$ keytool -import -alias pxGridclientl -keystore selfl.jks -file selfl.cer
Enter keystore password:

Certificate already exists in keystore under alias <1>

Do you still want to add it? [no]l: n

Certificate was not added to keystore

B9F A pxGrid Z )/ imiE R AT S E

keytool -import -alias pxGridclientl -keystore selfl.jks -file selfl.cer

Enter keystore password:

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]l: n

Certificate was not added to keystore

& MREBWEIRAIELERMEIMEFENERENHES, WALLEE “no” , BFLBEMEIE. FEET “yves” , EEMNATURIEERZ
BRI TIESR.
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B10F K ISE HMEHSAZMBEEHAZE (Bl rootl jks) 1. 1XH 784 pxGrid A ME A A2 F1E
P

keytool -import -alias rootl -keystore rootl.jks -file isemnt.der
Enter keystore password:
Re-enter new password:
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53c1dd64£46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key_ Agreement

Key_CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

]

]

Trust this certificate? [no]: yes

Certificate was added to keystore
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FME W pxGrid B/ AIHEP (selfl.cer) EALF] ISE SZ5AFUEBE .
Administration -> System Certificates > Trusted Certificates > M pxGrid % % 4% selfl.cer.

7" Home  Operations| ¥  Policy| ¥  GuestAccess| ¥ Administration | ¥ lIIIII
-4- System Z Identity Management I Network Resources [24) Device Portal Management [&s) pxGrid Services |5l Feed Service 243 pxGrid Identity Mapg
Deployment Licensing Loaging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | selfl.cer

Overview
Friendly Name | i
System Certificates
Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[[J Trust for client authentication and Syslog
Trusted Certificates
[[] Trust for authentication of Ciseo Services
OCSP Client Profile [[] Validate Certificate Extensions

Certificate Signing Requests Deseription |

[P———— (e——
Certificate Autho -

F128 KN EHE (selfl.jks) AUEIEEHE (rootl jks) E il F] ../samples/bin/.. X{FF .

MK pxGrid Z Fim A ISE pxGrid 15 &=
RGBT FEA pxGrid A register.sh il session_download.sh KA f% pxGrid & /7 i iEF2 A1 pxGrid V31 -
$F1E  EM pxGrid &7 .

./register.sh -keystoreFilename selfl.jks -keystorePassword ciscol23 -truststoreFilename rootl.jks -
truststorePassword ciscol23 -username pxGridclient -hostname 10.0.0.96 -group Session -description testl

——————— properties —-------
version=1.0.0
hostnames=10.0.0.96
username=pxGridclient
descriptipon=testl
keystoreFilename=selfl.jks
keystorePassword=ciscol23
truststoreFilename=rootl.jks
truststorePassword=ciscol23
registering...
connecting...

connected.

done registering.
connection closed
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Lo
‘o Identity Services Engi
% ety services Engine ¢ Home  Operations| ¥ Poliey| Y GuestAccess| ¥ Administration | ¥ ]

of System 2 Identity Management B Network Resources (22 Device Portal Management [® mGrid Services [5) Feed Senvice {8 pxGrid Identity Me

i Live Log
¢ Enable @) Disable @Apprwe @ Group W Decline BDelebe - Qy Refresh  Total Pending Approval(0) + 1-
O Client Name Client Description Capabilities Status Client Group
O » ise-admin-ise Capabilities(2 Pub, 1 Sub) Online Administrator
O » ise-mntise Capabilities(2 Pub, 0 Sub) Online Administrator
O pxgridclient testl Capabilities(0 Pub, 0 Sub) Offline Session

g2 BT

./session_download.sh -keystoreFilename selfl.jks -keystorePassword ciscol23 -truststoreFilename rootl.jks -
truststorePassword ciscol23 -username pxGridclient -hostname 10.0.0.96

——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=pxGridclient
keystoreFilename=selfl. jks
keystorePassword=ciscol23
truststoreFilename=rootl. jks
truststorePassword=ciscol23
filter=null

start=null

end=null

connecting. ..

connected.

starting at Wed Dec 10 11:16:04 PST 2014...

session (ip=10.0.0.18, Audit Session Id=0A0000020000000B006E1086, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:D1:8D:90, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-
Id=00000002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Dec 10 08:27:59 PST
2014 )... ending at: Wed Dec 10 11:16:04 PST 2014

connection closed
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ERERVHEXRE
B EREGEAE, TURE SRR O EEERAE.

keytool -list -v -keystore selfl.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: 1
Creation date: Dec 10, 2014
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1l]:
Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Serial number: e44965db7b264ede
Valid from: Wed Dec 10 10:18:47 PST 2014 until: Thu Dec 10 10:18:47 PST 2015
Certificate fingerprints:
MD5: 62:81:21:DF:44:DF:83:44:04:47:36:5B:B0:C0:8A:DD
SHAl: B5:E6:6A:CE:B2:49:1E:35:46:E1:12:63:0A:73:DA:DD:F9:53:9F: 6F
SHA256:
C4:62:A3:A3:F7:2F:C7:2E:26:0E:06:88:AE:09:18:E9:00:DC:05:3C:E4:1D:EC:50:7E:C5:99:1F:80:DC:AC:12
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: 35 04 62 FF 50 78 C2 1C 7E AD 57 6D 05 72 E1 46 5.b.Px....Wm.r.F
0010: 20 6B 08 21 k.!

1
[O=Internet Widgits Pty Ltd, ST=Some-State, C=AU]
SerialNumber: [ e44965db 7b264ede]

1

#2: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA: true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: 35 04 62 FF 50 78 C2 1C 7E AD 57 6D 05 72 E1 46 5.b.Px....Wm.r.F
0010: 20 6B 08 21 k.!

1
1

hhkhkkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkkk
khkkhkhkhkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkkk

Alias name: mntl
Creation date: Dec 10, 2014
Entry type: trustedCertEntry




REViERIEEmR ”CII.S‘: (I:I(;'

Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53c1dd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

1
1

keytool -list -v -keystore rootl.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: rootl
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53c1dd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
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SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37

Signature algorithm name: SHAlwithRSA

Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_Encipherment

Key Agreement

Key CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7TA AC ....... 0Q...3.z.
0010: 75 37 36 D4 u7é.

1
1

AREHERR
A A — B

o JEIISE pxGrid % P EAL A A ISE pxGrid #2& 75 7S DNS #EAT AT, Gt I pxGrid A H %
HE.

o WRBAEEAEN JFHWRIRBIHIRIEE, 3 ISE VM 1 1E3f 53875 3 ISE M .

./register.sh -keystoreFilename selfl.jks -keysrePassword ciscol23 -truststoreFilename rootl.jks -
truststorePassword ciscol23 -username pxGridclient -hostname 10.0.0.96 -group Session -description testl
------- properties -------

version=1.0.0

hostnames=10.0.0.96

username=pxGridclient

descriptipon=testl

keystoreFilename=selfl. jks

keystorePassword=ciscol23

truststoreFilename=rootl. jks

truststorePassword=ciscol23
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registering. ..
connecting. ..
javax.net.ssl.SSLHandshakeException: Received fatal alert: unknown_ca
at sun.security.ssl.Alerts.getSSLException (Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException (Alerts.java:154)
at sun.security.ssl.SSLSocketImpl.recvAlert (SSLSocketImpl.java:1991)
at sun.security.ssl.SSLSocketImpl.readRecord (SSLSocketImpl.java:1104)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection. java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader.java:43)
at org.jivesoftware.smack.PacketReader$l.run (PacketReader. java:70)
Exception in thread "main" com.cisco.pxgrid.GCLException: SASL authentication failed:
at com.cisco.pxgrid.GridConnection.connect (GridConnection. java:197)
at com.cisco.pxgrid.samples.ise.Register.main(Register.java:99)
Caused by: SASL authentication failed:
at org.jivesoftware.smack.SASLAuthentication.authenticate (SASLAuthentication.java:281)
at org.jivesoftware.smack.XMPPConnection.login (XMPPConnection.java:206)
at com.cisco.pxgrid.Configuration.connect (Configuration.java:194)
at com.cisco.pxgrid.GridConnection.connect (GridConnection. java:134)
1 more
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