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IFBATLEHI# (CA) Z4& B ISE pxGrid F25 7] CA Z#&H pxGrid ZF %




sl ol ]l
Ry eR{ElEm IC|ISC|C) _

S N 2 OO R 3
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RTAEXHE

AR SCRY UL AE FHUE B AU ML BC E pxGrid 25 7 3 Al ISE pxGrid 9 sl Tt IIBC B P IR . AR SCRS T ) 358 Cisco
pxGrid AR TR BORE R TR, SRR . 3 5 242 pxGrid.

W H AR pxGrid, 1521 Configure and Test Integration with Cisco pxGrid.pdf:

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure and Test Integration_with Cisco_pxGrid.pdf

pxGrid sdk ] AR 7 HBAERHR o

ASCRG R C 2 B RS 3 IR S5 51 % (ISE) 1.3 %1 pxGrid %73, ] LMIEHIIE4T 0SX 10.8.5 1 MAC, =K
# Linux #1E R4 . MAh, pxGrid % P is B2 £ Oracle Java Development Kit 7 BY, 8.

e EHF 15252 pxGrid)  Z 5k AN SCRY
o P HZAIUET S ISE pxGrid 7 £ Ml pxGrid 2 F v e A1 F
o [EHEBMAENH (CA) 244 1) pxGrid % )7 S fl 2544 ISE pxGrid 15 fiE
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=97

KATVEAN A4 ISE A7 3 E h pxGrid %% )7 5 A1 ISE pxGrid 5 55 (IFE AR B (CA) 254 AF 1510 & . ISE
pxGrid 15 AT pxGrid % /7 5 M. Microsoft Enterprise CA 2008 R2 HUMFRENEEAZAE 1. iER, BOitd e
[F I T2 7 i B B E (1.3.6.5.5.7.3.2) R 5528 S B0 AF (1.3.6.1.5.5.7.3.1) (3 R 2% 848 ] (EKU) 1SO &
S B FRRSF (OID) (1) A 5E X pxGrid #4K . ISE pxGrid 5 5525 CA MET N8R 2SI EE, 1
pxGrid 2 7 ity 2 FEARE 0 3% 2 52 A5 R 3 2

Y pxGrid %5 /% 4% 3 ISE pxGrid 45 £, WAE pxGrid MEFERLY), WIS AFAE 500 T 167 50 B 4 B0 3E A1 22 42 2
(SASL) 11 5 #BKs & ZASAT 1M o

N S RAE T R

. Certificate Authority
aj Si

d by cz

(e
As long as Grid Client | w0nd Client
Trusts the ISE’s Certificate E

Signer Chain, and Vice-Versa
You are good!
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P B E R
A SRS

Enterprise MS

2008 R2 .
CA ISE ngﬂd Node

b A

System System
(Public/Private key) (Public/Private key)

Keystore values:

pxGridelient.iks- used for kevstoreFilename in pxGrid script
rootd.jks- used for truststoreFilename in pxGrid script

CA Z= 4 B9 ISE pxGrid 5 s iEH #A pxGrid A B AL E

AATTENA 4 CA 254411 ISE pxGrid UE P53l Fe A Wil CA MRUE S AN B ISE ZFATE P E . F CAE I
& 352 (5 4F PE I H. ISE UE 482 8] CSR K 5, BVAI7E ISE 45 i L H pxGrid M8 H 3N .

IR T4 CA root ilF 10K H AL 2 ISE 25T UE 1%, #R)5 )5 H Trust for ISE communication.
ol 4> Home Operations|¥  Policy | Y Guest Access| ¥ W

ZRidentity Management [ Network Resources [ Device Portal Management o pxGrid Services [ Feed Service & pxGrid Identity Mapping
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Overview Issuer
* Friendly Name | lab6-WIN-BG7GPQUS3ID-CA#Iab6-WIN-BG7GPQUS3ID-CA# 00006
System Certificates
satus | [ Enabled -
e cates Description | pxGrid_CA_TEST |
Supiect QhlabE WINBG7GPUSAIE CAOC-Iat6,DE-com
Issuer CN=Iab6-WIN-BG7GPQUS31D-CA,DC=Iab6,DC=com
OCSP Cllent Profiie Valid From  Fri, 14 Nov 2014 01:47:06 UTC
S Valid To (Expiration) Thu, 14 Nov 2019 01:57:06 UTC
ficate Signing uests
e Serial Number 44 BA 6D 64 86 C9 1C B1 4C 68 88 C1 27 D1 6C 4E
Signature Algorithm SHA256WITHRSA
e Lenth 209
Internal CA Settings vssge
Certificate Templates

Trusted For: i

External CA Settings Trust for authentication within ISE
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T2 ERTEE R CA WU A pxGrid [1) ISE CSR 153K . 2420 4 %5 7 ity S 43 36 UERIIR 55 2% 5 40 56
UER) EKU B & pxGrid A,  LUE H] P EA5 1 K2 LR 55
Administration -> System -> Certificates -> Certificate Signing Requests -> 2= it 25 ISE FQDN ]
CSR FF& B T pxGrid.

/> Home Operations |  Policy| ¥  GuestAccess|¥  Administration | ¥ !
-4+ System £ Identity Management B Network Resources |2 Device Portal Management |&) pxGrid Services |, Feed Service 28 pxGrid It
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

ume
Certificate(s) will be used for [pxGrid -
Overview
Node(s)
System Certificates Generate CSR's for these Nodes:
Endpaint Certificates e SRy Name
isel3 ise13#pxGrid

Trusted Certificates

Subject
OCSP Client Profile

Common Name (CN) | ise13.lab6.com
Certificate Signing Requests
EEEENEEK Ot i 0 |

|
|
|
a1 | \
|

Organization (O) \
Certificate Authority
Internal CA Settings State (ST) |

Certificate Templates Country (C) :|

External CA Settings

Subject Altemative Name (SAN) | [ -1

*Keylength [pi8 |
FEWI A CA NEUEBIFGEIE.
Administration -> Certificates -> Certificate Signing Requests -> 255 iE

$®4  {F ISE )i H pxGrid.
Administration -> System -> Deployment -> 8 i pxGrid ¥ 83FEH .

7> Home  Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

“# - System S Identity Management [ Network Resources |2, Device Portal Management &) pxGrid Services |65, Feed Service

Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Depl - Deployment Nodes List > isel13
- - Edit Node
v E - L0  Frofiing Configuration
» % Deployment
Hostname ise13
FQDN ise13.lab6.com
IP Address 10.0.0.31
Node Type Identity Services Engine (1SE)
Personas
| Administration Role PRIMARY | Make standalone |
Monitoring Role PRIMARY  ~* Other Monitoring Node
Policy Service
Enable Session Services i
Inciude Node in Node Group !
Enable Profiling Service
pxGrid i
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R &V ERIEIE CiIsco.

18N %A ) pxGrid R4 2 30
Administration -> pxGrid Services.

e Englna Administration | ¥

/) Home  Operations|¥  Policy | Y  Guest Access | ¥

als m &2 Identity Management [ Network Resources 4, Device Portal Management pxGrid Services &, Feed Service 48 pxGrid Identity Mapping
i S -
" ers T
fEnable  @Disable (@ Approve @ Group W Decline Bﬂglete ~ & Refresh Total Pending Approval(0) « 1-50f5 g
O Client Name Client Description Capabllities Status Client Group Log
O » ise-admin-ise13 Capabilities(3 Pub, 1 Sub) Online Administrator View
O » ise-mnt-ise13 Capabilities(2 Pub, 0 Sub) Online Administrator View

#: EISERGTRALINZA, AHRSEEER. ERMA pxGrid ABZA, @MREIER.

pxGrid & P iwmiE B & &

AT 58 i pxGrid 25 i CA 25 ZUE P fE . ARG, R R4 4H pxGridClient.key A2 B,
PKCS12 3.

% PKCS12 UK AN E) 543 % PP pxGridClient.jks H1o W5 385 PRI SCI R T4 HIAF pxGrid BIAH (1
keystoreFilename FlI keystorePassword. pxGrid % /' digill 15 pxGridClient.cer K57 N 212 50 72

HEE T BT A ISE S UETS isemnt ¢ CA HRAE-FS RS I EE AL % P root3 jks.  BLAE (L3 PIEERISE
IDEIP) B Ky FHAE pxGrid A H 1] truststoreFilename 1 truststorePassword.

T g pxGrid 2 P oA A (B 1 pxGridClient.key) o

openssl genrsa -out pxGridClient.key 4096

Generating RSA private key, 4096 bit long modulus

LI e oxio00n)
P2 ERGTE N CA MU P CSR EK (U1 pxGridClient.csr) o $EALFTHZ (F1U ciscol123)

openssl req -new -key pxGridClient.key -out pxGridClient.csr

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are quite a few
For some fields there
If you enter '.', the

Country Name

Locality Name
Organization Name

(2 letter code)
State or Province Name
(eg, city)
(eg, company)
Organizational Unit Name

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value,

field will be left blank.

[AU] :
(full name)

[1:

[Some-State]:

[Internet Widgits Pty Ltd]:
[1:

(eg, section)

©2015 BRIARFK LA
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Common Name (e.g. server FQDN or YOUR name) []:
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:Eppich, Inc

e BRASOE BRI, XRES TR, HTRDHER.

FEEI  CA UL IUE R A 20 S AR SR UE AR 95 4% 5 3 IR UE K EKU 1 pxGrid BEARCH FH P IEA5 $R 43t
55 o

&: BT Ei%#F Windows 2003 B CA #1R, FTlIERHIMATHIIRSD . EA%AHSHIEIEFARS R I MR EKU 51T B PR,

Microsoft Active Directory Certificate Services - lab8-WIN-BG7GPQO53ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 re|
by an external source (such as a Web server) in the Saved Request box.

Saved Request:

OCAQEAXjh+uBGMpwxadhinByxCwkYIBYhOY 5jrURxf
Base-Bd-encoded || ) 7 pvatQea/ 1GIkchergzdBKQMyXVzhxZhag
certificate request [pz3chgoCyAscTxhn8NIIfsuLZYkS ayPpmuaH3IL3
(CMC or Hm+6thRTVHrKOGE LejxFd +01zQxEn19YMov7sRSWFUL
PKCS #10 or £+ 2+ pIKB7AYGZPYvWr /kIBEbETG LhSuMMF+Aglgn
PKCS #T): 1002 3wmnp4eaVabvhPenmku4iQBg==

]y — P
Certificate Template:

| pxGrid

Additional Attributes:

Attributes:

e

| Submit > |

T4 P pxGridClient il 1 (411 pxGridClient.cer) AL AIEE pxGrid & /7 i .pkes12 CAF
(pxGridClient.p12). M H T2 S H, FFHIL U T LURY AN pl12 MBENLSCE 4,
3G CA R (Bl ca root)

openssl pkcsl2 -export -out pxGridClient.pl2 -inkey pxGridClient.key -in pxGridClient.cer -chain -CAfile
ca root.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23

©2015 BRIEZK LT $8m
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IS5 A2 pxGrid &7 5S35 915 (B0 pxGridClient.jks) o MR A pxGrid % ) i 5 43 254
o HICAR AT LY R jks HIBANL A4, e FHAE pxGrid AR 7= 51 o 185 51 2 SCA 44 AN
IR 1

keytool -importkeystore -srckeystore pxGridClient.pl2 -destkeystore pxGridClient.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password:

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

PE|E QU AL ISE SR UE 3 B pxGrid 720/ 3, RGP SO pem K53 T LA Ay 44
P REZ N pem (3CHF, AT L) FEe. AEATRBIT, 230 EE Ay 4409 isemnt.pem.

Export Certificate "Default self-signed server certificate’

(®) Export Certificate Only

() Export Certificate and Private Key

*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

oo O

BT K pem I der k% 3o

openssl x509 -outform der -in isemnt.pem -out isemnt.der

P8 M ISE GOHEBRMBUSEHPIE (A root3 jks) , MLEHPER &2 EEHHE. HA L
Y AN ks FIBENLSCIEA o IXKE A pxGrid BEIAS A A% T PR A5 A 2 SO 44 FME AT I

keytool -import -alias isemnt -keystore root3.jks -file isemnt.der

Enter keystore password: ciscol23
Re-enter new password: ciscol23

Owner: CN=ise.lab6.com
Issuer: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:
F9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:
#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
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0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 JHooLL

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 0OC 06 OA 2B 06 01 04 01 82 ...... (R
0030: 37 OA 03 04 T...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... Tooun.
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 A1 38 ...y...—-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AT O C e I

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
1
1

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0OA E6 5A 15 36 26 D4 A2 06 ...&..7..2.6&...
0010: 6A C8 79 2C J.v,

]
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQO053ID,CN=CDP, CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=1lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[11

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

]

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

]
]
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Trust this certificate? [no]: yes
Certificate was added to keystroke

FEI K pxGrid %/ Ik R A SN S P .

keytool -import -alias pxGridMAC -keystore pxGridClient.jks -file
pxGridClient.cer

Enter keystore password: ciscol23

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]: yes

Certificate was added to keystore

e WIRECEIRIIED CA MBI SRR PR E, WA IS “no” , TMIHARJIRIER . TIEFET “yes” , KUILIATA DAL S R IE T
W TAE .

B0 Ff CA HUEPAIN RIS A5 R, CA HAEF T 23215 1E.

keytool -import -alias ca_rootl -keystore root3.jks -file ca_ root.cer

Enter keystore password: ciscol23
Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=labt6, DC=com
Serial number: 448a6d6486c91lcbl4c6888cl27dl6ecde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: O9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1l:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00 ..

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.66&...
0010: 6A C8 79 2C .y,

]
]
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Trust this certificate? [no]: yes
Certificate was added to keystore

$BE1M S EHE (pxGridClient jks) FIE T HE (root3 jks) ZHlF ../samples/bin/.. L{FJH

i pxGrid 25 F i FA ISE pxGrid F &5

RAGKI24T pxGrid JHIA register.sh 1 session download.sh KA £R pxGrid 7 /7 wigiE 42 A pxGrid . 216 F 2%
PR ISE MNT UE T AT pxGrid &/ i A7 1) o

BB FEN pxGrid &/ i

./register.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description test -username MacBook-Pro -hostname 10.0.0.96

——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=MacBook-Pro
descriptipon=test
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3.jks
truststorePassword=ciscol23
registering...

connecting...

account enabled

connected.

done registering.

connection closed

iF: “Account enabled” Elk#E pxGrid EERZERBRAMKA.

BOUE pxGrid &7 Ui A 15 O M 21 pxGrid 8545 o

/i) Home Operations |¥  Policy| ¥  GuestAccess|¥  Administration | ¥ _

oo System £ Identity Management B Network Resources [&] Device Portal Management B pxGrid Services 5] Feed Service 24 pxGrid Identity Mapping

Live Log

o Enable (@) Disable @Apprwe © Group W Decline e Delete « @ Refresh Total Pending Approval(0) 1-30f3 <
O Client Name Client Description Capabilities Status Client Group Log
O » ise-mnt-ise Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-ise Capabilities(2 Pub, 1 Sub) Online Administrator View
O » macbook-pro Capabilities(0 Pub, 0 Sub) Offline Session View
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./session_download.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename
root3.jks -truststorePassword ciscol23 -username MacBook-Pro -hostname 10.0.0.96

——————— properties -------
version=1.0.0

hostnames=10.0.0.96
username=MacBook-Pro
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3.jks
truststorePassword=ciscol23
filter=null

start=null

end=null

connecting...

connected.

starting at Wed Dec 10 18:44:49 EST 2014...

session (ip=10.0.0.18, Audit Session Id=0A0000020000000B006E1086, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station i1d=00:0C:29:D1:8D:90, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-
Id=00000002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Dec 10 16:41:48 EST
2014 )... ending at: Wed Dec 10 18:44:49 EST 2014

M AR A H, W LEE S NS P I 2 A AR 4 H

Sk

B’1 RS root3 jks.

keytool -list -v -keystore root3.jks
Enter keystore password: ciscol23

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 3 entries

Alias name: ca rootl
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dlecde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1l:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3
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Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C .y,

]
]

R R R R I I i I I I I b 2 E I I b b b b b b b b b b 2 b i
RR Rk kb b b b b b b b b b b b b b b b b b b b b kb b b b b b b b b b b b b e

Alias name: isemntl
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=labt6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:
F9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 O050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 JHOoLLL

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 0OC 06 OA 2B 06 01 04 01 82 ...... (O
0030: 37 OA 03 04 T...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... Tooun.
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S5...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AP O C e I
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#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
1
1

#5: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

KeyIdentifier [
0000: A9 C7 8E 26 9C F5 37 0OA E6 5A 15 36 26 D4 A2 06 ...&..7..2.6&...
0010: 6A C8 79 2C 3.V,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA, CN=WIN-
BG7GPQO053ID,CN=CDP, CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=1lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[11

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

]

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09 ceel]

]

RR R E kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b e
R R E kb Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b e

Alias name: isemnt
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=labt6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
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SHA256:
F9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF

Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+ 0L
0030: 86 48 86 F7 0D 03 07 JHooLL

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 0OC 06 OA 2B 06 01 04 01 82 ...... 0.+,
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... Tovun.
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8

0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AR S e P

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA, CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
1
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..2.6&...
0010: 6A C8 79 2C .y,

]
]

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA, CN=WIN-
BG7GPQO053ID,CN=CDP, CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=1lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]
#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

]




R R "clnls'élé'_

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9.."kK.2U... ..
0010: AF D8 07 09

]
]

Rk kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b e
R R E kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b e

Johns-MacBook-Pro:bin jeppich$

T2 RS pxGridclient.jks.

keytool -list -v -keystore pxGridClient. jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: pxgridmac
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6101649b00000000000e
Valid from: Wed Dec 10 17:01:25 EST 2014 until: Sat Dec 10 17:11:25 EST 2016
Certificate fingerprints:
MD5: OF:3C:57:64:7E:BD:D9:0A:7B:C2:25:64:84:F2:E3:FA
SHAl: 65:9C:A8:8D:52:B0:CF:C6:1B:46:7E:41:80:D3:7B:96:40:B1:E3:68
SHA256:
3D:8A:72:6B:9D:7F:12:5A:AF:A7:CC:A6:E2:F7:E9:9A:F9:D8:BE:89:55:12:87:30:F8:17:3B:91:29:EB:6A:8E
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 0A 06 08 22 ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 CH.o.LL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 0A 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 0OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 OIS SR Y

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[
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accessMethod: caIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

KeyIdentifier [

0000: E6 87 7E 18 67 25 03 29 12 B4 56 F8 51 78 Al 94 ....g%.)..V.Qx..
0010: 78 88 D2 94 X...

1
1

KA KKK KK KA KA AR ARk kA Ak hkkhkhkhkhkhkkhkhkhkhkhkhkkhkkkk
khkkhkkkhkkhkkhkhkhkhkkhkkhkhkkhkkhkhkkhkhkhkkhkhkdkkhkhkkkkhkkkkk

Alias name: 1
Creation date: Dec 10, 2014
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[l]:
Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6101649b00000000000e
Valid from: Wed Dec 10 17:01:25 EST 2014 until: Sat Dec 10 17:11:25 EST 2016
Certificate fingerprints:
MD5: OF:3C:57:64:7E:BD:D9:0A:7B:C2:25:64:84:F2:E3:FA
SHAl: 65:9C:A8:8D:52:B0:CF:C6:1B:46:7E:41:80:D3:7B:96:40:B1:E3:68
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SHA256:
3D:8A:72:6B:9D:7F:12:5A:AF:A7:CC:A6:E2:F7:E9:9A:F9:D8:BE:89:55:12:87:30:F8:17:3B:91:29:EB:6A:8E

Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 CH.o.LL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 0A 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A 0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 A1 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 TIPS U Y B

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: caIssuers

accesslLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment
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1

#10: ObjectId: 2.5.29.14 Criticality=false
SubjectKeylIdentifier [
KeyIdentifier [

0000: E6 87 7E 18 67 25 03 29 12 B4 56 F8 51 78 A1 94 ....g%.)..V.Qx..
0010: 78 88 D2 94 X...

]

]

Certificate[2]:

Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl14c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathlLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

KA KKK KK KA KKK KA KAk A kA Ak hk kA hkhkhkkhkhkhkkhkhkkkkkk
KA KKK KK KA KA AR ARk kA Ak hkkhkhkhkhkhkkhkhkhkhkhkhkkhkkkk
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AR HERR
A

o HIFIGAF pxGrid %/ i AL AN ISE pxGrid 5 2 75 nl il DNS HEA T Al f@dfr, 5 B pxGrid PHIA
BRI

o WURMAEEAEN, I HARISRPIMERIE R, 15 ISE VM {5 1 JFH B H 3l ISE M H].

./register.sh -keystoreFilename pxGridClient.jks -keysrePassword ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -username pxGridclient -hostname 10.0.0.96 -group Session -description testl
——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=pxGridclient
descriptipon=testl
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3. jks
truststorePassword=ciscol23
registering...
connecting. ..
javax.net.ssl.SSLHandshakeException: Received fatal alert: unknown_ca
at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException (Alerts.java:154)
at sun.security.ssl.SSLSocketImpl.recvAlert (SSLSocketImpl.java:1991)
at sun.security.ssl.SSLSocketImpl.readRecord (SSLSocketImpl.java:1104)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection. java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader.java:43)
at org.jivesoftware.smack.PacketReader$l.run (PacketReader. java:70)
Exception in thread "main" com.cisco.pxgrid.GCLException: SASL authentication failed:
at com.cisco.pxgrid.GridConnection.connect (GridConnection.java:197)
at com.cisco.pxgrid.samples.ise.Register.main (Register.java:99)
Caused by: SASL authentication failed:
at org.jivesoftware.smack.SASLAuthentication.authenticate (SASLAuthentication. java:281)
at org.jivesoftware.smack.XMPPConnection.login (XMPPConnection.java:206)
at com.cisco.pxgrid.Configuration.connect (Configuration.java:194)
at com.cisco.pxgrid.GridConnection.connect (GridConnection.java:134)
1 more

o F W) ISE RS .

application stop ise
application start ise
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T3 W EE BIRAPA H E, W ZDREARUE PR N3 truststoreFilename %584, 7EABIH 4
root3.jks.

./register.sh -keystoreFilename pxGridClient.jks -keystorePassword ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description MACBOOK -username Macbook PRO -hostname 10.0.0.96

——————— properties -------

version=1.0.0

hostnames=10.0.0.96

username=Macbook PRO

descriptipon=MACBOOK

keystoreFilename=pxGridClient.jks

keystorePassword=ciscol23

truststoreFilename=root3.jks

truststorePassword=ciscol23

registering...

connecting...

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException: root certificate not trusted of

[ise.lab6.com]
at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.SSLSocketImpl.fatal (SSLSocketImpl.java:1917)
at sun.security.ssl.Handshaker.fatalSE (Handshaker.java:301)
at sun.security.ssl.Handshaker.fatalSE (Handshaker.java:295)
at sun.security.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:1471)
at sun.security.ssl.ClientHandshaker.processMessage (ClientHandshaker.java:212)
at sun.security.ssl.Handshaker.processLoop (Handshaker.java:936)
at sun.security.ssl.Handshaker.process record(Handshaker.java:871)
at sun.security.ssl.SSLSocketImpl.readRecord (SSLSocketImpl.java:1043)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection.java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader.java:43)
at org.jivesoftware.smack.PacketReader$l.run (PacketReader.java:70)

Caused by: java.security.cert.CertificateException: root certificate not trusted of [ise.lab6.com]
at org.jivesoftware.smack.ServerTrustManager.checkServerTrusted (ServerTrustManager.java:144)
at sun.security.ssl.AbstractTrustManagerWrapper.checkServerTrusted (SSLContextImpl.java:865)
at sun.security.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:1453)

11 more
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