Iy
CISCO.

Cisco pxGrid= /S A B &L

CA(Certificate Authority) A/2 ISE pxGrid == 2 CA A& pxGrid
Z°0/9E




EOorHAA B IOl = CcISCO.

=Xt

O 3

=P 4
OIZ A ZHI ZIRIOI A Ol oottt 5
CA MY ISE pxGrid =& Q1S A L pxGrid HI2ALE AT DHIOIE oo 5
pXGrid 22t0IHE QUB M ZAI Dl Ol B 7
pxGrid 220l HE L ISEPXGHd ‘=5 EIAE e 12
RIS RS = e OO 13
L OH 2 e st 21
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Ol =M &5

o] =] ol A = CA(Certificate Authority)E AF-8-3F¢] pxGrid Z2Fo] A E 2 ISE pxGrid ==& -4 3=
ot Ay g old Aol tisl A3ttt o] 4= Cisco pxGridE 7% 8} Cisco @7 Q1A U o],
715 AR A Yo, EY B uE the 0 =t S pxGridoll thal] 2 &t Lo oF St

pxGridol] 3l 2 B2 = AF8-2F= o} 9] Configure and Test Integration with Cisco pxGrid.pdfE
B2 2.

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure_and Test Integration with Cisco_pxGrid.pdf

Cisco ©] 7} E ¥l ol 4| pxGrid SDKE Wt5 U T},

Cisco ISE(Identity Services Engine) 1.3°] A X A& A 2 1 th 08X 10.8.55 A 3 Tl Mac< pxGrid
Setol A EZ A8 YT} Linux OSE AHE-2 4= )5 YT pxGrid 2 o] 1 E ol &= Oracle Java Development
Kit 7 = 8¢] A 2 gt}

Deploying pxGrid with Certificates A 2] 20l = th-3} o] - 7}A] 9] th & 47} I HF Ytk
e ISE pxGrid == 2 pxGrid F&}o] A Eo -4 14 Q154 A&

e CA(Certificate Authority) A1 pxGrid S &}o]AE 2 A A ISE pxGrid =& Q154 A
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O O A Bt J10| E -lllulllu
T cisco.

NE

o] MM A= 1ISE 5 H Y 75 Al pxGrid Z20] 91 E 2 ISE pxGrid 1==9] CA(Certificate Authority) A ™
N5 Ay e ool thal #4A|S) T Y T ISE pxGrid == 3 pxGrid 2 2F°] 91 E5= Microsoft Enterprise
CA 2008 R2 Authorityol| 5] ™ <154 7143 U th AL A} A A pxGrid B2 8 & Z8fo]dE
21%(1.3.6.5.5.7.3.2) & A ™ ¢15(1.3.6.1.5.5.7.3.1)¢] ®.*F EKU(Enhanced Key Usage) ISO & €] OID

(object identifier)7} S=¥H8 U T ISE pxGrid = =0 A= CA FE QA SA S A F T 4= 9= A5 A 40|
th2 R E80, pxGrid 2 2ho] A E o) A3z FE QISA & A3 5= Qi 7] A% 2o the R =g,

pxGrid 2 eto] A E7}HISE pxGrid =0l A4S 49 7 370 15A 5 S8FE pxGrid A2 5 9
SASL(Simple Authentication and Security Layer)°l] E & ~E Ut}

o tholo] 1ol = A o] S1FA Z= 97} sl 4T,

w Certificate Authority
4y Ch "
- = Fned by cz

[ Pivsind ly]

As long as Grid Client
Trusts the ISE’s Certificate
Signer Chain, and Vice-Versa
You are good!
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Enterprise MS
2008 R2
CA

S A

System
(Public/Private key) (Public/Private key)

Keystore values:
pxGridclient.iks- used for kevstoreFilename in pxGrid script

root3.jks- used for truststoreFilename in pxGrid script

CA M & ISE pxGrid =& IS A & pxGrid HHE2A Lt 21 10 &

o] Ao A= CA A ™ ISE pxGrid 154 ZE2AH 2 9 CA FE QISAEISE EHAEH Q1 FA A4
7HA &= WS AAIE] AU CAQISA 7 EYHAEH A YR EFALISE Q15 A17F CSR
Q7o vl =W, ISE =9 pxGrid | 2 4A 47| &4 312 4= 9l © 1 Primary = W74 Ut}

16 CAFERJITAHE L RESLISE EHAEH AFA A 4ol JRE38 th ISE
ARUA | Hol| ER] ~E B 3t2 Heldi ),

7> Home  Operations | ¥ Policy | ¥ wm\'m-

52 Identity Management [ Network Resources [ Device Portal Management [ pxGrid Services [ Feed Service 58 peGrid Identity Mapping

Deployment: Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Overview Issuer
* Friendly Name | lab6-WIN-BG7GPQOS3ID-CA#|ab6-WIN-BG7GPQOS53ID-CA#00006 ‘
System Certificates
Status Enabled ~
Endpoint Certificates .
Description [ pxGrid_CA_TEST |
Subject CN=1ab6-WIN-BG7GPQUSIID-CADC-1ab DC=com
Issuer  CN=Iap6-WIN-BG7GPQOS3ID-CA,DC=1ab6,DC=com
OCsP Client Profile Valid From  Fri, 14 Nov 2014 01:47:06 UTC
Valid To (Expiration) Thu, 14 Nov 2019 01:57:06 UTC
Certificate Signing Requests
Serial Number 44 8A 6D 64 86 C9 1C B1 4C 68 88 C1 27 D1 6C 4E
Signature Algorithm  SHA256WITHRSA
ey Lenath 2088
Internal CA Settings Usage
Certificate Templates

Trusted For: i

External CA Settings Trust for authentication within ISE

2CH  pxGrid AF&S 913 CA B3Fo] I3 ISE CSR &S AATU T A4 54 2 H S A dsted
pxGrid §1 5512 SOl A E A5 9 AW 215 50| 3] EKUE 4 dlloF &4t}
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Administration->System->Certificates->Certificate Signing RequestsS X8| 2 +& U} ISE
FQDN 2.2 CSRE& A4 3L3L pxGrid AHE-S Ao

e :
= /) Home Operations|*  Policy |  GuestAccess| ¥  Administration | * I
i 1dentity Management il Network Resources |2, Device Portal Management |64 PXGrid Services [ Feed Service 18 pxGrid I
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management Usage
Certificate(s) will be used for | pxGrid -
Overview
Node(s)
System Certificates Generate CSR's for these Nodes:
Endpoint Certificates Node CSR Friendly Name
ise13 Isel3#pxGrid
Trusted Certificates
Subject
OCSP Client Profile
Common Name (CN) | ise13.lab6.com |
Certificate Signing Requests
_ Organizational Unit (OU) | |
Organization (0) ‘ ‘
Certificate Authority
City (L) | |
Internal CA Settings State (ST) ‘ ‘
conicne Tempites L —
External CA Settings
Subject Alternative Name (SAN) | -1l

* Key Length |2048 4

3EAH  CAoA ATAE ThER =8t JISA E vl g f o
Administration->Certificates->Certificate Signing Requests->Bind certificate

A ISEOA pxGridE &4 8k},
Administration->System->DeploymentE *}# 2 +& & pxGridE &3 38} Primary2
Ao

< i 0 /> Home  Operations | ¥  Policy| ¥  Guest Access| ¥  Administration | ¥
T Identity Management [ Network Resources |22 Device Portal Management &) pxGrid Services |5y Feed Service
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > ise13

Deployment
N N Edit Node
| e S General Settings Profiling Configuration
» 4% Deployment
Hostname isel3
FQDN ise13.lab6.com
IP Address 10.0.0.31
Node Type Identity Services Engine (ISE)
Personas
| Administration Role PRIMARY | Make Standalone |
Monitoring Role PRIMARY b Other Monitoring Node
Policy Service
Enable Session Services i
Incude Node in Node Group ;
Enable Profiling Service
pxGrid i

5EAH Al pxGrid A H] 227} A H ofof gt}
Administration->pxGrid Services

Cisco Systems © 2015 6 HIOIXI
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Guest Access | ¥ Administration | ¥

70> Home  Operations | *  Policy | *

ela m £8 Identity Management Bl Network Resources 24 Device Portal Management rid Services Feed Service (% pxGrid Identity Mapping
s S -
[ cents  JEEEYE
f Enable @ Disable {JApprove @ Group W Decline QDQIW: v 4 Refresh Total Pending Approval(0) = 1-50f5 ¢
O Client Name Client Description Capabilities Status Client Group Log
[0 » ise-admin-sel13 Capabilities(3 Pub, 1 Sub) Online Administrator View
O » ise-mntise13 Capabilities(2 Pub, 0 Sub) Online Administrator View

1 ISE HAI =EJF A AKX XSO LM 2= ASLICH pxGrid HIZ AU 23D Mol AEME &XIGHOF & LICH

pxGrid E22I0[HE QIS A 21| 1dl0| &

o] Ao A= prrid ﬁa}om E CAAMT JASH Z2A LS @A 2 A9 ayt) 9 58 7]/32 ko]l o]
A=A 3 2ho] ] 7] 91 pxGridClient.key ol 4] PKCS12 3} o] AJAJ S Lt}
PKCS12 342 1D 7] A %42l prndChent jksZ 71 71 Yt). o] ID 7] A4

pxGrid =7 HE 9] keystoreFllename ! keystorePassword & & 3 T} pxGrid &2}
pxGridClient.cer™= 7] A %ol F7Fg Ut}

ISE ID 2142l isemnts 5 H I U2 = A Ao &
root3 jksoll F7HAUTH o] EYAE 7] AA H Hd
truststorePassword & &S gLt}

TEH

o Xﬂ

! A RS =
AE ASA

231, CA FE AZA = EY2E 7] AF 42

HEH S = pxGrid 2= 2~ HE 9] truststoreFilename 2!

pxGrid S eto] A E ] o gk Zeto]ul 7](o]: pxGridClient key) &

openssl genrsa -out pxGridClient.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

2CHH| CA H3He] o] sk CSR 27 (9]: pxGridClient.csr)= A3 Yt} A=A X] ¥ H T (o: ciscol23)

openssl req -new -key pxGridClient.key -out pxGridClient.csr

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are quite a few
For some fields there
If you enter '.', the

Country Name

Locality Name (eg,
Organization Name

Common Name (e.g.

(2 letter code)
State or Province Name

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank

will be a default value,

field will be left blank.

[AU] :

(full name) [Some-State]:

city) [1:
(eg,
Organizational Unit Name
server FQDN or YOUR name) []:

company) [Internet Widgits Pty Ltd]:
(eg, section) []:

Cisco Systems © 2015
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Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:Eppich, Inc

A A B Bol S wolal @ 7E ol o] 4 A A L HUHEE ARSI AL

A CARJTVI TS EOIAE AT D AH J5S 913 EKUZF B 284 pxGrid B3 S
ARE3o] ALE-A} 5 = A Y affof gt
Zt1: Windows 20032] CA 2 E310| ME AL Z 0l EEUS SEU ZAIELICL IS EE32 220I9E Y AW 2152 28 EKUS
5 ZE6IH S=CJASLICH

Microsoft Active Directory Certificate Services — lab§-WIN-BG7GPQO53ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 re|
by an external source (such as a Web server) in the Saved Request box.

Saved Request:

OCAQEAXjh+uBGCGMpwxadhin6yxCwKYIBYhOY 5jrURxf
Base-Bd-encoded L ) o ovaro6a/ 1GIK3 chergzdBKQMyXVzhxZhag
certificate request |pr,3cMgOCyAscTxhnBNIIFsvLZYkSayPpmuaH3IL3

(CMC or Him+6thRTVHrKOGE LejxFd +01zQxEn19YMov7sRSWFUL
PKCS #10 or 424Dt B7AYGZPY\Wir/KIBEETGLhSUMMF -+ Aglcr
PKCS #7): ﬂQZleﬂﬂDﬂMebvﬂFﬁﬂmku{l

----- 4
Certificate Template:

| pxGrid

Additional Attributes:

Attributes:

)

| Submit > |

kcs12
7}

ee)

4EH| prrldChent 154 (]: pxGridClient.cer)2] Zg}o]Hl 7]o| A pxGrid Z&lo] A E I,
A (pxGridClient.p12)= A4 &t} o] J]r%% 7] A4 Tl AREE X
p12° dolel vl o] 5 5 AF U CA FE 3h<d(l: ca_root) = T

—|—’

openssl pkcsl2 -export -out pxGridClient.pl2 -inkey pxGridClient.key -in pxGridClient.cer -chain -CAfile
ca_root.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23

5YH  pxGrid E2}°]AE ID 7] A3 _/I:(Oﬂ pxGridClient.jks) & A3 Yt} o] = pxGrid 22| A E ID 7]
ATt HH, 2 ;é} A7 jksQl Aol o] 9t o] F <L 4= AF U 7 pxGrid 22F HE o o) A
keystoreFilename % ¥¥ keystorePassword & &2 g T},
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keytool -importkeystore -srckeystore pxGridClient.pl2 -destkeystore pxGridClient.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password:

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

6 Sl HEE ISE ID 154 7 pxGrid S0 A EZ YR UM, o] = pem F 2] 02 o] Fo] YT}
G2 7 pem?] L9 ol 5& B ¢V A AT T AFUTE o] oA 5L 9 o] 5
isemnt.pem .2 ¥ 7 ¥ 9l HF YT}

Export Certificate 'Default self-signed server certificate’

(=) Export Certificate Only

O Export Certificate and Private Key

*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

[ Export [ IO

7SH  pem HYL S der 2 o7 W3S}

openssl x509 -outform der -in isemnt.pem -out isemnt.der

7 A% 27t G,

8E3  ISEID ASA E 412l 7] A g 2ol rootd jks)oll F7hatl o)z Al & 4 9l
A9 truststoreFilename

:
27} jksQl 2 o] ¢] 51 o] 22 = 9l th. o] pxGrid 22T P E ]
2 truststorePassword 7} 3 H T}

keytool -import -alias isemnt -keystore root3.jks -file isemnt.der

Enter keystore password: ciscol23
Re-enter new password: ciscol23

Owner: CN=ise.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:
FO:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 JHoooL

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false
0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 OA 020...+....... 0.

Cisco Systems © 2015 9 HIOIXI
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0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0.t ...
0030: 37 OA 03 04 To..

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... Tovenn
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AT e

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

KeyIdentifier [
0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C J.v,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

11

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

]

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

]
]

Trust this certificate? [no]: yes
Certificate was added to keystroke
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9EtHl  pxGrid 2| A E JISAIE ID 7] AFA&ZE 73Ut

keytool -import -alias pxGridMAC -keystore pxGridClient.jks -file
pxGridClient.cer

Enter keystore password: ciscol23

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]: yes

Certificate was added to keystore

Note: If you receive the following message the certficate was already added to a pre-existing keystore, you
can say no’ and still be okay. I selected “yes” so we can verify thay the certificate was added later on.

il

106t CAFEJISAHE EHAEH 7] Ao F7HEU T CA FE ISAH = ERj A ER o] of gyt

keytool -import -alias ca_rootl -keystore root3.jks -file ca_root.cer

Enter keystore password: ciscol23
Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=labt6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dlecde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: O9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C .y,

]

]

Trust this certificate? [no]: yes

Certificate was added to keystore
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#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign

]

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [
0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06...&..7..2.6&...
0010: 6A C8 79 2C J.v,

]
]

Trust this certificate? [no]: yes
Certificate was added to keystore

1A ID 7] A4 (pxGridClient.jks) 2 E & ~E 7| A7 A(root3.jks)E../samples/bin/.. & Tl of] HAFE L T}

pxGrid 22t0|HE X ISE pxGrid == HIAE

pxGrid 2= =1 H E 2l register.sh & session download.shi= prrld oA E A4 L pxGrid 555 &3]
el Agg et Al thE 2=+ ISE MNT 054 2 pxGrid 2 2to] A Eo] EA7F gl=%] S o

1€tH pxGrid E2fo|dE 5=

./register.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description test -username MacBook-Pro -hostname 10.0.0.96

——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=MacBook-Pro
descriptipon=test
keystoreFilename=pxGridClient.jks
keystorePassword=ciscol23
truststoreFilename=root3.jks
truststorePassword=ciscol23
registering...

connecting...

account enabled

connected.

done registering.

connection closed

& 0: “Account enabled” = pxGrid 22| XH0ll 216 0192

I m
jo
0x
tor
m
9
olo
1o
10
=)
o
-
Q
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pxGrid S 2}ol AE7} pxGrid AEE 8o 55 A=A Sl

7 Home Operations |¥  Policy| ¥  GuestAccess|¥  Administration | ¥ _

o2 System £ Identity Management B Network Resources [&] Device Portal Management T pxGrid Services |l Feed Service 28 pxGrid Identity Mapping

Live Log

o Enable  @Disable JApprove @ Group W Decline €3 Delete ~ & Refresh Total Pending Approval(0) + 1-30f3 ¢
] Client Name Client Description Capabilities Status Client Group Log
O » ise-mnt-ise Capabilities(2 Pub, 0 Sub) Online Administrator View
0 » ise-admin-ise Capabilities(2 Pub, 1 Sub) Online Administrator View
O » macbook-pro Capabilities(0 Pub, 0 Sub) Offline Session View

26 A U= A

./session_download.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename
root3.jks -truststorePassword ciscol23 -username MacBook-Pro -hostname 10.0.0.96

——————— properties -------
version=1.0.0

hostnames=10.0.0.96
username=MacBook-Pro
keystoreFilename=pxGridClient.jks
keystorePassword=ciscol23
truststoreFilename=root3.jks
truststorePassword=ciscol23
filter=null

start=null

end=null

connecting...

connected.

starting at Wed Dec 10 18:44:49 EST 2014...

session (ip=10.0.0.18, Audit Session Id=0A0000020000000B006E1086, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station 1d=00:0C:29:D1:8D:90, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-
Id=00000002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Dec 10 16:41:48 EST
2014 )... ending at: Wed Dec 10 18:44:49 EST 2014

)
24
o
b
otk
4
o
g
e
ol
e
S|
i)
(m
i)
[>
Iy
A}
2
Y
b
Lo
(m
i)
>
(m
i

A5 FEL B 5 ),

s

keytool -list -v -keystore root3.jks
Enter keystore password: ciscol23

Keystore type: JKS
Keystore provider: SUN
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Your keystore contains 3 entries

Alias name: ca rootl
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHALl: OD:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl_Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C J.v,

]
]

KAk KA hA kA kA hkhkhhkhkhkhkhhkhkhkhhkhkhhkhhhhhhkhkhkhkhkhkkhkkhkhkkhkhkhkk*k
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Alias name: isemntl
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=labb6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:
F9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:
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#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 0A 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 Hooo.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 0A 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... O..+....
0030: 37 OA 03 04 T...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A 0-.%+..... Tovenn
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AU N e

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C J.v,

]
]

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

1

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

]

#10: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
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0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1

]
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Alias name: isemnt
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:
FO9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 0A 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 Hooo.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0.t o.t.
0030: 37 OA 03 04 T...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... Tovenn
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AT N e

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration, DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C .y,

]
]
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#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

1

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

]

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

]
]

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhk
Kk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkxk

Johns-MacBook-Pro:bin jeppich$

2CtH  ID 7] A7 A< pxGridelient.jksE €1 g o

keytool -list -v -keystore pxGridClient. jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: pxgridmac
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6101649b00000000000e
Valid from: Wed Dec 10 17:01:25 EST 2014 until: Sat Dec 10 17:11:25 EST 2016
Certificate fingerprints:
MD5: OF:3C:57:64:7E:BD:D9:0A:7B:C2:25:64:84:F2:E3:FA
SHAl: 65:9C:A8:8D:52:B0:CF:C6:1B:46:7E:41:80:D3:7B:96:40:B1:E3:68
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SHA256:
3D:8A:72:6B:9D:7F:12:5A:AF:A7:CC:A6:E2:F7:E9:9A:F9:D8:BE:89:55:12:87:30:F8:17:3B:91:29:EB:6A:8E

Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUNIE S IR B

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
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#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: E6 87 7E 18 67 25 03 29 12 B4 56 F8 51 78 Al 94 ....g%.)..V.Qx..
0010: 78 88 D2 94 X...

1
1

hhkkkkkhkhkhkhkhkhkkhkkhkhkkhkhkkkhkhkkhkhkhkkkkkhkhkkkkkhkhkkkk
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Alias name: 1
Creation date: Dec 10, 2014
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6101649b00000000000e
Valid from: Wed Dec 10 17:01:25 EST 2014 until: Sat Dec 10 17:11:25 EST 2016
Certificate fingerprints:
MD5: OF:3C:57:64:7E:BD:D9:0A:7B:C2:25:64:84:F2:E3:FA
SHAl: 65:9C:A8:8D:52:B0:CF:C6:1B:46:7E:41:80:D3:7B:96:40:B1:E3:68
SHA256:
3D:8A:72:6B:9D:7F:12:5A:AF:A7:CC:A6:E2:F7:E9:9A:F9:D8:BE:89:55:12:87:30:F8:17:3B:91:29:EB:6A:8E
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* . H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUNIE S Y B

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]
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#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false
SubjectKeylIdentifier [
KeyIdentifier [

0000: E6 87 7E 18 67 25 03 29 12 B4 56 F8 51 78 Al 94 ....g%.)..V.Qx..
0010: 78 88 D2 94 X...

]

]

Certificate[2]:

Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 0O

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA: true

PathLen:2147483647
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#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

hhkkkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkkk
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./register.sh -keystoreFilename pxGridClient.jks -keysrePassword ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -username pxGridclient -hostname 10.0.0.96 -group Session -description testl
——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=pxGridclient
descriptipon=testl
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3. jks
truststorePassword=ciscol23
registering...
connecting. ..
javax.net.ssl.SSLHandshakeException: Received fatal alert: unknown_ca
at sun.security.ssl.Alerts.getSSLException (Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException(Alerts.java:154)
at sun.security.ssl.SSLSocketImpl.recvAlert (SSLSocketImpl.java:1991)
at sun.security.ssl.SSLSocketImpl.readRecord(SSLSocketImpl.java:1104)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection.java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader. java:43)
at org.jivesoftware.smack.PacketReader$l.run (PacketReader.java:70)
Exception in thread "main" com.cisco.pxgrid.GCLException: SASL authentication failed:
at com.cisco.pxgrid.GridConnection.connect (GridConnection.java:197)
at com.cisco.pxgrid.samples.ise.Register.main(Register.java:99)
Caused by: SASL authentication failed:
at org.jivesoftware.smack.SASLAuthentication.authenticate (SASLAuthentication.java:281)
at org.jivesoftware.smack.XMPPConnection.login (XMPPConnection.java:206)
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at com.cisco.pxgrid.Configuration.connect (Configuration.java:194)
at com.cisco.pxgrid.GridConnection.connect (GridConnection. java:134)
1 more

o ISE AH] 2 U] A =

application stop ise
application start ise

A A &7 WAIA 7 A EHH FE Q1A E truststoreFilename 7] A 72~ (©] o of] A = root3.jks)°ll

Z7bal ok g o,

./register.sh -keystoreFilename pxGridClient.jks -keystorePassword ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description MACBOOK -username Macbook PRO -hostname 10.0.0.96

——————— properties —-------

version=1.0.0

hostnames=10.0.0.96

username=Macbook PRO

descriptipon=MACBOOK

keystoreFilename=pxGridClient.jks

keystorePassword=ciscol23

truststoreFilename=root3.jks

truststorePassword=ciscol23

registering...

connecting...

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException: root certificate not trusted of

[ise.lab6.com]
at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.SSLSocketImpl.fatal (SSLSocketImpl.java:1917)
at sun.security.ssl.Handshaker.fatalSE (Handshaker.java:301)
at sun.security.ssl.Handshaker.fatalSE (Handshaker.java:295)
at sun.security.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:1471)
at sun.security.ssl.ClientHandshaker.processMessage (ClientHandshaker.java:212)
at sun.security.ssl.Handshaker.processLoop (Handshaker.java:936)
at sun.security.ssl.Handshaker.process record(Handshaker.java:871)
at sun.security.ssl.SSLSocketImpl.readRecord (SSLSocketImpl.java:1043)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection.java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader.java:43)
at org.jivesoftware.smack.PacketReader$l.run (PacketReader.java:70)

Caused by: java.security.cert.CertificateException: root certificate not trusted of [ise.lab6.com]
at org.jivesoftware.smack.ServerTrustManager.checkServerTrusted (ServerTrustManager.java:144)
at sun.security.ssl.AbstractTrustManagerWrapper.checkServerTrusted (SSLContextImpl.java:865)
at sun.security.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:1453)
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