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KXFAXHE

ASSCRG T ) AE RS 03 IR 55 518 (ISE) 1.3 2L R b 3% pxGrid AR TR S AEPERIZE o 1 I 2
& ISE 1 pxGrid.
A SCRS ST A H WA ISE pxGrid 5 55 F1 pxGrid 27 il 5 A8 CA 244 HAE15
LR 2B SO PRGN A A DUE -8 I oAby Bt (9l 2544 ISE S IE BRI pxGrid FEACIEFD) -
(1&/F Cisco pxGrid BEEHEF)

o EPAANLII (CA) 254 1) pxGrid ISE 1 £ A1 CA 2544 1) pxGrid % ) i

o EBMUAMNI (CA) 2441 pxGrid % 7 i Al H 28 44 1) ISE pxGrid 77 s iE 1)

o [ ZAF1 Y ISE pxGrid 1 A pxGrid 2%/ i
A7 FAEMARFREL i B pxGrid (0158, ES LTS % %R

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure_and Test Integration with Cisco pxGrid.pdf

ASCRPRE A 43 3 A 2 ISE PR KIS ISE pxGrid 19 s BC B A pxGrid M-S HIECE . 1 T0X L0 S 1
pxGrid & /7 i /21247 OSX 10.8.5 [ MacBook Pro Al H - pxGrid java SDK [f] Oracle Java Development Kit
(jdk-8u-20-macros-x64.dmg). AR EIZAT I HABIRAN Linux, 1520
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-
84zConfigure and Test Integration with Cisco pxGrid.pdf

AR SCRG IR AW A H] POC #8E H Br F 1K) B 25 44 Uk A5 R ASUE P9 R L & pxGrid ISE 1 5io A, Wsk 1 i
FEAAE R, BT S BRSO

Microsoft Enterprise 2008 CA R2 {MV R ik 45 # H THE B MU LR (CA), pxGrid &/ Uik 5+ pxGrid 15 fiiE+
HISE 1 sk P8l HAE 4
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%22 iR Ll

Skl

SBRRT G AN (pxGrid) WAL IT SRt AR RSy (Bl 2 MM R G, a6, 57
NCEAE R, SRV BTG, UL A IT 25 F6) ZIRSEIEF & (1 2 LN 5 9 2 RS0
fEo IR N Al 55 8028 T R IN S ARG SRR AT DA pxGrid 3l K An /AT 5%, 54 pxGrid
B & KAE T pxGrid FIEM AL AR GACH G Fff H o

pxGrid FEH =B KATT pxGrid % 7 4 fl pxGrid #5425 CHIREVE G 43 ik 45 51 % [I1SE] pxGrid
PR .

o pxGrid % /i ZEAT H AR 38 pxGrid RATTT - 22BN 43 k455 1% (ISE) 1.3 Jitth, ISE ZUIbfH
B RN IhEE MIME—RAT T

o pxGrid & /'3 - 0 LU SCRF AR 24 . pxGrid 4B R A1E KA E0E 1217 pxGrid SDK 1) Linux
o MAC ML, ST AAn 45 S

o pxGrid s - BB SR IRSS 514 (ISE) pxGrid 15 5%, F T4 1% s /48 BEA 801 T AR .
ISE K AT LA M5 6 F2

e SessionDirectory - T2 B B IE 1) 802.1X 231 K23 1 @ M

e EndpointProtectionService - |9 3& W % 2% 42l (ANC) i 25 /B0 B 25 2% fif e

e TrustsecMetadataCapability - % 4=ZH A5 (SGT) 15 &

e EndpointProfileMetadata - ISE Hl% {5 &

e IdentityGroup - ZH A1 43 H7 15 &
pxGrid 27 diig 4 1T H 1K 26 3= JUF SR EX ISE 5 5605 5

ISE & T oA B, SEARB A W A AR MG F2 PAN CEEE Admin 7555 , F3E
MnT (542D 54, PSN CGREEEIRSS T A o pxGrid 5 s S AE A H A AR T, 1 HAE CA GIETI
RMU) 254 R v 7 EA0 ) A e UK pxGrid B . A ST A G AEIX P ISE 434 U858 HH %) ISE pxGrid
4 AR ISE pxGrid 2 /7 i AR 4H ] CA 2544 FIAE P T pxGrid Ao & IFE P22 K .

Ak, AR RGIEE A G pxGrid £ -2 E

TEASCRYH, 1247 0SX 10.8.5 1) MAC ¥4 Hi{E pxGrid & by o

Microsoft Enterprise CA (Certificate Authority) 2008 R2 il 45 %K HIVEF 2 1) CA IR %5 %% 1R, H T pxGrid 1
8 SCRSRRCRE R I LA 26 7 iy 473 B0 0 IR 452 547 B0 E 1R 38 5 10 2% B v (EKU). EKU H T8 SGIF B T,
HULTISO & XA RbRIASRT (OID) Sk X5 fEstfii &6, —MH TP um S iE (1.3.6.1 .5.5.7.3.2), 5—
AT IR S5 28 5 43 5 (1.3.6.1.5.5.7.3.1),
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£ pxGrid A #Y ISE 9 HEREEE N

¥ Windows 2008 R2 Enterprise CA Jlx 55 #5H A CA HLi4. ¥ CA HRIEH T ARIBEA ISE 9 s 25 F R GLUEH
FEd . CA KA ISE 5 & (pxGrid 5 fiBRAM) e XIH) Web RS SR R BE 51 “usage” 1E154 CSR 75 A1
RIS .

pxGrid 7 s AL 3 SOBER, (R INFA 35 0 7 i B 0 60 AR AN I 55 4 2 0 S UE ) EKCU

&: pxGrid #HRBE AT LLZ Windows 2003 8B PARIRETEI A, WATELZRINT B AT % P iR S A IEMAR 5 2R 50 10EA EKU B A R R
U

WK pxGrid 5 R A PRI ZHI BB F2E PAN GEFFLED 5 RO 2 MaT (IEE W RFUED
[, pxGrid #:AE4 REKI) o

F: MRETH-&H pxGrid BB, NEIEE— pxGrid TS (£E pxGrid 5) WAH/FAXNSHEETE PAN HEMEEMnT BHEd. 8%
A pxGrid T (5B pxGrid T5) BI2B/FASAFT S H 24#HE) PAN ¥5 S 8Ui#HEN MnT &5,

FELE R T ) ISE 43 A SR BT S BN ] ISE 1 s E B AR s Ol . IR, EHLA “usage” WETHT
% pxGrid 5 55T ISE 15 55 CSR ERAE L FE . CA RSS2 H “Web server” AR 41X i sk F2 it
A% . 1M pxGrid “usage” 1E5 M H T pxGrid 15 & CSR 1K, H HE X pxGrid B FEHEAR S .

e ¥

CA Web Template
{ISE admin “usage” cert)

Ca Web Template
(ISE admin “usage” cert)

i S

e,)

CA Web Template

|
PSN . (ISE admin 'usaie:jﬁ}__.__
C.B

mﬂ.ﬂa (ISE pxGrid “usage” ceri
-

+ pxGrid template contains both client
and server authentication
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NEE R T 045 ISE S 55 7 1) pxGrid 5 A ACE « pxGrid 5 mU7E BT A2 P2 IR ip A A A Y 1.
T pxGrid 5 5 A BRI A2 ) 21 5 PAN 5 AURI S 2 MInT 5 5501 R GEUE 15 26 J5 A fig S 1) pxGrrid

Pl o

ISE Distributed Environment

Primary Primary

PAN MnT
Public/Key Publ
pxGrid ] pisﬁ'(“

Client
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pxGrid ABEEE

BL & Microsoft CA 2008 R2 7 )M ki pxGrid #4R
AT pxGrid UE PR FIBCE . pxGrid AR 2 [F] 6015 125 7 i B 47 360 1E R i 254 5 47 50 UE ¥ EKU
B pxGrid AR 120 B WF

HB1  Select -> Administrative Tools -> Certificate Authority -> CA IRZ5 25551 “+7 FHiFIR > 75 5
Certificate Templates -> Manage

T2 ST User B I1E$E Duplicate -> Select -> Windows 2003 Enterprise -> OK

| Certificate Templates (WIN-BG7GPt | T Name = | Minimum Supported cas | ver « |

#| Domain Controller Authentication Windows Server 2003 Ent...  11C

1] EFS Recovery Agent Windows 2000 6.1

& Envolment Agent Windows 2000 4.1

5 Frraliment Anent (Comniiter) Windnws 2000 5.1

6.1

You can create certificate templates with advanced properties. However, 7.1

not all Windows CAs support all certificate template properties, Select the 8.1

mgmmmwm}ﬁrumu 7.1

11

¥ Windows Server 2003 Enterprise 102

101

" Windows Server 2008 Enterprise 100

101

Learn more about Certificate Template Versions. 5.1

4.1

oK I Cancel 8.1

1L

] subordinate Certification Authority Windows 2000 5.1

T Trust List Signing Windows 2000 31

B user Windows 2000 R

5l User Signature Only Windows 2000 4.1

T Web Server Windows 2000 4.1
5 workstation Authentication Windows Server 2003 Ent... 101
-

4| | 2l | a

3E: 1%#% Windows Server 2003 Enterprise it H 2R T##R CA O T 5k S,

Certificate Template:
| pxGrid )
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REERIEIE CiIsco.

T3 AL PR AFR, BUHES “Publish certificate in Active Directory” , $EAEA RUIHF£L 210 .

=101 x|
Tre Acon vew e T ]
= || = | Hcn  lsswanceRe | | |
[ Certificate Templates (WIN-BG 7GRt | RequestHanding | Subject Name |  Server

Template display name:

[pxGrid

St Chs: Server 2003 Enterprise
Template name:
[pxGrid

Validity period: Renewal period:
[ Shoe =1 [ 2fwese =

I Publish certiicate in Active Directory

I Do not automatically reenrall it @ duplicate certificate exists inActive 54
Drirectony 4.1
6.1
I—?u il of smart card certifi use the existing key 11
if a new key cannot be created 5.1
3.1
3.1
4.1
4.1
101
<l | | oK | Cancel Aoply Heo || o
[ T
$®4 5 Extensions -> Add -> Server Authentication -> OK -> Apply
[ Ceruficate Tempiatesconsole, =T
e i, W X
@m0 = | B  Gee | Roqnldw-!_ Subject Name Ils.w
) = Issuance Requirements | Superseded Templates Exensions | Securty
To modffy an extension, select it, and then click Edit.
B included in this templ;
Application Policies
|| Basic Constraints
DCert'ﬁcaeTu'nplchmnajm
Dlssuance Policies
Key Usage
Description of Application Policies:
Acthertication =
File System
Email
PAuthentication
17
K1 I— 2 o i i peb
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& pxGrid EA-ZFHAEER) pxGrid H S ELE

AU SCISE 19 /i ARG CSR 1K LA N CA HLRSRBGIE T 20 3R . IX 2 A ISE 49 A 255 28 1) 7R sk
Fio MR E M M N TG, ARG M E 3 Admin 5 ST A

pxGrid 1 S22 ISE pxGrid “usage” ilE10FH T-#)4h CSR 53K, FF i br e XA MS CA “pxGrid” FR b4 ik
%o IR RUEKE 5 )4 pxGrid CSR 53K 48AE «

B AFAARVAXN N pxGrid 155 T, ARG FNE 2 PAN 15 AU 322 MnT 15 5irb .

E: £ pxGrid TA-ERAEER, EBFE-ANTAIEE pxGrid T A8 A A/FAAN S ABIHEN PAN T5 SF0488) MnT .

2 Microsoft CA FRUFP5 3K H: S A BIREA ISE VW 2GR G BEY, SRJ5A M “Trust for
Authentication within ISE” .

H R CA EZ T RIEH
LA RS BEREA FH CA BRIE TS, i ISE W54 CSR R LRI 1315 CSR R SBE 25 88

7 TH CAMUERMEMREZRSZAIERIEKE, ik base 64 183X

I % base 64 ¥ 1H) CA HRIETS.

Microsoft Active Directory Certificate Services — lab6-WIN-BGTGPQO53ID-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab6-WIN-BG7GPQO53ID-CA]

Encoding method:
DER

(= Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download |latest delta CRL




REERIEIE Cisco.

&2

&

=3

BN ZAFAERIUE S A

Administration -> System -> Certificates -> Trusted Certificates

= ;> Home  Operations| ¥  Policy| ¥  Guest Access | ¥
5 Identity Management i Network Resources |2 Device Portal Management |t} pxGrid Services [ Feed Service =8 pxGrid Identity Mapping
Deployment  Licensing logging  Maintenance  Backup &Restore  Admin Access  Settings

TAMIGHER i Cortiicara intorthn Geetifiuts o

* Certificate File | Browse... | root.cer

Overview

Friendly Name |

System Certificates
Trusted For:

Endpoint Certificates Trust for authentication within ISE

[T Trust for client authentication and Syslog
) Tust o autrentication of Cico Serices

OCSP Client Profile [] validate Certificate Extensions

Certificate Signing Requests Descri [

(o)

FEARST IR O T (¥ Admin 5 5. MnT 5 50R1 PSN 5 54/ CSR.
Administration -> System -> Certificates -> Certificate Signing Requests - “admin” {IF 15 72

7> Home Operations ¥  Policy|¥  GuestAccess|¥  Administration | ¥
& Identity Management [ Network Resources |8, Device Portal Management e pxGrid Services |4 Feed Service 48 pxGrid Id
Deployment  Licensing logging  Maintenance  Backup&Restore  AdminAccess  Settings

w©
Node(s)

ay (L |

Internal CA Settings Country (€) l:l

(irer = Generate CSR's for these Nodes:

Node CSR Friendly Name
System Certificates

admin2 admin2 #Admin
Endpoint Certificates

Subject
Trusted Certificates
Common Name (CN) [ admin2./ab6.com | €
P Clit

OCSP Gllent Proflie Organizational Unit (OU) | |
Certificate Signing Requests Organization (0) | |

Certificate Templates & ]
Subject Atternative Name (SAN) | DNS Name + | | admin2.lab.com —
External CA Settings
*KeyLart
" it to S Wt
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$B4 [ MS CA “Web Server” R4 Admin 1555, MnT 35 S A1 PSN 5 & (0E i SR EAE IR S

Microsoft Active Directory Certificate Services - |ab6-WIN-BG7GPQO053ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PI
Request box.

Saved Request:

IW9Z9LI50nIaKmRjyfSg707fGw+zWRF LHSg+XYik91K
Base-B4-encoded | ycDLj4KDhreTLE19CFy+UIAAIb2ZHMCUvMFGAFKXT +1r
certificate request | CCB4ARmUjLmMICP+ScKxMtYqU9aloxkZSeFpXnbMustSi

(CMC or JErNcWzbWxBS)q Twiwl+ RwoSrUvjdvwbDhjMIzFn5D2
PKCS #10 or 60yMHODELVP/YkR1xBbSStRIXAQM
PKCS #7: | END CERTIFICATE REQUEST-—-—-
4
Certificate Template:
| Web Server :)

Additional Attributes:

Attributes:

Submit >

x5 %X base 64 Gtk =L IIUE TS

Sk

Microsoft Active Directory Certificate Services — lab6-WIN-BGTGPQO053ID-CA

Certificate Issued

The certificate you requested was issued to you.

DER encoded or (=/Base 64 encoded

m Download certificate
Download certificate chain

FE6  FUETI ) SEEA ISE WA CSRIERIPE . (Hln: Admin 7553, MnT 5 50N PSN 9 51D
Administration -> System -> Certificates -> Certificate Signing Requests -> ZEFEIE 15 I 46 &

> Home  Operations | ¥  Policy| ¥  GuestAccess|¥  Administration | ¥
54 Identity Management B Network Resources (25 Device Portal Management & prGrid Services [, Feed Service 48 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management

Overview ‘Generate Certificate Signing Requests (CSR)
A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority.
System Certificates a request has been signed, click "bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certificates JoView  @oBpot Y Delete [ Bind Certificate | show [l -
[[] Friendly Name Certificate Subject Key Length Group Tag Timestamp & Host
[ Oxiikaes admin2#Admin C=admin2.lab6.com 2048 Fri, 30 Jan 2015 admin2
OCSP Client Profile




R ERIEE R

SImIr
CISCO.

HI®T

HIE8

A EEAS ISE 5 i AT AR, AR5 5EAL

7 Home  Operations | *  Policy| ¥ Guest Access | ¥

S

5 Identity Management i Network Resources [2 Device Portal Management [E3) pxGrid Services

Deployment  Licensing logging ~ Mantenance  Backup&Restore  Admin Access  Settings

Bind CA Signed Certificate

|, Feed Service 418 pxGrid Id

Overview
* Certificate File | Browse... | admin2.cer
System Certificates
Friendly Name |
Endpoaint Certificates Allow Wildcard Certificates ] i
= o Validate Certificate Extensions []
Usage
OCSP Client Profile ¥ Admin: Use certificate to authenticate the ISE Admin Portal
Certificate Signing Requests
Submit 5 Cancel
s

4 pxGrid 17 55 4E Y CSR.

Administration -> System -> Certificates -> Certificate Signing Requests - “pxGrid” 15 %

/) Home  Operations| ¥  Policy | ¥ Guest Access | ¥

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management
Usage

e Certificate(s) will be used for [pxGrid -
Node(s)
System Certificates Generate CSR's for these Nodes:
Endpoint Certificates Node CSR Friendly Name
pxgrid2 pxgrid2 #pxGrid
Trusted Certificates
OCSP Cllent Profile Subjack

Slidentity Management @ NetworkResources |25 Device Portal Management |5 pxGrid Services [ Feed Service 8 pxGrid ]

Commen Name (CN) | pxarid2.lab6.com
Certificate Signing Requests
Organizational Unit (QU) |

o ‘
aty @ |

Internal CA Settings

State (ST) |

Certificate Templates Country(C) [ ]

External CA Settings

S—— ﬁ‘ R '” e 2|3b5m ST
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T  FRATTERK MS CA “pxGrid” b, A pxGrid 5 £ FUE PG KPR 5 .

Microsoft Active Directory Certificate Services — 1ab6-WIN-BG7GPQO53ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal
Request box.

Saved Request:

SRnguZBuWelK9a0GnbjskxGBIByaucLrc3ctd13mLGM
Base-64-encoded | 072Brmk12HLsNIxjfrxQeS/HS +7VMF7WoanZit50fV1:
certificate request | 1UNoh05)5FGWG 1uvMKNMBOVTnwjD/BownzK9jl-+4#

(CMC or eZtk0iHwHIuP0/DUxSX)ZrbCQPDW7 lekvhKRgFoludC:
PKCS #10 or Anrg7MmXdFrtWzndPEDC3uVow2 FgVLWE
PKCS #7): |7 END CERTIFICATE REQUEST----~
4
Certificate Template:
| pxGrid :)

Additional Attributes:

Attributes:

|

 Submit >

P10 K pxGrid UE P pxGrid 17 5 CSR WK 45 .
Administration -> System -> Certificates -> Certificate Signing Requests -> &£ pxGrid 1 i HE g ik 15

The certificate you are importing or generating matches an
existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

FEEZE PAN 15570 MnT T5 = Rt pxCrid 5 /2 2 $A/FA %A
L ATKS pxGrid 7 1S KR 2 B RABIA A U0 9 PAN 45 K0R MnT 5 A0 oIRGB F ik

TIEA LEPAT AT 2225, M pxGrid 15 AR R GE P ET SH ARG, RI5SABITR 2
Admin 7 S MnT W S RGUEBES,
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i WMREFEENE ISE 1.3 BEFEHMIN pxGrid A, ATLUMNEE PAN FTEMARFIEBES S pxGrid TR AA/MAN, ARBANEEE
PAN Fi S F1EE MnT 545

Administration -> System -> Certificates -> System Certificates, ZEFFUET5 I T HAIE B AIFAEH
WA RV FR (BN ciscol23) o IBF A T AT PEM M PVK (A FH/ALAEHAD
R s 4 SO

Export Certificate "pxgrid1.lab6.com,pxgrid1.lab6.com#lab6-WIN-BG7GPQO053ID-CA#00002' X
() Export Certificate Only

(%) Export Certificate and Private Key

*Private Key Password | sesnenen |

*Confirm Password | srenanee |

‘Warning: Exporting 2 private key is not a secure operation. It could lead to possible exposure of the private key.

EZ3 (cncel |

FE2 X TS Admin R, CREAPHRRAHE A BIRGOERET, RIEHRAL
Administration -> System -> Certificates -> System Certificates, %A )5 5 A pxGrid PEM ilE 1

FPVK AE 1.
7> Home  Operations | ¥  Policy | ¥ mmlvﬁm

-+ System 5 Identity Management [ Network Resources Device Portal Management pxGrid Services Feed Service 28 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Import Server Certificate
Overview
- et e
System Certificates
* Certificate File | Browse... | pxgridllab6compxgridllabGco.pem
Endpoint Certificates * Private Key File | Browse... | pxaridllabGcompxgrid1iab6eo.pvk
Trusted Certificates Password [ sessssas
Friendly Name |
OCSP Client Profile
Allow Wildcard Certificates
Certificate Signing Requests v Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
net support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.
Certificate Authority Validate Certificate Extensions [] (i
Internal CA Settings Usage
O Admin: Use certificate to authenticate the ISE Admin Portal
Certificate Templates [ EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

- pxGrid: Use certificate for the pxGrid Controller
External CA Settings

O Portal: Use for portal




REERIEIE Cisco.

$I% 3

XTI AR ) 2 MnT 5 5, B AR AR RFUEBEST, ARG,
Administration -> System -> Certificates -> System Certificates, #XJ5 5 A pxGrid PEM ilF1
A PVKAET .

7 Home  Operations | ¥  Poliey| ™  Guest Access| ¥ Administration | ¥
5 Tdentity Management B Network Resources Device Portal Management pxGrid Services Feed Service 2.8 pxGrid Tdentity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management
Import Server Certificate
Overview
st e
System Certificat
* Certificate File | Brow: | pxgridllab6compxgrid llab6co.pem
Endpaint Certificates * Private Key File | Browse... | pxgridllabGcompxgrid llab6co.pvk
Trusted Certificates Password | s ;
Friendly Name | i
OCSP Client Profile
Allow Wildeard Certificates | |
Certificate Signing Requests v Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.
Certificate Authority Validate Certificate Extensions [ #

Usage
[ Admin: Use certificate to authenticate the ISE Admin Portal

Internal CA Settings

Certificate Templates [ EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

pxGrid: Use certificate for the pxGrid Controller
External CA Settings

O Portal: Use for portal

$IE4

pxGrid APUAYPIRE s T 1 PAN A £/ 2 MnT 15 i R GEE T

40> Home  Operations| ¥  Policy|¥  GuestAccess|¥  Administration | ¥

1 Identity Management B Network Resources

[ cectes

|8 Device Portal Management pxGrid Services

Admin Access

Feed Service

248 pxGrid Identity Mapping

Deployment Licensing Maintenance Backup & Restore Settings

Certificate Management System Certificates /. For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
— / Edit | (b Generate Self Signed Certificate | (5= Import | (@ Export | [ Delete | [ O view
| Friendly Name Group Tag | Used By | Issued To | Issued By Valid From Expiration Date
¥ admint
adminl.lab.com,adminl.la A .
Endpoint Certificates [ b6.comé#labs-WIN-BG7GPQ :::E::g:m s:za’?"me”t'cam"’ AdMI, o min 1. lab6.com ::DG WIN-BGTGPQOS3IDC 0 50 Jan 2015 Fri, 20 Jan 2017
0531D-CA#00003 P
. Ppxgrid1.labb.com,pxgridl.la y
Trusted Certificates O b6.comé#lab6-WIN-BG7GPQ prGrid pxgridL.lab6.com I:WMN BG7GPQOS3ID-C 9 20 Jan 2015 Fri, 20 Jan 2017
0531D-CA#00004
OCSP Client Profile » admin2
¥ mntl
Certificate Signing Requests mnt1.lab6.com,mnt1.lab6.c - .
() omé#lab6-WIN-G7GPQosar erault Portal  EAP Authentication, Admin, ) (o com 1ab6-WIN-BG7GPQUS3ICC 1. 20 3an 2015 Fri, 20 Jan 2017
Certificate Group  Portal A
D-CA#00003
Certificate Autho pxgrid .lab6.com,pxgridl.la -~ .
[0  b6.com#lab6-WIN-BGIGPQ pxGrid pxgrid1.lab6.com I:bﬁwm BCISUBIES Tue, 20 Jan 2015 Fri, 20 Jan 2017

0531ID-CA#00004

©2015 BRIAZE LA
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HESIETH

L E 21 N EEH pxGrid session_download 1A, M ISE MnT 1 i3ty sh &8 M AW, XFERI Tt 2
23 SRR 802.1X 2 U A XTI ISE 1 3575 R AT HI 1@ M. F MnT ¥ 1)~ 8] (PEM) S 5]
pxGrid & /7 i 4 4 DER, 2R )5 5 A3 truststoreFilename Z4HFEH . ILEAER TRE G A48, 1 DULE I 22 4%
MR AP RS MaT 5 fGE .

&E: 7 pxGrid TA-EMEED, FEFEE MnT TiRMEE MnT T SEHEB &S AE pxGrid ZRHH . WREPE—MERFEFE, WSEEH
B FRE YRR, A T &R pxGrid 9.5

$IE1

BOAFTR ) MnT 7 50F A E %8, SRR pxGrid 77 i THEE 205 T8
Administration -> Certificates -> Certificate Management -> System Certificates, #XJ5i%+£ MnT & M IE

I T AR

Export Certificate 'mnt2.lab6.com,mnt2.lab6.com#lab6-WIN-BG7GPQ0531D-CA#00001" x

® Export Certificate Only

) Export Certificate and Private Key
*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

oo [N




R ERIEE R

SImIr
CISCO.

AR HNIRE T ISE T =

i 3% Admin (PAN) 5 S0 M T E 2 PAN 555, 32 MnT 5 . PSN Y S50 pxGrid
ISE i .,

AN A B 5 LR
$B1L KBTHN Admin 155 8% E O V)RS 2 Admin A2 MaT {4,

. ot 4> Home Operations|*  Policy| ¥  GuestAccess|¥  Administration | ¥ ’
8 1dentity Management i Network Resources [2 Device Portal Management &) PXGrid Services | Feed Service 5 & pxGrid Identity Mapping
Licensing  Certificates  Logging  Maintenance  Backup&Restore  AdminAccess  Settings

Deployment Edit Node
» % Deployment
Hostname admin2
FQDN admin2.lab6.com
IP Address 10.0.0.42
Node Type Identity Services Engine (ISE)
Personas
| Administration Role PRIMARY Make Standalone. | |
g Monitoring Role PRIMARY |* Other Monitoring Node
[ Policy Service
Enable Session Services
Include Node in Node Group  None = L
Enable Profiling Service
[ pxGrid

S22 MR L MaT 1 ST MnT 35 2.

LT AT

. £E PAN [ SEEAAME MnT f&. 2R MnT At

—_—

sco Ide 72> Home  Operations | ¥  Policy |¥  GuestAccess|¥  Administration | ¥
A 1dentity Management i Network Resources [2 Device Portal Management & pxGirid Services [5 Feed Service 1§ pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > Configure Node

Deo) i - Register ISE Node - Step 2: Configure Node
T ET v General Settings
» = Deployment

Hostname mnt2
FQDN mnt2.lab6.com
IP Address 10.0.0.45
Node Type Identity Services Engine (ISE)

Personas
[ Administration Role SECONDARY

: Monitoring Role | prIMARY | = Other Monitoring Node | admin2
[ Policy Service

Enable Session Services
Include Node in Node Group = None .|

Enable Profiling Service

ClpxGrid

©2015 BRAFK AR
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$®3  ENPSN A

- * Home  Operations | v Policy| ¥ GuestAccess| Y Administration
5 Identity Management i Network Resourcs [2& Device Portal Management PXGrid Services Feed Service 58 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
e Deployment Nodes List > Cenfigure Node

Register ISE Node - Step 2: Configure Node
w-lE- °s

» o Deployment

Hestname psal
FQDN psni.lab.com

1P Address 10.0.0.46

Node Type Identity Services Engine (ISE)

Personas
[ Administration Rolel SECONDARY |
M Role | SECONDARY | Other Monitoring Node | ]

Policy Service

Enable Session Services i/

Include Node in Noc Group

Enable Profiling Service

$4  FM pxGrid 15T

_—

Operations | ¥ Policy | ¥ GuestAccess| ¥ Administration.
5 Tdentity Management B Network Resources 22 Device Portal Management DXGrid Services Feed Service 58 pxGrid Tdentity Mapping
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access  Settings

Deployment Nodes List > Configure Node
Register ISE Node - Step 2: Configure Node
e @

Hostname pxgridi
FQDN pxgrid1.labé.com
1P Address 10.0.0.48
Node Type Identity Services Engine (ISE)

Personas
[ Administration Role SECONDARY |

[ Monitoring Role | SECONDARY = | Other Monitoring Node |

[ Policy Servica

|_| Enable Session Services (i B B
Include Node in Node Group | None x|

| Enable Profiling Service

[ApxGrid i

HB5 e pxGrid fR 5% E )0 3hIF B4 ISE KA 3 fE Administration -> pxGrid Services,
[A] )3 . Auto Registration

) Home  Operations | *  Policy| ¥ Guest Access| ¥ Administration | ¥
o System 4 Identity Management i Network Resources [22] Device Portal Management [ Feed Serviee 448 pxGrid Identity Mapping

€
Live Log
g Enable @) Disable @Appﬂwe © Group W Decline 0 Delete ‘gkefresh Total Pending Approval{0) = 1-30f3 Sh
O | cient Name | Glfent Description | Capabilties | status Client Group | Log
[ » ise-admin-admini Capabilities{2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnti Capabilities{2 Pub, 0 Sub) Online Administrator View

©2015 BRIAZE LA
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pxGrid & P iR EE

pxGrid Service ¢ LA {5 7 o e B 2 i I B LAR AEZE T Auto-Registration I X2 i “ Hole ” 153K
BATEAUNIEhRE . B FIE R T A 20 i L M 2 e oA S R iy H A g S e ko

> > Home Operations| ¥  Policy| ¥  GuestAccess!¥  Administration | ¥ i
o= System L Identity Management i Vetwork Resources [22] Device Portal Managemenit &5 Feed Service 28 pxGrid Identity Mapping

OEnable Auto-Registration Disable Auto-Registratic

View By Capabilith
e o9
fEnable  @Disable  (@Approve @ Group W Decine  E)Delete ~ | {hRefresh | Total Pending Approval(0) ~ 1-50f5 Show 25 - perpage Page of 1

Client Name Client Description Capabilities Status Client Group Log

ise-admin-panl Capabilities(2 Pub, 1 Sub) Online Administrator View
Ise-mnt-mntl (Capabilities(2 Pub, 0 Sub) Online Administrator View
ise-admin-mnt1 Capabilities(0 Pub, 0 Sub) Online Administrator View
'wsa2.lab6.com-test_client pxGrid Connection from WSA (Capabilities(0 Pub, 0 Sub) Offline Session View
wsa2.labé.com-pxgrid_client pxGrid Connection from WSA. Capabilities(0 Pub, 0 Sub) Offline Session View

O DDk OEd
vy v vy

Enable Auto-Registration - Ji ] HaIF M, 18 pxGrid % 7 i W) 4G5 4 Sk 56 5, pxGrid %57 i B 273

Disable Auto-Registration - 25 1] (120, pxGrid 2 P ot Or4F “ it ” IRAS, B 205 BE DU A AAH N
“session” 4l “EPS” 41+,

Client Groups - client 2 == ZE M 2] “session” 4, H T pxGrid #1F.
Administrator - >4 ISE Tii ¥4
Session - 15 r] 231 J& P05 &
EPS - “session” 411 superset, T ANC “ FH iGN &g 457 A4 lE

Live Log - ‘7% P diig i3 AN 3= 0T F (0 ) S0l sg




R & AR clsco.

o2 System 5 Identity Management i Network Resources [22) Device Portal Management [ Feed £8 pxGrid Identity Mapg
\
cirs
€ Cear Logs  F)Resync 43 Refresh 1-250f2104  She
Client Name | Capability Name | Event Type | Timestamp Other Attributes

ise-admin-pan1@xagrid.ciscocom  GridControllerAdminServiceCapab...  Client subscribed 7:49:49 PM EST, Apr 17 2015
Resync database 7:49:49 PM EST, Apr 17 2015
ise-admin-mnt1@xgrid.cisco.com Client online 3:13:34 PM EST, Apr 16 2015
ise-admin-mnt1@xarid.cisco.com Client deleted 3:13:33 PM EST, Apr 16 2015
Resync database 3:13:29 PM EST, Apr 16 2015
ise-admin-mnt1@xgrid.cisco.com Client online 3:09:07 PM EST, Apr 16 2015
Resync database 3:09:02 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid. cisco.com SessionDirectoryCapability-1.0 Publisher added 3:07:34 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid, cisco.com IdentityGroupCapability-1,0 Publisher added 3:07:33 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com Client online 3:07:33 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com Client deleted 3:07:31 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com SessionDirectoryCapability-1.0 Publisher deleted 3:07:31 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com IdentityGroupCapability-1.0 Publisher deleted 3:07:19 PM EST, Apr 16 2015
ise-admin-pan1@xgrid.cisco.com  GridControllerAdminServiceCapab...  Client subscribed 2:44:47 PM EST, Apr 16 2015
Resync database 2:44:47 PM EST, Apr 16 2015
wsaz.lab6.com-pxgrid_client@xg...  SessionDirectoryCapability-1.0 Client subscribed 8:17:37 PM EST, Apr 15 2015
wsa2.labb.com-pxarid_client@xg...  TrustSecMetaDataCapability-1.0  Client subscribed 8:17:37 PM EST, Apr 15 2015

©2015 BRIAZE LA
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pxGrid & P imbc &

AN AT 22 T pxGrid 7= AR Y pxGrid java SDK. RIS 1T Register.sh, 14z pxGrid £ il #%
HEH AT, SR)GH4IE1T Session_download.sh, M ISE FHIEFSIH LK. R IX LA AT HEA
{B‘Jﬁﬁ LAt IR pxGrid %57 3 55 ISE 2 [A) ARIERFIEAE BE 1 TAE . an RZENAIT A shell JIA CRLHELRTFR A

A RA IR 55 [EPS] IR & NV M 26 25 1] [ANC] 2D, S
(http.//Www.c1sco.com/c/dam/en/us/td/docs/securlty/lse/howﬁto/HowT0—84—
Configure_and_Test_Integration with Cisco_pxGrid.pdf)

pxGrid Java sdk &3
IH IR RN 7 BIBAZREL pxGrid java SDK ¢

1 FEE) Linux #44F R 483& H ) Oracle Java Development Kit:
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

B4 %% Oracle Java Development Kit, ASUEIZCR S A 1 IHCA T Java.

E: RER MAC #TIR, FS R T WUL T BN EN4 Java: https://www.java.com/en/download/help/mac_uninstall_java.xml
MREFERRRE Centos 6.5, 155 M FZ Centos 6.5 fliig Java F1%4E JDK 8.0

fif JESCHE e . tar -zxf pxgrid-sdk-x.x.x-dist.tar.gz
BRI LLT A2
e Lib- &7 GCL &
o Samples - f175 bin. certs. conf. lib Fl src H 3%
o Bin- A& A G HA
o Certs - U5 T FEA pxGrid 43 UEF AT rootSample IF 5
o Src- @& AT Java YT
BIE4T pxGrid wBIIA, 54 “JAVA_ HOME=" RIEEASE R jre 1%
N EL MAC 0 m EA B o
BRFE jre BARIINLE, THIBITUL Find:

E: 1B1T sudo ML ETEE root LR

sudo find / -name java

Password:

/Applications/pxGridsdk/pxgrid-sdk-1.0.0/samples/src/java

find: /dev/£fd/3: Not a directory

find: /dev/£fd/4: Not a directory

/Library/Internet Plug-Ins/JavaAppletPlugin.plugin/Contents/Home/bin/java
/Library/Java/JavaVirtualMachines/jdk1l.8.0_25.jdk/Contents/Home/bin/java
/Library/Java/JavaVirtualMachines/jdk1l.8.0_25.jdk/Contents/Home/jre/bin/java



http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
https://www.java.com/en/download/help/mac_uninstall_java.xml
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P42 “/Library/Java/JavaVirtualMachines/jdk1.8.0 25.jdk/Contents/Home/jre” ¥ fl1%] JAVA_ HOME

export JAVA HOME=/Library/Java/JavaVirtualMachines/jdkl.8.0_25.jdk/Contents/Home/jre

QW SAE A Y Linux BRARASE (1 an{di A Centos 64) , iEfifREHEE “keytool”

Append the “../jdkl.7._51/bin” to PATH

export
PATH=/usr/1ib64/qt3.3/bin: /usr/local/bin: /usr/bin: /bin:/usr/local/sbin: /usr/sbin:/sbin: /home/jeppich/bin: /usr
/java/3jdk1.7.0_51/bin

pxGrid 25 F i SDK Java Z4ARERI /Y

Java BHIFEAL I CA MAE . BN AIE 8L pxGrid %/ SiE 4. 24 UEF 2R 0 A S/ FAPIXT
Java %4 52 A 5 b PKCS #12 #428 (JKS).

WE-BAL ) PEM £ CER %3, Sx#f44 DER Jf 3 A H Java ZHET
FEASCRYH, BATEAEH CA 24 1) pxGrid %5/ itiiiE 151 CA 284419 ISE WE-15.
pxGrid AN EHE: BE pxGrid & )7 i 540 UE 1511 keystoreFilename DA A ARZE CA HEEFSFT MnT 75 £k 15

I¥] truststoreFilename .

AR, KEUE TR AR PRI, X8R B 7 DGR 1) % 1 keystorePassword F truststorePassword.

keystoreFilename. keystorePassword. truststoreFilename F/1 truststorePassword 7E pxGrid SDK JIA<H FF SASL
SO IUER pxGrid i (03%E#2

E R BRI, pxGrid 27 Gyt M 12 F2 21 pxGrid #8145

./register.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description test -username macbook-pro -hostname 10.0.0.48

——————— properties -------
version=1.0.0
hostnames=10.0.0.48
username=macbook-pro
descriptipon=test
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3. jks
truststorePassword=ciscol23
registering...

connecting. ..

account enabled

connected.

done registering.

connection closed




%o & RS Al

7E R MU R, pxGrid 257 i M MnT 5 8 3G sh & iE il sk

./session_download.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename
root3.jks -truststorePassword ciscol23 -username macbook-pro -hostname 10.0.0.48

——————— properties -------
version=1.0.0

hostnames=10.0.0.48
username=MacBook-Pro
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3. jks
truststorePassword=ciscol23
filter=null

start=null

end=null

connecting. ..

connected.

starting at Wed Dec 10 18:44:49 EST 2014...

session (ip=10.0.0.18, Audit Session Id=0A0000020000000B006E1086, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:D1:8D:90, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-
Id=00000002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Dec 10 16:41:48 EST
2014 )... ending at: Wed Dec 10 18:44:49 EST 2014

connection closed

pxGrid & FimiEHBcE

LU s RAIRERE P 3R O pxGrid %0/ i B s . QI CSRIER . R ANIER IR H) DER 5
pIE:IE 228 i

H: % pxGrid BRHEEEAT RS CA £& M pxGrid BRI CA SR pxGrid HAEBMER. AXRCIHBENIEER, B5AS%

R AT B i
oy pxGrid % s E BB
o HRIERABIAR CSR GIEHS LK) o FRHTRETRUAUN, A (e R 5 Fi T e e
o CANUIBERTIENTSE SLIGA% pxGrid BB CSR k44

o R AR RARIE A PKCS#12 U, L SCK F T % 4H % keystoreFilename (JKS) FlI
truststoreFilename (JKS)

o  {J## keystoreFilename (JKS)
o  {J## truststoreFilename (JKS)
o NH T A IE LI R FH2 110 ISE MnT 322795 2501 ISE MnT 4145 21 N ISE S 43E 15,
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o ¥ ISE Bkt PEM SCAFH64 0l DER #%30, 3[R CA HRUEF—#Ei# N3 truststorefileName 8.
e ¥4 pxGrid & /" ufilE 15 5 A 2 keystoreFilename (JKS)

o & CA HET T AF tuststoreFilename (JKS) H

o HWASCAFHRSZHIE] pxGrid 11 “./samples/bin/..” SCAFRAIFIEAT A

T ERAAH
M pxGrid & F i A A (914N mac key) o

i bt key BIRALUIREERTR, L&LL mac.key Al

openssl genrsa -out mac.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

HE1 AER CSRFER
2R CA FLRTESRIE TS ) CSR i3k (5120 mac.csr) o FRALTHIEMS (440 ciscol23)

FE: csr ATULEEE R, ARE—B AMALL mac.csr Af; F#E, RATHHAUREERR

openssl req -new -key mac.key -out mac.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:Eppich, Inc

FEA IR E RN ERTET 84, FRDHER

$2  CAHHK PxGrid CS iHR%4 .
CA MR 258 F pxGrid #EA CTRII L3 FH 55 7 i S 0 30 UE AT 25 2 £ 00 50 UE 1 EKUD $2 41t H
JHIEF .

#: BTFiAEFERR Windows 2003 B CA #i), FIULERRERF THTIFRS. SEHEAPRIRENEE BT E PinSP IR IEFAR S = 5418 EKU.
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Microsoft Active Directory Certificate Services — lab§-WIN-BG7GPQO53ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 re|
by an external source (such as a Web server) in the Saved Request box.

Saved Request:

OCAQEAXjh+uBGCGMpwxadhin6yxCwKYIBYhOY 5jrURxf
Base-Bd-encoded L ) o ovaro6a/ 1GIK3 chergzdBKQMyXVzhxZhag
certificate request |pr,3cMgOCyAscTxhnBNIIFsvLZYkSayPpmuaH3IL3

(CMC or Hm +6thRTVArKOGE 1ejxFd +0/2QxEn 19YMov7sRSWFUL
PKCS #10 or f+2+ptKB7AYGZPYWWr /kIBEbATG LhSUMMF+Aglcn
PKCS #7): 1002 3immp4egVabvhPenmkudiQBg==

UEST---—- 4
Certificate Template:

| pxGrid

Additional Attributes:

Attributes:

)

| Submit > |

$®3  AIE PKCS12 U
Y5 pxGrid % P il 5 (141 mac.cer) HIAAHAIEE pxGrid % /7 %t pkes12 3CAF (mac.pl2). I3
PR T B EER B, v LS AN pl12 WIBENLSCES . 36 CA R SCE (51 root2a)

openssl pkcsl2 -export -out mac.pl2 -inkey mac.key -in mac.cer -chain -CAfile root2a.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23

P4 h pxGrid B 4nfllE keystoreFilename
B pxGrid 2 ) i S S E (B0 mac.jks) o IXJE pxGrid %) i G 4y B EE, v LLEY R4
Ky ks BIBENL AL o IXKAE pxGrid AR 7524 keystoreFilename FISCHLH) keystorePassword.

keytool -importkeystore -srckeystore mac.pl2 -destkeystore mac.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password:

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

$®5 M ISE MnT EZEF SR ISE MnT 3B 5 S H AL ISE S4HEP
K AL ISE SE 5 H 3 pxGrid %/ 3, & S S0 R pem k8 2. Ba] LUE A4
P JEA Ky pem (ISCHE, AF L S TREC. AEAEIT, %S0 E A 4% 4 mntl.pem.

E: MREHIT pxGrid TH-EAEE, M pxGrid B A ik FFEZE ISE MnT TEH SF1 ISE Mnt $B1 T S 89EH
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Export Certificate 'Default seif-signed server certificate’

(®) Export Certificate Only

O Export Certificate and Private Key

*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

[Bpot [

HIE6 ¥ ISE MnT 5 S BFIEH M PEM R #HH DER &=

openssl x509 -outform der -in mntl.pem -out mntl.der

PSBT7 K ISE MnT DER CH%INF] truststoreFilename
¥ ISE SHE-BRINEMEEZESIE (B0 carootl jks) o X2 PE, WLUEY R4
K jks HIBENLSCAE 4L o XK K pxGrid A H 44 1) truststoreFilename F/1 truststorePassword.

keytool -import -alias isemnt -keystore carootl.jks -file mntl.der

Enter keystore password: ciscol23
Re-enter new password: ciscol23

Owner: CN=ise.lab6.com
Issuer: CN=lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:
F9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 0A 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AR R Y P
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#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

Trust this certificate? [no]: yes
Certificate was added to keystroke

S8 ¥ pxGrid FFUiEF F A3 keystoreFilename
¥ pxGrid % 7 iUk 55 A\ 2 S 2 H

Johns-MacBook-Pro:pxGridsdk jeppich$ keytool -import -alias pxGridMAC -keystore mac.jks -file
mac.cer

Enter keystore password: ciscol23

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]: yes

Certificate was added to keystore
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v RAEREIR IR DR INBIB A R ARN A, WITLER “no” , XALEEMuAM. RERT “yes” , EMRAIETDARIES KR
BEMTIER.

$E9 ¥ CARIFEEME truststoreFilename
B CAMRUE BRI B ZEAT R . CA MRIE P ZAGALI

keytool -import -alias ca_rootl -keystore carootl.jks -file root2a.cer

Enter keystore password: ciscol23
Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 0O

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

]

]

Trust this certificate? [no]: yes

Certificate was added to keystore

S0 B S HE (mac.jks) UG (carootl jks) & |2 pxGrid “../samples/bin/..” CAFJr,

pxGrid & Fis £ A-F A B R0

T pxGrid -2 FHECE, T2 322 MnT 15 sURE ) MnT 15 5 ASLUEF (PEM) #5°F th  pxGrid 2 ) %
Wk DER k%2 ﬁﬁg’[%ﬁﬂﬁ/l\lﬂf%%ﬂz [i] CA HRUETS (root2a.cer) — ¥ N2 truststoreFilename % 4H
JEr
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Johns-Macbook-Pro:mntnodes jeppich$ openssl x509 -outform der -in mntl.pem -out mntl.der
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias labl -keystore carootl.jks -file mntl.der
Enter keystore password:
Re-enter new password:
Owner: CN=mntl.labé6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 61326a18000000000031
Valid from: Tue Jan 20 20:08:40 EST 2015 until: Fri Jan 20 20:18:40 EST 2017
Certificate fingerprints:
MD5: D7:EC:5C:10:37:8D:6A:64:4C:51:BE:0B:7E:46:A4:36
SHAl: 6A:CF:48:0D:55:34:41:AA:D8:68:2C:06:86:6E:85:1A:80:7A:8E:BE
SHA256:
66:7C:74:C3:D8:50:D0:09:A2:AA:60:5C:9D:97:09:D9:75:30:DD:3D:4B:56:47:77:91:47:84:DF:46:57:53:6F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* . H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUNIE S Y B

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: caIssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1
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#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mntl.lab6.com
1

#11: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

Trust this certificate? [no]: yes
Certificate was added to keystore
Johns-Macbook-Pro:mntnodes jeppich$ openssl x509 -outform der -in mnt2.pem -out mnt2.der
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias labl -keystore carootl.jks -file mnt2.der
Enter keystore password:
keytool error: java.lang.Exception: Certificate not imported, alias <labl> already exists
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias lab2 -keystore carootl.jks -file mnt2.der
Enter keystore password:
Owner: CN=mnt2.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 613244ec000000000044
Valid from: Wed Mar 04 18:11:54 EST 2015 until: Fri Mar 03 18:11:54 EST 2017
Certificate fingerprints:
MD5: 1E:96:5E:35:A1:3E:FA:CD:16:32:A7:01:2C:5A:E6:12
SHAl: 8F:0D:8A:58:DD:80:82:D3:56:F1:CE:26:E4:A3:C3:3F:F8:F6:D1:28
SHA256:
3A:70:F0:E6:43:93:E8:10:11:C5:FE:61:24:66:A2:C8:2A:FA:AC:04:38:4A:B5:B6:20:2C:E6:3C:21:D5:45:C3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:
#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false

0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r
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#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#3: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_Encipherment

1

#7: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mnt2.lab6.com
1

#8: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

Trust this certificate? [no]: yes

Certificate was added to keystore

Johns-Macbook-Pro:mntnodes jeppich$ keytool -list -v -keystore carootl.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: lab2
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mnt2.lab6.com

Issuer: CN=1lab6-WIN-BG7GPQO53ID-CA, DC=lab6, DC=com

Serial number: 613244ec000000000044

Valid from: Wed Mar 04 18:11:54 EST 2015 until: Fri Mar 03 18:11:54 EST 2017
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Certificate fingerprints:
MD5: 1E:96:5E:35:A1:3E:FA:CD:16:32:A7:01:2C:5A:E6:12
SHAl: 8F:0D:8A:58:DD:80:82:D3:56:F1:CE:26:E4:A3:C3:3F:F8:F6:D1:28
SHA256:
3A:70:F0:E6:43:93:E8:10:11:C5:FE:61:24:66:A2:C8:2A:FA:AC:04:38:4A:B5:B6:20:2C:E6:3C:21:D5:45:C3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#3: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#7: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mnt2.lab6.com
]

#8: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1
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Alias name: labl
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mntl.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 61326a18000000000031
Valid from: Tue Jan 20 20:08:40 EST 2015 until: Fri Jan 20 20:18:40 EST 2017
Certificate fingerprints:
MD5: D7:EC:5C:10:37:8D:6A:64:4C:51:BE:0B:7E:46:A4:36
SHAl: 6A:CF:48:0D:55:34:41:AA:D8:68:2C:06:86:6E:85:1A:80:7A:8E:BE
SHA256:
66:7C:74:C3:D8:50:D0:09:A2:AA:60:5C:9D:97:09:D9:75:30:DD:3D:4B:56:47:77:91:47:84:DF:46:57:53:6F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* . H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 OD 03 07 HoLLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A 0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUPIE SR Y DU

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 BE 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11
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#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mntl.lab6.com
1

#11: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

khkkhkkhkkkhkkhkkhkkkhkkhkhkhkkkkkhkhkhkkhkkkkkhkkkkkkkkkxk
hhkkkkhkhkkhkhkhkhkkkkhkhkkhkkkkhkhkkhkhkkkkkhkhkhkkhkkkkhkkkk

Johns-Macbook-Pro:mntnodes jeppich$ openssl x509 -outform der -in root2a.cer -out root2a.der
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias lab3 -keystore carootl.jks -file root2a.der
Enter keystore password:
Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
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CIsCO.

DigitalSignature
Key_CertSign
Crl_Sign

1

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06
0010: 6A C8 79 2C

1
1

Trust this certificate? [no]: yes
Certificate was added to keystore

©2015 BRIAZLNF
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Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac. jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 -username macl -group Session
——————— properties -------

version=1.0.0

hostnames=10.0.0.48

username=macl

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

Johns-Macbook-Pro:bin jeppich$

IAIF pxGrid 2 )7 i 7 CVEME S pxGrid #751%
Administration -> pxGrid Services

g 4> Home Operations|¥  Policy! ¥  GuestAccess|¥  Administration | ¥ b
=30 System I Identity Management BB Network Resources |28] Device Portal Management B pxGrid Services |&5] Feed Service {8 pxGrid Identity Mapping

Lve Lo

o Enable @) Disable Appra\ae @ Group * Decline e Delete ~ '@; Refresh Total Pending Approval(D) ~ 1-40f4 St
[ Client Name Client Description Capabilities Status Client Group Log
[0 » ise-admin-admini Capabilities(2 Pub, 1 Sub) Online Administrator View
O » isemnt-mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mntl Capabilities(1 Pub, 0 Sub) Online Administrator View
O » mact Capabilities(0 Pub, 0 Sub) Offline Session View
a1k N g A N N,
W2 BITRE N

Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 -username macl

——————— properties -------

version=1.0.0

hostnames=10.0.0.48

username=macl

keystoreFilename=mac. jks

keystorePassword=ciscol23
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truststoreFilename=carootl. jks
truststorePassword=ciscol23

filter=null

start=null

end=null

connecting. ..

connected.

starting at Thu Mar 05 21:45:49 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000D02D814C0O0, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000004], Posture Status=null, Posture Timestamp=, Session Last Update Time=Thu Mar 05 21:33:02 EST
2015 )

session (ip=null, Audit Session Id=0A0000020000000C0003672C, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000005], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Mar 05 21:33:44 EST 2015 )... ending at: Thu
Mar 05 21:45:49 EST 2015

ERFENESRHE

WA AHZHESH, LI keystoreFilename F1 truststoreFilename FAEH 2 HI 2 5 E T4 H -

=1 IOHIE truststoreFilename % 4H % carootl.jks

Sk

Johns-Macbook-Pro:bin jeppich$ keytool -list -v -keystore carootl. jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 3 entries

Alias name: lab3
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3
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Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 BE 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

hhkkkhkkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkkkx
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Alias name: lab2
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mnt2.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 613244ec000000000044
Valid from: Wed Mar 04 18:11:54 EST 2015 until: Fri Mar 03 18:11:54 EST 2017
Certificate fingerprints:
MD5: 1E:96:5E:35:A1:3E:FA:CD:16:32:A7:01:2C:5A:E6:12
SHAl: 8F:0D:8A:58:DD:80:82:D3:56:F1:CE:26:E4:A3:C3:3F:F8:F6:D1:28
SHA256:
3A:70:F0:E6:43:93:E8:10:11:C5:FE:61:24:66:A2:C8:2A:FA:AC:04:38:4A:B5:B6:20:2C:E6:3C:21:D5:45:C3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#3: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
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0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#7: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mnt2.lab6.com
1

#8: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1
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Alias name: labl
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mntl.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQO53ID-CA, DC=lab6, DC=com
Serial number: 61326a18000000000031
Valid from: Tue Jan 20 20:08:40 EST 2015 until: Fri Jan 20 20:18:40 EST 2017
Certificate fingerprints:
MD5: D7:EC:5C:10:37:8D:6A:64:4C:51:BE:0B:7E:46:A4:36
SHAl: 6A:CF:48:0D:55:34:41:AA:D8:68:2C:06:86:6E:85:1A:80:7A:8E:BE
SHA256:
66:7C:74:C3:D8:50:D0:09:A2:AA:60:5C:9D:97:09:D9:75:30:DD:3D:4B:56:47:77:91:47:84:DF:46:57:53:6F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.
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#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false
0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 0A 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 IANUNIE S IR B

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accesslocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 BE 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQO053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

1

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mntl.lab6.com
1

#11: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
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0010: AF D8 07 09
1
1
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Johns-Macbook-Pro:bin jeppich$

P2  IF keystoreFilename %5 H%E mac.jks

Johns-Macbook-Pro:bin jeppich$ keytool -list -v -keystore mac.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: 1
Creation date: Jan 28, 2015
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=1lab6-WIN-BG7GPQO53ID-CA, DC=lab6, DC=com
Serial number: 6118d613000000000034
Valid from: Wed Jan 28 14:35:54 EST 2015 until: Sat Jan 28 14:45:54 EST 2017
Certificate fingerprints:
MD5: 93:E4:D9:1B:00:5B:48:75:C1:9F:36:BC:B7:5C:27:73
SHAl: 33:79:37:44:81:EA:68:B8:EC:A3:26:75:18:70:AA:11:E4:58:B2:AF
SHA256:
DA:6C:BA:E3:E8:76:DD:8A:30:BA:EE:0B:46:3B:78:BF:F9:CE:B4:68:2C:5D:CE:8A:9D:FB:66:A8:1F:97:BE:4A
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 IATUNINE S IR R

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
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[
accessMethod: calIssuers
accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 81 52 81 84 98 22 43 85 5E 95 06 14 D2 5A A8 70 .R..."C.”*....Z.p
0010: 15 06 CF DB .

1
1

Certificate[2]:
Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl14c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3
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Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 BE 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

hhkkkhkkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkkkx
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Alias name: macstore
Creation date: Jan 28, 2015
Entry type: trustedCertEntry

Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6118d613000000000034
Valid from: Wed Jan 28 14:35:54 EST 2015 until: Sat Jan 28 14:45:54 EST 2017
Certificate fingerprints:
MD5: 93:E4:D9:1B:00:5B:48:75:C1:9F:36:BC:B7:5C:27:73
SHAl: 33:79:37:44:81:EA:68:B8:EC:A3:26:75:18:70:AA:11:E4:58:B2:AF
SHA256:
DA:6C:BA:E3:E8:76:DD:8A:30:BA:EE:0B:46:3B:78:BF:F9:CE:B4:68:2C:5D:CE:8A:9D:FB:66:A8:1F:97:BE:4A
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 OD 03 07 HoLLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 0OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 0A 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A 0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUPIE SR Y DU
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#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 BE 26 9C F5 37 0OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1

1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 81 52 81 84 98 22 43 85 5E 95 06 14 D2 5A A8 70 .R..."C.*....Z.p
0010: 15 06 CF DB RN

1
1

hhkkkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhhkhkkk
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Johns-Macbook-Pro:bin jeppich$
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Certificate Management System Certificates .. For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

/ Edtt | [ Generate Self Signed Certificate | (4 Import | @ Export | X Delete || O View

| Friendly Name | Group Tag | Used By | 15sued To | Tssued By | valid From | Expiration Date

W st
_ ¥ admin2

admin2.lab6.com,admin2.la

Overview

Endpoint Certificates ] b6.com#lab6-WIN-BG7GPQ g:z::;zg:m m’:"‘m“ﬂcaﬁ“”’ AdMIN, o min2.ab6.com ::M'MN'GEPQDSEID'C Wed, 4 Mar 2015 Fri, 3 Mar 2017
0531D-CA#00001 P
Trusted Certificates pxgrid2.lab6.com,pxgrid2.la . 7
) b6.com#lab6-WIN-BG7GPQ pYGrid pxgrid2.Jabé.com SDEWIN-BEIGPQUSIDC e, 4 Mar 2015 Sat, 4 Mar 2017
o 0531D-CA#00002
¥ mnt2
Internal CA Settings mnt2.lab6.com,mnt2.lab6.c . .
O om#labNIN-BGTGPOsa DEfAURPorl  EAP Authentication, Admin, | Iab6-WIN-BG7GPQUSIID-C o 4 e 505 Fr, 3 Mar 2017
: D-CA#00001 Certificate Group ~ Portal A
Certificate Templates
pxgrid2.labb.com,pxgrid2.la . .
[ bé.comi#lab6-WIN-BG7GPQ pxGrid pxgrid2.labs.com ::bﬁ WIN-BG7GPQUS3ID-C Wed, 4 Mar 2015 Sat, 4 Mar 2017
External CA Settings 053ID-CA#00002

S|4 W EE Admin 1 EAHH D) Admin TR
Administration -> System -> Deployment, Kf ISE 15 5533 /W A 4f B Admin 75 3

/> Home  Operations| ¥  Policy| ¥  GuestAccess|¥  Administration

£ Identity Management B Network Resources [22] Device Portal Management pxGrid Services |i5) Feed Service 2 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Dept E Deployment Nedes List > Configure Node

T = Register ISE Node - Step 2: Configure Node
Gv|E . General Settings
» o= Deployment

Hostname admin2
FQDN admin2.lab6.com
IP Address 10.0.0.42
Node Type Identity Services Engine (ISE)

Personas
Administration Role SECONDARY
[ Monitoring Role | SECONDARY |~ Other Menitoring Node |
W

|| Enable Session Services (i

Include Node in Node Group | None v | @

|| Enable Profiling Service

pxGrid
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Administration -> System -> Deployment, ¥ ISE 7 sy M A dli Bh W #2750 0

——
/iy Home  Operations|¥  Policy|*  GuestAccess|¥  Administration | ¥
B Network Resources |2] Device Portal Management &) pxGrid Services &) Feed Service 218 pxGrid Identity Mapping

5 ety veragerent
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Deployment Nodes List > Configure Node

Deployment
= . Register ISE Node - Step 2: Configure Node
o e General Settings
» o Deployment
Hostname mnt2

FIKON mnt2.lab6.com
1P Address 10.0.0.45
Node Type Identity Services Engine (ISE)

Personas
[ Administration Role SECONDARY
Monitoring Role | SECONDARY | + Other Monitoring Node | mntL

__| Enable Session Services (]
Include Mode in Node Group = Mone -

| Enable Profiling Service

[ pxGria &

E: BRWE MNT AN, WESBEMIRSE, WREE MnT TaEARMANE, WARSEEER pxGrid 753,

HE6 U Indiilh pxGrid 1Y
Administration -> System -> Deployment, # ISE 5 sy E M A 4Bl pxGrid 5 43

e
/2> Home  Operations| ¥  Policy | Y  GuestAccess| ¥  Administration | ¥

5% Identity Management 8 Network Resources [22 Device Portal Management &) pxGrid Services [ Feed Service 148 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Depl nt Deployment Nodes List > pxgrid2 k
e Edit Node
ET [ .
General Settings
+ <% Deployment

Hestname pxgrid2
FQDN pxgrid2.lab6.com

1P Address 10.0.0.49

Node Type Identity Services Engine (ISE)

Personas

[ Administration Role SECONDARY

[ monitaring Role PRIMARY  ~ Other Monitoring Node |
[ Policy Service

|| Enable Session Services i )
Include Node in Node Group | None -

__| Enable Profiling Service

pxGrd i
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Administration -> pxGrid Services

-

cisco Id ﬁ}“ : & Policy T e |v S ;B . 1 .
=% System 5 Tdentity Management i Network Resources [22] Device Portal Management Feed Service 4 pxGrid Tdentity Mapping

e
Clients Live Log
o/ Enable (@) Disable QAppﬂwe @ Group ’ Decline eDelehe - @ﬂefrsh Total Pending Approval(D) = 1-100f 10 Sho
0 | cientName | Client Description | Capabilities | Status Client Group | Log
O » ise-admin-admin2 Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
[0 » ise-mnt-mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » mac_engineering Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac Capabilities(0 Pub, 0 Sub) Offline EPS View
O » mac_engineering3 Capabilities(0 Pub, 0 Sub) Offline Session View
i mac_engineeringd Capabilities(0 Pub, 0 Sub) Offline Session View
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REVERIERE CISco.

1 ISE 5> %X ERE pxGrid £ A-& AL E )ik pxGrid
= Fin

Zliﬂﬁi_i_i"“mﬁﬂﬁ PAN 1 i Fl B MnT 5 5 AU B pxGrid 5 SR U pxGrid £ -2 HACE . Bbah, Al
W ek DR 7 A i e

FEALAR

o % pxGrid & /7 vy E M 2 2 pxGrid 9 5

i*: 7E£ pxGrid TA-ZFARES, REEE pxGrid TTEATFEINIRE, i pxGrid HAMEF “not running” K7, EFE pxGrid IS L
%4 “sh application status ise” #3<BEfR

o M MnT FEAY 5 FEIEEh Rl K
o {£ ISE 1 AFVEM K pxGrid 2 7 iR
o HFEMEN AR LLE R pxGrid 17 AUIRES
MK pxGrid 5w HE A SR 4l By pxGrid 5 51
o {ETUE pxGrid 175 LA H “application stop ise” 4, AU pxGrid 5 2L KT 0
o 7EHHB) pxGrid 17 55 LA H “application start ise” ¥4, A s)H B pxGrid T 4
o M MnT 257 50T BOG )21 DUEX AT LA, IR LE 253k Wi AH 7]
o 4 pxGrid %5 ) vy M B4 B pxGrid 5 51
o {£ISE HAF MM pxGrid & i
o  EEIEN RURELLER pxGrid 9 AUIRAS
WA pxGrid 215 14
o {E4HiBh pxGrid 7 5 & H “application stop ise” 4
o FEFE pxGrid 1555 L& H “application start ise” T4
o M MnT T2 50 TGS 23 15 AN AT LR, X2k N AZAH [
o ¥ pxGrid %% /7 Jiid 3 32 2 pxGrid 15 £
o {EISE HEFVEM K pxGrid /7 Jii
o EEIBE AURALLER pxGrid T AURA
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ik pxGrid EA-ZFHEE
EXRE
AL IRATIAE pxGrid -2 BCE B, ¥ pxGrid 27 5y d 2055 — A pxGrid 75 88 -3 pxGrid 5 £,
FEAR AR
o % pxGrid % F iy M 2 3 2 pxGrid 15 £

. 7 pxGrid TA-ZFAEREP, REEE pxCGrid TR TFFEINRE, MR pxGrid TRMAEF “not running” X7, EMTE pxGrid T A £
% 1 “sh application status ise” # &R

o M MnT FZHY SN EUE )L R

o {E ISE M AFEM M pxGrid 25 ) vtk 74

o EHHRENT AURALLE R pxGrid T ARG
NI BT T R TR SR A

FEW WU RS S A TSR
Administration -> System -> Deployment, &N 1%F 2T 17 4

; :-.

7 Home Operations|¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

_ .gt Identity Management B Network Resources [22] Device Portal Management [] pxGrid Services [ Feed Service 248 pxGrid Identity Mapping
; Certificates Logging Maintenance Backup & Restore Admin Access Settings
Deployment Nodes
@}'
J Edic  [BRegister + | & Synaup | B Deregister
[1| Hostname « | MNode Type  Personas | Role(s) | Services Node Stat
O admint ISE Administration PRIMARY(A)
O admin2 ISE Administration SECONDARY(A)
O mntt ISE Monitoring PRIMARY(M)
O mnt2 ISE Monitoring SECONDARY(M)
O psnt ISE Policy Service Al
O pxgrid1 ISE pxGrid
O pxgrid2 ISE pxGrid
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Administration -> pxGrid Services

License Warning v |

/it Home  Operations | ¥  Policy | ¥  GuestAccess|¥  Administration | ¥ ]
oo System £ Identity Management B Network Resources [#& Device Portal Management ® pxGrid Services &3] Feed Service 48 pxGrid Identity Mapping

| Live Log

o Enable (@ Disable @Appro\ae © Group W Decline 6 Delete « @ Refresh Total Pending Approval(D) ~ 1-70f7 Sh
|l Client Name Client Description Capabilities Status Client Group Log

O » ise-admin-mnt2 Capabiiities(0 Pub, 0 Sub) Online Administrator View

O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View

O » ise-mnt-mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View

O » ise-admin-admini Capabilities(2 Pub, 1 Sub) Online Administrator View
O » mac_engineeringl? Capabilities(0 Pub, 0 Sub) Offline Session View

O » mac Capabilities(0 Pub, 0 Sub) Offline Session View

HB3 i pxGrid register JAIAF1 session_download shell JIASVF M pxGrid & /7 it - F &G s &S 1Eid 5% .
2N pxGrid 5 /U9 E 1P HUhEAN 2 1P btk ) 1P Huht A 4E hostname.

& EEWED, BT GUI 5 EHEN pxGrid Ti 3.

Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineeringl5 -group Session

——————— properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineeringl5

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineeringl5

------- properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineeringl5

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

filter=null

start=null
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end=null

connecting. ..

connected.

starting at Thu Mar 05 00:54:43 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000E027B9538, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000006], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 20:06:47 EST
2015 )

session (ip=10.0.0.51, Audit Session Id=0A0000020000000C00035232, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000004], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 21:18:38 EST 2015 )... ending at: Thu
Mar 05 00:54:43 EST 2015

B4 ENVAXE BEM YA S i mac_engineering15
Administration -> pxGrid Services

License Warning v

. Engine R

Operations | ¥ Policy| ¥  Guest Access| ¥  Administration | ¥

o3 E
o= System £ Identity Management BB Network Resources [24) Device Portal Management [ pxGrid Services |&5] Feed Service {8 pxGrid Identity Mapping
Lve og

o Enable (@) Disable @Approve @ Group * Decline @ Delete + i& Refresh Total Pending Approval(D) ~ 1-8of8B Sl
O Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-admini Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabilities{2 Pub, 0 Sub) Online Administrator View
[0 » ise-mnt-mnt1 Capabilities{2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities(0 Pub, 0 Sub) Online Administrator View
O » ise-admin-mntl Capabilities{1 Pub, 0 Sub) Online Administrator View
O » mac Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac_engineeringls Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl? Capabilities(0 Pub, 0 Sub) Offline Session View
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TR pxGrid 17 55 B8 75 WO D)4k 4 B pxGrid 715 2%
o FEEUE pxGrid 155 LA “application stop ise” #r4, AU pxGrid 5 &L W ) 0
o {EHBN pxGrid 1 5 & “application start ise” 74, JA W) pxGrid 7 5
o A MnT T2 5N BUE )2 15 M AT UL, 1Ko ih N ZAH [F]
o ¥ pxGrid % 7 Siyd M 24 Bh pxGrid 5 5
o 1L ISE M &EFVEM M pxGrid 25 )7 viii
o AFEHRET RURALLER pxGrid 11 mURES
o (ETU pxGrid 155 LA H “application stop ise” 4, AU pxGrid 5 £ KT T A1
o {EHHDh pxGrid 15 55 _E&KH “application start ise” #¥4, A Zh4H B pxGrid T 55

o M MnT EZ 5 GG E &1 U FLBEAT L, IX 8 S il B A% AH ]

1 KiE % pxGrid 15 2588 pxGrid 1 25T
Administration -> System -> Deployment

7> Home Operations | ¥  Policy | ¥  Guest Access|¥  Administration | ¥

L Identity Management BB Network Resources |22 Device Portal Management |l pxGrid Services | Feed Service 218 pxGrid Identity Mapping

Certificates Logging Maintenance Backup B Restore Admin Access Settings

Deployment Nodes
g

J edit  [GlRegister » | & Syncup | [ Deregister
[]| Hostname « | Node Type | Personas | Role(s) | Services Node Stal
O admint ISE Administration PRIMARY(A)
[0 admin2 ISE Administration SECONDARY(A)
O mnt1 ISE Monitoring PRIMARY(M)
O mnt2 ISE Monitoring SECONDARY(M)
O psn1 ISE Policy Service Al
O pxgrid1 ISE PXGrid <]
O pxgrid2 ISE pXGrid
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Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.49 -username mac_engineeringl5
——————— properties -------

version=1.0.0

hostnames=10.0.0.49

username=mac_engineeringl5

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

filter=null

start=null

end=null

connecting. ..

connected.

starting at Thu Mar 05 01:32:40 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000E027B9538, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000006], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 20:06:47 EST
2015 )

session (ip=10.0.0.51, Audit Session Id=0A0000020000000C00035232, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000004], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 21:18:38 EST 2015 )... ending at: Thu
Mar 05 01:32:40 EST 2015

connection closed
Johns-Macbook-Pro:bin jeppich$

$®3  iF pxGrid RSB OIS, HEESH S ISE KATK T 5.

Administration -> pxGrid Services

License Warning v | &

e ooy Engine /i Home  Operations ¥ Policy| Y GuestAccess|Y  Administration | ¥

=% System i Identity Management B Network Resources [24] Device Portal Management 1 pxGrid Services &) Feed Service {8 pxGrid Identity Mapping

1 Live Log

of Enable (@) Disable @Appmue © Group W Decline eDeleiae - @; Refresh  Total Pending Approval(D) « 1-80f8 Sh
O Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-mnt2 Capabilities{0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mntt Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mntl Capabilities({1 Pub, 0 Sub) Online Administrator View
O » ise-admin-admini Capabilities(2 Pub, 1 Sub) Onlina Administrator View
O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » mac Capabilities{0 Pub, 0 Sub) Offline Session View
0o mac_engineeringl5 Capabilities{0 Pub, 0 Sub) Offline Session View
0 o» mac_engineeringl? Capabilities(0 Pub, 0 Sub) Offline Session View
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Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.49 -username mac_engineering20 -
group Session

——————— properties -------

version=1.0.0

hostnames=10.0.0.49

username=mac_engineering20

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering. ..

connecting. ..

connected.

done registering.

connection closed

Johns-Macbook-Pro:bin jeppich$

$EWS  WIUEERER G 2N pxGrid % 7' i mac_engineering20
Administration -> pxGrid Services

A —————— =
/3t Home  Operations | ¥  Policy | ¥  GuestAccess| ¥  Administration | ¥
o2 System Z52 Tdentity Management BB Network Resources [21] Device Portal Management N e, LR TE |E5) Feed Service {8 pxGrid Identity Mapping
OEnat
Live Log

o Enable (@) Disable @Appnwe @ Group ‘ Decline e Delete + *5» Refresh Total Pending Approval(D) - 1-9¢f9 Show |:
[ ] Client Name Client Description Capabilities Status Client Group Log
0 »  ise-admin-mnt2 Capabilities(0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnkl Capabilities(2 Pub, D Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » ise-admin-admini Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabiiities{2 Pub, 0 Sub) Online Administrator View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
[0 » mac_engineering15 Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac_engineering17 Capabilities(0 Pub, D Sub) Offline Session View
O » mac_engineering20 Capabilities{0 Pub, 0 Sub) Offline Session View
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YA pxGrid F AT
o {EHB) pxGrid 1555 L&k “application stop ise” T4
o {EFE pxGrid 1 4 &k H “application start ise” fiy4>
o A MnT T2 SN BUE )2 15 M AT UL, 1Ko h N ZAH [F]
o % pxGrid & /7 vy E M2 2 pxGrid 15 54
o {EISE HAF M pxGrid %) i
o HAFEMEN AUIRASLLER pxGrid 17 AR

S KAUFE I pxGrid TR OE
Administration -> System -> Deployment, %N i%F i &

4> Home Operatons|¥  Policy| ¥  GuestAccess|¥  Administration | ¥

System Z& Identity Management BB Network Resources [2& Device Portal Management pxGrid Services &) Feed Service 248 pxGrid Identity Mapping

Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes

[ Ezv iy

» 5% Deployment J Edic  [GlRegister v | &) Syncup | [ Deregister Shot
|:|l Hostname A{ Node Type Pﬂ'sonas | Role(s) | Services Node Status
[0 admint 1SE Administration PRIMARY(A)
O admin2 ISE Administration SECONDARY(A)
O mntt ISE Monitoring PRIMARY(M)
O mnt2 ISE Monitoring SECONDARY(M)
O psni 15E Palicy Service Al
O pxgrid1 ISE pxGrid
O pxgridz ISE pGrid -]

W2 RUE pxGrid IRS5E T IEAEIZTT, EREF A 2 ISE KA 1Y 53
Administration -> pxGrid Services

> Home  Operations | ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥
ofo System 5 Identity Management B Network Resources [ Device Portal Management [ Feed Service 148 pxGrid Identity Mapping

©Enable Auto-Registration

e og

ofEnable  @Disable  @Aporove @ Group W Decine  @@Delete v @hRefresh | Total Pending Approval(0) v 1-90f9  Show |25 v|perpage Pag
) | client Name | Client Description | Copabiities | status | ientGrowp | Log
O » ise-mnt-mntz ' Capabilities(2 Pub, 0 Sub) Online Administrator ' view
O » ise-mnt=mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities{1 Pub, 0 Sub) Online Administrator View
O » ise-admin-admini Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities{0 Pub, 0 Sub) Online Administrator View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl? Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac_engineering15 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineering20 Capabilities{0 Pub, 0 Sub) Offline Session View
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Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineeringl5

——————— properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineeringl5

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

filter=null

start=null

end=null

connecting. ..

connected.

starting at Thu Mar 05 01:57:14 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000E027B9538, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000006], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 20:06:47 EST
2015 )

session (ip=10.0.0.51, Audit Session Id=0A0000020000000C00035232, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000004], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 21:18:38 EST 2015 )... ending at: Thu
Mar 05 01:57:14 EST 2015

connection closed

PB4 BN pxGrid 7 SRR A P

Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineering50 -group Session

——————— properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineering50

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed
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PSS  1F ISE pxGrid #1125 A pxGrid & /" %fi mac_engineering50
Administration -> pxGrid Services

[F pxGrid Services

System & Identity Management BB Network Resources )| Feed Service 248 pxGrid Identity Mapping

Lve g

g Enable (@ Disable @ﬂpprwe © Group W@ Decline eDeIde - @ Refresh Total Pending Approval(0) + 1-100f 10 St
O | ClentName | Client Description | Capabilities | Status Client Group | Log
O »  ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
[0 » ise-mnt-mnti Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mntl Capabilities(1 Pub, 0 Sub) Online Administrator View
[0 » ise-admin-admini Capabiiities(2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities(0 Pub, 0 Sub) Online Administrator View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl? Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl5 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineering20 Capabilities(0 Pub, 0 Sub) Offline Session View
[0 » mac_engineerings0 Capabilities(0 Pub, 0 Sub) Offline Session View
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ISE B ZE A BIMEH

WM CA FUKIARTT Y, BEE A A ] pxGrid SDK H IREASE 1S 15 50 F I pxGrid 1 ISE SZjiti, )
Al pxGrid () ISE B4 SOHET . BROAEOLT, A4 S 00E 158 e A % 40 Bk (BKU), v A I
FIF R4 28 5 B0AiE (1.3.6.1 .5.5.7.3.1) R /i B IAIE (1.3.6.1 .5.5.7.3.2), AL T ISE REGEPIES.

pxGrid % o] U A28 2UET, 20 “¥H AZAIUETS pxGrid ISE 15 i fll pxGrid &7 v fic &5 A 7

pxGrid &/ it i EH] CA B2 MUET, &0 “¥ AZAIUETS pxGrid ISE 17 £ f1 CA 254411 pxGrid
FmA R .

P17 ISE AL S b e H pxGrid Hk
Administration -> System -> Certificates -> System Certificates -> Edit ISE 2544 UF 15 F 1% £ pxGrid,
SR riili Save

License Waming
7 Home  Operations | ¥  Policy| ¥  GuestAccess| ¥ Administration |

£ Identity Management BB Network Resources |24 Device Portal Management &) pxGrid Services &) Feed Service 2{8 pxGrid Identit

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management Edit System Certificate
Overview Tssuer

* Friendly Name | Default self-signed server certificate |
System Certificates

Description | |

Endpaint Certificates Subject CN=isespl.lab6.com

Trusted Certificates Issuer isespl.lab6.com

Valid From Sat, 24 Jan 2015 20:57:46 EST

OCSP Client Profile
Valid To (Expiration) Sun, 24 Jan 2016 20:57:46 EST

Certificate Signing Requests Serial Number 54 C4 4D SA 00 00 00 00 4A 09 BB 3E 37 DB E8 FE
Signature Algorithm SHAIWITHRSA
Internal CA Settings Usage
+| EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
Certificate Templates

| Admin: Use certificate to authenticate the ISE Admin Portal
External CA Settings pxGrid: Use certificate for the pxGrid Controller
v/ Portal: Use for portal

* Certificate Group Tag | Default Portal Certificate Grouf~ | (@
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$B®2 Sl Trusted Certificates A S ISE AZE4 G4
Administration -> System -> Certificates -> Edit HZ& UL, RJ5EFE “Export Certificate Only”

i WIEBE S EA PEM X

Export Certificate 'Default self-signed server certificate’
(®) Export Certificate Only

O Export Certificate and Private Key

*Private Key Password |

*Confirm Password | |

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.
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FEW3 K PEM AR AZIRASAEMUETS A
Administration -> System -> Certificates -> Trusted Certificates -> % PEM certificate Jf:/3 H “Trust for
authentication within ISE” , 4R 534

N

Operations | ¥ Policy | ¥  Guest Access | ¥ Administration | ¥
5 Identity Management B Network Resources Device Portal Management pxGrid Services Feed Service 44 pxGrid Tdenti
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Immrt a new Certificate into the Certificate Store

* Certificate File | Browse... | Defaultselfsignedservercerti.pem

fﬁﬁl-lume

Overview
Friendly Name |

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[ Trust for client authentication and Syslog

Trusted Certificates

[C] Trust for authentication of Cisco Services
OCSP Client Profile

[[] validate Certificata Extensions

Certificate Signing Requests Description |

EE (concel
Certificate Authority

$E4  JIH pxGrid Mt
Administration -> System -> Deployment -> Edit #5315 55031 )5 H pxGrid, 4R )5 s Save

2l : ﬁ]l‘hm .(ﬁmﬂmﬂ' Policy | ¥ Guest Access | ¥
& Identity Management I Network Resources [22] Device Portal Management [ pxGrid Services [ Feed Service 4% pGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > isespl

Deployment

" o Edit Node

Sl @' Profiling Configuration
v =% Deployment

Hostname isespl
FQDN isespl.lab6.com
IP Address 10.0.0.39
Node Type Identity Services Engine (ISE)

Personas
¥ Administration Role STANDALONE | Make Primary |
/I Monitoring Role | PRIMARY || Other Monitoring Node

1¥| Policy Service

[+| Enable Session Services 1 ]
Include Node in Node Group | None | @

|| Enable Profiling Service

pxGrid i
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PSS )53 pxGrid M5

Administration -> pxGrid Services

iE: WMRIGAEDS pxGrid TIRMERE, FIRFE—LEHEFEEREE.

@;sﬁmﬁlv Policy | v A
of System 2 Identity Management i Network Resources [22] Device Portal Management .FeedSenme 248 pxGrid Ident

BTN vew

¢ Enable (@ Disable aApprDve @ Group W Decline al)eldg - v@Aleﬁ'esh Total Pending Approval(D) =

O | CientName | Client Description | Capabilities | Status Client Group
O » ise-admin-isespl Capabilities({3 Pub, 1 Sub) Online Administrator
[0 » ise-mnt-isespl Capabilities(2 Pub, 0 Sub) Online Administrator
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SDK YA IEH

Aol 4 A pxGrid SDK HIREAIETS, & HBEHT T POC, ANBEEA - HEErp Al ] Beab AT A
rootSample.crt 1/ N{EEH CAUETS, FH5 N iseSamplel.crt Fl iseSamplel key, 7824 pxGrid %)™ i FH T4 ) ity
M ASH/AAEST . 96 POC #8  FEASIE TR pxGrid 7~ shell BIAS (I TE ZPE41(E R, TS0
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-

Configure_and_Test Integration_with Cisco_pxGrid.pdf

¥ rootSample.crt ‘T AF| ISE 5254 RGEUE 15
Administration -> System -> Certificates -> Trusted Certificate -> ‘7 \ rootSample.crt, #XJ5 fiili Submit

License
/i) Home  Operations | ¥  Policy| ¥  GuestAccess| ¥ Administration | ¥

BB Network Resources Device Portal Management pxGrid Services Feed Service 28 pxGrid Identity Mapping

5 Identity Management
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificata File | Browse... | rootSample.crt
Overview —
Friendly Name |
System Certificates
Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[J Trust for dient authentication and Syslog
Trusted Certificates
[[] Trust for authentication of Cisco Services
(Eegpelaiei [ Validate Certificate Extensions

Certificate Signing Requests Description |

| oo | e
Certificate Authority

## iseSamplel.crt Al iseSamplel.key 5 AZI ISE M ARGl 15 )F
Administration -> System -> Certificates -> System Certificates -> Import, /] cisco123 1 Jy %, X
JEARAT o

Friengly Name [ ] d
Al Wildeard Certificates

Cartificats Signing Requasts | Allow wikicard is disabled when paGrid is selected and vioe versa. This is because prGrid does.
nck SUPROt wildcard conificates. If you want to use wikdcard with other usage typels), make
UM PG 1 not chacked.

e e

Tnemmal CA Sattings Usaga
2] Admin: Use cortificate i

Certificate Templates [ EAP Authantication:
[ eriad; L

[ portak: Use

B conce |
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SBT3 )5 pxGrid
Administration -> System -> Deployment -> Edit ¥ 2& 17 & I )5 H pxGrid, #RJ5 sl Save

i

ikl intii? =
5 Identity Management B Metwork Resources [22] Device Portal Management 53] pxGrid Services 53 Feed Service 5 pxGrid Identity Mapping

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Depl t Deployment Modes List > isespl
Edit Node
Gl . — . .
General ings rofiling Configuration
» o Deployment
Hostname isespl
FQDN isespl.lab6.com
1P Address 10.0.0.39
Node Type Identity Services Engine (ISE)
Personas
|¥| Administration Role STANDALONE Make Primary
| Monitoring Role | PRIMARY v/ Other Monitoring Node |
[¥/| policy Service
[¥| Enable Session Services (i )
Include Node in Node Group | None ~| @
1+| Enable Profiling Service
pxGrid

B4 53 pxGrid k55

Administration -> pxGrid Services

E: MRRAEFDS pxGrid TR MEE, FREFE LA ERREER.

o System 8 Identity Management i Network Resources [22] Device Portal Management [E5) Feed Service 248 pxGrid Ident

[_cients  JRUAIES

o Enable @ Disable anpprme © Group W Decline el)elau: - @Rﬁﬁ'ﬂsh Total Pending Approval(D) +

(]| | ClientName | Client Description | Capabilities | Status Client Group
O » ise-admin-isespl Capabilities(3 Pub, 1 Sub) Online Administrator
O » ise=mnt-isespl Capabilities(2 Pub, 0 Sub) Online Administrator
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MK pxGrid & P im

AR MnT 5 5 S ISE AZ4 SO0ET, R 2, WS H 3 FitE S iE R pxGrid )7
i GESH “HESIENE7 ) .

WA AT A 1 75 i RN 23 1% T 3K
BB I register.sh JAIFIZATLL R4

./register.sh -keystoreFilename iseSamplel.jks -keystorePassword ciscol23 -truststoreFilename rootSample.jks
--truststorePassword ciscol23 -group Session -username iseSample -hostname 10.0.0.39 -group Session
——————— properties -------

version=1.0.0

hostnames=10.0.0.39

username=iseSample

descriptipon=null

keystoreFilename=iseSamplel. jks

keystorePassword=ciscol23

truststoreFilename=rootSample. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

I03IF pxGrid %% J7 % iseSample +2: 75 7F pxGrid Services N 27k U M % /7 b

/) Home  Operations |¥  Policy|¥  GuestAccess| ¥  Administration | v
=%s Gystem i Identity Management BB Network Resources [2&) Device Portal Management [B pxGrid Services &3] Feed Service 248 pxGrid Identit

BRI el

o Enable @) Disable @Apprwe © Group W Decline e Delete = % Refresh Total Pending Approval(D) «

|~} Client Name Client Description Capabilities Status . Client Group
0 » ise-admin-isespl Capabilities(3 Pub, 1 Sub) Online Administrator
O » ise-mnt-isespl Capabilities(2 Pub, 0 Sub) Online Administrator
0 » isesample Capabilities(0 Pub, 0 Sub) Offline Session
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SEHEH

B R -1 B IR, pxGrid

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo-84-
Configure and Test Integration with Cisco pxGrid.pdf

¥ A2 4ET 5 pxGrid ISE 75 £ A1 pxGrid % 7 sty fic 25 i
¥ A2 4UE TS pxGrid ISE 17 £ R CA 284418 pxGrid 25 7 ity it 25 i H
¥ CA B4 ME1 S pxGrid ISE 715 £ F1 pxGrid & /7 i Bt A H



http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf

%o & RS Al

B %

P HERR
AP S HE R A5 S
WHRE R DL NS R, 5 pxGrid % )7 5. pxGrid 75 2R ISE w3l DNS SET T :

jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -truststoreFilename
carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username mac
——————— properties -------
version=1.0.0
hostnames=10.0.0.48, 10.0.0.49
username=mac
keystoreFilename=mac. jks
keystorePassword=ciscol23
truststoreFilename=carootl. jks
truststorePassword=ciscol23
filter=null
start=null
end=null
connecting. ..
connected.
19:27:48.224 [main] WARN o.a.cxf.phase.PhaseInterceptorChain - Interceptor for
{https://mntl.labé6.com/pxgrid/mnt/sd}WebClient has thrown exception, unwinding now
org.apache.cxf.interceptor.Fault: Could not send Message.

at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage (MessageSende
rInterceptor.java:64) ~[cxf-api-2.7.3.jar:2.7.3]

at org.apache.cxf.phase.PhaseInterceptorChain.doIntercept (PhaseInterceptorChain.java:271) ~[cxf-api-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.AbstractClient.doRunInterceptorChain (AbstractClient.java:581) [cxf-rt-
frontend-jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doChainedInvocation (WebClient.java:904) [cxf-rt-frontend-
jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:772) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:759) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.invoke (WebClient.java:355) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.post (WebClient.java:381) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at com.cisco.pxgrid.stub.identity.impl.SessionIteratorImpl.open (SessionIteratorImpl.java:128)
[pxgrid-identity-client-stub-1.0.0.jar:1.0.0]

at com.cisco.pxgrid.samples.ise.SessionDownload.main (SessionDownload. java:132) [pxgrid-sdk-
1.0.0.jar:1.0.0]
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#E Centos 6.5 A ffIf& Java FAZe & JDK 8.0
MER Java R HARRA

P, 1 Hif& Centos 6.5 =& A, #IA: yum update

E: BABEEE root 1UBR, #iA: suroot yum update

BPB2 EHEME, BIAUTaSHRERNE RREMEM JAVA &:
rpm -qa | grep -E '"*open]jre|jdk]|j[re|dk]’

#F: AFBL%R%ET java-1.6.0-openjdk-1.6.0.0-1.56.1.11.8.el6_3.i686 &, FilFHEE(THSIGEME

S 3 HA: yumremove java-1.6.0-openjdk

2% JDK 8.0
HB1 YA root AR, A su, RGEBIRREMANZ,
WE 2 % JDK8, #iA: rpm - Uvh jdk 8u20 Linuxx64.rpm

BB 3 BAFEEIRIT alternatives 8%

alternatives --install /usr/bin/java java /usr/java/latest/jre/bin/java 200000
alternatives --install /usr/bin/javaws javaws /usr/java/latest/jre/bin/javaws 200000
alternatives --install /usr/libé4/mozilla/plugins/libjavaplugin.so libjavaplugin.so.x86_64
/usr/java/latest/jre/lib/amd64/libnpjp2.so 200000

alternatives --install /usr/bin/javac javac /usr/java/latest/bin/javac 200000

alternatives --install /usr/bin/jar jar /usr/java/latest/bin/jar 200000

java - version

& Java kRAS, #HiA java - version, & i%ZFZI: javaversion'1.8.0_20"
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